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Logged Events Description Status
TINA ADIREEZEE
Started normally(cold boot)
System Status Started normally(warm boot) | -
Shutdown requested
User operation(Local) Start/End
1—-Y—-828
Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
J Password), Failed

Login/Logout -
Locked System Administrator

Authentication -
Detected continuous (KB E#ERTE)
Authentication Fail

EBRY-ZE

Audit Policy Audit Log ‘ Enable/Disable
J3TAT-HA
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TIMAREER
Adjust Time
Device Settings Create Mailbox Successful/Failed

Delete Mailbox

- 69 - Copyright® 2012 by Fuji Xerox Co., Ltd.



S1E0YvIX 02263 2U—X F1Urr4—TF

Logged Events Description Status
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EENTDHIBR#EEITFEE LB AFELBRSADPRENLIRESNTIS,

(5) FAU_STG.4 BEET-HEXDBAIE
BEEOTNEFICETR. ZREE VMLV T CRESNCEET-ACEZELT HLLEET 4
MHEKT BRSNS,

EEOTHEDINY ME, 34 LARVTEHRIC NVRAM [LRFSN 50 HISZELEHEE . NVRAM £oO
& 50 B T—20771IV (LR TEEOTIPMIVIERES) ELT, RERN— RTAADEENREFE

LT, &K 15,000 DA XY MERFTHENHESD, 15,000 $2HAI5EE, —BHVABILA
BUTTRBESNEEZATI7MIVDbIRIEE LT, IR LTI AY MEEERSN S,

(6) FPT_STM.1 &{EREAM LARVT
EBENCZEENRIRY MeEEOTI7M1 AT HFC. TOE AT\ IOV IHREICL 51 L
ARV TERITI AR EIRIET D,
FratDRELEX TSF_FMT (CENVATLEEEDH N AIEETHD,
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1.1.7. HNEBRYII—DT—H{REEMBE(TSF_NET_PROT)

AERYRI—DT7—SREKEER ., VAT LEBE LNV ATLEEEET-FTRESNL T 42070
VEREDEEICED, AEBRY ) -DT7 - {REMEEN R SND,

(1) FTP_TRP.1 E{E%8/5A
TOE&YE—ME (Web [CLBBIEY—EAR. TIVA—FSANABEY—EAR. I77DARSANNHBEY L
AL XY MI=D1—-T4)T4F@EY—E A, ApeosWare Device Setup H@EY—EABLIUVEIETE
HNANERESNZMOY—ER) TEF17 BT AR ENMRIESNIBELREIOINIUCLE . XET
=R EFI)TAEEBONTT-ASLU TOE BRET I ERETIHEEZIREETS., COBERE/NAEL. it
DBENAHEMICEBISN., Z0ImRORIASNEZH N B LURELPREND. BIET 2 GRET
BEENEROTLVS,

a) SSL/TLS 7akail

VATLEBECINVATLEEEE - FCERESNLISSL/TLS BIE L. Ry rI—DLEE
FNBIXET—I, EFX1T(EEBEOT TP TOE RET I 5RETR—DOELT. BF17HT—4
BIEMMREEENS. SSL/TLS 7O RS REL TV,
TOE W3 i3 HAAEICLD . SSL/TLS #—)\—F7(3 SSL/TLS H34 7Y beLTBIET BTN H X
3. = SSL/TLS FOMIUCHETBIEICLD., & TOE EUE— MEOT—SBIEIR . BHEPHEN
ORANRET RN KD, BENGORE, TROMBEECIBIET A5 2L TR
SHOTEHRTD, BHBSRIETLIIVDERIIBFFICERIN . MFD RAKDEREVIET5H. 3t
YAVDR T ERBTHERT B,

SSLv3/ TLSv1.0/TLSv1.2 FOPIILELTE RSN S B OIS 5 52
BHFMICE, FTROBESIEAM— bORNIDRIRENS.

SSL/TLS ORESLAL—F HEREsAR/BY1X NvYa1A=R
SSL_RSA_WITH_RC4_128_SHA RC4/128 vt SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA 3Key Triple-DES/168 Evbk | SHA1
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Evk SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Evh SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256

FHSAhbDIREEL. SSL/TLS BEE&EEF/O LD HMAC(Hashed Message
Authentication Code - IETF RFC2104) # a5 AT 3EICLH>TEIETS,

Web D547V b LT SSL/TLS @IEEEEMICTEIE. D47V M oDEKIE HTTPS &L T, 21
LEIFNIEBLEL, SSL/TLS@EE. IPsec. SNMPV3 &ty b7y T 9300, FREVATLEES
NeF1)T(BEEOTTAEAIYO- FTRRIICERICERE SN TWREIFNE B L,

b) IPSec 7O~
VATLEBECINVATLEBEE - FTERESNELIIPSec @IEICHEL. AEBRYII—D EEFR
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NIXETA, LX) T(EEODTTAP TOE RET —HERETDI—OELT. tFa17hT7 4@
ENMREIEENS. IPSec FORIVICHIE LTINS,

IPSec 7O LI, TOE EUE— FEITEDLSTS IPSec BIEEITONEL VO, PSS 7)LT)
ALBEDNIA—REEERTILHD., CF1)TA7VYII—VaV0ENLET D, 7YII—YavDHEL
ZIEESNEZSHFED IP 7RV ABOETO@EET 3. TOE OFEIR OFF FLFUEYEN3ET
IPSec D FFVAR—FE—RICENEES LN, BHBESRIEITIIVORBEFICERSN. MFD K
KOEREVIE TN, FLEEIav0R T ERBFISERT .

IPSec 7O +JJL(ESP:Encapsulating Security Payload) EL T4 SN2 &G B0 S
BAMICE. TROEERBEESAKE WY1 AKX0OMBHENHEORINIIEREND,

HEREs AR/ Ry X NvYa1AR
AES/128 Evhk SHA1

3Key Triple-DES/168 £k SHA1

c) SNMPv3 7a kL
VATLEBELCINIATLEBRE T FTHRESNRZISNMPV3 BIE ISR, Ry MNI-DEETO
FILD SNMP 2RI AT 3850, TX1UT4YY1—23v0—2EL T, SNMPv3 7O RIJUSHK G LT
%, SNMPv3 7OMIJUE IETF RFC3414 THRESNTWS LT, T-ADEEFILDH 130T &
SNMP Avt—JZFREE T HHICFEREINS,
COBEBEEE AT, FREENNAD— FETFANY—(BEE1E) NAT— RO A%, TOE £)E— MY
—N=0mACEyrPyILBIFNER LI, FENARAD—REHIC 8 XFLULTERLBINELS
B,
SNMPv3 DFBEIF SHA-1 N\yY1B8#ZEAL. FziES1Eld CBC -DES 2#HY3., BHES
BT IaV0BRRICERSN . MFD AEOERZVIMT $H. FLBFE Va0 T EREFFITHIRK
335,

SNMPv3 FORIVELTE SN R EGEOIR S5

HERES A/ B4 Nyoa1AR
DES/56 Evk SHA1

1.1.8. 77H270-tF1)71H48E (TSF_FAX_FLOW)

TrDAT0—tF1)T4HEE. LWDERBEICHEVTE USB A UA—J1— ATV bO—Jik— REfE#EN T
W3 I7DAR—FEBELUT TOE [CRIEICPIEATRILRITEY | ARBFEEREH ORI RY FD—DIC2
REFERRT —HEXTESBIVMERETHS,

(1) FDP_IFC.1 #JtyMEHRIO— %I
FDP_IFF.1 B#fit¥i)5(EiE

- 72 - Copyright® 2012 by Fuji Xerox Co., Ltd.



S1E0YvIX 02263 2U—X F1Urr4—TF
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE

ADF HEREFEEDEE (Auto Document Feeder)

CC JEVH547)7 (Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—174 03—y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SEMREELAJL (Evaluation Assurance Level)
KED:EFHIFERNIBIZZEDH IR (Federal Information Processing

FIPS PUB L
Standard publication)

IIT E& A H3—3F)L (Image Input Terminal)

10T EfgH H58—3+)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 13 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LTHEAXEY (Non Volatile Random Access Memory)

PDL R—Yitik & (Page Description Language)

PP J079Y3a»70774 b (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR X1 T H#BEZE 4 (Security Functional Requirement)

SOF K HESR E (Strength of Function)

ST t¥a1)713—-5v(Security Target)

TOE STt & (Target of Evaluation)

TSF TOE t¥1")71#4#E (TOE Security Function)
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tIA—017 TOE A® Web H—N—T®HN. FIAE D17V +D) Web 7595 %&MH LT, TOE
EEEST [CxtdBIRAERESRE. SR ELEF. XEDINH L/ERIERNTEEIY—EATHD,
T—EA(CWIS) Windows D1Z# Web J5OYTHERTRENTES,
BREEENVATLEERBEDSAT7Y M OERD MFD (L LTERE-EETD
ApeosWare =DV T 17, ApeosWare Device Setup (3. I—H—1FHRP7HAH|

Device Setup

R, BENYDA, 5Bk K. YaTIA-BEDBFER. SLUHBOEKIFERE
— R CHERR - IREN'TED,

YATLEBEEE-F

—RFAEN MFD OEeEFI AT SBEE— REIFAIC, VAT LEEEN
TOE OFERIREICENDE T, TOE HRNENMERE® TOE X171 EERTE
DNER/EHEVL, REMBOEREITIEMIEE—F,

TPDARIAN

—MRFIREIIMT7V b LOT-HEMRIERE UEE T, MFD AT—A%%{EL. B
BOPDOREIET S (A LD N I7DAKEE) Teth DY T b7 THO— MR FAE DS
PULTHERT S

FYRI=D2%rF—1
—T1)741

MFD ROFHEBNVIAICRFSNTVBXET - IEe—RFIREIF17Y MoER
DHEIZHDOYTIIT,

TIVR=FFAN

—RFIABEDISI17V b EDOT—5%, MFD W' IR AT eEGR— Uik EZE(PDL)
THREASNIEHRT—2CERTEYIIITT, MREIVIATPV N THERAT S,

MFD DMEIRATREBAR— YL 55 (PDL) TRERSNZT—45, EIRIT—4(3,

ENRT—% TOE O7IVIR—AMAETEY bRvTT—8ICEHINS,

17— MFD ’Hﬁ!:d‘w“é/\— FOI71ZY MR TITONSBIEDSS. IVY FEEDLARY
ALLTEIESNST -4,

EvbyTT-5 JE—BECSIFESRENLT 8. BLUTUVI—HREICINFIAE STV b
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FIFT 3. MFD NEEEBT 32 TOERIERESLT—E. BHLTX
BT REERRTD, XEF-ACELUTORBMNEENS,
- AR AT BRI, [T THHAEN. 10T TEIRISNBEY FYyTF—
3,

X EF 4 TUU— B RIFT BRI —RFIFEDSATY M BRIESNBEIRIT— 45

FU. TNETIVR—ALIAERERSNEEY YT T4,
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X1V TAEEDTT

BEEPERERE. I-YI#ELBE. TIMARNTREVCEEGERE. 1V
Mar (3 ) D, TESLTE ). TEDHER 1IELI K TR RINCEEERLIZE D,

—ROIMTUIB LY —N-FB—RFAEISM17V FRAICEESN TS,
TOE O#RECERDZ U DT,

RER Ry FI—D%i7RN 25 TOE DREECHRNDILSNDT—A,

TOE B3 7—4

TOE [CLoTHERENTZ R U TOE [CEAL TSN ET—3THN. TOE DENEIC
T EEEZSTRMEOHILD, AN, REN-FT(ADEET - LEE
R N—FTAADEESLIER. YATLEBERR. DAN-IVIZ7HEE
HIRER . KKK HDREEFRF D/ AT — FMERBEHR. VATLEEEID L
NAD—FiER. VAT LEBEZDRKRICLEPILAEERIFHR. RERRY I —
DT -SRERR. tF)TEEOTER. RENIORER. 1-Y-25HF
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—MDIMT7 U rBLY
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TOE OEMEICEAE LB WVIFI 7Y MY —N—&TRT,

RERN— BT ADE
EH LD

REN—-RFTAADEENLCOHIBREE B LIZIE S . EEFEROBIBROEETY.
FRNE. XET-INREN— FTAADVEENGHIFRSNIIS S . MIETHEE
TEERDBIBRSN AT, FRIBMICHIBRSNTEXE T AL TTFI AT EEH
KG<BD, UNULXET-HBARED)7-SNTOELVREELD, XET-4H
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