JISeC

CRP-C0267-01

™ o
%4 Common Criteria

21 9 24 (IT 9264)
C0267
TOE Data Security Kit (E) Software Type |
TOE V1.00
PP
EAL3
TOE
22 8 31
IT
3.1 2
2.0 )
3.1 2 2.0 )

Data Security Kit (E) Software Type | V1.00



CRP-C0267-01

.................................................................................................................................. 1

D 1
T 1
1.1.2  TOE 1

L L 2. L e 2
O 2

L L e 3
O PP O PP EUPT PP PPPUPPPRPT 3
0 4
O E e e e e a e 5
.................................................................................................................... 6

B L 6
B L L e 7
0 PP PPPPPPPPPP 7
B.LL2Z 7
312 7
................................................................................................................ 8
A1 8
e e e e e e e e e e 9
4.3 TOE 10
................................................................................................ 11

51 TOE 11
D2 T e 13
........................................................................................................... 15
......................................................................................... 16

T.1 16
T e e e e e e e et e e e s 16
7 PP PO 16
7.3 L e 16
T.3.2 20
7.3 3 e 21
T4 24
< TP 24
7.6 L e 24
................................................................................................................................ 25

B L e 25



10
11
12

CRP-C0267-

01



CRP-C0267-01

1
Data Security Kit (E)
Software Type | V1.00 TOE
22 8 19
IT
TOE
ST
TOE
ST
TOE
TOE
IT
1.1
TOE 2
111
TOE EAL3
1.1.2 TOE
TOE
(Multi Function Printer MFP ) Data Security Kit (E)
MFP
IC(ASIC)

ASIC Data Security Kit (E) Software Type | V1.00

TOE HDD

TOE MFP ( ) HDD



1121

1.1.2.2

TOE

MFP
MFP

MFP

TOE

YV V V V V V V V VY

TOE
HDD
( ) HDD
MFP
(
)
TOE HDD
HDD
TOE HDD
MFP
TASKalfa 500ci
TASKalfa 400ci
TASKalfa 300ci
TASKalfa 250ci

TASKalfa 500ciG
TASKalfa 400ciG
TASKalfa 300ciG
TASKalfa 250ciG
CS 500ci

CRP-C0267-01



CRP-C0267-01

CS 400ci
CS 300ci
CS 250ci
CDC 1840/DCC 2840
CDC 1740/DCC 2740
CDC 1730/DCC 2730
CDC 1725/DCC 2725

YV V V V V V V

TOE MFP

MFP
MFP
HDD

MEP LAN
LAN ( )
MFP

1.1.3

MFP Data Security Kit (E)

Data Security Kit (E) MFP

1.2

1] T
21 T (3]
TOE



1.3

[71[81[°]

TOE

CEM [10][11]

[13]

TOE

CRP-C0267-01

CC [4][5][6]



TOE

(

TOE

TOE

MFP

MFP

MFP
MFP

Data Security Kit (E)

) MFP

ASIC

)

MFP

CRP-C0267-01

Data Security Kit (E) Software Type |

V1.00

Data Security Kit (E)
) TOE

MFP

MFP

ASIC
MFP



3
TOE
TOE ASIC
HDD

TOE

TOE MFP (

TOE

()

3.1

TOE 3.11

CRP-C0267-01

MFP

MFP

HDD

HDD



CRP-C0267-01

3.1.1
3.1.1.1
TOE 3-1
3-1
T.TEMP
HDD
HDD
T.RESIDUAL
HDD
HDD
(
TOE
TOE
3.1.1.2
TOE 3-1
1) T.TEMP
TOE HDD
) T.RESIDUAL
TOE HDD
T.TEMP
3.1.2

TOE



4.1

CRP-C0267-01

TOE TOE
TOE 41
TOE
4-1
A.LOCATION TOE
MFP
TOE
MFP
MFP
( )MFP
MFP
MFP
HDD
A.NETWORK TOE
TOE
( )TOE MFP
A.CE

TOE




4.2

TOE

TASKalfa 500ci
TASKalfa 400ci
TASKalfa 300ci
TASKalfa 250ci
TASKalfa 500ciG
TASKalfa 400ciG
TASKalfa 300ciG
TASKalfa 250ciG

CS 500ci

CS 400ci

CS 300ci

CS 250ci

CDC 1840/DCC 2840
CDC 1740/DCC 2740
CDC 1730/DCC 2730
CDC 1725/DCC 2725

TOE MFP

CRP-C0267-01

MFP

TOE

Client PC / Server

-

. Internet
Firewall

Internal Network
1

|
I .

4-1 TOE



CRP-C0267-01

MFP
PC
MFP )
TWAIN
SMTP SMB FTP
A.NETWORK
TOE MFP ( ASIC )
PC PC
4.3 TOE
MFP Data Security Kit (E)
MFP ) HDD
HDD
Data Security Kit (E) MFP

(

10



CRP-C0267-01

5
TOE
5.1 TOE
TOE MFP ASIC 5-1
ASIC MFP TOE
HDD MFP TOE
MFP HDD HDD
TOE HDD MFP
MFP LAN USB /

TOE

5-1 TOE

/

Data Security Kit (E)

11

HyPAS )



CRP-C0267-01

MFP
>
/
>
/
LAN
>
LAN usB PC PC
>
/ LAN uUsSB
PC PC
HDD
PC PC
HDD HDD
HDD
HDD /
HDD HDD
HDD
/
Data Security Kit (E)
HDD
HDD FIPS PUB 197 AES

HDD

12



CRP-C0267-01

Data Security Kit (E)

FIPS PUB 197 AES

Data Security Kit (E)

HDD

HyPAS
Data Security Kit (E)
MFP MFP
TOE
5.2 T
TOE MFP MFP TOE
(CPU )
HDD
PC PC
LAN uUsB
PC PC LAN UsB

13



14

CRP-C0267-01



CRP-C0267-01

TOE TOE

Data Security Kit (E) Rev.2 2010.8

Data Security Kit (E) Operation Guide Rev.2 2010.8
303MS56320
2010.1

Data Security Kit (E) 303MS36710
2008.12

TASKalfa 250ci/300ci/400ci/500ci Rev.1 2009.6

250ci/300ci/400ci/500ci Operation Guide Rev.1 2009.6

CDC 1725/DCC 2725 CDC 1730/DCC 2730

CDC 1740/DCC 2740 CDC 1840/DCC 2840 | Rev.1 2009.6

Operation Guide

TASKalfa 250ci/300ci/400ci/500ci 2H7SMO002
Rev.2 2009.4

TASKalfa  250ci/300ci/400ci/500ci  Service | 2H7SM063

Manual Rev.3 2009.4

15




7
7.1
CC 3 CEM
TOE CEM
7.2
21 9 22 8
21 12 22
22 3
7.3
7.3.1
1)
7-1

16

CRP-C0267-01



CRP-C0267-01

%‘:Fﬁﬁﬁﬁl\/lFP H—/\PC

E

RERYET—

4t N
NEpy=—"
9254FMPC
(LA & E=42—H)
7-1
TOE
ST TOE
MFP
TOE
MFP(TOE )
TASKalfa 500ci
TASKalfa 400ci, TASKalfa 300ci, TASKalfa 250ci
TASKalfa 500ci HDD
HDD TASKalfa 500ci
TASKalfa 400ci, TASKalfa 300ci, TASKalfa
250ci
TASKalfa 500ci, TASKalfa 400ci, TASKalfa
300ci, TASKalfa 250ci MFP TASKalfa
500ci, TASKalfa 400ci, TASKalfa 300ci, TASKalfa 250ci

ST MFP

17



CRP-C0267-01

» TASKalfa 500ciG, TASKalfa 400ciG, TASKalfa 300ciG,
TASKalfa 250ciG

» CS 500ci, CS 400ci, CS 300ci, CS 250ci

» CDC 1840/DCC 2840, CDC 1740/DCC 2740, CDC 1730/DCC
2730, CDC 1725/DCC 2725

TWAIN (TOE )
PC
» Kyocera TASKalfa KX Ver 5.0.2130a
» Kyocera TWAIN Driver Ver 1.7.1106

ST
ST
SMTP SMB FTP (TOE )
PC SMTP SMB FTP
ST
ST TOE
TOE
a.
TOE (
)
TOE HDD
TOE AES

18



CRP-C0267-01

TOE HDD
7-1 TOE
AES NIST
7-1
AES | AES
AES
103
TOE

19




7.3.2

1)

TOE

2)

20

TOE

7-1

ST

CRP-C0267-01

TOE



7.3.3

MFP

7-2

CRP-C0267-01

7-1

MFP

ON

TOE

21




1)

CRP-C0267-01

FTP
HDD
TOE
(MFP )
TOE
Web
TOE
HyPAS
TOE
TOE

Nmap 5.21

22



CRP-C0267-01

7-3
7-3
FTP
HDD
MFP HDD
MFP
HDD HDD
TOE
(MFP
) TOE
TOE Web
TOE
HyPAS

23




7.4
TOE
( 731
PC
ST
7.5
EAL3
PP
7.6 /

MFP

PC

TWAIN
ST

24

CRP-C0267-01

ST
SMTP SMB FTP
PC PC Web
Web TOE
(Internet Explorer ver6.0 spl)
TOE CEM
TOE



8.1

8.2

TOE

ST

TOE CC

4.3

3 EALS

25

TOE

CEM

CRP-C0267-01



10

TOE

1.10

[12]

Data Security Kit (E) Software Type |
2010 7 27

26

CRP-C0267-01



11

CcC

CEM

EAL
PP
ST
TOE
TSF

AES
ASIC
HDD
MFP
NIST
usB

CRP-C0267-01

CcC

Common Criteria for Information Technology Security
Evaluation

Common Methodology for Information Technology Security
Evaluation

Evaluation Assurance Level

Protection Profile

Security Target

Target of Evaluation

TOE Security Functionality TOE

TOE
Advanced Encryption Standard
Application Specific Integrated Circuit
Hard Disk Drive
Multi Function Printer
National Institute of Standards and Technology

Universal Serial Bus

HDD HDD
MFP

HDD

TOE
MFP

27



CRP-C0267-01

PC TOE
TOE ( )
MFP
TOE
HDD
PC LAN
PC E-mail E-mail
PC TWAIN

28



12

(1]

[2]

(3]

(4]

(5]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

CRP-C0267-01

IT 19 5
CCs-01
IT 19 5
CCM-02
IT 19 5
CCM-03

Common Criteria for Information Technology Security Evaluation Partl:
Introduction and general model Version 3.1 Revision 1 September 2006
CCMB-2006-09-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 2 September 2007
CCMB-2007-09-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 2 September 2007
CCMB-2007-09-003

1
3.1 1 2006 9 CCMB-2006-09-001 ( 19 3 12
)
2:
3.1 2 2007 9 CCMB-2007-09-002 (
20 3 20 )
3
3.1 2 2007 9 CCMB-2007-09-003 (
20 3 20 )

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 2 September 2007
CCMB-2007-09-004

3.1 2
2007 9 CCMB-2007-09-004 ( 20 3 2.0 )
Data Security Kit (E) Software Type |
1.10 2010 7 27
Data Security Kit (E) Software Type | 1.1 2010 8 19

29



