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N RERFRET D,

® EHIET)V T FAIL
U F4T Y FPCIHBEROT Y v ¥ T4 SKOTC A — R4 - CAER SH%E SN 5 MFP (<
BRSNS L SN EGR T 7 A L,

& XX v UEBZRIFAIL
MFP CZODYTCAX v U LIcEBE T 7 AV, T2 TIEAFX v U BT RHFEDO A —LT KL RIT
E-mail (SMIME) Tiiff9 2#HZEEL T 5,

S —EER SIC K D FIREE L L TIRIESND Y a TOEB T 7 A Lt BB Y ORERE D T2
(ZFE 0 SR DFEIRI SRR RE & 72 o TIRAF SN D Y a TOHME 7 7 A V5 LR ORISR &4 DG~
7 A VLIS E, MFP O FFHICB W TRESIND Z ERER IR0, REEFE L X b7
AN

—J5. MFP %V —2iEH, BEET LR EFANKT LA HDD N g#Iich -/ =
—VFOEENGRFESNDT — X PRI T L E > 7285581F, =2—VF T HDD IZEGFTH 5
D BT —H O AREN 2R AT D, (o CZDEFHIILUTOT =X 7 7 A VERH#ESR LT 5,

e BEEILTIVETFAIL
& XXy UEHRITFAIL
® FUAEYEBIFAI
> FFHEREBICH D a TOEBR T 7 AL
® RIFERIF7AI
> BEALT U v N7 7 A VLS ORI S L HHEGR T 7 A v
® HDD ZFEEZR I 71U
> B eHIBREME (7 7 A VEBFIROHIER) 721 CIEHIBR S 72wy, HDD 7 — & ikl 7%k
TFT5774V
o ERFEETIFAI
> W7 7 A NVBEICBWCAERINZT VR TVT—X T 7 AL
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3.2. AR EH
AREITiX, TOE OFFBREICET 2Rt 2355 L. ST 5,

A.ADMIN (‘EEBEDABEHE)
FEEIL, RO KEE L THFIEIND #HOEEIZBWT, BEEZFZITA I THARV,

A.SERVICE (U —ERIT V=70 AKEH)
P —ERAT V=TI, BRELNEE L LTEH SN —HEOEEICBWT, BEAF-T-1T4
AT,

ANETWORK (MFP D%y b7 —% BEHEH)
TOE N &#i &b MFP 23 ET 547 4 2N LAN 236 Mk > MU — 27 L S A543, o
Ry NI — 27005 MFP ~7 78 2 TX 720,

A.SECRET (M#EIEHRICEET 2 ERAEH)
TOE OFHIZBWTHEHAIN DL RAY — RRG 5T — Rk, EFRHEL SRR LRV,

A.IC-CARD (IC h— FIZE8Y % BAEKH)
TOE OFIFIcBWTHEHA SIS IC — Fit, EYRa—TICFAEN TV 5,

ASETTING (%2l T« ICETHEMERESEH)
2—WN TOE ZFIHT 2B X = U7 4 IZBT 2 L FOBMEREN TOE 2k LIThh T\ 5,
« RAY — K& C— BRI EE S I A R E R 1T 5,
« U H—F v MEH TOE EHHEREA T AR &35,
c AT U AKREER AR LT 5,
Y=t RT V=T on A UREEERE TS,
- HDD K5 B bt 2 a2h &9 5,
c IRV LIAD D DEPREEEIC L OREE AR & T 5,

3.3. BE
AEiTiL. TOE OF|H KL TOE FABREICB W CHE SN ZH 235 L, 345,

T.DISCARD-MFP (MFP M) —Z:EH, BEE)
U—ZRH, FI3FEE L 2o 72 MFP RSN -5E, BEZF - 2F ), MFP A® HDD,
NVRAM %45 Z Lickv, b7V v h 7740, AX Yy VBB T 7 AV, T AEY
W7 7 A v, RAFER 7 7 A )V, HDD ZAFER 7 7 A v, BGREET 7 AL, RESNTV
KR SAT — REDOFEFRDITR T 5,

T.BRING-OUT-STORAGE (HDD OFRE#RFHHL)
CEE A S EREE R o —H3, MFP W0 HDD 2 REICEBH LTI 5 2 &1
IV, STV T AN AXY VEBRT 7 AN, AU AFVEBRT 7 A0, RAFEE
77 A v, HDD ZAFER 7 7 A v, BEBEHE T 7 4 L, BRE SN TNV XA T — RENF
W5,

Copyright © 2009-2010 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
16 /54



bizhub 423 / bizhub 363 / bizhub 283 / bizhub 223 PKI Card System Control Software ¥l TrE—0wk

CHEE AR S HEREE R oo —Wn, MFP O HDD 2 REICT V25, T2 bh
72 HDD (I3 72 IS S b 7Y R 7 7 AV Ay VR T 7 A )V A AF YW T 7 A )1
%fﬁ@774n/HDD%fﬁ@774w EREE T 7 A L, RESN TV EfE AT —
ENEBIN, BEAHT-EACEERZbolza—WiX, 2090027~ HDD 28FH5H LT
Mﬁfé_k_;w\;n%¥@774w ENIRIET 5,

3.4. #iBOEX) T4 A

A ST Tld, HEBEMENERE SN DIRHENIREEITHTEHA 7 4 ANLAN Fov X2 U F ¢ kpHE L
LT, 77 A NVOBE AN ER S, T VX NVBL DI LT A=V OHBENTFAI S5 L9 7o/
- FIHBICHS L TOE BX =2 V7 s BBIRZ2HET 5, £/o, Wy NI —2IZHETH 27 7
AT R PCBEIOI—NOERHT —FZLNEFR v NV —7 Ziih b — KT — X TR ES G 08
PETH DI, AX&%E%D#%NWP%ﬁLTW%*)FU%?A@???X%%ELTV%@
- FIAF IS L2 TOE BX 2V 7 4 BBEAMEET 5, LLUFIC TOE ZFI M3 2 ki T M =
nNoex= U7 4 HetEdp L, ST 5,

P.COMMUNICATION-CRYPTO (Hi{§ 7 7 1 JLDEESLE(E)
IT BRI CEZE SN D REEOSWER Y 7 A v BT v N7 7 A0, AF ¥ o HE
T AN) 1. B LSRR 50,

P.COMMUNICATION-SIGN (E{&27 74 ILDESR)
WMEMEOBWER T 7 AV (AXY VEBRT 7 AV) 250 A—NVZE, TUXVEBELBRMINEN
RN 5720,

P.DECRYPT-PRINT (E{&2 74 ILDES)
MFP C%E LI=WEMOEWEBR T 7 A4V (BT b7 7A40) X, TDOT7 7 A4 NVEHLRK
L7=FIHBZICHIRIS 5 Z ERFFaT &b,

P.REJECT-LINE (AREEMNSDTH REIL)
INEEIREHE S MFP @O FAX ARFEFROZN L TONE Ry T —T7 ~DT 7 & ATEIE LT
WX 5720,
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4, X2 T4 WNEKGEH

AREFETIL, 3FEICTHB SRS, B, MgtV 7 4 2= T, TOE XU TOE
DOFABREIC KNI 2 U T 4 ROV TR T 5, UUT. TOE DXz T ¢ %K)
, BEOEX 2V 7 o xR R L TRtk 35,

41. TOE X2 T4« XK A&
AHITIE, TOEDEF =2V T 4 R EHZOWTHEBI L. AT 5,

O.DECRYPT-PRINT (ST F 771 ILES)
TOE 1%, 557V v b7 7 A VOAERIZFIA Lz IC — RICO I, BTV v 774
VO Z AT 5,

O.OVERWRITE-ALL (582 L& ZHIR)
TOE X, MFP N® HDD O3 X COTF — X @IKIZHIFRAT —4% %2 LEEX L, HOLPHEEBT—H
ZEIAARAREICT D, EEBHENRE LICHENEDOH D NVRAM EO/SAT — K (BEEE /SR
U — R, BT —R) OBREMEZEIHLT 8 Z T 5,

O.CRYPTO-KEY (REE#4&R)
TOE |Z. MFP N® HDD ICEZAENHEBR T 7 A L E2ELTXTOTFT — & 22k L TIRAFT
LI DT E AT D,

O.MAIL-CRYPTO (S/MIME QFIA. BES1k)
TOE X, A¥ ¥ VEE O E-mail HEICBW T FHAZFOERIZG L TAX v VEBEKE LT 5,

O.MAIL-SIGN (S/IMIME OFIH. 24)
TOE IZ, A% v »EE O E-mail EI2BW T, FIAFOERIZIE U CT VX VELUEOT7- 012
VEREFLENTZAF Y VligEEZ ST Emall T—Z DA v —UF A4 D 2 NEERT S,

O.CRYPTO-CAPABILITY (HDD F§E{c#geZFIRAT 5= DY KR— FEIE)
TOE X, ASIC (2% % HDD 5 SALHEEEAZ R 5 7= DI L EREEEL R — 5,

O.PKI-CAPABILITY (PKI#gEZFIAT 5= DY R— FEIF)
TOE X, 7 — KU —ZKOIC I — R L L CEHINLBEELT Y > b7 7 A LHEE. Scan To
Me #EEZ FIH 3 5 72912, ActiveDirectory ZF|H L CH— KU —Z KW IC B — R~D N E /)
E&YHR— T 5,

O.FAX-CONTROL (FAX o=+ %)
TOE 1%, ARFEHREN S FAX AREROZEL T, B4 MFP BN SN TWARNE R Y T —
I DT 7 AT D HIEEREE 2 1R 5,
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42 BRBREOEX 1) T4 xIEHE
AREITIX, TOE OEHAEEOEF 2V 7 o R FHERAT 5,

OE.ADMIN ({E¥8 TZ5EEH)
MFP % F|Hd 2 kO EEE 1L, TOE 2 ## &b MFP OEHIZB W Tt b i &E 2 B3
WCEITT D N EEBE IR ET D,

OE.SERVICE (H—ERI VL7 DRI
- MFP % {R5FEEET MO ELE 1L, TOE Of%iE, £~ b7 v 7 kO TOE 3 5# S5 MFP
DOESFIZBW T ON I &ZE 2 BEICETT L LI — R V=T 2 HFT 5,
CEHFL, AT V=T8S TOE BNMEH SN D MFP O A 7 F > AEEITNIE

OE.NETWORK (MFP Q##3 5+ v D —5IEE)
- MFP #FH 4 20 ZEE L. S % v U —2 725 TOE 3## b MFP ~D7 7 & 2
BUEWTT D707 7 AT 0 4 —/Lip EOMIRERE L T AMEN S ORIEBAR R E ET 5,

OE.CARD-USER (IC 71— F®O#FIA)
IC 71— FOFTHEHEIL, b7 v b7 7 AV ZE LT 28T, ICH—F, MOHERTY %
RIZARNEZRAL, AF Y VBB T 7 A VEREELTDEE, IC — REFIHT 2,

OE.IC-CARD (IC h— FOfMESEH)
- MFP #F|H 3 2 #l#k O ETE 13, fEkCRHHT 270187 L2 IC h— K&, O IC H—FK
DA NTF SN D IE LWFIHE ~BATT 5,
« MFP ZFIH4 2O EEE X, FIHABICKH L TIC — FOMA~DEE, §5E220E L,
3 RIRE D Ji HY A U S 5

OE.SECRET (REZEHDEY L EH)
BHEIX, UTIORTERZEwRT D,
cBHFNAT — R 8HUL EOEEFRET D,
CEHERAT— R BEBALT — NICHERI ATREZRE 2 5% & L 72\,
CEBEEANRAT— R LY — FERET S,
CHHESAT— R BB LY — FOBEEEEZIT .,
=R V=T IFU PICRTER A ET S,
« CE N AU — RIZHERIFTBE 2R 2 5% E L 72\,
« CE/XRU— REFET 5,
- CE AU — FOBMELEEEITI,
CEHFENAT— REEET L4, SHILLEOEEZFET 5,
=R VT NEHERAY - REET LA, FEEICGECHIET IR S,

OE.SIGN (B&FE5EDRIE)

< IC 1 — ROFTH#EIL, BEEOEOWEBRT —X % MFP /527 74 7 2 b PCIZREAHT B8, &%
TELEINT S,

CEHEEIX, TUXNBAMNGHEREE, wmHNL L AMERICEA ZMINT HREICT D,

OE.SETTING-SECURITY (%2 7« BT 2 EERE)
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FHELBLO—v 2= v=7 1, 2—FICFH S 5R0IC, TOE X LEL FOBREEIT .
BT, GERAEEMERR IR RE DR E AR (%)) (GRGEELELLLL) 1295,

Y —BERZTU=TIE, A ¥ —F v MEHE TOE BH%GE 2 1251k (123 5,

=B R V=TIE, AT U ARERE T&E) 1295,

=R VTR, R = TEREMEREY (AR 12T 5,

- HHF X, HDD K 5bines TH%h) 1275,

EHEIT, Ry N REBOEHERIEIC L DBRTEE [EEIE) 1275,

OE.DRIVER (BERZTY Y42 FS 4 /1\DOFA)
ICH—KETEEILZ. 7947 F PCIZULTOBEGELZZITEHEHT Y 7 T4 3 2582ET 5,
s LEOWEBLICHWD T X Al oAk E AR — K LT 5,
- IC 1 — RN OB Z V- dadEo R 5L 2 AR — F LT\ 5,
« SP800-67 (Zi & LI LT VT U XA, KR Z T R—FLTW5,

OE.FAX-UNIT (FAX = FDOFIA)
F—E R V=TE. MFPIZA > a v/ 3— Y ThHAFAX 2= F2##H L, FAX2=v I
DOHEREZFIATHT-0ODOREET D,
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43. F a3 T4 AEKAEIEH
431 HEM
BITRSE, BB, OO ) 7 0 58t =2 VT 4 R o IsE%E FERITRT,
X VT AR FHDI DA L 1O EORHESME., BB, o2V 7 0 FEHIxHs L

TV ZEZRLTWD,

® 1 AHREH. BE. BBOEFX 1) T4 ARHITHIDEF2) T4 ARAHDESHE

HEBOEX )T HEH
[i0}73

R

NINAVY'V

J0INH3SY

MHOMIIN'Y

13403SVY

advo-oI'vy

ONILLIS'Y
ddIN-advosIa'L
I9OVHOLS-1NO-ONIHg’'L
O1ldA"O-NOILVIOINNNINOD'd
NOIS-NOILVOINNWINOD'd
INIdd-1dAdO3d’'d
3INIT-103r3d'd

txa) T WAEAE

O.DECRYPT-PRINT o
O.OVERWRITE-ALL [
O.CRYPTO-KEY o
O.MAIL-CRYPTO (
O.MAIL-SIGN L
O.CRYPTO-CAPABILITY J
O.PKI-CAPABILITY (K
0O.FAX-CONTROL o
OE.ADMIN o
OE.SERVICE o
OE.CARD-USER
OE.IC-CARD L
OE.NETWORK L
OE.SECRET [ )
OE.SIGN o
OE.SETTING-SECURITY o
OE.DRIVER o
OE.FAX-UNIT o
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432 BHREHIZHT 5 +01%

ARSI 22X 2 U 7 4 JRFEHI OV TULFIZHMAT 5,

® AADMIN (BEEHEDAMNEH)
AL, BHEENEEZHZ2VI EEHELTWD,
OE.ADMIN %, MFP #FIfH ¥ 2##25 MFP ZFH 3+ 2 MfkiIcB W TEEOBIT 5 AW A FH
FIHRET D120, BEEOGEHEENSEIIND,

® ASERVICE (Y—ERI V=7 DANIEH)
AREMEIE, V=AUV REEERRVWI EEHEEL TV,
OE.SERVICE (%, MFP # & FEH T MBI — R V=T 2 HETH, £1-EH
Flix, V=R V=T DT AT T AMEEINLHE ) ZERBESN TV DD, Y—
EARAT Y =T OfFHEEIIHR SN D

® ANETWORK (MFP D Rvw k77— &M
KEMEIE, A7 4 AR LAN OAMBR v BT — 27 b REESBOEI X HBER E 3 Thiian
ZLEEBEELTND,
OE.NETWORK /%, #M#ix > h T —2 36 MFP ~D 7 7 ¥ A& MWW 57-DIZ T 7 A4 T 7 4 —
IR E OB AERET S Z EICEVAEOODOARERADORIEEZHE L TEY, ARMFITERS
"o,

® ASECRET (W#F{&HMIEIT 2 EREH)
AKZAE1E. TOE OFHICB W THASNAE /AT — R, BEE(L T — RAEFHE L 0 IR L2
WZ L EHELTND,
OE.SECRET /%, HHENEHE NSAT — R, SV — BT 2 EAHRAEZ EwT 52 &%
HMELTWD, £72, =R V=72 CE AU — N+ EAMRAZFENE L, FEE
WK LT, BEHEASRRT — NZET2EABRAZEZEIEL 2 L 2HEL TR, REMHITFEE
b,

® AIC-CARD (IC A1— FICBI9 % BR&H)
AKEM1L, TOE OFAHIZBWTHEHENLS IC 1— RIZELLEHEERINLTEY, ICH—FD
FAFIZIEY a2 —YFTHDHZ L 2HEL TN D,
OE.IC-CARD /%, {E#HT& % PKI BEIC L W iT&8 N7 IC h— FE AV, Mo HES 1T IC
H— ROEFE, BEIRZEYNIT) 2 &2 HEL TWD, MO ETLEN IC — RO —H|Z
% U CHIRREI o RIF O3S IS 2 A RIS T 5 2 L 2 HE L TR Y M ATREZ IC 71— K
DO BEE DN EX LA WFIHZ AR SN S Z 13w, K-> TIC 1— ROFTEENIEY /2
=W LI DT, REFIFERSND,

ASETTING (%o T« ICET HEMERESEH)

AREMEIE, 22— R TOE 2FHT A, =2V T ¢ 12T AL Fo@hfER &2 TOE (25 LT
ITOhnTWL ZEEHBELTND,

AV VA= VAL Ll

CP BRI V=TOA U F =Ky MMEH TOE EH 0L,

B R V=T DA T AEREDER L,

s P— BRI U= TGS RE D B L,
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- HDD W5 7{LEERE DAL,
* F v bU—7 OB EEEREIC L DR EMRRED AL,

OE.SETTING-SECURITY (%, L ETOEBIZK LT LEELOMEY OREL T+ 5 2 L 2 HUE
LTHEY, AFMHIERSND,

433. ZERIT B+

9,

BEAZT 2% 2 U 7 4 AR TGEHZ OO T FICHAT 5,

® T.DISCARD-MFP (MFP @) —R5&Hl, BEXE)
AL, =N SEILES - MFP X0 58S 2 /TRt 2 480E LT\ 5,
O.OVERWRITE-ALL (X, TOE 7% HDD O2fEBICHIBRH DT — % & EEE T 22 Rit L,
NVRAM OIE#RAZ 0T 5 L LTHEY  MFP BREIREND BN Z ORBEREAR EITT 52 LItk -
T, BEOWRERITRESND,
L7z o TR ot s Tn 5,

® T.BRING-OUT-STORAGE (HDD MOAREXLEFEHH L)
AEEIL. MFP 25 L T\ A EHABREE) S HDD AN A EN D, £7213AREAR HDD 2350
fFFonT, 2T —4BREM-EINT-LZATRBHEENA Z Ei1I2X Y, HDD NOE{BT —#
IR T 5 A EEE 2 E L T D,
Zizxt LT O.CRYPTO-KEY /%, TOE 7S HDD ICE X IAEN DT — & Z2iE b T 52D Dl 5
AR L. O.CRYPTO-CAPABILITY (2 X v ASIC T HDD W5 5{biEE 2 R4 5 7= D &)
TEMHAR— RSN bH72D, BEOATREMEIIEE I 5,
L7z o TAREGEITHaoxtiishTnd,

434 HBOEXF) T4 AHMIIHT H+0H
DB X 2 U T 4 FEHIHIET DX 2 U T 4 (RGO W T TICHBAT 5,

® P.COMMUNICATION-CRYPTO (E{& 7 7 1 ILDEEELEE)

KSR OE X2V T 0 HEhE, *v FU—7 BN D WEEOEWVEGR 7 7 (L (7Y
Y RT7 AN, AX X UEBT 7 AL) ITONWT, MEMEEET O, B bkTAaZ L E
HEL W5,

O.MAIL-CRYPTO {2 £V, MFP b a—HHED Y 547 2k PC~A— /M TEEIND A
X LT 7 A VIR LT, BB{LT 2H6E 242143 %, OE.CARD-USER (2L v, MFP
W57 T4 T vk PC~EMTHEILIC h— K, 7747k PCh 5 MFP (3 5 BR1T IC
H—REHHTV X RIANERHTL E2ERT D, £, TOBOHEHT I o2 K74
NZ OEDRIVER IC X Vg T — 2 2 X 2 TR OE2FIHT 5 2 ERNEREND, 51T
OE.IC-CARD {2k > TIC 1— FOFAENEL 22—V THDHZ L 2HERTDH, Lo TARESX
2 VT ¢ eI ER SN D,
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® P.COMMUNICATION-SIGN (Ei{&7 741 ILDEA)
ARk DOE X = V7 ¢ FEHE, A—/v (SIMIME) %AW TN A MEEOEWEER T 7 1L (R
Xy VHEBT 7 AV) IZONWT, BAEMNT LI EEBELTWD,
OE.SIGN 12k, MFP 627 547> bk PC~A—/WZTEMNEND ARy LIZEIE T 7 A
K L TR T ELBMINEN %, 0.MAIL-SIGN, K O.PKI-CAPABILITY (2 & ¥, MFP 7>
Sa—YHEDI TA Tk PC~A—VITERENDIAF Y LEEEB T 7 A MK LT,
IC 7 — F&FIH L TEAZMHINT 2HREZ 1T 5, & 512 OEIC-CARD IZ L > TIC 71— KD
FTEEHENEY e —YFThHH I L H2ERTDH, LoThREX=2 U T 4 FEHIER S LD,

® P. DECRYPT-PRINT (Ei{&7 741 /ILDES)
AMREDOYE X2 )T 4 FEHE, 7 ANEERLEMAE IC H— ROFAH) OIBIE={t~
Vo b7 7 AWK T2HIBNTAD Z EEBEL TV D,
O.DECRYPT-PRINT i%, TOE (X, TDOWELT V> F 7 7 A L&A LT IC 1— RO,
ZOREFAL TV v N7 7 A VO ERF AT HE LTS, X512 OEIC-CARD (2L~ TICH
— ROFFEEZELSBHEIND Z L 2ERT D,
Bl ) F 77 ANDESUEINT T 4T 4 THD IC I— REFHT 52,
O.PKI-CAPABILITY (T & » TEDOEEN Y R— FSh 5,
L7z o TARMBO X2 U T 4 NI, #ERT 572012+ Th 5,

® P.REJECT-LINE (AREENSDT VY RAEL)
KGO X2 VT 4 FFEHE NER Y N —ZIZFET B2 747 PCRBIOY—DOEFRE
F—BRONE Ry N T — 7 BN ST —Z 1%t L C . MFP Ic## <17 FAX == v ® FAX
ANREFRO 2B LT, AREEN ST 723N 5 Z 2L LTV D,
TR OALIC LY FAX 2= v F & L2 HA I8 0T H  ARERRED & 254 &, MFP
O FAX AREFR O 20 L THER Y b U — 7 IZERE SN D ERT — X ZBRV 2 i8E (R Ef#(E
a<w U R) BN, ARy N —Z IR SN EEERL TV 5,
O.FAX-CONTROL I £V, =T — X 2 G x> NI —ZIFET LT —ZIZxt LT, A%
AR5 FAX 2= h® FAX AREAOZEH L COT 7 A& IEL TS, iz
OE.FAX-UNIT 2 kY —b R P=TICk V47 a2 —YThb FAX == v 7 MFP
I SN, BRSNS Z ENEREN D720, 0.FAX-CONTROL Z#7R— K LTW\W5,
Lo TAEMO xR 2 U T ¢ HEHIER SN S,
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5. isRaVR—R2 FERE
5.1. YhiRH4EE U R—FR > b

AR ST Tl JEHMEa R —3 v FE 3 DEHKRT D, KXo U T 4 HEEEFOMEM:, T
VI TEFROBEHIILLTO®Y TH B,

® FAD_RIP.1
MMET =2 M OTSF 7 — 2 ORFER e R#ET L 2 L2 BWRTDEF =2 U T A HREEIFTH D,
> HRERDLEHE

TSF 5 — % OFEAFFRIEL RHET DIVERND D0, BEEREECBLSEHAT 222
T HEREEM L, FIHFE T —ZI1CxT % FDP_RIP.1 U227 5700, KESR A& %
=2 U7 ¢ BERE BRI FE L2,

> WAL 5 X (FAD) DOEH
FIRFET =42 & TSF 7 —2 DA<, BITGOT—2DFX 2 V7 4 Zill] Lz BiEE7
W, KoTH LW T RAEEE L,
> @ALEZZ73U (RIP) OEH
FDP 7 7 AD%#7 7 I U BN TH2NFEFA LT, TSF 77— X ETHEEIEELZHD
ThHdHRED, 2077V ER—T~VE#EH L,
® FIT_CAP1

TOERITEREE CTH HIMBT T 4 T 4 DX 2 U T 4 BERELAZFITT 57-0IZ TOE (ZHER
BRAOZRET OO0t x=2 U 7 s Td o,

>

IR D HEE

TOE »NTDEX = V7 1 HEEFIHT 256, AMBOEX 2 U 7 o BENfENICEX 2T
THHIEHLHEHETHDIN, O EX=2 VT A HEELZEL < FEWNWZ 7229729012 TOE A3
P RERNIEFICEE TH D, L LARERD LS &L EX 2 U 7 ¢ MR E R ICI3AF
FELZ2W,

BALEZISX (FIT) OEH

CC/8—h 2ZIFRWH LWEBRTH LD, LW TRAEER LT,

BALKZ73Y) (CAPL) DOEMH

7 AERRRIZ CC/R—F 2ITIERWVWH LWERTH LD, L7 » IV EER LT,
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5.1.1. FAD RIP1 DEE

o VS RE
FAD : &7 — % Ofri#
BEFR D E R : FAD (Functional requirement for All Data protection )

e VSADHE
DY T AL, FET %, TSF T — % OB Ri#d 25 2 LICEET 2824587 5
T IIUNEGEND, AMETIZ12DT7 7 I UNEET S,

— &7 — XA #RE (FAD_RIP) ;

® J7IDAB[EL
TOT77 IV, HIBRENEERN ZELT 7 RAENT, KO LIERLEAT V27 b,
TSF 75— %07 7 B AMFRIZT HRE TIEHRWEREZ G ERVE ST D2RE®ICHIET D, 2
D77 2 VL, HEAICHIBR E IR S =8, TOE WIS E72EET D alRetEN & 5 fF I %f
T HIREETRT B,

® JIUR—FR bDLANILFIT

| FADRP 27— 0BEEHREE | 1 |

FAD_RIP.1 : B /RIGZRIEEBIES O RT — X OERFEEREH#] 1X. TSF [k CTHIfE N5 E
BHELAT 2l POV Ty bR, BIROE YL TH D WVIEENRYS TRERICBWT, EOBRD Y
DIEIFERANE BRI TE 22N Z &% TSF MREFET 5 2 L 28R T 2,

EZ® : FAD_RIP.1

WIRA 70 IH R IRAEZAT O R B B 2 & Lol

&1 . FAD_RIP.1

FRENDEHT 7T 4 ET 413720,

FAD_RIP.1 ARNEERERDET -2 DREREREE

FAD_RIP.1.1

TSF X, U FDOAT =7 b EONTSF 7 — X 2% T 5 R ERIEICBW T, BRIZEID Y CoHhz
DIETD EDERONE B TE R TEHZ 2RI LRITER SR BN 77222 pD U X PR
NTSF =— 4D Y X},

TIfE = : L
REHE L
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5.1.2. FIT_CAP1 DEZ

® VSRE
FIT : ITRE= 7 7 ¢ & Oiff
WEFRDEDL : FIT (Functional requirement for IT environment support)

@ VI3AMSDFEL
ZO7FAZE, ITRE= T 4 7T 4 BT 28 %2 7 4 —EXAORMICEEES 2 22
FETL277IV0aEN5, AMTIE1o07 7 I UBFEET D,
— IT®RE= 7 47« OF|H (FIT_CAP) ;

@ J7IDADEWL
ZO77 IV ITRECZ T 4T 40XV T A EZFIHTICHZ-> T, TOE IC /B &
TR DRETIDEFRICKIET D,

® JVR—FRY FDLALAFIT

FITCAP  ITREIVTATADFRATI-HDESN

W& Fr D EM: : CAP (CAPability of using IT environment)

FIT_CAP1: MIT®RE=T 4T 4 DX 2V T ¢ P —ERAFHEEOFES | 1%, ITREZ T o
TAPRET X2V T A HEEEZELHAT 57200 TOE ([CHE & 72 58O BAR(IZ KT
J’_{L;j—éo

EXE : FIT_CAP1

FAU GEN t % =2 U 7 4 EET — X AR PPIST IZEENTWIUL, LLFDOT 7 > a v B EERGIZTRET
b5,

a) foh ITBET LT 4 7 4 ISk 2EED KL

b) FAR ITRETCT 4T AT 2T _XCOEWEOHER (s, KED

EH : FIT_CAP.1

UTDOT7T 73 a A3 FMT BT AEHBEREE Z2 b D,
FTRENDEHT 7T 4 BT 41370,

FIT_CAP.1 THREIVFAT4DEXF2) T+ H—EXFABROEN

FIT_CAPRP.1.1

TSF X, (BN ITHE T 7 ¢ 7 PRI ZEF= V7 F— XK LT, 20— 2 %2FHT5
T2 DI REN 2R Uit iE e & BN F = U7 — E X DEEIC S ZELRFE D Y X [,

TP L

KT : 7L
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6. ITEXxaUT+EH

ARETIE, TOE Bx = U T 4 BHIZHOWTRIRT 5,

<GRILERIZDOVT>

TOE IZ/E L END5EX =2V 7 ¢ BB E250h T 5, Miediffta R —x> M, CC/3— 1 2
THESNTWAbOFEHEHEHL, 7~V bE—D0b0EFHT 5, CC/Y— R 2 IZFik S 720
FLWEMEML, CC/3— bk 2 EFA LARWT L& Hiax L ClRBI L T 5,

<tFal) T EEEEHE “RE OBHTRAE>

UToORIBOFIZBNT, A XU v 7 HOR—/)L FTRENDEEIT, “BIM", F7/20F GBI &
NTWDLZELERT T H—FA4 L TRENDPXDEZRIHENEETAZ Y v 7 HOR—/L KT
IRENDEFLIT, T H—F 4 v SNFEIEIN “FEL” ShTnwb Z & amrd, Z-UL0%IC
FEIUT T TR SN D EFIEL, Y= BV IEL” SN THEHIN TS Z EERT,

<IKBFEMOBETRAE>
KIEEORICB W TEEIT “( )” ShiEfioRENE 79T, KSTICTHEHA SRS ¥ =
VT A BREEMAD T )BT, £TARSTICCTHEAT 2 MLERO VKT TH 2545815, FHFEIN
P T “TBHA LW L3R L Tn5,
6.1. TOE® X)) T4 EH

6.1.1. TOE X a1\ 7 1 H4REEH

6.1.1.1. BEEHYHR— b

FCS_CKM.1 BSR4

FCS_CKM.1.1

TSF iZ. LT OLEI: D) X MICEET 5., BESNIRES8AR T VU R LB g5 T
LT XA EARTE ST R (BN iFERRNCE > T, B A AR Ui uide 570,

CEIfT: #EED VX 1]
I% 2 BEE8RLH K- T/NTY XL - BREDER ICFEE

(Eff: BB 7= XA]
I3 2 BEE@ER 1E¥ . 7ATT A - BREDOEE 12508

BN a5 R
I%# 2 BEE8RLEH FFf - T/ATY L - BRDER ICFE#

I oL
IR : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—##%Ro#A)), FCS_CKM.4 (i L7e\)

®2 BEREN FE-TLIUXL - BROBRK

BEDY R b BEERERTILT XL EEHRE
FIPS 186-2 BB AN T/ =Y XA - 128 bit
- 192 bit
- 168 bit
- 256 bit
= 3 )V EBEBAREN | 2= 3 /% HDD BESEEE 70T XA 128 bit
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FCS_COP.1 EEERE

FCS_COP.1.1

TSF 1. [Biff: D U X FICAEBT 5, BE SRS T3 LB L 77 XA LG
F B RN HE > T, [BIfl: BFEHRIED Y X M FAT LTI 520,

[Bift: kD x F -
[F# 3 BEEEIE TAI3UXA -8B  BEERRIEDEYSE (258

[BIff: fgFE 7 =Y XA]
[ 8 WEEERE FATYXL - E - BEEMBIEDEYE) 12508

(BIfS: mr o]
[ 8 BEEBRE FTATYXL - GE - BEEMBIEDEYE) 12508

IR BB A ED T % M
(% 3 BHRE TTY X4 - B - BHHEOBIF (R

TR = : 2L
EA : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—#=E=E% D7), FCS_CKM.4
GEF L72\0)

x 3 WEERME 7TLIVXL-BE-BESRIEOCRER

BED R BEE7ILIY XL EEHE EEREDAR
FIPSPUB 197 | AES - 128 bit | S/IMIME X(5 7 — 5 DEEFEE
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME 2%(55— % DREHE
BEBAETY 2 f Z 74 /L DEE
FIPS 186-2 RSA - 1024bit | S/IMIME 3#(5 7 —F RFBHED 7= 00 DIiFsE (h5542)
- 2048 bit | DREEE
- 3072 bit
- 4096 bit
FIPS 180-2 SHA-1 N/A X=X DL
FIPS 180-2 SHA-256 N/A A ob—=28Cx X DL

6.1.1.2. FIRET— 5 {R&

FDP_IFC.1 YTty MER T O—FfE

FDP_IFC.1.1

TSF 1. [Blft: SFPIC L o THPASHBI S /Y7 2 M, FLITV T 2 P 6RRE S e (55
DFENFGEE T 72 b JFEREOEED Y X FNkt UC LB 78R = m—#i# SFPA % £ L7
T 570,

(BUff: SFPIZ > THRPASHIES /YT x 2 NS, EFIFY T2z 2 F 5 b S = RO &
Gl&l = F VT = N (FERE OED Y X P

<PICzs F>

- FAX 2= [ 26 DEFE

<fE#>

- DB b DEFHEF—F

<HRIE>

c AEEK » P D — 2 ~FEHT S

CEIRT: fgk = = — )i SFP
FAX (58 7 = — i/

THRIREE : L
R7FMHE . FDP_IFF.1 (FDP _IFF.1)
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FDP_IFF.1 Bt T BHE

FDP_IFF.1.1

TSF X, UUFOXA TOV TV x7 FEOEREX 2V T ¢ BHICESWC, [N F# 7 7 —4# SFP
Z i LT e e, BN RS SFP FIZHENTHIIS S V7> 2 N EFEROY X~ &
B2 I T 5, EF= VT o jFGHH

[FIfs: f# = = —) i SFP
FAX [§8 7 = —#)#l

BN RE A SFP TIClHEWTHIIIS A S Y7z 2 FEFRD Y X, ROFAITHIET S, F=Y
71 B

YTz p>

cFAX 2= P06 DZ(F

<lF#>

« DBREIBRDN 5 DFET— X

<tFzIT7rEH>

- EHT—5 FE

- FE T — 5 LA DT — 5 F

FDP_IFF.1.2

TSF %, UTOHAMNREEI L TWNIE, fIESh-#E2@ T, flilsh-y 7Y =7 FEHESh-
TR O R 7 v —2FFa] L iz o720 (Bl FeD@lEICH L T, V772 N EIFROEF =
U7 BRI (RIFERITL 6700, EF= U7 g jgIEIC IS BIAL

(Bl &4 DIRIFIZKI LT, V7= 2 PEIFROEF =2 VT 7 BIEAICRIFERAZL 600, tF=2 V7
o JBPEIC D < B
FAX 2= PP ORE LEEG T —FLHDT =5 EEER > P T —2 ~FEH LR,

FDP_IFF.1.3

TSF (X, (Bl B = 2 —fi SEP AN & Sk L 72 uE7e b 7au,

(IRt B fgi = = —ii# SFP A
L

FDP_IFF.1.4

TSF 1%, UUTOHA, [BIff: &F2 V7 BIEIZE SO TR T 2 — 3 B892 7873 AN ST,
157 v — & BRI EF AT L7 uidZe 5720,

(Bt Ed= V7 oy FIEIZEE D0 TEFHR 7 2 — & Bz q7F i35 #A) :
2L

FDP_IFF.1.5

TSF 1%, UTORA. [Bift: EF=2 U7 2 BIEICHESO TIER T 2 —FBngiciE g7 3 AN ST,
[k 7 v — &2 BRI L2 uidZe o720,

(Bt =2 V7 BIEICHES O TIFHR 7 7 — & BRI 18T S HAI

xrL
THIFE R ©RL
KA :  FDP_IFC.1 (FDP_IFC.1), FMT_MSA.3 &M L7\»)

6.1.1.3. A & 523

FIA_AFL.1[1] FRRE LMD EL Y KL

FIA_AFL.1.1[1]

TSF 1%, [ @ar#Fgo V2 MBI LT, R [FIFIEOBENE], [FI1: 78 AT RE 2 8 DRGHIA I #5
V73 B AIE ATREZR IE D BEHE Nl O AR RNGRAERAT R AE U 7e &L 2 L R hid e 5780,

(BIf): RarEso J X M o
c Y—EXE— NIZ T2 ERTSEDRGF
* CE N DT — R 75 B0 FRIE

G-I [Z/111E DBEHAE], [ 7FF2 A REZME DIEPEI Y IZ F5 17 & BB ZGE Al RE /4 1E D#4E]
(BT FFEEFIEERME DEGF] - 1~5 NIZEIT S B BLE RIE FIRE/R IE DEEFE

FIA AFL.1.2[1]

R OFBFERITANE R LI BB ORI (& T3, & L8 &, TSFiE, [Eiff: 722 a0l <}
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LRI R 670,

GRIN: (oS5, 2 Flal-7]
WCET S

[Eify: 72 g>0U X A
<BHLEBEDFZ > 52>
c BAFE THANE, P —EXT— P~DFRIFWRENS 2777 L, CENIXD— FEFIHT 3 RHBES
2x>293,
« BIAFFTRIIAIE, CE NI D — FEFIFHT3RABES 2 > 2 73,
<BEHEIFDEDDEME>
FFEBRIEL U CE RAF 2 v 2 BRI & E1TT B, (FFEBRIED & CE FRAF DB I ELRIFHIREIZR
EIN TSR #EE T 5 LR BE NPT PIS,)

THLfEE : L

S . FIA_UAU.1 (FIA_UAU.2[1])
FIA_AFL.1[2] AL BBFDE Y KLY
FIA_AFL.1.1[2]

TSF 1%, [ @ar#Fgo VX MU, [BIRE [FIAEDOBENE], [FI7: 75 AT RE 2 1B D RGN I 5
V73 BRI ZE ATREZR IE D BEHE Ml O RGBT E Ue L 2 L 2 hid e b0,

(BIf;: Rar#Eso J X M o
- BHEETE — NIZ T 0 X T B DRI
- BEE NI T — FEKET S BEDOFREE

G-I [Z/1]1E DBEHAE], [ 7FF2 A REZME DIEPEI Y IC F5 17 & BB R GE AT RE /3 1E D#4E]
(BT FFEEFIGERME DAL - 1~6 NIZEIT S B BEE RIE FIRE/R IE DEEFE

FIA_AFL.1.2[2]

AR OFRFERIT N ERE L2 GRIN: (2&d 5, # Lao721E &, TSFiX, [BEiff: 72 g0V x A
B LR IE 7 B0,

GRIN: (cEd 5, & La->7]
IET S

[Eift: 720U X
<BHLEBEDT 2 g2 >
c RIP THAIL, BHEFE— F~DRGFWREEN S 2277 L, EHEENID — FEAHT SR80 7
zy293,
s BAFE TR, BEENID — FEFIHT SR 8Er 2> 293,
<BEENFD =D DEERIE>
« TOE DEBHFEZTT 5, (EBIEED 6 B RE FREAFDIRIEEL I AEBRIFRIZRIE IZRE I T BRERT 288
BB I AR BE D T b B, )

T L : L
B
RFFMHE : FIA_UAU.1 (FIA_UAU.2[2])
FIA_AFL.1[3] FARE R ERBEDER Y FR LY
FIA_AFL.1.1[3]

TSF 1%, [BIff: Zar#seo v 2 AN U<, BRI [ EDBRME], [ZIff: 728 A a5 fd OfsImIc &
17 3 EPEE T I RE L IFE DB B DA RINFRAERIT A Ude & & 2R LT iU 570,
(Bt Zar#Fso VX F

c NNRENI Y P —EXE— NI T2 8 R T BEBEDFREE

s IR Y EBEE— NI 70 v X7 5 EEDRGE
GRIR: [EfF1E DBEE], [F1: 725 Al gEZ fE DFGPRIIC #5175 EEPEE R Al E 22 IE DS

BV IEDBSAHE] - 1
FIA_AFL.1.2[3]

R OBFERI TN ER LB GRIR: (2T 5, 2 Lok &, TSF X, [Eiff: 7o a0 U X ]
LTI R67R0n,
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GEIN: (cgEd 5, & La-o7]
= )

[Eify: 72 g>0U X A
<BHLEBEDFZ > 52>
PRGNS DT R T DAL ZHHES
<BEHEIFDTE D DERIE>
5 BRRIH 17 H BIAEER

THIFERE L

IR : FIA_UAU.1 (FIA_UAU.2[1]. FIA_UAU.2[2])

FIA_SOS.1[1] T DR

FIA SOS.1.1[1]

TSF (X, 8 (CENXD— F) BlEIN: EEIALBERBINCEET DI EERIET D A 0 =X A x it
L2 id7Ze 720,

[Eff: EFESALBERAE
- Kk 8Hr
- XFH : 93 XFLUEDF 06 BRATGE

TRIREE L

IRk L

FIA_SOS.1[2] MWEDREE

FIA_SOS.1.1[2]

TSF 3. s (BHENIDT— L) BEW: EES5ArbBRBCABETA L 2BAET A AN =R L%
AL 2T 5720,

[Eff: EFESALBERAE
XFFE : 93 XFLL L D75 6 B AT BE

TR . 7L
IR . L
FIA_SOS.1[3] MEDBRET

FIA_SOS.1.1[3]

TSF (X, BB (BFEET— F) BNE: EF3ARERACEE TS 2 L ERAET D A 0 =X 2 a4t
L7220 HE7e 5720,

(B EFESALBERA
- Hr 2047
c XFHE : 83 XFLILDF 0 5 BIR AT GE
KB @ [A—DXFEENT TEESA TR,
@ FET B85 BEEDEPEERESHATOEEELEELLR,

TREEE . AL
&REMN . L
FIA_UAU.2[1] T2 avROF AER

FIA UAU.2.1[1]

TSF 1%, ZORHE (P—ERXzP=7) #fRITT M0 TSF AT 7 2 a v 2FFa 3 280, £FH
B (P—ERXRTP=7) [CRAEDRAIT 2 Z A TR L ARTIER B R,

TRIRSE :  FIA_UAU.1
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| k7 . FIA_UID.1 (FIA_UID.2[1])
FIA_UAU.2[2] T2 a D AERT

FIA_UAU.2.1[2]

TSF (k. CORME (BHEZ) 27T M0 TSFWAT 7 > 2 v 283 H01c, #HEE (FEE)
(ZRBREDS RN T2 2 L 2 BR L 2T T e H7gLy,

TIPS . FIA UAU.1

REFE : FIA_UID.1 (FIA_UID.2[2])
FIA_UAU.6 BER5T

FIA_UAU.6.1

TSF 13, FMF[EUS: AR IS RK DY X MO b & TRIME & -G L2 T T e H 7220y,

(BIfN;: BRAFE PR IS R0V X P
e F—ERT =T CENIAT— FEEET 355
« BEHENGHEENI T — FEEETS8E

THBEE - AL

IRFMS L

FIA_UAU.7 RESNBIET—FRv Y
FIA_UAU.7.1

TSF 1%, #aEZATo TV A, B 77y — My 2D VX MG EFRZ ISR L 2TER B R0,

(Bt 77— Ny 2DV X}
A INEXFET =K 1 XFHIZ “*7 DFF

TS E : 7L

&EN . FIA_UAU.1 (FIA_UAU.2[1], FIA_UAU.2[2])
FIA_UID.2[1] T3 UROF AEER
FIA_UID.2.1[1]

TSF (%, OFHE (F—EXx>2=7) 2473 25MD TSF N7 7 > a VEFRT 580, £FH
& (P—ERTP=T) (THERBERIT D I EEER LR IER DR,

TR B . FIA_UID.1

RFMN L

FIA_UID.2[2] T a RiDOFRAERER
FIA_UID.2.1[2]

TSF X, ZOFAE (B#EE) =TT 20 TSF AT 7 v a v AT 500, &AL (BEE)
WIS EN 35 2 & 2 BR L2 T HiE e 7220,

THIRE B . FIA_UID.1

&k L
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FIA_UID.2[3] T3 RiOF A& R

FIA UID.2.1[3]

TSF %, € ORAE (ICH— FFFEHED IC % — F) 2479 50 TSF AT 7 o a » ZFFa$ R0,
BRME ACH— FFrEZHEDICH— F) \[CHMBINET 52 & 28R L 2T ER bR,

TR :  FIA_UID.1

KT L

6.1.14. ¥ ) T4 EE

FMT_MOF.1[1] XV TABEDSDIENEE

FMT_MOF.1.1[1]

TSF (%, HRelFIf: o UV X MBI DSBS EFNFRIET S, #HF1ET 3, ZEFESIES, DSSFD
F AT SN % (Bt 7F A S 2k S REMTHIR L 22 T id 7 5720,

(EIfy: ago Vv X Pl -
o K —F > FEEHE TOE B
« XTI RERE
«HDD 7 4 —~ > MNBEEE (BFEZ 54—~ P)
A =¥ T R

(BN DSBS LN ERET S, #FIUT S, ZEFESES, DSSENFAET ]
ZEIESES

[(BUft: 7Foaf S 77k S 7= 40
Y—ERXT=T

THIREE i L

®IEN : FMT _SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[1])
FMT_MOF.1[2] tHRaY T BEDSLSENER

FMT_MOF.1.1[2]

TSF 1Z. BERE[EIS: #agD U 2 MBI DS S EF 0 EFRET S, #FI1ET S, FEFIES, DSS3E
EE T Sl & (Bt 7P a7 Sz S ZEMTHIR L 722 T id 72 5720,

(Bt pgED YV =} -
- B EE X HIERERE
« R P U2 #EH D B R

(BN DSBS LN ERET S, FFIUT S, ZEFESES, DSSENFAET ]
EHESES

[BIR: 77l & i &7 2 -
s

THRIFERE L

IR : FMT SMF.1 (FMT_SMF.1). FMT_SMR.1 (FMT_SMR.1[2])

FMT_MOF.1[3] tHRaYTABEDSLSENER

FMT_MOF.1.1[3]

TSF 1Z. BERE[EIS: #agD U 2 MBI DS S F 0 EFRET S, #FI1ET S, FEFIES, DSHS3E
FE TSI & (Bt 7FF a7 Sz Sa 2 ZEMTHIR L 22 T id 7 5720,

[BIRT: fEAE U < A
N

i =
- BEFEREEE

(BN DSBS LN ERET S, #FIUT S, ZEFESES, DSSENFLET ]
eEILT 3
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(BT 77 Al & 07 X 717 7 -
s

TR L

IR : FMT SMF.1 (FMT_SMF.1). FMT_SMR.1 (FMT_SMR.1[2])

FMT_MOF.1[4] X)) T HROSSENVEE

FMT_MOF.1.1[4]

TSF 1Z. BERE[EIS: #agD U 2 MBI DS S F 0 EFRET S, 71T S, FEFIES, DSS3E
FE T SIEN & (Bt FF a7 Sz Sa e ZEMTHIR L 22 T uid 7 5720,

(EIfy: agn U < M -
P — R T = TR

(R DSBS ENERET S, TS, FEFSIHES, DSSENFHET ]
EEILTS

CEIN): ZFaf Sz S =742 -
—E R P=F

TR : L
REFMN :  FMT_SMF.1 (FMT_SMF.1), FMT_SMR.1 (FMT_SMR.1[1])
FMT_MTD.1[1] TSFT—2DER

FMT_MTD.1.1[1]

TSF %, [Flfd: TSF 7—# D U X M [&R: 7740 MEZE, [ Ebt, LF. Jikk HE (B €
DREDHEIENS 2 He)) % (B 7F 77 X 7zl S 2 REMTHIBR L 22 T iE 72 5 720,

[Eff: TSF =—45 D Y X M -
« NRF— P TR
o FRAEA R IETE BT E
- SIMIME BEELH#E (BBH 7A=Y XA)
e SIMIME # > & —281 Pz X P
- BHE A DIRIELL ILAEBRRFR

BRI —F
GEIR: =7 g MEZH, i Ebu, &, Hikk HE [ZIf: oMo ED
XE
CEIR;: 77 7] S 7zl S 7= 220
gFHE
T B : L
Kk :  FMT_SMF.1 (FMT_SMF.1) ., FMT_SMR.1 (FMT_SMR.1[2])
FMT_MTD.1[2] TSFT—42DE®E

FMT _MTD.1.1[2]

TSF %, [Flfd: TSF 7—# D J X M [&R: 7740 MEZE, [ Ebt, &, HikR HE B €
DRIDHEIENS 2 He)) % (B 7F 77 X 7zl S 2 REMTHIBR L 22 T iE 72 5 720,

[Blf;: TSF =—4 DY X P -
ERE NI — N

(4R 77 70 MEZRE, FjEPE, L, IR HE, [ € OO
KE

Gl 7P o] S 7=l S 7= )
- FHE
c F—ERXT=F

T : 72 L

R7FE . FMT SMF.1 (FMT SMF.1). FMT SMR.1 (FMT SMR.1[1]. FMT SMR.1[2])
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FMT_MTD.1[3] TSFT—42DERE

FMT_MTD.1.1[3]

TSF %, [Elfl: TSF 7—4 DV X MBI 7740 MEZEE, [ Edt, &, Hikkr 55 [Ff: <
@/ﬂ@ﬁ’/@/f—:ﬂﬂ'é B0 % [BId: 77 /] S e el S 2 RAFNTHIBR L 22 1 uid e 57220y,

[BIff: TSF =—4 D J X P

cCENRD—F
* CE FRAEDIRIEE I BEBRIFH

GRI: 77 g0 MEZT, B Gbt, KE, JiR H2E [EIff oo E]
XE

CBIAT: 7 7] S 1725 S 72 A
P—EXT =T

IxEE L
N : FMT_SMF.1 (FMT _SMF.1) . FMT_SMR.1 (FMT_SMR.1[1])
FMT_MTD.1[4] TSFT—42DERE

FMT_MTD.1.1[4]

TSF 1%, [Hifh: TSF 7 —4 D U X N &I 77 40 MEZEZ, Fo &b, K, ik, 55, [Ff &
DRIDHEIENS 2 He)) % (B 7F 7] X 7zl S 2 REMTHIBR L 22 T iE 72 5 720,

[Biff: TSF =5 DU X} :
BT — F

(4R 77 70 MEZFE, FjEPE, L, IR HE, (B 2 OMoBE
BT : D DERIE] - Bk

(BIfF: 77 o] X d1 72 i) S 7= R A -

EHE
TR = : L
R7EFE : FMT_SMF.1 (FMT_SMF.1), FMT_SMR.1 (FMT_SMR.1[2])
FMT_SME.1 EEBEORE
TSF i uT@%‘@%’éﬁééiﬁﬁ“é ZENTERITUE RS2\, (B TSF 12k > THHE S 5 B PR
BED U X ]

(Bt TSF IZ ko THAES 115 BEEERED U X M :
- BHEIZ L BEHEE NI U — FOKEHE
- BEIEIZ L B B R AL DIREEL I ELFF R D K e
- BEEIT f ZNF AT — b7 2T TR DB EE
- BBEE I L BRI IEBERE I 1 B AR AESE R ] BB e D e B RE
- BHEIZ L 5 SIMIME IGFEL#E (BET7/A =T XA) DXEHEE
- BEZIZ L5 SIMIME X vt —2 8 Px X P EX DK EREEE
- BHEIZ L SIEEED — FOB R
- BEEIZ L BSIEEE D — FOXEHRE
- BEEEIZ L 50 L& & B
- BHEIFIZ Lk B HNEBE (LR
- BEIE T L B BHEE DR AL A I
- R | 5 HDD BEE-E 3 EREEE
- BHEIZL B3R v P U — 2 R D EEREEE
P —ERTP=F(Z LB CE/NR U — FOKEHERE
c P —ERT = TIZ L BEBENR D — FOKEHEE
« P —ERT =T IZ L B CF RAF DIRIEL I SRR I D K FHEnE
 F— BRI P=FICE BV — BRI = FRAFSIE RS
Y=L RT =TI B4 K —F» MEEHI TOE BHH85E
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Y= RT =TI BA T T REE
Y —ERT =Tz kB HDD D7 74—~ MEE (WBEZ 34—~ P)
e Y —ERT = TICE B A = T R

THLfEE : L
&KEMN : L
FMT_SMR.1[1] &) T o RE

FMT SMR.1.1[1]

TSF 1. BB 7F o Shcahl) Sz g EN 2 /iR L2 g huide 720y,

CEIRT: 7F 7 S vzl i 7= RF)
Y—ERTLI=T

FMT_SMR.1.2[1]

TSF |3, FIHE 2 ENBEEM T 2T R 57220,

L& : L
Ecars . FIA_UID.1 (FIA_UID.2[1])
FMT_SMR.1[2] &2 T o RE

FMT SMR.1.1[2]

TSF 1%, &HEIES: 77/ Shalh| Sz RENE#ER Lisd hud e b 720y,

(Bt 7Fa] S zeathl] X740
BHE

FMT SMR.1.2[2]

TSF (3, FHA 2 &ENBIE T 22 hid e 5720,

THRIFERE R

IRFHE : FIA_UID.1 (FIA_UID.2[2])

6.1.15. TOE7 VR

FTA_SSL.3 TSFEBICKDKET

FTA_SSL.3.1

TSF 13, (B FYHEDHT 2 7 1 7 T SRR Gl v g V2T LRThide b,

(B FYHE DI T 2 7 0 7T S hFFE -
NRu LY EEEDEIET, BRI SR G — a2 g T (1~94) 12k > TRESNSHF

a7k
THRIFERE L
KT Rl
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6.1.1.6. i3k : ET— 2 DEFBERIRE

FAD_RIP.1 ARNEERERDET -2 DREHEREE

FAD_RIP.1.1

TSF X, U FDOAT Y7 b EONTSE 77— 2T 5 R ERIEICBW T, BRICEID Y ChHhz
PIRTO EDBERMONBELFIHTE 2L 5 Z L 2REEL T IER S v [Eiff: 7722 7 rDOY X PR
NTSF =—4 DY X P,

(Bt #7222 PO U X P ROVTSE 7 —5D Y X ] :
<A Tz F>
BTV p T A
« RIFEIB 7 74 v
- HDD B7FiEits 7 7 1 /v
- BB EEZ 7 A /b
<TSF7—%>
BB T—F
o BERIENZ D — N

EAE : L
REHE L

6.117. ¥R ITREI VDT A T4 DIET BH-DEEN

FIT_CAP.1[1] TREI>TFA4T140EX2) T+ H—EXFIRABORED

FIT_CAP.1.1[1]

TSF B IT R 7 T PR St F 2 VT —EXNIH LT, OV —E R EFAT D
2 ZE& ENERIELATNERL W [EIN: tF=2 V7 2 = EXDBIFICRERE DY X M,

[%M‘J‘ ]ngfzif/fi,/f,/j)ﬁl@/}‘%j—éf;;;lyj:f#__kx]
ASIC 75573 HDD fe -/

(BN &= U7 — EXDBYEICLELRRES D Y X ]
B[ Z 7+ /v % HDD i 5 {EEEHE THREE S 85 /DY N— [ EHE

TRIREE . L
&EN C L
FIT_CAP.1[2] TREI>TFAT40EX2) T+ H—EXFIRABORED

FIT_CAP.1.1[2]
'mF B IT BT 7 o PSS F =2 VT —E XK LT, TOV—E 2 ZFHT5
7= z%‘—iﬁ ENERIE LTI RS0 BN wd=2 VT —EXDEEICLELGES DY X P,
(B ITEEE T 7 ¢ 7 P T S F =2 V7 —EX]
IC % — FiZ TEH T3 LI FOBEE
@ BBV > P77 A 2B T 5 HiFR D E BB
@ S/MIME BEFEIC TR F + EBIZEL TBEDDA v E—28 o P X FEFE L
@ AR FFH TS 7DDV — FEEHE
(Bt = VT = EXDEEIZLBELRRE) D U X ]
_LFEDD 7= 8D DEFEHE I 175 HAFRR DA e O FHE S 7= H1F 98 D 15 BRULBE D AFREHE
LFEEODEDDR v — 5o Px X P DEMROA =5 Pz R DEFE-EAABE DGR E
LD DDLBRD G PEHEE
TR L
IREMNE L

Copyright © 2009-2010 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
38/54




bizhub 423 / bizhub 363 / bizhub 283 / bizhub 223 PKI Card System Control Software

¥l T E—o

6.1.2. TOED X 1) T4 RIIEH

TOE i3, — kM4 7 4 ZBRECTHH SN2 FERMTH D720, PEHFEB R Ok

AlE &

LTHRR L~ ThH 2 EAL3 A K-> TRER TOE % 2 U 7 o SREEG 2@ 3 5, TRIC
BWH SN2 TOE Ot ¥ = U7 RGEEMFZ £ LD D,

R4 TOEDEX1Y T4 RIEEH

TOE®F = U T « (RiFEM R —FR b

X2 UT 4T —XT 7 F vieik ADV_ARC.1

B % SERTR T & LF D BRefhER ADV_FSP.3

T —%7 7T ¥ i%at ADV_TDS.2
A A %IJﬁH%EMﬁ4 B A AGD_OPE.1
YA Ffoe & AGD_PRE.1
FEA O B ALC_CMC.3
FLAEFR B O CM HiPH ALC_CMS.3

FA4 TYA T AP R— b Bl i oo X ALC_DEL.1
X a7 4 FEOMER ALC_DVS.1

BREIC LD FTA TV A I NLETADOESFR | ALC_LCD.1

A IR ASE_CCL.1

JREa VR — 3 hEH ASE_ECD.1

ST L ASE_INT.1

¥ a T X —4 > MM X a )T g kIR ASE_OBJ.2
WAL X2 T ¢ il ASE_REQ.2

txa )T EER ASE_SPD.1

TOE ZHRyfHk ASE_TSS.1

TS — D DAY ATE_COV.2

_ T AN L HEAREG ATE_DPT.1

T A b

BERET A b ATE_FUN.1

MNET AN - T ATE_IND.2

Jamm MR WEgH M Hr AVA_VAN.2
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6.2.ITEX2 T4 EHIEN

6.2.1. ITExX) T« BEEEZHIEM

6.2.1.1. HEM

X2 VT kR GEE IT B 2 U 7 ¢ R OISR E TRISR T, IT B =2 U 7 ¢ e
BN D7 L 1O EDEX 2 U T 43R FEHIHIE L TWD Z A2 /R LTV D,

KL X2 T4 RARAHICHTEHITEF2 T+ HEZHOESH

S h=)
2o T RS X
&
1)
o
3
>

INI¥d-LdA¥O3A ‘O
TIV-3LIRIMEIAO'O
ATN-OLdA¥D'O
OLdA¥O-TIVA'O
NOIS-TIVN'O
ALITIEYdYO-Nd O
TOYLNOD-XVH'0
9JINIBS18S

ALITIIYdVYO-O1dAdD 'O

a7« RN

set.admin
set.service
FCS CKM.1 O
FCS _COP.1 (]
FDP_IFC.1
FDP_IFF.1
FIA_AFL.1[1] o
FIA_AFL.1[2]
FIA_AFL.1[3]
FIA_SOS.1[1]
FIA_S0S.1[2]
FIA_SO0S.1[3] [ J
FIA_UAU.2[1]
FIA_UAU.2[2]
FIA_UAU.6
FIA_ UAU.7
FIA_UID.2[1]
FIA_UID.2[2]
FIA_UID.2[3] [
FMT_MOF.1[1]
FMT_MOF.1[2]
FMT_MOF.1[3]
FMT_MOF.1[4]
FMT_MTD.1[1] e o e
FMT_MTD.1[2]
FMT_MTD.1[3]
FMT_MTD.1[4] o
FMT_SMF.1 o o
FMT_SMR.1[1]
FMT _SMR.1[2] o [
FTA SSL.3
FAD RIP.1 @
FIT_CAP.1[1] o
FIT CAP.1]2] o
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1) set.admin, set.service (X, B0ty F2/RLTEY, (@) BN EINAGBEHRAH D &b
X o2 U T o EAEHNT. o X set.admin, ¥ set.service |2 TxHSATIT H L5 —EHO B+
v R, BEEF 2V T /R AFHICHRIELTWD Z & ERT,

6.2.1.2. +5 1%

FEXa VT 4RI L THEHEND IT X 2 U 7 4 eI OWTLLTICHA T 5,

® O.DECRYPT-PRINT (E§SitFV) > FDES)
AKX VT o5 RFEHE, BEALT Y v F T 7 A M T D8 E2THIH LT 5,
O.PKI-CAPABILITY |2 L W ##&B &N 72 IC 1— REHAWT, BBLT Y > F 7 7 A W% 5 H]
fl#EEM T D & . O.PKI-CAPABILITY (2 LV IC h— RInbEsE(LT U o b7 7 A V%15
T 572D E LW HimEgE (K58 2 EftEh, FCS_COP1LIZLVWKERALT Vv 7 7 A L DIE
FALEE R ENET B,
Yo TREF 2V T RIS 5,

® O.OVERWRITE-ALL (5t2 EE=HIkR)
Ax =T 45K IGEHE, HDD OF _XCOF— X iz 51 L. FIHE SR E L2 NVRAM
FOREEHREIIET S E LTEY, HIBRICEFRT 2 EHNLETH D,
FAD_RIP1I2X V., Znbx8 & T HERDIEERIEIC X > TLHEIO EOFRONE LFIH T
T DL EEET D,
Ko TAhREx2 U T 4 R IRITEHTM - S5,

® O.CRYPTO-KEY (BB 4R
Atx = U T 4R HITEHEZ, HDD ICE &AL TR TOT —X % ASIC 25 L TH 53 5729
2. LERNSEAERTSELTERY ., WMo/ ERICERT 23BN LETH D,
FCS_CKM.1 {2k, 2=03 ) VA SAAREREICE T2 =0 X / V% HDD W54 A
=R LEFIH L. 128bit OIS S8t A2 ARk %,
ZOWEEBEMC Lo TAE X2 U T 4 RGN E N5,

® O. MAIL-CRYPTO (S/MIME MF|A. KES1k)
KExaUT 4 5% 78HE. MFP 2 L CZEDHTAF v LIZEiGE A — I Ta—YHY
WCEETHBEICHE B LT 2 Z L2 HELTRY, BFICET2EEEALETH D,
FCS_CKM.1 (2 XV (FIPS 186-2 {29t » 7o EIELEER 7 /L T U XL AFIH L, 58 (128 bit,
F 7213 168 bit, F 721 192 bit, F 721 256 bit) & LRI 5,
FCS_COP.1 (2 XY, FIPSPUB 197 ® AES (K574 : 128 bit, F7-1% 192 bit, F7=1% 256 bit)
ZRIRALTCAS v LEZWig 2R 51b3 5, (203 SIMIME OB ET — 21272 5,) F-REH
IZ &Y SP800-67 @ 3-Key-Triple-DES (/54 : 168 bit) ZFIH L TA%F ¥ o L= % K51k
T5, (ZHHFEEIC SMIME OXET —XIZ7/kb,) Zibdki@Es (B8 1%,
O.PKI-CAPABILITY (X viplsnsz IC #— KZF T, FCS_COP1 2k Vv, K5idkod
S/MIME FERHE DA BHgE (1024bit, £7-1% 2048 bit, F7-1% 3072 bit, F721% 4096 bit) TH 5
FIPS 186-2 ® RSAIC L Vs Bk S b, M ET LT Y XAOFKEX FMT_MTD.1[1]ic kY
BHEIZRESND,
IO OBEREBEMIC L VA X 2 U T 4 RGN - SN D,

<EHEEZ VX 2 TICHERFT 5 72 DI LB 7 FA >
= set.admin 2
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<Y —bP RV =T B F a2 TICHER T D7 DI LB e B >
= gset.service &R

<BEEOT-DOKRE, EHEMERE >
INHEHAZLT O &ENT, FMT_SMR.1[1JIcE Y —t2rzr =7 FMT_SMR.1[2]ic & v &
MEL LTCHEFF SN, -2 OB EEEIXZ. FMT_SMELIZX W BESIN D,

® O. MAIL-SIGN (S/IMIME MFIf. £4)
At )T o 5tEHFEHI, MFP 2R L CEDHTAX v L a A — L cTCa—HE Y
WCEETHRICBAEMMT A EERE LA v E— VA A V=2 A MNEAERTHIEEHTEL
TBY, Avb—UXA ATV A MIETIHEEHELILETHD,
O.PKI-CAPABILITY |Z X v #kR &t 7= IC #— REZHWT, FCS_COP1 2 kv . Z4 0 244
BETHHAvE—VF AP A e, FIPS 180-2 BNHET 5Ny v 2B (SHA-1, H L< T
SHA-256) IZ L WART 5, £ A v —V XA Y= A2 M FROFRE T FMT_MTD.1[11ic X v %
HEFIZREIND,
COMREEMHFIC L VA 2 Y T o RG-S D,

<EHEZ VX 2 TR T 52O E R >
= set.admin 2

<P —VCRZU V=T EEX o TICHERET 272 DI LB A B>

= set.service &

<KBEHEHOT-ODOKE, &R >
INBEHEITHOKENL, FMT_SMR.1[1IcX v Vy—bv R V=7, FMT SMR.12lic Xk v %#&
BHEELTHEREFSND, £ 0EHMEREIXZ, FMT SME1ICXVEEEIND,

® O.CRYPTO-CAPABILITY (HDD EEBc#EE#RMAT 51=-HDHKR— FBF)
AKX VT %R EEHEL, TOE 4> 7 7 4 ThHD ASIC I2L Y, HDD NICRTFINLD
F =L Al B0 OEEEZ TOE NV R— b5 L LTREY BT 4T 4 OBEEL Y
R T2 EBETIHEMHNLETHD.
FIT_CAP.1[1]ic L v, ASIC 233842 HDD K 5{bEAEICx L <, HDD OF _XCOFT—H %
HDD W 5bERE CHUBL S 572D DR — MEgRex FEBLT 2, 7S LICHW LSy —
1%, FIA_SOS.1[3lic L v B #EE S v, FMT_MTD.1[1]. %O FMT _MTD.1[4]ic & v &%
FOEHEIZRE SN D,
COMREEMHIC L > TAREX 2 U 7 4 XK ITEHIR =S 5,

<EHEE VX 2 TICHERFT B 72 DI B A g >
= get.admin &M

<Y —bPRAZ UV =T B Fa TICHERT D7 DI LB e i >
= gset.service &R

<BEEOT-DOKRE, EHEMERE >
INHEHAZLT O &ENT, FMT_SMR.1[1lIcE Y —tRrzr =7 FMT_SMR.1[2]ic & v &
HEL LCHEF SN D, -2 OB HEEEIX. FMT_SME1L IZX VW BESIN D,
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® O.PKI-CAPABILITY (PKI#geZxFIF3 5= DY R— FEiE)
xﬂ%;U%4ﬂ%ﬁ%@ﬂDE%®zy%4%4@%émean]*;Dﬁ%émﬁﬂcw
—RIZED, ZOETAX vy LEEEBORE S E BEL, KO E{LT Y b7 7 AV EEH ST
% %®@”“@%¢%TOE@#T FFBELTEY BT 47 0 ODEMELZ T HR— b
TAHZEEHET LRBEMNLETH D,
FIT_CAP1[2lic kv, IC 7 — F2AFEHT % PKI BEREICKH LT, A¥ v LIz, KOSk
TV N7 7 A NE PRKIBSRE CAUEE S B 520DV R — MERELZ FHLT 5,
ZOBEREEMIC L > TARE X 2 U T 4 R GEHIm - SN D,

® O. FAX-CONTROL (FAX 2=y FHIfH)
At VT 4 K TENE. ARERRED D FAX ARERR O 2@ LT, 43 MFP 385k ST
WAEWNH AR Y R =7 ~OT VB AEEET L L 2HELTVD, ZIVUTAREIREN S &4
i, MFP 24 L TR v N U — 7 [Zliak SN D BB T — & 2RV izisfs (RIEARffEa~
R) 2, WiEHRy N —ZICERESNARNWZ L2 BEWRLTEBY, FAX 2=y hO 7 v —Hil#lz B
THREMENLETH D,
FDP_IFC.1, & FDP_IFF.1 | . NERERI D OZAGHEREN 25 Lol T — 2 LSk oF
~&%W%*ybv—&m%mbﬁwkwo7m~ﬁ@%%ﬁfé
COBREEMIC L > TAREX 2 U7 4 R FEHIM =S5,

> setadmin (BEEBEZX X1 7IC#HBETS-HICRELZEHDEY )
<BHREH OFEBZEIE >
FIA_UID.2[2], FIA_UAU.221ic LV .77 B AT 5FHENEHEHE TH D Z L Z2iBERAET 5,
FREICIX, FIA UAU.TIZE D, ARVICRES N7 4 — Ry ZICAT 8 1 LRI LI “%7
ZiRL, @iV AR— 135,
HAAHA[Mib\Azw@EﬁﬁLtIﬁ%ﬁu DAL, KD, 5 BRI SR NED
TRTOANZ M E2HE L, FIA_AFL.1[2]ic & HifE U CARRRIhERGESS EIRIE (1~5 [A]) (2
ET DL, AP ThUEr S AT L, UKRE @%AXU%b%ﬂ%¢é¢AT®£ﬂ%%%D
v 7T 5, Zony 7 REEX, EIF OFF/ON 72 X2 Xk 5 TOE OREEhC X » THEFREERE N I T S
AU, EEFE TR O BAEEE L AEFRIF 2 B Z MR S D,
BHETRIEZ BT 2 R EDRBRE D FAT I T & 5 7BRE I E1 5L 0 BIE D 3% E o OVE B GRAE O #
VEZE I fRBRIFRI O ZE H X, FMT_MTD.1[1]ic kv, BEE - ;ﬁTéhéo

<FRGRGEESNT-EEBEDOE vy a L OEH>

FRDGRRE S NV B HE OF v v a Y OFHRREMIL, b r A v LAl FTA_SSL.3
XD, RFd—bua A TRRNRE L%, By v a v BT T LIk T, RAUE
g VBRI D BB OMA A KBS TS Z LICHIRL TWD, RBARLA— e s F
TR OZEE X, FMT_MTD.1[1]ic & v EFHEICHIR SN D,

<EIRE ORI ROEHE 2 &>
FEENAT— RiX, FIA_SOS.1[2lic kv, WMERHIEESN D, FEHE AT — NOETEIX
FMT_MTD.12lic kv, FHEEK O —E R P=TICHIB SN S, FEHENEHE AT —
b%ﬁﬁﬁéﬁAi FIA_UAU.6 IZ XV HBGEES N5, ZOFBIECBW T, FIA_AFL.1[2]iC
e U CARREIRRGEDS ERRME (1~5[8]) ([C#ET 5 &, BEET Thividn 747 L, LIE
ﬁ%@mﬁh EXfRbR L, BHE AV — REHAT TR CORG#KEEZ 2 v 795, Zon
» 7 WRREIX, EIR OFF/ON 72 Y12 X % TOE OB & - THEBREREN AT S, BHERAED
PRIEEE I FRBRIEE S RGBSR S L D,
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<KEHEOT-OOEE], EHEHE >

CHNHER AT O &ENT. FMT_SMR.1[1IC X W —b 2P =7 & FMT_SMR.1[2]ic L v &
HEICTHER S D, £ 268 HMAE1L. FMT_SMF.1 (2 X v ¥ &h., FMT_MOF.1[2],
K OFMT _MOF.1[BJIc LV ZD 55 VN EFE SN D,

> setservice (F—ERI VS =72 EXa7IC#HFT53-DIHELERDEY )
<Y —E RV =T OFRBIFREE>
FIA_UID.2[1], FIA_UAU.2[1lic kY. 7272+ H5HAENRYy— R V=T ThHHI L%
RBIEERET B,
FRREICIX, FIA_UAU.TICE D, NV S N7 4 — Ry ZICA N 1 XFIT LT “%”7
iR L, FRFEE AR — 95,
FIA_AFL.1[8ic kv | KD, 5 BRI/ SR AN D DT X THOANZ, 2 HE L, FIA_AFL.1[1]
WZL 0, e L CARREDRREED EIRE (1~5 [B]) (2T 5 L, @aEf chbhiin s 47 L, CE
RNRAT— REFAT 5T X CORBIHEEEZ 2 v 735, Zor v 7 ikEIX, CE F8ibiEn v 7
FRBRESRE DN FEAT I T, CEM£@@¢ﬁ¢%%ﬁW%%ﬁﬁékm@éhé
P —UE R V=T ERIRIBT A RKDFRIEORITEIE T 5 3R v 5 o BE O % E i
FMLMmJHLiwﬁﬁﬁt FICH T EN D, CE RGO #VEAR (1 7 Ry R oo 3% 7 1%
FMT_MTD.1[8lic kv, +—v Rz V=7 ICHETEND,

<Y —b R =T ORIHEROBEHR L E >

CE /27— K%, FIA_SOS.1[1]ic kv, MEPKRIEESN D, CE /N2 T — ROLH X
FMT MTD.1[8liIc LV, H—t Rz U=TIZHIESN 5, £7- FIA UAUG IZ ;Dﬁmﬁém
%o ZOFFRAEICEWNT, FIA_AFLAMNC XV | 58 U CRBRENRERED LR (1~5 [B]) |23
THE, Y—ERAZL V=T OGEIREA LR LT, CE AU — REFIHT 25T X TOEHE
BEEu v 735, 2oy ZiRREIL, CERFFEIED v 7 MERIEREN 1T SN C. CE RIEDE(E
AR LARBRIFE 2 R T D L fREBR S D,

<KEHOTDOKE|, EEERE >

INBEHEHEZLT O EENL, FMT_SMR.A[1ICE VY —t 2z v=T L LTHiRF SND, £722
S EBREREIL, FMT_SMF.1 12 X 0 5 &4, FMT_MOF.1[1], %O FMT_MOF.1[4]ic X v =
DEDLFENNEFEHRIND,

6.2.1.3. ITtEFx ) T4 BEEHFDIKREE
IT %= U7 o BREE R —3 v FOEFREFRE TERIZTRT, CC /Y— K 2 THEINDIK
TR S 72 WIGEA, TR STIZB T 2FERfR] O OIA %l 1 5,

6 ITEXa)TABEEHIVR—RY FOKERE
N/A : Not Applicable

A ST DHEEEH CC/8—F 2 R
JVUR—%Y R DIRTEM AR ST [2H T+ 5 1kFREFR
FCS_CKM.2 or FCS_COP.1, | FCS_COP.1 (—&#ELH D &)
FCS_CKM.1 FCS_CKM.4, Wi LTV DG BERESER T L =) R ALY
_CKM. R S AT B T 5 = &
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¥l T E—o

A ST DHRERM

JViR—R2 b

CC/N\—Fk 2
DIRFEHE

A ST I2H 1+ B 1&7FE %R

<FCS_CKM.2 or FCS_COP.1 % —&\7= L T\ 72 VB

>

- a=7 3 /% HDD 5S8R T LT Y XL
WXV AERINTZE#E R WS BRER
FIT_CAP.1[1lic X v IT &EIZ L > bbb, TSF
X ORAEZFIATL2OHTH Y, Bl KO ZH5/E
DMEMET 2,

<FCS_CKM.4 %A L 72 WEL >

CEUIELEAER T AT XA LY AR S s, —
RERYICHEREME D & D FLIBEIICFAET 2 B2 6D
B, NEDET 7B AT HZHENELS . BEIICHREE
INDB I DWEHFEEBET LT,

- a=%3I /% HDD W5k S8t 7 LY XA
WXV AERINT-HEL, RIFENDIT—ZDDITE
WHNCRIFE SN D, FTMRGFEE~DILEDOT 7' A
EREECH Y | B IO MLENEIT 20,

FCS_COP.1

FCS_CKM.1 or FDP_ITC.1
or FDP_ITC.2, FCS_CKM.4,

FCS_CKM.1 (—H{HEHDAH) .,
Wim LT\ A %S  SIMIME #{EF —Z Ol 5{ko -
OB EERT D L,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 Z—i7- L

TR >

BTV RN T AN DEE T O LA
FIT CAP.12lic kv 1 v iR— r 2=, B4Rk, 4
HH DA iR— N OMLEPEL R,

« SIMIME %87 — & O At 7= O @k o w5 Bk
47 5 ABAgEIT FIT_CAP1RlIICE W ¥ R—b&h?d
726D BEAERL. SRS DA R — S OMBEPEIT AR,

A=V H AT A MDERICHAWS A vE—I0%
ERFADLET—ZZDOLOTHDHI-0, ARk,
IERDNS DA R— F DOMBEPET 720,

<FCS_CKM.4 % H L7 B >
+ SSMIME =57 — % Ol F{b. KUK TY o h7
FANDES, Aot —UF AV A MOERITHN
D8, —BICHERMEO D D FRIEERICITEET D &
EZONDLN, AN ST 7 AT HNBEREL | H
I SN D T OWIEE BT 2 MEHEIT R,
+ SIMIME i#{5 7 — % OB 5k 7o s O ILm sk O s =1k
AT O ARSI AR S TH YV | B SHEIEO L
EASAN

FDP_IFC.1

FDP_IFF.1

FDP_IFF.1

FDP_IFF.1

FDP_IFC.1,
FMT_MSA.3

FDP_IFC.1

<FMT _MSA.3 ZiH LWk >
X2 VT 0 BHIIANIC THIE L SN D =, ARE:
w9 2 M EMEIE AR

FIA AFL.1[1]

FIA_UAU.1

FIA UAU.2[1]

FIA_AFL.1[2]

FIA_UAU.1

FIA UAU.2[2]

FIA_AFL.1[3]

FIA_UAU.1

FIA_UAU.2[1]. FIA_UAU.2[2]

FIA_SOS.1[1]

7L

N/A

FIA SOS.1[2]

2L

N/A

FIA SOS.1[3]

2L

N/A

FIA_UAU.2[1]

FIA_UID.1

FIA UID.2[1]

FIA_UAU.2[2]

FIA_UID.1

FIA UID.2[2]
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AR ST OHEEEH CC/S—F 2
! TIZHI %
avR—%Y R DR A ST 2B+ B K7ERHZR
FIA_UAU.6 L N/A
FIA_UAU.7 FIA _UAU.1 FIA_UAU.2[1], FIA_UAU.2[2]
FIA_UID.2[1] L N/A
FIA_UID.2[2] L N/A
FIA_UID.2[3] L N/A
FMT _SMF.1, FMT _SMF.1,
FMT_MOF.1[1] FMT_SMR.1 FMT _SMR.1[1]
FMT _SMF.1, FMT _SMF.1,
FMT_MOF.1[2] FMT_SMR.1 FMT _SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MOF.1[3] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MOF.1[4] FMT SMR.1 FMT_SMR.1[1]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[1] FMT SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[2] FMT SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT _SMF.1, FMT_SMF.1
FMT_MTD.1{3] FMT_SMR.1 FMT _SMR.1[1]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1{4] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 L N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FTA_SSL.3 L N/A
FAD_RIP.1 L N/A
FIT_CAP.1[1] L N/A
FIT_CAP.1[2] 2L N/A

6.22. ITEXx 2 ) T4« REEEHBE

A TOE 1T, WA - NH - BEGHIIC T 72 2 U 7 ¢ ZFedf LT-BREICRE SR &S 5 738,
A TOE ZFHT 2BREICE N TR EIME A RAET AR ERH L, — Mg FERME LT
BEREfEAR. TOE BRGHEICE S T A b, BRRETREE/0AT . MaFstE DIRB N FEM SN TV DRERH Y |
E-PHRBEEOHIE. TOE OBEEH, vX 27 REMNFHEERRONTNDE I ENEEND, it
> THHRRFE L~ DRI H EALS OFRITZ Y TH D,

08, PRAEEMAEFME ST, Ny —TUTh D EAL BEBIRENTWAHTD, Y ThHELT

AR L 7R,
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7. TOE ZE#yttk

TOED X = U7 A #REE ML VENNATOED X 2 UF (HER LI T D # 7TIcC—E %5
F, AAEEEMNE, R OIE|IZCHEAT 5,
R7 TOEDQEX 1) T HERMEBINFO—E
%5 TOE Ot = U7 ¢ ffe TOE inBEdi & ORIt
7.1 FADMIN (& BREHERE) A REE
7.2 F.SERVICE (— bt %x%&— FiHE) P—E 2T V=T HEE
7.3 | FCARD-ID (ICH— RikpIHERE) FEAKERE
7.4 | FPRINT (B554b~7 U > HEERE) FEAKERE
7.5 FOVERWRITE-ALL (4fHEis 35 X HIEREEEE) A REE
7.6 | FCRYPTO (W54 ritene) Z DO OIEHE
7.7 | FRESET GRZFZRiEI% Y & v ke BHERE, Y—E AT U= T HERE
7.8 | ES/MIME (S/MIMEH 5 4LE g hE FEAMERE
7.9 | ESUPPORT-CRYPTO (ASICH #— ~khg Z D oK BE
7.10 | FSUPPORT-PKI (PKI#A&R— #E) Z O OIEHE
7.11 | FFAX-CONTROL (FAX= = | ifilfHHE) Z DO FRE
7.1. FADMIN (EHEE#EE
FADMIN &%, /SR D T 72 AT HEHE T — NICBIT 28 A RNRGEEGE, EHE A
J— ROEFEREDE X2 U T  EHBEL Vo EFHENEET S —#HOoExF 2V Tﬂ%%ﬁafa@
%o
7.1.1. EEEEE AR

BWEFHT— R~DT 7 & RERIC
T 5,
@ £ SIIREINDBXXY T/ EIMNOLRBERE AT — R
35,
° ’:’Sfi%‘/*ﬂ T—RATDO7 4 — KR 7z
® FIRICHKIhT B &, FRIFAEEEY By b5,
® Ui
[ ]

EEE SR T — R 2RI 5 AR8REHKaE

WZRIT D RN ED AT % 5@Fﬁx SEREBRASAN
WZBW e LC 1~5 [B1B & R D8RR A a7 2 &

LT 778 ATHHMEZEHE TH D 2 L 2kl e OFERE

umuE‘é—ér&@%uuuﬁfﬁ XA%THS

1305 k7 2k,

HHENZAT— MM 2T~ TORGEEEZ 2 v 75, (FEEE— F~DO7 7 A &2ERT

%,

> SREREEBEEIL. RIET 27 & AR R e R
® RirisEm v 7 1%, FRESET 23#h{E L TR 5,

L EIC & v FIA_AFL.1[2]. FIA_AFL.1[3].
b,

712 EHEE—FOA— +FOT A THEE

PRI EEHE— ]

FIA_UAU.2[2].

(X0 EHENRET D,

FIA_UAU.7, FIA_UID.2[2]» 8]

W27 78 AR TRV A — b a7 A 7 RHIEL B0 S s O EE 2 S T AT

Copyright © 2009-2010 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.

47154




bizhub 423 / bizhub 363 / bizhub 283 / bizhub 223 PKI Card System Control Software ¥l TrE—0wk

o laid, BENICEHEE—- N2 4745,
VAL EIZ XY FTA_SSL.3 BWEBLI LD,

£ 8 NRI—FICHAINZFYSo 2 LHiHE °

i Hi%g 544
EHESAY K (0~16 #i) R AEAFE 93 ST bR ATHE
- CE/S27— K 8 i RS2 EE 93 SCT O B EIATHE
ey ¢ 20 i A £ 7 83 SCFD 0 & BHLATHE

713 EEEE— FICTRHEE I HHEE

EHEET— F~DOT 72 ZAERIZBW TR A RFERERAEIC L 0 VEFHE & L THAIRSRES N D
& FIREZRITT 52 A7 IEHERBENBIEST b, MT@T@&VE\ FREEDORMHANFF AT S D

7.1.3.1. BEEHENAT—RKOLEHE

NRENVEVEHETHD 2 L HRGESNTHE, BET D,

® £ BIITRENAF YTV AMNOLRBEMENRAT — RIZL V) FHRAT 2 EHERIA W= L%
45,

OQMH*ﬁﬁﬁék\mﬁ%%@ﬁ%)ﬁ/bﬁé

® HIHGETIL, RNAAMLDT 7 ADEE., BEHENATU—-RNRAIOT 4 — KXo 72 1 XFH
“x” %ﬁ@i

@ HHIE AU — REFIHT 25 AMEREIC BV CEle L C1~5[EH & 2R 23REE R 2 4 5 &
Azwmg?ﬁtxféﬁﬁﬁ%wr%u7ﬁ7b BHEANAT — RERHAT 2T X TOE
it o v s 45, BHET—F~OT 7B AEEGTD,)

> RIEEEEIL. RET 7 & AR N ERERR EMRRIC L BEENIEET 5,

® ZRirRED 1 v 7 1%, FRESET 238h{E L TR 5,

O TTHRTEINDIEMENRT— NI ER SOEHENRAY — RITREINAIHNE., ¥ T 7 XD i
RENTWD Z & EREET 5,

Ul blz kv FIA_SOS.1[2]. FIA_AFL.1[2]. FIA_UAU.6. FIA_UAU.7 . FMT_MTD.1[2].

FMT _SMF.1. FMT _SMR.1[2IEH S5,

7A32. FET7 7 XABEFZROETE

o FE7VEARHEDEZTE

AR EES IEMRE D 2, KON A ET D,
oTE77tx@&ﬁﬁmﬁm

PRREEREEE IEBSREIC BT A R IET 7 B A HEEEZ 1~5 B T ET 5,
oMﬁ%wJ®¢¢ﬁ¢mﬁﬁH®&m

EHEDIIDIRIEE LRI Z 1~60 73 TRIET D,

YL Eiz X FMT_MOF.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2]3FEH S %,

7.1.33. A— rOSF THEEDR

2% 813, EXa VT KL LTR/ADART — RERZRT LD TH D, Lo T/HRAT— FREITE LTV o
BRAASINTND XY T 7 ZIRINTODR, BRI Y 77 X BRI — ATFFR SN D,
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d— a7 A TEEEICBIT AR ET — ¥ Th D /3% VA — b 74 7 g & LRI R 3 RE R i pH
TRET 5,

® X )LA— bk u A T I 1 1~9%y

PLEIC L » FMT _MTD.1[1], FMT _SMF.1. FMT _SMR.1[2]»EH SN 5,

7.1.3.4. HDD RS S BERED BMEERE

<EERE ON>

OFF 725 ON IZT 556, L RESNDIME ST — RRLLTOMEEN 72 L TWD Z & & HEE
L. FCRYPTO RET&EN 5,

® X 8D ES{L Y — RITRENHHEL. X 77 X 0o Eh b,

® 1 ODX ¥ T/ X THERINR,

PL B X v FIA_SOS.1[3]. FMT _MOF.1[3]. FMT_MTD.1[4]. FMT_SMF.1, FMT_SMR.1[2]733

ahd,

<WFE LU — RZEHE >
e — REEETLH, FHEESNIHE ST — FRREZMIZL T OIHAEICERL,
F.CRYPTO nFEfr&h 5,
® THREINDEBLY — RIZLLFOME 27 LT\ 5 Z L 2 MiEd 5,
> £ 8D FLY — FITRESNDAH, ¥ T 72D ERIn5,
> 1ODF ¥ 77 X TR IR,
> BUERESNDOMEE—E L2,
YL Eiz &Y FIA_SOS.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2] 3 FEE I 5,

7.1.3.5. SIMIME £ {EH#EED R TE

EWHE D ERIET S SIMIME BHEIC BRI 2 868EIXLL F 0@ v,
® TN INELGORE

S/MIME #Ref| HIke D7 ¥ 2 V4 % BT R, SERERIR, K OVE ITHEZ ) bR ATHE
® S/MIME 5 SAbsRfE (RS 7 /L) A L) DR
® SIMIME 2 vt —U AP A OFROT NI Y XLEHE

YL Eiz &Y FMT_MOF.1[8], FMT MTD.1[1], FMT_SMF.1, FMT SMR.1[2]FEH I 5,

7.1.3.6. /NRTJ— F{EAMLHEBEICBAE T S BERE

BHENEET 5527 — ROWHULICBERT 28mIZ L T 0@ v,
o fEIR | E X HIBREERE

SRE O FEXHIROEITICLD . BEE 2T — R TGO EIEI R ET 5,
PLEiz X v FMT_MOF.1[2], FMT_MTD.1[2]. FMT_SMF.1, FMT _SMR.1[2|:FEH X 5,

7.137. %3 T« BT BEIMEREHEE

BEEDBRIET 2% 2 )7 4 ICBT 2EIEREMAEIZL T OEY
® Xy NU—IinbDEHEREDHR, kOB LERE
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F NI =S DOEBEMELTEIMET L EI2EY ., Fy U — 7R TOERERREDF]
HARE L 725,
Pl iz X v FMT MOF.1[2]. FMT _SMF.1. FMT SMR.12]1EH N 5.

7.2. ESERVICE (H¥—EXE— FHEE)

7.2.1.

7.2.2.

F.SERVICE &%, XFANST 78 AT L5V —ERAE— NIIBIT 52— AT V=T i#BIFEGE
e, CE SR T — FOAFRLEFEHE NAT — FOEFE R EDEF 2 VT 4 FEHEEL Wo o —t
AT V=T NRMET S —HEOX 2 U T A HEETH D,

H— t ALY / =7 u‘ﬁ&ﬂ” an\ﬂIE%ﬁE

IRANVINHYF—ERET— F~DOT 7 RERIZH LT T 7 BATHHHEEZ Y —E R V=T
ThHbH I EEMBROGRRET 5,

® K S8IIREINDIXYT I XML BCENAT— RIZLVFBIET HCERIEA =X L5 #it35,
CE/\°7\U~ RATIDT 4 — KXo 7121 05w “%7 &2iKT,

FRREICER N2 &, RRERMEEE Y By b T D,

AR 5 & Axw#%®ﬂﬁ%5éﬁxfﬁfﬁw

CE "2 U — REFIHT 5K RFHEREIC B W Tt LC 1~5 B H & 72 H8GERI A a3 5 & |
CE RAU—REHAT T RTCORGMEELZ 2 v 7T 5, (B—ERAE—RK~DT 7 ¥ RAEHK
T5.)

> REUEIEEEEIL, RIEY 7 & 20 B ERRRIC L 0 FEE D EET D,

® FRirRED 1 v 7 1%, FRESET 23EhE L TR 5,

LB kv FIA_AFL.1[1], FIA_AFL.1[3]. FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]»332%
b,

H—ERXE— FICTIBH I D148

P—ERAE— R ~DOT7 7B RAERIZBW T —E A= Ti#kBERRE I LY —E 2
V=T L UTHRBFERREEND &L LT OEEDORI A TR SN D,

7.221.CE/INRIJ—FDZLE

P—bERAT V=T THDH I EEFBIES IV, A OB E SN AH/NAT — RBME A7 LT

L%5E. ERT D,

@ £ SIIRENDFY T I MBI ACENRATY — N2 HRGET A2CERGEA 1 = X 2 &gl
Al

® HERAEICRENT B &, R E Y Y b5,

® HIlIETIE, NRAMBDT 7 ADEE CENXAT—FRAHNDT 4 — Ky 7121 L5 “*x”
5iRT,

® CE AU — R&EFHT 5K RIAEREIC B W CHlfE L C 1~5 [ H & 72 D RGERR A AT 5 &,
IRANMNET IV BATEHY—ERAE—F2ua /47 L, CE/NAU— REZFHT 53T TORGE
[k = R thx%%%~®77?x%ﬁfféd

> RIEEBEIL. RIET 7 & AR BRER EHRRIC L 0 EEEREET 5,

® CHIFHKA @m/ﬁi\EmeT#QWLTM%féO

@ HHREINDCENRAY—RITFE 8 DCENRRAY — RIREINDHHE., v 77 XLk I
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¥z YTra—o vk

TWAZ EERGEET D,

PL Eiz kv FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA UAU.7. FMT MTD.1[3].

FMT_SMF.1, FMT_SMR.1[1]REH s 5,

7222 EHENAT—RKOLEHE

BHENAT— REEHET 5,

PLEIZ X v FIA_SOS.1[2], FMT_MTD.1[2]. FMT_SMF.1, FMT_SMR.1[1]3FEH E 5,

7.2.2.3. CE FREL DR /EZ 1 fRFREFRI D ERE

CE REREDBAFALIEMRBRINGH] & 1~60 2 CRUET S
Pl iz v FMT MTD.1[8]. FMT SMF.1. FMT SMR.1[1]3EHH < 5,

7224 H—ERXRIT VO 7R HRE

nul

=R V=T RGEREO AR, B AR ET D,
Pl Rz X v FMT MOF.1[4]. FMT _SMF.1. FMT SMR.1[1]1EH N 5.,

7225 TSF T—ARIZHET HHEEDEIE

P—bE R V=T NERET DD TSF 57— Z IS HHEREIZLL T D@ v
® HDD 7 4+—~ v MErE (W7 +—~ > 1)
HDDIZ hT v 7 &7 Z—1ERR EDEEINEEDTT 4 A7 REEHE Y —
fig.
® (=T A AHKHE
NVRAM (23 &A1 5 & Fax e 4 LG ik IS =372 0 O#RE,
® AT ARKRE
RC-232C %1 L= U 7 OVEHGE 24T WIBRIESE D A 7 ) 0 A %47 9 B TE,
® (X —x v MEH TOE S HTHEEE
Ethernet # /1 L C TOE # # 7 > 11— N4 5 HERE,
Pl Eiz kv FMT_MOF.1[1], FMT SMF.1. FMT SMR.1[1I3FEH EN 5,

7.3. FCARD-ID (IC h— FERI#aE
F.CARD-ID & X, B5{b7 VU v MERE. KT Scan To Me HEREZ R 9 A EiIC

TW5 IC 1— R% MFP 235in4 o8B Th 5,
LLEIZ XY FIA_UID.2BIAEB S 5,

7.4. FPRINT (RS 71 > F#EE)

e [ERERS

ZMFP (28 s h

FPRINT & i3, W5k 7 U o MMERICBIT 28X =2V 7T 4 ETH D, FIRIERIEICT LT,

F.SUPPORT-PKI (Z & W AF L7cmsd (R5o88) (2K 0 ESLBNEET S,

W7V > b7 7 A NEEST D00 (58 (168 bit) (X, FIPS186-2 THIE &

5 RSAIZE - TG END,
U EIZE Y FCS_COP1 REHEND,

Copyright © 2009-2010 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.

51/54



bizhub 423 / bizhub 363 / bizhub 283 / bizhub 223 PKI Card System Control Software ¥l TrE—0wk

7.5. FOVERWRITE-ALL (£f8i8 k= = HIx#ae)

F.OVERWRITE-ALL & 13, HDD 05— 4 i b8 & Hli % 32479 % & #1 NVRAM (274 iE &
NTND /AT — REOREEZ T 25, HIBR, £72 i%ﬂﬂ;ﬁﬂ:éhémé‘ﬁ% ILLFO@EY TH
Do

<HIfgENhHx% : HDD>
WbV 77 AL

® RAFHIET 7 A L

® HDD #Ariig > 7 A /v

® [T 7 A L

<VHIEINDIRER : NVRAM>
® L AT — |
® HDD s B{bérenEEx € (OFF) c e KR ET — R EESND,

HDDIZE X iAteT — % EXATeEIE 2 EHIFR T X, FADMINIZE W TRRE S5 ek - 3E
THIBREREOHEH (R 9) IS L TEITEN D, HDDEF S LREREIXEMER EN0OFFE 5 2 &
IZEo T, RESNTWEK LY — BRI TE 7272 %,

YL B2k v FAD_RIP1 BRSNS,

® 9 REHOLEZHIROYA TELEEZDHE

7K LEEINDT—FEATLZDIEF
Mode:1 0x00
Mode:2 L = &3 = 0x00
Mode:3 0x00 = O0xFF = {iL¥ = Hir
Mode:4 L% = 0x00 = 0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = &l
Mode:7 0x00 = OxFF = 0x00 > 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA = il

7.6. FCRYPTO (FEE 84 pitsiat)

F.CRYPTO &%, ==%=< //1/5'Hﬁ%ﬁ$%$‘“‘l‘@ X THESND 2= /¥ HDD I 5
AT T XLEFH L, HDD IZEZIAEN DI TR TOT — X 25T 5 72O Ol 585 A AL
T 5,

FADMIN (3BT 7 7 & R HIR S 415 HDD B S{bEERE O EMERR E I B W TS Y — RORE
Enbé, a=h3I /1% HDD EEH8AER 7L TN AL EZHWTEES{LT — R85 128bit £ OHF
BHEE KT D,

Pl bick b FCS_CKM.1 REH SN D,
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7.7. FRESET (FREEkEam% v FHEE

FRESET &%, &PEREE, CE AW T T v bay 7 LEBAITh 7 v b LRk
WEEEZ VY NLT, oy 2R+ 2#ETH D,

D CE RiI#aen v & fEFR AL IBAE AE
FEEHEIC L0 1T S 4L, CE FRAE DO HAFEE (L fEFRIFFM#I(C CE SRAEDO KR A 0 7 V 7 +5 2
Lok vay s 2RI 5,
PLEIC R Y FIAAFLANIRNEHR SN S,

© EHHDIMAED v ERNIE AR
FEIFRDO OFF/ON XV 3780, EEERREOBREEE (EARERIFR % [ BEETERE O LRI % 0
JUVTTDHI LIV ey BfiERT D,
YL B2 X v FIA_AFLARINFEHRH EN S,

7.8. ES/IMIME (S/MIME FE& IR RE

FES/MIME &%, (2D T) A% v Lz % SMIME Ca—VHFICHETIRIC, A%y
VLT Eg AR S b, KOVEL T HEREETH D, BLA AT FSUPPORT-PKI (2 XV IC 71— RH1T
AN, AEEICBWTEBLICHAWAI A v —UF A P A ML 5,

< HEAER >

® FIPS 186-2 NHET A EHUELIE AR T LT Y XA LY | 2% v o LI-EGER ST 5= 04t
e (R Se) A/ERkT 5, (RS8R 1%, 128 bit, 168 bit, 192 bit, 256 bit DWW\ TN TH S,)
PLEiZX» FCS_CKM.1 REH SN,

< A% v CEG OS>

@ XXy L7mmifgik, fmt (WrE4k) (128 bit, 192 bit. 256 bit) # VT, FIPS PUB 197
WXk oTHESND AESIZ L > THE{bEn 5,

® X%y L7-migix, Hamsd (K558 (168 bit) Z AW T. SP800-67 Ik~ THEEND
3-Key-Triple-DES (2 L » CTHf Sk & 5
YL bizk v FCS_COP1 NEHEND,

<M S 8Os 5k >

® AX -y LI-EB AT bT 5= oItimst (558 (%, FIPS 186-2 WHET 5 RSA 2LV,
Brsfb &b,

® ~— OE FSUPPORT-PKI (2 LV I S 2 ABREEDOFER (X, 1024bit, 2048 bit, 3072 bit, 4096
bit DWFTNINTH 5,

B2 XY FCS_COP1 REHEND,

<AvbB—UH AT xR NEK>

® XXy L7-WifgiX, FIPS 180-2 BHlET H /vy v =B (SHA-1, & L< X SHA-256) 12X
N, Avb—UX AP AMBEREND,
PLEIZX Y FCS_COP1 NEHHEND,
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7.9. FSUPPORT-CRYPTO (ASIC H#<— ~#4AE)

7.10.

7.11.

F.SUPPORT-CRYPTO & (%, TOE 7»5 ASIC I & % HDD W5 5{biae 2 Bi{E S 5 72D DRERE
5D,

HDD (2#F XA iﬁ”béﬁ”\fﬂ)T Z1Zx LT, FECRYPTO (T K W A S /- 58t % ASIC 1Tk
v L., ASIC [Z T AL 21T 5, £72 HDD 2 Hai A SN L5 Sz 7 — Z 1T L
T, WL FCRYPTO (Z &V A s/ 5tz ASIC (2t v b L, ASIC IZ THE S Z1THHE
o

PLEizE v, FIT_CAP1IREBR IS,

F.SUPPORT-PKI (PKI H7R— k#&#E)

F.SUPPORT-PKI &%, TOE 7°& F.CARD-ID (2 L v §lnl =7z IC 1 — FEEMESE 5720 Dk
RETH D,

<A 5 AL PR >
B et S - dimsk (BF 580 % IC 71— RIZEAH L, IC 7 — RicTHmstk (B5 580 OE L
HaiTht, ELES LcmiE (o) 205,

< B AR HE >
® FSMIME IZLE VAR LA vE—VHA VA (AvE—VDO Ny afl) % IC H— RigiE
fHL., BLMEEITOE, AvE—UH A VA MNIHTEELWELEZITERD,

<INBH AR >
® IC 71— FIZHWAEDLEEZITWV, IC I — FRORM#E (72 ViEAE) 2% T5,

Pl ki . FIT CAP1R2IREBH NS,

F.FAX-CONTROL (FAX 2=y #I|{H45E)

F.FAX-CONTROL &%, FAX == & U C, MFP IZ8 S NNt Y U —27 ~DT 7
v X%, TOE RHIET2 2 LIk Vi3 28ETH B,

TOE %, AREHRENSZ T ESND T — & 2N LAN ([ ETRREZ #1155, TOE Ol
BN L0 ARBBDONE R Yy NT =T ~DOT 72 A (BT — % 2R T — % OiRik) OEEIE%%E
BT 5,

PLEIZE Y, FDP_IFC.1, kO FDP_IFF.1 BEB I D,

___uJ:___
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