E/N1M )L FeliCa IC Fv
FeliCa Networks

E/NMJL FeliCalC FYyTI77—LOx7
(T6N kR )
ttXa)T432—4Fv bk

Version 1.01

No. FN12-F028-J01-01
Date: 2009/06/26

U ESYINYEP Y S -2



E/N1M )L FeliCa IC Fv

FeliCa Networks

[F L ®HIZ

AEIL, ENAL FeliCalC FyFIHEH ST D77y —L 02T DX T 404 —F vy NTT, KEIL,
ISO/IEC 15408 @ X =2V T 4 ¥ —47 v b OFKEERFLET,

NSO /IEC 15408) & i, HHMENTEX 2 U7+ OB G, HFRMENICEE LB B L0 7 —x
v MY AT ANHEENCEREF S L, TORFIPNIBARE R BEINTWD Z L 2 FBIRIRHE - (RiET D7
DK B FEA 2 TR T 5 EEEERE T,

- FeliCa i%, Y =—#XESMOBEREIE T,
< O, REHFOSHLCHE DAL, ZY T DEALOMEE E - X5 ERGE TY,
cAREOMEFIIEENE T 2 Ry T — 7 AR ORI BT BT S Z LAR L E T,



E/N1M )L FeliCa IC Fv

FeliCa Networks

RT B
7% T HE EEERT
% 1.00 BR | 2009/04/10 PRER
% 1.01 Bk | 2009/06/26 .1.2 TOE #311E#HR] ROM /N—2 3 U DFERE
% 1.01 Bl | 2009/06/26 2.8 V7 hoz 7HK.1 Fox ORHFXEIEE




E/N1M )L FeliCa IC Fv

FeliCa Networks

B L B i oottt s e e e sttt et et et e et et et et eaeaeananananans 1
L RS I 4 L OO 1
1101 ST FRBUIETR oveeeeeeee et e e e ettt a e eenananans 1
1.7.2 TOE FHRBUIETR cveveeeeeeeeeeeee et ee ettt ea e eenananans 1

L OO 2
LI T O O OO 4
L g OO 4
LRSI g s = L 5 = OO 5
1.5.7 ZZEEHIHI oo 5
15,2 T oot 5

I TEC T OO ROR 7

B 2EE TOE FEIR oo, 8
P I S O G P 1Y [ [07- T (O A i eV Ny A R 8
P N oY | [07= T [ O i AR 8
2.3, FE/NA L FECA 3/ AT Jn oot 9
2.4, FHTET Y 27 o3 8 L et 10
2.5, AT IHEEEM oottt 11
2.6. TOE BEAEMETE oot 14
2.7 WIBEREFR oo 18
I R Ny 3 T 19
2.9, T A THA T IU et 22
2.10. TOE FTAIIAE R v eveveeeeeeeeee ettt n e e n s e 25
B3 TOE BH o U T BT oo, 26
I R 5 o3 3 o 26
I~ L TSR TRRR 27
BB TOE DFIB ettt e e es e an s et a s s ae e s aenens 29
IV R N e SN R - TR 33
AT BH 2 U T A RIETTRE oot 34
41.TOE DB F 2 U T AR ITEE oo 34
4.2, BBEEDT T 2 U T A TR ITEE oo, 36
%5 T B2 U T o B 38
5.1. TOE B3 2 U T £ B oot 38
5.1.1 TOE B2 U T A BEREE M oo 38



E/N1M )L FeliCa IC Fv

FeliCa Networks

5.1.2 F/IBEBETRIE L UL oo 69
5.2, T 2 U T A ARAEEE oot 70
5.3. 1T BREEICHT D EF 2 U T £ B e 72

5.3.1 7T R FCS i BB AR B oo 72

5.3.2 77T A FPT i TSF DR oo 74

%6 ® L2 = RO 75
B.1.TOE T U T A BEAE oot 75

6.1.1 FRFEAKAE ( SF.AUtRENtiCAtIoN )......cvoveiieicieieeeeeceeee s 75

6.1.2 @5 KEAHEAE ( SF.CommunicateProteCtion ) ............ccoceeveveuceeveeieceeeeceeeene 76

6.1.83 FiAEEHEAE (SF.REAAWIIE ) ..ocvovieeeeeeeceeeeeeeee e 76

6.1.4 772 A2 b —/LAHRE (SF.ACCESSCONIrOl ) ..ooveeieeieeeecee e 77

6.1.5 TXx = U T ¢ [ERILHEIEHEE ( SF.TSFDataProtection )..........cccoceuevevcececceeeneneenae. 78

6.1.6 7T — X IREREHE ( SF.DAtaProteCtion ).........c.coveveeveueeieeeiieecieeceeeeeeeeee e 78

6.1.7 T — X FBENEAE (SF.DAtAMOVE ) ..o 79

6.1.8 ZWHEAE ( SF.SelfDIAgNOSIS )....c.ecveueveeiireieiieieee ettt 79
R T = S 80

E O S e e O RRUR 81
TA PP B ettt 81
T2 PP AEBE oot 81
CC T o 1= OO 81

B8 EE  HHIL oo en s 82
8.1. BX a2 UT 4R ITEHRIL ..o, 82
8.2, BX 2 UT A BIEARIL .o 88

8.2.1 BFX 2 UT A BEBETMARIL . ...oooveeieeeeeeeeeeeee e 88

8.2.2 TX 2 U T A MEAEBMMETTNE ovovoeeeeeeeeeeeee s 94

8283 BHXaUT A HEREEMD —BEMERRIL .cocooveeeeee e 95

8.2.4 EX 2 VT A HREZMEOHA YA — MEHL .o 95

R R N i e = R 96

8.2.6 BHX 2 UT A RFEEMARIL. ..ot 97
8.3. TOE BHIIARARIL ..ottt 98

8.83.1 WABEMEDIIRTIE oo e et n e 98

8.3.2 T AIMEDIIRTIE oot 100

8.3.83 BX 2 UT A BEBESREERRIL....ooiveeieeeeeeee s 107

834 BX 2 UT ARFETEARIL....oooiveeieeeeeeeeeeee s 107



E/N1M )L FeliCa IC Fv

FeliCa Networks

AFETIE, ST @yl - TOE il - ST - CC & « 253K - RKEcHN - JHFE - Ik ARl
T,

1.1. ST Al

1.1.1 ST #HAIER

B ENA)L FeliCalC FyTT77—Lox7 (TN R ) EFa)T45—5v b
NnN—o3y: Version 1.01

#A4 FN12-F028-J01-01

Em A : 2009 % 6 B 26 H

ERE - JxUhxy bT—9 %A EH

*—J—F: FeliCa , JEt%fl IC h—F |, EHEM IC A—FY—F /548 , ENAL

FeliCa , FeliCa & ES
CC/A—P 3y : CCv23(IPAERERE1.0M ). #E-0512 (Interpretations-0512)

1.1.2 TOE #HAI1EHR

2% : E/NAJ) FeliCalC FyFTI77—Lox7 (T6N R )
ROM /A\—S 3 Y : 06 (T6NKR)
ERcE R E RV ESYRNYER P& ST



E/N1M )L FeliCa IC Fv

FeliCa Networks

1.2. ST @&

AREIT, ITHERICEEINS TA L FeliCalC Fv AT A 77y —2 7270 X
2 V7T 44— v b THD,

EA L FeliCalC F v 7%, #EHFEES ) —& /T4 2R S,

A IAC F v 1E, #fhDA v H—T 2 — R X o> TT—2KMEITS THER IC 51— NEERE)
IO A VB —T = — R Ko TT — X HEMEAT S TR IC 71— NHkRE) | FEBEfiL IC
— REBEEITY [V—F/F54 28] © 3 SOFMHI@REHES, Zi b OMRENHEH B
W SN HmE, V= /T4 205 IC Ty T DAY T —H~O [T —2FRiAR] [T
— X EEIAR HEREEOT TV =2 a b0 IC FyTDRAEY T —H~D [F—H5
Firdr) [ F—=HEZAR HEHEEFEOT ) r—a VinbANEO FeliCa 1 — REggs~D
TR R END, EEEROT 7Y r— g TR, RO AEEN LA v H —
Xy N EOY—NEDT—2T 7 EALARETH D,

E/NA )L FeliCa IC v 7128155 MR IC 71— FEgRES 13, Y =— S8R L
[ FeliCa #fli5=0 | IcHEL+ 5, L7=2v-> T, /341 FeliCalC F v 7%, FeliCa £4fi)i
KEBHLZE T~ AX =R AT LA~OEHANARETH 5,

S HIT, EEHFERE D ATIMERE - £KoRBERE - BIEHRE LA G DEL & T A M —EX

REV R, BV —ERARERRA Y —EAREBAETH DL, ZNLHDOH—E X
2B HIEROIEANEBEZI S Z L6, TOE THHEAA I FeliCalC Fv 777 —L1
=T, Betk - BEENEETH D,

TOE (%, [ IC 7 — NHREl T8 IC I— FEgREl & TV —% /54 ZkE] 28T
Do ZNHOHERRIL, IC Ty THNOAEY 7T — 22 R#ET 2200 Ex 2 U 7 A HREEZAT
W5, AEE TOE Tkt LTEeF = UT 4 BEOIHT - SR8 - REEHE - B = U 7 1 1%
REZRE L, TOE OZ4eM « BEMATINT 2 L2 BN E T 5,

TOE 2Mii#T 25 IC Fy7HNOAEY T —H L, EI~vF—XRBEYV AT LATHHENSE
BT — 2N T 5, TOw, TOE OFREIL IC Fv s ig A€ )7 —X BikB
FORXEY F—HEEICHTH2HESA - BETHD, 7o, K TOE 2V —% /7 A ¥ Hie
L CHIAT 2B SMBO I IC H— F~T 7 B 2T 570 BBEARERE IC F v W
DAEVT—HIHEMNTE D, ATV T —HITHEMN SN DIEREFF AR FIHT D2 LITERT
b5, ZbOFBICK LT, TOE X IFGE) - (727 &xdli#) - THE#E otxal
TARBICE VBB AR, ZnbotXxa T o lRRICIZ., [T — 2R BBlc kv, %€
ROBHRWNC L DT —F W - N~ Ry =2 THREIC L 5T — g alilkd 5, KRexa U7 o
BEREREIC LV TOE X, 7 — X OLANERNZREL T 5,



E/N1M )L FeliCa IC Fv

FeliCa Networks

k. AEHIRT TON & 1T, ¥kt #Z FeliCalC F > 7 [T6ND4) ([c##E S5 +
XA FeliCalC Fv 7 77— AU =T 5257,



E/N1M )L FeliCa IC Fv

FeliCa Networks

1.3. CC ®&

A ST &, BLF &7,
CCv2.3 X— |} 2 WH
CCv2.3 X— | 3 #H
[ /20512 (Interpretations) | i &
a2 AR—>> AVA_VLA3,ALC FLR.1 #Hw 7= EAL4 BN
W& 5 PP IXFE LA

1.4. SHEHER

Common Criteria for Information Technology Security Evaluation Part1: Introduction and
general model August 2005 Version 2.3 CCMB-2005-08-001

Common Criteria for Information Technology Security Evaluation Part2: Security
functional requirements August 2005 Version 2.3 CCMB-2005-08-002

Common Criteria for Information Technology Security Evaluation Part3: Security
assurance requirements August 2005 Version 2.3 CCMB-2005-08-003

X2 ) T MO0 aTr 27747V 7 N— 1@ e e 7 L
200548 H ,N— = > 2.3 CCMB-2005-08-001 (“Fpk174-12 A FHERA1.00K A4 TBOE
ANITERILBEHEERE B2 T o7 — [ElREX2 ) 7 4 380E=E)

RN X2 VT A FHIOTDD T 7 T4 T VT /= F2rex o U T ¢ HEEE(F:
200548 H /N— = > 2.3 CCMB-2005-08-001 (Fpk174E-12 A FHERA1.00K AMSZATBOE
ANITERILBEHEERE B2 T o7 — [HilEX2 Y 7 4 380E=E)

HRENEX 2 VT A FHIOT=DD 2T 7 T4 T VT /X— ’3rexa U T o RiEEM:
200548 H ,N— = > 2.3 CCMB-2005-08-001 (“Fpk174-12 A FHERI1.00K AMSZATBOE
ANITE RO B2 T o7 — [HlEX 2V 7 4 380E=E)

1 /£-0512 (Interpretations-0512)



E/N1M )L FeliCa IC Fv

FeliCa Networks

1.5. RECHRA - FAE - KR

1.5.1 KRieHA

RETHBEOLLHANL, UTD LB L35,

Erokuiy ] — A TR S 2 HEE T < TOE THET R0 HGEZ &
+

RN sl Z A 2 A I D

GRSy sl Z A 2 A IV S

BN sl Z A 2 A I S

RLIR ] T 229
BEIREZ KT
RLIR } AEAE A RO T ISR
FCS_CKM.1a BEREEMFICB TRV IRLZEHT 256 42KT

~— A ~—~
?]!U
v

1.5.2 FiE

E/3( )L FeliCalC F v 7
FeliCa i i=icktit- L7z IC Fv 7

E/31 )L FeliCa K%
EXA )V FeliCalC F v FE#HEH LT AV 7212 V—& /T4 %

ENA NIRRT TV r— 3 v
E/31 )L FeliCa ##MNIcA v o —RENL 77V r—vayv, 2340 FeliCa IC F v &g, £

A v FeliCa #ZROBKMY Y —AzHlfll L. 24727 7V r—2> a U HBMERATHE,

IC ¥~ 7RlsEH
TOE 2 EN 5 E/5A L FeliCalC F v 7%l 5%

PRk
E/3A )L FeliCa Bgs 2R L TV 5 H

E/34 )L FeliCa kggatlit
E/3A )L FeliCa Higrniiss

1T THER
E/NA )V FeliCa Hissz B8 - EET5%

b AR
ENA)L FeliCalC Fv 7T —4&EH L, TAHIZE/ 1)L FeliCa #4222 F|H Lz — v A 244



E/N1M )L FeliCa IC Fv

FeliCa Networks

RE:

FeliCa #£{fi 55\
Y =—7H3BA%E LIZ 3R IC 70— R EG G

Real World
FEEEORRK T 25T, RBY AT MMIRIT HBHLRIERIZI T 5 POS WRM 2T H Tz 5,

Cyber World
AVHE—Fy "NREDOFRy NU—IRET2ET, AV —Fy hrav U TE— A0S 0¥ —Fy b
oy MRV AT AR ENZNICHT-5,

RF 74wz IC Fv7
T T FNHD 13.56 MHz O#EKIZ L 5T — X 5% EE2ERT L7 e 7 IC Fv 7

AEEMEAE Y
TIRDHEW SN THRRBANRERIFT 2N TELYEEAEY DL, EEPROM | 77 v a A€ Y
RENZNITHD

HREATY
BIRDSEWT SN D EREEANAEN KDL LEE AT D &

2 he—7
E/3A )L FeliCa IC F v 7% HfHd AHIEEREE/-I1X. Y7 by =T %89, T/ (/L FeliCa s ik
V7N 2T RENANERRT SV —a VERIET

FeliCa 41— 2%
Y =—® FeliCa Hifi FRUz k2 FEHEfil IC h— RN, REMEHE LIZY —F /T4 X &R EAN
A )V FeliCa #&%s

V—¥/54 %
13.56 MHz Ok & FWTHMEL FeliCa 71— Rige & 7 — & OEZ(E 217 9 HER

X2 T VT4
V=474 ZOHTHEIC, 4N FeliCa 71— & DT — X KZ(54 B 2 7 2R T1T 5 B

RF I/F
TOE @ FeliCa £Ali AN DH D7 7 & ARK A5

UART I/F
TOE =y bua—F D7 7 ARKEIET

Bt — X
TOE THEINDTHFEATY OF — & ZHET 5 ERTER

Btz v 7
TOE THHLS BB — b R 24 5 T 5IES

Bt 274
TOE CHHIND =Y T 2EHT 5 EXREM

JEMEAE R DFID



E/N1M )L FeliCa IC Fv

FeliCa Networks

RS — % BT V7 B X T A%BIT S ID THY . ANBEIEREER] - 7 2 AR - vk 2 Y
T4 ERETE 2ERERT D

1.5.3 B&EE
CcC : Common Criteria
EAL : Evaluation Assurance Level
PP : Protection Profile
TOE : Target of Evaluation
TSF : TOE Security Function
CPU : Central Processing Unit
EEPROM : Electrically Erasable Programmable Read-Only Memory
RAM : Random Access Memory
ROM : Read Only Memory
CRC : Cyclic Redundancy Check



E/N1M )L FeliCa IC Fv

FeliCa Networks

F2E TOE &gt

ARETIE, TOE OME LR, X VT 0 B EHFERFEOBEEO ) &5 L3z, TOE
BEROERZFLHT 5,

2.1. E/INfJL FeliCalC Fy T I27—LYx7

TOE THh5 [E/ AL FeliCa IC Fv 777 —2v =T 1%, IC FyvTDRAEY T —X 5%
BICERT L FEARMET 2V 7 b =27 Th D, TOE 1%, BEBREEZITH 20T [FRFE) -
(77w A6l - W5@E] - [F—2%8 obX2 V7 Bz AL. AT T—F~
DT 7B AEHET S, 2L ETBHEV AT ARLRBEY AT LR FEEEOFE VT —X
D&M ZFTREE T 5,

TOE TlE. W57/ =3 X2 TDEA LIAMZ DES |2 kA E@E b YR — ~d4 2%, DES @
AL, TOE YL+ 25 FeliCa #if FRIcBWTHiA 2 —EARBEICER S, 2
—EATOKZTNVIAY XA LBITHRZMRT 272D ThD, TOH, KEET LIV XLBIT
DS o H#® Tl TDEA Z R HH#EEEd 5,

B, TOE X IC F oy 7DAERN T —HEFHTHZLOTHY, — XA IEEM IC H— FH
HLTWAT U r—arDXra— RiEHR—F L2V,

2.2. E/N[JL FeliCalC Fv 7

[£A )L FeliCalC ¥y 777y —Ay =7 | BMEHEhD IC Fy 7% £/31/1 FeliCalC
Fv7 | MRS, [E/NA)L FeliCalC Fv 7' ) &, MOV —X% /TG4 X EDT 77 AZLT
DR IC U — FEEREMIT DA o F—T7 =— X ( LLF.RFIF LEi# ) & B ARG T 7V
r—a T 7 ERETO AR IC — FERRTOA o F—T7 =—2 ( LLF. UART I/F
LR ) D 2 DDA F =T == A %&hiir D, K2 ODA L F—T ==& L, [EA
)V FeliCa IC v 7 77—2A7=7| OFIAITT IC FvTHNORAEYT—XDT 7 & ANIT
bihvd, ZhiZiz., /31 FeliCa IC F v 713450 FeliCa 17— FEZRDT — X &3t
W5V —%,/"74%2L L TCHHHFRETH D,



E/N1M )L FeliCa IC Fv

FeliCa Networks

TOE & &SN b E/3A /L FeliCa IC F v 7%, Bt HZo =311 FeliCalC F v
7'/] T6ND4 | x5 L5 5,

[£/1 /L FeliCalC Fv 7| T 2HmEIZ. UTD LB THD,

1. WOV =X/ FGA4 2507 78AZEY, X2 VT 4 BHAT2T — XA
PREZ UL 2, AR TiEL TR IC I — NEERE) LR 2,

2. ERANIRT TV r—2alrmnbDT 7 RACK LEF 2 T 4 BT —
ZrgARRE A R 2, AR TELE TAM IC 1 — NEEEE) L FERRT 2,

3. EANANMEERT TV r—a b, SN OFeliCa 1 — R & odbfEHRE L 12
T 5, ARG EE TV =%/ 74 ZHRE] L HT 5,

4. ROV =K/ T4 B EENLNMEERT TV r— a3 v & OBEHREERILT 5,
AR IEE 17 KAy 7 @mEkE] MR 2,

MK IC 77— FEERE) 1%, RF I/F Ol T 7 L EREIE IC 7y Fic kv EfET 5, K
#531%. FeliCa Hifli 7 UL %, FeliCa £l AUk, v =— RStk 23Bi%s L7z IEHEfi IC
J— FEARCBET 2 8 o chH o BEHFX - 77 ANV AT A - EF2 VT 0 - av
v R EEBIEL TV 5D, FeliCa i 5= (s 52X, ISO/IEC18092 ( 212Kbps,passive
mode ) [ZHEIL L . EH{EE ST 13.56 MHz, 7 — ¥ iigsid )£ 1L 212 Kbps T 5, FeliCa £
iRk, g - BED LIC K BOWREMEZRELRN DAY —F 1 727 — X OEZ(E M ATHE
THY, [MEFTET) L0 IEEMGR D TEOBWT IR/ TH D, i, v LT T
TV = a URARET, DI — R TEF~ 2 — X RREFOBEBME TORIHNRTE 5,

2.3. E/NLJL FeliCa AT L

E/NA )L FeliCa IC F v 7 & 48 LI R B2 E OF /N1 /L FeliCa ##51X. FeliCa £ifi /7
ROFFHATEN L, Rl AT LRE T =L O —EXTHHARTH L.
THUTINZ . B8 VB OBERE Ch DIGET 4 A7 LA TO TFuRtiE] Ry bV —2
Bere) - TADIMERE) ZIEH T2 2 & T, dkax e —EANREBAGEE 0D, ZUHEA L
meE Lo —Ev 2% [ £/31 )L FeliCa | &S,



E/N1M )L FeliCa IC Fv

FeliCa Networks

24 BE7IVr—3>

TOE CHESNAZY—ERXRT IV r—a NI TFDEEBY ThH D,
e
WEFEL LT, EBFvFX— LYy b TEY MERDH D, ZOK I RBEOMEIZIEFIHE L
RIEREE NS S 2T e 5720,

LAk
BT, @EIEAEORMEEIC L o T, SEIERHFIRCEFITH OO bR TS, FERE
Dfl & UTHARE - £HGE « L - NAR— MERD DL, HoiEEIL, FTEE Tho THEHEIC
ERERCTERNWEHICT DL T, EERMELZF - TND, LIeBoT, RIERZEENLHE L2
TR 7220,

’ﬁ‘\\g{‘

IFRDL LI BT
BRRIETEMSN 2 NS AMREBRICIE, R, RERREZIZ, £ OMERICED L M
NH D,

g pY— R
REWRH DI, MBI L > TRIESNDI A Ly Y - B—EZXN DD, Ziud, H—ExEH|
WLTEEBo>THRA L R IC F oy FINE - WHEIND, ORI AA o Fofifiids <. RiER
EENGIHE S 72T U 57220,

Ky fT—2 T X
=PRI T AR T = RO XL HIZIC FuyTdmarta—4 Xy NT—I~DT 7 A%
PRAET 2,

BEIKEIF
BEMEBERSON— Y =76, IMAFBNFEZ oL S 2 BRI sh 2 b0 T, KR
Kb DIZ, GSM HE#EZE O SIM ( Subscriber Identify Module : IIAZ#BIE Y =2 —L ) —
R 2, ZOH—RIZiE IC A=A TLNMOTZ3 7424 THRHY, ID FoEEE T
FEOFAEROEFESALERITLEREI N TN D,

10



E/N1M )L FeliCa IC Fv

FeliCa Networks

25. VATLEEH

V—Z/F4% L L THREINZSAEOHEFZ K 2-1 REMR)—F /T4 X AT A
HERR ) ICFHT 5, T2, 8RN [T E 4L FeliCa 27 4 | OHESEHE TR 2-2 (%
RHRENAA N 2T DERL 1TRT,

)—%/54 2 BBRER
a2 bA—=5 (FIUT—2 a3 2E0IEELHD )
V=S4 2%EY) T+ T
E/NL )L FelicalC FvF
TOE V=5 /5145 8%
E/L )L FeliCcalC FyvF
27—ALUz7F
N—EYTF RFE 730OY S

CFvT

K 2-1 RENRY —F/FA X2 RT LK

11



FeliCa Networks

E/N1M )L FeliCa IC Fv

Cyber World

i FeliCa #—NYRTA

ENAIVESBER

FIUr—vay }

ENAUBBET TUr—ay

ar k-5
EACBBHEY T

UART I/F l

TOE E/8 )V Felicalc FyF
T/ LB
FyTI7r—Lzx
N—F9x7
Real World —
RF 7304
IC FvJ
T
FUTF
U—=B/54 5%

BV AT LERRIZ IS T DF &%

X 2-2 REMBENALNLT AT LR

(% 2-1 FMAME) (T 5,

£ 2-1 FHMzG

T ERNANMEERT TV r—a T — X k%

&

7Y r—3 g EE) BN L

B3~ — i

IR &bl FI KRR

(1) | 448 FeliCa 71— FE&RR L DifE LA, SR U—% /7 A 2 ke

(2) | Real World 725 E/3A /v FeliCalC v 7'~D7F | EFMAG, KA bI— R, EH | EH IC I — FHkiE
— XTI R F. RER

(3) | Cyber World 76 /31 /L FeliCa IC F v 7"~ | MfEFEHREE - F7 > N)OF Y | H IC I— RiHE
T—AT IR va— R, BmET—XOFHEY

4) | EANANKERT TV = arnb AL | RBEME, KA BB, EES | AR IC I — FHE
FeliCalCTF v I ~DF—4 T 7 A e

G) | B)~@)icH T BE AL FeliCa IC Fv 754 L | 4 FeliCa #— NS IZ/T | UV —% /51 2 Hhe
74 FeliCa 71— FHESRL OF— 5 7 71 % % (3)~ (&) il

(6) | Real World 7»% /31 /L FeliCalC > 7%/ L | Real World 725 0D /NA LSS | 7 KR v 7 l{GHERE

12




E/N1M )L FeliCa IC Fv

FeliCa Networks

(% 2-1 FARABRG CERHEHEIND (1) ~ 6) 2HAEDLEDZ LT, SRy —EANHE
WARETH 5,

13



E/N1M )L FeliCa IC Fv

FeliCa Networks

2.6. TOE #HEii=

TOE LU E/31 /L FeliCa IC F v 73842 A IC — FEkRgl  THE#R IC h— R
BERE) 1%, TOE TEHET L7 —HXIZxt L [F—43HidA| [F—2EZAR] [F—2BH)
D 3 OOFMERNBHERIND, Fo, [V—F /T 1 ZHfE) 134 FeliCa 77— Ni&RR
LT T— RERE) TA— REBE] © 2 SOFMERNLRER SN D,

[F— 2 Giirdr) & [F—2EFEEAL] 1L, TOE THEHINDT — X EMER~DT 7 & X
21T 0. T—HRMNBEMA~DT 7 B ZADAEIE, X2V T A BETH LT 7 B RHI#B L O

RAEIZ LV IRE SN D, 77?2%@1&67??X®ﬂx . T AR RROE ST
Bk — X X VT S LD, BYE— BRI, T AR~ DT 7 B AFEEEBLE LT

B, BUESNIZFELSNOT 7R %:TE*@“% BEOT 7 AFEE AW TT — X & intEik
AT 7R ALTZWEAIE, 7 — X SRR kT L TRtk 7/ — X2 EEGRET D Z LN TE D,
FAEIC L D7 7 B ADRERIL, 7 7B A LI\ T — X BEIRIC R E S @t #— X7 7
T AW B A W RREEREBHIC L H S D, MA T, X2 U7 o HREORESERFICLY.
arvba—7 ((HLFY—4#/F4% ) & TOE LORTRY &0 S5 EBICHE S0
Mibhs.,

[F—sBW) 1, TOE THMSNDATY F—4 &3 TOE ~BHT 5. —ROICETF7—
ZOBENTIE, 72 BERIND 2 ENMBELE RS, TOE TiE, 77— ¥ &5ED TOE ~F
BT 52 L aHRT 570, BELO TOE BB%D TOE TRIEALEE TS, MAT,
BHILO TOE 13, 7 — 2 BEIIC f%9?~&%ﬂ%éﬁﬁwi5’¢é*&f F 50
@%%%tﬁéoit B# Lo TOE LBHED TOE ik, BMEEESND LIk
B - S AR S,

[h— F#RFE) 1Z, TOE NV —% /54 &% L7 TOE THRESNDIE#MA TIC TOE 12

I SIS FeliCa 71— REgER & OFBFEATT 5, TOE TRE SN D HEHRIL. HHROFTHET

HLHY—ERBEEFTLSNOT VAR T H I ERNETHDL, TDH, TOE THRE S
DEMAFIAT S [ — FRiE) 1X, TOE Lav bo—F L OBEELELHELET D,

[ — F@(E 1L TOE o= bu—F b D~ REHE FeliCa h— REEZE~%{E L
SMES FeliCa 71— RO OIRE A, 2> b —Fll~R%ET 5, AHGRIL, SN FeliCa 7
— FHESR L DI B BERARMET 5, h— R OWBEOETAEIL, TOE Lo [ — REREF)
WHTHR E 72D,

14



E/N1M )L FeliCa IC Fv

FeliCa Networks

TN D OBREZRET HRREE & BB BIE 18, BHICBIE Loz i s, RRAER TR L7l
BamismEorsd#s LTI L, Azt vy a Vl#EES, ThboDtd =T 41K
REREIC LV, TOE 137 —ZMEMBEI D T — Z ~DRIET 7 ¥ AR — % /5 4 X OREFH %
DIk DAL A & R,

[F— 2 FiriAd] 17 —2EZAR] ITBITFS TOE THIHRERBMY #—EXOT 7 & A
FEREHETHRTA—42% (& 2-2 MEY—EROINGA—=8) (xT, 77 & AflfExt5 &
RHNTGA—=HL, [T rEAFE] [PINRE] (794NN —FE] Thbd,

® 2-2 B —ERDINGA—=%2

BHES—EXDNRTG A—F | NTA—FZANE
AN REU AR FUHE LT A
YAV IT 78R
IN—=RAT TR
7 7 & AFER FESFIATRD I
L EE
g EWRARE 1l AL ((BIERTL)
PRRENEE (IEfEHEE S )
PIN 3&iE ADAY::
AT E
TTAR—FRE kit
3B

FANBEIRARRNIL, T — X BAEIR DT — X 2 EO L ) ICBRIET D0 aET 5, TV A LT 7%

A SN T —F HEERAEE TN SFXTHY A7) v 7 7T WT—4

Mo EEE L TOLBRMOBM IR TH D, =27 78R, i sh 7 — 2ok LT

i%ﬁ%m%%h%LF%%%&%&%%%%&T%@

77 ARERNL, T — Z BRI A B AIAB DI T D >, A BEE DTN EXET HHD

Thd,

tX 2 VT RN, T EITER O T — Z L RIE AT 50, %:ﬁéﬁ%z%kbﬁm
ERRIET Do ﬁé EHT LA, 77 B ARNCEMNE #F— E XK EINTT 7 B AR5

L AREEE L E L L, Flearybrn—F (b LTV —4%/TF4% ) & TOE [HoDiEE b
Flhaid, BetiEnEe LWEaid, it KnE e LB b Thh/eyy, TOE T

RET LT — 2L X 2 U T ¢ FERNCRRGELEE & 3 E SV Bk — B X% Ffo T — X KN

®Th s,

PIN BREIL, T — X AEMFEIRA~T 7 B 2T 57202 4 /XA FO/RAYT— RENIE L J 506G

a’)%ffé“é%)a)fz%é PIN (%, FIHORG 265 2 LicFsh b,

15



E/N1M )L FeliCa IC Fv

FeliCa Networks

TITA N —RIET, T AN A S BT V7 B S — EXDIHE R R 270 8 D
MERETDHHDTH D,

TOE OF — X2 #EHT A EL LT, BEHF—EXDIT), BEZ V7 o XF7ADRHAESN
Bo BT U7 S X F ARG TOE O A% Y FHlEE, M 2-3 A€ F—¥
EHE RT,

( \
TOE AEYF—4
BHSRFAL-TUF-¥—ER  RET—48
' [ [ L |
| yifA fy7 | | |
TSF F—# o i
: [T 7 & ANGE4 | : :
\I l J

B 2-3 AEVT—XEHFE

BT V%, BT ORME Y 7RORME S — X0 - A X e EERT D, B — XX
§ - BT B12iE, BB UV 70T 7k AR ERNLETH D, B X F AT, AN
— X/ FA ZINOHRT 22O OMBIERE AT 5, ARSI BRI, AEOT — Z EIEE A R
STNELENE D DORFUFIHTE D, 7o, HEOBM X FANFET 2566, BIESX
FARFFORMBMERIC LV | WEOT — ZIEEIRE RO B > X FANREIRF R TH D, &
TOE Tik., EHORME X7 AZFHOZ ENARETH D, B X7A - Bk V7 - J@M
—EXOERICE D ~VFT TV r—a VKB SRS,

FIROEHGIETERIND ATV T —ZIL, EA /L FeliCa IC F v 7RO RFERMEAEY
[ZREEk S D, ENA L FeliCalC F v 713 U —% /" F A4 2 OERIZL Y EJDO ON/OFF A3
oo Z b, NMEFEMEAETY OFEZRALPICEENELL ZE UEHIBESNLD, £O
e, REBHEAEY OTF =2 P IN LWL ST —4% 2 ECTEHT L L RT— 41k
HEOMALAA L TOE TEIIND,

16



E/N1M )L FeliCa IC Fv

FeliCa Networks

TOE T, iR DOERELIAMNC TOE 71 7' T LD KRMMEIE 4T 5 ¥EHE 2 2 5, AF&fEIX. TOE
DR EEFTOENEEZ AT T — X IHEINZ 70 7T JMIRBEEL2L0THDE AT T—
D7 v T AREICIT, TOE & OBEELMHE LRERT BT T LBA A S —/LENR
Wkl m 7 LxfEgEid o,

17



E/N1M )L FeliCa IC Fv

FeliCa Networks

2.7. YIEBEK

[ XAV FeliCalC v 7 77— xT |IZBT WM E T 2-4 PR )
(2" d, TOE (X, [ £/34 )L FeliCalC 5>~ | L®» ROM (Z## S b, TOE OREIL.
RFIF & UARTIF @ 2 5D A v ¥ —7 =—ADMBEREZIET DL LICLVERSND,
A& %G Lz TOE X, SfF@RICHENAEIRIE A T VIS LTV 57 — X IS EIs O
F— A e 5, EELTRERNRIE, RFIF, UART IIF MO ESNAENK T 5, 7
— A RAFEI DT — Z 1%, B34 )L FeliCa IC F v FICERMEAE STV R WS T RE
SNDARHEFEMEAE VKT D, TOE G fifliE, ROM IZEEE bz 7y —L v =T
THO, "—FRY=7LLTH ROM [I#EHNTH %,

TOE %ﬁ@ E/NJL FeliCalC FvJ
T~ E£/34 L Felica IC FvF7
7—L)TT

| 4

N—FEYz7 ( ROM

S
2EY

CPU ] [ DES ] [ RNG ] . —
FoFF [ arka—35
V=5 /54 215 RE7F04 || RF UART (EREFTT)
IC Fv7 [ VE VE r—avEEd

BEHY )

‘ TERMEATY

2-4 WEREKX

18



E/N1M )L FeliCa IC Fv

FeliCa Networks

28. VI Iz T7HR

AREITIX, TOE 0 Y7 v U = THEAL R 5 ONZ TOE OREREIZ DWW TCRt#ET 5,

TOE @Y 7 ~v =7 Mk, LB Z i3 54%%]5 & Kernel Layer, Middle Layer , Command
Layer IZXr &b, AfEkz (X 2-5 77 —A v = Tk 1ord,

Command Layer AREATY oo 1

Middle Layer

Kernel Layer

: : :

DES , RNG AFRFEMEA T Y A B—=Tx—A
UART I/F
RF IIF

X1 e BREATYIE,YIEIITO RAM ELTENMET B,

2-5 7y —2bU =T mBERERN

Kernel Layer |%, /31 /L FeliCa IC > FICHEIN S — FU = THRAHIET 5, K
Layer Tix, UART I/F oidfFli#H, RF I/F oi@fFHl#, DES [HIFOHI#E, RNG [RIE O,
AR AT Y ORI ATV, HMRMEEa o AR—x o b & LTERT 2,

Middle Layer X, TOE OEHEDHIEI 7 5 N T — X OFEH AT 9, A& Layer Tid, Kernel Layer
TZAE LT 20T L A S %54 %5 Command Layer ORERE %2 52174 %, £ 7=, Command
Layer THREEFMEAE Y OF — X2 #FHT 255121%, K Layer &4 LinBRi0E B & Wy e &
A2 U CRIAT 5,

Command Layer &, /M4 > % —7 = —A L LTIRESN DM BHE RO 2 R—% > b THERK
Ihd, moEREL, 2wy FEATREINTE Y 7 — 2 EEIRA~ DRt A A « EX AL,
RREERE R ERHE SN TWD, Ra<wy FOWS 2T, X2 U7 4 BN EBIND,

% Layer OEEARWENMEZ LI TIZRT,

19



E/N1M )L FeliCa IC Fv

FeliCa Networks

)
@
®
@

Kernel Layer (2T UARTI/F & L< X RFIF 2250 tEREZET D

Middle Layer |2 T35 L7-fiv i 2 Mt « ST R0 2 1%

Command Layer (2 TS EesICkIs L7ciRe s FA479 5

Command Layer TAREHMEAEY 77— % ZFHT 5545 1%, Middle Layer 7¢ & ONC
Kernel Layer 4t LC7 7t A9 %

Command Layer S EHALEEFE R %4 . Middle Layer 72 5 TNZ Kernel Layer %41 L C
UART I/F & L<iX RFIIF ~E(EF 5

©

728, TOE X UARTI/F $ L<iX RFIF 2o omaERZEIC LI VEET A28 Yy 7 by
=T THD, Fio, RRFICEEOMBITILE LW VTNV AL Yy R 7 b7 TH D,

% Layer [IZHE SN D E7elees R 2-3 TOE OMSEEMEREFR ] (2”7, T 2T, SF.Xxxx
XU T A HEELZR L, Foox (T—fdleE (F=a) 7 sz X ETH2b0280) &
eI

# 2-3 TOE OHrEERESR

WBRER EXRFH / BRI
Command Layer R ERE R - 0ET B
TR ERAEEHEE T—ARMEBICEMESN T -2 DRAEEETS
( SF.ReadWrite )
T— 3 BEEE TOE TEET IR X 74 -BEZ Y7 -BEY—EXS
( SF.DataMove ) FUT—2EMBEED A VR— NI RAR— %175,
TOE AREEERISHEEE TOE O#ERIERAREICET 2 EHREMEGT 5,
( F.Toelnformation )
FRAEHRE A rA—FH LY —F /A2 EDRBHAEITS.
( SF.Authentication ) RET—2 - TV L RABER~DOREFIDTERESND,
[RET—421 ~OF7 VR, TT—42%8 OEKE. Y
—H/ 54 2L DEEDRIETESND,
=554 2B - BIEWEE )—H,/54%&LTHE FeliCa h— Figss & DEREIAE
( F.RWfunction ) %115,
TOE M7V ABEREZFAL T, 4M80 FeliCa h— Fifak
EDEREEREL. > bO—5 L4 E FeliCa h— FHss
DBEEEERT 5,
TSA4 1N —Hke BT U7 BEY—EXERBKRT 5.
( F.Privacy )
RMGBETOT S LA VR b—ILiEE  TOE DEEEZBETHTOT I L%EA VR M—ILT BHEE
( F.InstallRemediationProgram ) A R b—)L{R#[L, SF.TSFDataProtection TEMEh. &
HEElX TOE AMTHOTOT S LKEETS,
B 1 TOE DOEMETS,
( SF.SelfDiagnosis ) TOE MDD EHEEZIRIET 5,
Middle Layer KEEE, 7—FTIF v, TEEEATYT—2EEETS
DR AR MRBNELUICEERETS,
( F.CommandManagement ) mEERE NAEEREMEE T77€XaY bOo—)L#EE)
[TSF T—42 REWEE 2AVTHRITL., BRBEHREAED
Command Layer OHEE~NNIBZ#IKEET D, F-UEBHER%E

20



FeliCa Networks

E/N1M )L FeliCa IC Fv

BISRRREMEE

TRV bO—)LiEE
( SF.AccessControl )

T— 5 EEHEE
( F.DataManagement )

T2 REREE
( SF.DataProtection )

TSF F—% {REEHEE
( SF.TSFDataProtection )

MEEHEHEE] ~EHT 5,

( SF.CommunicateProtection )

TOE % LK [EE/NMJL FeliCa IC Fv FTHiRHT HHESH#
REICE Y. BF - BRERICESLEZTL. E/N1JL FeliCa
IC Fv IhR#9 % CRC EEMEEICLYRZELI-MmHIE
HBOBRYBRHETS.

BUEY—EIIL DT 2 BMBEBDOT—2~DT7 7 RH
e, BESXTA4L-BEIYT - BiEY—EI~DREIC
®HT BTV RFHMERR, BiEV—EIDT U & RH#HI
. BHEFATED PIN #iEE2ST,

TEREUATVABESXTA - T Y7 - H—EIGBUIC
T—REMERORET -2 EEE. MBT S
Command Layer OEHEEEN D DIKFEIZL Y., RET—42 %
MBT—2ICEBL TFEREAT Y HIEMEE IT&YT—
AEFHEETT D, BH. RET I EMET X OEHRE
I TF—42R#EMRE] 2AALT—4PHELEV LS EE
=hd,

RADERET - N— FY 2 7HELN ST —2 & RET DAL
RET—FLLWITT I RABSROETAHFICRANDE
RETICKY T—E2ABIRLANWT—2EEETS, £, N
— RO 7HBIZEY T2 REZRMNT 5.

BESXT4L-BELYT7 - BEY—EIOT I ABS#
BUEFICT I ABESRERLICRET S, F-. RIEEBE
IO LOREIZLFIRT B,

Kernel Layer N—FI T 7HEOEEETS

BISHIEAE

( F. HwCommunicateFunction )

E/NAJL FeliCa IC Fv THRHET S UART IF 45T
RFIF EDT—2#EZEFIRET S,

REL-HNERO THSEMTEEE] ~O5EL, B5UIC
TE S REATHERE ] DO DHTRHRDEEETS,

ELB A Bt RE
( F.HwWRngFunction )

E/NM )L FeliCa IC 7y TARET DEAREREEDO D v Y
ERET S

DES jEHM#AE
( F.HWDESFunction )

E/NAJL FeliCa IC Fv Ih\iR#9 % DES BEERC v/ %
B%Ed 5,

CRC EHtaE
( F.HWCRCFunction )

E/34 )L FeliCa IC Fv THiR#T %5 CRC EHEOD v Y
ERIET D,

TIEFRM A T ) HlfEHEE
( F.HWNVMFunction )

E/NM )L FeliCa IC F v THRMT 2TIERMA T £1RE
ER:D

21




E/N1 )L FeliCa IC Fv T
FeliCa Networks

29. A4 0L

TOE kX2 VT BT 7 AR SHIC LY EmIN, IC F v T7OMAEENELRE.
TR AR FHEEETT L WO EANMTOND,
TOE DiREEIX., TE 2-6 TOE KREEEBEBBE ) IIRITHKEZID,

Protection
Manufacture AT—~
RAF—Y
Maintenance Suspend Dispose
— S — Rt —> — A
AT AT AT—=2

K 2-6 TOE REEHLEBX
FIRREIX, ATFOH®BE 2D,
* 2-4 TOE KiEBIE

N RS

Manufacture 25— © E/NAJL FeliCalC Fv FDHEREE

Normal X F— - TS EMBI O EBREA I RE LR KB

Maintenance X F— * E/NAJL FeliCalC Fv 7D TAT S LIEEZEITSIKE
Suspend X F—Y « E/NAJL FeliCalC Fv FOF AZEILIKEE

Dispose A 7—% - ENAJL FeliCalC Fv 7DEEREE

Protection X 57— « E/NAJL FeliCalC Fv FDREREEX

¥ Protection 27— (X, /"— RvU =7 Oighis TOE MMM SN 7-5EIC ABNICER SN IRETT, KX T — Y Tlx, TOE

IR SN D BT RE & BARTTFRBUSEREO 2 EME L. A Z2FIRIEHIIR S5,

TOE DiRHEL T A 7% A 7 VL TB 2-7 TOE KBEFIL7HLIN] O LBV L5,

22



E/N1M )L FeliCa IC Fv

FeliCa Networks

TOE 1K
( TOE BAREE )

1 J7—L s 7RRERE ( TOE BASERE )
(10) BETOT S LBMRKERE (BETRTSLRRE)

(1IcFyTaEs )

v)] E/NA )L FeliCa IC Fv FHERRE ( TOE 58 )

Manufacture Dispose

B E/XA )L FeliCa IC Fv 7 ROM $EEI~E/NAJL FeliCa IC Fv T T7—L 7 EHMH Stage Stage

B E/31)L FeliCa IC Fv I~IMRELTVEMILT S
B B FADT R RESHRE IC Fv TREEOEERNRE

-0

B KEE T Manufacture 77— | — T Normal 27— | ~DERE

O IC Fy THEBRKTRRGL Ao F v T, [ Manufacture R7F— | — T Dispose RF— | ~ Normal

EELEETS Stage

(EAAL FoliCa WBNES / 4> T5FRE )

3) ENAIL FeliCa IC Fv THAAHERE ( /XA )L FeliCa #BUEHICLZE/NA)L FeliCa #EBHE )

) ENAJL FeliCa IC Fv THEMEBRE (42T SEEEICESENAIL FeliCa IC Fv TOREHER ) Normal

Stage
B B X TADT VR REEHRE IC Fv IREZFOERLN 51 V7 FBXEOHERALRE

(y—ezxmus / mas )
(5) H—ERFRAER ( Y—ERBEFICL DY —EREHEE )

B REIYF H—EXOER ( TOUABEROBR ) SEUT— S BREEAOHEEEAH Normal
©  Y—ERFA (FEECEZY—EXORA ) Stage

B TS HERAEADEREEAS / HHRH
m H—ERFART (S—ERBEECELDIY—ERRTHEE)
B BT Y7 4—EXDOHIR

(4vo58%s / mas )

®) H—ERFIRARL ( £/ FeliCa BEBOEBE - 1 VI SEEFICLDMHEY—ERFBL )

W KAE T Normal RF— | — T Suspend RF—2 | ADEE Normal Suspend

©  H—EXFABEM (£ FeliCa MBOEM - 1 LT SEREICLSH—EER ) Stage Stage

¥

W KA T Suspend R7—2 1 — T Normal R7—2 | ~OEE

IS D

a1 BETOTSLEI O0—F (AU ISHEEEICLBBETRISLOTI O—F)

W REE T Normal 27— | <= T Maintenance 57— | ~ADERE

B EETRISLEI O—F
Normal Maintenance

Stage

Stage

(4vo5%%s / maz )
12) ENA)L FeliCa IC FYTHART (AU ISHEXBICLST—FOBEE)

W 4KAE T Normal R F—2 | — T Dispose RF—2 | ~ADER Normal Dispose
St St
(13)  ESAN FeliCa IC FyTTF—4BH (1Y ISFEECLET—20OBH ) age age

W 4KAE T Dispose RF— | IST, TOE AEYF—H2EITHRKR—FL, Bl TOE ~A > R—+F 3

(4vo58%s / mas )

(14) E/NAIL FeliCa IC FuTUHAIIL (A2 ITSEEEICKDENA L FeliCa IC Fv TEFA )

W 4K#E T Dispose RF—2 ] — [ Normal RF—2 | ~ADEE Dispose Normal
Stage Stage

W W

2-7 TOE RBEF1791IN

23



E/NAIL

FeliCa Networks

FeliCa IC Fv

BT, UWFORNEL 2D,

xR 2-5 FM7917MCHITBERTE

ERTIIE T2 TOE FAREABEHHIEE
(1) T7—L 7R - TOE BA%EM TOE %BAKT 3 TOE ME# (IC Fv IRiEE )
(2) IC Fv TEERR ©IC Fy TREEMNE/NA L FeliCalC Fv I~ TOE OPEFFETVEN |
A )L FeliCalC Fv 7#8&ET 5
(3) IC Fv THAHAH R + E/A )L FeliCa HBEEEMNE/NMIL FeliCa IC Fv TEHB~MEAHR | —
. E/NA )L FeliCa 3% 8iET 2
4) IC Fv TERERR C AVISHEEENENAIL FeliCa IC Fv IDMEEE IC Fv THlEE | —
hoA Vv ISEEEICEETD
(5) Y —EXFAERH - FEESFALLLVWY—ERERRL, BRSWY—EXBEFICLY, | —
Y—ERICHEREREE/NM )L FeliCalC Fv T~EHRTS
(6) Y—EXFA - FEENY—ERBEFICLYRESADIY—ERENAET S
(7) H—ERMALRT - EESFAEROEVY—EXERRL, BRSW Y —EEEHRICK | —
Y, $—ERIZPBEHIFEREE/NS L FeliCalC Fv IHSHEIKRT S
(8) Y—ERFAEFEL CAVITSBESBICKY. BN FeliCalC Fy TOFAEELT S
« E/AJL FeliCa #BDMIERIZE/NAJL FeliCalC Fv JOFIAEELE
. BEICHT
9) Y—EXFIABH S AVISEEEICKY, BN FeliCalC Fv IOFAEEMT S
« E/NA )L FeliCa #BDEETT#. /()L FeliCalC Fv 7OFAERM
EITVFIAE~NRAT B
(10) BET OS5 LEAFKERE + TOE BA%EMN TOE MHEERMISHT HEETOT S LEERT S BETOTSLOERA (EEEX
%)
(1) BEFRITSLEHvR C AVISEEEICKY, TOE AMBETRYSLESYVA—FT D
-k
(12) IC FyTRALT - FREENA VI SEEEICENAIL FeliCa BBOFART ZEEL, 1> | —
TSEEEMNENAIL FeliCalC FyTIDT—22HETS
(13) IC FyIF—4BH - EENA VT SBEEIZE/NA L FeliCa BBOLTELKEL. 175 | —
EEENE/NS FeliCalC FyTDT—2EBHTS
(14) IC FyFUHaoL s AVITSHREENENASI FeliCa RO Y S AV LETVVE, BES | -
Ni=E/NA )L FeliCalC Fv TEEHRITL THATLEICT S

(2) DEFEN, BEHETHD IC F v 7RERICK D TOE ORRE - ARk L 70D, (2) LAEDOE
BENORMETOLLA 7 THFES - V- REES - frAHICLD TOE ORI AIRE & 7
%, (2) W&o o7- TOE 1%, WHMREBOEN X 74 - @M= V7 - @M — EXRNRE SN
kI s, URIE, A 7 7HEEROVNCY—EREEHRICEY, BES X 74 BT Y
7 BYE = EXOBG - iR TO N —E AR E D,

—WKDTA THA T NANBIFINND B N— R =T HFEIZ LY Protection 27— ~E#& L
BB, AV T TREEDON AL v —T X —nbE/A )L FeliCa Hianilits 212 L,
IC F v 7HREEZE BT O N— Ry = 7 HEOFRZFET 5, 7ok, A& LZE#RIT. TOE
B ~ig S D,

24



E/N1M )L FeliCa IC Fv

FeliCa Networks

2.10. TOE s{m#ER

SMHERR 1T, TF v TR ERET A FE N1 )L FeliCalC Fv 7 T6ND4 #FIH L7~ TH 2-8
TOERHI#ERL ] DBREEE T 5,

(c) Y—% /5143 bn—SiiEk (PC) _
SMER FeliCa H—FiE8ELTHFIA ) ##wa~FE—S5RK (PC)

P g N,

|

\— (a) £/ FeliCalC Fv7F \—

T6ND4 EHEFhAAR—F

RF I/F ( :/UM e B F( SUPILR—MES )

2-8 TOE FF{iiil A
TOE %, (a) £/ A /L FeliCalC F v 7##FHl A — NicHiishsd [ £/31 /L FeliCalC
F v 7 T6ND4 | ® ROM | ET 5, IO FIEFLLTD LB TH D,
1) (c) » PC #FIfH L (a) A /L FeliCalC F v 7 ~0 RFIF 7 7 & A
2)(b) ® PC 75 (a) E3A /L FeliCalC F v 7~0 UARTIIF 7 7 & 2
3) (b) ® PC %5 (a) E/3A /L FeliCa IC Fv 7%V —%,/54 %% LT UART IIF /
5 RFIF 4 LTC () ~D7T 7 & A
4)(c) ® PC #FIfL (a) E,A /L FeliCalC Fv7® RFIF 75 UARTIF /LT
(b) ~DT 7 & A M

LEEAiiL. 2.3 F/31 L FeliCa v A5 A ORFM/ T AT AREROF SR & UL T3
75,

(£ 2-1 FHMH&EE-(1)] At Tk 3)
(£ 2-1 FHMHEE-2)] AT 1)
(£ 2-1 FHMHEEI-3)] At ik 2)
(£ 2-1 FHMHEEI-4)] AT ik 2)
(£ 2-1 FHMH&EEI-5)] At G5 3)
(% 2-1 FHMH#EEI-6)] At T ik 4)

LLEX Y ARERR Y AT IERKIE. AFHIAERIC LV RS D 2 L0 D,

25




E/N1M )L FeliCa IC Fv

FeliCa Networks

FT3E TOEEXY T 1IRIE

AL, TOE O - BEZFH L, TOE 23xf)57 2 X2 U7 ¢ BEEE] 28560
THHLDTH D,

3.1. RENREE

TOE TRa#d 28 pEA [ HIERGERE | \TOE Lar br—F (b LFV—=F/"TF44 )
BICHRET 2@ EL [ HEREEE | LT D,

EEREEPE

Rt —4

TOE TEHEINI BN S —EXCEx 2 ) 7 0 Y CRIENEICRTE S NT=T — 2%
WMEEE A F8 9, 2B, BV — X0t 2 V7 4 B CRAESLAETRWREN IN-T
— X ARSI I AR T — X X RIL T H S

Tt R

T — XTIV AT DM BEREE X T A 2 Y T P—EXOT 7 & ARG S
BEET, V=& /74 ZEROBIEIC BRI IND, 77 B AR SR, RET —F ~
T7EA b LTSN FeliCa U — N & ORBAEALAT O 1O DT — X2 Th V) | HEE
DENT—ZTh D,

R PE

26

BT —4

TOE L= he—FM - LIX TOE &V —¥/"F 4 ZR TRV svd TOE ~
DEFIE®R - TR T DRERIGERD O B, RET —F 2 BT L BEROT, =2+
YRF =2 LRT)ERERERELT, VAR RT=Z LT, B XTA YT
P— EXOBREFRHIBR, T2 AR S REEE AEET 0T T LD A N =L %S 2
VY RT—H VARV AT —=E NI HT=D
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3.2. WHREH

A.Key_Storage
TOE THIMT 27 7 v AW H8E, RiET —F~T 7 B AT L2EERERTH D, IC F
v TREEHE RO NIA v 7 THEE - —E R#EEE L, TOE TN 257 7 & ARS8
DYERL, RE, BB, ZRICEHOLIEEZ X2 7129 M L., EUNZEHT 5,

A.Security _Configuration
TOE EES 2 IC Fv 7NOT —Z ML, Btk —EXICRESNTT 7 B AF
Bl 772 fiifising, h—EREEEIL, £ AL FeliCa IC Fvy 7/ Tr—4%
BT OB, 7T — 2 OSFRHMENRO LN GEITRME F— 20X 2 V) 7 1 flil % 58
FELE] L LTRET DD ET D,

A.ICvendor_Confidence
IC F» 7HEHE L, BAAFIHICESE TOE BA%E /D TOE % LKA R TS L
FeliCalC v 7 ®» ROM fEl~ &M LEET 56D &35, £72, IC F v FRIERIL,
EDLNEFIEFEWENT 7 —Lb 0 =7 OFEHELE R T D5 HD LT 5,

A.Hardware_Protection
EAA )V FeliCalC F v 7O n— R0 =713, A FF v RVEEICK Lt 42 4A L TOE
WIS D RET — X B LT 7 B A ERA~DT 7 2 A FELN ORI & - TIRET
— A BLOT 7B AR GREPIFINDL Z LTV D ET D,

A.Hardware_DES
ENA )L FeliCalC Fv 1%, BB 73 XA DES 2###4 560D L4 %,

A.Hardware_ RNG
E31 )L FeliCalC F v 71X, G EABH T LD LT 5,

A.Reader_Writer_Hardware_Protection
X TV —K TR ERETHE AL FeliCa HgssfiliE# 1%, &/31 /L FeliCalCF
w7 B =K 5 BZITHIATES, Fy FICEET 7B A TERWE S xlifEr Ehiid
5 o
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A.Reader_Writer_Management
X227V TA 2N — AR EHT A —EREEHX )X TA 5%
BHZEOHTHRIT TE RN E ) | BBEOITE RV 2 7 2 5TIC&RE L, myIcE e
T2, EbIZ, V—=F /A4 ZPMONSNTHE TR TE DK AT D,

28



E/N1M )L FeliCa IC Fv

FeliCa Networks

3.3. TOE OEE

AEiTIL, TOE OFBIZHOWTRHREHT 5,

TOE Z#&# L7=E/ A /L FeliCa BaIT #ETHIEA M RER TR TH D, LA L TOE ~
DEAEIL, V—EREEFICLVEHEN., BN /L FeliCa #srDirAHE ( LT, FrAHE
LELT ) BN —EREEEOFF AR BET L Z LIFFF SRRy, 20, BET—Vx
¥ NI, /31 )V FeliCa AP L, h—EREEFOFFA /< TOE O#EEITH [E
BEOLLFEE Thd, BEIL., VY—ERA0EEZEOFHA /2 TOE OEENTOID Z
LT RET —FEERMA DM TONDZ L ThD, RiET — 2 OEESWMZIL, KT —F 4 H
BEXMMZ D LICNA T —Z~T V2T E-0DT 7 & ZARGSEOIFRLEXH 2
LEENMREEINDLZELEEND,

T.Abuse_Command_Data
EEOLLIAE] B, RiERa~y 7 —%% UARTIF & L<iX RFIF »HEET
DHWENHEIND, REEIL, ROFETERS LD,
(1) BEIERPASNONRT A —=ZIZ XV ESNTza~vy FT—=F2FE L, FFaDRn
RiET — X ~DT 7B AER LD
Q)ﬁﬁﬁﬁ%@ﬂﬁf—& LM En-a~r Fr—2z%EL., BEY—E
G - HIBRS DVNET 7 AR S RO LT 2R D
(3) WAEHPANDIRE T —Z ~T 7 ¥ AT oa~vr FTF—2 & EL, RiET—2 D

EXWZ 2l D
(4) TOE RIALD A~ FF— X DMAADEEM ) TRAE L. 7 7 & AW %R
W45

(6) TOE FRFEDa~ v N7 —# ZHEICRB S &, FRERROIGENE LT+ 5 2
& TCRIEDT= DD T 7 2 ARG 5§k & HER T %
AR
ENA )L FeliCalC v 77 7 — A7 =7 ORI
E/NA )L FeliCa #g~a~ > RT—X 2 HETED Y —X /T A X
MLFETEH D,

T.Reuse_Command_Data
(EEOHLFAE] B, a~vy RT—2xzBfF L, £0a~xy R 7 —F 2 fHikET 588
DEESND, REEIT, ROFETEBSND,
(1) TOE RGEDa~y FF—Z W4T - FiEE L, BREZ il S8, FFra o220 R
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T—=H~DT IR IR D
(2) FEERAALEATO) A~ R —2 %05 - BEEL, Rig7T— 22 HEZM]Z D
@) Bl x7A- @tz )7 BV —EXEEdTda~vr FF—4 205 - H
FEL, BEEZITDED
ARBEET,
TA )L FeliCalC F v 77 7—2AvU =7 OHEFHGR
E/NA )L FeliCa IC Ty F~Da~v RF—4 « VARV AT — X 2RI D8
%
E/NA )L FeliCa #gh~a~y RT—FZXETEL Y —X /71 X
MUETH D,

T.Intercept_Communicate Data
TEEOHLLAE IR, A~y T —2 2 S AT 2B ENE SN D, ABEIT,
ROFIETEmSND,
(1) WEEZAT) A~y R —Z 2% - S L, RAEx S5
(2) FEBERAALEATO AV RT—F 2B - WSA L, RiT— 22 HEZM]ZD
() MARHEAT) A~ RT— X IR « i A L, BiFALRE@ATLS DR
T2 G T D
4) B xrA - @BV 7 BV —EXEZBET D a~ 0 T — 2 Z2 %I - &
S, B XT7A BT V7 BV — X DR ERBEET O
ARBCBET,
ENA )L FeliCalC v 77 7 — A7 =T OB HG
ENA) FeliCa IC Fy T ~Da~wy RTF—4 « LARY AT — X 2 KRS 54
)
E/NA )L FeliCa ##s~a~ 2 N —F 2K ETED Y —X /T4 Xk
avy RTF—4 « VARV AT —Z &N 280 b L < 1350
D TH D,

|

T.Intercept_Security_Data
(EEDOHLTAH] N, A~ RF—F « LARV AT —Z LB L, ZOERNST 7
T AW SO 2R A O D BENEE SN D, KBEIL, ROFIETEBES D,
(1) B =74 BV 7 BV —EXEEET2a~ 2 R — 22 KELT
7 AWE St BT %
(2) T—EBEHDavL RT—H « LARVAT =X EZEE LT 7 & ARG 584 fif
+5
ARBCBET,
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ENA )L FeliCalC Fv 77 7 — L7 =7 OHEFHGE
ENRA)L FeliCa IC Fv T ~Da~vy RT—4 « VARV AT —X & UIET D%
%)
av U RT—H% « VARV AT —H Zr T 286 6 L <13k
MULETH D,

T.Abuse_ReaderWriter_SecurityFunction
EROLLAE] B8, V=% /74 R0 11— RFEGE] Z R EICHIH T 2 38D
ESND, ABBEIL, WOGIETERSND,
(1) TOE LERFEZ1THT. TOE ~I— FRFEEITH) a2~ R —Z ZEE L., IMNB
® FeliCa #— NZRLFRFEA KIS HEDH Z LT, FAIORWRET — X ~DT
7 A LR D,
ARBCBET,
ENA )L FeliCalC v 77 7 — A7 =7 ORI HG
EA )L FeliCalC F v I ~EHET — ¥ %185 TE DM
D TH D,

T.Interrupt_Power
(EEOHLFAF ] 73, TOE OR#ET — 2B LOT 7 £ AR ZH#A~T 78 A L TV DK
TOE OERZ RS, RiET — X BT 7 B AR S#Z LS A - BET 2 BRPEE
SNDH, RBET, WOFETEMS LD,
(1) TOE NF—X EXIALMEFIZ TOE OFEFRZ2YIY , Fi#ET—2H L1377k
NREE s A
(2) TOE NF —F EXALMFEFIC, TOE Z U —X% /T A ZINHIEREEL . 1T
— &b L IAT 7 B AR B E g 5
ARBCBET,
ENA )L FeliCalC v 77 7 — A7 =7 OB HG
DL TH D,

T.Break_Hardware
EBOH LA Y, TOE RE# S 5E/S1 /L FeliCalC Fv 7 aEsEs 2 &
T, TOEDOtF 2 U T ez /b SELHEDNBESND, AKEIT, ROFETHE
i S %,
(1) &AL FeliCa IC F v FIZES) - B - NEL - A ZIMZ5HZ LT, TOED®
SRRV LI e Y| ARy
ARBCBET,
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EA ) FeliCalC Fv 77 7 —Aw =7 OB
E/A )V FeliCalC F v 7 & filEs % 72D DM
NULETHD,

T.Install_EvilProgram
EEOHLFAE] 2N, TOE 7Y'u 7 I AORMEIET v 7T LA v A ~—/ViREZ FI| ]
LIRH#ET — 2 DREBLOT 7 AW BRORHERITH TR T LA VA N—ALTHK
WP EESND, AT, ROFETEBISND,
(1) wRET—ZOUEL LLT 7 B REFROERZEL1TH> v/ 7 L% TOE ©
RMMEET 7 7T A VA M= AERBIZ LD A A F—v L, RiET —Z DL
EH LT 7 B AR SO FEFEEZITV TOE OtX= U7 ¢ Hie % B+
%)
(2) TOE ORXMMEET 0 7T hA v A M—LIE RIIEET 0 7T DS A LI
T —ZOUEL LFT 7 B A SGROZEZITV TOE OvF =V T 154
R LT 5
ARBEET,
ENA )L FeliCalC v 77 7 — A7 =7 ORBFHG
ENA )L FeliCalC Fv 77 7 — A7 =7 O %
ENA)V FeliCalC Fv 77 7y —Ab =7 7wy T LBFEHRH
ENA )V FeliCa #g ~MEEOT — 2 H£ETELV—X/"F4% (b LIL
EA L FeliCalC F v 7 ~E#T — X 2 AETE D54 )
D TH D,

T.Copy_TOEData
EEOHHFAH] B, TOE 717 F AOTF— 2 BIEL R LIE#ET — 4 B L 0T
7 AR A REICEIT 5 2 L 2VE SN D, AKRIT, WOFECERSND,
(1) F—Z BB TIRY 1 L7 — 2 2 BEIEUS O TOE ~id 5 2 & T,
Rt F — 4 B L OT 7 & AW R A RIEICHGT
ESZC EN
EAA L FeliCalC Fv 77 7 — 5w =7 OHF ik
E/3A )L FeliCa i ~MEROT =X 2EETE ) =4/ 742 (b LI,
T3 L FeliCalC F v 7T — 4 2 355 T& D1 )
NBETH D,
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FAE XU T WEGH

AT, [ 3% TOE ©¥x =27 (BREL | TR LB - ARSI 2558t 7
BT 5,

41. TOEDtEFa1 T4 xEHEH

34

PUFIC, TOE IZxt3 5% 2 U7 4 *RG# A2 5#T 5.

O. Authentication ( F2&E * #%31 )

TOE %, EEAREGEE~T 7 B AZFAT 57202, a2y he—JH LF) —% /74
&%“ WIEB L O, 77 & 2%5:D TOE WO EBEREE FEZFRA L2272 57220,
PRI, LT ORI T b D& T D,

FORETE RO FEI L 5 BRGEE RIS 5 2 &

FORIEAT 2 DAY 0 BTk LI E A FFD 2 &

PRET, A SN BB EICRE SN T 7 B AR SHE VWL Z L

T 7 —HROFEMR RV EE 5 2 /a2 &
AlE. LT oRtZmIZT b0 LT 5,

T 7B AR R OEHEREEE AR T R E NS 2 L

Akl & REREILIFIREIZAT S 2 &
7o, T A BEERELAT O B AT, BB L B L CRGE - S AT W BB RIS A~ D
T— KN B I L7 UL B e,

O.Access_Control ( 77 &RX=a»v hu—)b )

TOE | — AR E SN @M —EXDT Vv AFEE—X /T4 X2 H L
{IFarbe—=I0607 7 EAFEN —HLBRWGEIEXT 78 AERZHEL LR TR
7272y, E£72, O.Authentication |2 8V ikl S 7 EHEREEG ELSNA~DT 7 £ AB LW
BER S LR UE e H7s,
B —EXDT 72 AFET

T AR [FEARAF DI KT D [EEALR] TOT 78R ES
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X VT RN R (SRS REREARE) TOT 7 AR
EFEMT DL THD,

O.Security_Data_Protection ( 727 & AR E# - RMEIET v 7T ADRE )
TOE (X, 77 B AR BRORE « B O WIKMEET 77T Lk A VA M—LDa~
Y RF—=ZIZX LT, T2 AR RIGIETET 07T AOUSHE - S A - (AiEEDIEL
AR N E AP AN

O.Data_Protection ( 7 —Z{%#& )
TOE (3. EHEREEE~DT 7 & AP TOBFEMEICRT LT, EHEREEEDT — X DK
BEINROWEORE LTI R D20,

O.Data_Error_Detection ( T — X8V RH )
TOE I3, EH#REGFELFNT DB, EBREEEDT —F PE - WS ANTHh T
RO TE R T IER 5720,

O.Communicate_Error_Detection ( BET —ZE Y BH )
TOE (X, 2~y R =PI ASNTHEI, ASAEBRHTERTNIR LR, £
fo. A~y RT—XZ OFEMMTONIEE, BELZBRHTERITIERL20,

O.Communicate_Protection ( @7 — ¥ %% )
TOE (X, a2~y RTF—#ROWC VAR AT —Z OWIEZBL L LRI b 700,

O.Diagnosis ( 2 )

ar hr—ZZxt L, TOE OEENIE L < EEL TW A0 2WkkrE 2 82k L 2 - hud e &
AN
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42 BEODEX1Y) T4 REHE

LIFIZ, TOE BEICx3 282 U7 ¢ xR 732503 2.

OE.Key_Storage ( 77 Z A HOEH )
IC F v 7REH - A 7 THFER - - REEHIL, TOE OT 7 A E#% TOE 4+
THRL TOE WEi~A AR — M5 L icfhE - EHT 5, IC Fy7REE - (7T
FEF - REEHIL, ALEHTRETOEDT 7 AK 582 5FH —F~mE L7720 |
HERLZWE I EH LTI R B2,

OE.Security_Configuration ( @82 ¥ =2V T4 BRE )
- REEFIL, BT RICME T — X B LT 7 A FHk%E TOE OEMk:
V=X E ALY D Z L THET S, TOE otk +— EXoMAeHEIE, h— v RiEE
FHREMET B — R LT — 2 ERORY > —IZHIY F—E R TERINLT 7
ATEERE LRIT TR B 220, 7 — 2 OSFRMEDRRO b2 5613, Bt — X0t
X2 U7 o fE GRAELEE] & LU CERE LRTIUE R 5220,

OE.ICvendor_Confidence ( {80 BT 5 IC Fv FREE )
IC ¥ v 7Hl#E X, TOE BIRE N OZE L7 TOE fF# %A € XA /L FeliCa IC T v 7'~
L, &2 LREoB T, TOE gt b S e L THm T 5, IC F v 7 ilisd
I%. TOE BiRE PO L7z TOE #hZ7e< E/31 /L FeliCalC 7> 7L LCHLE L7
FhuEZe 67w, E£7-, TOE BAFE M HIREL SN HISMELFIRICHE Y, IE L IEMEAE L7
FHUER B0,

OE.Hardware_Protection ( /»— R = 7 {7 )
IC T v 7H#IEF X, 31V FeliCalC F v Ikt L TH A RF v rVEE SN
A N L AKBEADOXHHEE 2 U 1SO 15408 @ EAL4 LI ED L~V TERFE L 220 UiE 72
BV,

OE.Hardware DES ( /~»— RU =7 C®» DES ## )
IC F v 7H®E&H T, TOE " #EH L 5 F A/ FeliCa IC F v 7 I
OE.Hardware_Protection (Z X 0 fRi#E S 7557 /L2 XA DES arrutk vz
LT iuige b7,
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OE.Hardware_RNG ( /N— F7 =7 T?D RNG #& )
IC F v 7 EH X, TOE NEFH N D E AL FeliCa IC 5 v 7 I
OE.Hardware_Protection (Z L V) R S V72 ELEAER D =2 7wt o B 288 L e i /e
SYAJAN

OE.Reader_Writer_Hardware_Protection ( Y —4% /5 A Z EETOIRH# )
BXaT VKT, EETHE AL FeliCa #ZRELEHE 1L, €31 /L FeliCalCTF
v 7 &) =X T4 ZITHBATEE, TOERFRE bRt SN D2 HEEFHICE, UV —F
S TA BN T v FIZEET 7B AT H I ENTERWVREZ I LRI s
7200,

OE.Reader_Writer_Management ( U —# /5 A % D& H)
X aT V=X /T4 — A ENT 50— RAEEE L, TOERREE O
RSN D EEFHIHEN U —F T A Z B LD THRITTE WL S BEEOITE
JEWeEF 2 T RGEENCRE L, MEICERE LRITER bRy, 62, V=% /541
S DY S ST T & DA S L 2 T2 B 720,
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ES5E ITEXa2)T14EH

AETII, TOE 725 NC TOE OBREICHTI X2V T ¢ OBEMZRH T 5,
B, ABETRETLA2FHBE L X, A7 7 FEE - V- REEE R LT — X ks X
WEBMEEHRA~T 7 B 2T 25 b DEIET,

5.1. TOE ¥ U T4 EH

5.1.1 TOE %21 T« BEEH
AETlE, TOE O F = U T 4 st e 28R T 272008 % 2 U 7 ¢ Mshglo et 2 5tk %
T,

5.1.1.1 45X FCS: BESHHR—k

Zo7 7 A%, TOE WTHIH S o K5 LBRICBE 3 D RERE A R E L 77

TOE WTIE., LA OMRE TRy S LB FIH S D, BERBEICERAI T D720, M0 IR L &3
M3 %,

a) {5 OK S0

b) FRFEERE DIE S LEE

c) 77 BAREH L RNIKRBEET 1 7 Z ADR 5L

FCS COP.1a Cryptographic operation ( k5 5#p/E )
] FCS_COP.1.1a
TSF %, [ BN BEDOY R b [ ITHET D, FFESNLRZT LT ) XA [ Fift:
BETNIY XL ] LETHE [ BfHEEREE | ICit- T, [ BifEEEREDY
A b ] ZFATLRTIE R 6720,
) BEERRIEICBET 2348
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R 5-1 FCS_COP.1a BESR(EICEATZMH

B REUR+ Eift : BEH Bt Blft -
FLIYXL | BESRE | BSEE
FIPS Publication 46-3 DES 56 bit BEBRT—20OE
“Data Encryption Standard. 1999.” S1t/IESE

FIPS Publication 74
“Guidelines for Implementing and Using the
NBS Data Encryption Standard. 1981.”
FIPS Publication 81
“DES Modes of Operation. 1980.”
7272 L., FIPS46-3,74,81137 2 U B GREDIH
FHSHECHY . BUEFREIESA TN D

SP800-67 TDEA 112 bit BEBRT—2 0O
“Recommendation for the Triple Data ( Triple Data EiL/ES1E
Encryption Algorithm (TDEA) Block Clipher” Encryption

FIPS Publication 74 Algorithm )

“Guidelines for Implementing and Using the
NBS Data Encryption Standard. 1981.”
FIPS Publication 81
“DES Modes of Operation. 1980.”
7272 L. FIPS74,811X7 A U 1 &&KIE O HEZR;
FHETHY, BUERELESNATND

O TPgkE: 72 L
O k{71 [ FDP_ITCA %£7-13 FDP_ITC.2 £7-i1% FCS_CKM.1 | , FCS_CKM.4 ,
FMT_MSA.2

FCS CKM.4 Cryptographic key destruction ( i 5 8% )
[J FCS_CKM.4.1
TSF X, T [ B : DU X b ] ITHEKT D, & SN S8 ) ik
[ At : HEESEMEESTE | IC0E> T, 2 L 2T IX R b0,
) BT EHED Y R b
L
) BT : B SRAREE T
S-S AMRAE S AL D I ME A E D SEI O P L
O TAZFSE: 722 L
O] {&{#1E: [FDP_ITC.A $£7-1% FDP_ITC.2 %£7-i% FCS_CKM.1], FMT_MSA.2
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FCS COP.1b Cryptographic operation ( k51 )
[0 FCS_COP.1.1b
TSF 3, [ BHEED Y R b ] (AT 5. FESNIME ST /L3 X4 [ i
WETNAIY XL ] LSRR [ BfEERE | ICE- T, [ SIS EREDY
A b ] ZIATLRTNIE R 6700,
) B EERAEIC BT DA

R 5-2 FCS_COP.1b BEER(EICEATZMH

B REUR+ Eift : BEH Bt Blft -
FLIYXL | BEESRE | BSEE
SP800-67 TDEA 112 bit RIEAELBDOES
“‘Recommendation for the Triple Data ( Triple Data g
Encryption Algorithm (TDEA) Block Clipher” Encryption
FIPS Publication 74 Algorithm )

“Guidelines for Implementing and Using the
NBS Data Encryption Standard. 1981.”
FIPS Publication 81
“DES Modes of Operation. 1980.”
7272 L. FIPS74,811X7 A U A &KIE O HEZK;
FHECHY, BUERELESNATND

O TPgkE: 72 L
O {&f#ME: [ FDP_ITC.A %£7-13 FDP_ITC.2 £7-i% FCS_CKM.1 | , FCS_CKM.4 |
FMT_MSA.2

FCS COP.1c Cryptographic operation ( k541 )
[0 FCS_COP.1.1c
TSF (3, [ BT EEDY R b ] ICEET D, FFESN ST =) X4 [ &
BETATY XL | LHEFHRE [ SRR | [Zit- T, [ BifEE8EDY
AN ] ZFEATLART TR B0,
) B BRI R B
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R 5-3 FCS_COP.1c EES{R{EICEAT 38

Bt WEYRF it : BB Blft : Bl
FLIYXL | BESRE | BSEE
SP800-67 TDEA 112 bit FTHOEREERY
“Recommendation for the Triple Data | ( Triple Data 5UIZRMIEE T
Encryption Algorithm (TDEA) Block Clipher” Encryption 0y 35 LDOESN
Algorithm ) b}

O TPgkE: 72 L
O kA7 [ FDP_ITC.A %£7-13 FDP_ITC.2 %£7-i% FCS_CKM.1 | , FCS_CKM.4 |
FMT_MSA.2
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5.1.1.2 YS5XFDP: FABZET—5R#E

2077 AE, FIHET -2 REICER L. TOE ¥X=2U 7 #rEL TOE %=V 7
+ BERETT M T D B 2 R ET D,

R T — 2R OMBEEMIC BT 5 7 7 & A#il##l FDP_ACC.1 X1 FDP_ACF.1 |
LT, LTV IRLZEHT 5,

a) T —F~OuAHrEZIEAT L7 7 & AHI#H

b) B x7A - BTV 7 B Y — EXOBEICET 5T 7 & Al

c) AT —VEBOT 7 & A

FDP_ACC.1a Subset access control ( 7% v b7 7 & AHl{f] )
0 FDP_ACC.1.1a
TSF i, [ BV T V=2 b, AT V=27 b, BEPSFPTHELNEZ YT V=2 b
EATV VEOEBEDY A B ]Ik LT, [ Bt 77 BRI SFP] % Eli
L2 iud7Ze e,
Y Biff: y7 V=2 b
BAESFTTn A
Y Bttt ATV b
T — A FEAN BRI
Y Bttt YTV b ATV FOBEDOY X b
BEIRIATR, FE A
Y Bt 77 ¥ 2H#E SFP
B — 2T 7 & AT $
O ThoksfE: 72 L
O & 77 FDP_ACF.1

FDP_ACC.1b Subset access control ( %7+t v k7 7 & Zili )
0 FDP_ACC.1.1b
TSF %, [ STV b, ATV b, BIXUSFPTHRODNA YT V=7 b
ATV FNEOBEDOY AL ] ICH LT, [ Bt : 72 B A SFP] &£l
L7gidiid7e 6720,
Y Bift: 372 b
EMEEREEIT T n A
) Bt A7V b

42



43

E/N1M )L FeliCa IC Fv

FeliCa Networks

B x 74 Bz 7 B — X
Y Bttt ¥ TV b ATV FOBEDOY X b
B X T4 BT U 7 B — X0, B X FA - BT U 7
B — EXOYG , B X TA BT Y T Bk — EXDT 7 AR
Y B 77 & R&I# SFP
JE P B A 7 B
O TZRERE: 72 L
O {&f#1: FDP_ACF.1

FDP_ACC.1c Subset access control ( 7% v~ b7 7 & AHl{f]l )
0 FDP_ACC.1.1c
TSF i, [ BV T V=2 b, AT V=27 b, BEPSFPTHELNEZ YT V=2 b
ATV FNEOBEDOY AL ] ISR LT, [ B : 7 B A SFP] &£l
L2 iud7Ze e,
Y Bl 7V b
AT —VEBFIT S ut A
Y Bttt ATV b
AT — R
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S Normal RF—S0) - 12 - MiRRs
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FDP ACF.1c Security attribute based access control ( tX = U7 4 @ic kB2 778X

il )
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A & FRENCHE R4 5 A
2L
O ThIpgfE: 72 L
O #&77tk: FDP_ACC.1, FMT_MSA.3

K 5-6 AF-UEBT7 /AN H

*+ICzH b
25—
Manufactur Normal Suspend Maintenanc Protection Dispose
e RF— AF— e RF—T AF—
RF— RAT—Y
FOEReARET SEBEREAT— Sl x x x x x x
# IManufacture R7F—21 OBE
2 FOEReARET SEBERERT— Skl o x o o x o
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Y % FOEReARET SEBEREAT— Skl x o x x x x
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b & FOEReARET SEBEREAT— Sl o o x x x x
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TR T SBBERER T — S o o o x x x
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b) 77 & AWEEHEOE Y W NRFOFHR 7 7 — il

FDP IFC.1a Subset information flow control ( %7t~ MMEHR 7 o —Hl# )
OO FDP_IFC.1.1a
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Y7V b, FBFY TV LRI Sh I EROBNLEG X 2 $HE(E
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FDP IFF.1a Simple security attribute ( Hiftitz ¥ = U 5 ¢ B )
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RAEENT=ZAE T R
RRES NI E T R
) Eif: HHRDOY R b
avy RF—%
VAR AT —H
) Bt X2 VT 4 BHE
av U T =2 BLNV AR AT =20ty v a U B0 BRHER, £y o=
e
O FDP_IFF.1.2a
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Bt ( LARIRATF—2R8 )i s o801
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L
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7L
(] FDP_IFF.1.5a
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L
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FDP_IFC.1b Subset information flow control ( 7' v ME#HR 7 o —Hl4# )
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FDP_ETC.1 Export of user data without security attributes ( ¥ = U 7 ¢ B2 LRJHE
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FDP ITC.1a Import of user data without security attribute ( £ =V 7 ¢« @72 LFIHE
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FDP ITC.1b Import of user data without security attribute ( £ =V 7 ¢ @7 LFIHE
T—=XDAHE—Fh )
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Y B 7o & R SFP(s) B R EZIIER 7 v — il SFP(s)
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