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R=F3: X2 VT A RFEa VAR —F 2 b 2007F9H N—T =31 KGETHE2R (BERREE2.080)

o X2 UT HEREEM o S— b2 flER
o X2 VT AREEEM L S—h3 EHA,

2.2. PP X3k

A ST MMEE+ 5 PP X7,
2.3. Ny r—U X5k

AKSTIE, Ny lrr—  EAL3IZHE AT 2, BT HRFET R —2 2 MIARW,
2.4. BEEH

e Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model September 2006 Version 3.1 Revision 1 CCMB-2006-09-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components September 2007 Version 3.1 Revision 2 CCMB-2007-09-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components September 2007 Version 3.1 Revision 2 CCMB-2007-09-003

e Common Criteria for Information Technology Security Evaluation Evaluation methodology
September 2007 Version 3.1 Revision 2 CCMB-2007-09-004
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3. t¥ayTREEE
KRETE, REAREEDE ZT7, AHERMA. B MEOEF =2V 7 4 HEHZIOWTRET 5,
31 REXMREE
TOEDtx=2V 7 rart7 ME, “2—VPOEMIIRK L TRBESNSFHEEOH DT —F DR

# CThd, MFP @& ORMGIETHEMN LTV 5546, FIARZREICSH 2L Fomg 7 7 1
N RERFRET D,

® BEEILTVURTFAIL
TIAT LV FPCOOHEHOT Y 2 KT AR OIC — K& o TERINEREIND MFP (I
BRSNS NZETB 7 7 AL,

& XX v UEBZRIFAIL
MFP TExDHTAX Y U LICEIR T 7 AV, ZZTIEAF Y VAT TEFHAZT DA —NLT R
E-mail (SMIME) TiEff9 5iEHEZMEEL TW5D,

SRR LI L 0 RHEIREE S LTIRE S D Y a T O T 7 A AL B ) ORERD 72
1258 0 ORI L 72 > TIRE SN2 Y 3 TOBIHE 7 7 A V%, FRoxts & 5iEig 7
7 A NVLSNE, MFP OBFEFAICB N TRE SN D Z L RERINRN T2, REEFE & 1372
AN
—Ji. MFP %V —2iH, BEFT 572 EFMHABKT L2856 HDD BN E#IChH -7 hAe & =
— P OEEEDBRE SN DT — 5 BHEINICHE T L E > 72 581F, 22— 13 HDD ITEFET 2 55
D BT — DI AT ZIEET D, (o TZOBAITLUTFOT—4 7 7 A LA RHR SR T 5,

e BEEILTIVETFAIL
& XX v UEHRITFAIL
o FUAEEZRTITAI
> FFHEREBICH D a TR T 7 AL
o REEBZRI7AIL
> WAL T U v N7 7 A VLS ORE SN LGSR T 7 A v
® HDD RHFEZR I 71 )L
> AR HIBREE (7 7 A VEBSEIROHIER) 7210 TIXAIBRS v72vy, HDD 7 — & S8R 5%
TFT5774
o EREETIFAIL
> BT 7 A NVABIZB W TERSINET VAR TZVT—X 774 )L

Copyright © 2008-2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
15/58



bizhub C253 / bizhub C203 PKI Card System Control Software ¥l T 8—owk

3.2. AR EH
AREITiX., TOE OFFBREICET DRt 2355 L. ST 5,

AADMIN (‘EEBEDABEHE)
FEEIL, RO KEE L THFIEIND #HOEEIZBWT, BEBEER-ZITA I THRW,

A.SERVICE (U —ERIT V=70 AKEH)
P—ERAT V=TI, RO NZE L LTCH SN —HEOEEIIBWT, BEAFoT21T4
TR0,

ANETWORK (MFP My b7 —% BEHEH)
TOE & &b MFP # 3% ET 547 4 2N LAN 236 Mk > MU — 7 L S A543 4
Ry NT— 27005 MFP ~7 78 A TX 720,

A.SECRET (R#EI1EHRICEET 2 ERAEH)
TOE OFFHIZBWTHEHAINDENRAY — RRG 5T — Rk, EFRIHEL SRR LRV,

A.IC-CARD (IC A— FIZE8¥ % ERAEH)
TOE OFIFIcBWTHEHA SIS IC I — Fit, EYRa—TICFAENTW5,

ASETTING (%2 ) T« ICET HEMERESRH)
CEHLE ONA T — R C— BRI EE - 7S A IO A TR E A 2R T B,
- EIRZWIHSEE R AR &35,
« A H—F v MEH TOE EFHEREA T AR &5,
c AT U AKRE AR LT 5,
Y=t RV =Ton s A UREEERET D,
- W bigse. L L<IZHDD v V7 #ReE B2 E T 5,
c SFIVLIS NS DEBRERRRRIC L DR EE A ET D,

3.3. BE
AEiTiL. TOE OF|H KL TOE FABREICHB O CHE SN ZH 2738 L, 345,

T.DISCARD-MFP (MFP @) —R3EH, EE)
U —REH, ERFFEEL o772 MFP BRI S GG, BEER-EN, MFP A® HDD,
NVRAM %Zfiffhid b Z Lick v, b7V v h 7740, AX Yy VBB 77 AV, T AT
7 7 A, (REBEGRT 7 A0, HDD ZBFEG 7 7 A /b, EGEEY 7 AL, REINL TV
B RA T — REOREFR NIRRT 5,

T.BRING-OUT-STORAGE (HDD OFREXFEHHL)
CEE A S EREE 2 o —3, MFP W HDD 2 REICEBH LTI 5 2 &1
K0, BTV T AN, AX Y VEBT AN, FUATVEBRT 7 A0, (REER
7 7 A v, HDD BAFEE 7 7 A /v, BEEEEE T 7 A /L, BE IV TWEAF/NA T — RENF
W5,
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CEE Lo BECEE AR oo —Y ), MFP N HDD #AREICT V025, TV0hzbh
72 HDD (2372 IS b 7Y O R 7 7 AV Ay VR T 7 A )V A AE YW T 7 A )1
RAEER T 7 A v, HDD ZRAFEG 7 7 A /b, BEREET 7 A /b, RE STV BT —

RENERE SN, BEAH S EREEL b2 —PE, 20Tz~ HDD 28 HH LT
T 52 LI2LY, ZROER Y 7 A VERRRT 5,

3.4. #iBOEX) T4 A

A ST Tld., HEBEMENER SN DRHENSREEITHTEHA 7 4 ANLAN Fov X2 U F ¢ kpHE L
LT, 77 A NVOEBALNER S, BLADOMIN LT A=V OHBIENFTF R SN D & 9 7kl - FIH
FIZKHE LT TOE X =2 U 7 4 BEZBET S, LLTIC TOE #FHT 2Hfkic CEH NS X
= U7 4 #E#EN L, BT 5,

P.COMMUNICATION-CRYPTO (H{&7 7 1 JLDOIBELERE)
IT AR TERE SNDREEOEH VIR Y 7 AL (7Y N7 7 A0, AF v i
T AN) 1. R bS50,

P.COMMUNICATION-SIGN (E{&77A4ILDESR)
FAEMEDOREWEBR T 7 AL (AX X VBT 7 A V) ZETA— VT, T VX VELBMIMS N

R IUE R B0,

P.DECRYPT-PRINT (EH&7 71 ILDES)
MFP C1E LIZMEMEOEWER 7 7 A v BESE7T Vv R T77A40) 1, D7 7 A VEAER

LIZRIAFBEIZTICEIRT 2 Z L BSFFrT S b,
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4, X2 T4 WNEKGEH

REFETIL, 3FEIC TP SRS, B, ikt 7 4 2= T, TOE KO TOE
DOFABREIC CHER X 2 U T 4 ROV TR T2, UUT. TOE D=V T ¢ %K)
. BEOEX 2V 7 o xR EFEHIHEE L TReik 3 5,

41. TOE X2 T4« XK A&
AETIL, TOEDEXx =2V 7 4 xR AGEHZIOWTHBI L, fi3 %,

O.DECRYPT-PRINT (ST F 771 ILES)
TOE 1%, 557V o b7 7 A VOERIZFIA L2 IC I — RICO I, Bk 7V v b7 7 A4
VO Z AT 5,

O.OVERWRITE-ALL (582 L&EZHI)
TOE X, MFP W™ HDD O3 X CTOT — X @IKICHIFRAT —4% %2 LEEX L, HOLPHEEBT—X
EEIBAFREICT D, FLEHENRE LIZMENEDOSH S NVRAM EO/SAT — R (FHE /SR
J— R, HDD 2 v 7 R2AU— R, et T— ) OREMEOEILT DR 2244 5,

O.CRYPTO-KEY (EBB4ER)
TOE (. MFP W HDD ICEZ AT NI EE T 7 A VL E2GTe T _RTDOT — X 5L L CTRIFET
L2 OB S E AT D,

O.CHECK-HDD (HDD O IE %{4#:2)
TOE i%. IELVHDD A#FE SN TWD Z & 2 MiEd 5,

O.MAIL-CRYPTO (S/MIME O#F|A. BEE1t)
TOE [T, A% v Vi O E-mail £EIZBWCORAZEOERIZIG U TAS v Vil 2517 5,

O.MAIL-SIGN (S/MIME OFIFA. £4)
TOE IZ, A% ¥ VE{E O E-mail HMEI2B W T, FIHZEOERIZIGE U TT VX NVBLAFDO -0
VRS LSRN ARy VBB EZ S Emall T—F DA vt —I XA A NEERT S,

O.CRYPTO-CAPABILITY (BEB1Li#rexFIRAT 1= DHKR— FEE)
TOE (. Wi bEMRIC X DR S LRE 2RI T 5 72 OIS ERBIEL R — b3 5,

O.LOCK-HDD-CAPABILITY (HDD Ay Y #iEx AT 5 1=-HDHR— FEE)
TOE /X, HDD (2 X% HDD v v 7 #4235 -0 LB 8EL Y R— 35,

O.PKI-CAPABILITY (PKI #8%#FIAT 5 =6 DY R— FEIE)
TOE L. 7 — KU =X KOIC 71— R il L CEBINLHHEFIT Y > b7 7 A LHEE. Scan To
Me #rE A2 FIH T 5 72912, ActiveDirectory ZFH L T — KU —Z K NIC B — R~DLE 72 H)
{E#YHR— T 5,
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42 BRBREOEX 1) T4 xIEHE
AREITIX, TOE OEAEEOEXF 2V 7 o R FHEZRAT 5,

OE.ADMIN ({E¥8 TZ5EEH)
MFP % F|Hd 2 kO FEEE 1L, TOE N ## &5 MFP OEHIZB W TRt b i &E 2 3
WCEITT D N EEBE IR ET D,

OE.SERVICE (H—ERI V=7 DRI
- MFP % {R5FEFET MO ELE 1L, TOE Of%#E, £~ b7 v 7RO TOE 3 E5# S5 MFP
OERSFIZBW T ON I &ZE 2 BERICETT L LI — R V=T 2 HEFT 5,
EHEIT, VB AT U=TI2L % TOE BMEH SN D MFP O * 7 ) v AEEITNE D,

OE.NETWORK (MFP Q##id 5+ v 7 —5IEIE)
- MFP ZFH 4 28k 0 ZEE L. SN % v U —2 725 TOE 3##i b MFP ~D7 7 & &
BUEWTT D707 7 AT 7 4 —/L7p EOMIRERE L T AMEN S ORIEBAR R E FEh+ 5,

OE.CARD-USER (IC 71— F®O#IA)
IC 1 — FOFIHEHEIL, b7V v N7 7 A VBT D8, ICH— K, ROHEH K74
ERFHAL., Ax Y VER 7 7 AV ER ST D8, IC h— REFIHT 5,

OE.IC-CARD (IC h— FOfBEE&H)
- MFP 5|3 2 #l#k O ETE 13, #FkCRHHT 2720187 L2 IC h— K&, O IC HH— K
DA N SN D IE LWFIHE ~EATT 5,
* MFP ZFIH 7 2O ZEF L, FIHZ IR LT IC 71— ROMA~DOERE, F5 52280 L,
3 RIRE D Ji HA A U S 5

OE.SECRET (RF D&Y ZEH)
BHEIX, UTIORTERZFEwRT D,
cBHFNAT — R 8K EOEEFRET D,
CEHEZERAT— R, HDD v v 7 XA T — K| KLY — RICHERIATRE 72 2 5% E L7220,
CEPIFERZAT— R, HDD 2 v 7 XA T — K| k(LT — RERET 5,
cEHENSAT—FK, HDD 2 v 7 RAT— K| B5Y— FOMEERE AT,
- R V=TI IR T ZFE T 5,
« CE AU — RIZHERI AT BE 7R 2 5% E L 72\,
« CE "R U— REFET 5,
*CERARU— ROBWEEHEZITI,
CEHFENAT— REEET L5, SHILLEOEEZFET 5,
s BRZ VST PNEHENRAT — REEE LGS, FEEICHEONIERE ST D,

OE.SIGN (Ba&FE5EDORIE)
<IC I — ROFAEHE L, BELEOEWEGET —% % MFP 22527 A 7 > h PCIZHEAMT 5B, &%
TELEINT 5,
CEHEIX, TUXNBAMNEHEREY, NS L AMERICEL ZMHNT R EICT D,
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OE.SETTING-SECURITY (¥ a7« [CET 5EERTE)
CEELEIT, GRREEREER IERRE O E R THR)) GRREERAEZEIL) (295,
=R V=TI, ER2WREEE 21k 295,
=R TV=TIE, A X —F v MEA TOE BHigeE%S 281k (295,
=2 V=T R, ATl U AMEER T2k 12T 5,
R V=TE, MR U= TERERE S (HRh) 1295,
- FHEIT, HDDm v 7 8RB, b L <IIREB(LisrER THZ)) 195, 2
CEHEZ, Ry NI RAOEFHEREICI I RESE 2L 12T 5,

OE.DRIVER (BR FZ 4 /\OFMA)

ICH— A& IX. 77472 F PCICLLTOEMHEZTZTHM NI A " 2RET D,
c LEOREEICHWD 7 v 7 L@ O E R E AR — LT3,

- IC 71— RNOAR#EE AW - il OB B(LEE Z R — h LT\ 5,

- SP800-67 |Zi & L7z B b7 v TV XA KRR ZHR— KL TW5,

2 B AUHERE OF I IR B IR OBEA (F— B R L D= T2 L5 MFP ~0%E35) 7305,
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43. F a3 T4 AEKFEIEH
431 HEH
BITRSE, BB, OO ) 7 0 58t =2 VT 4 R o s E%E FERITRT,
X2 VT AR FHDIDAR LS 1 DL EORHESME. BB, o2V 7 0 FEHoxHsL

TV ZEZRLTWD,

® 1 AHREH. BE. BBOEFX1) T4 ARHITHIDEF2 ) T4 ARAHDESHE

HEgotxals«Aet | > | > | > | > |[>|> |2 | 2|2 |2 | D
me| s | 85858 2(8(8(8]%
2|z |d]lolold18 |3 o)
BE| = | < Q13Jl1o|z|2|2
Z|2|12|B8|1312|=|0|2|2 |2
OO Zlz(slclic|3
A 2|3 |lolo| b
T 0 > > o
e = = = O
olo|o |5
A
oo
@ =
m|2|@
o z
_|
o
X T4 RERAH
O.DECRYPT-PRINT [
0.OVERWRITE-ALL [
O.CRYPTO-KEY [
0.CHECK-HDD [
O.MAIL-CRYPTO [
O.MAIL-SIGN o
O.CRYPTO-CAPABILITY [ )
0.LOCK-HDD-CAPABILITY [
0.PKI-CAPABILITY [ )
OE.ADMIN [ )
OE.SERVICE [
OE.CARD-USER [
OE.IC-CARD [ e oo
OE.NETWORK [ )
OE.SECRET [
OE.SIGN [
OE.SETTING-SECURITY [
OE.DRIVER o
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432 BHREHIZHT 5 +01%

ARSI 2% 2 U 7 4 JRTEHI SOV TULFIZ@HMAT 5,

® AADMIN (BEEHEDAMNEH)
AL, BHEENEEZHZ2VIEEHELTWD,
OE.ADMIN %, MFP #FIfH ¥ 225 MFP ZFH3 2 MfkiIcB W TEEOBIT 5 AW A EH
FIHRET D120, BEEOGEHEENSEIIND,

® ASERVICE (Y—ERI V=7 DANIEH)
AREMEIE, V=R  VoTREEERRVWI EEHEEL TV,
OE.SERVICE (%, MFP #{&5FEH T MBI — R V=T 2 HETH, £-EH
FiX, V=R V=T DI AT T AMEEINLHE ) ZERBESN TN DD, ¥—
ERAT V=T OEFEEITEESIND

® ANETWORK (MFP DRy k7 —% M)
REMIT, AT 4 AN LAN O v B U — 27 S REESDE I L DR ERThan
ZLEBELTVD,
OE.NETWORK (%, #MEix v N T —2 5 MFP ~D7 7 2R % Wi+ 57-02 7 7 A4 7 W 4 —
NI E O AERETHZ LK VAN DO REBADOIEZRE L TRV | ARMHFIFEHRS
ns,

® ASECRET (WEE®MICEHI 5 ERAEH)
AL, TOE OFFICB W THF SN DK/ SAT— R, R T — RREFIHE L0 IRR LA
W2 EEHEL TN D,
OE.SECRET /%, HHENEHE NSAT — R, BV — BT 2 EAHRAZ EuT 52 &%
HELTWA, /-, H—b R V=7 CE "AU— RICET AEAHA % EM L. EHE
WXL C, BEEANRY — RICHETEAFAZEZERMIEL 2L 2HEL TR . REMITEDR
b,

® AIC-CARD (IC A— FIZBE9 5:BRE&H)
AL, TOE OFHICBWTHEA SN S IC H— FIFELSEHEREESNATEY, ICH—FD
FAFIZEL a2 —FTHEHZ L E2HEL TN D,
OE.IC-CARD /%, {E#HT& % PKI BEIC L W RiT& N7 IC h— FE AV, Mo HEH 1T IC
H— ROBSFr, IR Z#HEYNCIT) Z L2 RE L TWD, MO EEEN IC 1 — RO —HFIZ
s U CHARREIN SO KR O RS TR A B HRUE T 5 Z L2 HE L TR FIAFEE/R IC 71— R
DA DO BEE DN EX LAAWFIHZ ISR SN S Z L3, K-> TIC 1— ROFTAEENIEY 2
=W LI DT, REFIFERSND,

ASETTING (%ol T« ICET HEERESEH)

AREMIE, X2 U T 1B 2EERE SR 2727 LU F O EN TOE 126 L Tifrhbnl T
ZEEBELTVD,

c BHFIIKT AT — Ka v 7 OFHE,

=RV =T OEEZEOEILE,

=RV =T DA HF—F%y MEE TOE B ok,

=B RV =T DA T T AERED L,
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s —E RV = T RS RE DA L,
- HDD m v 7 ¥&RE. & L < 1IW5 SALiERE DA 21k,
c v U7 R OE A RIS L DR EHEEDEE L,

OE.SETTING-SECURITY (%, L ETOEBIZK LT LERLOMEY OREL T+ 5 2 L 2 #UE
LTHEY, AFMHIEB SN D,

433. ZERIT B +0H
BRI T 22X 2V 7 4 3R FFHIZOWTULFIZIHT %,

® T.DISCARD-MFP (MFP @) —R&Hl, BEXE)
AT, 2 —F N SEINE 172 MFP L 0 ESRIRRT 5 a2 48 E LT\ 5,
O.OVERWRITE-ALL (X, TOE 7% HDD O2fEBICHIBRH DT — 4% % EEE T 22 REt L,
NVRAM O A2 I LT 5 & LTHE Y  MFP AR SN SR Z OMREE EITT 52 LItk -
T, BEOWRERITRESND,
L7z o TAREGEITHoxtishTng,

® T.BRING-OUT-STORAGE (HDD A E#LEHHL)
AEEIL. MFP 25 L T\ A EHABREE) S HDD A EAH EN S, £7213AREXR HDD 2350
fFFon<T, 2T —2REEEINLE ZATRBbBESNS Z LIk Y, HDD NO#EB T — %
RIS D AREME 2 THE LT\ 5,
Z Uk LT O.LOCK-HDD-CAPABILITY (2 & W HDD & v 2 86 % R4 % 72 8 OBEA R
— N SIVE O FTREMEIIR S D, EmE S LR A EEE L TV D84 0.CRYPTO-KEY (&,
TOE 7 HDD ICE XA ENDHT — X 25T D500 58 %2 4L,
O.CRYPTO-CAPABILITY (= L Y BBV Fobk TOMs B visre 2RI 3 2 72D OB ER R — |k &
NHTD, GO FTREMITER IS,
HDD 39922564 C, HDD v v 74 7272 HDD 2’3 E S5 2 Ik, b
NIRRT D fERRIE A EET 5728, O.CHECK-HDD (2 X 9, TOE (2 X » TE&E S T\w% HDD
OIESHERBIEIND 72D, Tz 517 HDD [T —# 2 E &AL Z LT, Lo
THBBOREMEIIREEINS,
L7e o TRBBIIH ot snTn s,
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434 HBOEF) T4 AHMIIHT 5+ 0

MO 2 U T 0 FEHIET A2 U T o B HEHC DWW T TICEB 33,

® P.COMMUNICATION-CRYPTO (HE1{&7 7 1 JLDIES{LE{E)

AAEREOEF 2V T 4 FEHE, Ry FU—7 BTN A REMEDOEWER 7 7 A L (et
YR AN, AXx VERT 7 AV) IZOWT, REMEEERT LD, R Tt E
HELTWD,

O.MAIL-CRYPTO 2LV, MFP "o 2—HFHFDO 7 T4 7T 2 PCA~A— VI THEFEIND A
Xx v L7 7 A4 VICK LT, B3 2 86E 4 #2135, OE.CARD-USER (2L v, MFP
MBI T4 T FPC~EMTAHEILIC I—F, 7747 s PCH5 MFP (T 2813 IC
N—REFEFARITANEFAT L L 2TRT D, £2, ZOBEOHEA K7 4 3L OE.DRIVER
WCEVEBT =22 tX 27RO OEFHT 2 2 EnTERSL D, & 512 OEIC-CARD IZ &
STICH—ROFEENEL 22— THDHZ L 2TRT D, Lo TRES 2 U T ¢ FFEHTEk
b,

® P.COMMUNICATION-SIGN (Ef&7 7/ ILDESR)
KO X2V T 4 FEHE, A—/L (SIMIME) % VTN D FEMOEWER 7 7 1 L (X
Xy VHEBT 7 AV) IZONWT, BAEMNTLZ EEBELTWD,
OE.SIGN Ik, MFP 627 547k PC~A—/WZTHEMNEND ARy LEZEE T 7 A
K L TRTBLBMINEN S, 0.MAIL-SIGN, O O.PKI-CAPABILITY (2 & ¥, MFP 7>
La—YHEDITAT 2k PC~A— VI TERBEINDAF Y LB T 7 A WK LT,
IC 7 — F&FIH L CTEAZMHNT 5HRELZ 1T 5, 512 OEIC-CARD IZ L > TIC 71— KD
IBEENIESL 2 —FTHH I L Z2ERT L, LoTREX= VT ¢ FEHTER IS,

® P. DECRYPT-PRINT (Ei{&7 741 ILDES)
AFEOE X 2V T 4 T8, 7y ANEAEKR LERAE IC I — FOFTHEH) OBRBE LT
Vo b7 7 AWK THHIBPNTAD Z EEBEL TS,
O.DECRYPT-PRINT %, TOE %, ZDOKH{b7V o v 7 7 A VEEK LTI IC 1 — ROIHIT,
ZORESAL TV v N7 7 A VO EF AT HE LTS, 52 OEIC-CARD (2L~ TICH
— FROFTEEZIELSFHEIND Z L A2ERT B,
etV b7 7 A NVDOESRBEINB= T 4T 4 THD IC I— REFHAT 5,
O.PKI-CAPABILITY (2 X » CTZDEMER Y R—FEh 5,
L7eRo TARMBOEX 2 U 7 ¢ Fetid, ERT5201+0Th oD,

Copyright © 2008-2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
24 /58



bizhub C253 / bizhub C203 PKI Card System Control Software ¥l T 8—owk

5. isRaVR—R2 FERE
5.1. YhiRHkEE U R—FR > b

AR ST Tl JEHMEa R —3 FE 3 OEHKRT D, KXo U T 4 HEEEFOMEM:, T
VI EFROBEHEIILLTOM®Y TH D,

® FAD RIP.1
FIHET =2 R ONTSF 7 — 2 DR RERET D2 HERT DX 2V T A HBETH D,
> RO WEN

TSF 7 — % OFRAFGHIRE L BUE T D2 LB H L0, A RREOB AR T 2% =Y
T A HEREENRIE, RIRE T — 21269 % FDP_RIPL LM 5720, ARER A3 %
=2 U7 4 BEREEFIIATAE L 7R\,

> BWRALEY S X (FAD) DOEH
FIRFET =42 & TSF 7 —2 DA<, BIGOT—2DFX 2 V7 1 Ziil] Uz BiEE7
W, EoTHLWI T REERLT,
> @ALEZZ721U (RIP) OEH
FDP 7 7 ADY%# 7 7 I U BN+ 2NREFAL T, TSF 77— X ETHEEERELZHD
ThiHD, ZO77IV ER—T7~vEHEH LTz,
® FIA_EID.1

TOE OB T 4T 4 ~DT 7B AT IHEOFMEZRET DXV 7 4 HEEELETH S,
> MhERDWLEM

TOE PMNB= T 4 T 4 DT 7 BAINDITA%KRT 5D TiE/e <, TOE B L0348 =
VT AT ALK LTCHRET AITASDOEKETH Y, KEREZHZTEX 2 U 7« MRe BT
EL720,

BALEYSRX (FIA) OER

T T AT ZBNT DL EZREL TWAHT0, BBIREEO R % = U T ¢ HEREE
ELODDLFIA Y T ANKETH D,

BWRALZ721 (EID) MO¥EMH

AERNFIL, BEFE7 7 IVICH L THNEEILR LT OIS LA S s d, Lo
THLWZ 7 IV EEHR L,

® FIT_CAP1
TOENITHRETHANBZ T 4T 4 DX 2V T A EEEZEFIHT 57-DI12 TOE 2 LB
BEHEHRETAFOOEX 2T s EESTH S,

>

RO E

TOE MM DEX 2 VT 1 HaEEZFIHT 256, AMBOEX 2 ) 7 o BENENICEX 2T
THDHZELHEHETHDIN, DXV T A HEELZIEL < FEWZ 7227972912 TOE A3
eI REENIFEFICEETH D, LOLAZERO LS ei&iTEx =2 U 7 ¢ BB B ICI3f7
FELZR,

BWALEISRX (FIT) OEH

CC/R—F 21T WVH LWERTHDLED, HTILWI TAEER L,

BALZ7731 (CARPL1) DR

7T RAERRIZ CC/R— R 21T VWH LWERTH LD, HiLnwr 7 I U EERLE,
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5.1.1. FAD RIP1 DEE

o VS RE
FAD : &7 — % Ofri#
BEFR D E R : FAD (Functional requirement for All Data protection )

e VSADHE
DY T AL, MET —%, TSF T — % OB Ri#T 25 2 LICEET 282458 5
T IIUNEGEND, AETIZ12DT7 7 I UNFEET D,

— &7 — X #R# (FAD_RIP) ;

® J7IDABHEL
TO77 IV, HIBRENEHERN ZEL T 7 RAENT, KO LERLEA T V27 b,
TSF 75— %037 7B AAFEICT D2 _RE CTIERVEREZ S VWL 2T HHBEHEICHIET 5, 2
D77 2 V%, HEAICHIBRE IR S =8, TOE WIS £ 72FET 5 Al REMEN & 2 I %)
T HIREETRT B,

® JIUR—F FDLANILFIT

| FADRIP  2F—s0BGEREE | 1 |

FAD_RIP.1 : TH/RAGZRIEEBIES ORT — X OERFEERIEH#] 1. TSF i[> CTHIE N5 E
BHELAZT V2l POV Ty bR, BIROE YL TH D WVIEENRY TRRICBWT, COBRD Y
DBEAEERNE BRI CE 2202 & % TSF MRS 5 2 & 28k 5,

EZ® : FAD_RIP.1

WRA 70 IH R IRAE AT O R B SR 2 5 Lol

&1 . FAD_RIP.1

FRENDEHT 7T 4 BT 413720,

FAD_RIP.1 ARNEERFERDET -2 DREHEREE

FAD_RIP.1.1

TSF X, U FDOAT =7 b EONTSE 75— 22T 2 HRIEERIEICBW T, BRIZEID Yoz
PR EDERONEBHATE R THZ L 2RI LRITNER SR BN 7722 pD U X PR
INTSF =— 4D Y X},

TIfE = : L
REHE L
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5.1.2. FIA_EID.1 DE%

o J7IDABHEL
o077 IVE, TOEADITREZY T 47 4 03X 2 VT  HREZIRIET 254, ITHRES
YT AT AMAEILTODZ 5N TR & EHERT D MEMEICTINT 5,
ZO77 IVIEITREZ T 47 4 OESYEORGEEZ ZRT 5,

® JIUR—R FDLARILFIT

FIAED 749 tX%DEE

WFRDE L : EID (External entity IDentification)

FIA_EID.1: [TOE 2607 7B AxtG L 724 IT B 7 7« O 11X, IT BEEx
AT A LTCT 7 v a a2 T HRNCITRET= 7 47 0 OIESYEREE (2 2 CUIEERBD 1I2
B+ 52 L 2gERkT 5,

BZ& : FIA_ EID.1

FAU_GEN v ¥ 2 U 7 4 & T —Z AHN PPIST IZEENTWIUL LLFOT 7 ¥ 3 U EEERNGICTRET
Ho,

a) Hvh RBEShD TR T 4 7 o #ERE &0, ITRET T 4 7 4 #RA B1 = X LOARREHEH

b) HEAR RIS ITBRETVT 4 7 4 #AEHREZ G, [TBRETVT 47 4B A I =X AOFTXTOMH

&1 : FIA_EID.1

UTo7 73 a T FMT ICRBITAEFMIEL E 2 b5,
a) ITWETVT 47 4IRS

FIA_EID.1 TOEMWBLDT IV ARMRLELD ITRIET VT4 T 1 DA

FIA_EID.1.1

TSF X, TOE S ITRETZ T 4T 4 LTT 7 a T 580, ZOITRET T 4T 1 ORBIIC
K95 2 L BTR LR TNIER B0,

FIA_EID.1.2

TSF X, ITRET T 47 4 OBPINTEKM LI=HE, TOENS ITREZ T 4 T4 T57 733
DOREN 25 1R LT e 57,

THRIFERE L RL

KT : L
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5.1.3. FIT_CAP1 DEZ

® VSRE
FIT : IT8Eix > T 4 7 4 & O
MEFRDEDL : FIT (Functional requirement for IT environment support)

0 VSAMABEL
DI TAL, ITREZ T 4T 4 P 8#MET 282 7 40— RAOFHICBE#ET 2 2%
BETH277IUNREEND, KMETIT1 o077 U BNIEFEET D,
— ITBEx T 7 1 OFf (FIT_CAP) :

@ J7IDADEWL
ZO77 IV ITREZ T 4T DX T B E2FIHATA12H7--> T, TOE (243 L
72 DHESIDERITHIGT B,

® JVKR—FRY FDLAILAFIT

FIT.CAP  ITREIVTATADHRATII-HDES

WEFR D EM: : CAP (CAPability of using IT environment)

FIT_CAP1: MIT\RE=T 4T 4 DX 2V T ¢ P —ERFHEEOFES ) 1%, ITREZ T o
TAPRET 28X 2 U T A ELS AT 572D TOE ([ZHEE L 72 5120 BARKIZ %)
J’_{L;j—éo

EXE : FIT_CAP1

FAU GEN t % =2 U 7 4 BEET — X AW PPIST IZEENTWIUL LLFDOT 7 v a VB EERGIZT RET
Ho,

a) b ITBETVT 47 41T 2EEDRIK

b) HEAR ITERETLT 47 4ISkT 2T _XCOBEDOHER (), K50

EH : FIT_CAP.1

UTDOT 723 A3 FMT BT 58 HMEREL Z2 bV,
FTRENDEHT 7T 4 BT 41370,

FIT_CAP.1 TEBEI VT4 T40EX21 YT+ Y—ERFARKORER

FIT_CAP.1.1

TSF (%, [BIf;: TG 7 7y BT S F 2 V7 =Xk LT, 2OV —ER&2FHI 3
ToDIIHBREEN ZRM Ui iE e o720 Bl wd =2 V7 o = EXDEEIZLELRFE DY X ],

TP L

KT : 7L
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6. ITEFXF1UTAEH

ARETIE, TOE Bx = U T 4 BHIZHOWTERIRT 5,

<GRILERIZDOVLT>

TOE [ZM/E L ENbHEX =2V 7 ¢ e 250h T 5, Miediffa R —x> M, CC/3— | 2
THESNTWAbOFEHEHEHL, 7V bE—DOb0EFHT 5, CC/Y— |k 2IZFEi# S 720
FLWEMEML, CC/i— bk 2 EHA LRV T L& Hiax L CGIRBI L T 5,

<tFal) T EEEEH “RE OBTRAE>

UToRIBROFIZBNT, A XU v 7 HOR—/)L FTRENDEEIT. “BIM", F720F B/ &
NTWLZELERT T H—FA4 L TRENDPAXDEZRIHENEETAZY v 7 HOR—/L KT
IRENDEFLIT, T H—F 4V SNFFEIEHN “FEL” ShTnwbZ &amrd, 20K
FEIUT T TR SN D EFIEL, Yk B IEL” SN TEHINL TS Z EERT,

<IKBFEHOBETRAZE>
EIEEORICB W TEEIT “( )” ShifioRENE T0LE. KSTICTHEHA SRS ¥ =
VT A BREEHD T )BT, ETARSTICTHEAT D2 MLERO VKT TH 28545815, FHFEIN
PIZT “EAL722Y Ll LT3,
6.1. TOE® X)) T4 EH

6.1.1. TOE X a1\ 7 1 H4REEH

6.1.1.1. BEEHYHR— b

FCS_CKM.1 BSR4

FCS_CKM.1.1

TSF %, AT OIS 7D Y 2 ICEET 5, FE SN S 8AERT V3 Y XLEI: 58T
T Y XL EFRE ST SRR (B A SHERCE > T B EHE AR L 2T ER 570,

(It ZiED U X ]
15 2 REBRRLR 1EHE - 7Y XA - ERDIR 12708

(Eff: BB 7= XA]
(5 2 BEERAEWL (B 7T XA - BRDEHE 1258

BNt a5 R
% 2 BEEREL ¥ - T/TJ XL - BROEE IZ78

I oL
IR : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—##%R o)), FCS_CKM.4 G L7e\)

®2 BEREN FE-TLITUXL - BROBRK

BEDY R b BEERERTILT XL EEHRE
FIPS 186-2 BB AN T/ =Y XA . 128 bit
- 192 bit
- 168 bit
- 256 bit
=0 3 VKB RE =23 /0% HDD BES-#4L 70 =Y XA (SHA-1) | 128 bit
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FCS_COP.1 EEERE

FCS_COP.1.1

TSF 1. [Biff: D U X FICEBT 5, BESNEREE T3 LB FE 77 XA LG
F B RN e > T, [BIfl: BFEHRIED Y X M FAT LTI B30,

[BIff: fZED Y X P
[F# 3 HEBHRIE TAZYIA - BE - lEEERIEDER) 12558

[BIff: fgFE 7= XA]
[# 8 BEEHBE FALZYUZA - BE - EEBIEDREE 12578

CEIfT: a5 A
[#£ 8 BEEHBE FALZYUZA - BE - EEBIEDREE 12578

IR A ED T % M
(% 3 BHRE THTY X4 - ST - BHREOIF) (<R

TR = : 2L
EA : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—#=E=E% D7), FCS_CKM.4
GEF L72\)

x 3 WEERME TLIVXL-BE-BESREORR

BED R BEE7ILIY XL EEHE EEREDAR
FIPSPUB 197 | AES - 128 bit | S/IMIME X(5 7 — 5 DEEFEE
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | S/IMIME 2%(55— % DREHE
BEBAETY 2 f Z 74 /L DS
FIPS 186-2 RSA - 1024bit | S/IMIME 3#(5 7 — F RFBHED 7= 0 DHiFdE (h5542)
- 2048 bit | DREEE
- 3072 bit
- 4096 bit
FIPS 180-2 SHA-1 N/A X=X DL
FIPS 180-2 SHA-256 N/A A ob—=28Cx X DL

6.1.1.2. # Al & 23

FIA_AFL.1[1] ERRE KRB D E Y LN

FIA AFL.1.1[1]

TSF 1%, [ @arFso VX MBI LT, DB [ EDBRE]L [F111: 775 FTREZ M DIz %
17 3 B ARGE A REZ0 IE D BEEA M DO AR INFBAERAT A U7 & E 2B L R b0,

(Eff: BaFrFZo V< M
c P—EXE— NIET 2 ERXTBEDR
- CENR DT — FEHET S BED R

URI: (/1 IEDFELAE], [F111: 7F2 P REZ2 E D RGP I 5517 S B PR ZGE AT RE 7 AE OB ] -
[Bf: FEEAJRELRE DI - 1~5 WIZE 1T 3 BBEE RIE rJRE L IE DEENE

FIA AFL.1.2[1]

R DOFBRERIT N E R LI RIBUCBIN: #ET 5, & L/o/k1L &, TSFI, [Eiff: 72 a>0 ) X}
ZLRTNER LR,

[RI: #T S5, & Lp-7])
215

[Bff: 7ozl XA
<BHLEEDFT S 9>
c BRAFHA THDIIL, V—ERF— P~DRGFREHS 22 F 7L, CE/NI T — FEFIHT S HTFHEES
z>77938,
« BRAEH TRIFAIL, CE /NI U — FEFHT SR FHES 2> 2755,
<BELEIFD = D DESE>
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FFERIEL U CE GRAF 7 > 2 BEGRIERE & 1T T B, (FFEHRIED S CEFRFF 2 > 2 FFEJ 5 #/EB 75 & AR
HBEB TP 5,)

THRIREE oL

&7 . FIA_UAU.1 (FIA_UAU.2[1])

FIA_AFL.1[2] PR BEFDE Y KN

FIA_AFL.1.1[2]

TSF 1%, [ @ar#Fgo V 2 MU, IR [FIAEDOBENE], [FI1 75 AT RE 2 1B D RGN I %5
173 BPEF ZIE ATREZC IE D B Ml D RGBT E U Te L E 2 L 2 hid e 570,

(BIf;: RarFEso VX M
 BHEE— NICT X T B0
« BHIH NI D — FEHE T S0 R

G [F/f 1 IEDBELA ], [FV1]: 7F28 I RE 2 ME DFEEIN 12 5517 S B PR ZGE AT RE 7 IE DB ] -
(B FEFEAEERE DB - 1~5 WIZE1T 3 B BEEH RE rJgER IE DEENE

FIA_AFL.1.2[2]

RAEP DORFERAT N ERE LIRS BN # TS5, & La-218 &, TSFIX, [ 720U % F]
Z LRI B0,

R #T S5, & L7
=15

[Eift: 72 om0V X
<BUHLEBEDF 52>
« BIFB CHAIL, BBHEE— F~DRFRE b T 7 L, BBHENI T — FEFFT 3R Es
zy293,
« BREAFP TRUIUE, BHEENI D — FEFIFT SRaFHEE 2> 273,
<BEEIFDE D DERIE>
« F—EXF— PRI TRES IS 2 > 2 ERIERE #5177 5,
* TOE DEBHFE 175, (EBHFEN S BERIEFRIE 2 > 2 FFRTE IZEBRIALBE 7 b B, )

T AL : L
5
REFMN : FIA_UAU.1 (FIA_UAU.2[2])
FIA_AFL.1[3] FRRE LMD Y KL
FIA_AFL.1.1[3]

TSF 1%, [ @ar#Fgo V2 MBI LT, R [FIFfIEOBE AL, [FI1: 78 AT RE 2 A DREHIA I #5
V73 BRI ZIE ATREZR IE D BHE ] O AN RNGRAERAT R E U 7e &L 2 L 2T hid e 5780,

(B} ZArEgo VX P
NP P —ERE— NI T2 R T B DG
c NRA Y BHEE— NIZ T2 v X7 3 BDRGE

G-I [Z/111E DBEHAE], [ 7FF2 A REZME DIEEI Y IZ F5 17 & BB R E AT RE /2 1E D#%E]
(B EDBEAE] - 1

FIA_AFL.1.2[3]

R OBFERITNERE LB BIN: &9 3, & Lo &, TSFIL, [Eiff: 7o >a20 U X A
B LR IE 7 B0,

(B #ET S5, 2 L]
=15

[Eift: 72 a0V X M
<BHLEEDFTZ > 52>
IR E DT RTDALZFHES
<FEENFDE D DEEIE>
5 FLREB 1 H B R

N E L

&7 . FIA UAU.1 (FIA UAU.2[1], FIA UAU.2[2D)
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FIA_SOS.1[1] WE DR

FIA_SOS.1.1[1]

TSF (X, W (CENZXD— R) BEIN: EZEIALBERBNCEERT DI EE2RET D A =X A&t
L7220 id7e 5720,

(RIS EZSINLmERAE
“HE 8HT
« XFFE - 92 XFL LD P 5ZHR P BE

T : 72 L

R R/

FIA_S0S.1[2] WFE DR

FIA_SOS.1.1[2]

TSF X, i (BHEEZ XU — ) BEN: EE3ArbBRACERTAZLARIETHAN=A L%
L2 TIE R 570,

(RIS EZSINLmERAE
XFFHE : 92 XFLLDH 7 6 R A5

EE : L
IREFMHE . L
FIA_S0S.1[3] MWE DR

FIA SOS.1.1[3]

TSF (X, % (HDD &z > 2 XX T — N, EBEEET— F) BlEI E&3hzmBREACEE T 5K
AET D AN = XA ERAE LTS 50,

(B EFESAlapERE
- Kk - 2047
- XFRE : 83 HWFLILEDH D 5 B ol gE
BRI @ FREDIFIEN TSI TR,
O FETEHE. BEEDEPFEERESA TV SHEEEELLRL,

THRIREE : L
REFHE . L
FIA_UAU.2[1] T3 RO AEZT

FIA UAU.2.1[1]

TSF 1%, TORHE (P—ERXzP=7) 2479 MO TSF M7 7 & a o 27F a3 280, £FH
B (P—ERXRTP=7) ICHERAENEIT D 2 L AR LRI R B0,

ThIREE :  FIA_UAU.1

IR : FIA_UID.1 (FIA_UID.2[1])
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FIA_UAU.2[2] T2 avRiOF AER

FIA UAU.2.1[2]

TSF L. #0HME (BEZ) #{ATT 50 TSF AT 7 a v #4500, SRAE ()
WCEREER I T 5 2 L TR LART AT R 570,

IXoHE . FIA_UAU.1

&KFHE : FIA_UID.1 (FIA_UID.2[2])
FIA_UAU.6 HE:

FIA_UAU.6.1

TSF 13, FMF[FUS: a3 ZER IS RK DY X MO b & TRIE & B8k L2 1 uide H72guy,

(BIf;: BERAE P ER IS KD U X P
e F—ERXT =T P CENIT— FEEET 385
- BEBNEEZENI D — FEEET 3845
- BHEFIHDD 2 2 DREGEET 384
- BEEE PGB EREDRETEE T 385

X EE : L

&REH : L

FIA_UAU.7 RESNE-FBIEIs—FRv s
FIA_UAU.7.1

TSF iX. #AEEIT-o TV A, [Fiff: 77— ANy 2o VX MEZGERAEICRELZ2TER S R0,

(Bt 7y —F N2 X P
AN IAEXET—F 1 XFEEIZ “*7 DFEN

I EHE L

R7FHE . FIA_UAU.1 (FIA_UAU.2[1]. FIA_UAU.2[2])
FIA_UID.2[1] T L a RO AERER
FIA_UID.2.1[1]

TSF X, =OHAE (#~—E;<:E//w~7) ZRATT Bt TSF ST 7 2 a o Z2FFA T 581, SR
B (PR P=7) ITHBIDBENT D L 2R LT IER R0,

TS E : FIA_UID.l

&KEFEHE L

FIA_UID.2[2] T a rRDFRAEHER
FIA_UID.2.1[2]

TSF 1%, ZOFfHE (FEHE) #RITT 50 TSFANT 7 > a o &2F 4580, KFHE (BHEE)
WZEEBIS R Eh D T L AR LA AU R SR,

TRIREE :  FIA_UID.1

&kEFHE L
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FIA_UID.2[3] T3 RiOF A& R

FIA UID.2.1[3]

TSF 1%, € ORAE (ICH— FFFEHED IC % — F) 2479 50 TSF AT 7 o 2 » ZFFa$ R0,
HRME ACH— FFrEZHEDICH — F) \[CHMBINEIT % 2 L 28R L 2T IR bR,

TR :  FIA_UID.1

KT L

6.1.13. ¥ ) T4 EE

FMT_MOF.1[1] XV TABEDSDIENEE

FMT_MOF.1.1[1]

TSF (%, HRelFI: g UV X MBI DSBS EFNFRIET S, 21T 3, ZEFEIES, DSESFD
F AT SN & (Bt 77 A S zakhy) a2 REMTHIR L 22T id 7R 5720,

(EIf;: g Vv X Pl -
- FBEZBTHEEE
o K —F > FEER TOE FHH5E
o XTI REEE
«HDD 74—~ MNgE (BB 4—~ > F)
- A= oA X

GEIN: DB E N ERET S, 21T 5, FEESES, DSSFOEFHET ]
FEIESHS

(B FFAf Sl S 7= 4
H—E XL =T

IXEE : L
R7FHE : FMT _SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[1])
FMT_MOF.1[2] TXa) T BEEDADELVEE

FMT_MOF.1.1[2]

TSF 1Z. BERE[EIMS: gD U 2 MBI DS S E 0 ERET S, #FIET S, FEFIES, DSHS3E
FE TSI & (Bt FF a7 /2y S ZEMTHIR L 22 T g7 5720,

(BT pgpEo YV = ] -
- T EE X HIERERE
- R P U2 KB D BB

(BN DSBS LN ERET S, #FIUT S, ZEFESES, DSSENFLET ] :
ZEIESES

(BN 7] & 07 i X 17 2 -
frmE

THRIFERE L

RFHE : FMT _SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[2])

FMT_MOF.1[3] XY T A BEDSSENER

FMT_MOF.1.1[3]

TSF 1Z. BERE[EIMS: gD U X MBI DS SE 0N ERET S, #FIET S, FEFIES, DSHS3E
FE TSI & (Bt FF A7 S /2y S ZEMTHIR L 722 T uid 7 5720,

[FIN: fGiE0 ) % M -
N
- BALHERIE
« HDD 1z > 2 (858
- B EHLARIE
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GEIN: DB EFNERET S, &1FI1T 5, FEESES, DSEFOEFXET ] :
FrEIT B
(B ] S Eibth) Sz #2)
EHE
THRIREE : L
RFHE : FMT SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[2])
FMT_MOF.1[4] TXa) T BEEDADELVEE

FMT_MOF.1.1[4]

TSF 1%, MRElBIft: a5 U X MR D53 ENFRET S, 2171735, ZPEFEIES, DSSED
BT SIS & (BT FF Al S 720 S 2 RENCHIFR Ls i iudre 6720,
[Eift: gagp U % 1 -
P B R T 2= TR AFHEEE
GEIR: DS FNFHET S, #1EI1T5, FEFESES, DSSEFENGHETS] :
FrEIT B
(Bt T Sk il S 7= #480
P—E X T=T
TR . L
REM :  FMT_SMF.1 (FMT_SMF.1), FMT_SMR.1 (FMT_SMR.1[1])

FMT_MTD.1[1] TSF T—42 OEHE

FMT _MTD.1.1[1]
TSF 1%, [Blff: TSF =—5 D J X M2 [RIR: 77 30 MEEZRE, [ Ebd, KF, ik HE [F &
D DOEIENT B REN % (B 7P 0] S 2l S 2 BENZHIR L 22 T iz H e,
[Elf;: TSF =—5 D YV X P
« NRAF— P TR
- SIMIME iFEE#E (BBFET/LTYXA)
c SIMIME X >t —241 2z X P =
- BREZ G 7 > 2 B
«HDD 2> 27 NXDT—F
HEEMT—F
G 777 MEZE, &b, K&, kR L [Fif: € oMo#ED -
XZE
BBl 77 o] S 4 72 Bl S 7= )
gHE
TSP : L
1R A7 : FMT_SMF.1 (FMT_SMF.1) . FMT SMR.1 (FMT_SMR.1[2])

FMT_MTD.1[2] TSF T—42 DEE

FMT_MTD.1.1[2]
TSF 1%, [Elff: TSF F— 2DV 2 M&RIR: 7740 MEZE, [oebt, oF, Hlik 55 [E: #
D DEIENT B HE)) % [BIFS 7F 7] X4 727050 S 72 BENTHRIBR L7221 Aud e 5 7au,
[BIf): TSF =—4 D YU X F]
BEHF NI D — N
GRIN: =7 g0 MEZRE, [HiEbt, K, Hikk HE B & oforEl

HE
RV 77 S 17zl S 7= RN
- BHE
cF—ERTT=T
THIBEFE R Y
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| &7 . FMT_SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[1]. FMT_SMR.1[2]) |

FMT_MTD.1[3] TSFT—2 DEE

FMT_MTD.1.1[3]
TSF X, [Elff: TSF =—5 0 U X M8 IR: =750 MEZET, o Ebd, &, ik HE [ &
D DIRIENT B RET) % (B 7F 7] X4 72 S 72 BENTHITR L 72 T 7z H7a 0,
(It TSF 7—5 DV X P -
c CENZRD— R
- CE RFre » 2 bl
GRIR: 77 g MEERE, v abt, 8, HIER HE [FIf: Do ED
XE
(EIfh: A S 72l S 7= 222
P—ERT =T

TR L
R7FHE . FMT SMF.1 (FMT SMF.1) . FMT _SMR.1 (FMT_SMR.1[1])
FMT_MTD.1[4] TSFT—42DERE

FMT_MTD.1.1[4]

TSF 1%, [Eiff: TSF F—5 D U X M2 DRI 7 70 MEZE, Hoep, HE, JikE, 25 [E &
DM DHIENT D RS % BT 7F i] 472 50 S 2 RENMTHITR Lg T iz 57220,
[Elff: TSF 7—5 DY X M -

BT — N

«HDD 2 Z NI D — R
GRIN: =7 g MEERE, [MiEPE, K, HIER HE B oMo El

(B - EDMDBRIE] : BdR

(BT 7F ] S 72y S 7= %2

BEHE
TRIREE © L
R7FHE : FMT_SMF.1 (FMT _SMF.1), FMT_SMR.1 (FMT_SMR.1[2])
EMT_SME.1 EEBEDRE
FMT_SMFE.1.1

TSF 1%, LA FOBEBMEREEZ EITT 5 Z LN TERTER LR\, ¢ [Eifl: TSF/Z 4 o THHEES IS B
BED Y X P
[BIff: TSF 12 ) > TSI S BEPEERED U X P :
- BEEEIC L B EHE R U — PORKEHIE
- BEEEZIC L B EBERA T > 2 R D KB HEEE
- BEEEIZ L ZNFAG— b2 G TR DR EEE
- BEEHI ) BRI I BEEEIZ 51 B EREEFE I I B e D e B RE
- BEZIC L B SIMIME IFEL#E (BBET/LTYXA) ODXFEHE
- BEEIC F B3 SIMIME X > &—24o Px X PR DW LR
- BHEIZ L BIEEL D — FOBBREE
- BHEIZ L BIEEE T — FOXEHEE
- FEEIZ L B3 HDD 2 2 XX U — R DBEREHE
- BEEIZL 3 HDD 2 v 2 NI U — FOKEHEGE
- BHEEIZ L 5 LoEE L& & HIERHERE
- BEEEIZ kB F 8 B L
- BHEEIC ) BRI L I HERE
- BEEEIZ ;3 HDD &7 v 2 5RIEHEE
- BHEIZ L BIEE LR ERE
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- BEEEIT f B P U — 2 RRE DR

c F—ERT = TFICE BV — ERT = TN T — RO IS

s P —ERT = TIC L BEBEE N T — FOKEHEE

P —ERT =T IC kB CEZREEE » 2 BRI D EHEHE

- P—BRT = FITE BV — ER T m TR E S

- F— BRI I= T E BIRER RS

s F—E R TICL B K —F w MR TOE EH

=B RT = FICE B AT I R

- —ERT =TIz LS HDD D74 —~v v MEE (BB 4 —~ > F)
c P—ERL P FICL B = T4 R

THLfEE L
RFHE L
FMT_SMR.1[1] X2 T4 &E

FMT SMR.1.1[1]

TSF (. &EIEIUS: 7F o] Shcah) Sz #EN 2 fiF L2 g huide 720,

CEIRT: 777 vzl S 7= RF
Y—ERTLI=T

FMT_SMR.1.2[1]

TSF (%, FIHE ZRENCBEMA T 22 T 137 5 720,

THLfEE : L
Ecars . FIA_UID.1 (FIA_UID.2[1])
FMT_SMR.1[2] &2 T o RE

FMT_SMR.1.1[2]

TSF 1%, &EIEUS: 77/ Shald| Sz RENE /iR Ligd hud e b 720y,

(Bt 7Fa] i zeatehl] X/ 4N
BHE

FMT_SMR.1.2[2]

TSF (3, FHAE 2 &EN BT T 22 id e 6720,

THRIFERE R

IRFHE : FIA_UID.1 (FIA_UID.2[2])

6.1.14. TOE7 VR

FTA_SSL.3 TSFEBICKDKET

FTA_SSL.3.1

TSF 13, (B FYHEDRHT 2 7 1 7 T SRR G v g V&2 T LRiThide b,

[BIfS: FYFZRIET 2 7 1 7 Td & IR
NR LY BEEDEIET, RIS NFF— f a2 d Zhf] (1~94) 12k > TRES NS

a7k
THRIFERE L
IRk Rl
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6.1.1.5. ¥iiik : £ET— 2 DEFERIRE

FAD_RIP.1 ARNEERERDET -2 DREREREE

FAD_RIP.1.1

TSF X, U FDOAT Y7 b EONTSE 77— 22T 2 HREERIEICBW T, BIRIZEID Yo
PIFTO EDBERMONELFIHTE 2L 5 Z L 2RFEL TR S v [Eif: 7722 7 rDOY X PR
NTSF =—4 DY X P,

LBt 772 fOY X PRONTSF =—4D U X}
<A Tz ;P>
BTV p T A
- REEGZ 71/

« HDD 77 [E[ff 7 7 1 /v
- BB BEEZ 71
<TSF 7=—% >
BB — F
«HDD 2 Z/NZ T — R
 BEIENZ DT — N

TIPS : L

REH L

6.1.1.6. L5k : 7V LR ED KR

FIA_EID.1 TOED DTV CARMREGD ITRIBI VT4 T 1 DA

FIA_EID.1.1

TSF X, TOE 26 IT B~ 5+ (HDD) XL CT 7 v a T 501, TOITRET T 47
4 (ADD) ORI T 5 Z & H R UARTIUER B2,

FIA EID.1.2
TSF X, IT®RELVT 4T 1 (HDD) OB L84, TOE»S ITRE- VT 7 1 (HDD)
R DT 7 v a OB EEIE LTI B0,
TSP B : L
IREMH L
6.1L17. ¥R : ITREI VT4 T4 DFRATH-0DEED
FIT_CAP.1[1] TERELIVTAT40EX2) T+ H—EXFIABOEED
FIT_CAP.1.1[1]

TSF X, Bttt ITBE T 7 ¢ 7 o PSS EF =2 V7 g —E XN LT, 2O —E R &HAT5
=i B Re D Bt L huEe oo Bt vF =2 V7 2 P —EXDBEIZLBLRGES D U X F,
(IRt IT B E 7 7 DR T St F =2 V7 —EX]
B EER I EDL T S EEE
(Bl = V7 P —EXDEEIZLELRRE DY X F]
BT 7 7 A I & REB-(LHERE THLEE X5 /2D D Y 3N — P EeE
IR E L
R L
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FIT_CAP.1[2] TEBEI T4 T40EXF1) T+ Y—ERFARKORER

FIT_CAP.1.1[2]

TSF 1%, [Elf;: ITHEE T 7 7 s BEHT ZEF =2 Vr r —EINCH LT, FOF—ER5FFT 5
ol nBERiEhEER L gz ol [Eith tF=2 V7 2 — EXDBIEIZLERIE D U X F,

(B IT w7 g 7 DS St F 2 V7 7 #— ]
HDD 73%%3/9 3 HDD = v 2 #5E

(BNt d=2 V7 P —EXDEEIZLELRFE D Y X ]
«HDD 2 > 2 NA D — FDEE TS 750D P HN— FEEGE
« HDD &z > 2 BEBE - fEBR 75 72 0 D v — M EFE

TRBE - AL

A . L

FIT_CAP.1[3] TEBEI VT4 T40EXF1 YT+ Y—ERFARKORER
FIT_CAP.1.1[3]

TSF (%, [Ef;: ITHEE T 7 7 s PEMT ZEF 2 Vr r —EINCH LT, FOF—E2R5FHT 5
ol nBERiEhERE L gz ol [Eith tF=2 V7 2 — EXDBIEIZLERIE D U X F,

(BNt ITEREF x> 7 ¢ 7 DPIRHET 3EF =2 V7 v #—EX]

IC % — Fiz TEZ T3 LU F OREEE

@ BEETY > P T 7 A2 REB T 5 HERD 5 HEEE

@ S/IMIME BFEIC TR F+ BB EEL TEEODA »—8 Pz X FEB L
@ LBz FIHT S 7% DDV N — FKGE

(Bl EdF = U7 —EXDEEIZLZELREE ) D U X F]
« LFEQDD 7= 8D DIFEHE X7 HFFR D HT R FBHE X175 HaF GO 15 S ALEE D L AERERE
s LFR@QDEDDA »—5 o P X FDEMROA =5 xR DEFEEILEE DY EHREE
« LRIQD D DLFIRD & P HERE

TP L

KT : 7L
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6.1.2. TOED X 1) T4 RIIEH
TOE |%. —fREI2 A 7 4 ZABREICTHH SN AN EERS TH A 720, pEHFEER OMRGE L
LTCTHn7L v Thsd EAL3 #HAIC L > CTHER TOE 52V 7 o RIEEAHZEHAT 5, FFRIC
WHX2 TOE DX T A {RiFEfEE2E L DD,

R4 TOEDEX1Y T4 RIEH

TOE®F = U T « (RiFEM S e SV

X2 UT 4T —XT 7 F vk ADV_ARC.1

B % SERTR T & LF D BRefhER ADV_FSP.3

T —%7 7T ¥ i%at ADV_TDS.2
A A %IJﬁH%?;MEﬁ4 B A AGD_OPE.1
YA Ffoe & AGD_PRE.1
TR OB ALC_CMC.3
FLAEFR B D CM FHiPH ALC_CMS.3

FA TYA I AP R— b Bl i T X ALC_DEL.1
X a7 4 FEOER ALC_DVS.1

BREIC LD FTA TV A I ALETFTALDOEFR | ALC_LCD.1

A IR ASE_CCL.1

JREa VR — 3 hEH ASE_ECD.1

ST L ASE_INT.1

¥ a VT 04 —4 >y MM X a )T kIR ASE_OBJ.2
WRAELEEX =2 Y7 ¢ il ASE_REQ.2

tXa )T EER ASE_SPD.1

TOE ZHRfHk ASE_TSS.1

TS — D DAY ATE_COV.2

_ T AN L HAREG ATE_DPT.1

T A b

BERET A b ATE_FUN.1

MNET AN - T ATE_IND.2

amm R WEgH M Hr AVA_VAN.2
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tFaYTrE—T vk

6.2.ITEX2 T4 EHIEN

6.2.1. ITEX) T« BEREZHIEM

6.2.1.1. HEH

X2 VT kR GEE IT B 2 U 7 ¢ BREE OISR E TRISR T, IT B =2 U 7 ¢ e
BN D7 L 1 OUEDEX 2 U T o XK FEHCHIE L TWVWD Z A2/ R LTV D,

£5 X2 ToAEKAHMICHTHITEFY

Bl

A
2y
anp

oo

i
_H'_

S
E
op
4

Xl T4 RHEAE

a7« BEEN

INIdd-1dAdD3d 'O

TIV-3LIIMAIAO O

AIN-01LdAHD'O

AdH-103HO'0
OL1ldAHO-TIVIN'O

NOIS-TIVIN'O

ALINIAYdVYO-OL1dAdD'O

ALITIgGVdvO-IMd'O

uIpe18s %

9JINIBS19S X

set.admin

set.service

®|®| ALIgvdvO-aaH-20T10

FCS CKM.1

FCS_COP.1

FIA AFL.1[1]

FIA AFL.1[2]

FIA AFL.1[3]

FIA SOS.1[1]

FIA SOS.1[2]

FIA_SOS.1[3]

FIA UAU.2[1]

FIA UAU.2[2]

FIA_UAU.6

FIA_UAU.7

FIA UID.2[1]

FIA UID.2[2]

FIA UID.2[3]

FMT_MOF.1[1]

FMT_MOF.1[2]

FMT_MOF.1[3]

FMT_MOF.1[4]

FMT MTD.1[1]

FMT MTD.1[2]

FMT_MTD.1[3]

FMT MTD.1[4]

FMT SMF.1

FMT SMR.1[1]

FMT SMR.1[2]

FTA SSL.3

FAD_RIP.1

FIA_EID.1

FIT CAP.1[1]

FIT CAP.1]2]

FIT CAP.1[3]
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1) set.admin, set.service (X, B0ty F2/RLTEY, (@) BN EINAGBEHRAH D &b
X o2 U T o EAENT. o X set.admin, ¥ set.service |2 TxHSATT S5 —EHO B+
v b, BEEF 2V T /R AFHICHRIELTWD Z & ERT,

6.2.1.2. +5 1%

HFEXa VT xR L THEHEND IT X 2 U 7 ¢ eI OWTLLTICHA T 5,

® O.DECRYPT-PRINT (E§&SitFV) > FDES)
AKX VT o5 RAEHE, BEALT Y v F T 7 A MK T D8 E2FHIH LT 5,
O.PKI-CAPABILITY (Z X W #A & 72 IC — REHWT, BEL7 Y > N7 7 A /VIiZxi3 5
Rl EMN T D &, O.PKI-CAPABILITY (2 LV IC 1 — RInbEsE(LT U o b7 7 A V%215
T 570D E LW HimgE (K58 2 eftahn, FCS_COP1LIZLVWKERALT Vv 7 7 A LV DIE
FALEE R ENET B,
Yo TREXF 2V T RIS 5,

® O.OVERWRITE-ALL (&£ LEZHIK)
AKtx VT 4% 78HE. HDD OFT _RTOF—Z izl L. FHAEHE L7~ NVRAM
FOMEEHREZMTHE L TR, HIBRCERT 2 EERALETH D,
FAD_RIP1I2X V., Znoxt8 & T HEHRMDIEERIEIC L > TLHEIO EOFHRONE LFIH T
T B L EEAET S,
Lo TAREX2 T xR TeHIZ s 5,

® O.CRYPTO-KEY (BB 8#4ER)
Atx VT 4R HRITEEL, HDD ICE X AL TR TOT — & 2 5L R EZFH L CTHB{ET 5
oI, BERRE A ERTHE L TEY, BRI BT 2 EENLETH D,
FCS_CKM.1 {2k, 2=03 ) VEAESAAREREICIE T2 =0 X / v% HDD W54 A
J1 =X (SHA-1) ZF|H L. 128bit DR S84 AL kd 5,
COBREEMRIC ko TAE X 2 U T 4 RIEFEHTE - SN 5,

® O.CHECK-HDD (HDD MDIE Zt:rEsR)
AEXa VT 4% RFEHE, AIEZ HDD 23 LIAA TV eWZ & 23 5729, HDD D IEY
PEERFET 2L LTEY, TOE DD T 47 4 ORGEICERT 258 BB LETH D,
FIA_EID.1(Z2 %V, TOE 75 HDD ~®O7 7 > 3 » O HDD Z#3) L. #Blc kit L-5E
X, TESHTWET 7 v a v &aEIET 5,
ZOMREENRIC ko TAREF 2 U T 4 KR TEHTm - SN D,

® O. MAIL-CRYPTO (S/MIME OFIF. KEE1k)
AKX VT 45 HEHE. MFP 2R L CTEDOHTAF v o L-EigE A — LI Ca—HHY
WCEETHBEICHEBET 2 Z L2 HELTRY, BEICET2EEEALETH D,
FCS_CKM.1 (2 & Y [ FIPS 186-2 |29t » 7o L ELE B T L U XA ZFIH L K 5-8E (128 bit,
F721% 168 bit, F7-1F 192 bit, F 7213 256 bit) #4EKT 5,
FCS_COP.1 2k v, FIPSPUB 197 ® AES (K58 : 128 bit, F721% 192 bit, F721% 256 bit)
EZRIALTCAS v LEzWig 2R 51b3 5, (203 SIMIME OBET — X272 5,) F-REM
(2 & b SP800-67 ® 3-Key-Triple-DES (554 : 168 bit) ZFH L CTAF ¥ > LZHEi{g & K51k
T5, (ZHHFEEIC SMIME OXGET — X2k b,) Zibdk@Ee (B8 1%,
O.PKI-CAPABILITY (c Lk v#kpl&sns= IC #— FZH T, FCS_COP1 2k v, &K5idknd
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S/MIME LA EDZAB#E (1024bit, £ 7213 2048 bit, £ 721% 3072 bit, £ 7213 4096 bit) TH 5
FIPS 186-2 ® RSA IZ L W sk S5, E72mET7 L3 Y XAOFKEX FMT_MTD.1[1Jic kY
BHFICRESND,

IO OMEEEMHFIC L VAL 2 U T 4K TENI T SN 5,

<EHEE VX 2 TIHERFT B 72 OIS B A s >
= set.admin &

<Y —bP R V=T X o TICHERFT 27200 LB 7 3mf >
= gset.service &R

<BEEOT-DOKRE, EHEMERE >
INHEHEITHIKRENL, FMT_SMR.1[1lIcL Y —bv 2 P=7 FMT SMR.1[2lic X v &
HE L LCHEFF SN D, -2 OB HEEEEIX. FMT_SME1LIZX W BESIN D,

® O. MAIL-SIGN (S/MIME OF . E4)
AEFxa T 4 MK FEIL, MFP 28 L CEDOHTAF ¥ > LEEHEigRE A — L Ta—VHY
WCEETHBRICBLA EMNMT D E 2 E LA v =V AV A MNEAERTDIZEEZHEL
TEBY, Avb—V XAV A MNIBETLIEEHLILETHD,
O.PKI-CAPABILITY (= X v i#Bl 7= IC #— R&EHWT, FCS_COP.1 (C kv, B4 0 izx
HTHHAvE—VF A=A &, FIPS 180-2 NHET A v v =B (SHA-1, & L<IiZ
SHA-256) X VAT D, £ Avb—TF AP = A MO EIT FMT_MTD.1[1lic X v &
HFIZRE SIS,
COMREEMHFIC L VA 2 U T o RG-S N D,

<EHEZ VX 2 TR T 52O E R >
= set.admin M

<H—ERZ V=T ZEF 2 TISHER T 5 T DI B B>

= set.service &

<EBEHOTDOKE, FHERE >
IHNHEHEITHOKRENE, FMT_SMR.1[1IcE Y —b x> V=7, FMT SMR.1[2lic X 0%
E L LTHERF SN D, 2 6EEMEEIZ. FMT_SME1 IZX VW RBEIND,

® O.CRYPTO-CAPABILITY (FEB{L#texFIAT 5= DHKR— ~EE)
AKX VT oK GEHI, TOE AND T 47 4 THDHEE S LIERIZ I Y, HDD WNICRE &
N5HT—4 &Rt T 5720 OEEEZ TOE 8 HR— 5L LTEY SMBZ T 17 4 OBIE
EYR— T2 2HETIHEMERIMLETHD,
FIT_CAP1[1iC LV | K BALEMRAFEEL T D5 5{biReICxt LT, HDD OF XTOT —X &
FALMSRE CEE S 572D OV AR — MERE A BT 5, 7S Ic VLKLY — Rix,
FIA_SOS.1[3lic X v SWE A kiE &S, FMT_MTD.1[1]. 8 FMT_MTD.1[4lic X v R E1xZ D
ETHEFIZIRE SN D,
ZOBREEMIC Lo TARE X 2 U T 4 KIS S5,

<EHEE VX 2 TICHERFT B 72 DI S B A g >
= set.admin 2
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<Y —bPRZ V=T EEF 2 TICHERT D7 DI LB e B >
= gset.service &R

<BEEOT-DOKRE, EHEMERE >
INBEHAZLT O &ENX, FMT_SMR.1[1lIcE Y —t2rzrv=7 FMT_SMR.1[2]ic X v &
MEL LCHEFF SN D, -2 OB EEEIX. FMT_SMELIZX VW BESIN D,

® O.LOCK-HDD-CAPABILITY (HDD B w4 #EE%F AT 1= DY HR— FEIE)
KXo U7 xR EET, TOEAND= T 47 4 THDH HDD IZL Y, BRE I N7z MFP L4+
WHDRIERT 7% 2% G T 570 08E1EEZ TOE NI R—+45L LTEBY AT 1T
4 OEMEEZY R — T D2 HETIHREMFNPMLETH D,
FIT_CAP.1[2]ic X v, HDD 28928192 HDD v v 7 ¥#Eicxf LC, HDD &2 v 7 /{2 U — K4
B 57200V R— MR, HDD v v 7 #ex fibk3 2720 OV R — MifE2 E8L4 %, HDD
0oy 7 %A T — Kk, FIA_SOS.1[3lic X v SE A #EE & v, FMT_MTD.1[1], K O°
FMT_MTD.1[4]ic & 0 Z O @I EHE ICRE SN D,
ZOBEBREEMIC Lo TARESX 2 U 7 4 %R TEHIR =S5,

<EHEZ VX 2 TR T 52O E R B>
= set.admin &

<Y —bE R V=T X2 TICHERT D72 DI LB A i >

= set.service &

<KBEHOTDOKE, EHEERE >
INOEHEEZITHOKRENT, FMT_SMR.1[1Ic kv ¥ —br 2 P=7 FMT SMR.1[2lic X v &
E L LCHERF SN D, 2 6EEMEEIX. FMT _SME1ICX W RBEIND,

® O.PKI-CAPABILITY (PKI#8e%FIfF3 3 = DHHK— k)
AKX =V T 451K, TOE SO T ¢ T « T D FIA_UID.2[31iC L v i#kB &= IC &
—RIZEY, ZOHETAX Y  LIZEBOKSLEEL, RO ST N7 7 A VEEET
L EEEOE S EOBELZ TOE BNV R— b5 LTRBY =T 47 4 OEEEZ Y R— b
THZEEBRETIHEHNLETH D,

FIT_CAP.1[3lic kv, IC — FAREH T2 PKI BEREICH LT, AF v v LIZE#., KOSk
TV T 7 ANE PRIBSHE CULEE S5 720 O R — MEREZ EZBLT 5,
COBREEMRIC Lo TAE X 2 U T o R EFEHIE - SN 5,
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> setadmin (EBEZEX17IC#HBTL-OICRELZEHDEY )

<E B O FRRE >

FIA_UID.2[2], FIA_UAU.2[2lic L 0 . 7 7 v AT 2R HENEEE TH D 2 & 2 #BERIET 5,

FAREIZIE, FIA_ UAU.TIZX Y, RRVIRESNTE 7 4 — Ry ZIZ A 1 CFT 8T “%7

i L \mﬁ%#f~b¢é

FIA_AFL.1[Bi £ 0| A BEIT LI ARRIEREOG A1, RIROE, 5 B/ SR H D

¢&1®Aﬁﬁﬁ%%fb FIA_AFL.12lic kv | ﬁﬁbf?ﬁﬁmﬁﬂiﬁﬁ(k%[m

ETDH L, M&ﬁf%mimaﬁ7b VB EHE AT — R2FIHT 53T X TORGEERE

y&#éo;®D/7% . BJR OFF/ON 72 X1z & 5 TOE OiE#EhT Xk » THEFREER #%ﬁé
ﬁﬁﬁmﬁu/ﬁﬁﬁﬁ%ﬁ& RSN D, FV—E AT V=TI L A G AR
@D/ﬁm%% EDBEEIC L - THRBRE D,

ﬁﬁﬁmn BT B ARRBIERAEDFATEIEL T & 5 RAER IR EE O BIE O 3% & K OVE LA BGE o

7%%1@%@)ﬂ®ﬂﬂ_ib\£@%t WIS s,

<HEHFRGEESNT=FHEOE Yy v a v OEHE>

RBIRRFE S N2 EHE O® v ¥ a VORI, Spxanbu A v LA FTA_SSL.3
IZRY, R A— a7 A 7R Ltk By a BT T2 L1085 T, AUE
@ﬂyyaV%ﬁK%5&%®”A%ﬁﬂéﬁé CICHBRL TV D, B3Rt —bha st
T OZEE L, FMT_MTD.1[1ic L 0 & ICHIR SN 5,

<EEHF OFIEEROEE e &>

B SAT — K%, FIA_SOS.12llc kv, fESKRIESh D, FEHEFE AT — FOEH (T
FMT _MTD.1[2]ic kv, BHER OV —EC AT V=T ICHIREN 5. BHENEHE AT —
REEFT5551%, FIA_LUAU.6 IZL Y BBiEE D, ZOFGEIECEW T, FIA_AFL.1[2]ic
L0 U CRRPIEERED IR (1~5[8]) (2T 5 &, AP Chiuin 747 L, LIRE
HEORIERELZ MR L, FHENSRATY— FE2HAHATH T X COREEEZzr Yy 735, 208
v 7 JRREIX, EIR OFF/ON 7¢ Xl2 X 5 TOE ORENC X - THERISRE N 21T S, BELAFERER
v 7 BRI AR R I fEbR S B,

<KEPRD T DOE|, EPRERE

INBEEELT O ZENT FMTSMRH]*iwﬁ~EXiyV:7&FMmsMRuﬂm;@%
HEICTHER SN D, £ 6EHMEITX. FMT_SMF.1 (I X v % & &, FMT _MOF.1[2].
EOFMT_MOF.1[BIC L W #0550 FWNAEHEN D,
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» set.service (Y—ERI VS 7P 2tXa7Ic#BFET5-OITRLELREHOEY M)
<P —VE R =T OFRBIFEEE >
FIA_UID.2[1]. FIA_UAU.2[1lick Y. 727 2R THHPEN Y — R P=T7 ThHhH I L%
RBIFERET B,
FOREIZIE, FIA_UAU.TIZE D, RRVIRESNTZ 7 4 — RN Z A 1 LFT &8 “%7
ZiRL, Bitx YA — 5,
FIA_AFL.1[BIC kv | KEDE, 5 R SR AMNE DT THOANZ, 245 L, FIA_AFL.1[1]
W20 e U CAREIEREED EIRfE (1~5 [B]) [Z&#ET D5 &, #iER ThiuErn 747 L, CE
RAY— REHHATHT_XCORGHEREEZ v 735, Zor v 7 ikEIX, CE §8ib#iEn » 7
FRBREEERE DS FEAT ST, CE .ffam v 7 R &R 5 L fEbR S D,
F—b AT V= 7m BT B ARLERIEORIT R T & 2 8RB B 5 o0 Bl D % & 1%
FMT _MTD.1[1]iz & afi%‘t FicHFAT &N %, CERGEn v 7 o E X, FMT_MTD.1[3]
Wk, =R V=T EFICETEN D,

<Y —b R V=T ORGEHFROEH L L >

CE " AT — KiE, FIA_SOS.1[1]ic kv, dEPMIESILD, CE /AT — KOEE T
FMT MTD.1[3 ]mw %—E‘xzy‘y‘; ﬁ%ﬂﬁ&éﬂ‘é F£7- FIA_UAU.6 | cwﬁmmézh
%, ZOFFFEICHE VT, FIA_AFL.1[1liC L HGE L CANEREIEREEDS BIRE (1~5 [\])
THE, ﬁ*—hz:n// 7 DFBFEIRTE %ﬁ#ﬁ%b“( CE /\XU%]\%*IJ)EH*T%S*T’\“C@HMEH%
RBERr Y735, Zory 7KL, CE FiEHEER v 7 EBREREN EITSN T, CEFRRER v 7
MziRiEd 2 fiEREns,

<KEHOT-DDOEE, EHEMRE >

INOEHAITOHEL, FMT_SMR.1I[1Ic LW —bv Rz vV=7 L L THEFF s b, 722
N HEEEESGEIX, FMT_SMF.1 (2 X v #fE &, FMT_MOF.1[1], O FMT_MOF.1[4]ic L v %
DEDLENREHIND,

Copyright © 2008-2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
46 /58



bizhub C253 / bizhub C203 PKI Card System Control Software ¥l T 8—owk

6.2.1.3. ITtEFx ) T4 BEEEHDIKREE
IT %= VT o MREEMa AR —3 > FOKGFEGRE TRIZRT, CC/X— |k 2 THEINHHK
TFHEEMT- S WnWGE, TR ST IZE T 2KGFEfR] OMICE OB %1 5,

6 ITEXa)TAHEEHIVR—Y FOKERRE
N/A : Not Applicable

K ST D¥EEZEN CC/8— k2 R
JVUR—%Y R DIRTEM AR ST [2H T 5 1kFREFR
FCS_CKM.2 or FCS_COP.1, | FCS_COP.1 (—#HFHDH)

FCS_CKM.4, M7= LT bES  BOERAER T LY X ALY
RSN RERIET D &

<FCS_CKM.2 or FCS_COP.1 #—#ii7= L TV /W ER

>

- a=7 X /% HDD 5 bS8 e T LT Y XA
WXV AEREINZE#E R WS BER
FIT_CAP.1[1lic X » IT gz L > THibh b, TSF
XX OERNEZFIATL20HTH Y, Bl O S13/E

FCS_CKM.1 DO BEPEL IR0,

<FCS_CKM.4 % H L7aW B >
CBUELRAER T LT ) ATk 0 AR ST, —
FRERICHERME O & 5 BRI TR ET D LB 2 6D
B, NS T 7B AT D HENEL . BB
IND - OMWHEE EE T 2 MEHEIT R,
- a=7 X /% HDD W5 bk T L3 Y XA
WX VAR SNZH#IL, REINDT —XDZHIZE
WHNCRE SND, EEREHEE~OLEEDOT 7 A
ISREECTH Y | WS EEIE O LEMEIT A0,
FCS_CKM.1 or FDP_ITC.1 | FCS_CKM.1 (—##H& DA,
or FDP_ITC.2, FCS_CKM.4, 7= LTWAHEE : SIMIME 325 — X% O 5o 7-
bodhmaEE AR TS L,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 Z—iifi7- L
TUVWRWERE >
BTV N T s ANVDOE S EAT O LB
FIT_CAP1BIC L Y A > R— 3572, 4R, 4+
HB DA iR— N OB LR,
« SIMIME 34{5 7 — % O BAL D 7= D 4@k o i 51k
24T 9 ABRSET FIT_CAP1BIIC LK W R—Fr&Eh 5
7=, FEER., AN DDA AR — N OREPEL IR,
A=V EA T A NDERICHNSE A v E—I1F
EREFELDLET—ZZO LD THDHH, HAR.
IERDN S DA R — F DB LA,

FCS_COP.1

<FCS_CKM.4 ZiEH L7gW B >
* SMIME 57 — % Ol 5k, KOS 7 Y v b7
TANDEGT, AvE—UFA T2 X FOERIZHN
LHEE, IR O H DR EER I EET D &
EZONDHN, HENST 7 AT HMENELS | H
BIICIEIE SN A T DIRFE A B g3 2 LB /e,
« SSMIME i4{5 7 — % OB 5k 7 O 3@k o g =1k
AT O ARSI ARRIE R TH Y . B S EEEO LBV
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R ST DHEEEEH CC/8— k2
! TIZHI %
avR—%Y R DR A ST 2B+ B KERHZR
1E7R0,
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[1]. FTA_UAU.2[2]
FIA SOS.1[1] L N/A
FIA SOS.1[2] 7L N/A
FIA_SOS.1[3] L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA UAU.6 L N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.2[1], FIA_UAU.2[2]
FIA UID.2[1] L N/A
FIA_UID.2[2] L N/A
FIA UID.2[3] L N/A
FMT_SMF.1, FMT_SMF.1.
FMT_MOF.1{1] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1[2] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1[3] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1[4] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1{1] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MTD.1[2] FMT_SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1
FMT_MTD.1[3] FMT_SMR.1 FMT_SMR.1[1]
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1[4] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1 L N/A
FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FTA SSL.3 L N/A
FAD RIP.1 L N/A
FAD EID.1 L N/A
FIT_CAP.1[1] L N/A
FIT_CAP.1[2] L N/A
FIT_CAP.1[3] L N/A

6.22. ITExa T4 REIEHENR

A TOE 1%, WBE - NBY - B+t x 2 U 7 ¢ 2 flk L2 BREEICRE ShAIH S 5 708,
AKTOE 2T DBRENCB N TR INELRIEST 20 E N DD, —fRiepaisEme LT

PRRE(LAER, TOE

BREEICE S T A b AR N, WEBRIEOBEE N EH SN TWAMLERH D |

FZBREREOHIE, TOE OMAER, X 27 REMNFHRELPMOENATVD ZENEEND, 1
S TR RAE L~V S D BAL3 ORI Z Y TH D,
RE. WRAEEA KA, Ny =2 Th D EAL BNERRESNTWD2D, U THDHELT

AR T 7,
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7. TOE E#y{t#k

TOE Ot = U5 (¥eEfE L 0iE) NS TOE DX =2 U T (AU TOHR TICT—E42R
I, ALEREERNIT, BB OIEIC CHAT 5,
R7 TOEQEFa1Y T A EFNTFO—FE
i 5 TOE Ot * = U 7 1 khe TOE im BRI & DBt
7.1 | FADMIN (& #EHne BRI RE
7.2 | FSERVICE (¥ —t %% — RifE PF—bE AT V=T HERE
7.3 | FE.CARD-ID (IC 71— Rikhigkae) FEARERE
7.4 | EPRINT (K51b~7"V > SE&RE FEAKERE
7.5 | FOVERWRITE-ALL (4 f8i [ # & 4 Rek6e B R
7.6 | FE.CRYPTO (/584 i RE Z O OBE
7.7 | FVALIDATION-HDD (HDD F:iiFt6E) Z D ORERE
7.8 | FRESET GRGFRmIEY &~ NERR) IR, TR V=T HRE
7.9 | ESMIME (S/MIME # = QLR RE) N
7.10 | ESUPPORT-CRYPTO (I 5{bFabh 7K — M HkRE Z DI OREHE
7.11 | FESUPPORT-HDD (HDD = v 7 Bi{EY AR — MERE) | = DM OEE
7.12 | ESUPPORT-PKI (PKI ¥ — ~HERE) Z D OBERE

7.1. FADMIN (EIEE#EEE)
FADMIN &%, SRR AMNST 7 AT HEBEE— FICRIT 2 EHEHNZRERE, BRE (X
TJ— ROEFEREDOEX 2 U T FEBERE L W EHENEET A —HOEX2 U T A ETH
60
7.1.1. BIEEH AR AL

BHET— F~DOT 7B RAERICH LT . T 7 AT ARAZFLEHE TH D = & 2B R OEE

T 5,

O K SILRENAXY TV AMNORAEFENRRT — NI L VFT AEHERIA =R L5 12
45,

° Mfﬁ@%/:x T—RADOT7 4 — RN 7213058/ “%7 ZiKT,

® SEREIZHENT D &, WRERMEIEE Y By FT D,

® SEREIZRHNT B L NRAIND D AT 5$/F‘ﬁx SEREDRAYAN

@ HHIFE /N2ZA T — REFIHT 5 FRGEERE IVl L C 1~5 [B1H & A B38iE R a mnd 5 &

BEENRAT — REFIHAT DTN CORMELZ 0 v 735, (BFHEET— F~DOT7 7 ¥ AZHEST

%

> RIEERRE X, ANET 7 & A HEER SRS L 0 BEE DR E
® WiFtksEm o v 7%, FRESET 2"#i{E+ 5. £7213 FSERVICE (c B}

7 FREREERE 2N AT SN CTHERR 5,

Pl i X v FIA_AFL.1[2]. FIA_AFL.1[3]. FIA UAU.2[2]. FIA UAU.7. FIA_UID.2[2]73 55,
b,

‘j—‘éo
é%@%wu DJEFF% EDu P4
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712 BEEE—FOA— bOJ A4 THEE
PRNENADSEBREET— FIZT 7 AR TV A— a7 4 7L B S OB EE Z T T
oA, BIMICEEETE— N2 /4795,
VL EIZE Y FTA_SSL.3 BNEHIN D,

% 8 NRAIT—FICHAINEZXvI945 L4 ®

FOE 3 His Xv3594
EBESAT K (0~8 H7) AR A EE 92 ST G170 b R AT A
CE 2V — 1 8 fr FARAEF 92 SCF D Hi 5 R ATHE
by — K 20 #7 BRIEARE 83 ST i b R ATHE
+HDD = v 7 "2 — R

7.13. EEEE— FICTRHEE I HHEE

BEHET— R~OT 7 2 AERIZBW CEBEBRFRGEEREIZ L Y EHE & U GRIEREEND
&\ﬂ%%%ﬁﬁ?é&x?;ﬁﬁﬁﬁﬁﬂ%@OH%h\MT®%W\%%@ﬂ%#ﬁTéhéo

7.1.3.1. EEENRRT—RKOLEE

NRENVEVEBRETHD Z LRI SN GE. £HET 5,

0%8_rémé%y77&m6&é£ﬁﬁﬂwib F 0 HFEGET D HERGEA W =X 0%
B35,

® [HRRAEICRENT B &, FRERMEIEE Y &y b5,

® HIFETIL, AN DLDOT 7 ADYE, BHE AV = RANDOT 4 — Ky 712 1 X5
“k” EiIRT,

® HHE NZA T — REFIHT DA RIS O Tl L C1~5[ A & 72 538G A RN 5 &
INENINGT 7 AT AHEHE T — b%m7ﬁ7b BTEHENRAT — REFHAT DT TOFRG
Hrern v 735, (BHEEE— N~OT7 7 BAZHEET5,)
> RMEEEEIL, RIEY 7 & 2B E RIS L 0 EHE N IEET D,

® UEHRED 1 v 71X, FRESET 2 &Ei{Ed %, %7213 FSERVICE 25} 2 HHEFRISED 2 »
7 FREBRARRE DS AT S CRERR T 5,

@ HHARTESNDIEHENRAT— NFER 8 DEFIHE NRAT — RIRENDIH I, T¥T7 7 X004
RENTWDZ & ERAET 5,

UL blz kv FIA_SOS.1[2]. FIA_AFL.1[2]. FIA_UAU.6. FIA_UAU.7 . FMT_MTD.1[2],

FMT SMF.1, FMT _SMR.1[2INREH SN 5,

7132. RE7V RBERDEE

o TIETU‘EZ@;‘:HO)E"'E

POREEREEE I RE D AR, M OMERY 2R ET D,
° TIE77tK*ﬁtHF:ﬂﬂE0)EQE

FRRERREER IERSREIC I I DA IET 7 A HEEZ 1~5 B CHRET 5,
o EMETIA Y 7H%FH'1®EQE

% 81, kFa VT AMBEE LTRAD SR T — REMAETRT LD ThHD, Lo T/RRAT— R LT Dh

BRAFSN TV DX ¥ 77 ZDRENTODN, BAh v 77 ZPRIHFREZR 7 — A TFFAE S LD,
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FHERFER v 7 R %2 1~60 43 CRET 5,
Pl Eiz X v FMT MOF.1[3]. FMT MTD.1[1]. FMT_SMF.1. FMT SMR.12IRZEHR N5,

7133. A— FAOT A THEEEDETE

F— b a7 A T7HRBIZBITARET — ¥ Th D/ 3%V A— ~a 74 7K & DL SR 3 Re &
TRET D,

® A — hu F A T :1~94%7

Yl kic X v FMT_MTD.1[1], FMT _SMF.1, FMT_SMR.1[2]AEH SN 5,

7.1.3.4. HDD Ay ¥ ¥4 RED IR TEHERE

<HEERE ON>

OFF 75 ON 2T 5848, HILSRESND HDD 1 v 7 /RA T — KNLLFOME Zi7- LT 5
ZEEMRRET D,

® ¥ SO HDD 1 v/ /RAT— RIIRENDHHNE, F¥ 77 XSS,

® 1 ODX T U X THERINZ,

PL k2 kv FIA_SOS.1[3], FMT_MOF.1[3], FMT MTD.1[4]. FMT_SMF.1, FMT_SMR.1[2]73%
Bahb,

<HDD © v 7 )R A T — R H >
HDD v v 7 RAT— REEHLTLH, BEXKEINDS HDD 1 v 7 "2 T — K&, FHETHD
ZLEEHRGES L, BHOFHBRE SN XA Y — KRB ZT- LW b 5E, BRI 5,
® K BIIREINDFY T/ X675 HDD vy 7 XA TU— R&ZWE7T 5 HDD vy 7 /XA U— R
MEA =X L %R MT 5,
® BAETIX. HDDr v 7 XA TU—RKANDT 4 — KXo 7121 XFE*R"E2IKT,
® il EIND HDD 2 v 7 NA T — NI FOME 2072 L TW\WD Z & ERaEd 5,
> £ 8OHDD v v 7 RRATU— RIIRINAHE, X 77 X0 OEHRINS,
> 1O0x v 77 X THRSLZRW,
> BITERXEINDMEE —FH L2,
PL iz X v FIA_SOS.1[3]. FIA_UAU.7. FIA_UAU.6. FMT MTD.1[1]. FMT SMF.1.
FMT_SMR.1[2]3FEH N 5,

7.1.3.5. EEEL#REDENERE

CXIE b 24T 9 W B LA AS MFP (235 LTV B 3A O B3 E )

<®EEERE ON>

OFF 76 ON IZT 256, B LS RESNLHE LY — RBRLLTFOME Zi72 L T\ D Z & & HRGEE
L. FCRYPTO R347&8 N 5%,

® % 8DOHF LY — FIIRENDHHHER, F¥ T 7 X DRSNS,

® 1 ODX T U X THERINZ,

PL k2 kv FIA_SOS.1[3], FMT_MOF.1[3], FMT MTD.1[4]. FMT_SMF.1, FMT_SMR.1[2]73%
Bahb,

<WEBALT — FEE >
ALY — REZET 5, BUERE S AMELY — Faf o, FHETHL 2 LTS, A
SHFHRE SN B RALY — FRBE AT LTV BHAICEE L, FCRYPTO A% S5,
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® K SIIRENDF YT I ANDLRDHMERALY — RERAT 5T — RIA A b = X H &t
T2,
® WAETIX, KR LT —RATIDT7 4 — KX w 721 XFHE “*7 #ilKT,
® THREINDREBLY — RIZLL FOME 27 LT\ 5 Z L 2 MGET %,
> £ 8D FLY — NITRENDHHHEL, ¥ T 7 2D EIND,
> 1ODF ¥ 77 X THERI NN,
> BUERESNDEE —E L,
YL ki X v FIA_SOS.1[3]. FIA_UAU.7. FIA_UAU.6. FMT MTD.1[1]. FMT_SMF.1
FMT_SMR.1[2]3EH S D,

7.1.3.6. SIMIME £ {EH#EEDRTE

EWHE DRIET S S/IMIME BHEICBIMR T 2 868EIXLL F 0@ v,
® T UHIELNGORRE

S/MIME #Ref| HIke D7 ¥ 2 )VE4 2 B ICH R, SERERIR, K OVE ITHEZ ) bR ATHE
® S/MIME i SALiRE (BT /=) X)) DR
® SIMIME 2 vt —UH AP A OFROT NI Y XLEHE

PLEIZE Y FMT_MOF.1[3], FMT_MTD.1[1], FMT_SMF.1, FMT_SMR.1[2]35EH i 5,

7.1.3.7. NRJ— F{EAMEBEBEICBAE T S BERE

BHENEET 5327 — ROWHULICBERT 28mIZ L T 0@ v,
o &fEik b3 X HIFREERE
AEE O EEXHIBROFEITICL Y, BEESAY— K& TR O HE

BT D,
Ll ko X v FMT MOF.1[2]. FMT MTD.1[2]. FMT_SMF.1. FMT _SMR.1

PALREST RSy (RN

7138 . X2 T« ICET SBERTEREE

EHEPBIET 28X 2V 7 0 IZET 28EREMEITILL T O@EY,
® Xy NU—U D DOEBEREOHR, K OHELiE

Xy hU—=ZInbDOEHERELZANMET D EICLY . Fy b U — 7 RHE TOBEREHERENF]
HArREL 725,

YLk v FMT _MOF.1[2], FMT SMF.1., FMT _SMR.1[2IREH SN 5,

7.2. FSERVICE (4 —EXE— FigE)
FSERVICE &%, SR NET 7B AT A —ERAE— RIBIT A2 —bE 213 = 7 ikBIERE
HHE, CE SA T — ROEFESEHE NAT — ROERREDOEF 2 V7 4 HEMEL Voo —1
AT N ET A O X2 U T A HEETH D,
721 H—ERIT VO =7 H IR HEAE

NAAPEY —E AT = N DT 7B AZRIZH LT 77 B AT 2FHE L — Az V=T
THDHZ & a2l L UREES D,
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£ 8ITRENDEIFY T 7206725 CE/RATU— RIZXVIRHET 5 CE ik A 7 = X A 24
%,

CE AT —RASNIOT 40— KX 7215w “*7 2T,

RREICHEN T % &, RERERMEEE Y By b D,

FOREICRIE T 5 &, Axw#gwlﬁ%5ﬂ%xﬁﬁﬁﬁmo

CE /"AU— REFIAT 55 RBHEEEIC B W CGERE L T 1~5 [\ H & 72 DR8FERIE AT 5 & |
CE R"RTU— RZFHT LT XCOFRIEREE 2 v 775, (—ERE—RF~DT 7 ERAEER
T5.)

> REUEEEEEIL, RIEY 27 & A H B ERRRIC L 0 FEE D EET D,

HAFERED 1w 7 1%, FRESET 2 EifE L THERRT %,

L EIC kv FIA_AFL.1[1], FIA_AFL.1[3]. FIA_UAU.2[1]. FIA_UAU.7. FIA_UID.2[1]»332%

shs,

7.22. H—ERE— FIZTIRE S S H#aE

P—ERE— R~DT 7 ABERICEB N T —E AT V=T EBERISREEIC LY — x>

=7 ELTHNERRES D & ITOMREDORIH AT SN D,

7.221.CE/RRT—FDOZLHE

Y=t R T=TTHDHZ k%ﬁwunﬁéﬂ H“D?Fﬁﬂ ﬁéﬂé/\xg%}‘ﬁ) g%{lﬂﬁﬁ_b‘(l/\

L8%6. KET L.

F BIRENDF YT 72 NH7725 CE XA T — RIC L HREET S CE REEA H = XL 424k
T 5,

FRBREICE BN T % &, RRERIEE A U & F T 5,

A TIL NBANEDT 7B ADEE . CE XA —RAIIDT 4 — Ry 721 X545 %7
i,

CE "2 U — R&EFIHT 5K RGEREIC B W Tt LC 1~5 B H & 72 H8GE R A a3 5 & |

N*w#677ﬁ1¢éﬁwtx%%F%D7ﬁ7LIEAXU%F%ﬂ%fé?mf®mﬁ%
RBEH Y735, C&—Hx%~FA@77tx%ﬁK¢éJ

> REUEIEEEEIL, RIEY 27 & A H B ERRRIC L 0 FEE D EET D,

HAEERED 1 > 7 1%, FRESET 2 #ifE L CTRERRT 5,

HHBREIND CERATU—Ri3#E 8D CE /AT — RIRINAHEL. v T 7 X0 DR S
nNTWaZ EERIET 5,

PLkic X v FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7., FMT_MTD.1[3].

FMT SMF.1. FMT _SMR.1[1]3EH I 5,

7222 EWENAT—RKOLEHE

7.2.2.3.

HHENRAT— FeERT D5,
VLEIC XY FMT_MTD.1[2]. FMT_SMF.1, FMT_SMR.1[1]23 £ s 5,

ﬁi@%mu =13 *&g EnOoyvy a)ﬁglgl%
HHF AR ESE A 0 7 VT T 5,

TIrRANRT v 7 SRTWIE, B2y 2 BRSNS,
PLEICX v FIA_AFL.1RIDNEHRH SN 5,
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7.2.2.4. CEZREEO v Y BRIDRTE

CE #HiFm v 7 B % 1~60 2y THRET S
Pl iz X v FMT MTD.1[8]. FMT SMF.1. FMT SMR.1[1]3EHH < 5,

7225 U—ERI VS FREEDETE

=R V=T RO AR, AR ET D,
LI Eic X v FMT MOF.1[4]. FMT SMF.1, FMT SMR.1[1IEH S 5,

7.226. TSF T—ARIZEET HHEENDEIE

P =R V=T N EET B TSF 7 — Z |84 D EIZ UL T o v,
® HDD 7 4+—~ v MErE (W7 +—~ > )

HDD (27 7 A V¥ AT N CTHIAT 28 BT — % ORI %2 £ X A TeRERE,
® (=% T A ApHE

NVRAM (ZFE XA FN 5 KR EE %2 T HAMREEICR 720 OHE,
® AT AKRE

RC-232C %1 L= U 7 OVEHGE 24T WIBRIFSE D A 7 ) 0 2 %47 9 B TE,
® R IKTERE

MFP O% AR — ~ht o & — Ll L, MFP OBEIRRE, FIRIEEE O E ® 4 &85 2 e,
® (X —xv ~NEH TOE % Hriie

Ethernet %71 L C TOE # # 7 o 11— N4 5 HERE,
Pl Eiz kv FMT_MOF.1[1], FMT SMF.1, FMT SMR.1[1]13FEH EN 5,

7.3. FCARD-ID (IC h— FERI#aE

F.CARD-ID &%, W55t 7" U » M#RE. KT Scan To Me #6824 FIH 3 2 Al MFP (246t S
TW5 IC 71— F%& MFP 25i#n 4 2B88ETH 5,
LLEIZ XY FIA_UID.2BIAEH S D,

7.4. FPRINT (BES1E71) > F#EE)

FPRINT & i, BB L7 U v MERRICE T 28X 2 U 7 1 HEETH 5, FIRIERIEICK L T,
F.SUPPORT-PKI (2 L Y AF L7 3LimsE (K588 (2K 0 ESABEREET S,
® 55TV v N7y A NEE ST S0 EE (K58 (168bit) 1L, SP800-67 12Xk > THL
EEN5 3-Key-Triple-DES (2 X > THESZ S5
Pl Eic Xk FCS_COP1 NEHRSND,
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7.5. FOVERWRITE-ALL (£f8i8 & = HIPx#aE

F.OVERWRITE-ALL & (3, HDD O 7 — & $32 13 S bR 2 5174 5 & 32 NVRAM (Z#E &
NTWH/RRY — NEORREEZ YL 5. HIBR, if:aifm,ﬂ;ﬁ{témé&%ﬁ% (LT O Y) T
%o

<HIfFEhHx% : HDD>
Kb 7V v h 77 AL

® REWERT 7 AL

® HDD & A{FEG 7 7 A /v

® Wi 7 » A )L

<WEIL TN BHXR : NVRAM>

@ EHIE AT — R

® HDD = v 7 ffEDEfE#E (OFF) -« “HDD v v 7 RAU— RRPEEIH S,
WS L RE OB ERX & (OFF) <o B LT — R EIND,

HDD (cEXATeT — %, EX ATl EHIBR ST, FADMIN (28 T E S 415 el E
LXHIBREEOHE X (R 9) LU TETEND, HDD v v 7 Hfe, K S{LHSEEIZEMERR &3
OFF SNA - I2koT, BEINTWE HDD 2y 7 2T — R, BE{LT— RBFHTE72<
A

YL b2k v FAD_RIP1 BRSNS,

® 9 REHOLEZHIROYA TELEEZDHE

7K LEEINDT—FEATLZDIEF
Mode:1 0x00
Mode:2 L = &3 = 0x00
Mode:3 0x00 = O0xFF = {iL¥ = Hir
Mode:4 il = 0x00 = 0xFF
Mode:5 0x00 = O0xFF = 0x00 = OxFF
Mode:6 0x00 = O0xFF = 0x00 = OxFF = 0x00 = OxFF = &L
Mode:7 0x00 = OxFF = 0x00 > 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = 0xFF = 0x00 = O0xFF = 0xAA = il

7.6. FCRYPTO (RS 824 RBERE)

F.CRYPTO &%, ==%=< //1/5'Hﬁc'ﬁ$%1@lﬁ Lo THESND 2=0 3 /L% HDD K =4
k7)) XA (SHA'1) #FHL, HDD ICEZXIAENE TR TCOT— X LT 272D D
A ERT D, =8I /% HDD K584 7 V3 ) XA (SHA-1) &1E. FIPS 180-2 23 #i
ET 5 SHA-1 #F|H L CHF 582 4T 567 0TV XA TH D,

FADMIN (28 TT 7 & AR &N 2B 5 LR OEER E BV TR B{b Y — R E S
He, a=na3 /¥ HDD B E5#ERT7 V3 U XA (SHA1) #HAVTHZ{IY — K75 128bit
FEOWSH#EERKT 5,

PLEICE Y FCS_CKM.1 NEHEN 5,
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7.7. FVALIDATION-HDD (HDD #&5EH£8E)

FVALIDATION-HDD & (%, HDD (Z HDD 1 v 7 NA T — F&RE L TV HEAICB W T, RIE
72 HDD MR E SN TW W T & A RGEL ., IESMENHER SN-5E721 HDD ~OfiAiA A, FHE
ABEHFRTHT =y JHERETH D,

HDD (2 HDD & v 7 R2A U — FARE SN TV 554, TOE EEiFE o HDD #ifEf:RIZB VT,
HDD ORAT — X AfRBEAT S, AT — X AREROFER, HDD 1 v 7 /XA T — RBHENICHEE S
TV ZENMEINFEAIE, HDD ~O7 7 A% %A L, HDD B v 7 XA U — RRHBEINT
W Z ERESINHGEIX, RERFREMERH D720 HDD ~O7 7 B A2 ST 5,

A EIZE Y FIA_EID.1 NEH NS,

7.8. FRESET (FREELBaE% v FHERE)

FRESET & [ H@'@%wuuﬁ CE 3L i\DlI\TTjjlj/}‘D/y L/f\_ j]'j/]\bfuuuuﬁgi
lE#aE )y LT, vy 7 2RI HHRETH 5,

O CE RiI#aen v & fERR LR MEEBE
FEEBEIC L 0 3T 34, CE Gk r v 7 KefE#2 12 CE BRGED KM Z 0 7 V 75 Z LIk b
vy 7 EERRT 5,
PLEIZX v FIA_AFL.1[AEHRH SN 5,

© EHEDIMEED v U ERRDLIEREE
FEIO OFF/ON L 0 ST &0, BEETEIE R v 7 RE% IE B RERE O R a# %2 0 7 V 795
Zlickvuey s 2ERT S,
YLz X0 FIA_AFLARINFER SN D,

7.9. ES/MIME (S/MIME B§& 0325 8E)

F.S/MIME &%, (D) A% v L-H{##E% SIMIME Ca—VBEFIZEET LI, A%y
LTEWgER S L, KOBEA T AMETH D, BA LML FSUPPORT-PKI 2 XV IC 71— R3MT
I, AHEEICBWTERAICHWA A v —UF A P A MEAKRT D,

5 - A R >

® FIPS 186-2 WHET 2B MELE LR T VTV XA LY AF v v LEEEBREZRE BT 57200t
e (R eHt) AR5, (FFE#ER X, 128 bit, 168 bit. 192 bit, 256 bit D W\ FNNTH 5,)
PLEIZX Y FCS_CKM.1 NEH SN,

< AF ¥ EBOR B>

® XXy L7-mifgik, fmdE (K58 (128 bit, 192 bit, 256 bit) % T, FIPS PUB 197
WX o THESIND AESIC L - T E{bEn 5,

® X%y LML, Homgg (K28 (168 bit) Z VT, SP800-67 k> THESND
3-Key-Triple-DES | L > THAfb b
PLEIZX Y FCS_COP1 NEHEND,
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<Wg S HEORE 5k >

® AXy LW aEs{bd B0 med (K548 13, FIPS 186-2 23 HliE3 25 RSAIZ LV,
Kb d,

® ~ O FSUPPORT-PKI IZ L Y FIH S A ABRSEOHERE X, 1024bit, 2048 bit, 3072 bit. 4096
bit DWFNNTH S,
PAEIZE Y FCS_COP.1 REH NS,

<AvbE—UHA Tz A NEE>

® XXy L7-Wifgi%, FIPS 180-2 BHlET S/ vy v =B (SHA-1, & L <X SHA-256) 1T &
D, AvE—UF A= X MNPEREND,
PLEIZX Y FCS_COP1 NEHRHEND,

7.10. FSUPPORT-CRYPTO (RS LEMRHHR— MgaE

F.SUPPORT-CRYPTO & (%, TOE » & HF S LEARIC X DHF S LSRE Z BES T 5 7D OBEEETH
%o

HDD ICEXAEN LT RTOFT —Z 2% LT, FECRYPTO |2 & W ARk & 7= 554t 4 i S b AR
W2y b L, BRI TR BB 24T 5, F72 HDD oA S a7 —
ZIZX LT, R FECRYPTO I X VAR SN E#EA2RE SLERICE v ML, B LERICT
HELEE1TOE D,

PLEizX v, FIT_CAPIINEHR SN,

7.11. FSUPPORT-HDD (HDD B 4 #){EH R— ~#AE
F.SUPPORT-HDD & /. TOE 75 HDD 12 X% HDD & v 7 MSEE A2 BE S 5 - D DREEETH 5,

<HDD ® & v 7 JRHE % R FRALEL >

MFP 2@z, HDD @ HDD = v Zffelc L B v v 7 REEA RIS T 5 7= O OfERALR 24T 5 .

® HDD 2% LT, NVRAM IZf£& SN TW5 HDD 1 v 7 82 T — R & W TR LERER 2 E i
T 5,

<HDD v v 7 /8 AT — ROZEF|ZHS L >

FADMIN 75, HDD 7 v 7 /82U — KOEFFRE SR 21T 9,

® HDD (2% LT, NVRAM ICf£E SN TWAH HDD 2 v 7 82U — R E#H LWHDD 1 v 7 /82U
— R& HWCETAIRER % L 5,

PLEIZE Y, FIT_CAP1RIMREBIND,
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7.12. FSUPPORT-PKI (PKI HH— #4E

F.SUPPORT-PKI & (%, TOE 75 F.CARD-ID (Z X Vil s 72 IC 1 — RZEMESE 5720 Dk
RTHD,

< S ALEAE >
® oI/ dtmek (58 % IC I — RIZEfT L, IC 7 — N Tl (K58 s
HafTht, ELJES Lol (o) 205,

B LR >
® FSMIME IZXVAERLIZA vE—V XA V2 AN (AvE—VD Ny afl) % 1C I — RiZE
L. BARHEZITOE, AvE—UF A VA MIHTHELWEAEZZITIND,

<IN B ISR
® IC I — FiIZRiWEDLEZITV, IC U — FNORXBEE (FU 2 NaEiE) 22T,

PLEIZX Y, FIT_CAP1BINEB ZN D,
---J;LJ:---
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