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MAEF—BEREINTI)UNT —2EHERET 5012, MFP DIEME/ AR IILMSI—H—ID &N
RAJ—R#AAL, BiEhdE1—F—ID [TRIGLIZTIUMEE DRI THARRTEINS, FIRE
[FZDYRMOSENRIFE R, £ ILHIBRDIETRMNATEEE LD,

o HERRYIRIZIEREE

B 3 [ZIXRTRENTULAEWL HT ET7 IR R—RHAoBRBRYIRIZRF Y T—RET7IRZIET
—RERINT D ENTTHETH D,

AEX YT —AEHBHRYIRIKENT BIZIE. FIRAFEHL MFP DIRE/NRILHSI—H—ID &a—
H—/SAT—RZANSE T, BHASNDERT YU EEEDFI AN TREICEY B/ RIS Ty
VIRTRETAHIEIZKY NT NEFBEHEARY . REN—F T RVEBIZERET 5,

T7IRRIET—2EHBRYIRICHENT S5 EI2IXA—Y -2 X THhT . AREFELEEREE
NLUTHEGHEFEIOEONTERIZIFIRZET —AD>6 EEHICRERRYIRZEELLZRE
T7IARRET A . BEMFOEEEEC LD I7IRRET A . EERTEDI7IRZIET—4
RENFNIEESN-BERRYIRICEBMICEMEINECETREEE LD,

ZiFSnf-a—Y—ID ZEDENBERYIRIE, — B BE MR/ SRV, CWIS F=[ERVb
D—ORX v F—21—FTA)TADDL1—H—ID E/XRT—FHEAHTBEMFP (FRERIZEEFINT-1
—H—ID ENRT—FBR—HIT 5D EFvIL. —BLIIGEDHRIANEILRYIRRNDT—42
ZFHER T HIENARELEY . R LSRR, BIBRDIEIMED AIREL TS,

O—fEFEE. SA ICLPHEBRYIRDIEHE

-ERBREERYIADIERK
—REFIRE. SA N, BERRBRVIZADERBIEEEITIE. BRHBEEBRYIADMAEBAITER
2. ERBEBR VI REERLI-— R AEFANER. SA HAFERIBRESN-ENRERRVIX
PEREINS,
ERHBERYIZDHIR
BERBEBRYIAOAEE#INFERE. — AT AEBER. SA BAlFERN—BLIEES. 20
BERRERYIRIZET 5. ENRBRYIZADHIBROIEENFAIEIND,
ERNBRBRYIADONET—IDER. XET—HORYEL. XET—2DHIK
BRI ADOEE#IFERE. — AT AEHER. SA HAFERN—HLIEZE. TD
BERBEBRYIRIZET S, XET—HDEF. XET—FORYHL. XET—2DHIBRDEE
Hrarsnd,

HEABRBRYVIRDOXET—ADER . XET—2OWMYEL. XET—2DHI
HERYIZAN, £ARBRYIADBE. TOHXAFERBRYIRIZETS. XET—2DEHF. X
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EF—AOMYHL, XET—2OHIBROBRIENHTEIND,

Q—fRFIAE. SAICLEERET) U MDIRE

XET-ADER

XETFT—ADNBHOREETIE, —RFAE. SA NEO>—RABEHNERE. TOBHET)
FOFRFEEFINERICHELLEE T UMMERSN . ZOEE TV UMINET AN &KL
%

XET—HADHIR. XET—AOmMYHL

EET)ULOMAEHANERE, —RMAEHAER. SA BAFBRN—BHLIGE. —K&FIA
E7OER, SATOERIZHLT,. ZDERTIUMIBET S XET—HOWMYEL,. XET—42D
BIBRDIRIENFFRISN D, XET —2DHIBRDBRENITTHNL L. TOERT U MLEIBREINS,

QEMEREICLLIEAFRBRYIZDER. £ARERYIXDOHIBR. ERIFERYIZDIERK
LERBREAR Y XD B

BREEZEDGS . HAFEERYIADERRE. ARERYIZDEIRIZENFTINDS,

M EEE DB S, ApeosWare EasyAdmin MoDH TR THDEFIL—HF—IZx T 2ENEE
RYVZXDIERL. BRIFERYIXDEIBRIFRIENS

DEWMEEEICRIBRBRRYIADEE
EHEEEDBS. IXTORBRVIRIHLEARK YV ADHIIR. XET—2D&FE. XET
—ADHIFR. XET—2OMYHLDIREEHTT S,

OMMEERSE. SA ICKDERTIULDIRE
HHREBEERELU SADBE. TRTOEETIUMIHLXET—2DHIR. XET—2DHRY
HLZHFAIT %,

1.1.4, DRATLEBELX1)TEEHEE (TSF_FMT)
DATLEBELX )T EEEREE. HOBFEDIABENFANGIEREF-E 502, VR T
LEBEE—RADTICREVATLEBEDHZFHIRLT, SFrAISN=V AT LEBEDAIZIE
FERRILBELVRTLEBEISAT UMD TOE LX) TAHEEDSRBERELTRLITOERES
IR

(1) FMT_MOF.1 E¥al)THEEDS5HFEVDEE

FMT_MTD.1 TSF T—4NDEHE

FMT_SMF.1 EHE#EEDYTE
TOE (FEREESN =V R T LEBEDHIZ, FiED TOE X2 To#4HEIZBZR TS TOE SR ET —
ADSHREBRTLER. BLIUBBEOBN/ BNERTET 51— F (37— RER T 5,
FINLOBEEIZEY ., BRSNS X2 T EEBHEELIRET S,

BAENRIDDIETEED TOE X2 TAHEEDREEZSHL. RELREITOICEN AR TH D,
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N—RTARVEBT I LEZTHEREDREZSHRL. AW/ EN. LEZTRROBREEITS

N—RTAROEBET IS BEDREESHBL. AN/ EDDHREEITS

N—FTARVEBET —ABSILXF—DREFTD

KENRILHDODERIFFD/NRT—RERADEREESRL,. BN/ EDDEEETD

DRATLEBEE ID DEREESHEL.ID ENRT—FRDEEEITD

DATLEBRERIMIRRICKETVERIEGRELTSRL. BU/EMN. EBRBOEEEITD

HHEEE ID DREEFSHEL. ID E/XRT—FOREEITO HHEEEDHATHE)

SA. —i&FIFAE ID DREESHEL ID ENXRT—FDEEEITD

AT LEBEFRMEABICKE TV CRIESRELZSRBLAN/EN, EERBDOEREEZITD

A—H—NRT—F(—igFIAE L SA) DR/IXFHHEIRESBLEEEZITD

RERYET—IT—RREREED SSL/TLS BIEDHRELSHRL. BN/ EMH LUVFHFRDE
EEITO

RERYET—0T—REREED IPSec BIENHRTEESHEL. AW/ EDBSLUVHHFROKE
=115

ARV T—OT—2RERKEED S/MIME BIEDHREEZSHEL. BN/ EDSLUHHIFRORE
E %175 (ApeosPort-TI D &)

A—HY—RABEDRTEEZSHEL., O—HIL R/ BIDHREFITD

Bft. BRIZSRBLEREZITO

FORTLEBEIZAT UM S Web T H%ELT CWIS BEEICKY. TEED TOE ¥l
TAHREDETEEZSRL. REEFETOIENARETHS

HHEEE ID DRTEESEL. ID E/XRT—FOBRTEEITO HHEEEDHTTEE)

SA. —RFAED ID BEEZSEL.ID ENXRT—FDEFEEETD

AT LEBERMERRICKET IV EREGHRELZSRL. BW/EN., EERBOEEELITD

A—HF—/RRAT—F (—fgFIFAE L SA) DBR/INXFHFIRESHBLETEEITS

XA TAEBEO T BEDREZSRLEN/ ENDEREELITS
(BEEE. EEOVE9TRYYDTFRANI7AILT, VAT LEEBEISAT7URPC LIZEHA
—KRg BT ENTTHE, )

RERYET =0T —RREREED SSL/TLS BIEDHRTELSHRL. BIN/EVE LUVFHRFRDE
EEITS

RER YT —HT —2{REHEED IPSec BIENRTEEZSHEL. BN/ EDELUVHMIEROHKTE
115

RNEBR YT =0T —RREWEED SNMP V3 BIEDHRELSHL. A/ EDS IUVFMIFRDE
EEITD

SNMP v3 25/ SRT—K DR EZEITS

RERYET—IT—REREED S/MIME BIEDORELXSRL. B/ ENH JUFHMFBEROR
E %175 (ApeosPort-TI D &)

X.509 ;EAEFER/ 7y O—R/F 00—k %

A—H—RMEEDREESHBL. O—hIL B/ EDDREEITS

F-AK TOE [TLRTFLEEESISAT UMD ApeosWare EasyAdmin #BU TR SN -4 E
HEDH (SA [THR—FN)IZ, FTROEF LT HEEEDSBERTEEITOIEREHFAT 5,
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o HWHWEEE IDDERTEEZSHEL.ID ENRT—RDEEEITD

o SA.—EFIAE IDRELTSEL.ID ENXRT—FDEFEEETD

o KEKNRRIHDODBIEED/NART—FFERMEDSBERT

o I1—Y—FRIMEDNKREESEL. O—NILERI/ENDHREEITD
o HBff.BAESRLEEEZITS

(2) FMT_MSA.1 ¥a)TsEHOEE
TOE [FL AT LEEEDHIZ—RARAEBFNEFROBREEZRE S 5,

(3) FMT_MSA.3 # B E#HEA1E
TOE (3@ T 74 )L MEZFIRIET B,

(4) FMT_SMR.1 t¥aUT4&%Z|
TOE [P RTLBEEBEDRIZHIFL. TORENZATLEBREICEHEMTTLS,

1.1.5. ARMR—IUDZTFIRERIR#EEE (TSF_CE_LIMIT)

AR —IU S = TRAEFIRMEE L. DAY —IU S FAV AT LAEEE X1 T4 5 EE
(TSF_FMT) 2T 3 REDSBE LUV EENHELNESITHRANY—IVS 7D RT LEEE
E—R~DIREEHIRT S48 TH S,

COBEEIZEY, ARAMR—IVSZ7ORYTELICEDRELEEAH LA S,

(1) FMT_MOF.1 E¥alT#iEDS5FEVOEE

FMT_MTD.1 TSF T—4ND&EHE

FMT_SMF.1 EEHEEDHE
TOE [FFREESNT-S AT LEBEDHIZ BE/ARILE CWIS Mo DAY —I U D= FIREHIR
WREICEAT A TOE RET —2NSHRERTLEE MEEDFM/EM D=-HD1—F—(053T7x—
AERET S,
FIOMEEICKIYVERSNS X)) T EEBEEFIRET S,

(2) FMT_SMR.1 t¥a574%&%Z|
TOE I RTLBEBEDREZHIFL. TORIANEZATLEBREICEEMTTLS,

7.1.6. EXaUT«BEEDJHEE(TSF_FAU)

X TAEEOTHEEE. D AT LABEBEICKYI AT LEBEE—RCRESNIEERSH
EZHL, TARTO TOE FAFITHLT, WD, HD EQLIBEEZIT O ELNIFTRPER
BARNUNPIZISEEOCERER., A —FIRELE) &, BRI LHET 500X )T/ EEQT#
REZEIRHT 5,

(1) FAU GEN.1 B58&T—44%/RK

EETHANERIF. ERSNE-EERFARUI, EBAOSIZRBINDIEERTET S,
K28 ICEEDT T—ADFMETT
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EBEATHRARNUMNE ULTORBRERT—2EHIZREIND, !
o Log ID:BEEAJ#AIFELTORELES (1~60000)
e Date: B{tT—% (yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy DLNT L HY)
o Time: B Z|T—% (hhimm:ss)
e Logged Events: ARV LR FR (K 32 HTDEEXFF)
e User Name: F|AE & (RX 32 HTDEEXFS)
e Description: 1 RUKNIETHHNBDERHA (RX 32 HIDEEXFIITHMEITRSRBOIL)
o Status: ANUFDLEBFERELLKE (FRK 32 HTOEEXFITHMEITRESEOIL)
e Optionally Logged Items: 3£ BRFIEB LN EEDT ~RESNHEMFER

Logged Events

Description

Status

FINALADIREEL 1L

System Status

Started normally(cold boot)

Started normally(warm boot)

Shutdown requested

User operation(Local)

Start/End

a—4—§2E

Login/Logout

Login(Local Access)

Logout

Successful, Failed(Invalid
UserlID), Failed(Invalid
Password), Failed

Locked System Administrator
Authentication

Detected continuous
Auhtentication Fail

(R EIHLERT)

BER)L—ZE

Audit Policy Audit Log | Enable/Disable
DI3TRAT—ER
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
TINAREEER

Device Settings

Adjust Time

Create Mailbox

Delete Mailbox

Successful/Failed
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Logged Events Description Status
Switch Authentication Mode | Successful
Change Security Setting GXEEBLRE)

TINAREHNT —E~NDT IR

Import Certificate

Delete Certificate

. Add Address Entry .
Device Data Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log

(2) FAU_SAR.1 BE&ELEa1—
EEOJICRFEINE-TRTOERE. RAHBEIEEFRIET S,

F"TXFARIZAIVELTRET B EVSIBHDRIVAHY . COBEEICKY X1 TEED
5T7F—58% ATRYYDTHFRNIFAIVELT, FI0O—RFRIEMNEED, EXa)T(EE

Oy 7—4%4 00— RF9 58X, Web 50 F%EF A9 SR11Z. SSL/TLS BIEEZHMIHRES
NTWEITIIEGESEL,

(8) FAU_SAR.2[REEELE1—

EEOJOHEAELE. RISV RATLEBEOHZRET 5,

EEOTADTIERIE, VAT LEBEES Web TS5 9 F DA ERTTRET. IRE/RRILHDT It
AT BHIEIFHELL, VATLEEEN Web TS5HHEELT TOE AQT 1o LTWEITNIR,
SATLEBEDRI (AT 1) &ICERTREICES,

(4) FAU_STG.1 RESN-EIE L&
EEEOT DHIBRHEEIIFEELL FELRSAPHRENSRESNTIND,

(5) FAU_STG.4 BEET—BEXRDALL
EEOIDNERICE . RVAEWVIM LRI T TRBSN-EET—2ICLEEL T HLLE
ET—ANERTHILLERERSND,

EXOTHEDARUMNE, BALREUTEHIZNVRAM [ZETFEH 50 #IELT-15E . NVRAM
+toRs% 50 HEET—DODIT7AIL(UT. [BEEOAT I7AILIERES) ELT, AEIN—FT1R
DEBANRFEELT,. XK 15,000 BDARUEREFETHIENH XKD, 15,000 hEEZDHEHE
E. —BHWNAA LRI T CRBSNEEEOI I74ILIDIERGEEL T, BYRLTAIRUES
REkSNh D,

(6) FPT_STM.1 B{EEAMLAREVT

EEIN-EERNRAAVNEEEOT I7AILARERT AEIZ, TOE Ao TW5 o0 v #EE(C
KBEALRB T H#RITT HHEEFIRILT B,
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BFETDRELE(X TSFAMT ICKYS AT LEBEDAHMNAIRETH D,

1.1.7. RAEAYFI—OT—2{REHEE(TSF_NET_PROT)
NER YT —H T — R EHEEE (L VR T AEBE (LY AT LAEBEET—FCEEINETERE
5 OMTAMILBENDESEICELY ., RERYRT—IF— 2R EMBENIREEEN S,

(1) FTP_TRP.1 B{E#8/\X

TOE &Y E—ME (Web I2&B@EY—E R, TUUE—FSAN\REEY—ER. 779XFS54/\H
BEY—ERX, 2y —021—T1)T4RBEY—E X, ApeosWare EasyAdmin @EH—E
ABLUVEEBELE/ AANBREINS MDY —ER) TEX 17T —2RENMRIISNDESLE
E7AraNIZES. XET—E. X TAEBENT T 9B LU TOE RET —HERET SiHE
FIRIETE, COBEENRE, thDBEE/REFEMICRFSN ., TR DRIESNIHRE
FUBREPLRENS. BIET FERETIENZH TS,

@ SSL/TLS FakaiL

VATLEBEICKYV AT LEBEE—FTHREINIZISSL/TLS @EE R, ASRYET
— ) LERNBAIXET 2. EX 1 TAEERT T 2O TOERET—4%RETSH—DELT. .t
FaT7HT—HBEIRIESN S, SSL/TLS FOraLITHELTLNS,

TOE A%}I59 S#EEIC kY. SSL/TLS H—/\FEfz[& SSL/TLS V547U RELTEIET HIEM
H¥E3, Fr=-SSL/TLS FARINIZRETHIEICEY, RTOE EVE—MEIOT—2EE (X, KEE
PHRESADTEANCRET DN E KD, BENLOREIL. TROBEEICKYBET —F%ME
BT BIEICEOTRIET D, BHEESRBIIE IV DRBBICERSNT. MFP KEDEREY]
Mg B, FEtEar DR T ERBIERT 5.

SSLv3/TLSvl ZOaka)LELTE RS BiEHGE DR S
BRMICIE, TEEDOESERA—FDANINEIRENS,

SSL/TLS DEEIERA—k HERESHR/BY (X AV k-
SSL_RSA WITH_RC4 128 SHA RC4/128 Ewb SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA | 3Key Triple-DES/168 E vk SHA1
TLS_RSA_WITH_AES_128 CBC_SHA | AES/128 Ewhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA | AES/256 Evk SHA1

F-BHEAMSDREL, SSL/TLS iEkEaiE 7 OMa/LMD HMAC (Hashed Message
Authentication Code - IETF RFC2104) #e% AT 5FICK>TERRT S,

Web 7547 b ETSSL/TLSBIEZEAMICTHE VAT UM ODERIFHTTIPSZAEL T,
ZELBITNIELESELY, SSL/TLS @IEIX. IPsec. SNMPv3 | S/MIME v 7y 9 5Ri.
FrEORATLEBEN N X1 T4EEQT T34 o O0—R T BRIICEMIERESN TG
(FHIFEBALN,

@ IPSec ZAakajL
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AT LEBEIZKYIRTLEBEE—FTHRESNIIIPSec @ELIZHL., AERRYET—2
LERNBXET—H. X2 TAEEQT T30 TOE RET—5%4GR#ETH—DELT, £+
ATRT—RRIEMNRIESNS. IPSec TARILIZHIELTLVD,

IPSec 7ALaJLIE, TOE L E—FETE D&% IPSec BIEZFITIMNELVST-. MERECIES 7
WOV ZALBEEDINSGA—EEEETEEHD. EXa)TA4TIII—av DELET S, 7YY
I—2avDMELERFBEESNFHED IPPRELABNDETHDREIET —42(L. TOE DEJR OFF £1=
XU tEyhENBET IPSec DESURR—FE—RIZKYBEStEND, BHEESHRIEEI IV DR
IREFICERR SN, MFP RADBERZVIE T 20, FlEE a0 T ERBFISERT 5.

IPSec A kaJL (ESP:Encapsulating Security Payload) EL TA RS iEHEE DS
BEMIZIE. TROEEREEE AL/ Y1 AXDHAAEHLEDANINRIRENS,

HERESAX/BY(X AP EY 1
AES/128 Ewhk SHA1

3Key Triple-DES/168 Ewk SHA1

® SNMPv3 ZokajL

DRATLEBEICKYS AT LEBEEE—FTHRESNIZISNMPV3 BE TR, RYT—0F
BJ7OrI)LO SNMPEFIAT B0, £Xa)T,Y)a—3>D—2&L T, SNMPV3FORI)L
[ZX L TLNS, SNMPv3 O3/l IETF RFC3414 THRESN TS K3, T—2DES 1k
DHEST . & SNMP Avt—S% BT B-0I2FHENS,

COMEEEERT B0(L, FREL/ SART—RETSAN—(BESIL) NRT—FDE A%, TOE &)
E—MF—/INOTEABIZEIRT YT LEITNIEESHL, F/ART—RIEH#IZ 8 XFULTERL
BIFNIERSAHL,

SNMPv3 DFREEIE SHA-1 /w2 B#ZEFERAL., F1-RES1kiX CBC -DES AT 5, HHHE
SRIE I ar ORRFICERIN . MFP KEDEREZUIE T 60, £=EEP a0 T LR
IZHBT %,

SNMPV3E FOra/LELTERB SN A EGEDRESHE

HERES A/ (X AVPEV L
DES/56 Ewk SHA1

@ S/MIME ZObka)jL (ApeosPort-II D &)
VATLEBEICKYV AT LEBEE—FTHREINIZIS/MIME @IS IIZHEL . RERYET—
IELUNEBRIN TV LERNEIXET—IERETDH5—DELT, EFaTHEA—IBEEN
RN 5, S/MIME FORaLIZHELTLNS,
S/MIME BB A— )L DEZEREEIZKY . HEBEBEFA—ILTEETIHEDA—ILEREFR L
TOXET—HADEFEE, £f= SIMIME BLZA—)LDEZEBEEICZKY . XET—2DZREENPH
B#xMHLET D,
HHEESRIEA—ILOESLEBEICERIN . MFP REDOEREVIE T 5. £EA—ILD
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ESIESE T ERBFIHIRYT 5.

S/MIME Faba)LELTEBESN S A—IL B DS
BAMICE. TROKBRESAXE NV 1 AXOBAELEDANNEERT S,

HEREESAX/BY(X NnwaF®
RC2/128 Ewk SHA1

3Key Triple-DES/168 E vk SHA1

1.1.8. 270R7A—+tFa)T14EE (TSF_FAX_FLOW)
T7HRTA—tXa) TR, WARBBEIZHBLTE USB AU 2— T/ ATavka—5HK—
REEHREINTWNDI7IRR—REEBLTCTOEICREICTIERTHIEFITES AREERBZEHEL
SRRV —VICARBERRT 2 ZTEILOERETH S,

(1) FDP_IFC.1 H# 7ty EHRZ7O—H|%H

FDP_IFF.1 BEffit¥Xa T BH%
ARBEFRBRELSNSHEBRYRT—VICAREFERIR T — 22 (TEILVLDO T, AREBFERRZ
ENRELEAREBIET —FEATBRYET—UFEEITELLEL,
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ST B%&E - &G
8.1. HBR:E
A STIZEITHMEEEELLTIZEREAY B,
i EEANE

ADF HEIRFEEYEE (Auto Document Feeder)

cc JE2 Y54 7)7 (Common Criteria)

CE hARI—I 2P =7 (Customer Engineer)

CWIS o BA—) T A A—F v —E X (Centre Ware Internet Service)

DC T 2%)LaE—(Digital Copire)

DRAM BAFIVISUF LT 1A AE) (Dynamic Randam Access
Memory)

EAL SHE{REEL N JL (Evaluation Assurance Level)

nT Efg A H4—=7)L (Image Input Terminal)

10T E{&H A4 —=7 )L (Image Output Terminal)

IT 1E¥R 4T (Information Technology)

IP A 3—2yhFOrajL(Internet Protocol)

MFP TORILEE# (Multi Function Peripheral)
TERMESUAE LT HIEXAE (Non Volatile Random Access

NVRAM
Memory)

PDL R—T5Rih § & (Page Description Language)

PP ZaT74923>7a774 )L (Protection Profile)

SAR &) T4RIEEH (Security Assurance Requirement)
DT IVAR([ZEFRSN-ERMICEES A AR ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SF ¥ 21T 1#8E (Security Function)

SFP &2 To#HEE A £ (Security Function Policy)

SFR &) T HEEE 4 (Security Functional Requirement)

SMTP BF A—/LEETOra)L(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST t¥Xa)FT442—7 vk (Security Target)

TOE FTfixt & (Target of Evaluation)

TSC TSF #l{EEEEH (TSF Scope of Control)

TSF TOE &2 7«##E (TOE Security Function)

TSFI TSF 1242271 —X(TSF Interface)
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8.2. HHiE
K ST IZHITHRAEZLUTIZERAT 5,
s EHNE
. TOE M4 ERIZ3H>T TOE gﬁ%ﬁ?é&‘%ﬁ@:y—‘m%« ERBIZIZ—REF A
EH.VATLEEE, BLXUHRNR—IVDZ7,
SA(System HHEEEND, MFP OMBEEDL TOE X2 T 4EEDRTEEHAS
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