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HER Y 7 AX, ZOR Y 7 ATHESINDGNAT— REFMEMCTHHAT L LItk - T,
?7?Zﬂﬁ%ﬁofwéo7”%7$y721\%@ﬂm@ﬂm%ﬁTéﬂkl*ﬁﬁﬁﬁﬁﬁﬁ
HIR A5,

TOE 1%, /"x/b, F72E7 T4 T PCIOLFy NT—2 %N Licty NU—J 2=y Fnb
GRS AEEERICKI LT, Ry 7 A, By 7 ANOHEIE T 7 A Mt 5 LU T OE/EE R 4 JLBE
T 5,

® Ky ANDERT 7 A VO, FEE, 2747 FPCHrHEDOX T m— K
> EEFHED1S5THS Emaill IZBW TRy 7 A7 7 A4 VOt (SIMIME) 23 7] g
® Ry 7 ANDHEIE T 7 A VDOHIR, Ry 7 2A~OBHE) « 22—
® Ry ZANDEE T 7 A VL OREHIERE W& XA BIRIZHIFR)
@ Ry ADHZHER, NATU—ROEFE, Ry 7 AOHIRRE
® RNy ADBEMUEHKE ARy 7 A, HERY IR, TV —T"KRy 7 ADOFHIZET)

1.4.3.3. 1 —HEREEH4EE

TOE IZ, MFP #F|H 34 2R HEEZHIRT D LN TE D, Xx, Foidxy hI—27 &N LT
7 7B AZBWT TOE X MFP OFHAZ Al Sniza—HFThHhiH Lk 2—HF 1D, 2—H AT —
K% CREBIFRRET 5, BIFRGENA RN T 2 &, TOE (X2 — 2kt U CHARBEREL R v 7 A8
%ﬁfwﬂ%%ﬁ7¢5

—PRIED HFRUZIE, U TFIORT WL OO X A TSR —FLTWD,

O  KKEER
MFP ffilffi=> v v — £ HDD (22 —% ID, —W/R2ATU— R&%4 L, MFP (2 CEEET
% 1

© HSERY—/\EER
MFP &AEMCa—P ID P2 —H X2 U — RE2EHET 47 ¢ AN LAN T%‘{ﬁiéﬂél_
PIERE Y — N B2k S =2 —0 ID K2 —H /2T — K& T, MFP 12 CRRGEL
FRAITVN, BRFE9 5 S, Active Directory!, NTLM2, NDS % &b\of_%ﬁéﬁt@jﬁgﬁ%‘ﬁ‘ﬂ‘ ]\
LTWEM, KSTIZBWTHET M — FEAED UL, Active Directory OFI|H 77— A
DHEF D,

! Windows 75 v h 7 4 — LD % v kU — 7 BEHC T —PIE® & — TE T 5 7251 Windows Server 2000 (Z#1
LK) MR 57 0 Ly U —E 2D HR,

2 NT LAN Manager Ols, Windows 77 » b7+ —ADX v b7 — 7 B Co— @A —TE T 5 7-HIC
Windows NT 232(t9 57 4 L7 MU —ERIZEB W THH SN D RFEHT R
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1.4.3.4. ERP9EREEERE

TOE %, MFP ZFIH 4 28 HE LR T/ — B 7 LTEBT 2 Z L8 TE 5, HMEEE
U TSRS DS 5,

O aA—YREEFHAAX
=PI FORM ID Z3%E L, = —F OFEERFIZATREERFI OFM ID & BhE-S1T % J573K
@ fEREFEAX
AERP ID IZRE S LD /S A Y — FIZ & o TRERE S NI B I 45%H M ID & BT 50730

1.4.35. EEEHEE

TOE (%, PRAFSNI-EHE TSN EET 2 Z E NAREREHET— NIC TRy 7 ZADEH, KK
TEEDOBAICBIT D2 —FDFEROEEL, K v b U — 7 LCHE LS D/ MR E DOF R & OREHE & 4t
T 5,

UTIiEtEx =27 0 IZBRT DHEREIC DWW THIRT 5,

4

k=
&

® DR
> 2—HFID, W AT — KOG - BH, 2—FOHK
> — PR HHE ID OB EA T A E
® DGR T
> EID. ERPHSA T — RO Bk - ZBF
® Ky ADEEP
> ARy ANRRAT— KOG - BH, 2 —VREEOFH
® AT LA — Uty bOEHERE
> ERARE TS L. ABMICe 77 U N ABEEORE
® Xy N — U REBEH
> 47 4 AN LAN & Ok & (DNS %— DX IE)
> SMTP #%E (E-mail %3 (2 CTRIH4 5 SMTP ¥— D% iE)
> IP 7 FL A, NetBIOS 4. AppleTalk 7V > & 472 &
® NVRAM, CF, HDD Oy 27 7 v 7}V A b 7 HERE
> 7747 FNPCICEASNIEBRAOEAT 7Y r—raz2FHLT, *vy hT—27 %5
LCEITIND,
® HDD D54 |#E & HIFREEHE
> FREEHBE CREEPREHES) (Tl 7eT7 — 2 HIBRG N FE
> BEhT 5L, RESNZFRUCHIY . HDD ORI LT EEXHIREFITT 5,
® HDD ® 7 #—~ v MERE
> ELT 4 —~ v NN FEFT A,
® FAX % EEH
> TSI ZAZ3DF%E
> PC-FAX ZEEMEICH T D FAX HNEOBRE Ry 7 ARE, Fizidao— 3@ F) F fik
% % E A HE)
® FTP — BREEDFLE

% Transmitting Subscriber Identification D, PHEFE AR D = &, TSI ZIE L ITEETHIC, RET XKy
JAERETDHIENTELHETH D,
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> BIfE, fFIEAEIR

IR, 2= U7 A BEBED 55 T WICBIR T 2 8 ERERE TH D,

o — YRR RE O R E

> ARIRFEGE, ANV — NGRGE, — Y RRREE Ik & R

> IBPYERAEHERE & OFAA DR ZFRE (2 — VP IRGEREREE BN =, B P BIRREE 7 20)

2—+ : PUBLICIZ X AT 7 & ZADFE

> 22— ID TRE S e WAIHFE O MFP R ZFF Al 251k 231

RAT — REHIREE DR E

> HFENAT — RO, RAT— RS E2 T = v 7 T 5HREOENE, 51k 231

X2 VT 0 LETY 2 bORGEF R OFRREREEL IERSEE DR E

> BXa VT CETY N OFEGEIK U CRRHEEEE IEBRE B ET 55— R, L72WE— ROMFE(E

> FHRGEREIC R T B ARRIIERIE OB T A RERE D ENMET — N & HE)

> EROEEE— R& 3R

SNMPvl, v2i2X %%y MU — 7 REL FHEREDRE

> SNMPv1, v2 2L % MIB OZ BEHE/ERERE A TFal. 2811 % 3R

SNMPv3 O EALBREIZ BT 5 RAFEREEN (E % &

> WREL 72\, WREEEMED X = U 7 4 LoL A R

> HEFEMEOE®X 2 U 5 0 L-~ULZiE, Authentication /SA2 U — KD Jx, Authentication /32
7 — K H- Privacy /XA U — R&RET D LG DHEE

HDD = v 7 BERE DR E

> BfE, fE1E 2R

> BIESNERICIE, HDD 17 v 7 /82 U — REGE - 255

CF 1 v 7 HREDRE

> EifE, fF1k a2 g

> EERRINERICIE, CFu v 7 SR — RERGE - AW

B BALMSRE DR E GRS b7 T 7 v a v F v 7R EEHOL)

> BIE, fE1E 2R

> EIEBRRRRICIE, B by — Ra ek - A

RNy 7 A —FEE SRR DR E

> Ry 7 AO—FEEBBEREZ TR AT, ARk A RN

TV XY T v EBE DR E

> 7V v MERROER I 8\ MFP 32535 7Y o N7 — X Z il 5 72D ORRE

> LROREREZ ENE, 45 kAR

Iy NT— I BREERY By MERORTE

> Xy NU—IREERY vy MERIZ, —EOEAZ LHHAEICY) By M5,

> LROHSREZ AT, 2RIk AR

EEHET ¥ /L (SSL/TLS W 5H@fE) HEEREDRRE

> SSL/TLS % — SGEEA LR, 72134 AR — kK

> WEEICHH SN B O E

WEIESEIT —H ORTE

> RNy I AT 7 A NEEREICFIHAINDEERE, BEHEREELHRE

> S/MIME GEHED A »AR— |k

> T — X SALICRIE & K5 T O E

FTP % — \BRE D% E
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> BhE, F 1R AR
> FTP $r— v AL, 22—V E OB 7 > 2 1§ B 2 e
> B AER & ITEM RO — P 2 OTEHRGEREET 5 2 LA ATRE

1.436. H—ERIT V= 7Hsge

TOE X, V=R V=T N EET D Z ENAfRERY — B XE— FIZ T, FHEOFH,
AXxTF TV RpEDT S, A DR ®%/T+/Z%bﬁk%ﬁ&¢éouTik%1)
7 A BRI BHERRIC W TR T B,

o HHFE XA T — KO FHLEE

PRI, B X 2 U 7 BIED 52 FVICBIRT 2 BIEREME TH 5.

® CEVRAT—RICL DY —E R V=T OFFADORE
> EhfE, IR AR
OL% 2T RE (72k) DRXE
> FIH. £EIEA2®INT 5 2 & A3 ATHE,
® (X —xv MEH TOE HHHERED R E
> K. ZEIEA IS 5 2 L3 AlHE,
o%y?f/x%b®ﬁm
> FIH. 2REE2 @IS 5 2 & A3 ATRE,
® HDD O 7 #—~ v MHEEE
%ﬁ7¢*7/% W7 4 —~ v FRFEITHHE,
® HDD mdEER
> HDD %7 — &%%ﬁﬁkbfﬂ%#émﬁ\%%%ﬁ%%&ﬁﬁﬁgo
® (=% T A XHEEE
> EFHE, o —VPRRELEEEREMN, = —FRRE LT — X ZHIBRT 5,

1.4.3.7. T DDA

TOE (T2 —HFITITERS RNy 7 7T 0 R TR S HHEEES TOE O HHERE & 42
g2, UTICARERR 2RI OV TR 2,

@ MBESEAERHEE
F 7 a B, TH A ST e T 7 v arF 7 MFP il b —J C@E ST
LG, Kb v 2T HDD OB T — ¥ E X AL, tRIARITB W TR BAL - 18 5408
IS5, (TOE X, WESLEED S DEITHIR,)
BT RIS CABREDENEREEXIT O, BIESE 5351, TOE (/3R /W TAS) Sz
BT — R LV 8EA T D,

@ EfRZETREEE
FAX A%[EI#E 1 R°RS-232C 241 L72E 7 L8k, E-mail 7¢ W< o8k FXUEFIH LT,
A= I INEEVRAT 7 ) n = AR N-IET S5 MFP O R— e ¥ — LG
L. MFP O#EifEIRRE, FIRIEE O aBHm a2 E8 4 5, 0B 0 TEblZeth—ex (B

* Customer Service engineer DMEFR,
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b F—oFik, MReFER, WEZKNO I — X V=T OIRER YY) ZiRfT 5,

©® TOE MEHHEE
TOE iX TOE B ZHHT 570 OEEZ AT 5, BEHFEIT, =RZWiEEomEED 1oL
L CHFET DM, Ethernet #/ L CFTP Yy — "L X oa—RT5H5E (¥ —F v b
e TOE BEHHERE) . USB AE V%0 A & U A Z 5 L CTIT 9 HERH 5,

@ RESEIEHEE
TOE 127 A4 7 F PCDH MFP ~ (5957 —4%, MFP nb 4 v on—RFLTRETLT
— % % SSL/TLS # R L Tl b2 Z L3 CT&E 5, ABERRIL, FHEHRRIC CEIERENT
A%

® SIMIME EBAE BB & ERiEE
S/IMIME A 456 023 AT RE /2 RiE Bl (ITU-T X.509 ¥Efil) % HEhER R DHERE, A —/LIC
FEFEDIRM SN TV EHE, YEA— O~y X —IFRICT2—V ID 4B L, FEEE Y
FZa—VOIERAEL L TRET 2,

TOE |Z4MNB=> 7T 47 1 THH HDD, CFOEX = V7 A2 ANEH L TW5, LITICRE
W72 T 4 7 4 L BRI DHEREIC SV TR %,

@® HDD Ovw/#Een;ER
IE- T 47 4 ThsH HDD I, RERRLH LE~OXMMEREE LT, NAT— REHEL
7285412 HDD & v 7 BSRESENMET 5,
PR RERE I CAKSRE D BNVER E AT 9 . MFP O @ EEIC 35 T . MFPlIZ 3% & & 417- HDD
oy 7820 — KL HDD llci%E S5 HDD O/ 2U— R v 7 ZRE L, —& LIEHAIC
HDD ~0O7 7 v A%&§Fa+ %5, (HDD ZfbHbHEINTH, %4i% HDD 2% E STV /- MFP
PSNCRIA$ 2 Z EnTER0,)

@ CFOvy/HEEDER
N T 47 4 THDCFiE. FAERFHBH LE~OXUUWEREL LT, XA — REERE L
LA CF vy 7 e EET 5,
B E SRR TARBSRE D ENMER E & 1T 9, MFP OEBEMEICHB VT, MFP IICEE Shi- CF
0y NRAT—RE CFRICERESND CFORAT—Ray 7 #BEe L. L7841 CF
~DT 7B AEFATDH, (CFERHLHEINTYH, 4% CF 2% {E S LTV 72 MFP LIS CHIH
TAHZENTER0,)
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1.4.3.8. X 1) T 1 5&1bH4AE

WHRERE, VAT U V=T HRBICB T 5 X 2 U T A BERED 5D T WIS REMR T D A Rl TR
Relk, BEEHRICEBIT S X2 U7 ¢ iffbiéee) ICKA2EEREICL Y, B¥ 27 2 fllc—Fh
EDPMTR D, iE S NTAEMIL, BANCEEEMET R EICERT T 5 Z Entkibasnsg, E7M@5)
BN ERR ERSRE 2 FF7o e W E S LT, Xy hU—ZJREDO U &y MERE., X FU—2Z LTz
TOE O WHHERENFET DA, TN HHEEOR I IEEN 5,

UTICEX = U7 4 MILBEEA IO —EOR EREL £ L DD, ok, BEX =2V T ¢ iifbine
BN T D720I21%, BHE AT — K, CE/RATU— REFFN/NA T — REFITER L7V VES
RETDHEOEREHILETH D,

® L —VIRBIFREEREE DR E B (RMEFRRE, AN — FEREDO E L B TH A])

® +— : PUBLIC ®7 7 & A D& iE : AEIE

® —bL RV RAERE DR E HEEET)]

® /X2 T — REIFERE DR E B %h

® tXa VT ¢ ETY U MEGESRERE  BREEEES bR A 2 =

® UGEHRERL IEMEREDRRE D PRRERIURE 5 IO Sx v Dy 7 BOT AT vk
7y 7 (CREREIEEEE  1~3 [5])

® Ry A —{HE SRR DR E =31 S

® SNMPvl, v212k D%y bU— 7 R ELBHEEEORE : 251k

® SNMPv3 (T L % E X IALEAERGEREEIE - A %)

® HDD v v 7 BERED R E B2

® CF 1 v 7/ BEDRE ¥R

® UL XY T F vIEREDRE D AR IR

® R IMTHERE 2k

® Xv hNU—JREEHY v MR 2k

® (X —xv MNEH TOE O FHtre 251k

® = — WX DHIEELAT — ¥ O EMREE 2RIk

® HIEHHT v RIVHERE DB ER E g

o HIFMEE T » U FRfH] D 1~4 5 ORRESE IR

® CE F8REwm » 7 FEfH D 1~4 5y ORREEE L

® FTP — BERE DX E =

[ J

NIV F— a3 7l (25754 — )ty R 150 E

LITOREREITEF =2 U 7« BIBEREDS A RN/ D 2 A X 7 TLUUTFITR SN DR ERBIZZR D75,
LREOMRERE L R0 | HRICREEZLET L ENARETH D,

® AT Ty ARKREDRBIE D AEIE
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2. WEEE
2.1. CCHE&ER

ASTiZ. LT OB ICEET 5,

B2V 7 4 o000 atr 7747 V7

SN— R R E —ET L 20064°9H  N—T 3231 EGTEIR (BIEREE 1.2k

R=P2: X2 VT s ffEa v AR—F 2 b 200749 N—T =3 3.1 WETHE2R (BIRR 2.0
NR=13: X2 VT 4 RFEa L R—%2 F 2007T49H ~—T =231 WETH2R FIRRE2.06R)

o bFaUTAHEREZEM N — P2 LR,
o X2 UT RIS 3= F3 A,

2.2. PP 3k

A ST AT 2 PP IRV,
23. RXyir—oFR

AKST X, Ny — : BAL3 AT %, BT DRGET AR —F 2 MMIZRW,
24. 8EEH

e Common Criteria for Information Technology Security Evaluation Part 1:Introduction and
general model September 2006 Version 3.1 Revision 1 CCMB-2006-09-001

e Common Criteria for Information Technology Security Evaluation Part 2:Security functional
components September 2007 Version 3.1 Revision 2 CCMB-2007-09-002

e Common Criteria for Information Technology Security Evaluation Part 3:Security assurance
components September 2007 Version 3.1 Revision 2 CCMB-2007-09-003

e Common Criteria for Information Technology Security Evaluation Evaluation methodology
September 2007 Version 3.1 Revision 2 CCMB-2007-09-004
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3. EXaTAREER

ARETIX, RENREEDE 2T, BiieSME. &, Mikotx=2V 7 4 FEIZ O W TR T 5,
31 REXNREE
TOE Ot = )7 ¢ 20t 7 M, “a—FORRICE L TABE SN TEEOH S F— 5 DR

# ThoD, MFP Zi@E OFMTETHEMN L TV D56, R FREZIREEICH 2 LT Omfg 7 7 A
N RERR LT D,

e EXAUYTAXETIUELITFAIL
X2 VT A LETV Y MIE o TEHESNDEBR T 7 AL
e RYIRITFAIL
ARy 7 2, HERY 7 A, TN—TRy 7 ARG SNDHEE T 7 A )L

ROV 2 TOBEIC LV FHERIEE L TRE SN D Y 3 TOBEIE T 7 A L0 k43 0 OB o
7o DIZFR D SO HIMDFFEEIRIE & e o TIRE SND Y a T OEE 7 7 A V%, EEROXMRE T 58
7 7 A LLIANT. MFP O@FRIHICBWTREIND Z ENEK I NNV, (REEE L 1T
SYAAN

BREX2VT A XET VN7 ANVDOHIRI, Ry 7 27 7 A NVOFEEIZBWTIL, BB —RIE
72 MFP 9 A — L — e B SN 56, NER MFP 0861372 < & b, PC-FAX #iffFik
EEERINTLES LA R EITHAET 2EBIIA . MFP OFE (IP 7 KL 272 &), PC-FAX
BER ELE A RIEICEFTHE WL IZTAVERH S, LERSTMFPO®EE IP7 KL A%
&) . PC-FAX BIERE IR 2 REEPEL L CTEET D,

—J5. MFP % U — ZH, RIS 572 ERANK T LI25A° HDD., CF N B H - 7235672
Ea—FOEENOIRE SNDT — 2 BNEMICHN CLE>285A1E, =—¥ X HDD, CF 2/
FT2H05057 —XDOIREAREN 28T D, Mo CZOBEIFLLTOT —X 7 7 A VR 5
L5,

e EFXAUTFAXETIVLITFANL
o KRYIRIT7ANL
o AUAEVEBRIFAIL
> HERREICH DV a TOEBR T 7 AL
e REEZRIF7AIL
> X2 VT AXETIV NI AN, Ry I AT 7 A NVUSNORE SNDEB T 7 A )V
e HDD BREFE{EZEI7AI
> —AREIBRERE (7 7 A VEBFEIROHIER) 720 CITAIBR S L2y, HDD 7 — & fEiEkiC
BETAHA7 740
e CFERHEEBIF7ZAIL
> —REREIRERE (7 7 A VEBEROHIER) 720 TIEHIBRS LR, a7 R T Ty
Va2 AEYOT—HEBRIEFT DT 7 A, HDD ZAEHEREE L TV D REETITRAE L2
W, HDD #3587, FIHL COWGEEICER T 7 A V) CF ITRESNDL T ENRH D |
AT HAREMERH 5,
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e EREEIFTAIL
> UV NEBT 7 A VBRI BW AR SNEZT VR TV T =2 T 7 AL
o EEWET—H2TIFAIL
> W AERET AL 7D Email 7 KL A, BB R ENEGEND T 7 AL,

3.2. AR EH

AHI T, TOE OFIMEREIIZE S 2 iR &2 L, si4 5,

AADMIN (‘EEBEDABEHE)
FEEIL, RO KEE LTHFEIND —#HOEEIZBWT, BEBEERFZITAII I THRV,

A.SERVICE (U —ERIT V=70 AKEH)
P—EARAT V=T IE, RO ZE L LTCH SN —HEOEEIIBWT, BEAF-T21T4

TR0,

A.NETWORK (MFP Q% v k7 — E&HEH)
* TOE #H# S D MFP 2% iEd 54 7 « AN LAN &, &IEI7en,
- TOE " &# &5 MFP 2% &9 547 + AN LAN AR v b U —7 L SN BAEA 1T,
PRy FT—27 038 MFP ~7 7 & A TE 7220,

A.SECRET (M#FE&HRICEEY 5 EAEH)
TOE OFFHIZBWTHAIN DK RAY — RRG ST — Rk, EFRIHEL SRR LRV,

ASETTING (%Y TR0 SEREEH)
Y= U T o MEEESREN AL L= T, TOE 2 E# & 7= MFP #FH9 %,

3.3. BE

AEITIX, TOE OFIH KO TOE FIHBREIZIHS W TIEE SN D EE AR L, T 5,

T.DISCARD-MFP (MFP @) —R3EH, EXE)
U—RIRH, TR L 2 o7 MFP SRR S Ni-56, BEEZFF-7-#H23, MFP N HDD,
CF., NVRAM Zf#fr3 25 Z L2k, EXx2 VT4 LETV N T 7 A0, Ry T AT 741,
FUATVERT 7 A, RGBT 7 A, HDD BAFEE 7 7 A v, CFEFEE 7 7 A L.
ERBEE T 7 A L, BEET —F 7 7 A, RE STV K/ SR T — RO FLE RN R
T 5,

T.BRING-OUT-STORAGE (HDD DA E#FHHL)
BB Ao ERCEE Lo — A, MFP N® HDD # RIEICEBH L THEIdT5Z &I
KO, X2 VT A XEBET VN T7A0, Ry T AT 740 FUAETVHEBT 740, R
Bl 7 AV, HDD BRfFEEB 7 7 A v, BGEET 7 A v, EERET —F 7 74V, RE
SN TWEKF/RA U — RENRRT 5,
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B Ao EREE o2 — Y0, MFPN® HDD ZAREICT Nz b, TVhxbi

7ZHDD IZI3Hi7ic X2 VT 4 LET VN T 7 AN Ry P AT 7 A0, U AT EER T
7 A, REEE T 7 A v, HDD BRAFEEB 7 7 A v, BGBEEY 7 AV, EEwET—F 77
AN RESNTNWEEFE AR — REREEIN, BEEZR S ZERERL bo o —HIiL,
ZDOTVNZ-HDD #HHH LU THITT 522212k, ZHOEIE T 7 A VENRIRT 5,

T.ACCESS-PRIVATE-BOX (A—H#EE%MALEBARY Y AADOFRELT7IER)
M S HEREE R o — N O —FREAFFTET AR 7 AT VAL, Ry
AT A NEE Yy a— K I, 2%{E (E-mail 5§, FTP 22 . FAX 1%{§. SMB51%{Z . WebDAV
KE) T8Ik, Ry 277 A ANBRBEIND,

T.ACCESS-PUBLIC-BOX (A—Y'#EE#MALEERY I RAADFELRT I ER)
BEAF o EREE 22 —0, AR ZHFF TSN 2WEER Yy 7 AT 78 AL, Ry ”
AT ANEA T on— R, IR %E (E-mail %15, FTP %15, FAX %{Z. SMB /5. WebDAV
EE) MORy 7 ZA~BE) s a—F 52 LIk, Ry 7 RAT 7 A NANREBISND,

T.ACCESS-GROUP-BOX (A—H#eE#FB LI NL—TRY Y RADFELRT I ER)
R BERERE LR o2 — 0N 202 —RHE L TR WEMANRTE 325 7 v —77R
VI AT IVEAL, Ry A7 74 N0EXZyra— R, i, %F (E-mail 255, FTP 2%{5.
FAX %15, SMB 415, WebDAV %15) T5Z L2k, Ry AT 7 A NEFESND,

T.ACCESS-SECURE-PRINT
(A—YBEFFALEZEXFLVTAXETV VLRI 7FALADFELRT I ER)
BEA oAV EREFoTa— R FlZH s nEXxa VT XETV R T 740
ZHRIT 22 2ICED, X207 4 XETV NI 7 ANADNREIND,

T.UNEXPECTED-TRANSMISSION (BESHREADIERE)

B AR o B REBE A o, Ry VAT 7 A NVOEFEICERT Oy N — T EE
EERTLHIEICED AN EMICEEIN TV THER Y 7 AT 7 A VR 2—FOEK L7720
2T 4T 4 ~FEE (BE-mail #F, FTP #F) SNTLEW, Ry 7 AT 7 A VRFEEREIND,

<Ky I AT 7 A NEEIEFETDEI Ry NT—TRE>
»  SMTP % — NI T 3% E
> DNS $— NZBT 5% E

BB o EREE A o2 — 3, TOE 88 A SN2 MFP ICR%E S D MFP %34
HI2DFy NT—IREEERE L, RERBOMFP 72 8O T 47 4 IZBWTANK TOE
NEASND MFP OF%7E (NetBIOS 4, AppleTalk 7’V v 24, IP7 KL A7 L) H#&ET
HTEWLEY, BEXa VT 4 XESV N T 7 ANNNERFEIND,

CERBEFOTEHERCEE AR ol — YN, TSIZERELETTHILIZED, Ry 7 AT 74
IVINER L7 WMRE IR RF SN TRBESNLD,

B LS EHEREE AR oo — W, PC-FAX 8IEREALEH L, HR Y 7 ZEOR v 7
ASOREREREN D, 2 — P IBERICRE SRR EICEETLHILIZLY Ry s A
77 ANVBER URWVREEEICRFES N CRESNLD,
¥ OAREEIL, PC-FAX BIEREN, Ry 7 A~ORERERELZERE LTERLTWDHAD
HIETHERTH D,

® Server Message Block ®l%. Windows T7 7 A AItA, 7V v H G2 ERTEHFa k=L,
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TACCESS-SETTING (X a VT« BRI HMEERTEEREDAELTH)
WE AR BECEE Lol —N X2 T ¢ (bEEICERT 2R ELZLELTLED
ZEIZEY, Ry I RT AN, BXRa VT 4 LETV N T A NIRRT DAREENE E D,

T.BACKUP-RESTORE (/N\wo 7w Filge, JRX F7HEORELFER)
EE AR BRER Aol —V 0, No 77 v 7HRE, U A NTHREEZ REICERT 2 &
WX, Ry 72T 740, X2V T 4 XE TV N7 7 ANADBRKRT 5, £7/3AT — RED
WEEOH DT — 2 PNIWE L, SRR EENIZSAIND,

T.BRING-OUT-CF (AN b 759y a AT YDARERBFEHL)
HE LS EREE L o2 —Y R, MFPNO a7 v 75 vy a AE ) 2 RIEICEBH
LCHAT 22 LK o TUTOMREREREZOND,
- BEM (SNMP 27— R) RNFRT 5,
WS A ENTFREM (SNMP X2 U— R ZOMAFEMEEDEIEREM) TEESEbh 5,
WA ENT-TOE TEMEXE LN,
cCFEFHEB 7 7 ANED, ar T F 7T v o AT Y NICEE L ERIERN RN 5,

3.4. #iBOEx) T4 AH

WS, A7 4 ANTHER Y NU—7 OB F 27 SEERTILMHRITZ 0, R ST T, A7 4 A
N LAN ECTOEBEITASEOEGEEREL20N, 7 4 ANLAN LotV 7 4 xRk aEmEd
ZAE6E - FIAFICKHE L7 TOE X =2 U 7 4 BREAEET 5, FrICHTEIC TR LICEEMENBE S
NADREXNRE IR T 22X 2 7 REEICHIGT 5,

LLFIZ TOE Z#FIH 3 ki CEA SNDd X = U T 4 FetZi@sl L, i35,

P.COMMUNICATION-DATA (B 7 7 € LDt 1 7 75E(E)
IT &I TREZE SN HAREEORWEBR 7 7 AL (BEX 2 VT4 XE TV 7740, &K
v I AT 7 AN) X, Mk FIRELSHET 2BV T, ELWHETEICK L TE#ES LS S
A& LTCHEET D, EIEE S L L hide b e,
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4. EFa2 )T MEKGEH

AREFE T, 8 T T S - ARt Bl Mot x 2V 7 4 F#t%3% 1 T, TOE X1 TOE
ORI AR CTHER R 2 U 7 4 JRGHIZTHOWTERIRT 5, AT, TOEDEX =2 U T ¢ %K
B BREEOE X 2 U T 4 RGEHI L TRl T 5,

41. TOE F 2 1) 71 ®EA
AHiTIX, TOE Ok F = U7 ¢RI OWTHAIL, BT D,

O.REGISTERED-USER (& 1—Y D% A)
TOE 1. &k SN/ —V 72712 TOE off#k vz MFP ORI A 254 5,

O.PRIVATE-BOX (AARY Y X7 & RHli#H)
*TOE |%, =2 —H7E2FIZ, Z2Oa2—¥RIATL2EAR Y 7 202 —HFHEREZFFAIT 5,
*TOE IZ, =—H72FIc, Z2O2—FRFETLMEAR Y 7 ANOKR Y 7 A7 7 A VO a—HW ik
AT 5,

O.PUBLIC-BOX (HERY I X7V X H )
- TOE X, Bk In/ca—W2iic, ARy 7 ZOMERIELTF AT T2,
- TOE X, ZOIFRy 7 AOFHEH A INTza2—F2FIic, Z0HER Y 7 20— G
LI 5,
*TOE 1%, ZOHAERy 7 ZOFMEH ] SNza—W2Fic, ZO_ERY 7 ANOR v 7 A
77 A ND—FHEREE AT 5,

0.GROUP-BOX (FI—THRy 2 R 74+ A§I#)
- TOE X, ZOWMOMAZIHF AT SN2 —F 2, TOEMMTHAESNS I V—T Ry 7
Da—FEREE R 5,
- TOE 1%, ZOEMMOF 2T SN2 —HFETIC, ZOEMTHAaINDE T IL—T Ry 7
NORy 7 AT 7 A IND2—FEEEZ AT 5,

O.SECURE-PRINT (EFXaUT4XET IV T 74 LT Y 2 RE#)
TOE X, 20k Xa VT 4 XET IV 77 A NVOFAEFAI SN2 —VETIC, TokFx=
V74 XE TV N7 7 A NVORMETFRIT 5,

O.CONFIG (EIRERE~DT ¥t XFIR)
TOE |%. A TIFICUL PSR THERE DB EZ FF AT 5,
« SMTP H— N BEFR T 5 ik EHERE
+ DNS #— N BfR 3 2 ik E e
« MFP 7 R L A 2R 5 iR Ehkhe
c Ry T THERE
< U A b T RERE
- HDD v v 7 $§rE D E % BE
+ CF 1 v 7 BRE DR TERERE
- B BAL OIS RE O F% EFERE
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c EIEET v ROVIBRERR E T — & DR ERRE

- SIMIME ##8 CHIH 3 2 REE, B#ME50ET — ¥ F O ERKRE

- TSI {554 &

- PC-FAX Eh{ER%E

TOE 1%, BHAER OV —E AT V=T Ll FIORTHEEEDOEBREL 45,
X2 U T o HEESRE ORR E I BRI D HKRE

O.OVERWRITE-ALL (522 L& ZHIk)
TOE (. MFP N® HDD K (X CF O _XCHOF — X EIcHIRAT —2 % EEX L, HHP5H
BT — 2 EHIBRAREICT 5, Floa—W, FEENHE LIMEEDH H NVRAM Lo/ X2 D
— R (LA T—F, HDD 1 v 7 /82U — R &2V —F), CF Lo, S22 7 —F (SNMP
NAT—R) OREMEEIHT 2HEEZ =T 5,

O.CRYPTO-KEY (EE#4R)
TOE /X, MFP N® HDD I[CEEIAENLEE T 7 A NV EREBAL L TRIFT D720 O B8t & A [k
T2,

O.CHECK-HDD (HDD M IE Xt4#:2)
TOE (%, IELVWHDD AFE SN TWD Z & #MiEd 5,

O.CHECK-CF (CF DIF H14HEsR)
TOE X, ELW CFREREINTWD Z L ERFET D,

O.TRUSTED-PASS (&fEEF v RI/ILOF A)
TOE (X, MFP &7 74 7> ks PC O TEZEESNHLUTOEIB T 7 A Vi, @EET v 3L E
It L CHlfET 227U 2,
<MFP 627 7472 s PCEESNDEHE T 7141 >
R T AT A
<ITFAT >k PCHEH MFP ~%E SN5WH(E 7 7 A v >
RV T AT ANE L TRFSND Z IR DER T 7 A v
X2 VT4 LETV T ANE L TIRIEESND ZEIZRDEB T 7 AL

O.CRYPTO-MAIL (BFB{EA—ILDF )
TOE (. MFP /5 A — L CHEEEND R Y 7 AT 7 A V%, IE LWHTFEA~RE (L L CEET
HIERE A RS D,

O.AUTH-CAPABILITY (A—¥H#ERIRMREZFIRT 21D Y KR— FEIE)
TOE (%, ActiveDirectory % U\ 7z = —H{ERE B — N2 K D 2 — kBRI RE 2 I35 7=
DITHEREEE Y R— 95,

O.CRYPTO-CAPABILITY (FEBic#eeZ=FfAT 5= DHR— FEIE)
TOE 1%, Kb v M X DR SLISEE 2RI 9 2 72 DI E R 8ifEE VR — b9 5,

O.LOCK-HDD-CAPABILITY (HDD Ovw 4 #g% AT 51=H DY R— FEiE)
TOE !X, HDD 2 L% HDD v v 74 FH T 57D BLREEL VR — F 35,
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O.LOCK-CF-CAPABILITY (CF By Y ##EZHMAT 51-HDHYR— FEIE)
TOE 1%, CFIZ& % CF v v 7 HHEZ MM D 12 DS ERBEZ TR — b5 5,

42 BRBREOEX 1) T4 xIEAHE
AKEiTlX, TOE OEMARBEOEX 2 U T 4 x5E 23 HT 5,

OE.CRYPTO (HESt#sEDFIA)
TOE OFIHIZI T HDD IZHRE SN D EHR 7 7 A VO SALXR O Ei 2 LT 556, &2
%‘Liﬁ%‘%fbfﬂ%&ya VFTDOIA R AFEAL -2V =7 LA cEREX v b
D5 EbREREIC X D5 MFP N> HDD (2 # & 1A ihéﬁ@774w@ﬁ%m%ﬁotw@ XE &S
%,

OE.FEED-BACK (£FXa7HBNRRAT—FREETZ7TVr—a>nFA)
FEHERON2—WE, 7747 FPCIZTCMFPIZT 78 ATHEDICHAINLGT T o RE
DT FVlr—vadl, ANENDZ—P AT —R Ry 7 ARAT— K 2T — R &

HENRAT—R, X% U7 4 LERT— K, SNMP AU — FNiZxt L TIREINT-mY) 72 7
4= KRy 7 BT 2T SV r—ra 2T 5,

OE.LOCK-HDD (HDD By #K% + o1- HDD OFIA)
H—b R V=T HOVEHF L. MFP I HDD = v 7 #ie4 A9 % HDD 2484 L. ZOhe
ZRHTAH-DOREET 5,

OE.LOCK-CF (CF Ay %+ ->1- CF DFIA)
P—b 2T =7 ROEHEIL, MFPIZ CF oy ZEERELX AT % CF 2458 L. ZDOREREZF]
5000 ELT 5,

OE.SERVER (A—H1§#EEY—/\DOFIA)
BHEIT, 22—V 0T vy MEHIZBWT, MFP Tl < A0 o — PG A F - — S 2 F
T 554, Active Directory |2 X 52— EHZRHTH7-D0OREET 5,

OE.SESSION ({f#&DtEv 3> DKT)

BHEIL, 22—V LU TICRTERZFEEIE 5,

X2 VT A LETV N T ANDEE Ry 7 AROR Y 7 AT 7 A VOBEDK THIZ 0

THTEEEIT I,

FEHEX, UTIORTEREERT S,

- HHEE— FOEEREZ BB TRICe VA 7 8EE1T

Y—bE R V=T 0E, UFICRTERZEmRT D,

- =B RE— FOBHREZBIER TRICe 74 78EZ1TH

OE.ADMIN ({EfETZ5EERE)
MFP % F|Hd 2 kO FEEE 1L, TOE 3 ## &b MFP O IZHB W Tt b i &E 2 B3
WCFEITT DN EHEIRET D,
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OE.SERVICE (H—ERI V=7 DREE)
- MFP % {R5FEELT 2 MO EE# 1L, TOE Of%E, ¥~ b7 v 7 KO TOE 23M5# <5 MFP
DERSFIZBWCHRE D& H 2 BRICFITT LI — R V=T 2 #HET 5,
CEHEIX, bR U=7128 % TOE BME# S D MFP O X 7 AEEITNIE 9,

OE.NETWORK (MFP Q7 51y 7 —YEE)
- MFP R4 k0 EL#H L. TOE 5 SN D MFP #i%iE 4547 ¢ A LAN (28T
5 B S PR OISR B AR 2 iR B 2 70 &, IR, 1L kPR & s 2,
- MFP ZH| A4 5%k 0 BEH 1L, ARy b U —2 225 TOE 3ME#H &b MFP ~D 7 7 & A
AW D207 7 AT 74 —/L7 EORERRERRE LT MBS ORIER AR R % FEhiT 5,

OE.SECRET (MZERFRBODEYLEE)

EWHET, 2P LU TR TERZE S5,
c2—PRRT— K, X2 VT 4 LEASRT— NERET D,

s Ry 7 ANRAT— R, BN T — RIZEFECHIAT 22—V O/ THET 5,

s =P RRT— R X2 T LEASRRT— R Ry 7 ARRAT — RICHEI AT R 22l % 3 E L
AN

=P RNRAT— R, Ry I ANRAT— ROWEEFE LTI,
CEHENZ—PRAT =R Ry 7 ANAT— REEBLEEAT, HONIET S5,

FEEZX, TR TEREZERT S,

cEHENRAT— R, #MHRRAT—RK, SNMP XA2U—FK, HDD e v 7 AU —K, CFuav /7
NAT— R BT — RICHERITRE 22 I 2 5% & L 720,

CEBEFERZT— R HHARAT— R, SNMP XZ2U— R, HDD e v 7 AU —FK,  CFuv
NAT— R, KbV — RERET 5,

O EHHENRAT— R, AT —FK, SNMP XA2U—FK HDD ey /7 R2AU—FK, CFuv7/
NRAT— R, WbV — ROBMBELET 21T,

P =2 V=T R NICRTER A FE T 5,

« CE /SA T — RICHER FIBE 7B 2 3R E L 720,

+CE XRAU— FERET 5,

«CE AU — ROMHEELEEITI,

R VST NEHEANRAY — REER LA, BEHEICHESCHICET ST S,

OE.SETTING-SECURITY (%2 F 1 &{EBEEDEIERE)
PR IT. TOE OFERICHT->TeX 2 VT ¢ ke OREL AT 5,
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43. Fa T4 AERKFEIEH

431 HEM
APRStE, B, ROMROE X 2 ) 7 4 gt b ¥ 2 V7 4 RGOSR E TRICRT,
YR VT o kRGN DR B 1 DL EORMHESM. B MO U7 ¢ FEHIZxR L

TWHZEZRLTND,

x 1 AHREH. BRICHT XU T KA HDOEE M

AR - BB

NINQVY'VY

IOINYISY

MHOMLIN'Y

13403SVY

ONILLIS'Y
ddIN-advosia’ L
FOVHO1S-1NO-ONIHg'L
X08-31VAIHd-SS3DIV'L
X08-017dNd-SS300V'L
X04d-dNOYD-SS3ADIV'L
1INIdd-3dN03S-SS300V'L
ONILLIS-SSIDIV'L
FH01S3H-dNMOVE'L
40-1NO-ONIdg'L
V.1vVAd-NOILVOINNNINOD'd

NOISSINSNYH1-d3103dX3aNN'L

¥ T o HEAEH

O.REGISTERED-USER
O.PRIVATE-BOX

O.PUBLIC-BOX o
0.GROUP-BOX o
O.SECURE-PRINT o

O.CONFIG (L AK BK o

O.OVERWRITE-ALL o
O.CRYPTO-KEY
0O.CHECK-HDD
O.CHECK-CF o
O.TRUSTED-PASS
O.CRYPTO-MAIL
O.CRYPTO-CAPABILITY

0.LOCK-HDD-CAPABILITY

0.LOCK-CF-CAPABILITY o

O.AUTH-CAPABILITY (B AN BK |
OE.CRYPTO
OE.LOCK-HDD

OE.LOCK-CF o

OE.FEED-BACK

OE.SERVER

OE.SESSION

OE.ADMIN o

OE.SERVICE o

OE.NETWORK o

OE.SECRET o

OE.SETTING-SECURITY L)
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4.3.2. BREHICRT B+ 01

ARSIEIC T 28X 2 U T 4 R G EHZ DWW TLLFIZE T 5,

® AADMIN (EEE®DAEH)
AEMX, BHENEBREZF L2V E2EEL TS,
OE.ADMIN %, MFP #Ff§ 2##%25 MFP ZF ¥+ 2 ikiIcB W TEEOBIT 5 AW E &
FIHRET D10, BEHEOEEENSEI IND,

® ASERVICE (W—ERIUS=70OAIEH)
AREMIZ, V—ERZ U V=T REEERZRNWI EEEEL TN D,
OE.SERVICE (%, MFP #{& P&+ 2 MfIc BN TH— R V=T 2HE T 5, %
FliL, =R V=T DI AT T AMEEICE LR ) ZERBIESNLTWD 2D, —
AT V=T OFFEEITER SIS

® ANETWORK (MFP QX% v k77— sl
AL, A7 0 AN LAN OBBEITA, /MTF > N T —7 WO REFESEDOFIZ L 5K On
TNz L2 HEEL TS,
OE.NETWORK (X, # 7 ¢ AN LAN IZK 5 Lil1E 21T 5 7o O OB OB e 2 i &7 5
RN EY WHEDORGIEEZBRE L T D, £4MER Y R U —27 06 MFP ~O 7 7 & R % 7
LI T 7 AT T4 =N OB ERET D Z LK VAN ORIERADR IEZBLE L
THEY ., REFITFEBIND,

® ASECRET (WEIEHICET 5 ERASEH)

AL, TOE OFFICB W THEA SN DK AT — R, KR — RBEFIHHE L0 IRR LA
WZ EEBEL TS,

OE.SECRET %, BHENZ—FITH L TEF 2V T 4 LERSAT—F, Ry Z ARNAT— R,
=Y RRAT— K M RRAT— RICET2EARAZ EiS T2 2 L2 HE L, FEENEH
FNRAT—R, HDD ry 7 82U —FK, CFry 72U —FK, SNMP 20U — K, ey —
K, B AR T — RICET 2 EABRIZEGT A2 L2 HEL WS, /2, F—ERZ V=
TH CE NAU— NICBT 2 EMABAIZ ER L, FEEICH LT, FHE AU — N3 %E
FHRAZERSED 2 E2MELTEBY . REFITERIND,

® ASETTING (% a1 T« RILBEEDBERE RN
AEMHIE, BX 2V T 1 s8R OBMER ESRUENHT-SND Z L2 HEL TN D,
OE.SETTING-SECURITY %, HFHEN X2 U T 1 BILHEREOR ELFNME L7 E TR 5
ZEEHELTEBY ., REMFIIETRINS,
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433. ZRIT B +01HE
BBIRPLT 2% 2 U T 4 JRSGEHZ OO TLLFICRHAT 5,

® T.DISCARD-MFP (MFP @) —R&Hl, BEE)
KEBIL, 2—FnSEILE 72 MFP LY [EHRIRIRT 2 et 2 48E LT\ 5,
O.OVERWRITE-ALL (%, TOE 7% HDD O®EEICHIFRHOT — % & L#E x4 28RE 2 21k L.
NVRAM K O CF OfEHRZHLT 5 E LTE Y, MFP MEUL S LD EGC Z OREE 1795 2
LIZ L~ T, BEOREMEITREEINS,
L7e o TREBBIIHasi S Tun s,

® T.BRING-OUT-STORAGE (HDD MOARE#EFHEHH L)
AEEIT. MFP 25 L T2 EHABREE) D HDD A A EN 5, £7213AREA HDD 23500
FFon<T, T —2nEfani-s 2 ATHELBHENS Z L1k Y, HDD NOWET —#
NIRIET 2 ATREME A E L T D,
Z st LT O.LOCK-HDD-CAPABILITY (2 & W HDD & v 27 B8 %2 Rl 3 % 72 8 OB/EA 7R
— h&#, OE.LOCK-HDD (2 LV, FHE K N —E AP =7|2L Y HDD v v 7 $4RE % B
TES 5700 ENTHIL HDD v v 7 BERENEET 5 Z LI X » TEE O aTREMEITEIR S 1
%, 2B E 52 HDD TR T 2 o—#oxt %22 0.CRYPTO-KEY /%, TOE 78 HDD |2 # X
AENDT —H W T H OO EHEZ AR L, O.CRYPTO-CAPABILITY (Z & 0 K5k
BEZFIHT 57D 0EER YR — k&, OE.CRYPTO ([2 LV, EHER O —EL R T=T
DEREIZLVEEEF® v ML AR S UEENFIH SN A25E1E, L0 & O TR ITEJ S h
%
HDD 39922564, HDD v v Z7#iE4 7272 HDD 233 E S5 2 2ICk v, FFhbiHE
NIRRT B fEfRIE 2 EET 528, O.CHECK-HDD (2 X 9, TOE I X » TE&E S TW\W% HDD
DOIESHERBRIEIND 72D, Tz 517z HDD I35 —# 2 EE AT Z LT, Lo
THBBORENEIIRESINS,
FlotXa VT o mILEEREIC K- CGER SN2 EHA L2 L Y, 0.CRYPT-KEY & O OE.CRYPT
DERAUTIZTRBIREND Z TR0, BT 7 A WA T 2@ BEE R E ORI L V) RIEIC
T IR ASNHEBOAREMRIIRES NS,
L7 o TREBEIZHaxstiiEhTn s,

® TACCESS-PRIVATE-BOX (A—HH#EZFALEBARY I XAADFELT I €R)

AL, 22— ELLBER T 7 A VORBIZFIAT AR v 7 21Tk LT, 2— Ve & F
AL TAREZRBIENTOND FREMEEZEEL TV 5,

O.REGISTERED-USER i%. TOE (28§t S N7z —H721F 28, TOE O#E#H <7z MFP %
THZLEHFATHELTEY, &5I1C O0.PRIVATE-BOX (2 L > THAR v 7 Z R OEAR > 7
ANDR Y 7 AT 7 A4 VOBENR, ZOFTAEHE THDH2—FZIFITHIR S dv, & O aTietE i1
s, eBANRO 2 —FIFRERY— " ZHHT255461L. O.AUTH-CAPABILITY (KLY
Active Directory % AWz —VIFREEY — NI K 22— VB EE R T 2 720 0 H)
YEAY AR — b &, OE.SERVER X 0 & PEE |2 X - T Active Directory (2 & 5 = — W& EL 2 F|H
T HTDDOFEMMTOIL, 2—FOBBIFRENTOND Z X > TEBO AT I NS,
OE.FEED-BACK /%, =—VOfEFEICB VT AN END SR — NI L CTR#ESNTZT 41— F
Ny 0 iR T7 7V r—varaMA+T5ELTEY, £72 OE.SESSION (2 X Y HEK TH#IC
X, m AT A ERNERENS7-%,. O.REGISTERED-USER } (% O.PRIVATE-BOX |1
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DY R—FINTWVD
LMo TARERBITHomEnTtnsd

® TACCESS-PUBLIC-BOX (A—YHEEZMALERXERY I ANDFELT I ER)
ABBIE, 22— L CRHATIEE Y 7 A VORESFTCTHLILER Yy 7 A ZH LT, =
— YRR FIH L CRERBAIENMTOL D ARt 2 HE L T 5,
O.REGISTERED-USER /. TOE "k I vz 22— 72115 TOE O 7= MFP 25 H 3
HZLHEHATHELTEY, &E512 O.PUBLIC-BOX (ko THfagR vy 7 A, Ry 7 AN
DRy I AT 7 A VOBVEN, FFal Sz —F IR & du, B OAREMEITRE SN 5,
RBANEO 2 —FEREHRY— 2R HT 55 461%. O.AUTH-CAPABILITY (ZX Y Active
Directory % o 2 — W IEHRE B — N2 K 5 22— R BIGEREHERE 2 R 3 5 7= D OEMEN W
AR— k&, OE.SERVER X 0 EH#H(IZ X - T Active Directory |2 L 52— EFHEF 5 7=
DOFFENMTOIL, —FOFBIFRREDTOILD Z LI L - TEHEBE O rREMHITEI S D,
OE.FEED-BACK 1%, 22 —HDOFEFER IR v 7 ZADFIEICB W TATTEN D XA T — Ikt LT
RSN T7 4 — Ry 7 2RTT 7Y r—va v EFRATAE L TEY, £/~ OE.SESSION
WX OVBIER TRICIEIn 77T 5 EANE RIS 7D, O.REGISTERED-USER K Of
O PUBLIC-BOX iZ+ AR — ST 5b
L= TREBIZ HoPisn g

® TACCESS-GROUP-BOX (A—HH#EEZFIRALIIIL—TRY I RAADFERT I ER)
AL, TOEMORANTF SN2 —FRFHATEE T 7 A VORESFTTH D I L—
TRy IV ARLEDOH DR Y 7 A7 7 A Ik LT, 2—FHELZFIH L CRERBIENITOND
AREMEEZRE LTV S,
O.REGISTERED-USER (%, TOE 78%d% S iz —H721F 4 TOE O## <z MFP 254
L EHFATHLELTEY, &6 0O.GROUP-BOX Tk T/ —TF Ry 7 X, Z)L—TFR
v 7 ARNDIR Y 7 A7 7 A VOBEIEN, FFal SN2 —F T ICHIR S v, BB O rTRENE X
ENb, BT O2—FERERY —A"ZRHAT 5541, O.AUTH-CAPABILITY (2 £V
Active Directory % f\\\z 2 —PEREHEY — N2 X 2 2 — VB EGHSERE 2R T 2 720 0 8)
ERY R — b &, OE.SERVER X 0 & B2 X - T Active Directory (2 & 5 = — W& H 2 F| H
T HIODOFENTHOIL, 2—F OFBERRENTON D Z LI X - TEE O ATREME TR S 5,
OE.FEED-BACK (%, =—V DO@EFEE PEMADORBFEICBWTA &N /2T — b*ﬁiﬂﬁ%é
ENTT 4= RN I HRTT 7V r—va 2R3 5E LTEY, 72 OE.SESSION 2k
DEER THRICE e 74 7 T2 EANER SIS 72D, O.REGISTERED-USER & O
0.GROUP-BOX i 43 A— & Tn5b
L7eB o TRBBIZ HosisnTng

® TACCESS-SECURE-PRINT (A—HHREAFIALI=tX2 T4 3ET) Y FI7AINADRELTI1R)
AREEIT, 2—PHEEZFALZEX2 )7 0 XETV > M L TR IERBIES TR TLE D
AREMEEARE LTV S,
O.REGISTERED-USER (%, TOE 238k S - —H721F 738 TOE O#E# S vz MFP 254
LT LHFATHELTEHY, £512 0.SECURE-PRINTIZL - T, EFx=VF 4 xESY b
OEENFF A SN —PF T ICHIRE NS 72, B o TRt S D, B2 —
PIEHAE B — 2 F AT 55515, O.AUTH-CAPABILITY (2 X ¥ Active Directory % MV 7=
2 —VPEREHRS — NI L D2 —VEBRHGEEEEZ R AT 2720 O8ER VR — h &,
OE.SERVER X 0 % B#H1Z & - T Active Directory (2 & 52—V EHEZFIHT 272D OB ENIT
i, 22—V OMBIRFESTOND Z LI X > TEEO AIREME TR S 5,
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OE.FEED-BACK 1%, 22—V OGN EXF =2 VT 4 LETV 2V b~DT 72 ARFEICB W TA
NENDBNAT— Rt L TRESNTZ 7 4 — KNy 7 2 kT T 7V r—va v EFIHT5E L
THY ., £/ OESESSION I[Z XV HAER TRICE e 7 A7 T2 EHANERIND 2D,
O.REGISTERED-USER X U O.SECURE-PRINT X+ KR — k&N T3,

L7 TAREBIZHoxtisin T b,

® T.UNEXPECTED-TRANSMISSION (BBESNREANDESZE)
AREBIL, EEICERTLIRY NV REEZRAEICERINTLEIL, Ry 7 AT 7 A VEE
L 72WEE~EE LT LE D REMEAAE LTV b, ZHUIHI 21 E-mail ¥4, E-mail %
k95 SMTP — 30D 7 KL AZRIEICEREIND, £201E R AL 4 ORFRICE > T SMTP
=0T FL2AZFATL2HBIC N AL A Z B0 EDES DNS =107 FL A& RIEIZ
BEINDZEICL-> T, BELH{OEN Ry NV — 7 REMKEZEZFIC, RECEESRD
P NAR Y T AT 7 ANPERFEINTLED AIREERSH D Z L ZREL TS, FTP #ETH
AUE, [AIERIZ B A A 2 OMBOHAAZFIHT 2560350 . E-mail [AERO /RSB S S
Do
X5, MFP O7 RLAZBERT D%y N —VBREERNEICETE INHE1C, TOE Thd
ERSTRRAT 2N, RIERZ=T 4T 427747 8 PC o7 > MEREZFIHL
TLE)AREMEEZBEEL TS, FCAH 7 4 ANOMO 2 —V 2k L CHRMEMENER SN D &
X2 VT A LETV N T ANANRIERTZ T AT I EEIND EHEE 2D,
PC-FAX Ei{Ef%E. TSI ZERTEIT. FAX ZEOHAICHKELI D, BEILARAWR Yy 7 27 74
IVOLREPFEAET H AR ZEE L T b,
ZHIUZ% LT O.CONFIG (2 & 0 . TOE NEEICERT 5 %> b U —27 &iE, PC-FAX B .
TSI ZERE L HET HEFNZEBEITHIRT 5L LTV, RGO TREMEIIRESNS,
OE.FEED-BACK %, FHH OFEIEICB W T AN ENDK5F AT — Rzt L CR#ES N7 4
— KNy I HRT TV r—varERHTLHELTEY, £/ OE.SESSION (2 &V #EKT
‘iZiIe 7 A 7T 5 EHANEREIND 72D, O.CONFIG iZ+40V AR — I Tunab,
L7z o TREBITHoadiishTun s,

® TACCESS-SETTING (ZFa )T« ICEART IHBEREXHOFEER)
RGBT X2V T 4 ICEMRT DR EOHEER EE2 LR SND Z LIk, ERMICR Yy 7 A7
FTANRLEX 2V T A LES IV N7 7 A NVOIRIRICRET D[R 2EE L T\ 5,
O.CONFIG I &V, —HDEFx 2 U 7 ¢ |[ZBHET LR EMEELHIET 28X =2 U 7 1 i biEED
REXEHERL O — R V=T RIS T5E LTEY, BEOWTRENRRESND,
OE.FEED-BACK %, HHE DBV T AN SN EFENNAT — RISk L CTR#ESNT 7«
— KRy 7 RS T7FY r—a &4 5L LTEY, £72 OE.SESSION (2L &L+
— R —ERE— ROBERTRIZIZENEN e 73 7 T2 EANER SN 72H, 0.CONFIG
TSP R—FERTV5,
L7z o TARE I Hastit s Tuna,

® T.BACKUP-RESTORE (/3w 9 7w TH#k, )X F7HEEOFELFER)
AEBII NN 7T v e, VA RNTHERRTEICHH SN Z LIZLY, Ry 7 AT 7 AR
X2 VT 4 ETV N T 7AW T DAHEMERH D, AT — REREREOH HT —
AR T 5, FEREEEDLSAINTRER, Ry 727740, ¥X2 VT4 XETV
N7 7 A VDIRERT D AREE A BE L TV D,
O.CONFIG 2LV RNy 7T v 7HERE. UV A N THSREORIH 2B HEE IS5 LTED,
DR REME N BRE X D,
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OE.FEED-BACK (%, HFHEDOHIEICEB W TANIN D KEFENRAY — Rzt L TIR#E ST 7 4
— KNy 7 BRTT TV r—varERAT5ELTEY, £72 OE.SESSION (2 & 0 B fEKT
BlZiie s 735N ERI NS 729, 0.CONFIG ZHHR— kL TW\b,

L7 o TREEIT ot S Tnd

® T.BRING-OUT-CF (AR F IS5 YL arEYDRELRFTLHL)
AREBNEa LRI N7 Ty v a AR ERLHIND Z EI2X 0, CF AOERDS RN T 5 ATREME
R HEHSLTOE R EA SN TREIND Z LICL > TREARBIENTHOI D AREMZEE L T
W5,
0.LOCK-CF-CAPABILITY (2L Y CF v v 72 FHAT 5720 0&ER YR — kX,
OE.LOCK-CFIZ LV  BHEKR O —EL 2 V=7I12LY CF u v 7 BERELEIES T 57200
RENMTON CF 1 v ZEERENEMET 5 Z LT & » TEE O WTREMEITER S 5,
CF BT 0hzbn<T, CFry a2 A I, b LLILCF vy 7 iELrEfES 722\ CF
MREINDZEIZEY, X2V T ¢ ICBET 552 EME 3 METS 72 R RE CEMET 2 falRtE B3 fF7E
T 5, ZHUH LTI, O.CHECK-CF 2LV, TOE 2L » C#HE SN TW5 CF OIESMERKR
FEENDT-O, Tz biiz CF TEWET A Z &/, Lo TEEOAREMEIZBRE S
%
L= TRBBIZ HydfisnhTns

A34 HBOEF1Y T4 AHICHT S+

A DOEX 2 U T 4 FEHIHIET 28 F 2 U 7 4 (R GEHZ DWW TLLTICHIT 5,

® P.COMMUNICATION-DATA (E[{&7 7 4 LDt X 17 HiE(E)

xﬁ%®?%1)74ﬁﬂi X NU—27 BEIZN DT 7 A WIZDOWT, FhENME A iR
Bz, Mk - AR L T2 HAICB O TELWHETFEMEEEN S 220 LA %
ﬁ5\it e bT 5 LHELTVS, HBEISLTHETENT I WD, T XTO®E
BT F 27 RIBEEELZRIET VBT, EX2 VT4 XEFV b, Ry AT 7
ANEHHIICHTZY, MFP ERIAE O S 7 F4 7> b PC M THRIKIR 1 SO FENRIL SRS
VERH D,
O.TRUSTED-PASS | . REEOHHEBRTHL, Ry 7 AT 7 AN, X2 )T 4 0ET
)/%774w_ﬁbf\MFP%%7747VFPC\itﬁﬁ?%?yFPC#%NmPkw
S TZEBEOEZFICBWTIE LWHEFEICEEET ¥ *NVERET 2720, kot x2) 7 ¢
FEtmNEHT D,
%72 0.CRYPTO-MAIL 2LV, MFP /527 A4 72k PC~A—VIZTERFEENDIR Y 7 AT
7ANEELWHTPEAE S L CERETOIMEZRMET LT o827 o xR GEHT LD
ﬁ@@?%n)?%ﬁ%i%ﬁéhéo

SIZEEHET ¥ RN EERET — %, A—NWZE DRy I AT 7 A NVORESALOER, %55
%7 %1%, O.CONFIG (Z L v FFHHICHIRSN T3, £7- OE.FEED-BACK i, & #ED
BEEICBWTAN SN A RAT — NIzt L TR ST 7 4 — R 7 2 RTT SV r—a v
ZFAT 5L LTEY, £7- OE.SESSION |2 L W #EK THRICIZn 747+ 5@MANEREN
%7-%. O.CONFIG Z¥R— kLT3,
L7z o TAMBO X2 U T 4 FFeHE, ERT L7200 Th o,
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5 ¥R VKR—RY MERE
5.1. ¥isRkiggEa o R—R > b

A ST CHE, EIRHHE = VK% b2 3 SRS B, X2 ) 7 HIEEIFOLEE, T
L EHOBAELL F O Th B,

® FAD RIP.1

FIRFT =2 L OTSF T — 2 OEFERERET L2 ERT DX 2V 7 A HEBEAETH D,

> RO EMN
TSF 7 — % OFAFIERAE L AT T 20BN S D0, BFERESEOB N ZHHT o2V
T 4 KEREERL, FIA# T —ZI2k4 % FDP_RIP1 LR 4726720, ARER A -9 1%
2 U T ¢ BEREERIIAFAE L2\,

> #@ALEY 5 X (FAD) OEH
FIRHE T —4# %O TSF 7 —X OX[72<, WGOT—2DeFXa VT ¢ 23l Lo BTk
VW Ko THLWI T AZEFEZ LT,

> #@RALE=773) (RIP) DEH
FDP 7 7 ADY45%7 7 I U BHTH2NEZFMA LT, TSF 77— X E THEEIELT-H O
ThHHD, 2077V ER—TvE#EH L,

® FIA EID.1

TOE Mo T 4T 4 ~DT 7B AT HEOFRMEERET S X2V 7 4 HEEMFTH S,

> HRERDLEMS
TOE PMRT T 4 T A MO T 7 BASNDITAEZERT LD TIE7e<, TOE A L2348~
YT AT ALK LTCRENT DITAE~DOAGRTH Y | KEREZM -T2 U7 ¢ BRI
FEL 72\,

> BARALEY SR (FIA) OEH
ST T 4T 4 BT DL EZHEL TWAHT20, BBIFRGEO A % = U 7 ¢ HREE(:
FELDBDHFIA T T ANKETH D,

> #@RALI-77=3) (EID) OEH
ARERANFIL, BEFE7 7 S VIS L TR EZIRE L7 b DTS Lisnw s s, Ko
THLWZ 7 IV EERLTL,

® FIT _CAP1

TOENITEE CTHHIMBT LT 4T 4 DX 2 U T A HEEZAZFIAT 572012 TOE IS/ B 7R

BEHEBET D200 x2 ) 7 ( MESEETH D,

> RO EM
TOE MO x 2V 7 2R T 256, AMTOEX 2V 7 o EENHENCEX 27
THHZLELEBETHLN, IO EX 2T 1 BEEZIEL V2722972912 TOE 2342
T REGENIFFICHETH D, Lo ULARERO L5 2RI xR = U 7« B BRI
FELZ2W,

> BRALEYSX (FIT) OERH
CC/R—h 2ITIFRWVHLWERTH LD, HILWI TREER LT,

> WRALKZ731) (CAP1) MR
7 ZAERRRIZ CC/R—F 2ITIERWVWH LWERTH L7, HiLnwr 7 IV EERLE,
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5.1.1. FAD_RIP.1 DEZ

® VS RE
FAD : &7 — % Offi
WEFRDEM : FAD (Functionaly requirement for All Data protection )

0 USADPE
ZD7 T AR, AT —4%, TSF T — 2 OR 7 AR#T 52 LICEET 2825 Ed D
T77IVREEND, AMETIZ1O07 7 I U BDFEET D,

— &7 — 2R (FAD_RIP) ;

® J7IDABHEL
077 IV, BIRENTHERN ELET 78230, ROBH LIMEHRLIZAT V=7 b,
TSF 7 — %037 7 B AARRICT 2 _X&E TIERWEREZZERWVE D ICT DB HICT 5, 2
O7 7 VX, WEAICHIBRE 23 S -3, TOE WICE 7217 ET D ATREMED & B 1F iz xt
THRELERT D,

® JUR—F rDLAILFIT

FADRP 27— 5OBRAMEEE — 1 |

FAD_RIP.1 : BRI EBRIER DT — 2 OFIEERIR#] X, TSF I Lo THIEI SN S &
REFAAT V27 vOV Ty bR, BIROE Y THDWITEY THERICBWT, COEFEO LY
DB RNE LRI TE RN L &2 TSF MEGET 5 2 & 28Rk 5,

EZE : FAD_RIP.1

BIRE 72 B E AT 5 R E R @2 & o
&1 : FAD_RIP.1

TRENDEIRT 77 4 BT 413720,

FAD_RIP.1 AR EERERDE T — 2 DEFHERERE

FAD_RIP.1.1

TSF X, UTFTOAT7 Y =7 s ROTSF 7 — #1572 BURIZRIEERIEICB N T, HEIRICEH Y Y Tonk
LR D EDERONA BRI TERLS T2 2 LA RAEL 2T NER SRV [Ny 772 =2 fo VX PR
OTSF 7—4D Y X M,

THRIFE R L
&k L
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5.1.2. FIA_EID.1 DE&

e J7IDASBHEL
ZO77IVE, TOEADITREZY T 47 4 BN EX =2 VT 422t 254, ITRET
YT AT AMAELTONZ 5N TR & EERT D MNEM ISR T 5,
ZO77IVIEITRES T 47 4 OESHEORGEEZ ZRT 5,

® JIUR—F bDLANILFIT

FIAED 77 4X%EDER

IEFROEM : EID (External entity IDentification)

FIA_EID.1: [TOE "o 7 7 Axt% L 725 IT BET T 7 4 O 1%, IT B 7
AT AWK LTT 7 v a rERBT AN ITRET T 07 0 OIEYMRBEE (2 2 TIEEkD) (12
B+ 5 2 L 2RSS,

B#& : FIA_EID.1

FAU_GEN %= U 7 B 7 — 2 EMN PPIST IZHENTOIUE, AT DT 7 ¥ a2 v EEAEMRIZT & T
H5,

a) fh BRSNS IT8BEE= 0T 1 7 4 @ANERE ST, IT RS T (7 A MBI A I =X LOARRIER

b) A RSN ITRET T 4 T @R e G, ITRET T (7 4@ A B = X LOFT~TOMH

&I : FIA_EID.1

PLTFDOT7 7 v a  id FMT ICBIT A EEIEELEE X 5D,
a) ITERETVT 47 4 iBIEHR oS

FIA_EID.1 TOEMNSDT I CARMRELGD ITRIEI DT 1 T 1 DA

FIA_EID.1.1

TSFiZ. TOE 76 ITEBRET T 4T 412 LTT 2 v avrd5iNc. 2O ITRET T 5 4 ORI
R D L AFSR LRI B0,

FIA_EID.1.2

TSF L, ITRET T 47 4 OINCKM LIZ5GE, TOENS ITREC T 4 T4 IZHT2T7 7> a
ORLE 2= 1E L uid7s 5 7a0,

T : 2L

&kEFHE L
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5.1.3. FIT_CAP1 DEH

® VSRE
FIT : IT 855= 27 4 7 1 & Oififh
WEFROE L : FIT (Functional requirement for IT environment support)

® VS AMABDFEL
ORI, ITREX T 47 4o PRI 282 70— AR FICEEES 5 Bt 4
BETDH77IUNEEND, RKIETIX1 207 7 U BHFET D,
— ITwE T 7 4 OFH (FIT_CAP) ;

® J7IDABFEL
ZO77 IV ITREZ T 4T 40X T R EFHATI12H72-> T, TOE 243 L
7R BHESIDERIIHIGT D,

® JIUR—F rDLAILGFIT

FIT.CAP  ITHREITATADFATEI-HDEER

RO EM : CAP (CAPability of using it environment)

FIT CAP1: NT BB T4 T 4 DX T 4V —EAFHAREORES] 1, ITREZ T«
TANRMET 22U T 4 HEELZE LS FIHT 27200 TOE ([ZHE L 722 580 O BRI %t
&5,

B5% : FIT_CAP.1

FAU GEN t¥x =2 U7 4 AT — X AN PPISTICEENTWIUR LLTFOT 7 v a v EBEENRICT RET
H5,

a) ‘b ITBRET VT 47 41k 2EEORIK

b) EAR ITRETCT 4T AIKT 5T COEEDHER (), R

EIE : FIT_CAP.1

UTDT7T 7y a i FMTICB T A8 HEREL £ 2 b b,
TRENDIEHT 7T 4 BT 41X,

FIT_CAP.1 TEREI VT4 T4 DEF2) T+ H—EXFABORES

FIT_CAP.1.1

TSF 1%, [Blf;: IT#H G T o 7 PR S F 2 V7 —EXNR LT, 2OV —E 2 &2FHT 2
72 DI B RE ) ARl L TR s [Bifl: wd = U7 4 — E X DB EICLBLRRE D U X P,

ThIREE R/

&KEFHE L
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6. ITEXxalT+EH

AKETIX, TOE X = U T 4 BEHIZHOW TR T 5,

<SGRLLEZEIZDONT>

TOE ICHELE ENDEF 2 U T HEEEE AR T 5, HiEEEa L R—F% > ME, CC/3—h 2
THESNTWALOFEEHFHL, 7V bE—0OL0OZ#HT 5, CC/— bk 2 (Zid Sy
FLWEBMEML, CC/R— b 2 EHA LN T L8 L GRINL TV 5,

<tEXal)TqHEEEH “RE OBRTRAE>

UTORBOFIZBNT, A XV v 7 BHOR—/V FTRINDLETLIF, “FIF7, 721 B
NTNWLZ LR T T A =TI L TORENDFEXDERICHINEE TA XY v 7 HOR—/V KT
RENDRGELIT, T F =T A ENTFSEFA “FEE” ShTnd Z & 2mrnd, 7-UrDRIZ
T TREN L FE ST, GREEREEFS “MVIRL” S THEHShTWS Z & 2RT,

<IKRTEFHDOBAFRAE>
CIEE ORI B W TEEIMH T “( )7 SnHiorEnsd 700 L, ASTICTERAEN X =
U T A BBEEIED T~ L h T, A STICTCHEMT 2 LEMDRUVMEIEETh 25413, R
WNIZT “SEHLARW R LTWnWa,
6.1. TOEE XU T+ EH
6.1.1. TOE ¥ ) 7 14 H4EeEH

6.1.1.1. BESHYHR—F

FCS_CKM.1 BEREM

FCS_CKM.1.1

TSF i3, LAFOlEI: FED VX BT 5. fRE SR S@AERT V3 ) X L8N 1F Gk T
Y XAV EARTE S SR (RIS RN 0E - T, BE A AR L 22 TSR H 70,

I ZVERE
[ 2 WFERELHE FEE - T/eTY XA - RROBE ISR

[t Atk 70 = XA]
I3 2 GRS (FE - TN TYXL - BROBEE 278

[EIRE: mEEat
[ 2 IFERER B TN TY X4 - SEOPIF (MR

THIFE R ©ooRL
KA : FCS_CKM.2 or FCS_COP.1 (FCS_COP.1 (—#i#%RnA)), FCS_CKM.4 GEH L7

®2 BSREN RE-T7LIUIXL-BROBRK

EBED R K EERERTILTY XL EERE
FIPS 186-2 BB T /=Y XA - 128 bit
- 192 bit
- 168 bit
- 256 bit
= T INKEEEE | 2= 3 /% HDD BES84ERE 7T Y XA 256 bit
(SHA256)
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FCS_COP.1 EEERE

FCS_COP.1.1

TSF L. [Biff: 2D J X MICAEET D, BESNZREES T3 XA[EIf): e 7= XAl L 58
EEIG: gE#RNCHE > T, [BIfh: IFEHFED VX FE&FET LT b,

[BIft: gEfED J 2 F
36 3 WEGHRIE THTY XA - BE - lEGHRIEFDER 1278

(B4 mg 7=y XA]
I# 3 WERE TNV X4 - B - lEHREOBIF Ic7H

(FIfr: mr o)
I3 3 WEEHIE ThTY X5 - BE - lEEERIEDER 12708

(B B HfFo V< P
[F# 3 KEBHRIE 712U XA - BE - IEEHEIEDELE) 17588

Tk oL
ke : FDP_ITC.1 or FDP_ITC.2 or FCS_CKM.1 (FCS_CKM.1 (—#%4%n#4)), FCS_CKM.4
GER L7au)

® 3 WBERME 7LIJVXL-BE - BSREOERK

BEDY R k EE7ILIY XA EERE EEREDAE
FIPS PUB 197 | AES - 128 bit | S/IMIME (55 —% DhFEHE
- 192 bit
- 256 bit
SP800-67 3-Key-Triple-DES - 168 bit | SIMIME %57 —5 DEEEL
FIPS 186-2 RSA - 1024bit | S/IMIME (57— 5 FEB-E D7 D DIFE- SR DIFEE
- 2048 bit
- 8072 bit
- 4096 bit

6.1.1.2. FIAET— 2 RE&

FDP_ACC.1[1] Iy 7O XHE

FDP_ACC.1.1[1]

TSF X, [Biff: 7= b, 752 b, BROOSFP TIRPAS Y T2 G 7= 2 FHDORRE
D Jx Mk L& 72 & X B SFA % % L7210 3728 6720,
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<TN—T Ry 7 Al ’Fa'?]ﬁ’*?“é*ﬁ‘f“/“:cﬁ N B D R B A >

FMT_MTD.l[ll]@ . EPID KON S A D — RoREkT, BEEZTICHRS WD, 7
FMT_MTD.1[3]ic . BBFY ID RO AN AT — RO AL, FHELTICHRES D, 22—
PIZEID 27 EEFLEJF)TE P %GRk, FMT_MTD.1[12]iC & v EHE Kk O OE P ORI & 7 r]
ENTea—PFRTICHIR S5, FIA_SOS.1BIIZ &LV | FM 2T — RO SEHEES 115,

%Wmﬁﬁt®¢ﬁ>
FMT _MOF.1[31iZ L v . ZEP9EREHERE D 5 B F WV HE (2 (R B BT S BRE 77 1 ICHIfR S N 5,

<EHEE VX 2 TICHERFT B 72 DI B A g >
= get.admin &M

<Y —bERZ UV =T B Fa TICHERT D7 DI LB e g >
= gset.service &R

<KEBDT- O DEE], EHIERE >

ZIHEMATT ) &ENL, FMT_SMR.1[2]IC X v F#F, FMT_SMR.1[6lic LY D 7 L—77R
v 7 ZOFPEFFR S o — e L TR S LD, £ 2 6B HEERE L. FMT_SMF.1 (X
DERE SN D,

CNOHEBOBRBEMENHIZSIND Z EIZRY, KXV T xRNz D,

® O.SECURE-PRINT (ZFa)FA4XET)VFIT7ALI)
AKX T 4K GEHE. BX 2V T4 XE TV U N7 7 AT D820 LT 5,
FTEX2 VT A XETV R T 7ANMIIONTTHIN, EX2V T4 XET VM7 7M1
OHMZZDEeX 2 VT 4 LE TV N7 7 A NVORAEH ] SN2 —FEFICHBRLTEY .,
T 7 AHIEIC R T DR BN METH D,

<EX2UTFALESY U NI 7 AT & AHIH >

a—H L UTHBEEES NS & FIA_ATD.1, FIA USB.1 IZ L W FIHARITT D% 27 |12a—H

ID 23 EdfT i 5%, FDP_ACC.1[2]. FDP_ACF.1[2lic kv, ==—H ID #E-oFfHE 2 R179

LHEATE, HOHDDEX2 VT A XET VU T 7 Ak L T ERRBIENRTF TSN D,

X2 VT4 XETV T ANERRMT L2, 20XV T 4 XETIV T 740D

FIHAZHF TSN 2= THIHIVENRSH 57, FIA_UID.2[4], FIA_UAU.2[4lic kv, o&*

2 VT4 LETIV 77 ANVORHET SN Z2—ThD 2 & 2B BERES LD,

FREIZIE, FIA_UAU.TIZE D, NRUR#ES N7 4 — RNy 7 A1 7T 8T “%7

L, BiEEYR— 15,

EL%AFLH] L0 KD, 5 B SR ANE DT X TOANZMF 2T L, FIA_AFL.1[5]
X0 REEIIERAEN 1~3 [ENCET D L, U2 VT 4 LETV v b7 7 A Kk 538G

w Exuy /95, Zory 7 REEX, FEE OMBREEIC L > TR S,

X2 VT4 LETV T ANORAZHTFRI SN2 —FTHDH I L ORI T 5 Rk

FREEOFATIFIEL T H D BRI FIEL O BE DR E L. MMJHDH]kiD\ﬁﬁ%t WZFFH]

b,

FIA_ATD.1, FIA_USB.1 2LV, FIHZRITT 22 A 718 % =2 U 7 ¢ SCENEHIE ID 23R

fir bbb &, FDP_ACC.1[2]. FDP_ACF1RIC LY, 7V =7 MEthotx o U T 1 LEHN
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HHEID & —HT 247V =7 MNatzeRotx =2V 7 4 XETY b7 7 A T LT HI
BIERFFRI SN D,

Bt X a7 ¢ CENEEIE ID X, FMT_MSA3R]I LV X2 V74 XE TV 77 AL
DRGKIFIZ —BIZHI S N D ENR G 6T D

<t%;U%4i%NXU~P>
FMT MTD.1[8lic X v, FEFICRHEN I X2V T 0 LEAART— FOBREIT—F 7 IFICEHF
mEN5, FIA SOS1BINC LV X2 VT 4 LEARRU— ROBEIIMIESN 5,

<EHEE VX 2 TICHERFT B 72 OIS B A g >
= set.admin &

<HP—VERZU V=T Y F 2 TITHERT 5 72 DI B 2 i >
= gset.service &R

<EZEHEDOT- O OAE| EHEMEE >
INHEBEITHOKRE m:FMTSMRH]Li@mﬂ%\FMTﬁMRHNKiDJ%ﬁkLT%
Fahsd, ¥ b®&HEREILZ. FMT SME1ICEVEBESR D,

TN OEROBREEMDRRTZIND Z LITLY KieFx 2 U T 4 R GFEHTN - S D,

® O.CONFIG (EERERE~NDT V7t XHlIR)
AKEFx = U7 4 XK FEHE, SMTP Y — NIRRT 5% &, DNS — NIRRT 5% E, ¥ =
)?4%%%%7%%¢6%ﬁxﬂya777%b\)ZF7%%%%§@%Kﬁ@LT%D\
— DR CHERESCE BRI LT T 7 v AZHIRT 272D DEEMENPVLETH D,

<FXvy bU—7 OREEH>

FIRHZRITT 2 2 27 ([ HBFRENEESIT 5 b & FDP_ACC.1[3], FDP_ACF.1[3lic X v |
FIHEZEZRATT 52 2 271%, SMTP 4 — RN —F 477 b, DNS =TV —TFF 7V =
7 MFP 7 RV A N—TFFT7 V= 7 +, PC-FAX BfEREA T ¥ = 7 MKk 2R EERIEN
RIS L5,

<Ny 7T w7 AT HEEEDEERIIR >
FIA_ATD.1, FIA_USB.1 ({2 X W FIHZRITT 2 ¥ A7 \EFEERENEE ST o b & FIAE
ERATT D H A7 0%,
- FDP_ACC.1[1]. FDP_ACF.1[1lick W Ry 7 277 A )V
- FDP_ACC.1[2], FDP_ACF12lick v t*=2V T4 XETV b7 7 AL
EXRELT, N7 v TBIENFTEND, F1-
- FDP_ACC.1[3]. FDP_ACF.1[3lic XV SMTP % — T )L—FH+ 7= b,
DNS =N NV—74 7=/ . MFP 7 KL AV V—TFH4 7V =7 b, PC-FAX #ifEi%
EA T b
EXRELT, VA RNTEEZFAIESND, HIZ
FMT MOF.1[1lic kv &=V T 1@tk ET — X
-FMINDRH% L0, 2 — VIR OBERET — 4 |
S/MIME HEREIZ I 1T DS BIRERET — ¥ . SNMP /N AU — RBGHEREDEMER T T — ¥
- FMT_MOF.1[8lic L ¥ @fE#ET ¥ xR €T — ¥, Biobv — K,
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EPAER AR RE D ENMER T — &
- FMT_MSA.1[1]. FMT _MSA.1[2]. FMT MSA.1[3lic X v R v 7 2D =2 —H¥ @ik
- FMT_MTD.12lic kY 2—H¥ 2D — R
- FMT MTD.1[3]ic LV ==—# ID, SNMP /X2 U — R, /X34 — N 74 71,
PRFERIIEE B, B 2 VT 0 LEARART — K, SR — EREERET — # . 5 ID,
S sA U — K| SIMIME GEFIE, #E585E7 — %, TR, EHEERIER » 7 K,
TSIx15§QHﬂ§T i
- FMT MTD.1[4lic LV R v 7 ZAXAT— R
EXBET 2L LTEBAEZTIC) A NTHE (T2bbsE®RIE) NFaTsn b,
FMT MTD.1[7]ick» SNMP /RA T — F, 22— P2 T — R Ry 7 ANRAT— R, &FalTF
S LERAT— R, R RAT— R, BtV — ROy 77 v 7EE (ThabbRVWE e
1E) WEBRE T TICHTEN D,

<®F 2 VT o WALEEE DO BRIERIBR >

T X2 VT g bEERE DO LR E L. FMT_MOF.1[1Ic kv, HHER Y — R V=772
FIZHF R ESN5G, AT o Aieo@fex e (i) X, FMT_MOF.1[4licky, y—evx=x
YOSTIEFICEHFR SN D,

<HDD 1 v 7 /RAU— R, B5{LU— F‘@%IE\ CF 0y 7 NAT— K>

FMT_MTD.1[3lick v, HDD v v 7 /SAU— K WbV —F, CF 2 v 7 /SAU— KT 5
SEEENFFT &5, FIA_SOS.1[4lic kv HDD 2y 7 RAT— R kY — R, CF o
I NAT— ROSENKIEEN D, "B HDD v v 7 82U — R, eV — R, CF y7/\°7\
U — RN ERINLHERE, FIA_UAUG IZ LV, ENENEEREW A~ HDD = > 7 /SN2 T — R
BT —R,. CFry 7 AT —RLEBETAZEICL - TEHETHD Z LA HGEL., ﬁmp
SNTEHEICEERHFIEND,

BB LT — ROBEFHR/EIT, FMT_MTD.1[111ic L 0 BHEE7Z0FICEHF T SR D,

<MIB A7 ¥ =7 MIkT 57 78 A E B>

SMTP — NI N—TF4T7 =7 b, DNS V=T )NV—TFF4T7 =/ b, MFP 7 L X7 )L—

TAT 27 MEILMIBAT7 V7 N LTHHEET D728, SNMP 2L 5T 7 A2 bl R

VETH D,

FIA_UID.2[2]. FIA UAU2[2lic kv MIBA 7Y =7 M7 72T AHAENEHRE TH D

Z L ERIRERET 5,

FIA_AFL.1[Bic £ V. RERFFEAEN 1~3 ENZET H &, MIBA 7 V=7 MIT 7 BATH20
OFRFHREZ 0 v 7+ 5, 20 v ZIREEIT, WHEICL D0 v 7 BRRIEIC X > TSN D,

SNMP /X2 U — RFIH L7- B A RIS BT 2 AR FRFEDO R TEIEL T & 2 FBRER I a1 0 BE
OFEX, FMT_MTD.1[3lic kv, FEELFICHIR I D,

FMT_MTD.1[3lic X ¥ SNMP /"2 U — ROEF T, FEFIZHIR S5, FIA_SOS.1[2]ic £ v

SNMP RS2 U — RO ERBFAEEN D,

SNMP /{2 U — FERGFED 0%, FMT_MOF.1[2lic kv, BEESFICHIBR SN 5,

<EEHET ¥ RBERERE T — & O EREI R >
EEHET v RABERED 50 VKR OEIREREIX, FMT_MOF.1[BIIZ LY | FEE LTI IS
50

< S/MIME HEBE D 7= 8 D E /BRI R >
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S/MIME ZERAE | 3256587 — 2 OBEkT. FMT MTD.1[111ic L v . EEE 7 FICH TIN5,
F-BEREN D SIMIME FFAZE, 256587 — 2 OZF L, FMT_MTD.1[8lic kv, &HE- T
IR & 5D, SIMIME #gED 55 vk, FMT MOF.1[2ic X v, EHESFICHTEND,

<BHHE VX 2 TICHERFT 5 - DIC B e >
= set.admin &M

<P =R V=T ZEF 2 TR 5 1 DI B 2R B>

= set.service &

<KEHOT-DOKE, EHERE >
INOEHAITHOKRENT, FMT_SMR.1[1lIc kv ¥ —bv 2= P=7 FMT SMR.12lic X v &
E L LCHERF SN D, 2 6EEMEEIX. FMT_SME1ICX VW RBEIND,

IO HEBOMBRBEMENMI-SIND Z &I2RY, KXV T xRN sh 2,

® O.OVERWRITE-ALL (582 EE=HIR)
AKXV T 45K FEHE, HDD O3 _XCOF—Z il a2 il L, FIAENRE L7 NVRAM
FONCF LOREFEREZ LT DL LTHBY ., HIRICEFET 2ENBETH D,
FAD_RIP1 2LV, ZhoxRETHHERBIEERIEIZL > TLRIO EOFHRONE LRI T
L THEERIET D,
KoTREX 2V 7 43R GEITW - S b,

® O.CRYPTO-KEY (FEEBB4ER)
AExa )T 4K GTEHNT Rt a T s a s Fy FRREINTVWHEEIC, HDD Io&x
AT RTCOT — X 2T D70 LERE A2 AR T 5L LTEY ., KAk
THREBEMENMLETH D,
FCS_CKM.1 (2 kY, 2=0 3 ) VA SAARIEREICE T2 =0 X / v% HDD 584 A
=X A5 (SHA256) ZFIH L., 256bit O S8#EA ERKT 5,
COMBEEMHIC Lo TARE X2 U T 4 RIEF TSNS,

® O.CHECK-HDD (HDD MIE & t¥rESR)
AKX =2 VT 035K 7ML, RIEZ2 HDD DSAVIAA TWeWZ & 2GR T 5729, HDD O1EY
PEZRRFEET 25 & LTEHY ., TOE 25 DANBT T 47 4 ORRIEICERT 2 EUERLETH 5,
FIA_EID.1[1]iz & v . TOE 7% HDD ~® 7 2 3 = > O HDD Z#5 L. #kRc i L=
AlX, FPEENTWET 7Y a v EEIRT S,
COBEREENRIC ko TAREF 2 U T 4 KR TN SN D,

® O.CHECK-CF (CF MIE ZitErEsR)
KXo U7 kR FTENT, AIEZ CF BSIVAALTW RN L 2 iERT 5720, CF OIEY %%
FET 5L LTEY, TOE 22D DINBE T 4T 4 ORGEICEGRT 25 BB LETH D,
FIA_EID.1[2]i & » \TOE 76 CF ~D 7 7 2 > OFNC CF & 5k5 L GBI L/ L= 54 1T,
TESNTWET 7 v a rzEET 5,
ZOBEEMIC L > TARE X =2 U 7 o KR F#H TR - S b,

Copyright © 2008-2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
7517105



bizhub 751 / bizhub 601 / ineo 751 / ineo 601 / VarioLink 7522 / VarioLink 6022 £#&#/#1 7~z AOPNOY0-0100-G00-15
AOPNOYO0-1D00-G00-11 ¥z Y FrE2—4 vk

® O.TRUSTED-PASS (BEEF v RILOFA)
AKX VT xR, Ry 2727740, BXa2 VT 4 XLE TV M7 7 A VOEZFIC
BOWTREHET Y IV EEKTHELTEY, @EET ¥ X VCERT2EERLETH D,
FTP_ITC.1 (%, ftho@E{E4E IT ®EE» 5 OERICGE C CREET v 1V EEKTHE LTERD,
Ry I AT7AN, X2V T4 LETV U N7 7 A NVOEZEITER SN,
COMEEEMIC Lo TARE X 2 U T 4 (IR FEHIM - S5,

® O.CRYPTO-MAIL (BEEEA—ILDFIA)
AKX )T A/ EITENE, RO T AT 7 AN EA—VICTEET IR vy 7 A7 7 A4 NV Ek
LT HZEEHELTRBY, BEICHET 258 EM4RAMETH D,
FCS_CKM.1 {2 X v [ FIPS 186-2 (29t > I L ELE AR 7T v = U X L ZFIH L K 58E (128 bit,
F 7213 168 bit, F 721 192 bit, F721E 256 bit) & ERKT 5,
FCS_COP.1 2k v, FIPSPUB 197 ® AES (K5/>4# : 128 bit, F7-1% 192 bit, F721% 256 bit)
ERRHL TRy 7 A7 7 A VR FbT 5, (21U SIMIME O ET — #1272 5,) £ FZ:
(2 &Y SP800-67 @ 3-Key-Triple-DES (BF =4 : 168 bit) ZF|HL TR 7 A7 7 A V&K 51k
T 5, (ZNHFEERIC SIMIME OXET—X 272 5,) ZnbREE#X, FCS_COP1 2LV, %
565D SIMIME ZEFHEOABRSE (1024bit, £721% 2048 bit, F£7-1% 3072 bit. F£7-1% 4096 bit)
T D FIPS 186-2 ® RSA IC L Wi Bk En D,
N SEBOMEEBEMEN - SNDZ L2k, AeFa )T o RN &S5,

® O.AUTH-CAPABILITY (A—Y#AIREREELEFIRAT 51O DY KR— FBIE)

AKX =2V T xR GFEHEL, TOESO= T 47 4 Th D 2—VIHEREHRS — 2R LIz —
PHRBIGRAERE A TOE NYR— b +25L LTBY =T 4T 4 DEMEE Y R— 452 &
EHETHHEMEPLETH D,

FIT CAP1[1lic kv, =—VEREH Y — A "NFEIT S ActiveDirectory (2 & 2 = — ik BIER:

%%Ab"ifl,7f Ak BIFRRE R G2 D = — % D BEEE W WG DO HEEE . #kBIRREEX G D = — W
V2T 2 RRAET IS RE 2 KB 5,
ZOBREEMIC Lo TAREF 2 U 7 4 %R TEHIR =S5,

® O.CRYPTO-CAPABILITY (R§EL#eeZzFfIAT 5= DY R— ~EIME)
AKX =2V T o5tk GEHEL, TOE SO T 47 4 THDHEFELF v M2k, HDD NICHRE
ENBHTF—Z 25 b T 57-008EE TOE NV R— 5L LTEY INBTT 4T 4 O
VEEVR— b T2 L 2HETIHREMEDLETH D,
FIT_CAP.1[2lic LV, Ks5{bx v b FEBLT DR S LHEREIC KT LT, B} 7 7 1 V& K 5{uikne
TR SE L7200 R— MEfEZ EBT 5,
ZOBEREEMIC L > TARE X 2 U T 4 %R GEHIm - SN D,

® O.LOCK-HDD-CAPABILITY (HDD Av /- ##e%#FIAT 5= DY HR— FEIE)
KXo U7 xR FEIEL, TOEANDO= T 7 4 ThHDH HDD IZ LV, 5%iE Iz MFP LSt
INLDRIERT 78 AZHEETH-008EEEZ TOE XY R— 5L LTEY) AT 4T
4 DENWEZ Y R— 52 L2 BETIHBEMHNLETH D,
FIT_CAP.1[3]ic L v, HDD 23542 HDD v » 7 ¥4FEICK L C, HDD 1 v 7 /82T — RDZE
BT 5720V R — hMERE, HDD v v 7 HEEZ fRER T 2720 O 7R — NEEEZ RBLT 5,
ZOBREEMIC Lo TARESX 2 U 7 4 %R TEHIR =S5,

® O.LOCK-CF-CAPABILITY (CF By #eE#FIAT 5 - DY KR— FEIME)
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AKX VT 43K GEHEL, TOEANDOZ T 47 4 ThHhD CFICLY, &iEI 7= MFP LSt
LORERT 78 A HETH1-008EEZ TOE BN R— b3 5E LTEBY AT 47«
DOENEEDHR— T D2 EEZHET HHREMHDLETH D,

FIT_CAP1[4lic XV, CFMREH TS CF v 7HEEICH LT, CFr Yy 7 AU — RKOEHET 5
eSOV AR — MERE, CF 1 v VB Z R T 57200 AR — Mg & BT 5,
COMBEEMHFIC Lo TARE X2 ) T 4 RIEF TSNS,

> set.admin (EBEZLX17IC#HET IL-OICRELEHDOEY )
<& HLE ORI FGE >
FIA_UID.2[2]. FIA_UAU.2[2lic LV . 7 7 v AT 2R HENEHE CTH D Z & 2i#BERiET 5,
FRREIZIX, FIA_LUAU.7IZE D, RNpUICR#ES N7 4 — Ry Z I A 1 XFIT LT “%7
ZiRL, BiEE YR — N5,
FIA_AFL.1[8ic X V. A A BRRIT LI ARRIREIEDH AT, KO FE, 5 BB/ SR AL D
TRTOANZAEHEG L, FIA_AFL.1[2IC XV . REREZhEEAEN 1~3 BlZZET 5 &, #AEF T
bhiFue 747 L, UBEHE AT — REMHAT 2T X CORIHEL vy 755, 2oy
7 JREEIX, FEJR OFF/ON 72 £i2 X % TOE OEENC L > THEBRISREN AT S, BB RGER ¥
IR RERRICR SN D, TV — bR PoTIC LA EE SRR D 1 U R KRE
DOEMEIC L » TR S5,
BRI T D ARERENREAEDOFATRIEL T d 5 78RERRE 5k O B O 3% E M OVE BLE RGE 2
7 BfZ, FMT_MTD.1[3lic L v, HFEHEZTFICHETSND,

<FBRGRGEESNT-EEEDOE v a L OEH>

RBGERRE SN EHF O® v v a Y OFHRREIL, "2 nb e r A v LAl FTA_SSL.S
WD, " A— e F 7RRIARE L%, By ar BT T2 LICL T, ARE
Iy va VEERICEE D B OME A KBS TS Z EICHIRL TWD, RB/AxLA— e St
TR OZEE X, FMT_MTD.1[3]ic & v EFHEICHIR SN D,

<EHEOFRIEROE e &>

EWELE SA U — Rid, FIA_SOS.1[1Jic X v fWERMEES D, F£72 FIA_SOS.1[6lIc L v x v
U — 7 R LA RREICRB O TR SN D v v g ERO SEMEE, FIA_SOS.2 2LV
ERENTHHAIN By v a VIEROMEDHERIND, BEHENSAY — ROEET

FMT MTD.1[6lIc LV, BFHEROH — R =T IZHIR SN D, GEEHENEHE AT —
NEEET 5551, FIA_LUAUGIZ XV HRGESND, ZOFBIECB VT, HAAHA[W
Al/IN Tﬁ%m£#1~3@_$¢é& RAEPTHNIT T 747 L, LIBEEHEE OFRGRIRE % i}
@L\ﬁﬁﬁnxv—b%ﬂﬁféﬁmfwmﬁwﬁ%u/ﬁﬁéo_®u/ﬁh%i IR
OFF/ON 72 E1T KL% TOE DOEENT & o THEFRBERENN FHAT S 4L, BEEFEE R v 7 KEE 23 R4
WZIRBR S NS,

<KD OE|, S ERE >
INOEELZITOHRE L. FMT_SMR.1[1Ic X v —r 2 P=7 & FMT_SMR.1[2]ic L v &
MEICTHERF S NG, -2 0EE#EEIL. FMT _SMFE1LIZX 0V REIND,

> setservice (H—ERI VS ZF&#EXaT7IC#HIET5-HITHELEHOEY )
<Y =V AT =T OFRRIFEEE >
FIA _UID.2[1]. FIA UAU2[1lIck Y., 77 B AT AHRAHEN I — A P=T THHI L %
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RBIEERET B,

RREIZIE, FIA_UAU.TIZL D, RNRVR#ESNTE 7 4 — Ry 7 AT 1 L7282 “%7
ZiRL, Btz AR — 5,

FIA_AFL.1[SIIC L v . KHKDFE, 5 /R DT RTOASIZA5HES L, FIA_AFL.1[1]
WXV REIHEEREN 1~3 mICET D &, BiFh ThhiZn 747 L, CE XA U— R&FI AT
HIRCORIMEE 2 v 735, 2oy 7 REEL, CE RAEHEEn v 7 MERFERE N EIT I
T. CERGEn v 7 R &2/l 3 5 LR S 5,

-t RTL V= 7mn_ BT B ARIERIEORIT R T & 2 2R AR B oo BIfiE D % & 1%
FMT_MTD.1[8]ic X 0 BBF 2 FICFFr &b, CERBRER v 7 KOsk &1L, FMT_MTD.1[9]
IEY, =2 =T TICEHETEN S,

<Y —b AT V=T ORIFHFROBEH L L >
CE/\XU——Fi\EAﬁOSHﬂKiD\[%E#ﬁﬁﬁéhéo(m/ﬁxv——WD%E
FMT MTD.1[9lic kv, —rv R =T ICHIBENn 5, £7- FIA UAU.6 | ctbﬁ.mﬁézh
POREIZEB W T, FIA_AFLA[NC LV, REREDFEREN 1~3 [|CET H &, h—E AT
%% EZfER L C. CE "2 U — FZFIHT 2T _XTCORGHEREZ 2 v 7 T5, =
E1X, CE GRil%AE  » 7 FERRISREN RIT I T, CERBFER v 7 2 a4 2 L bk

<KEBOT=DOE, EEEE >
INHEHEEZITHOKENL, FMT_SMR.1[1ICE D —bv 2z v=7 L LCHiFF S5, F22
NHEHEMEEIZ. FMT SMFE1ICk VW EBEINS,
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6.2.13. ITEX 2T« HEREHDIKRFHE
IT ¥ = U7 (BEREEM = R —x > hOEFRRZ FTRIORT, CC /3= 2 THESNDIK
FWEa 7o S 720G TR ST ICB T 2KAFRMR] OMIZE OBH 2tk 4 5.

RO ITEFa )T BEEHIVR—R U FOKRFER
N/A : Not Applicable

A ST OHEEEH CC/8—Fk2 e

S A— b DRI A ST IZH T BI1KEREZE
FCS_CKM.2 or FCS_COP.1, | FCS_COP1 (—#HEL D)
FCS_CKM.4, <FCS_CKM.2 or FCS_COP.1 Z—iifi 7= L TW R W ERL

B>

- a=7 3 /% HDD W5t S84 LY XL
WX AERINZEE2 BV ERSBRER
FIT_CAP.1[2lic £ v IT &EEIZ X - TiTbiLd, TSF
FCS_CKM.1 X DRAZFNATL2OHRTH Y, B kO S#/E
DB,

<FCS_CKM.4 Z M L 722 #H >

T, REESNAT —Z OO ER IS
IND. FTREEAR~OLEDOT 7B AXHEET
HY . B EEEEEO LI T,
FCS_CKM.1 or FDP_ITC.1 | FCS_CKM.1 (—EBHELDIL) .,

or FDP_ITC.2, FCS_CKM.4, W= LTWbHH%L  SMIME @EIC TR 7 7 A L %

et T 20O S HE ARt D2 L,

<FCS_CKM.1 or FDP_ITC.1 or FDP_ITC.2 %7z L
TV W >
- SSMIME F — Z W B4t 1= D DR S & W 51k 35
7O DAL TSF ORIEFEFEN L A R —
57-%, FDP_ITC.1 OEHANZH EE X N D0,
S/MIME GEZE T EFHEE OBIEIC L > TRERIN D,
ZOEE, BEINVWTFT ¥ X LEFRT D5, LV
DOEFBIFAETHY, X2V T 4 B 2@HAT 5%
SRR 720, (ANETWORK 233095 5t TR
)
FCS_COP.1 cETA VAR — P SN FROBYENRIT. T ER
HEEICFIASNA2 X2 ) 7 4 BEICHY S, B
MOFHUCE TR LW =0 i 0 BB A0,
« FMT_MTD.1[11]i2C TSF 5 —# O %4k L LT, £H
INTHEY, A vR— MEEET O IS8 e 5 H
WEIVIRSN TS,
CRER. #EEMYOFRIMRTFHETRENDI B2V
T4 BT R MO xR 2 ) T B A VTR
ENTWDHIZD, RRTFEN = SN/ < & LR
U,

<FCS_CKM.4 % H L7 B >

W Sdtt, RESNDET —F DObICEFIICRE S
o, ETREBRA~DTEDT 7 B RAIIHETH Y |
W S S O M EE IR

FDP_ACC.1[1] FDP_ACF.1 FDP_ACF.1[1]

FDP_ACC.1[2] FDP_ACF.1 FDP_ACF.1[2]
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A ST DHEEEH CC/8—Fk 2 oo
Aok DR A ST 2B B1kEFEHFZ
FDP_ACC.1[3] FDP_ACF.1 FDP_ACF.1[3]
FDP_ACC.1, FDP_ACC.1[1],
FDP_ACF.1[1] FMT_MSA.3 FMT_MSA.3[1]. FMT MSA.3[3]
FDP_ACC.1, FDP_ACC.1[2]
FDP_ACF.1[2] FMT _MSA.3 FMT _MSA.3[2]
FDP_ACC.1, FDP_ACC.1[3]
FMT_MSA.3
FDP_ACF.1[3] <FMT_MSA.3 % L72\ Vi >
FT V= FBWNFEEL RN, RKEGEEHT 5
A i E RN
FIA_AFL.1[1] FIA_UAU.1 FIA_UAU.2[1]
FIA_AFL.1[2] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[3] FIA_UAU.1 FIA_UAU.2[2]
FIA_AFL.1[4] FIA_UAU.1 FIA_UAU.2[3]
FIA_AFL.1[5] FIA_UAU.1 FIA_UAU.2[4]
FIA AFL.1[6] FIA_UAU.1 FIA_UAU.2[5]
FIA_AFL.1[7] FIA_UAU.1 FIA_UAU.2[6]
FIA_AFL.A[8] FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2], FIA_UAU.2[3].
— FIA_UAU.2[4]. FIA_UAU.2[5], FIA_UAU.2[6l
FIA ATD.1 L N/A
FIA_SOS.1[1] L N/A
FIA_SOS.1[2] 7L N/A
FIA_SOS.1[3] 7L N/A
FIA_SOS.1[4] L N/A
FIA_SO0S.1[5] 7L N/A
FIA_SOS.1[6] L N/A
FIA_SOS.2 L N/A
FIA_UAU.2[1] FIA_UID.1 FIA_UID.2[1]
FIA_UAU.2[2] FIA_UID.1 FIA_UID.2[2]
FIA_UAU.2[3] FIA_UID.1 FIA_UID.2[3]
FIA_UAU.2[4] FIA_UID.1 FIA_UID.2[4]
FIA_UAU.2[5] FIA_UID.1 FIA_UID.2[5]
FIA_UAU.2[6] FIA_UID.1 FIA_UID.2[6]
FIA UAU.6 L N/A
FIA UAU.7 FIA_UAU.1 FIA_UAU.2[1]. FIA_UAU.2[2], FIA_UAU.2[3],
— FIA_UAU.2[4]. FIA_UAU.2[5], FIA_UAU.2[6l
FIA UID.2[1] L N/A
FIA UID.2[2] L N/A
FIA UID.2[3] L N/A
FIA UID.2[4] 7L N/A
FIA UID.2[5] L N/A
FIA UID.2[6] 7L N/A
FIA UID.2[7] L N/A
FIA _USB.1 FIA_ATD.1 FIA_ATD.1
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1{1] FMT_SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1{2] FMT_SMR.1 FMT_SMR.1[2]
FMT_SMF.1, FMT_SMF.1,
FMT_MOF.1(3] FMT_SMR.1 FMT_SMR.1[2]
FDP_ACC.1 or FDP_IFC.1, | FDP_ACC.1[1],
FMT_MSA.1[1] FMT_SMF.1, FMT_SMF.1,
FMT_SMR.1 FMT _SMR.1[2], FMT SMR.1[3]
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A ST DHEEEE CC/8—F2
. Hl %
AUR—R2 b DIRTEME A ST [2H T B KEREZR
FDP _ACC.1or FDP IFC.1. | FDP ACC.1[1].
FMT_MSA.1[2] FMT SMF.1, FMT SMF.1,
FMT SMR.1 FMT_SMR.1[2], FMT_SMR.1[4]
FDP_ACC.1 or FDP_IFC.1. | FDP_ACC.1[1],
FMT_MSA.1[3] FMT SMF.1, FMT_SMF.1,
FMT SMR.1 FMT_SMR.1[2], FMT_SMR.1[6]
FMT MSA.1, FMT_MSA.1[1], FMT_MSA.1[2],
FMT_MSA.3[1] FMT_SMR.1 FMT_SMR.1[3]
FMT MSA.1, EA RN AR
FMT_SMR.1
<FMT _MSA.1 &3 A L7V Bl >
— B EN AN ID THhYH ., —EEID LTS
FMT_MSA.3[2] NI BICET . HIER L Vo= B H A LT L L=,
<FMT SMR.1>
FMT MSA.32[2] @ % ff 2 7% % 72 L Td 5,
FMT_SMR.1 (%, ZEFCICBIfR L CRRE SN TV DR TEME
THO ., Lizm-o T HOMLIEPEN 2,
FMT MSA.1, EAR N ATAE
FMT _SMR.1
<FMT_MSA.1 ZiEH L7V Bk >
Ry I AT 7 ANDRy 7 AEMHEIE, Ry 7 A LHEIz—
HLTCWAYENRDD, ToTHREDX A IV 7 THEMN
FMT_MSA.3[3] 5z 5hhiE kL, ZOMOEEZA I TITTZDJE
PEMEREE SN D MER T | BHEFIIARETH D,
<FMT_SMR.1>
FMT MSA.32[3] @ % ft X 7% % 72 L CTd 5,
FMT_SMR.1 i, ZEFCICBIfR L CRRE STV DR IEME
THY., LIEN>THEHAOMLEMERR,
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1{1] FMT_SMR.1 FMT_SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[2] FMT_SMR.1 FMT_SMR.1[2] . FMT_SMR.1[3]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[3] FMT _SMR.1 FMT _SMR.1[2]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[4] FMT SMR.1 FMT_SMR.1[2]. FMT _SMR.1[4]
FMT SMF.1, FMT SMF.1,
FMT_MTD.1[5] FMT SMR.1 FMT_SMR.1[2]. FMT_SMR.1[3]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[6] FMT SMR.1 FMT_SMR.1[1], FMT_SMR.1[2]
FMT SMF.1, FMT_SMF.1,
FMT_MTD.1[7] FMT SMR.1 FMT_SMR.1[2]
FMT _SMF.1, FMT _SMF.1,
FMT_MTD.1{8] FMT_SMR.1 FMT_SMR.1[3]
FMT _SMF.1, FMT_SMF.1
FMT_MTD.1{9] FMT_SMR.1 FMT_SMR.1[1]
FMT _SMF'.1 FMT _SMF'.1
FMT_MTD.1{10] FMT _SMR.1 FMT_SMR.1[2], FMT_SMR.1[5]
FMT _SMF'.1 FMT _SMF'.1
FMT_MTD.1{11] FMT _SMR.1 FMT _SMR.1[2]
FMT SMF.1 FMT SMF.1
FMT_MTD.1{12] FMT SMR.1 FMT SMR.1[2]
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A ST OWEEE 4 CC/k—Fk 2 .
S DT A ST 2B B1kEFEHFZ
FMT_SMR.1[6]

FMT_SMF.1 7L N/A

FMT_SMR.1[1] FIA_UID.1 FIA_UID.2[1]
FMT_SMR.1[2] FIA_UID.1 FIA_UID.2[2]
FMT_SMR.1[3] FIA_UID.1 FIA_UID.2[3]
FMT_SMR.1[4] FIA_UID.1 FIA_UID.2[5]
FMT_SMR.1[5] FIA_UID.1 FIA_UID.2[7]
FMT_SMR.1[6] FIA_UID.1 FIA_UID.2[6]

FTA SSL.3 L N/A

FTP ITC.1 7L N/A

FAD_RIP.1 L N/A

FIA_EID.1[1] L N/A

FIA_EID.1[2] L N/A

FIT_CAP.1[1] L N/A

FIT_CAP.1[2] L N/A

FIT_CAP.1[3] L N/A

FIT_CAP.1[4] 7L N/A

6.22.ITEx ) T« RIEEHIRN

A TOE 1%, WERH) « AW - BRI+ 70t v 2 U 7 ¢ Z2feft U7 BREEICERE SRR S b 08,
A TOE ZFIAT 2 REICE N THo 7RI A Rt 20BN H D, —7epgAssiin s LT
BEBEfIAR, B LVRREHEICE S 7 A b, BREESREE /0T, WETIIE O BRI DY Tkl S AT B L EH
HY . E-BEREEOHIE, TOE OBEH., X2 7 REMFHEEIROLNTWDE Z %N
5o o THORRIEL LS D EALS ORRITHY TH D,

8. RAEEMARFME AT, Ny —TTh D EAL BBINENTWATD, ZETHHELT
FEMIEER U2,
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7. TOE E#yit#k

TOEDtFx =2V T 4 HEREEMFL VEINDITOED X2V T A HiELZ LI TDOE 10T —
T 5,

T AAREEANE, BRI O IHIC

= 10 TOEDtEFa ) T4 HEERMEHAINFO—F

No. TOE Ot X = U7 ¢ FEHE

1 | FADMIN WHLERRNE

2 | FADMIN-SNMP SNMP & H# B

3 | FSERVICE P —t R E— NHfE

4 | FUSER 2 —YHERE

5 | FBOX Ry 7 AHhe

6 | FPRINT X T o XETY - MERE

7 F.OVERWRITE-ALL AGEI_FE X I PR RE

8 | FCRYPTO KF B P Rl B RE

9 | FVALIDATION-HDD | HDD #izERERE

10 | FVALIDATION-CF CF FRFEHERE

11 | FRESET AR IEIE Y & > b FERE

12 | FTRUSTED-PASS E{EHET ¥ /L HERE

13 | FS/MIME S/MIME It 5 4L B e

14 | FSUPPORT-AUTH MY — NGRAFENEY AR — M RE

15 | ESUPPORT-CRYPTO | W55t v FEh1ED R — MhE

16 | FSUPPORT-HDD HDD = v 7 @)Y R — ~MERE

17 | FSUPPORT-CF CF o v 7 #ifE4 AR — Mg

7.1. FADMIN (EHEE#EE

FADMIN &%, SRty N =767 7 AT 5&EEE— NI
FE.EHE A= ROLEFERLa v 7 SRy 7 A0 v 7 Rz EODJZﬂFi U T EHMEHE & W
STEPENRET A —EHOE X2 )7 1 H4HETH 5,

— 7 ORI 6 FATARE/RBERE &\ D Z & TIEARW,)

7.1.1. EEE BRI RE
BHET— RADT 72 ABERIZF LT . T 7 v AT AR HELZEHECTHDH = L 230 MO
T 5,
® K 11 ITRENDF XY TV AMLIRDEHENRAT — RICL VBIET D EHERIEA D= A L%

9 5,

> Xy MU= MbDT 7 & A

HREFH L,
> ua han
R L CHRIAT D,

ber@ﬁ%uunﬁ?(ﬁ x. gﬁ%/\xv FEiFpotey v a v
E@%uuuﬁ){ﬁ XA%TET ﬂ“éo
W LT, 100 Bt vy v a UEFREFA, £7213 100 Lot v v a AERE

SSIPRARE B2 e Wall it

(2B, T X CTOBREN SNV Ry U

° H’sfi%ﬁz\xm«w\jﬂ@74»—b/\/7 1305w “%” &I,
L nun ﬁJZIJJﬁ“éJ: nunﬁﬁiaﬁlﬁliﬁ%)'ﬁ/ l\ﬁ‘é
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® NIININLDT I ADEE | FARIKIT D L NN D AT E bR IT T 720,

® HRELH RA T — R AR T DA RAMERRICE W ClE 1~3 [ H & 72 5385 A a4 5 & S
FHNRAY— REFHT TR CORGEEEZ 2 v 795, (FHEE— F~OT7 78 AZELRT 5,
> RIUEEEEEIX, RIEY 7 & A e B ERRRIC L 0 FEE D EET D,

® UFEERED 1 v 71X, FRESET 2 @i{E4 5, %7213 F.SERVICE |25} % HHEREED o »
7 FREBRAERE DN AT S CHERR T 5,
YL Bz & v FIA_AFL.1[2]. FIA_AFL.1[8]. FIA_SOS.1[6]. FIA_SO0S.2. FIA_UAU.2[2].

FIA_UAU.7. FIA_UID.2[2173FEHH EN 5,

£ 11 NRT—FICHBAIhEZEFrS 92 M 2

X Hi#k F¥394
CE RAT— R 8 #t AFt 92 SUFASEIRATRE
ASCIT =— F (0x21 ~ Ox7E, 7272 L 0x22 & 0x2B #[&<)
70~ 9
RSP S A T — R CET D RXTE, AXT

CEEELH S % &L DR 0 <0 = >y
FASR N " NN A TN N

HDD o v 7 NAU— K 20 #7 A7t 83 LT ANEIATHE

ASCIT =2— kN (0x21 ~ O0x7E. 7272 L 0x22, 0x28, 0x29, 0x2C,

0x3A. 0x3B, 0x3E, 0x3F. 0x5B. 0x5C, 0x5D %[%<)

HFT 0~ 9

C RS KO, NCE

cERE L B S % &L L+ -0 <,
= @ "~ _. A4~

CFroy /7 RRAU—R 20 #1 EEk 84 SUF RN AT HE

ASCII =— F (0x21 ~ Ox7E, 7272 L 0x22, 0x28, 0x29, 0x2C,

0x3A, 0x3B. 0x3E, 0x5B. 0x5C, 0x5D #%[#<)

- - SHF 0~ 9
e =k WS
cFiE L #O8 % &L RN 0 0 L <,
= L@ " _. LI~
=P RRAT— | 8 #1ll |k ARt 95 SUF N EINATRE
— ‘ — ASCIL =— F (0x20 ~ O0x7E)
P SR T — R 8 #T CHE 0 ~ 9
Ry 7 ANRAT— R < BT ORI, N
SR LA B % & () L < = >0
EXa VT LEAAT =R @ [L¥. 1.~ _ L 1.} ~ " + SPACE
SNMP 27U — K 8 #1ll k A FF 93 SUF IR ATHE
- Privacy /A7 — K ASCII =— I (0x21 ~ Ox7E. 7272 L 0x5C #[%&<)
+ Authentication /XA U — K T 0~ 9
© BT ORI, T
SRR LA B % & () L < = >0

2 % 1113, v Fa VT L LTRAD AR T — REMZRT LD TH S, Lo T2 T— FREIE L TN 5
MBEAZINTVWDEX Y T T HIPIREINTNDEN, BRI ¥ 7 7 X BRI A[RER r— RIHFREN 5,
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712 EHEE—FOA— FOY 1 THEE

NIV EHEFEE— NIZT 7B AR TR A— b a 74 7 BRI LU AT & D O#VEE 2 1 A1
oA E. ABMICEBEE— N2t 735,
PRIz Y FTA_SSL.3 NFEB XD,

7.1.3. EHEE— FIZTIREHt & h D H4AE

f‘—‘@fi%{‘_« ]"\0)777?ng_< %U\Tﬁff%%nﬁﬁljwu nLT:*g% fi%k b‘(;%%”nlh nIEéz/b}:)
&L FIAZZRITT 2 2 27 ([EBEERESEES T b, UT@??M? BEREDFIHI TR S D,
FIA_ATD.1, FIA_USB.1 iZ EFRIZL W FEBH IS,

7131 EHENRRT—KOLEHE

NENVEVEHRETHDZ L 2RI, HOFHBEIN G /SA T — FREEHZ L TWD
e, EET 5,
® K 11 IIRSNDFXXY T/ ZNORDEHFE NRAT — NZXVBEET 2EHEERIEA D= L%
et %,
® FEEGLI m%ﬁé& FRREREIE A Y Y NS,
® HIMGALTIL, AN ODT 7 v ADGE, BHENAT = RANDT 4 — /Ny 712 1 307
“x” 75::@?‘
® HHIH NAT — REFIHT 5 FFRAHEREICR W TEHE 1~3 [ H & 2 238G A BT 5 &, /3
X»W%Y&ﬂx#éﬁﬂ%%—%%m&ﬁ7b BHEANAT — REFHT 5T X TOREAE
errvy 735, (BHEEE— b«d)?ﬁfx%#ETTé )
>>%W@ﬁ%ﬁi AIET 7 & A5 BRMIE R E i RE 0EBENIEET D,
® CHEFHERA @H/ﬁi\Em%ETﬂﬁﬁTé\itiE%RWCEK%Hé%@%mﬁﬁ ED oy
7 FRBRARRE DS AT S CHERR T 5,
® Bl ESNDEMENRAT — NI FOME 22 L TWD Z & EREET 5,
> £ 11 OFBENAT— RIORSNAHHHEL, ¥ 77 X DEEhs,
>1o®%%?ﬁ&f%méh@w
> BUERESNAMHEE —E L7220,
UL Elz X v FIA_AFL.1[2]. FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7. FMT_MTD.1[6].
FMT _SMF.1, FMT _SMR.1[2IEH S5,

7.1.32. A—HYDEE

O o —HXER (= —VRGESH R REFEIEICBW TR EN D 2 —F DAH)
2—HFID (—W4 LREET— \EH 80 DR S D 03, RIEFRGERF I — 4 O DX, )
EREL, 2—P AT — REEEHL T —FRBEIND, HILIHESNDIZ—F /AT —
RIZLL F O E 272 L CND Z & il T 5,
> £ 11 O2—PRRAT— RIORSINDHHHER, v 77 X DRI ND,
> 1ODF ¥ 77 X THERI RN,
mE, AN — NFEREA AL TV DG AIE, 22— RAT — ROBEFRITTE R0,

3 L WEREHRE D S IUT T, AN —EREE (2 2T 1% ActiveDirectory FRDOALHTT) ZFIHT 256K E
SINDH— RAERET — % L HET 5, 2 —FHERERS — A SPEBEET 2HEC bR L TV DD, 4+
%B‘ﬁ_“ﬁ/\ub; 4&%5"_‘&;:&1\ uLnJ‘.E-‘j_’_‘/\rFli&zj %gikﬁl i“é b‘%xﬁ)&)é
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EPTEEM (M ID) 2%k L, BEM T35, (TOEMBIENSLE,)

® 2 — Y NRRAU— RKOEE (2—WREHR  AEFEEICB W TR SN 22— D H)
Z2—PNRRAT—REELETLH, HILIHESNDIZ—F AT — NI TFTOMEZl7= L TW5D
Z L ERGET S,
> £ 11 O2—PRAT— RRSINDHH, ¥ T 7 2ok is,
> 1ODX ¥ 77 X THERI NN,

o ——HIkR
22— D, 2—WF 2T — REHIRT 5,
> U —FRATIEAR Y 7 ANRTFE LGS, TNHEAR v 7 2%, 2—FEM 3
BOIEFR Y 7 ZAICHBBRESIND,

® B DLEE

a— I SNSRI E LTI 5,

L iz X v FIA_SOS.1[3].FMT_MTD.1[1]. FMT MTD.1[2]. FMT MTD.1[3].FMT _MTD.1[10].
FMT_MTD.1[12], FMT_SMF.1, FMT_SMR.1[2] R EE & 5,

7133. Ry ADEE

® Ry ADAEE
FHERBUENEEMITONTWAS L, Ry 7 ADO—EELZRVPHFININD, —ENLBIRLIZALE
ARy 7 AID KL C 2=V Ea2@EL T HEARy 7 A TGNy 7 A5G T 5,
BT AR Ry 7 2A0a2—F@IEIIET 740 MEE LT NMRESh D08, [=2—4 1D
ZIRINT 5 Z L AHE,
> AR v 7 ADGEIE, BEINHTEEO—VID ZEET 5,
> HER Y 7 ADEHIE, BEEESNDR v 7 ZARRAT— RRLLTFO&MATT-9 2 & #BiEd 5,
K 1N ORI ANRAT — RIORINHHEL, ¥ 77 XRS5,
12o0F T 7 X THERIN,
> IN—T Ry 7 AOYE, BEERSNALEOEMID Z15ET 5,

® Ry T ANRAT— ROEH
> HERY 7 ATREESNDR Y 7 AR — REEET D,
> LS ESNDR v 7 AR T — RIFLLFOME 2L TWD Z & ERFET 5,
#Z 1L ORy 7 ANRRAT — RIREINDHHE, X 77 2 biEksivs,
120X ¥ 77 X THERI NN,

v 7 AD—WEEDEH
AR Y 7 A2 —FRBHEEZBGFINTWAHO2—Y FITEMAICEET 5,
TN—T Ry 7 ADA—VPEMEEBEEINTWD 22—V FEBOEMICIEET D,
HEHERY 7 202 —FEEEZ BRI TV D2 —F, EHEHMAICEET 5,
BARY 7 A, TA—T Ry 7 2D —F @M% HFIIEET 5,
RIREIZAR v 7 ANAT — ROBENLEL 72D | EFEOR v 7 ARRAT — RO L [Fkk
DB T D,

VvV VYV
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FMT_MSA.1[3]. FMT_MSA.3[1]. FMT_MTD.1[4]. FMT_MTD.1[5]. FMT_SMF.1. FMT SMR.1[2]
NEBIND,

7.1.3.4. Oy Y OERK

Ko —VFOFRIERKEEE 07V 735,
@ T/ EANRE Yy ENTWA—FRHIUL, v 7 iMfiikrahs,
X2 UT 4 NE Y NOTIRKEEEZ 07 Y TT 5,
® TIUEARRy 7 ENTNDHEXR2 YT 4 XETY v IR, vy 7 BRI,
KRy 7 AOFFEIRME A 0 7 V7T 5,
® TUEANRT I INTNDERy 7 ANbIUX, v v 7 BEERIND,
B OFREEREIEEZ 0 7 UV 7T 5,
| R/ S = ézhfu\ MR B, vy 7 BRSNS,
SNMP /R AU — RIZ L 5 8GEKME%k % 0 7 U 79 5,
e MIBA7Y =/ I\f\@7’&Jz7\73>r1 v 7 ENTWIUE., By 7 RIS,
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BHanhs,

7.1.3.5. A —HRIIHEEDETE

WRBRHEREIC BT DL FORRGEF R AR ET 5,

NZIKM iF : MFP Nﬂﬂﬁﬂfﬂﬁf@a“éi»—%/\x U — R&FIHT 5855 2

AW — SFRRE - Xy b U —7 BN L CERE SN D 2 —FIEREH > —NIcCEHE SRS 2 —

NRAT— R&EFHT 23FET (ActiveDirectory 720D %61 42)

> AR — FEEEE R T A5 A R, AN NGRAERRE T — & UMY — AR FTE T D KA A
VAT BEORBIEY — AR EET) &R fﬁ*ﬂ%

o — WRGEHEEE & A D TR S L2 EBPEREERE I B 1 D UL F ORBGE AR ET D,

® TFHFRAEFERE - B X
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B R AR RE :%IJ)EH L7320

2—WID 2 X DREGERERETS T 2RI L, SIS SRIC X 2ikBIREREZ 1T /e,

U bicky FMT_MOF.l[S]\ FMT_MTD.1[3], FMT_MOF.1[2], FMT_SMF.1, FMT_SMR.1[2]

MWEHIND,

7.1.3.6. FE7Y RXBERDEE

° TIE?’JtMﬁHﬂEﬁﬂEO)EQE

PRREBREEL LB REIC BT A AN IET 7 & A HBIEZ 1~3 [ T ET %,
o TIHHFEN JOH#FﬁO)E&Fi?

HHHETIER v 7 F[# &2 5~60 73 CiRET D,
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7137. A— bOSTF THEEEDETE

A= bu A THERICBIT DRIET —# Th 5 /3% /A — b wu 74 7K & LT IR 7 R [ i P
TRET D,

® LA — hu U A T :1~9 %

LBl XY FMT_MTD.1[3], FMT_SMF.1, FMT_SMR.1[2]33%EH s 5,

7.1.38. %2y FI—Y DERE

UTFORET—F ORERIEETT O,

® SMTP #— TR T2 —HEORET —% (IP 7T FL A, A— FEFEH)

® DNS #— NIZBfRT 2 —#ORET —% (IP 7 FL A, A— FEEH)

® MFP 7 R L A |ZBRT 5 —HORET —4 (IP 7 FL A, NetBIOS 4, AppleTalk 7'V > % 4, %%)
Pl kiz kv FDP_ACC.1[3], FDP_ACF.1[3]3FEH N5,

7.139. 1\v 97y T, YR FTHEEDET
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NVRAM. CF, HDD IZfRE SN HHPIRET — X2 X 7T v VANTTD, EX2UT
S IZEfRT DR E LTk, ENE, BeEORBRI Y TOREIC TUREIND L ORXG L 725> T
l/\éo

<HATA RNy T w7 JARTHIBEND RNE 55>
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@ X UT 4 LENARTU—F

® RNy I ANAT—R
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® SMTP V— "EEICERT 5 —#HOT — X
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® SNMP /<2 U — RERGEERE DIMER ET — ¥
® X VT ¢ MLIREORET — ¥
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® HFEERIEAL IEHEEE O RRRE S I B K B i

® X )LA— bk u U A T I
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® [ ID

® S/MIME FiFi =

® X(E5iET —4
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® SEHT v RAMERERET — 4
® Fimi

o HHIENIE T v 7 K]
® PC-FAX #h{ERR T

o e

°

TSI X{HPX/:ET i
MR — NGRAERR E T — ¥

<HATC NolT v 7TRHIRII D& %k5>
@ tXaUT 4 LE T T A
@ Ry AT 7 A)L

Lk kv FDP_ACC.1[1], FDP_ACC.1[2]. FDP_ACC.1[3]. FDP_ACF.1[1]. FDP_ACF.1[2].
FDP_ACF.1[3] . FMT_MOF.1[1] . FMT_MOF.1[2] . FMT MOF.1[3] . FMT MSA.1[1] .
FMT_MSA.1[2] . FMT MSA.1[3] . FMT MTD.1[2] . FMT_MTD.1[3] . FMT MTD.1[4] .
FMT_MTD.1[7], FMT_SMF.1, FMT_SMR.1[2]3FEH x5,

7.1.3.10. HDD O & #RE D & EHEAE
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TLEEBRIEN., HOFHREINAI AR T — FRREEBEZ L TWAES., £ET 5,
® K 1ITRENDIXF YTV EINLRDLIHDD 0 v 7 XA — REBETHHDD 2 v 7 RAT— R
A A D = RN H T 5,
® WATIE, HDD v v/ XA T —RKAHDT 4 — Ko 7121 X7 “*%7 2iKT,
® BBl ESINS HDD v v 7 XA T — NI TFTOME - LTWD Z & ERAEd 5,
> £ 11O HDD v v 7 RAU— RIIREINDHHE, ¥ T 7 X NDERIND,
>10@%%?7§T%ﬁéh&w
> BUERESNDOMEE —E L2,
LI kiz FIA_SOS.1[4], FIA_UAU.7, FIA_UAU.6, FMT_MTD.1[3], FMT_SMF.1, FMT_SMR.1[2]
LV MmEREIND,

7.1.3.11. CF O v 7 ¥R DR EHLHE

<CFnu vy /RAT— REHE>
CFuvy /7 RAT—RN&EEHETL, BIERESND CFu vy 7 82T — Raffivn, BHETHDLZ &
EERIESH, AOBHRESNEIANZA T — FAWEEZWZ L TWAEA, Z2HET 5,
@ £ 1ITRENAF YT I EANLRHLCFr Yy 7 AT — REBETAHCF e v 7 20— RRE
AN = AL HHEAT 5,
® AT, CFryZ XAU—RANDT 4 — RNy 7121 XFH “*7 #ilkT,
® HIFREIND CFry 7 /"AU— RIILLFOME AT L TWD Z & ZRGEET 5,
> R 11O CFu vy 7 /8AT— RIOREINDIME, ¥ T 7 XL IS,
> 1ODF ¥ 77 XTI,
> BUERESNAME —F L2V,
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LV mFEREIND,
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7.1.3.12. FE S #EEDEIER T

(Xt 70T 7 v a vrF v 790 MFP (2335 STV D54 O B3R ER)
<®EERE ON>
OFF 725 ON IZT 55,6, FTLSRESNDIME Y — RRLLTOME 272 L TW\WD Z & 2 MGk
L. FCRYPTO REIT&EN 5,
® £ 11 DKL T — RITREN DM, v 77 X 0ok S b,
® 1 -oDX ¥ T/ X THEERINRN,
PLEIZ X v FIA_SOS.1[4], FMT_MTD.1[11], FMT_SMF.1, FMT _SMR.121 R FEH S 5,

ﬁ%MU—P%E e E OFF>
ALY — REET, BEREE OFF 1275, BUEREINLHESLY — F&2n, HHETHD
_&%ﬁmﬁémt BIFFR SN D, %MAXU REEETT 5551, FiElE I 551k
U — R EE &7 L TV AEAICET L, FCRYPTO BEI TSN D,
® FFNGEICIE., £ 11 IRENDIF Y TV X MO R HEFL T — RERET R FL T — RIRE A
H =R L E RSB,
® MAETIE, WE(LY—RNANDT 4 — KRR 7121 XFE “*%7 2T,
® TR EINDLIEELY — RIZLLFOME 207 LT\ Z L2 RGEd %,
> K 11 OKFHLY — RIORINAHHEL, ¥ 77 20 biERIN D,
>1o@%%??&?%ﬁéh@w
> BUERESNDMEE —E L2,
LI ki FIA_SOS.1[4]. FIA_UAU.7, FIA_UAU.6, FMT_MTD.1[3], FMT_SMF.1, FMT_SMR.1[2]
LV MmEREND,

7.1.3.13. SNMP /SR — FDZLEE

SNMP /X2 7T — R (Privacy /YA 7V — K Authentication /XA U — ) ZEHF 5, HLIEE
Si5H SNMP RS2 TU — R FOME 2w LTS Z & 2 REET 5,

® % 11 ® SNMP /SR U — RIZIRSNDHHH, Fx¥ T 7 Z BRSNS,

Pl k2 &b FIA_SOS.1[2], FMT_MTD.1[3]. FMT_SMF.1, FMT_SMR.1[2] 3 EH I 5,

7.1.3.14. SNMP /AR 7 — FERiTH4BED R TE

SNMP R 2 U — R HE 5 iRGE % [Authentication /XA U — KD & | 720X
[Authentication /XA U — K HO Prlvacy INAT — R IZRET D,
PLEick v FMT MOF.1[2]. FMT SMF.1. FMT SMR.1[2I"FEH I 5,

7.1.3.15. EFDRTE

® P EEk
B ID 2% L, B/ S A U — RERE L CTHEMMARES NS, HT LS RESH D/ S AT —
RIZLLFOSE &7 L TW5D Z & 2Rt 5,
> &K 11 OEPANAT — RIREINDOHNE, v 77 X 0o S D,
> 12O0F ¥ 77 X THERI NN,

® M ID, I NATU— FOETE
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P ID, FPIANAT — REEHRT 5, B LSRESNDEIANAY — ML T O mE 2= LT
WHZ L REET D,

> £ 11 O ANAY = IR SN0, FY 77 2 b b,

> 1ODF v 77 2 THIR SR,

® RHEIER
P ID, PSR T — REHIBRT 5,
> MM ID O N—T Ry 7 ARTFELIELRE, TNLIV—TRy 7 2%, 22—V @ik
IEHEOIER Y 7 ACHBBREINS,
Pl ki X v FIA_SOS.1[5]. FMT_MSA.1[3]. FMT _MTD.1[3]. FMT _MTD.1[11]. FMT _SMF.1,
FMT_SMR.1[2] A FEH &h 5,

7.1.3.16. BIEEF v rILHEBEDRTE

SSL/TLS {2 & & @R T v R/AERER ET — ¥ 2 ET D
® JEfEHE SR E (WMER ST NDLH)
® ST ¥ R KEEDENE - (FIEBUE
PLElZ XY FMT_MOF.1[3], FMT_SMF.1, FMT_SMR.1[2]23FEH S 5,

7.1.3.17. SIMIME = {S#REDERTE

Ry A7 74 )% SIMIME %59 5B SN OBRET — ¥ 2% ET 5,
® X5 —4# (e-mail 7 KL R)
® S/MIME REFHE DB &k, A5
® S/MIME #§8EIZ35 1) B B LR 5%
Ll ki kv FMT_MOF.1[2]. FMT MTD.1[3]. FMT_MTD.1[11], FMT_SMF.1, FMT _SMR.1[2]
NEHIND,

7.1.3.18. FAX D E

LR O FAX IZBET 5 ET — X X BT D,
® PC-FAX @ifER &
» PC-FAX OEMEIL, FAX (AERHCHE SN D ERICES S flx DOR v 7 AR fFTHE— R,
Ao —YPHGERH T DRI/ T 5 E— RBFET D,
® TSI Z{EF%E
> KREFmAFIEHRE LT, BRIEHOEFEE 7 L&Ay 7 22 Bdftir, TSI ZAF (20 THHH
SNDHRY 7 ARFET D,
Yl EicX v FDP_ACC.1[3]. FDP_ACF.1[3]. FMT MTD.1[3]. FMT_SMF.1., FMT_SMR.1[2]
MEHEIND,

7.1.3.19. £x 2 ) T« sRALMEEE(CBEE I SR

BWHENBET 28X 2V 7 ¢ MILBREOR EICHET DRI TO®EY,, ¥Ry 77 v 7 -
U A NTHBEDREIZOWTIE, [7.1.83.9] [ CTHBAFE )
® X = U7 iR bEREDENMER E

X a7 o EEERED L), Wh AR E T S HERE,
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® HDD #GH 7 +—~ v MkfhE
HDD (27 7 A V¥ AT L CRIAT 2 EH T — & O %2 E S ATHIE, Z0mBL7 +—~ v b
DFATIHEN, BX =2 U T ¢ RILESRE DR E & BT 2,
Ak b & HIBREEEE
EREE D FEXHIROEITICEY . X2 U T BLEERE DR E A T 5,
YL Bk v FMT _MOF.1[1]. FMT _SMF.1., FMT _SMR.1[2IREH I 5,

7.1.3.20. /XX 7 — R#EA1L M BE (CBEE 9 S 1 RE

EHEDPBIET DAY — RO BIR S DHEREIZLL T Ol Y
o fiEik B X HIFREEAE

BRER O FEZHIROEITICLY, FHE /XA T — R, SNMP /SA U — K% T3 H O Y EI
RIET Do

LL k2 kv FMT_MTD.1[3]. FMT_MTD.1[6]. FMT_SMF.1, FMT SMR.1[2]»EH S 5,

7.2. FADMIN-SNMP (SNMP EHE & 6E)

FADMIN-SNMP &%, 7747 s PC2»H SNMP #F|[H L TRy =2 & LT 7 & A
(ZBWTHE P 20 FRAE L BARERE S N B BEE 72ISFR v b Y — 27 ORBGEMRE D#E AR Al 3
X2 TARETH D,

7.2.1. SNMP /SR — RIZ & BRI R EEH4RE

SNMPZHAWTxRy hU—27 %/ L CMIBA 7 V=7 MIT 7 AT HRFAENEHETHD 2
&% SNMP /SR U — RIZ & - TAIFRRET 5,
® £ 11 IIRENDIFXY T 7 X575 SNMP X2 TU— K2 L D RFHET 5 SNMP 3RGEA =X A
it 2,
> Authentication /XA U — RO A, F£7ziL Privacy /XA U — F & Y Authentication /XA U — R
WhH#E=FHET %,
> SNMP O 51, Bt v v a UERICKDEHERIMEA D= A LB LB ST, ERHOE >
23 2 SNMP 2T — RFIIHT %,
® HALIZAKENT 5 &, FRERMEIEE Yy b1 5,
> Privacy /XA U — K, Authentication /XA U — KON G ZFIH L T D55 1E, W HICRGE
WA LTe S B CRBRER I E S x U & v 975,
® SNMP /$2 7 — b%ﬂ%?é%mﬁw IZBWCHEA 1~3 [ H & R 2 RALRR A T 25 &
SNMP N 2YU — R&FIHT 23T R CORMEEZr v 7325, MIBA7 Y =2 b~DO7T 7R
LT 5.)
> RIEEEEEIL, RIEY 7 & 2k B ERRRIC L 0 EHEE D EET D,
» Privacy /XA U — | Authentication /XA U — | @ﬂﬁ%ﬂﬂﬂ L CWBEEIL, B HIZFEGE
WWRILTZSE T 1RO E LTRET 5,
® = v 7 REEIZ, FADMIN ©® MIB A7 V=7 MIXT 50 v 7 fRREENEITSIND Z &2k -
THEBRE NS,
LLEiC XY FIA_AFL.1[3], FIA_UAU.2[2]. FIA UID.2[2]1B8EE SN 5,
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7.2.2. SNMP #FIf L - EE#aE

SNMP 2T — RICLVEHETH L ZENHRIRRESN D & MIBA T V=2 DT 7 & A
FFAIS AL, U FIORTRIET — 4 OREBREEZATO Z L RFFI SN D,

vy

)

OF SR NE/IOE
UITFORET — X OB ERIEZIT ),
> SMTP H— BT 2% ET—% (IP7 FL A, R— F&EF%)
> DNS — NIRRT HHET—4 (IP T RL A, R— hEFE)
> MFP 7 RLRICEHRT B8R ET—4 (IP 7 KL A, NetBIOS 4. AppleTalk 7'V % 4,%%)
LIz kv FDP_ACC.1[3]. FDP_ACF.1[3IREH S5,

@ SNMP /AR — FDZEE
SNMP /X2 U — K (Privacy /AU — R, Authentication /XA U — R) ZEET 5, HLIRE
% SNMP /82T — RRLLFOME &7 LT\ D 2 & 2RGET 5,
> &£ 11 ® SNMP "R U — RIIREN DM, v 77 2ok sid,
Pl kiz X v FIA_SOS.1[2], FMT_MTD.1[3], FMT_SMF.1, FMT_SMR.1[2] 3 EH Sh 5,

@ SNMP /SR — |~u.h Jt#% ;QE
SNMP /X2 U — RNBIEHERE 5 BFE )T A %A [Authentication /S AU — KD A F 720
[Authentication /XA U — K H’D Pr1vacy INAT— R ATRET D,
Ll k2 kv FMT_MOF.1[2], FMT_SMF.1, FMT SMR.1[2]3EH Sh 5,

7.3. ESERVICE (Y —EXE— FHEE)

F.SERVICE &%, AN ST 7 AT 59— AT — RICBIT 5 — AT V=7 ikBIZEGE
e, CE XA T — ROEAFSEFHE NAT — ROELF 2 EOX 2 U7  FEIEL Wo ot —1
ATy TNEET A O X 2 U T A HEETH S,

731 U—ERIT V7 H IR AR

NENAPEY—ERAE— R~DT 7 ERAERIIK LT 77 ERXATHRHEEZ N — A V=T
ThbH I EEMRORRET 5,
® £ 1ITTRENAX YTV ENG25CE/RAY— RICL VAT 5 CEREEA B = X A% #2t3
5,
> P—ERE— FOBEBITNKIANSEDT 7B ADIII IR D20, Jlikt vy v a ERIC
CEFHEEA I = A LZNEL LRV,
CEAxv~hAﬁ@74~%Ay& 1305w “x” ik,
FREICER BT 5 &, RRERKEEE Y By T 5,
FRREIC T % &L SR NSD AN E 5 RIZ I 2,
CE AU — RZFHT 2L BIHEREICB W CGRE 1~3 BB L2 5785k E BT 5 L. CE
NRAT— R %%lJﬂﬁ”éa“mf@mmﬁs Exavy /35, (W—ERE—R~DT7 7 EAEHELT
o)
> KIEEEEIL. RNET 7 ' AR BEER EMEREIC L0 BEE B EET D,
® RirsEm v 7 1%, FRESET 23EhE L TR 5,
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Pl iz X v FIA_AFL.1[1]. FIA_AFL.1[8]. FIA UAU.2[1]. FIA _UAU.7. FIA_UID.2[1]735=H]
B,

732 HY—ERE—FIZTERHE I 218

P—E 22— RADT7 7 ERERIZBW T — b A D= TR EIC LY  —E 2
=7 L LTEBEEREEND & LT OBEEDORIHN TR S5,

DOCE/NRRT—KDEE
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> uuu Ekyjﬁ—%)& umuﬁgiaﬁﬁliﬁ%)f/ ]\‘g—é
> HGETIE, SR EDT 7w ADgE, CE/NAY—=RNANDT 4— Ry 712 1 3055
o sy

» CE/S2U— F&FIMT 2K RIFHEAEIC BV TRE 1~3 [ A & 22 23R A BRI 5 &, 3
FNNST I AT EHY—E AT~ &2/ 47 L, CE AU —REFIHT5TCTOREE
Miern v 7345, (—ERE— b«@?ytx%ﬁE¢5J
FPEE S, A IET 7 & A BERE ERRELIC L 0 BERE R ET D,
HiFRED 1 v 7 1%, FRESET 2 #ifE L TSRS %,
> FHRESND CERAU— NI FOME 2T L TWD Z & EZRGET 5,
# 11 © CE XA T— RIRENDHE, *v 77 2 bR END,
12oDF ¥ 77 X THEERSNR,
BIERRESNHMHEE —FH L7220,
YL kic X v FIA_AFL.1[1]. FIA_SOS.1[1]. FIA_UAU.6. FIA_UAU.7. FMT MTD.1[9],
FMT_SMF.1, FMT SMR.1[1]EB &N 5,
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@ EEENRT—KOLERE
BHENAY— RE2EET 5, FIlRESNLIEHE NRAT — NI TFTOMEZRMZ L TnDH 2
& HRREET D,
> £ 11 OEFHEANRAY — RIIRSINDHHH, ¥ T 72 DDHRINS,
> 1ODF ¥ 77 X THERI NN,
> BUERESNDMHEE —E L,
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HDD (2 E&EXiAteT — 4 EXATEE: SHIFRS AL, FADMIN (28 W CRRE S VD 2fEik
EXHIBREIEOHE T (R 12) IS U THFEITEIN D, HDD v v 7 ke, CF = v 7 H&EE, K551k
BEREITENERREDS OFF SNbZ LicL» T, RESNTWZHDD vy 7 27—k, CF rv”
NAT— R Y — RBFIHTE <25, 7ok, AEEOFITIZBWTEX =2 U 7 ¢ i{biEE
DOREITEL /25, (FADMIN (BT 5 F =2V T ¢ ke OBV ER E DL H B R)

VL EIC K Y FAD_RIP1 NEBIND,

® 12 2EBOLEZHIROZ A TELELEZDAE

J7 FEXINDT X 24T L ZDIEF
Mode:1 0x00
Mode:2 S = H3= 0x00
Mode:3 0x00 = O0xFF = il = Wir
Mode:4 Gil# = 0x00 = 0xFF
Mode:5 0x00 = 0xFF = 0x00 = O0xFF
Mode:6 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = &l
Mode:7 0x00 = OxFF = 0x00 > 0xFF = 0x00 = O0xFF = 0xAA
Mode:8 0x00 = 0xFF = 0x00 = O0xFF = 0x00 = O0xFF = 0xAA = IRiE

7.8. FCRYPTO (HES 84 pictdat)

F.CRYPTO &%, =53 ) VAR BHRIEREIC L > TORESND 2= 3 /L% HDD 54t
A7) XN (SHA256) ZFIH L, HDD ICEXAENLEBRT — X 25T D7 DR 5
WEAERT D, 2= /L% HDD KE5#AR T VY XA (SHA256) &1, FIPS 180-2 23#1
ET 5 SHA256 #F|H L TS84 ET 56713 AL THD,

FADMIN ([ZBWTT 7 & AR X 2 By S LSRR OBIERR EICB W T ST — RBRE S
He, a=#3I /% HDD B84 7 L= X2 (SHA256) % W THE{L T — R 5 256bit
FORSHE kT 5,

Pl bick b FCS_CKM.1 REH SN D,

7.9. FVALIDATION-HDD (HDD #&5EH8E)

FVALIDATION-HDD & (%, HDD (Z HDD 1 v 7 NA T — F&RE L TWAHEAICB W T, RIE
72 HDD MR E SN TWeWT & A RGEL ., IESMENHER SN7-5E7210 HDD ~OfiAiA A, FHX
AL BT EF =y VHERETH D,

HDD (2 HDD & v 7 R2A U — FARE SN TV 54, TOE 8o HDD @RIz B VT,
HDD DRAT — % AfEREAT D, AT —F AR OFER., HDD 17 v 7 /32U — RRFENICERE S 41
TWAZEWNESNT8541%, HDD ~O7 7 2% #a[ L, HDD 1 v 7 XA U — RRRE SN T
WRWZ ERIRENTHEATR. RER AN D 5720 HDD ~DO7 7 ¥ A & & 5,

PLEIZX v FIA_EID.1[1IRFEH SN D,
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7.10. EVALIDATION-CF (CF t&sF#aE

FVALIDATION-CF &%, CFIZCF u v 7 SAT— R&HEL TV AEAITBW T, RiEZA CF
PDEREINTWRNI EEZMEEL, EYMNHER INTGETE T CF ~OF i irI, EXIAHLETFA]
Téﬁ"i‘/5%€ bfg?)%)o

CFIZCF vy 7 AT — RBRREINTWH5E, TOE Z#EhRFo CF BifEfRicis Vv, CF o
AT —H AMERBEAT D g AT —H AERBOFEFR, CF 1 v 7 /82T — RBHENIZERESINTND I &
DEENT-HEIE. CF ~O7 78 2% L, CF 2y 7 R2U— FRBRESNTVRN &K
SINTHEIE. RERTEMERS H720 CF ~DOT 7 A AT 5,

Pl kiz kv FIA_EID.1RIAEH S D,

V‘«

7.11. FRESET (FREE&BEXEI%) v MEE

FRESET &%, Ai@%munﬁ CE SRRz BW T T v bay 7 Lz ﬂ:ﬁljyl‘bﬁ_nun PR
Esz Yy FLT, vy 7 ZfRT HETH D,

O CE :Rif#ae O v ¥ fERR IR B
FEEEEIC LW EIT S, CE §RAEm v 7 FE[H#Z1C CE BRED KRB A 0 7 VT35 2 L1c kD
vy 7 EfRT 5,
PLEIZX v FIA_AFL.1I2AEH SN 5,

© BEERHAED v 7 BIRNIEHE
D OFF/ON & 0 FAT &, WEERRRE 2 » 7 RfHl R I B RERE ORI 2 0 7 ) 7%
TEIZEY ey 7 2R D,
PLEIC XY FIA_AFLARINEI S5,

7.12. FTRUSTED-PASS (E{E#8F v & JL%#E

FTRUSTED-PASS &%, 7547k PC & MFP I CLATDWEHL 7 7 A V%2525 T D ERIC
SSL £721L TLS 7' v ha v Z A LT, SEET v RV Z AR, KOVEBTHIETH D,
@ Ry I AT77 A4/ MFPM»627 747 K PC~DX T a—K)
@ Ry AT 7 ANELTRIFSNDZ LIZRDEBRT 7 AN (7 T7A4T 2 K PCHIEH MFP ~D7T
v 7a—R)
@ X2 UT 4 XETIV N T 7 ANELTRIFSNDZ EIZRDEBR T 7 ANV (7 F7A4T7 2k PC
76 MFP ~D7 » 7 u—R)
PLEICE Y FTP_ITC.1 NEHR SN D,

7.13. ES/MIME (S/MIME BE-S A0 IEHRE)

FSMIME &%, Ry 7 A7 7 A% SIMIME & L THETHERIC, Ry 7 X7 7 A V&b
FTHIODRETH 5,

Copyright © 2008-2009 KONICA MINOLTA BUSINESS TECHNOLOGIES, INC., All Rights Reserved.
103/105



bizhub 751 / bizhub 601 / ineo 751 / ineo 601 / VarioLink 7522 / VarioLink 6022 £#&#/#1 7~z AOPNOY0-0100-G00-15
AOPNOYO0-1D00-G00-11 ¥z Y FrE2—4 vk

7.14.

7.15.

<Ry I AT 7 A VG HEARL >
® FIPS 186-2 NHLE T HHLELE AR T VTV X LKLY | Ry V7 AT 7 A VEBEET 52O DR
A AERT D, (AL, 128 bit, 168 bit, 192 bit, 256 bit DWW TN TH 5,)

Pl bizk v FCS_CKM.1 REH SN D,

<Ky I AT 7 A NEFL>
® Ry AT 7 A)NEFSLT B2 DR 58t (128 bit, 192 bit, 256 bit) (2L v, FIPS PUB 197
WXk o THESND AES IC L » Tk an b,
® RNy I AT 7 A NEKIFILT HT-OOR 4 (168 bit) (2L V., SP800-67 IZL-> THEIND
3-Key-Triple-DES (Z kL » T 5k & 5
YL Eizk v FCS_COP1 NEHEND,

<Kw I AT 57 A NEEBROREEAL >

® Ry I AT 7 A NER AT D72 DO SHEE, FIPS 186-2 BAHET 5 RSAIZL Y, Ak
nos,

o " ORI SN DRSO IX, 1024bit. 2048 bit, 3072 bit, 4096 bit DW\FHTHh 5,
PLEIC LY FCS_COP.1 BNEHEIND,

F.SUPPORT-AUTH (#\ &85 —/\EREEENEH7R— M #EE)

F.SUPPORT-AUTH & %, ActiveDirectory (Z & 5 = — Y {FH & H - — N L i U C o — YA
AEHERE 2 EHL T 572D DERETH 5, (FUSER & HIZEES SETH D, )

2 —WREEHT U OB — NGREE] DEIREZ N TV DA T, 22— Dl BIFERE LB ERk X
N5 &, 2—HEREFEY— IR L CEY 2 — I T 2 BGEE RO WA DR 21T 9, 2Tt
L Ca—PEREET — ") OIR SN HRAEEHRZ TG L, = —FOMAIFERELE A BT 5,

PLEIZX Y, FIT_CAP1I[IAEBLEN S,

F.SUPPORT-CRYPTO (F§&1{tF v kHR— F#ARE)

F.SUPPORT-CRYPTO & i, TOE 2> HHEBALF v M X DB BAUARREZ BIE S H 5 72D DOFERE T
H 5,

HDD IZEXIAENDEE T 7 A4 ViZxt LT, FECRYPTO (2 L W Ak S = 5 A2 K=k v
2y b L, BES b v M TR SILAEE 21T 5, £7- HDD 7St S D05k S /-
B7 7 ANk LT, WL FCRYPTO (2L W AR Sz ez Bk v Moty ML, K5
B> M TESLHEZITOE S,

PLEizk ., FIT_CAP1RINFEH SN S,
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7.16.

7.17.

F.SUPPORT-HDD (HDD A 7 EifE+R— M H#EE)
F.SUPPORT-HDD & %, TOE %5 HDD 2 & % HDD v v 7 HfEZ BIE S & 5720 OHRETH 5,

<HDD D v 7 IRHE % fRERALEL >

MFP o @iz, HDD @ HDD = v 7 B§REIC L B 1 v 7 RBE A FRER S 5 72 D DRI 21T 5 .

® HDD 2% LT, NVRAM [T/ & TWwW5 HDD B v 7 28X U — R & FW CHRERLBEE K % 5
T 5,

<HDD ®m v 7 /NA T — FOLEENZFES AL >

FADMIN 725 @, HDD v v 7 /SR U — ROEFTAEER 21T 9,

® HDD (2%} LT, NVRAM [ZfRE & TS HDD 2y 7 /82U — R EF LWHDD 1y 7 /82U
— P& AW TEERHER 2 FE i 5,

PLEIZX Y, FIT_CAP1BIAEBL NS,

F.SUPPORT-CF (CF O % Ei{EHH— ~HER)
F.SUPPORT-CF &, TOE 75 CFIc k% CF v VSRE 2 EIES T A 7-D DR TH S,

<CF ® v v 7 JREE & MR FRALEE >
MFP O#E#EC, CF D CF 1 v Z7HREIC L D1 v 7 IREEZ R T 2 72D DR 24T 5
® CFIZxt L T .NVRAMITIEE SN TWACF v 7 N2 T — R & W TR AR B R 2 4 5,

<CF v v 7 /827 — FOERITHES LB >

FADMIN /50, CF v 7 /82T — ROZEF BT R 5217 5 |

® CFIZXI LT, NVRAM IZfREENTWA CFry 7 XA —=RNEH LWCF u v 7 /AU — K%
AW TEE R E R A2 Efid 2,

PLEIZE Y, FIT_ CAP14IEHR S5,
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