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Security Target - Xerox WorkCentre 7232/7242

1. ST
ST ST TOE CccC
1.1. ST
ST TOE ST ISO/IEC 15408 2005
ST
ST Xerox WorkCentre 7232/7242
ST vV 1.0.4
2008 2 19
oo Common Criteria for Information Technology Security Evaluation,
Version 2.3
ISO/IEC 15408 2005
-0512 Interpretation-0512
SSL/TLS IPSec SNMPv3 S/MIME
TOE
Xerox WorkCentre 7232 Xerox WorkCentre 7242 2 TOE
TOE Xerox WorkCentre 7232/7242
Controller+PS ROM Ver. 1.203.0
10T ROM Ver. 4.7.0
IIT ROM Ver. 20.4.1
ADF ROM Ver. 20.0.0
1.2. ST
ST
Multi Function Peripheral MFP Xerox WorkCentre 7232/7242
MFP
MFP
MFP  MFP
PC TOE

-1-— Copyright® 2008 by Fuji Xerox Co., Ltd.



Security Target - Xerox WorkCentre 7232/7242

TOE
TOE
. TSF_IOW
. TSF_CIPHER
. TSF_USER_AUTH
. TSF_FMT
. TSF_CE_LIMIT
. TSF_FAU
. TSF_NET_PROT
. TSF_FAX_FLOW
1.3. CC
ST ST PP
cc 2
cc 3
EAL2
1.4.
ST
2.3
1 2005 8 CCMB-2005-08-001
cc 1
17 12 1.0
2.3
2 2005 8 CCMB-2005-08-002
cc 2
17 12 1.0
2.3
3 2005 8 CCMB-2005-08-003
cc 3
17 12 1.0
2.3
2005 8 CCMB-2005-08-004
CEM 17 12 1.0
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ISO/IEC WD N3374 PP/ST 0.93
TR15446 16 1
-0512
1-0512 17 12 1.0
1.5. ST
1.5.1.
ST

ADF Auto Document Feeder

CcC Common Criteria

CE (Customer Engineer)

CWIS (Centre Ware Internet Service)

DC Digital Copier

DRAM (Dynamic Random Access Memory)

EAL Evaluation Assurance Level

HT Image Input Terminal

10T Image Output Terminal

IT Information Technology

IP (Internet Protocol)

IPSec IP (Security Architecture for Internet
Protocol)

Kerberos

LDAP (Lightweight Directory Access
Protocol)

MFP (Multi Function Peripheral)

NVRAM Non Volatile Random Access Memory

PDL (Page Description Language)

PP Protection Profile

SAR (Security Assurance Requirement)

ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SF Security Function

SFP (Security Function Policy)

SFR (Security Functional Requirement)

SMTP (Simple Mail Transfer Protocol)

SNMPv3 / (Simple network Management

-3-— Copyright® 2008 by Fuji Xerox Co., Ltd.
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protocol Ver. 3)

SOF Strength of Function
SSLv3/TLSv1 (Secure Socket Layer Ver. 3) /
SSL/TLS (Transport Layer Security Ver. 1)
ST Security Target
S/MIME Secure/Multipurpose Internet Mail Extensions
TOE Target of Evaluation
TSC TSF TSF Scope of Control
TSF TOE TOE Security Function
TSFI TSF TSF Interface
TSP TOE TOE Security Policy
.5.2.
ST
TOE TOE
SA(System Administrator)
MFP
MFP TOE
SA(System MFP TOE
Administrator)
MFP TOE
SA
MFP /
TOE
MFP
SA MFP
Web
MFP TOE
MFP
CWIS Web MFP TOE
MFP
TOE TOE TOE
/
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MFP
(PDL)
MFP
MFP
MFP (PDL)
TOE
MFP
(PDL)
(PDL)
MFP
[ ]
ID
MFP
[ ]
1
[ ]
"t
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"t 10T
"t
MFP
"t
MFP
Web CcWIS
"t
MFP FTP SMB Mail
nT
10T
MFP
D-FAX
i FAX
D-FAX i FAX D-FAX i FAX
MFP
MFP
MFP
. Thy 10T

-6— Copyright® 2008 by Fuji Xerox Co., Ltd.




Security Target - Xerox WorkCentre 7232/7242

[ ]

. nT

. nT

10T
MFP
()
TOE
TOE
TOE TOE
TOE
TOE
TOE
12
128
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TOE
TOE
MFP  MFP
PC
TOE TOE
TOE MFP
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2. TOE

TOE
TOE

2.1. TOE

2.1.1. TOE
TOE IT

MFP

2.1.2. TOE
1 TOE

Security Target - Xerox WorkCentre 7232/7242

TOE

TOE TOE

TOE

MFP TOE MFP TOE

TOE

TOE

1 TOE

MFP

CWIS

i-FAX D-FAX

TOE )
i-FAX D-FAX

-9 - Copyright® 2008 by Fuji Xerox Co., Ltd.




Security Target - Xerox WorkCentre 7232/7242

2.1.3. TOE
2.1.3.1. TOE
TOE IT
TOE 1
//" ~\\\
' )
N y
~__I__¢
1
1
I )
l___L__-I
1 1
1 1
1 1
1
Web : : )
R USB
\
A i o i
\\ ;
Web ] e -7 —
|
ISR
i} f
[ Mail
i
[ swB
I//” ~\\\ Sg
)
\\ ,/ A
1 TOE
MFP
MFP
Web MFP
MFP
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USB
MFP
Web TOE TOE
Mail
MFP Mail
FTP
MFP  FTP FTP
SMB
MFP  SMB SMB
G3/G4 MFP
USB

OS Windows 2000
Windows XP Windows VISTA

2.1.3.2. TOE
TOE
e TOE
TOE
e TOE TOE
SSL/TLS IPSec SNMPv3 S/MIME
TOE
e TOE MFP TOE
TOE
e TOE Web TOE /
ID
TOE
e TOE Web TOE
ID
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TOE
e TOE
e TOE
2.2. TOE
ST TOE 2
2 TOE
TOE
TOE TOE
TOE
TOE Web TOE
SA
/ TOE /
2.3. TOE
TOE Controller ROM
2 TOE
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TOE  rsgmisaly
| T cwis
— —
—»|  Web
A
'S
—>
gt
: Web
< > /D-FAX
i iIFAX, \
SMB
—p | Mail

NVRAM/SEEPROM
TOE
2 MFP TOE
2.3.1. TOE
TOE
i-FAX D-FAX CcWIS
2.3.1.1.
MFP
2.3.1.2.
MFP nT
10T
2.3.1.3.
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MFP
10T
10T
2.3.1.4.
MFP
MFP
SMB
2.3.1.5.
nT
10T
2.3.1.6. i FAX D-FAX
i FAX
MFP
10T
D-FAX
2.3.1.7. CWIS
CWIS
MFP
2.3.2. TOE
TOE MFP
2.3.2.1.
- 14 —

MFP
10T
HT
CWIS
MFP
FTP Mail
MFP
i FAX
HT
i FAX
MFP MFP
Web
Web
TOE
TOE
TSF_10W
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2.3.2.2.

2.3.2.3.
TOE

CWIS

CWIS
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TSF_CIPHER

TSF_USER_AUTH
MFP
CcWIS

iFAX
ID

CWIS (
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Web

CWIS

KOE

| |«

MFP

MFP

CWIS

HT

HT

-16 —

MFP

MFP ID
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ID CWIS
1D MFP
ID
2.3.2.4. TSF_FMT
TOE
. /
o /
.
. /
. ID
e SA ID
.
. ( SA)
. /
e SSL/TLS /
e [PSec /
e S/MIME /
. /
.
.
TOE Web CWIS
. ID
e SA ID
.
. /
e SSL/TLS /
e IPSec /
e SNMPV3 /
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e SNMPV3
e S/MIME /
e X.509 / /
. /
[ ]
2.3.2.5. TSF_CE_LIMIT
TOE TOE
2.3.2.6. TSF_FAU
TOE
Web
SSL/TLS
2.3.2.7. TSF_NET_PROT
TOE TOE
e SSL/TLS
) IPSec
e SNMPV3
e S/MIME
2.3.2.8. TSF_FAX_FLOW
TOE USB
TOE
2.4. TOE
4 MFP TOE
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M
)
s Y [ TET TN
|
® e
[ > :
H = W w|t {r  1tr A s
H | Ethernet | |USB( )| [usB( )]
=
= O
g e <
o
= H =
)
s == 1 rFr=-—======= LI L 1
1 [ [ [ 1
1 [ [ [ 1
1 [ [ [ 1
1 [ [ [ 1
1 [ [ [ 1
1 [ [ [ 1
1 [ [ [ 1
“ . o - “
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o ol Ol - “
o ol ol - “ 2
S ol ol - “ O
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B L e e L I U Y IS e
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1 ] ] [ 1
1 [ 1y < L 1 _W 1
1 “ 1 “_ L “ 'O “
i ' = |
e A e I S,
w s || o k
5l 183 =l |23 51 153
| w|[<Cex|]| [ - — === o
o = @)
<C - =

TOE

4 MFP

MFP

MFP

TOE

10T

HT

ADF

ADF

USB

10T

HT

MFP

Ethernet

10T

HT

USB

MFP
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ADF

2.5. TOE

TOE
e MFP

CWIS
MFP

MFP

e TOE

MFP

TOE
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HT

10T

TOE

MFP

MFP

MFP

- 20 —

TOE

CWIS

TOE
TOE
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Web

S

TOE

N

TOE

-21 -

5
3 NVRAM SEEPROM TOE
3 TOE
TOE
NVRAM SEEPROM TOE
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3. TOE
TOE TOE
3.1.
TOE 4
4
TOE
A.ADMIN TOE
TOE

[ ]
[ ]
° 1D
° ID 5
[ ]
[}
) ( SA) 9
[}

A.SECMODE .
e SNMPV3
e SNMPV3
e SSL/TLS
e IPSec
e S/MIME
e SMB
[}
[ ]
° 12
[ ]
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3.2.

TOE 5 TOE

T.RECOVER

TOE

Web
T.CONFDATA TOE

Web
T.DATA_SEC

TOE

T.COMM_TAP
- TOE

T.CONSUME TOE TOE

3.3.

TOE 6

P.FAX_OPT
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4.
TOE
4.1. TOE
TOE 7
7 TOE
TOE
TOE
O.AUDITS
TOE
O.CIPHER
TOE TOE
O.COMM_SEC TOE
TOE TOE
O.FAX_SEC TOE
TOE
O.MANAGE TOE
TOE
O.RESIDUAL
TOE TOE
O.USER
TOE TOE
O.RESTRICT
4.2.
TOE 8
8
TOE
OE.ADMIN TOE
TOE TOE
OE.AUTH
TOE
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.
. 9
° 1D
. 1D 5
.
.
. ( SA) 9
.
TOE
TOE
TOE
¢ SNMPV3
OE.COMMS_SEC e SNMPV3 8
e SSL/TLS
e IPSec
¢ S/MIME
e SMB
TOE TOE
TOE
OE.FUNCTION :
o 12
.
.
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TOE

5.1. TOE

TOE
2

5.1.1. FAU
FAU_GEN.1

FAU_GEN.1.1 TSF

o Q
—_— =

O

FAU_GEN.1.2 TSF

FPT_STM.1

TOE

9 TOE

IT

CC

PP/ST

CC

TOE

FAU_GEN.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

FAU_STG.4

- 26 —
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FCS_CKM.1

FCS_COP.1

FDP_ACC.1

FDP_ACF.1

: SFP

: SFP

FDP_IFC.1

FDP_IFF.1

(policy goal)

FDP_RIP.1

FIA_AFL.1

FIA_UAU.2

FIA_UAU.7
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FIA_UID.2

FMT_MOF.1

: TSF

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1.

TSF

FMT_SMF.1

FMT_SMR.1

FPT_RVM.1

FPT_STM.1

FTP_TRP.1

- 28 —
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FAU_SAR.1
FAU_SAR.1.1 TSF
FAU_SAR.1.2 TSF
FAU_GEN.1
FAU_SAR.2
FAU_SAR.2.1 TSF
FAU_SAR.1
FAU_STG.1
FAU_STG.1.1 TSF
FAU_STG.1.2 TSF
FAU_GEN.1
FAU_STG.4
FAU_STG.3
FAU_STG.4.1 TSF
FAU_STG.1
5.1.2. FCS
FCS_CKM.1
FCS_CKM.1.1 TSF
FXOSENC
128
FCS_CKM.2
FCS_COP.1
FCS_CKM.4
FMT_MSA.2
FCS_COP.1
FCS_COP.1.1 TSF PUB 197
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128
FCS_CKM.1
FCS_CKM.4
FMT_MSA.2
5.1.3. FDP
FDP_ACC.1
FDP_ACC.1.1 TSF 10.
MFP
SFP
10
FDP_ACF.1
FDP_ACF.1
FDP_ACF.1.1 TSF
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Security Target - Xerox WorkCentre 7232/7242

MFP SFP
FDP_ACF.1.2 TSF

11

11
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FDP_ACF.1.3 TSF
12
12
FDP_ACF.1.4 TSF
FDP_ACC.1
FMT_MSA.3
FDP_IFC.1
FDP_IFC.1.1 TSF [ : 13
] [
SFP]
13
FDP_IFF.1
FDP_IFF.1
FDP_IFF.1.1 TSF
[ SFP]
[
SFP
]
FDP_IFF.1.2 TSF
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FDP_IFF.1.3

FDP_IFF.1.4

FDP_IFF.1.5

FDP_IFF.1.6

FDP_RIP.1

FDP_RIP.1.1

FIA
FIA_AFL.1 (1)

FIA_AFL.1.1 (1)

FIA_AFL.1.2 (1)

FIA_AFL.1 (2)

FIA_AFL.1.1 (2)

FIA_AFL.1.2 (2)

[
TSF
TSF
TSF
TSF
FDP_IFC.1
FMT_MSA.3
TSF
TSF
5
Web “

FIA_UAU.1
TSF

- 33 -

SFP

SFP

TSF

TSF

Web
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FIA_UAU.1
FIA_UAU.2
FIA_UAU.1
FIA_UAU.2.1 TSF TSF
FIA_UID.1
FIA_UAU.7
FIA_UAU.7.1 TSF
1A
FIA_UAU.1
FIA_UID.2
FIA_UID.1
FIA_UID.2.1 TSF TSF
5.1.5. FMT
FMT_MOF.1
FMT_MOF.1.1 TSF 14
14
14
TSF
SA
SA
SA
SA
SA
SA
SA
FMT_SMF.1
FMT_SMR.1
FMT_MSA.1
FMT_MSA.1.1 TSF [
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1 [
[ - 1 [ : 15
] [ : MFP SFP]
15
SA
FMT_SMF.1
FMT_SMR.1
FMT_MSA.3
FMT_MSA.3.1 TSF SFP
[ : [ : 1 [ : MFP
SFP]
FMT_MSA.3.2 TSF [ : 1
FMT_MSA.1
FMT_SMR.1
FMT_MTD.1 TSF
FMT_MTD.1.1 TSF 16 TSF
16
16 TSF
TSF
SA SA
SA
SA
SA
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SA
SA SA

SA
SA
SA

FMT_SMF.1
FMT_SMR.1

FMT_SMF.1

FMT_SMF.1.1 TSF
17 TSF

17 TSF

CcC TOE

FAU_GEN.1 -

FAU_SAR.1

SA

FAU_SAR.2 -

FAU_STG.1 -

FAU_STG.4

FCS_CKM.1

FCS_COP.1 -

FDP_ACC.1 -

FDP_ACF.1

FDP_IFC.1 -

FDP_IFFR1

FDP_RIP.1 (
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) TOE
FIA_AFL.1 | a)
b)
a)
b)
FIA_UAU.2 :
ID
SA
ID
FIA_UAU.7 -
FIA_UID.2

FMT_MOF.1 | TSF

FMT_MSA.1

FMT_MSA.3 | a)

b) SFP

FMT_MTD.1. | TSF

FMT_SMF.1 -

FMT_SMR.1

FPT_RVM.1 -

FPT_STM.1

FTP_TRP.1

FMT_SMR.1 (1)

FMT_SMR.1.1 (1) TSF SA
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5.1.6.

5.1.7.

FMT_SMR.1.2 (1) TSF

FMT_SMR.1 (2)

FMT_SMR.1.1 (2)
FMT_SMR.1.2 (2)

FPT TSF

FPT_RVM.1

FPT_RVM.1.1

FPT_STM.1

FPT_STM.1.1

FTP
FTP_TRP.1

FTP_TRP.1.1

FTP_TRP.1.2

FTP_TRP.1.3

5.1.8.
TOE

FIA_UAU.7

FIA_UID.1

TSF
TSF
FIA_UID.1

TSP

TSF TSC

TSF

TSF

TSF

TSF

- 38 —
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TSP

TOE Web

ILSOF_ 7
FIA_AFL.1 (1) FIA_AFL.1(2) FIA UAU.2
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5.2. TOE
18 TOE
TOE EAL2 CcC 3
EAL2
18 EAL2
ACM
ACM_CAP.2
ADO
ADO_DEL.1
ADO_1GS.1 AGD_ADM.1
ADV
ADV_FSP.1 ADV_RCR.1
ADV_HLD.1 ADV_FSP.1, ADV_RCR.1
ADV_RCR.1
AGD
AGD_ADM.1 ADV_FSP.1,
AGD_USR.1 ADV_FSP.1
ATE
ATE_COV.1 ADV_FSP.1, ATE_FUN.1
ATE_FUN.1
ADV_FSP.1,
ATE_IND.2 — AGD_ADM.1,
AGD_USR.1, ATE_FUN.1
AVA
AVA SOF.1 TOE ADV_FSP.1, ADV_HLD.1
ADV_FSP.1,
AVA VLA.1 ADV_HLD.1,
- AGD_ADM.1,
AGD_USR.1
5.3. IT
TOE IT
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6. TOE
TOE
6.1. TOE
TOE 5.1 TOE
TOE 19 TOE
TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_NET_PROT
TSF_FAX_FLOW
TOE MFP
TOE
MFP « . TOE
TOE TOE
TOE
. TOE
[ ]
TOE ROM
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19 TOE

TOE

TSF_IOW
TSF_CIPHER
TSF_USER_AUTH
TSF_FMT
TSF_CE_LIMIT
TSF_NET_PROT
TSF_FAX_FLOW

FAU_GEN.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1 o
FCS_COP.1 o
FDP_ACC.1 o | o
FDP_ACF.1 o | o
FDP_IFC.1 o
FDP_IFF.1 o
FDP_RIP.1 o
FIA_AFL.1 (1)
FIA_AFL.1 (2)
FIA_UAU.2

FIA_UAU.7

FIA_UID.2

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1 (1)
FMT_SMR.1 (2) o
FPT_RVM.1 o| o | o
FPT_STM.1 o
FTP_TRP.1 o

0 0 0,00 | TSF_FAU

0/0 00 0

0

0/0;0;0]010

0
0
0
0
0

6.1.1. TSF_IOW
TSF_IOW

TOE
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6.1.2. TSF_CIPHER
TSF_CIPHER
TOE FXOSENC 128
TOE
MFP DRAM
MFP
6.1.3. TSF_USER_AUTH
TSF_USER_AUTH MFP
CWIS ID
iFAX
ID
CWIS
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CWIS
CWIS
[ ]
MFP
ID
MFP ID
ID
CWIS ID
ID
MFP
ID ID
[}
3 "t
MFP ID
"t
ID CWIS
ID MFP
ID
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° SA
CWIS ID MFP
ID
o ID
Web
o ID
5
/ Web “
/
o ID
253
6.1.4. TSF_FMT
TSF_FMT
TOE
e TSF_IOW /
e TSF_CIPHER /
o
o /
. 1D 1D
e SA ID ID
o /
o SA
e TSF_CE_LIMIT /
e TSF_NET_PROT SSL/TLS /
e TSF_NET_PROT IPSec /
e TSF_NET_PROT S/MIME /
o /
e TSF_USER_AUTH /
o
TSF_FMT HTTPS Web
CWIS TOE

. ID ID
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e SA 1D 1D
. /
e TSF_FAU /
PC
e TSF _NET _PROT SSL/TLS /
e TSF_NET PROT IPSec /
e TSF _NET_PROT SNMPv3 /
e SNMPV3
e TSF_NET_PROT S/MIME /
e X.509 / /
. /
e TSF_USER_AUTH /
6.1.5. TSF_CE_LIMIT
TSF_CE_LIMIT
TOE
6.1.6. TSF_FAU
TSF_FAU
TOE
NVRAM 50
NVRAM 50
15,000 15,000
Web
Web TOE
Web
SSL/TLS
20
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20

e Log ID 1 60000

e Date yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy
e Time hh:mm:ss

e Logged Events 32

e User Name 32

e Description 32

e Status 32

o Optionally Logged Items

Logged Events Description Status

Started normally(cold boot)

Started normally(warm boot) | -

Shutdown requested

System Status User operation(Local) Start/End
Scheduled Image
Overwriting started
Scheduled Image
Overwriting finished

Successful/Failed

Successful/Failed

Login(Local Access) Successful, Failed(Invalid
UserlID), Failed(Invalid
Logout .
Password), Failed
Login/Logout Locked System Administrator

Authentication -

Detected continuous

Auhtentication Fail

Audit Policy Audit Log Enable/Disable
Print
Copy Completed, Completed
Scan with Warnings, Canceled
Job Status Fax by User, Canceled by
Mailbox Shutdown, Aborted,
Print Reports Unknown
Job Flow Service
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Device Settings

Adjust Time

Create Mailbox

Successful/Failed

Delete Mailbox

Switch Authentication Mode

Successful

Change Security Setting

( )

Device Data

Import Certificate

Delete Certificate

Add Address Entry

Delete Address Entry

Successful/Failed

Edit Address Entry

Export Audit Log

6.1.7. TSF_NET_PROT
TSF_NET_PROT 5
SSL/TLS
SSL/TLS
TOE
SSL/TLS
TOE SSL/TLS SSL/TLS
SSL/TLS TOE
MFP

SSLv3/TLSv1
SSL/TLS /
SSL_RSA WITH_RC4 128 SHA RC4/128 SHA1
SSL_RSA WITH_3DES _EDE_CBC_SHA | 3Key Triple-DES/168 SHA1
TLS RSA WITH_AES 128 CBC_SHA AES/128 SHA1
TLS RSA WITH_AES 256 CBC_SHA AES/256 SHA1

SSL/TLS

Authentication Code — IETF RFC2104

Web

SSL/TLS
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HMAC Hashed Message

HTTPS
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SSL/TLS IPsec SNMPv3 S/MIME
IPSec
IPSec
TOE
IPSec
IPSec TOE IPSec
IP TOE
OFF IPSec
MFP
IPSec ESP:Encapsulating Security Payload
/
AES/128 SHA1
3Key Triple-DES/168 SHA1
SNMPv3
SNMPv3
SNMP SNMPv3
SNMPv3 IETF RFC3414
SNMP
TOE
8
SNMPV3 SHA-1 CBC -DES
MFP
SNMPv3
/
DES/56 SHA1
S/MIME
S/MIME
S/MIME
S/MIME
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S/MIME

MFP

S/MIME

RC2/128 SHA1
3Key Triple-DES/168 SHA1

6.1.8. TSF_FAX_FLOW
TSF_FAX_FLOW

6.2.

TOE
TSF_USER_AUTH SOF —

6.3.

TOE EAL2 21 TOE
52 TOE

21

ACM

ACM_CAP.2
- TOE

ADO
ADO_DEL.1
ADO_IGS.1

ADV
ADV_FSP.1
ADV_HLD.1
ADV_RCR.1

AGD
AGD_ADM.1
AGD_USR.1

ATE
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ATE_COV.1
ATE_FUN.1
ATE_IND.2 -

AVA

AVA1_SOF.1
AVAL1_VLA.1

6.3.1. TAS_ CONFIG
WorkCentre 7232

e TOE
e TOE
o

e TOE

e ACM_CAP.2

6.3.2. TOE TAS CONFIG_LIST
WorkCentre 7232 TOE

. TOE

e TOE

e ACM_CAP.2

6.3.3. TAS_DELIVERY
WorkCentre 7232

e TOE
e TOE
. TOE TOE

e ADO_DEL.1
e ADO_IGS.1
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6.3.4. TAS_FUNC_SPEC
WorkCentre 7232 ApeosPort-11 5010 AP
ApeosPort-11 DocuCentre-1l1 C7500 AP

ApeosPort-11 5010 AP

e TOE ( )
[ ]
e TOE
e ADV_FSP.1
6.3.5. TAS_HIGHLDESIGN
WorkCentre 7232 ApeosPort-11 5010 AP ApeosPort-11
DocuCentre-11 C7500 AP
o TOE
[ ]
[ ]
e ADV_HLD.1
6.3.6. TAS REPRESENT
WorkCentre 7232 ApeosPort-11 5010 AP ApeosPort-11
DocuCentre-11 C7500 AP
[ ]
e ADV_RCR.1
6.3.7. TAS GUIDANCE
TOE Xerox WorkCentre 7232/7242 System

Administrator's Guide Xerox WorkCentre 7232/7242 Security Function

Supplementary Guide

e TOE

e TOE
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Xerox WorkCentre 7232/7242 System Administrator's Guide Xerox WorkCentre
7232/7242 Security Function Supplementary Guide

. TOE

e ADO DEL.1
ADO_IGS.1
AGD_ADM.1
AGD_USR.1

6.3.8. TAS TEST
WorkCentre 7232

. WorkCentre 7232 ApeosPort-11 5010 AP ApeosPort-11
DocuCentre-1l1 C7500 AP

ATE_COV.1
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e ATE_FUN.1
e ATE_IND.2

6.3.9. TAS_VULNERABILITY
TOE WorkCentre 7232
ApeosPort-11 5010 AP ApeosPort-11 DocuCentre-1l1 C7500 AP
TOE
TOE

¢ TOE ST

L]

[ ]

[ ]

[ ]

e TOE

e AVAl SOF.1

e AVA1l VLA.1
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7.2.

7.3.

PP

PP

PP

PP

PP

PP

PP

PP
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TOE

TOE/
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22 TOE/

TOE

TOE
22 TOE
23

TOE

TOE/

TOE

A.ADMIN
A.SECMODE
T.RECOVER
T.COMM_TAP
T.CONSUME
P.FAX_OPT

O.AUDITS

0 | T.CONFDATA
0 | T.DATA_SEC

O.CIPHER

0

0.COMM_SEC

O.FAX_SEC

O.MANAGE

O.RESIDUAL

O.USER

O.RESTRICT

OE.ADMIN

OE.AUTH

OE.COMMS_SEC

OE.FUNCTION

23 TOE

TOE

TOE

TOE

A.ADMIN

OE.ADMIN TOE
TOE

A.ADMIN

A.SECMODE

OE.AUTH ID
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TOE TOE

OE.COMMS_SEC

TOE
OE.FUNCTION
A.SECMODE
OE.FUNCTION TOE
O.RESIDUAL
O.CIPHER
T.RECOVER
O.CIPHER
O.RESIDUAL
T.RECOVER
OE.AUTH
TOE
TOE
O.MANAGE
[ ]
ID
T.CONFDATA
O.MANAGE TOE / TOE
/
O.AUDITS
T.CONFDATA
O.RESTRICT
O.USER

T.CONSUME O.USER MFP

O.RESTRICT TOE
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TOE TOE
T.CONSUME
0.COMM_SEC
T.COMM_TAP TOE
- OE.COMMS_SEC
TOE
T.COMM_TAP
OE.AUTH
OE.FUNCTION

O.USER O.MANAGE

T.DATA_SEC 0O.USER
O.MANAGE
O.AUDITS

T.DATA_SEC
O.FAX_SEC
P.FAX_OPT
P.FAX_OPT
8.2.
8.2.1. TOE
TOE 24
TOE 25
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TOE

O.CIPHER
O.COMM_SEC

O.FAX_SEC

O.MANAGE

O.RESIDUAL

O.RESTRICT
O.USER

FAU_GEN.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

FAU_STG.4

0/0/0 0 O] O.AUDITS

FCS_CKM.1

FCS_COP.1

FDP_ACC.1

FDP_ACF.1

FDP_IFC.1

FDP_IFF.1

FDP_RIP.1

FIA_AFL.1 (1)

0

FIA_AFL.1 (2)

FIA_UAU.2

FIA_UAU.7

FIA_UID.2

0101010
0.0 0 0

FMT_MOF.1

001010

FMT_MSA.1

0

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1 (1)

FMT_SMR.1 (2)

FPT_RVM.1

FPT_STM.1

FTP_TRP.1

- 58 —

Copyright® 2008 by Fuji Xerox Co., Ltd.



Security Target - Xerox WorkCentre 7232/7242

25 TOE

TOE

O.AUDITS

FAU_GEN.1

FAU_STG.4
FCS_CKM.1,FSC_COP.1
FDP_IFF.1

FAU_SAR.1

O.AUDITS

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FPT_STM.1 TOE

FPT_RVM.1

O.AUDITS

O.CIPHER

FCS_CKM.1 128

O.CIPHER
FCS_COP.1

FPT_RVM.1

O.CIPHER

O.COMM_SEC
0.COMM_SEC -

TOE
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TOE

FTP_TRP.1 TOE
TOE

FPT_RVM.1

0.COMM_SEC

O.FAX_SEC

FDP_IFC.1 FDP_IFF1 TOE

O.FAX_SEC TOE

FPT_RVM.1

O.FAX_SEC

O.MANAGE
TOE

FAU_SAR.2

FIA_AFL.1 (1)
OFF/ON

FIA_UAU.2

O.MANAGE

FIA_UAU.7

FIA_UID.2

FMT_MOF.1 TOE

FMT_MTD.1 TOE
TSF
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TOE

FMT_SMF.1 TOE

FMT_SMR.1 (1)

FPT_RVM.1

O.MANAGE

O.RESIDUAL

O.RESIDUAL

FCS_CKM.1 FCS_COP.1

FDP_RIP.1

FPT_RVM.1

O.RESIDUAL

O.RESTRICT

O.RESTRICT

FIA_AFL.1 (2)
FIA_UAU.2 FIA_UID.2

FIA_UAU.7

FPT_RVM.1

TOE

O.RESTRICT

O.USER

O.USER TOE

FDP_ACC.1 FDP_ACF.1
FIA_AFL.1 (2)
FIA_UAU.2 FIA_UID.2

FIA_UAU.7
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TOE

FMT_MSA.1

FMT_MSA.3
FMT_SMR.1 (2)

FPT_RVM.1
O.USER
8.2.2. IT
TOE IT
8.2.3.
ST MFP
TOE
“SOF —

FIA_AFL.1 1), FIA_AFL.1 (2), FIA_UAU.2, FIA_UAU.7

“SOF — ” TOE
8.2.4.
26
26
FAU_GEN.1
- FPT_STM.1 —
FAU_SAR.1
- FAU_GEN.1 —
FAU_SAR.2
- FAU_SAR.1 —
FAU_STG.1
- FAU_GEN.1 —
FAU_STG.4
- FAU_STG.1 —
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FMT_MSA.2:
TOE
TOE 128
FCS_CKM.1
FCS_COP.1
HDD FCS_CKM.4:
MFP DRAM
MFP
FMT_MSA.2:
TOE
TOE 128
FCS_COP.1
FCS_CKM.1 S CKM4-
HDD —
MFP DRAM
MFP
FDP_ACC.1
- FDP_ACF.1 —
FDP_ACF.1
= FDP_ACC.1
FMT_MSA.3
FDP_IFC.1
FDP_IFF.1 —
FDP_IFF.1
~ FDP_IFC.1
FMT_MSA.3
FDP_RIP.1
FIA_AFL.1 (1) FIA_UAU.1:
FIA_UAU.2 FIA_UAU.2 FIA_UAU.1
FIA_UAU.1
FIA_AFL.1 (2) FIA_UAU.1:
FIA_UAU.2 FIA_UAU.2 FIA_UAU.1
FIA_UAU.1
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FIA_UID.1:
FIA_UID.2 FIA_UID.1
FIA_UAU.2
- — FIA_UID.1
FIA_UAU.1:
FIA_UAU.7 -
- — FIA_UAU.2 FIA_UAU.1
FIA_UAU.1
FIA_UID.2
FMT_MOF.1
- FMT_SMF.1
FMT_SMR.1 (1) B
FMT_MSA.1 FMT_SMF.1
FMT_SMR.1 -
FMT_MSA.3 FMT_MSA.1
FMT_SMR.1 -
FMT_MTD.1 FMT_SMF.1
TSF FMT_SMR.1 (1) o
FMT_SMF.1
FMT_SMR.1 (1) FIA_UID.1:
FIA_UID.2 FIA_UID.2 FIA_UID.1
FIA_UID.1
FMT_SMR.1 (2) FIA_UID.1:
FIA_UID.2 FIA_UID.2 FIA_UID.1
FIA_UID.1
FPT_RVM.1
TSP
FPT_STM.1
FTP_TRP.1
8.2.5.
TOE 27
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27
FAU_GEN.1 FPT_RVM.1 FMT_MOF.1
FAU_SAR.1 FPT_RVM.1 FMT_MOF.1
FAU_SAR.2 FPT_RVM.1 FMT_MOF.1
FAU_STG.1 FPT_RVM.1 FMT_MOF.1
FAU_STG.4 FPT_RVM.1 FMT_MOF.1
FCS_CKM.1 FPT_RVM.1 FMT_MOF.1
- HDD - -
FCS_COP.1 FPT_RVM.1 FMT_MOF.1
- HDD - -
FDP_ACC.1 FPT_RVM.1 FMT_MOF.1
FDP_ACF.1 FPT_RVM.1 FMT_MOF.1
FDP_IFC.1 FPT_RVM.1 FMT_MOF.1
FDP_IFF.1 FPT_RVM.1 FMT_MOF.1
FDP_RIP.1 FPT_RVM.1 FMT_MOF.1
FIA_AFL.1 (1) FPT_RVM.1 —
FIA_AFL.1 (2) FPT_RVM.1 —
FIA_UAU.2 FPT_RVM.1 —
FIA_UAU.7 FPT_RVM.1 —
FIA_UID.2 FPT_RVM.1 —
FMT_MOF.1 — —
FMT_MSA.1 FPT_RVM.1 —
FMT_MSA.3 FPT_RVM.1 —
FMT_MTD.1 TSF FPT_RVM.1 —
FMT_SMF.1 — —
FMT_SMR.1 (1) — _
FMT_SMR.1 (2) — —
FPT_RVM.1 TSP — —
FPT_STM.1 FPT_RVM.1 FMT_MOF.1
FTP_TRP.1 FPT_RVM.1 FMT_MOF.1
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27
28
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28

FPT_RVM.1

FAU_GEN.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FPT_STM.1

FCS_CKM.1
FCS_COP.1

FDP_ACC.1
FDP_ACF.1
FIA_AFL.1 (1)
FIA_AFL.1 (2)
FIA_UAU.2
FIA_UAU.7
FIA_UID.2

FDP_IFC.1
FDP_IFF.1

FTP_TRP.1

TOE

TOE
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FDP_RIP.1
- OFF ON
TSF
FMT_MTD.1
8.2.5.2.
27
29
29
FMT_MOFR.1
TOE FMT_MOFR.1
FAU_GEN.1, FAU_ SAR.1
FAU_SAR.2, FAU_STG.1
FAU_STG.4, FCS_CKM.1 . TSF_10W
FCS_COP.1, FDP_ACC.1 . TSF_CIPHER
FDP_ACF.1 . TSF_FMT
FDP_RIP.1 . TSF_CE_LIMIT
FPT_STM.1 . TSF_FAU
. TSF_NET_PROTECT
. TSF_USER_AUTH
8.2.5.3.
TOE
TOE
8.2.5.4.
9
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TOE

30
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FMT_SMF.1
TOE

30 TOE

CC 2

30

FAU_GEN.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FCS_CKM.1

HDD

FCS_COP.1

HDD

FDP_ACC.1

FDP_ACF.1

FDP_IFC.1

FDP_IFF.1

FDP_RIP.1

FIA_AFL.1 (1)

FIA_AFL.1 (2)

FIA_UAU.2

FIA_UAU.7

FIA_UID.2
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TSF_IOW
TSF_CIPHER
FMT_MOF.1 TSF_FMT
TSF_CE_LIMIT
TSF_FAU
TSF_NET_PROTECT
TSF_USER_AUTH
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1 TSF TSF
FMT_SMF.1 —

FMT_SMR.1 (1)

FMT_SMR.1 (2)

FPT_RVM.1 TSP

FPT_STM.1

FTP_TRP.1

8.2.7.
TOE MFP
Web

TOE

8.3. TOE

8.3.1. TOE
6.1 19 TOE

- 69 —

EAL2

TOE

TOE
31
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31 TOE
TSF_FAU
FAU_GEN.1 -
TSF_FAU
FAU_SAR.1 -
TSF_FAU
FAU_SAR.2 -
FAU_STG.1 TSF_FAU
TSF_FAU
FAU_STG.4 -
TSF_CIPHER TOE
FCS_CKM.1 FXOSENC 128
FXOSENC
TSF_CIPHER TOE
FCS_COP.1
TSF_USER_AUTH
FDP_ACC.1 TSF_USER_AUTH
FDP_ACF.1
TSF_FMT
TSF_FAX_FLOW
FDP_IFC.1
FDP_IFF.1
TSF_IOW TOE
1 ’10 7 3
"0
FDP_RIP.1
3 3
TSF_USER_AUTH
FIA_AFL.1 (1)
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ID
/
TSF_USER_AUTH MFP
FIA_AFL.1 (2)
TSF_USER_AUTH TOE
Web
FIA_UAU.2 TOE
FIA_UID.2
TSF_USER_AUTH TOE
FIA_UAU.7 T
Web
TSF_USER_AUTH TOE
Web
FIA_UID.2 ID ID TOE
ID FIA_UAU.2
TSF_FMT TSF_CE_LIMIT TOE
FMT_MOF.1 TOE
TSF_FMT TOE
FMT MSA.1
- TSF_USER_AUTH
FMT_MSA.3 TSF_FMT TOE
TSF_FMT TSF_CE_LIMIT TOE
FMT MTD.1
- TOE
TSF_FMT TOE TOE
FMT_SMF.1
TSF_FMT

FMT_SMR.1 (1)

FMT_SMR.1 (2)

TSF_USER_AUTH

TOE
FPT_RVM.1
TSF_FAU
FPT_STM.1 TOE
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TSF_NET_PROT

FTP_TRP.1 TOE

TOE

8.3.2.
TOE
TSF_USER_AUTH
“SOF — .
“SOF —

ID
TOE

8.3.3.
32
33

32

6.2
5.1.8

EAL2

TAS_FUNC_SPEC

TAS_DELIVERY

TAS_DISC_PAPER

TAS_HIGHLDESIGN

TAS_VULNERABILITY

TAS_REPRESENT
TAS_GUIDANCE

TAS_TEST

0 | TAS_CONFIG
0 | TAS_CONFIG_LIST

ACM_CAP.2

ADO_DEL.1

0

0

ADO_IGS.1

ADV_FSP.1

ADV_HLD.1

ADV_RCR.1

AGD_ADM.1

AGD_USR.1

ATE_COV.1

ATE_FUN.1

ATE_IND.2

AVA_SOF.1

AVA_VLA.1
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33
TAS_CONFIG
TAS_CONFIG_LIST WorkCentre 7232 TOE
TOE
ACM_CAP.2
TAS_DELIVERY WorkCentre 7232
TOE
ADO_DEL.1 TOE
TOE
ADO_IGS.1
TAS_FUNC_SPEC WorkCentre 7232 ApeosPort-11 5010 AP
ApeosPort-11 DocuCentre-11 C7500 AP
TOE
ADV_FSP.1
TAS_HIGHLDESIGN WorkCentre 7232 ApeosPort-11 5010 AP
ApeosPort-11 DocuCentre-11 C7500 AP
TOE
ADV_HLD.1
TAS_REPRESENT WorkCentre 7232 ApeosPort-11 5010 AP
ApeosPort-11 DocuCentre-11 C7500 AP
TOE
ADV_RCR.1 ST TOE — —
TAS_GUIDANCE Xerox WorkCentre 7232/7242 System Administrator’s

Guide Xerox WorkCentre 7232/7242 Security Function
Supplementary Guide

TOE
ADO_DEL.1 TOE

TOE
ADO_IGS.1
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AGD_ADM.1
AGD_USR.1
TAS_TEST WorkCentre 7232
TOE
ATE_COV.1
TOE
ATE_FUN.1
TOE
ATE_IND.2
TAS_VULNERABILITY WorkCentre 7232 ApeosPort-11 5010 AP
ApeosPort-11 DocuCentre-11 C7500 AP
TOE
AVA_SOF.1
TOE
AVA_VLA.1
5.2 18 EAL2 EAL2 TOE
ST TOE
EAL2 TOE

8.4. PP

PP
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