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e asymmetric ciphers
* message authentication codes
e random number generators

TOE
TOE JCA(Java Cryptography Architecture)/JCE(Java
Cryptography Extension) framework Cryptographic Service Provider
TOE Figure 1 ““lIAIK Cryptography
Provider>” SHA-1 SHA-256 SHA-384 SHA-512

RIPEMD-160 HMAC RSA Signature RSA Cipher AES Triple-DES RC2
ARCFOUR Secure Random

Application Java Cryptography APIs (JCA, JCE)
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Figure 1: The TOE and its environment
TOE JCA/JCE framework Application
SHA-1 AES Application TOE
TOE
TOE Figure 1 Application
TOE

a) Hash related functionality
TOE

*SHA-1 [FIPS PUB 180-1]
*Ripemd-160 [ISO/IEC 10118-3]
*SHA-256 [FIPS PUB 180-2]
*SHA-384 [FIPS PUB 180-2]
*SHA-512 [FIPS PUB 180-2]
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b) MAC related functionality
TOE HMAC message authentication code HMAC

*SHA-1 [FIPS PUB 180-1]
*Ripemd-160 [ISO/IEC 10118-3]
*SHA-256 [FIPS PUB 180-2]
*SHA-384 [FIPS PUB 180-2]
*SHA-512 [FIPS PUB 180-2]

(128 + k * 8) bit < blocksize of the used hash function, with
[k=0,1,2,...] TOE

TOE SOF-High

¢) Digital Signature related functionality

TOE

*RSA with SHA-1, SHA-256, SHA-384, SHA-512 or RIPEMD-160 according to

[PKCS#1v1.5], with key lengths of 1024 + k * 64 [k=0,1,2,...] bit. The maximum

key size is 8192 bhit.

*RSA-PSS with SHA-1, SHA-256, SHA-384, SHA-512 or RIPEMD-160 according

to [PKCS#1v2.1], with key lengths of 1024 + k * 64 [k=0,1,2,...] bit. The maximum

key size is 8192 bhit.

TOE TOE
SOF-High

d) Encryption functionality

TOE

<AES 128, 192, 256 bit [FIPS PUB 197]
«Triple-DES 112, 168 bit [FIPS 46-3]
*RC2 128-1024 bit [RFC 2268]

-ECB
-CBC
-OFB
-CFB
AES CTR

TOE
*ARCFOUR 128 — 2048 bit according to [IETF-Draft-Kaukonen]. This algorithm

3
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is assumed to be compatible with RC4TM from RSA Security Inc.

TOE

*RSA 1024 + k * 64 [k=0,1,2,...] bit according to [PKCS#1v1.5]. The maximum key
size is 8192 bit.

*RSA-OAEP 1024 + k * 64 [k=0,1,2,...] bit according to [PKCS#1v2.1]. The

maximum key size is 8192 bit.

TOE TOE
SOF-High

e) Random Number Generator related functionality
TOE 2
*SHA-1 [FIPS PUB 180-1]

*Ripemd-160 [ISO/IEC 10118-3]

*SHA-256 [FIPS PUB 180-2]

*SHA-384 [FIPS PUB 180-2]

*SHA-512 [FIPS PUB 180-2]

seed
IT IT
2] IT [3]
[4] TOE
@ TOE
2 TOE
3 TOE
(4) 1 @ @ cc CEM
TOE IAIK-JCE
CC Core Security Target ST [1] TOE
TOE TOE CC 1
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155

TOE 11

11

T.SignatureForgery | S.Attacker could forge O.Signature or recover O.PrivateKey

from O.Signature.

T.DeduceData S.Attacker could deduce O.Data from O.CipherText.
T.DeduceKey S.Attacker could deduce O.SecretKey from O.CipherText.
T.DeduceRandomsSee | S.Attacker could deduce O.RandomSeed.

d

T.PredictRandomNu | S.Attacker  could predict the next generated
mber O.RandomNumber.

T.MACForgery S.Attacker could forge O.MAC or recover O.SecretKey.
T.HashForgery S.Attacker could find collisions to O.Hash.

1-1 Subject S.Attacker Object O.Signature

1-2 Subject
S.Admin User who is in charge to perform the TOE installation

and TOE configuration.

S.Developer User who is in charge to use the TOE for developing his

Application (S.Application).

S.Application The surrounding application which is using the TOE.
S.JavaVM Java™ Virtual Machine.
S.Attacker A human or a process outside the TOE whose main goal

is to access Application sensitive information.

For functions with SOF-high claim the attacker has a
high attack potential and no time limit. For all other
functions the TOE has no obvious vulnerabilities that

are exploitable by attackers possessing low attack

potential.

1-3 Object
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O.Data Private data obtained from the S.Application (e.g. Data
to be signed).
O.MAC MAC generated by the TOE.
0O.Hash Hash generated by the TOE.
O.Signature Signature generated by the TOE.
O.CipherText The cipher text generated by the TOE.
O.PrivateKey Private Key Data which the TOE uses to generate
O.Signature (e.g. RSA Private key).
0O.SecretKey Secret Key Data which the TOE uses to encrypt O.Data
and/or decrypt O.CipherText (e.g. AES key).
0.RandomSeed The seed (initial state) used by the DRNG
0O.RandomNumber The random number generated by the TOE
1.5.6
TOE
1.5.7
TOE
* JVM Specification 1.0.2 with the Java Platform 1.1 APl and JCE 1.2.x
* JVM Specification 1.2 with one of the following APls:
0J2SE 5.0
0 J2SE 1.4.x
0 J2SE 1.3.x and JCE 1.2.x
0J2SE 1.2.x and JCE 1.2.x
15.8
TOE 1-3
TOE
1-4 TOE
A.Protection The TOE and its environment are protected in such a way
that it is impossible for S.Attacker to read or modify any
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data managed by the TOE, i.e. objects defined in chapter
3.4.2.

A.Train Administrators (S.Admin) are assumed to be suitably
qualified to set up the system and to verify the TOE
integrity.

A.Manual S.Developer uses the TOE in the right way as described in

the manual. In order to reach SOF high, the S.Developer

must use the key sizes recommend in the manual.

A.SeedManagement

The IT-Environment must provide a suitable seed for the
RandomNumberGenerator. Furthermore it must ensure that

the seed is kept secret.

A.KeyManagement

The IT-Environment is responsible for key management. Key
management is out of scope of the TOE. O.PrivateKey and
O.SecretKey, needed for computation of O.CipherText,
0O.MAC and O.Signature, must be provided by S.Application.
The TOE does not generate or destruct keys. Given key

material won't be modified or stored by the TOE.

A.Java_Spec The S.Admin or S.Developer has to install a Java™ VM that
works according the JVM Specification V 1.0.2 [JVMSpec1]
with the API of Java™ 1.1 [JavaAPIl.1] or JVM 1.2
[JVMSpec2] with one of the following APls:
e J2SE 5.x [JavaAPI5]
« J2SE 1.4.x [JavaAP11.4]
« J2SE 1.3.x [JavaAPI1.3]
e J2SE 1.2.x [JavaAPI11.2]
A.JCE_Spec If the Java™ APl in use is older than version 1.4
[JavaAPI11.4] (1.1.x [JavaAPI1.1], 1.2.x [JavaAPI11.2] or 1.3.x
[JavaAPI11.3]) the S.Admin/S.Developer has to install a JCE
framework that works according to the JCE 1.2
[JCE1.2-REF], JCE 1.2.1 [JCE1l.2.1-REF] or JCE 1.2.2
[JCE1.2.2-REF] specification.
1-4 Subject S.Attacker Object O.PrivateKey 155
1-1 1-1
TOE
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1 HTML guidance documentation included in the ZIP file iaikjce315cc.zip.

2 API documentation included in the ZIP file iaikjce315cc.zip.
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2.1
CC 3 CEM
TOE CEM
2.2
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19 2
19 1 2

2.3
23.1

1)

-SUN JRE 1.1.8 010 serves as Java version 1.1.8,
-SUN JRE 1.2.2 017 serves as Java version 1.2.2,

-SUN JRE 1.3.1_19 serves as Java version 1.3.1,
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-SUN JRE 1.4.0_04 serves as Java version 1.4.0,
-SUN JRE 1.4.1 06 serves as Java version 1.4.1,
-SUN JRE 1.4.2_12 serves as Java version 1.4.2,

-SUN JRE 1.5.0_09 (32-bit) serves as Java version 1.5.0

2)
a.
1
ST TOE TOE
b.
Typel:Known-answer-tests
NIST test vector
test vector( third party
TOE [A1S20]
test suite TOE
Type2:API tests
TOE JCA/JCE API
c.
56
d.
2.3.2
1)

11
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a.
ST TOE
b.
Augmentation of developer testing for the TSF
test vector
Supplementation of developer testing strategy
TOE
C.
24
code coverage [AIS20]
test vector
d.

TOE
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3
CEM
ST
4
4.1
TOE CC 3 EAL3
4-1
4-1
ASE_DES.1.1E TOE
ASE_DES.1.2E TOE
ASE_DES.1.3E TOE ST
ASE_ENV.1.1E TOE
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ASE_ENV.1.2E TOE
ASE_INT.1.1E ST TOE
CcC

ASE_INT.1.2E ST
ASE_INT.1.3E ST ST
ASE_OBJ.1.1E

TOE
ASE_OBJ.1.2E
ASE_PPC.1.1E PP
ASE_PPC.1.2E PP
ASE_REQ.1.1E TOE IT

CcC

ASE_REQ.1.2E IT
ASE_SRE.1.1E ST
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ASE_SRE.1.2E ST
ASE_TSS.1.1E TOE

IT
ASE_TSS.1.2E TOE
ACM_CAP3.1E TOE

TOE

ACM_SCP.1.1E CcC
ADO_DEL.1.1E TOE
ADO_DEL.1.2D
ADO_IGS.1.1E TOE
ADO_IGS.1.2E ADO_IGS.1.1E
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ADV_FSP.1.1E
TSF TSF
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TOE
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ATE_IND.2.2E

ATE_IND.2.3E

AVA_MSU.1.1E

TOE

TOE

AVA_MSU.1.2E

TOE TOE

AVA_MSU.1.3E

TOE

AVA_SOF.1.1E

SOF

ST SOF

SOF

AVA_SOF.1.2E

SOF

SOF

AVA_VLA.1.1E
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Common Criteria for Information Technology Security

Evaluation

Common Methodology for Information Technology

Security Evaluation
Evaluation Assurance Level
Protection Profile

Strength of Function
Security Target

Target of Evaluation

TOE Security Functions
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