RICOH Page 1 of 33

RICOH

imagio C,

DataOverwriteSecurity Unit Type D

2006 11 24
1.05

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 2 of 33

1.00 2006-05-23
1.01 2006-08-29 cC

TOE MFP
1.02 2006-10-10 TOE MFP
1.03 2006-11-09
1.04 2006-11-22
1.05 2006-11-24 TOE MFP

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.




RICOH

Page 3 of 33
S 1 OSSOSO OT VTR 6
0 S Y TSRS 6
0 1 TSSO 6
L3 CC bbb E R bbb E e bbb bRt e e 7
L et et AR R ARt £ £ A AR R bR e R et ee e e e ARt e R e Re R e e e et tetee 7
1SS 8
21 TOE bbb bbb bbb bbbttt 8
2254 5 TSSOV 8
212 TOE et E e AR Rt AR e e bRt et E R et b e Rttt ene e tene s 8
213 TOE M P bbb 8
22 TOE bbb bbbttt u
2.3 TOE et e Rt AR et et b et b ket et e Rt st be e neenas 14
22 T 1 | OSSR 15
2.3 2 M P bbb bbb bbbttt e bbbt enas 15
2 bbb h R R R b bR bbb bbbttt bbb 16
TOE bbb £ E bbbttt et b bbb enas 19
35 OSSOSO 19
357 19
B3 bbb 19
.................................................................................................................................. 20
A1 TOE et b et e bbbt e b en 20
2 bbb bbb 20
A2.0 1T ettt e bbbt renas 20
422 ST 20
T bbb E bbb E e bbb bbbttt bbb 21
L TOE ettt bt et ettt be e et 21
B bbb bbb bbbttt b b 21
B3  TOE bbb 21
B4 TOE ettt 22
B D bbbttt 22
TOE bbbt E £ £ A bbb R e R e R e £ £ £ A A A bbb b e R e Rt et et et e e et betenereaas 23
B.1  TOE bbbttt 23
L5357 24
575 TSR T T TTRT 24
PP bbb R R £ £ A A b A b e R e R e R e e£eEeE £ AR bR R e R e R e et E e b bbbt eReRe et e 26
............................................................................................................................................................. 27

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 4 of 33

B L s 27
PP U USSP PP 28
S 372 PP 28
8L s 28
82 3 e 28

B 24 e e nr s 29
82 D 29
B2 e 29
8.3 T OE e 31
8.3 L TOE e e 31
8.3 2 e e ees 31
8.3 3 31

S 0 TP PPRPP 31
84 PP e 32
............................................................................................................................................................. 33

O L e 33
LS PP SOSTPR PP 33

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 5 of 33

1= = 000000 9
7 1 = = T oo 12
B MEP oot 13
4: MFP TOE e 14
1: TOE Y L= =3O 10
22DOMS oo 17
3: TOE (<) 22
7Y < OO0 24
B ——————eee e 27
B e 28
TiTOE oo 28
B —————e e 29
9: TOE L) =S 31

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 6 of 33
1 ST
1.1ST
TOE
ST . imagio C,
DataOverwriteSecurity Unit Type D
ST 1.05
ST 2006 11 24
ST
imagio C,
DataOverwriteSecurity Unit Type D
“imagio c
“ DataOverwriteSecurity Unit Type D”
TOE  MIPS CPU MFP
TOE
TOE : vV0.03
CcC : CC 2.3, ISO/IEC 15408:2005
- 1 23
2005 8 CCMB-2005-08-001
- 2 2.3
2005 8 CCMB-2005-08-002
- 3 2.3
2005 8 CCMB-2005-08-003
- -0512
1.2ST
ST Multi-Functional Printer MFP
( DOMS ) MFP
OA TOE

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 7 of 33
MFP MFP HDD
1.3CC
- CC 2
- CC 3
-  EAL3
PP
14
2005 8 2.3 CCMB-2005-08-001
( 17 12 10 )
2005 8 2.3 CCMB-2005-08-002
( 17 12 1.0 )
2005 8 2.3 CCMB-2005-08-003
( 17 12 10 )
- -0512
( 17 12

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 8 of 33
2 TOE
2.1TOE
2.1.1
TOE MFP
212 TOE
TOE MFP
MFP HDD RAW UNIX TOE MFP
HDD RAW MFP
TOE MFP UNIX
TOE /
MFP HDD HDD
MFP TOE
MFP
HDD MFP
MFP  HDD
MFP
MFP
HDD MFP
MFP
RAW UNIX MFP  RAW
TOE MFP  UNIX
TOE
213 TOE MFP
TOE MFP MFP MFP
1
TOE MFP MFP
HDD HDD

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 9 of 33
MFP
HDD
MFP 1
PC
FTP NetWare
1. MFP

MFP
- PC:

MFP MFP
- FTP NetWare

MFP FTP NetWare

MFP
TOE 1 MFP

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 10 of 33
1. TOE MFP
— imagio Neo W7050 Ricoh Aficio 480W
imagio Neo W7050 75TR Lanier LWA411
imagio Neo W7050 75R Savin 4800WD
Nashuatec A080
RexRotary A080
Gestetner A0S0
N imagio Neo C355it Ricoh Aficio 3228C/3235C/3245C
imagio Neo C455it Lanier LD328c/LD335c/LD345¢
imagio Neo C285 Savin C2824/C3528/C4535
imagio Neo C285 75 Nashuatec DSc428/DSc435/DSc445
imagio Neo C246 RexRotary DSc428/DSc435/DSc445
imagio Neo C246 75 Gestetner DSc428/DSc435/DSc445
imagio Neo C355 infotec | SC 2428/2835/3545
imagio Neo C355 75
imagio Neo C455
imagio Neo C455 75
™ imagio Neo C200 Ricoh Aficio 3224C/3232C
imagio Neo C200 6 Lanier LD124c¢/LD132c
imagio Neo C200 765 Savin C2410/C3210e
Nashuatec DSc424/DSc432
RexRotary DSc424/DSc432
Gestetner DSc424/DSc432
infotec | SC 1024¢/1032¢
< imagio Neo 250 Ricoh Aficio 3025/3030
imagio Neo 250 6 Lanier LD225/L. D230
imagio Neo 250 75 Savin 8025/8030
imagio Neo 250 765 Nashuatec DSm725/DSm730
imagio Neo 300 RexRotary DSm725/DSm730
imagio Neo 300 6 Gestetner DSM725/DSm730
imagio Neo 300 75 infotec 1S 2225/2230
imagio Neo 300 765
To) imagio Neo 353 Ricoh Aficio 3035/3045/3035G/3045G
imagio Neo 353 D Lanier LD235/LD245
imagio Neo 353 6 Savin 8035/8045
imagio Neo 353 75D Nashuatec DSm735/DSm745
imagio Neo 353 765D RexRotary DSm735/DSm745
imagio Neo 453 Gestetner DSM735/DSm745
imagio Neo 453 765 infotec 1S 2235/2245
© imagio MP C2500 Ricoh Aficio MP  C2500/C3000
imagio MP C2500 SP Lanier LD325¢/LD330c
imagio MP C3000 Savin C2525/C3030
imagio MP C3000 SP Nashuatec M P C2500/C3000
RexRotary MP C2500/C3000
Gestetner DSc525/DSc530
infotec 1SC 2525/3030

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.




RICOH

~

imagio MP C3500
imagio MP C4500

Ricoh Aficio MP  C3500/C4500
Lanier LD435¢/LD445¢c

Lanier MP C3500/C4500

Savin C3535/C4540

Nashuatec MP C3500/C4500
RexRotary MP C3500/C4500
Gestetner MP C3500/C4500
Gestetner DSc535/DSc545
infotec | SC 3535/4045

Page 11 of 33

Ricoh Aficio MP  3500/4500
Ricoh Aficio MP 3500G/4500G
Ricoh Aficio MP 3590/4590
Lanier LD335/LD345

Lanier MP 3500/4500

Savin 8035e/8045¢e

Nashuatec M P 3500/4500
RexRotary MP 3500/4500
Gestetner M P 3500/4500
Gestetner MP 3590/4590
Gestetner DSm735e/DSm745e
Gestetner DSm735eg/DSm745eg
infotec |S 2435/2445

Ricoh Aficio MP  2510/3010
Ricoh Aficio MP  2590/3090
Lanier LD325/LD330

Lanier MP 2510/3010

Savin 8025e/8030e
Nashuatec MP 2510/3010
RexRotary MP 2510/3010
Gestetner MP 2510/3010
Gestetner M P 2590/3090
Gestetner DSM725e¢/DSmM730e
infotec 1S 2425/2430

2.2TOE

MFP

HDD

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 12 of 33

MFP
HDD MFP
MFP MFP RAM
MFP (09) MFP
ROM MFP NV-RAM PC
SD
DOMS SD
2  MFP
NV-RAM
)
RAM ROM C_ 3
| w

2: MFP

oS (CSM)
OS HDD

OS NeBSD oS

CSM

CsSM CSM
HDD

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 13 of 33
SCS CsMm MFP
DOMS
HDD RAW UNIX MFP
IMH CSM (O]
IMH HDD RAW
ZFSD CSM HDD UNIX
DOMS
DOMS CsMm 3 HSM ZFE HDE
HSM HDD RAW MFP
(O] HDD
ZFE  ZFSD UNIX
HDE SCS HDD
3 MFP

MFP

UNIX

DOMS v
SCs ZFSD P IMH HSM ZFE HDE

UNIX RAW RAW RAW UNIX

[ ] TOE

HDD

/RAW

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 14 of 33

2.3TOE
[TOE ]
TOE HDD RAW MFP
RAW MFP
UNIX UNIX
TOE HDD
[MFP ]
MFP
HDD
MFP HDD
MFP HDD RAW UNIX MFP  RAW
TOE UNIX
MFP TOE
MFP TOE
TOE
4 MFP TOE
MFP
DOMS ,
\
RAW UNIX
Y
[ ]voe
HDD
4 MFP TOE

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 15 of 33

231 TOE

TOE

HSM HDD RAW
HDD IMH IMH HSM
HSM
IMH HDD RAW

ZFE  ZFSD UNIX

2 NULL(0) 1
- DoD

(1~9 )

HDE MFP HDD
MFP

- DoD

23.2 MFP

TOE MFP TOE

[ ]

MFP HDD RAW HSM
MFP  UNIX ZFE

MFP TOE

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 16 of 33

- NSA DoD 3
- 1 9
[ ]
MFP TOE
MFP  NV-RAM TOE
NSA 3
MFP TOE
- NSA DoD 3
- 1 9
[ ]
DOMS MFP
HDD
DOMS
HDD
DOMS
[MFP ]
MFP / / / / HDD
RAW UNIX
MFP TOE
[ ]
MFP  TOE
/ / / / TOE TOE
TOE
TOE TOE
TOE HDD MFP
2.4
ST 2

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 17 of 33
2: DOMS

MFP (Multi-Functional Printer)

1 2

ST TOE MFP
DOMS (Data Overwrite Modules)
HDD
DOMS NSA DoD
HSM DOMS 1 MFP
RAW
ZFE DOMS 1 MFP
UNIX
HDE DOMS 1 HDD
CsM (Common Service Module)
CSM

SCS CsM MFP

DOMS
IMH CsM 0s

IMH HDD RAW
ZFSD CsM HDD  UNIX
DOMS
MFP
HDD
UNIX (O] HDD
RAW 0s HDD
(05
CsM
MFP

NetBSD UNIX (OF]

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 18 of 33

SD SD
MFP TOE
NSA NSA
- 2
- NULL@©O 1
DoD DoD
- 1
- 1
- 1
(1~9 )
3 3
- NSA
- DoD

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 19 of 33

3 TOE
3.1
TOE
A.BREAK TOE
TOE MFP TOE

A.CANCEL TOE

TOE
3.2
TOE
3.3
TOE
OSP.RESIDUAL TOE MFP HDD
TOE MFP HDD

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 20 of 33

4
4.1TOE
33 TOE
O.OVERWRITE TOE ~ MFP
TOE  MFP HDD
4.2
421 1T
4.2.2 T
3
OE.POWER
MFP
OE.CANCEL MFP
MFP

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

5.1TOE

4.1
[CC]

FPT_RVM.1 TSP

FPT_RVM.1.1 TSF

5.2

TOE

5.3TOE

TOE
EALS

TSC

EAL3

TOE

TOE

TSP

Page 21 of 33

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 22 of 33

3: TOE (EAL3)
ACM: ACM_CAP.3
ACM_SCP.1 TOE CM
ADO: ADO_DEL.1
ADO_IGS.1
ADV: ADV_FSP.1
ADV_HLD.2
ADV_RCR.1
AGD: AGD_ADM.1
AGD_USR.1
ALC: ALC DVS.1
ATE: ATE_COV.2
ATE DPT.1
ATE_FUN.1
ATE_IND.2
AVA: AVA_MSU.1
AVA_SOF.1 TOE
AVA VLA.1
54TOE
TOE
FDP_SIP.1

FDP_SIP.1.1 TSF

5.5

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 23 of 33

6 TOE

6.1TOE

SF.OVERWRITE

TSF 2

(1)

TSF HDD RAW HDD

TSF UNIX MFP
HDD

2
TSF  HDD MFP
HDD

HDD 3

- DoD

(& NSA
NSA

- 2

- Null(0) 1

(b) DoD
DoD

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 24 of 33
(©
(1~9 )
6.2
6.3
TOE 4 53 TOE
4. EAL3
ACM: ACM_CAP.3 imagio C,
ACM_SCP.1 PatanerwriteSecurity Unit Type D,

imagio D,
DataOverwriteSecurity Unit Type C

ADO: ADO_DEL.1 imagio C,
DataOverwriteSecurity Unit Type D,
imagio D,
DataOverwriteSecurity Unit Type C

ADO _IGS.1 imagio C,

DataOverwriteSecurity Unit Type D,
imagio D,
DataOverwriteSecurity Unit Type C
imagio C/ D
DataOverwriteSecurity Unit Type C/Type D
Service Manua

ADV: ADV_FSP.1 Zoffy V3

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 25 of 33
ADV_HLD.2 BO.HDD
BO.HDD
LPUX 05 HDD I/F
ZOFFY-V3 UNIX
ZOFFY-V2/V3 HDD
ADV_RCR.1 imagio C,
DataOverwriteSecurity Unit Type D,
imagio D,
DataOverwriteSecurity Unit Type C
AGD: AGD_ADM.1 imagio C
AGD_USR.1 imagio D
DataOverwriteSecurity Unit Type C
DataOverwriteSecurity Unit Type D
Operating Instructions
ALC: ALC DVS1 imagio C,
DataOverwriteSecurity Unit Type D,
imagio D,
DataOverwriteSecurity Unit Type C
ATE: ATE_COV.2 imagio C,
ATE DPT.1 PatanerwriteSecurity Unit TypeD,
imagio D,
ATE_FUN.1 DataOverwriteSecurity Unit Type C
ATE_IND.2 TOE
AVA: AVA_MSU.1 imagio C,
AVA_SOF.1 PatanerwriteSecurity Unit Type D,
imagio D,
AVA_VLA.1 DataOverwriteSecurity Unit Type C

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

PP

PP

Page 26 of 33

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 27 of 33

8.1

4 3
5 1
1
5:
L
|: -
o o m
AEEE
S 1213
O i W
O (@) (@)
OSP.RESIDUAL X
A.BREAK X
A.CANCEL X
OSP.RESIDUAL O.OVERWRITE O.OVERWRITE MFP
HDD
A.BREAK OE.POWER MFP TOE
TOE
A.CANCEL OE.CANCEL MFP

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH

Page 28 of 33
8.2
8.2.1
5 4 TOE IT
6 TOE TOE IT
6:
~
—
I~
o
7 El
o
o | &
L. LL
O.OVERWRITE | X X
O.OVERWRITE FDP_SIP.1 MFP
MFP
FPT_RVM.1 TSP
8.2.2
TOE MFP TOE MFP
TOE SOF-
8.2.3
TOE 7 7 CcC
ST
7. TOE
TOE CC ST
FDP_SIP.1
FPT_RVM.1
7 FDP SIP.1 FPT_RVM.1 CcC TOE

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 29 of 33

8.2.4
TOE MFP TOE MFP
TOE
TOE
(ADV_HLD.2)
TSF
(AVA_VLA])
(ALC_DVS1)
TOE EAL3
8.25
8
8:
FDP SIP.1 FPT_RVM.1
TOE FDP SIP.1
TOE FDP SIP.1
TOE TSF
8.2.6
TOE FDP SIP.1 TOE MFP MFP
FDP RIP.1
MFP TOE MFP
FDP RIP.1 FDP RIP.1 TOE
CcC 2
FDP RIP.1
FDP RIP.1

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 30 of 33

EAL3

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 31 of 33

8.3TOE
8.3.1 TOE
6.1 TOE 51 TOE
9 TOE TOE
9: TOE TOE
SF.OVERWRITE
FDP_SIP.1 X
FPT_RVM.1 X
SF.OVERWRITE MFP
FDP_SIP.1
SF.OVERWRITE FPT_RVM.1
8.3.2
6.2 ST
8.3.3
831 TOE 1 ST
8.3.4
6.3 EAL3
TOE TOE
TOE

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 32 of 33

8.4PP

Copyright (c) 2006 RICOH COMPANY, LTD. All Rights Reserved.



RICOH Page 33 of 33

9.1

I SO/IEC 15408, Information technology — Security techniques— Evaluation criteriafor IT security,
I SO/IEC 15408-1:2005(E), Part 1: Introduction and general model,
| SO/IEC 15408-2:2005(E), Part 2: Security functional requirements,
| SO/IEC 15408-3:2005(E), Part 3: Security assurance reguirements.

9.2
cC (Common Criteria)
CE (Customer Engineer)
HDD Hard Disc Drive
MFP (Multi-functional Printer)
0s (Operating System)
PP (Protection Profile)
SF (Security Function)
ST (Security Target)
TOE (Target of Evaluation)
TSF TOE (TOE Security Function)
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