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0.DECIPHER FCS_CKM.1 FCS_CKM.1
FCS_COP.1 FCS_COP.1
FPT RVM.1
FPT RVM.1 TOE
TOE
0.DECIPHER
0.MANAGE FIA AFL.1 FIA AFL.1
FIA UID.2 OFF/ON
FIA_UAU.2 FIA UID.2 FIA UAU.2
FIA UAU.7 WEB
FMT_MOF.1 (1)
FMT_MOF.1 (2) FIA_UAU.7
FMT_MOF.1 (3)
FMT MTD.A(1) | FMTMTD.A(1) FMT MTD.1(2) FMT MTD.1(3) TOE
FMT_MTD.1(2) ID
FMT_MTD.1(3)
FMT_SMF.1
FMT SMR.1 FMT MOF.1 (1) TOE
FPT RVM.1
FMT_MOF.1 (2) TOE
FMT_MOF.1 (3) TOE
FMT_SMR.1
FMT_SMF.1
FPT RVM.1 TOE
O.MANAGE
(©)
TOE "SOF- "
FIAAFL.1 FIA_UAU.2 SOF
TOE
)
17
17
FCS CKM.1 FCS COP.1 FCS CKM.4
MFP DRAM( )
MFP
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FCS_CKM4
FMT MSA.2
TOE
TOE
128
TOE 128
TOE
FMT MSA.2
FCS_COP.1 FCS_CKM.1 FCS_CKM.4
MFP DRAM(
MFP
FCS_CKM.4
FMT_MSA.2
TOE
TOE
128
TOE 128
TOE
FMT_MSA.2
FDP RIP.1
FIA AFL.1 FIA_UAU.2 FIA_UAU.1
FIA_UAU.2 FIA_ UAU.1
FIA UAU.1
FIA_UID2
FIA_UAU.2 FIA_ UID.2 FIA UID.1
FIA_UID.2 FIA_UID.1
FIA UID.1
FIA_UAU.7 FIA_ UID.2 FIA UID.1
FIA_UID.2 FIA_UID.1
FIA UID.1
FMT MOF.1 (1) FMT SMF.1
FMT_SMR.1
FMT MOF.1 (2) FMT SMF.1
FMT_SMR.1
FMT_MOF.1 (3) FMT_SMF.1
FMT SMR.1
FMT MTD.1(1) FMT SMF.1
FMT_SMR.1
FMT_MTD.1(2) FMT_SMF.1
FMT SMR.1
FMT MTD.1(3) FMT SMF.1
FMT_SMR.1
FMT_SMF.1
FMT_SMR.1 FIA_ UID.2 FIA UID.1
FIA_UID.2 FIA_UID.1
FIA UID.1
FPT RVM.1
®)
18
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18
FCS CKM.1 FPT RVM.1 FMT MOF.1 (2)
FCS COP.1 FPT RVM.1 FMT MOF.1 (2)
FDP RIP.1 FPT RVM.1 FMT MOF.1 (1)
FIA AFL.1 FPT RVM.1 N/A
FIA UID.2 FPT RVM.1 N/A
FIA UAU.2 FPT RVM.1 FMT MOF.1 (3)
FIA UAU.7 FPT RVM.1 N/A
FMT MOF.1 (1) N/A N/A
FMT MOF.1 (2) N/A N/A
FMT MOF.1 (3) N/A N/A
FMT MTD.1(1) N/A N/A
FMT MTD.1(2) N/A N/A
FMT MTD.1(3) N/A N/A
FMT SMF.1 N/A N/A
FMT SMR.1 N/A N/A
FPT RVM.1 N/A N/A
N/A
(@]
FPT RVM.1

TOE FCS_CKM.1, FCS COP.1

TOE FDP RIP.1

TOE FIA AFL.1

TOE FIA_UID.2,FIA_UAU.2,FIA UAU.7

TOE
(@]

FMT MOF.1 (1)
FMT MOF.1 (2)

FMT MOF.1 (3)

(FIA_ UAU.2)

(FDPRIP.1)  FMT MOF.1 (1)

(FCS_CKM.1, FCS_COP.1)

FMT MOF.1 (2)

FMT MOF.1 (3)
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8.3. TOE
8.3.1

@

TOE
TOE

19

TOE

TO

EAL2

m

TOE

19

TOE

J1IIMEINO'AS

NOILdAYONT 4S

JOVNVIN 4S

1S3430 '4S

FCS_CKM.1

0

FCS COP.1

FDP_RIP.1

FIA_AFL.1

FIA UID.2

FIA UAU.2

FIA UAU.7

FMT MOF.1 (1)

FMT MOF.1 (2)

FMT MOF.1 (3)

FMT MTD.1(1)

FMT MTD.1(2)

0(10{0|0]0|0]0|0]0

FMT MTD.1(3)

FMT SMF.1

0

FMT SMR.1

0

FPT_RVM.1

0

o

@
TOE

20

TOE

43 -

V1.01

WEB

TOE

20



Fuji Xerox DocuCentre-Il C4300/C3300/C2200 Series Security Kit for Asia Pacific

V1.01

FCS_CKM.1 SF.ENCRYPTION TOE
FXOSENC
128 FXOSENC
FCS_CKM.1
FCS COP.1 SF.ENCRYPTION TOE
FCS COP.1
FDP RIP.1 SF.OVERWRITE TOE
SF.OVERWRITE 1 70 3
"0 »
FDP RIP.1
FIA AFL.1 SF. MANAGE TOE
FIA AFL.1
FIA UID.2 SF. MANAGE TOE WEB
User ID
TOE User ID
(FIA_UAU.2)
FIA_UID.2
FIA UAU.2 SF. MANAGE TOE WEB
TOE
(FIA_UID.2)
FIA_UAU.2
FIA UAU.7 SF. MANAGE TOE
e WEB
FIA_UAU.7
FMT_MOF.1 (1) SF. MANAGE TOE TOE
TOE
(1) FMT_MOF.1 (1)
FMT_MOF.1 (2) SF. MANAGE TOE TOE
TOE
(2) FMT_MOF.1 (2)
FMT_MOF.1 (3) SF. MANAGE TOE TOE
(3) FMT_MOF.1 (3)
FMT_MTD.1(2) SF. MANAGE TOE TOE
ID
TOE ID

TSF FMT MTD.1(1)
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FMT _MTD.1(2) SF. MANAGE TOE TOE
TOE
TSF
FMT MTD.1(2)
FMT_MTD.1(3) SF. CEREST TOE TOE
TOE
TSF FMT MTD.1(3)
FMT SMF.1 SF. MANAGE TOE TOE
FMT SMR.1 SF.MANAGE
FMT SMR.1
FPT RVM.1 SF.ENCRYPTION, SF.OVERWRITE, SF.MANAGE, SF.CEREST
TSP FPT_ RVM.1
3
TOE
(SF.MANAGE) SOF- 54TOE
SOF-
8.3.2.
@
6.2
EAL2
21
> > > > > > > > >
3 8|8 |2 |2 |38 |¢|¢]|¢
= ||z |3 |8 |2 |8|%9]c¢
@ @ im 2 o o = i
o= = = m iy m @) >
3] ) o () pd m (vs]
> > (@) — =
d d b= £
2 S 3
=
%)
_{
ACM_CAP.2 o o
ADO DEL.1 o =
ADO |GS.1 o =
ADV FSP.1 o
ADV HLD.1 o
ADV RCR.1 o
AGD_ADM.1 o
AGD USR.1 =
ATE COV.1 o
ATE FUN.1 o
ATE_IND.2 o
AVA SOF.1 o

- 45 -



Fuji Xerox DocuCentre-Il C4300/C3300/C2200 Series Security Kit for Asia Pacific V1.01

AVA VLAl o

(@]

@

ACM_CAP.2

TOE

DocuCentre-Il C4300(AP) (AS. CONFIGURATION)
DocuCentre-1l C4300(AP) TOE (AS. CONFIGURATIONLIST)

ADO DEL.1
TOE
TOE

C4300(AP) (AS. DELIVERY)

ApeosPort-Il C4300/C3300/C2200 DocuCentre-Il C4300/C3300/C2200 Security Kit
Supplementary Guide ~ApeosPort-Il C4300/C3300/C2200 DocuCentre-Il C4300/C3300/C2200
User Guide (AS. GUIDANCE)

ADO |GS.1
TOE /

C4300(AP) (AS. DELIVERY)

ApeosPort-II C4300/C3300/C2200 DocuCentre-Il C4300/C3300/C2200 Security Kit
Supplementary Guide ApeosPort-Il C4300/C3300/C2200 DocuCentre-II C4300/C3300/C2200
User Guide (AS. GUIDANCE)

ADV FSP.1
TOE

DocuCentre-1l C4300(AP) (AS.FUNCSPEC)

ADV_HLD.1
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TOE
DocuCentre-Il C4300(AP) (AS.HIGHLDESIGN)
ADV RCR.1
TOE ST TOE
Doc;Centre—II C4300(AP) (AS.REPRESENT)
AGD_ADM.1

ApeosPort-11 C4300/C3300/C2200 DocuCentre-1I C4300/C3300/C2200 Security Kit
Supplementary Guide ApeosPort-1l C4300/C3300/C2200 DocuCentre-II C4300/C3300/C2200
User Guide (AS. GUIDANCE)

AGD_USR.1

ApeosPort-11 C4300/C3300/C2200 DocuCentre-1I C4300/C3300/C2200 Security Kit
Supplementary Guide ApeosPort-1l C4300/C3300/C2200 DocuCentre-II C4300/C3300/C2200
User Guide (AS. GUIDANCE)

ATE_COV.1
TOE /
DocuCentre-Il C4300(AP) (AS.TEST)
ATE_FUN.1
TOE
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DocuCentre-Il C4300(AP)

ATE_IND.2

DocuCentre-Il C4300(AP)

AVA SOF.1

DocuCentre-II C4300(AP)

AVA VLA.1

DocuCentre-Il C4300(AP)

8.4. PP
PP

(AS.TEST)
TOE
(AS.TEST)
TOE
(AS.VULNERABILITY)
TOE

(AS.VULNERABILITY)

- 48 -



