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22:
Aol dlelge AR EERCES
|~ '3 || Holg| =T T3
8|5|0|2|8|8/8]2(2|1212|2|2|3/2|8|2 & &| & |z 5|5
<t|<t|':lolololol'&"l'ElS%l%l%lSlzlElzlzlglglaaﬁl(-H
ola|ia|nnlnn e = = = = = = P P
<] <|<|<|<| <
2IRIEIRIRIRIRIZ I T E 2l zlzlslglElR
O.OPE_I&A x| x x| x| x| x| x| x| x| x| x| x| x| x|x|x|x|x
0.CS ID
O.T_CH X
O.CIPHER x| x| x
O.SIGNATURE X

O.OPE_I&A FDP ACC.1 FDP ACF.1 FIA AFL.1 FIA ATD.1 FIA_SOS1 FIA_UAU.2
FIA UAU6 FIA UID.2 FMT_MSA.1 FMT MTD.1(d FMT MTD.1(b) FMT _MTD.1(c)
FMT_SMF.1 FMT_SMR.1(8 FMT_SMR.1(b) FMT_SMR.1(c) FPT_RVM.1 FPT_SEP.1

FDP_ACC.1 TOE

FDP_ACF.1

FIA_AFL.1 3
FIA_ATD.1

FIA_SOS.1 8 ASCII 0x20 Ox5F,0x61
Ox7A

FIA_UAU.2 TOE
FIA_UAU.6

FIA_UID.2 TOE
FMT_MSA.1 CE

FMT_MTD.1(a)

FMT_MTD.1(b)

FMT_MTD.1(c) CE CE
FMT_SMF.1 12

FMT_SMR.1(a)

FMT_SMR.1(b)

FMT_SMR.1(c) CE
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FPT_RVM.1 TSP FPT_SEP.1

0.CSID FTPITC1

FTP_ITC1 TOE CS CS TOE
CS

OT CH FTPITC1

FTP ITC.1 TOE CS

O.CIPHER FCS_CKM.1 FCS_COP.1(a) FCS COP.1(b)

FCS CKM.1 TOE
FCS COP.1(a)
FCS_COP.1(b)

O.SIGNATURE ~ FCS_COP.1(c)

FCS COP.1(c)

8.2.2

TOE , 110 TOE
110 CS RC Gate

RC Gate 110

” TOE SOF-
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8.2.3
RC Gate 1/0
TOE TOE
(ADV_HLD.2) (AVA_VLA.1)
(ALC_DVS.1) TOE
EAL3
8.2.4
23 TOE
TOE
TOE
FDP_ACC.1 FDP_ACF.1 2
2 FDP_ACF.1 FDP_ACC.1 1
FMT_MSA.3 (1)
FTPITC.1
4 FCS CKM.1 FCS CKM.2 FCS COP.1 5
FCS CKM.4 2)
FMT_MSA.2 2)
5 FCS_COP.1(a) FDP_ITC.1 FCS CKM.1 4
FCS CKM.4 3
FMT_MSA.2 (3)
FCS _COP.1(b) FDP_ITC.1 FCS CKM.1 (4)
FCS CKM.4 (4)
FMT_MSA.2 (4)
FCS_COP.1(c) FDP_ITC.1 FCS CKM.1 (5)
FCS CKM.4 (5)
FMT_MSA.2 (5)
6 FIA_AFL.1 FIA_UAU.1 9

7 FIA_ATD.1
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SNER-AARY O Pageddofs3
FIA_SOS.1
9 FIA_UAU.2 FIA_UID.1 11
10 | FIA_UAU.6
11 | FIA_UID.2
12 | FMT_MSA.L FDP_ACC.1 FDP_IFC.1 1
FMT_SMF.1 14
FMT_SMR.1 15
13 | FMT_MTD.1(a) FMT_SMF.1 14
FMT_MTD.1(b) FMT_SMR.1 15
FMT_MTD.1(c)
14 | FMT_SMF.1
15 | FMT_SMR.1(a) FIA_UID.1 11
FMT_SMR.1(b)
FMT_SMR.1(c)
16 | FPT_RVM.1
17 | FPT_SEP.1
(1) FDP_ACF.1  FMT_MSA.3
TOE CE
FMT_MSA.3
(2) FCSCKM.1  FCS CKM.4 FMT_MSA.2
TOE CS TOE
CS
FMT_MSA.2 CS FCS_COP.1(b)

FCS CKM.4

(3) FCS COP.1(a) FCS CKM.4 FMT_MSA.2
) FMT_MSA.2 FCS CKM.4
(4 FCS COP.1(b) [FDPITC.1 FCS CKM.1] FCS CKM.4 FMT_MSA.2
[FDP_ITC.1
FCS CKM.1]] FMT_MSA2  RC Gate
CS
TOE FCS_CKM.4

(5) FCS COP.1(c) [FDP_ITC.1
FCS_COP.1(c)

[FDP_ITC.1
FCS_CKM.4

FCS CKM.1] FCS CKM.4 FMT_MSA.2

FCS CKM.1] FMT_MSA.2
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8.25
24.
1 FDP_ACC.1 N/A N/A N/A
2 FDP_ACF.1 FIA_UAU.2 FMT_MSA.1 N/A
FPT_SEP.1
3 FTP_ITC.1 N/A N/A N/A
4 FCS CKM.1 N/A N/A N/A
5 FCS COP.1(a) N/A N/A N/A
6 FCS_COP.1(b) N/A N/A N/A
7 FCS_COP.1(c) N/A N/A N/A
8 FIA_AFL.1 N/A N/A N/A
9 FIA_ATD.1 N/A N/A N/A
10 FIA_SOS.1 N/A N/A N/A
11 FIA_UAU.2 FPT_RVM.1 FMT_MTD.1(a), N/A
FMT_MTD.1(b)
FMT_MTD.1(c)
12 FIA_UAU.6 FPT_RVM.1 N/A N/A
13 FIA_UID.2 N/A N/A N/A
14 FMT_MSA.1 N/A N/A N/A
15 FMT_MTD.1(a) N/A N/A N/A
16 FMT_MTD.1(b) N/A N/A N/A
17 FMT_MTD.1(c) N/A N/A N/A
18 FMT_SMF.1 N/A N/A N/A
19 FMT_SMR.1(a) N/A N/A N/A
20 FMT_SMR.1(b) N/A N/A N/A
21 FMT_SMR.1(c) N/A N/A N/A
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2 FPT_RVM.1 N/A N/A N/A
23 FPT_SEP.1 N/A N/A N/A

[ ]
FDP_ACF.1 FIA_UAU.2
FIA_UAU.2 Web
FPT_RVM.1
FIA_UAU.6
FPT_RVM.1
[ ]
FDP_ACF.1
CE CE
FMT_MSA.1
FPT_SEP.1
FIA_UAU.2 CE
FMT_MTD.1(8) FMT_MTD.1(b) FMT MTD.1(c)
CE
8.3 TOE
831 TOE
25 TOE TOE
TOE
25:
7)) L
< 0 = =
@l < = S
W W " o
o o 8 3
LL LL LL LL
) o ) )
FDP_ACC.1 X
FDP_ACF.1 X
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FTP ITC.1

FCS_CKM.1

FCS COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

X | X | X | X

FIA_AFL.1 X

FIA_ATD.1

FIA_SOS.1

FIA_UAU.2

FIA_UAU.6

X | X | X|X

FIA_UID.2

FMT_MSA.1

FMT_MTD.1(a)

FMT_MTD.1(b)

FMT_MTD.1(c)

FMT_SMF.1

FMT_SMR.1(a)

FMT_SMR.1(b)

FMT_SMR.1(c)

XXX [X|X[X]|X]|X

FPT_RVM.1

FPT_SEP.1

FDP_ACC.1
FDP ACC.1  SF.OPE AC

FDP_ACF.1
FDP ACF.1  SF.OPE_AC

FTP_ITC.1

FTPITC1  SF.CS HTTPS RC Gate CS

FCS CKM.1

FCS_CKM.1 SF.CS_SMIME
3DES

HTTPS

RSA

Page 47 of 53
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FCS COP.1(a)
FCS COP.1(a SF.CS SMIME CS

FCS_COP.1(b)
FCS COP.1(b) SF.CS SMIME CcS RSA

FCS_COP.1(c)
FCS COP.1(c) SF.CS SMIME

FIA_AFL.1
FIA_AFL.1 SF.OPE I&A TSF
FIA_ATD.1

FIALATD.l  SF.OPE_AC CE TOE

FIA_SOS.1

FIA_SOS1  SF.OPE_I&A

FIA_UAU.2
FIA_UAU.2 SF.OPE_I&A WEB

FIA_UAU.6
FIA_UAU.6  SF.OPE_I&A

FIA_UID.2

FIA_UID.2  SF.OPE_I&A CE
FMT_MSA.1

FMT_MSA.1  SF.OPE AC CE

Copyright (c) 2005, 2006 Ricoh Company Ltd., all rights reserved.



RICOH Page 49 of 53

FMT_MTD.1(a)
FMT_MTD.1(8) SF.OPE_I&A

FMT_MTD.1(b)
FMT_MTD.1(b) SF.OPE_I&A

FMT_MTD.1(c)

FMT_MTD.1(c) SF.OPE_I&A CE CE
FMT_SMF.1
FMT SMF.1  SF.OPE I&A SF.OPE_AC 12
SF.OPE_|&A
CE CE SF.OPE_AC
CE

FMT_SMR.1(a)
FIA_SMR1  SF.OPE I&A

FMT_SMR.1(b)
FIA.SMR.1  SF.OPE_I&A

FMT_SMR.1(c)
FIA_SMR1 SF.OPE_I&A CE

FPT_RVM.1
FPT_RVM.1 SF.OPE_I&A

FPT_SEP.1
FPT_SEP.1  SF.OPE_AC
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8.3.2
(SF.OPE_I&A SF.CS HTTPS SF.CS SMIME)
CcC
SF.OPE_I&A SOF-
(SF.CS_ HTTPS SF.CS SMIME) SOF
TOE SOF-
8.3.3
4
TOE TOE
8.34
26 ASE EALS3
26:
ASE: ASE DES.1 Remote Communication Gate TypeN/L/BN1/BM1
ASE _ENV.1
ASE INT.1 Version 1.03, 2006-06-07
ASE_OBJ.1
ASE_PPC.1
ASE _REQ.1
ASE_SRE.1
ASE TSS.1
ACM: ACM_CAP.3 Remote Communication Gate TypeN/L/BN1/BM1
ACM_SCP.1
Version 0.21, 2006-04-11
Remote Communication Gate TypeN/L/BN1/BM1
Version 0.20, 2006-06-07
ADO: ADO DEL.1 Remote Communication Gate TypeN/L/BN1/BM1
ADO_IGS.1
Version 0.11, 2005-11-28
Remote Communication Gate TypeN/L/BN1/BM1
Version 0.11, 2005-11-01
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ADV:

ADV_FSP.1

Remote Communication Gate TypeN/L/BN1/BM1

Version 0.23, 2006-04-11

ADV_HLD.2

Remote Communication Gate TypeN/L/BN1/BM1

Version 0.16, 2006-04-11

ADV_RCR.1

Remote Communication Gate TypeN/L/BN1/BM1

Version 0.15, 2006-04-11

AGD:

AGD_ADM.1
AGD_USR.1

Remote Communication Gate TypeN/L

A768-8559, 2006-01-31
Remote Communication Gate TypeN/L

A768-8558, 2006-02-08
Remote Communication Gate TypeN/L/NB/LB

Version 1.3, 2006-02-08

Remote Communication Gate Type BN1/BM 1
Safety Information and Setup Guide
(European version)

A768-8603B, 2006-01-30

Remote Communication Gate Type BN1/BM 1
Safety Information and Setup Guide (North
American version)

A768-8605B, 2006-01-31

Remote Communication Gate Type BN1/BM 1
Operating Instructions (European version)
A768-8604B, 2006-02-03

Remote Communication Gate Type BN1/BM 1
Operating Instructions (North American
version)

A768-8606B, 2006-02-03

Remote Communication Gate Type BN1/BM1
(Machine Code: A768/A769) SERVICE
MANUAL
1.0 revised, 2005-05-24 & Technical Bulletin
No0.RA768002, 2006-02-07

ALC:

ALC_DVS1

Remote Communication Gate TypeN/L/BN1/BM1

Version 0.14, 2005-12-15

ATE:

ATE_COV.2
ATE DPT.1
ATE_FUN.1
ATE_INT.2

Remote Communication Gate TypeN/L/BN1/BM1

Version 0.19, 2006-04-11
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AVA: AVA MSU.1 Remote Communication Gate TypeN/L

A768-8559, 2006-01-31
Remote Communication Gate TypeN/L

A768-8558, 2006-02-08
AVA_SOF.1 Remote Communication Gate TypeN/L/BN1/BM1

Version 0.11, 2006-03-08
AVA_VLA.1 Remote Communication Gate TypeN/L/BN1/BM1

Version 0.14, 2006-03-16

8.4 PP
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9.1

CcC
CE
CSs
LAN
(ON)

9% 8 3

TSF

(Common Ciriteria)
(Customer Engineer)
(Communication Server)
(Loca Area Network)
(Operating System)
(Protection Profile)
(Service Call)
(Security Function)
(Security Target)
(Target of Evaluation)
TOE (TOE Security Function)
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