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SP800-57 X, Part 1 General, Part 2 Best Practices for Key Management Organization, Part 3
Application D 3 DBELNTEY , THLENBEHECLLHEANEN LR D,

Part 1 (X, W E#EHO KN RTA X AZRMAEL TWT, BERE X AT 2EHE, K
FEY a— VL, Ta N LR E. VAT AEHEE LENAV, AR S Hash ° MAC, i
BAEREOKR ST VT Y XLAOFHH NG K588 E CTlEA < FENIL TV 5, 2005 FI PR H
1T 4, 2006 4=, 2007 &, 2012 4 (revision 3). 2016 4F (revision 4) (2T &N TV 5,

BRI, S REHROBMBEOTZDDOTA L AL7oTEY, [~ RO ERHEET A X
VA DEY A0 7 2 — XL OETHERINLTWS,

> =B SEEE T A XA TIEL, ORI AR L, SO0 PRt kf
T L IZBOFEDMMZFHE LB LTS, #Y A A0 AAL — MZOWTHik
_RENTWND,

> I SHEEHO 7 = — X LE X, EAR, EH, ERH%Z, WEZD 4 o077 = —
A TORESHREBROEENTH I N TV D,

Part 2 |, ML S#EHORY O —Z/ERT HBRICHRFATTONE LR O —2FEBT 572
DOLEICESRENFEZTA RTHZEZHMIZL TWD, AR 53 (PKL: Public Key
Infrastracture) % €7 /L & L7282 B (KMI: Key Management Infrastracture) O#f& %~ L C
BY., FFIC, WEROMN L EROKEE 2 5 KEBETBUN > AT LOFTAE & ERE M ITICHE
PITVD, R, ZZCORMSHEEHER) O —0ONFIL, BETREROKESFRERKRY > —7T
& % CP/CPS (Certification Policies and Certification Practice Statements) (272 & D TH D,

2005 42(Z Part 1 & [AIFFIZHRAT SN TURE, BEISH TV RN -7, 2019 4 5 J (T Revision 1
YARR/ANE R gVl

Part 31X, UFOT7 7V r—va  AZx LT, X2 T BLOEAGMHEOME, HET A ¥

YA VAT LAOREEREHE ) 2= DL OHRFEEA RS TV D,

[T 7V r—a ]
PKI, IPsec. TLS, S/MIME, 7 /L-<1 A  OTAR #&H 2 v & — Y (KMM), DNSSEC, K
b7 7 A v 2T L(EFS)

M S8 B S 2T AiEtEEE (EAH) — 24



2.6.2 SP800-130

SP800-130 A Framework for Designing Cryptographic Key Management Systems (%, CKMS &% &} (1Z
EETRE Py 7 AT REARERZ AT BRI, FIA 7 — 2K AFE L2 WL RIS
FIHMRER 7 L—LbU —7 L LTRET 2 72OIER I Nz, BE LV CKMS 24, izE&k O
FET D7, B EER TE D L O ICERERFICSCEAL T AMLENRH D FHEVEVH L
b THY, EIZ CKMS &EtHE D CKMS OERMBELZIRET DEOF =27 U A F& L TE
MATE2L01C, AFENRT7 V=AU =27 2iho> THEEF TR T 2 CE(ERFHRO T x
FIZELTW5D,

728, SP800-130 TiX, 7L —ATU—7Z7 2> T CKMS ORFEBICONWTXLELT D L%
ERLTCWDETTH- T, CKMSIZBITF DWW A EDRY v—, Fix, EXxa T 4H
REFHE, VAT LARHFNZHEL WD LOTIEARY, £72, BEOEX 2 U T s HiE2HES
F2DTTHRY, EO XD RESRMAAR REHHEZHEMAT 200F, REHE, IIATZ L—2T
— 72 HS 7= Profile Requirements O X 9 72> K% = 2> MZER bbb,

SP800-130 DAEALITLL F D b

1% (JFFil) KS@RHEH7IL AT ORNEZDOBEHRDOET 4 X— 3 &t
2B (FJL—LU—JDH_K) KIL—LU—7OERKNGEMEEINN—L, 7L —2L4T
— 7 OREE % FLik

3% (A1E) B/ CKMS O AEZ E&#T 5,

4% (BX2 VT 4R v—)  HEpk, BAHZNE, EICERERE, R0 7T 1,
CKMS X =2 U7 4 ROMLOB#ET 22X 2 U7 0 AR U > —OMEMEIZ DOV TR

5% (ZEIKOEML) CKMS #HAR— T 2%&E & HELE2ER

6 2 (REEEONAXFT —X) CKMS Ot B/ HELY B N— : FIHATRE/REEY 1 7%
FIFLER LIZELOA YT —4 AT —% KOT/7®Aarba—LOEE, X
2 VT AL OEE A D = XL E A TR A X T — & OEHEEE,

7% (M B MR OAT) AR A IEAYE OB R ONF k0 = — X2 IS T % 72 8 O CKMS
DHERBICBIT DR ICBITT 21O ORI DN TDOBE

8% (EXx=aVUTF s hr—)) AR CKMS ICHEHAAEREX 27T 12 e —
IV % FR

9B (TAPMEKRV AT ARIE) X2V T 07 AN ERIFITHOWVTEEHK

10 & (REEIH) —RKEER, KO CKMS F4 0K EERIBIZ OV T

HNE (X207 478AAF) CKMSOtE®X=2U T 47 BAAL MIOWTHLHA
12 % (FHIFpsRdE) We7 A aY XA, @7 a 2, CKMS 73 A, K UVEf =
VEa— XTI LOVKBICE S THEL SN D HEMAFREIC W TREIRICHA

2.6.3 SP800-152

SP800-152 A Profile for U.S. Federal Cryptographic Key Management Systems (CKMS) (%, SP800-130
ZIITES NI REEABIF M T OB S@#EH T 0 7 7 A LV TH D, HMETHERECHAEE D
ETORGRCHEEMT ONIEAZ T —F 2 EHT 57 OIFHT 2 KEEH CKMS 12375
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%ﬁi%%ﬁé}ﬂﬂ%bf:%@?&w\CKMsux.Hr%‘t T2 < . KEEA CKMS OFREE LB HE

uJL%O)XT%T ) 5,

2‘% 2-2 12 SP800-130 & SP800-152 ® xf)iBAfR B &2 7~¥, SP800-152 TiL. KEENFT AT A&
LTS Z & &mi$EE LT, SP800-130 OFKERFIHIIXH L CTED XK D ITHHLT 5 H>D K [E 8

HFOEMEN 3 SO L~ LTHEINTWS,

“Profile Requirements (PR)” : #ZH %A (shall £ 7213 shall not)
“Profile Augmentations (PA)” : HELEZE/4: (should F721% should not)
“Profile Features (PF)” : 7L a » A (could)

% 2-2 SP800-130 & SP800-152 ™ it i~ B 4% i

SP800-130

SP800-152

4. Security Policies

4 Security Policies

4.8 Laws, Rules, and Regulations
FR [Frame Requirements]:4.14
The CKMS design shall specify the countries
and/or regions of countries where it is
intended for use and any legal restrictions
that the CKMS is intended to enforce.

(W : D bW B ERIHIFR % AT

4.10 Laws, Rules, and Regulations
PR [Profile Requirements]:4.17
A Federal CKMS shall comply with U.S. Federal

laws, rules and regulations.

(2R KE OB, SR, R OS] HER)

PA [Profile Augmentations]:4.8
A Federal CKMS should comply with the rules
and regulations of the countries in which it is

operating and providing key-management services.

(HE2E : FIAETORACHH I HEL)

PF [Profile Features]:4.2
A Federal CKMS could be configurable to
comply with the policies of one or more national
and international organizations.

(FFvay BEOR) y—ICH#HWT S LD
WCREEE A FRE)
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3 ARFHEEOIEM G

KEEHE# O B9IX, SP800-130 ICil#i SN TWALL F DB,

FR:2.3 #& CKMS ®&R&t1Z. A7V —AV—J OERFETERINL TS X I,
REBRICOVWTRERAL, XFZRELR2TNIT RG22,

EEATDLZEITH D,

ZDH, RELFEIL, FIZ CKMS @ Profile Requirements <° System Requirements % {E 75
RELEEZRRIC, BRI T 0 7 7 A VO EE LR T SBRICARGHEHAEN T2 L %
BELTWD, MAT, fERSHTZT v 7 7 A LAAREFE N B U2 MRET 2 B & 2 TE
RENTZEDTHLINE I NE v AT NERBELESCHEZEELE N ER - HikTE2 k51275
ZEHFFLTV D,

2.3 HilCFRL#E L7238 U . SP800-130 |ZFE#L & 41TV % Framework Requirements % [ Hf = 845 B2
BIFLHEE (RVPNIEA) IS Ut RG] (20 - 70— Lic b D% 4 HLE O Hi
ICEEDTWVD, EHOEEPMRFTRE Ny 7 RAE L TORVFVWEHEZREL TS, FH
HIZ2W\W T, SP800-130 D% T 2E OMEZFLIML THY | 3-1 ®JBA T Framework
Requirements Z VD £ & HTWN 5,

&S| FRES |Framework RequirementsDAZRE 822(32%30

#x.01 |FR1.1 |BECKMSEREX. KIL—LT—O2DETOWE(“shall) ERE 4 380
BEm-SE I EoiE0n,
#x.02 |FR2.3 |@A&CKMSi&&tHE. KIL—LT—IDERFBETERINTIVAEL 4 35
SIZ, FWENBRIRICOWTERE L, XEFRBELZITIELESAL,

Ar Ar
SP800-130TM Profile¥>Specification SP800-130T®
IL—LOI—JBRES BT REERBIE SERIBH
FR: Framework Requirements

[x%ﬁ%ﬁfwﬁﬁmﬁﬁﬁw]

BEES

[X] 3-1 Framework Requirements D 3 /=41

> TREES ) 3. ARFHESCTO 6 SOAMBINEET o BEORFHEAIL T U NY
T LI E S Th D, ARFHEH O T CRAFFEX—A VT v 7 AT 5, Iz,
HA.01) 13 TRESREBR S AT AOXFFH L EARY >—) © 11 HER] OBRFES
EE%T D,
> [FR &5 1Z. SP800-130 OANTHHA SN TVWAE T L —A T — 7 BEHRKFEZTHY |
SP800-130 & DXL Z il 3 DERICHA T 2FFTH 5,
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>  [Framework Requiremtns ®N% | 1. 7% Framework Requirements (23515 % SP800-130
D HARFERZ LR L TV D, fEfll 72 NAE OB L ZE e 555 1213, SP800-130 3% & AT

( TSP800-130 == | DL 4UH) 2RIz,

>  [SP800-130 =M% | X, SP800-130 T*47% Framework Requirements 73 fl il S 41TV 5 i

oL TV,

IPA 75 SP800-130 O H AZERMAFH N TWAHD T, KFeHE#F & TIEH SNV,
COARFERITEDIETEEIZHRT 2L IBOTCVDINEEES EMMEERIETSH O

B,

TIEARVWO T, LEXHIIEL, #E SPR00-130 R AZ R T H L HICEE

AT#

T,

ARGHEHOFIMIC DT> T, HFREHRY =K OMEHREF =2 U T 4 R Y =D BIEER 5

LTHHZLEARETS, bLENLORY U —EE SN TV ARWVWD THILIE., CKMS & *
2 U7 4R Y v —OERER CKMS & FHT A DRI,

V—ERETDHIENERTH S,

RAEH OB R

HHREHERNY =k OEREF 2V T 4R

CKMS #&FHZ 7z > T 23 D HRIBI S Z 2 B ICE R FHOMAHEHZ RO DMBENDH D,
LUFICRa gl o B % 2789,

[A] W5 B8 PR 27 A ORERI L E R R Y o —

[B] K557 03 XLEAO- OO SHREM AL — 9 V%
[C] s T L) XA DiEIR

[D] W55 7 v =V XA TE M E e I oo &

[E] Wi 5@ BEF NA 2D X2 U T ¢ 5

[F] BE 48 A7 ADA XL — 2 3 Uxtif

# 3-1 BRE#EHEOBRR

CKMS O i A|B|C|DJ|E]|F
[ | RN SRE S 2T AOfARETCHLIN x0T | OO | O | O | — | —
NAARYV AT AREOER - 8 E TIHEHRTFIZARZD
CKMS it BREOEW TOR S#E P2 EHT 57— R)
I | fHlx DT NAAZBT O SHOEEDOEM -FHETEZE | O | OO |0 |0 | —
7= CKMS 7%
Il | AT LA 2RTOEN - EH A5 D= CKMS i% 3 O|O]O|O|O|0O
JLBL . O JFRAIR G L 722 B RETTH B O (RN 5008 5 D FEE 2 & E BN )

— R & 2 % ATRENE DS RADE o0
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e HFT L~

Profile Requirements <X° System Requirements O {EKIZ & 72> Tlik, CKMS OERFEHL L TED
FREOME N ZFTEDONERE LRI S ITHEE LT iEe s,

BRI DN 0N T RO TR T, ZOBEREMEZ - LTV 0 CKMS 3R
WA LD, WNT [EYE| T, TE5WRY ZoFEEMZTLICRDOTWDEILOD, iz L
TN D EF 5T CKMS MEREREE LIZEZRNWLDTH DL, 7272 L, ZOFEEEZL
TUW5D CKMS Eiifi7= LTV W CKMS & Tlid, BiFEZAFICEY > RETH D,

(7 var) id, Mzl ThmzIR THLEIWVWHEHETHY, TOFEELEMHEZTNE I T
CKMS DI - REICZRbLN D,

Y

[ZH] - T SR T NIER S R VWERFEEZ ER T I2BICHAT 5, TOOLA
THE e s, |

[BH] . C& AT T LIk FHERET 2BICHATE, TOO0OFTRE
ThHoH, |

(7 av] (W TE L ThbInFHREZRETHBICHATS, TOOLTH
v, | TOOTH2EnbVEDL, |

[Z51] - MERFIC L TERLRWVWERFHATLB T 2BICHAHT S, TOOLTiEkbH
72N, |

® CKMSFHHFIZL-TOEKBHRIERFE

a)

KEHDO MYy 7 ATx5 &3 % Framework Requirements ® HE9%Z O, @, -] & LT
LTS, ZTOHMEOZNICHESMEICRL LEDLE T, Hx D My 7 ARE5 R
9% CKMS THETT 2 MEEN H 2 X REFH TH D008 5 OYIW %217 9,
KRG & WX b) (TR P REFHSN &I ALIE o) (2T,

Bl) 418 CKMS ¥ =2 U7 4 AU —Ti&, TOCKMS ¥ =2 U 7 4 KV »—iF, CKMS
DY R—FLRTNE RS2 VEIFEROREDCT-DONL— LV EHET D) ZLHHBE L
7= Framework Requirements 23 2 2> (A.01, A.02) » %, CKMS TILEROREIT NI T
HHZ NG, T O Framework Requirements (% [ SR&H | L HIETT 5,

BTORE Y7 AZOWTHI 2 E_T 5 2 & 2 KA 5,
7272 L. CKMS #&Ft#E & v A7 LEHB LA RCHERLE S L OREICESH TAHRIRE
T 5 CKMS DXL Z I AL L TH< LR CITLY | Hat R g 72 5k 15 o #i A
ThoHIENHLMNR PE Yy 7 ATONTIE, CKMS {HEFICZOAENRE [HiR%
i) & UTRBL TR T L2 &R, HERRN ORI L TL W, Z OB, HIW 5
BERS LT T LA % THAS & 91T, CKMS fHEERF = v 7 U %MD (HIHR 404
SEBRHAER ME Y7 2] HEOHEEZLL TR NETH S,
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b) XfGEiPH @ Framework Requirements = & (2, & D K 5 7R BRAAR G EF HIEZRHA T 50,
HOHWIEEDX SIS L0 E2REL, TONEZERFEHL L T Profile
Requirements <> System Requirements O X EIZFEH T 5, 7. — > D Framework
Requirements [Z%f L CHERFH T D LIIROL T, B L2258 LH D,

f51) Framework Requirements T [OOD 7D FEAMFL L2 TNIT R B2 & HIVX,
ED LD RARFEEMLED O, TOMPFEEZEZICEDLIICHEETLON, HERL
OXFLFELZENT 00, 2 ELXFTLHT 5,

o) MBI BT NIZTZDOILIICHB LE-HEAELZHELZ > 2 TH i Framework
Requirements I [xf54h ) LR 5,

B) ~ AV TFL_XVLDOEXFa2 VT 4 RAAL VR V—2FovXa VT 0 AL EOHN
WMOLZHEATDIRNWV AT LA THLOTHNIX, [FAFL_XADEXF2UT 4 FAL U
RNV —%FOoEXa T 4 RAAL U EORIFEROZHAITOR WD & O EZ PR
L7299 2T, 4.3.3 #i® Framework Requirements (A.22~A.26) Zxf%4 L35,

o JATALARHEBEEESWHWEREEZICL o TORKRNREMGE

-

d) Framework Requirements = & |2, Profile Requirements <> System Requirements @ 33 (2 Gl
SNTEBERFEHONENBEEI THLINE D D EMHERT D, o, R4 EHWrsn=HA
IZOWTIE, ®GAE B LB RE TH L0 E D »E2lRT 5,

CKMSEEtE

LEIDRE VIR THERET 2
Framework Requirements®
BHMRUBIEICRSLT
U RO REEE THHH T I

Xt R EG T REHE S

s EQISTERENHREFAZERA
TEMN. EDFSUTEELEDNERE

« ERZEIHELTProfile Requirements+
System Requirements® 3 E (-5 #;

RN EHIEFL-EREHELZSAT
L& Framework Requirements|(

M3 & o4 1 EBRYY

Profile Requirements4>System
Requirements DX EIZFERHEH D
BERFBENBEUITHAIMNEINEFERR

X 3-2 AREEESOEHAGE

HRNDEBRINET THANESM%E
R
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4 BEREMI AT A (CKMS) ORFFEHRLERRY >—

41 CKMStXx=UF4RY I —

A i, SP800-130 D 4.3 i 4.4 Hi 4.5 I I N TV DL HHIZOWTHIR LD TH D,
CKMS |, CKMS Zfi [ H L TW A ENENOMEO BIEZ AR — F 350 5 TRt
X od, FLTNENOMEBERET IR O —RELELEEIEIVLERDH D, %wo%mw
KOMNPORY —1X CKMS OE K OMEFIZEELZ RIETT 720, £9 CKMS iXihl Témé
ﬁﬁk@%ﬁU?“%%ﬁ?é%gﬂﬁéo;ﬂi\mﬂﬁﬁ%nu%4ﬁjv%kbf
N5,

D CKMS OBRHIZHTE>T. CKMS X2 U F o BY U —%ER LAATNITRS 2
VY,

CKMS X =2 U T 4R Y v—id, HREHFR) =K MEREX 2V T 4R =i
TT— X% RET H7-DIC, CKMS RYAR—F LTI T —% I ONCH#E#RZ
RETDEODONL—= IV EHETDHHLOTH D,

CKMS O#FHIcdhi=»> T, BMitE S A0l X CKMS ¥ =2V T 4R Y v —2{EkT 52 &
LA IZZFDOCKMS EX 2 U7 4R Y U—ICHRITRENELOZEOEH - FIH HiEICS
WCHIMIET 522 ERLIZbDTH D, BEMIZIE, LFTOXIRIENRDLND,

® CKMS THEMAEINL2ETOHBEHROEEME, Eatk, A, XY — AFE5E (source
authentication) AT H7-ODNL— L EED D,
> $ETA TV A I NBIRIZDTE o ThHN=INRTNIER S 720,
> CKMS B TELLTORFAI =X LKRVOIE ST 0 Fa)LORREEGTeZ &

Ld D,

® 24FTRTEIC, MO LV EML_LORY > — (FHREHERY > — KOS #
X2 T AR v—) LEDTENLN—NVNEELTWVWALEND D,

® CKMS tX a7 4R v —IChoCT—XDHR#ELFITTHHIZ, WO ED L)
X2 U7 A ENEREIND O ELELT S,

° ﬁﬁ'bvﬂ”VﬁM%LDT FHARY —% &8 - WEEDAESIZHMBEL THDL
DH FEEZELLFETTELLICENINDLIRETH D,

B, CKMS ZFHIZBWT, CKMS ¥ = U T 4R Y —% @Y AR —F LTW5D D,

NFH AR =P TDHLEICHETEDINE I MNEHRGE - HERT D DIX, CKMS % i 3 5 k%
DODEETH S,
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fRet | FR _ . SP800-130
o o Framework Requirements ® %% e
T | B S W=

A.01 | FR4.1 CKMS #Zitid, BT T 570K LERERERA T v a v &V 4.3 i
TR —%ET CKMS X2 )7 4R U —% B LT iz
SRANAN

A.02 | FR4.2 CKMS #ZitlZ,. CKMS X =2 U T 4 AR Y =N CKMSIZCL->TED| 436
LI EITENEZD) (FIZ2IE, RY T —NERT HI5# 22+
DO SN AT =AL) ZHGEL LR TIE RS20,

(%]
o HFHMEMAY —IZHETNEEMEIT, UTOEIRbDRH D,
a) WHESUIMER T HEH., K OVE B Ik
b) EMEZEEROMAT 527200 E L0 HEE
c) RYU—iTxtd 5k LoEHL—L K OEE
d) HHRER LORHZFETTLDICERSINDFET
e) WAIENZWER (BE) ., &S A, IS L CTRENLERER (RES GO
w) oAaTr 3y
f) RV —%ERL, TORELFHAZEHRT H-OOHEREHICE 2 D00 — )V

@ [FHREXaVT 4 RY —ICHRTREEIZIE, LTFTOLHIRLORH D,
a) MEB2ONLHER (REFZOE®R) OB T Y
b) HHMICEEST DA N L L
c) HHRIZKT2BRFETTRINTWDIEENRY 27
d) HLERRELITO D DIE
e) THMEZNE, RELNEMTLZDDONL—

® CKMStHxalT7 AR T—ICHRERTREEMEIT, UTOXHI>RbDRH 5,

a) ARV —%uEHT 54T

b) R V—%KR/ ERTLHHEREET DN (NP, &, XI3&EH)

¢c) AU v—IZHTE I, arytae—VInsEFEROA 37 FL~L

d) IEINDFEELT —FX RO SH# A ¥ T — % ORELE (F— 2 WEMN, T—F7 %%
P Y — ZFEE)

e) PAR—FTELEX2 VT B (] FAOTHEM, MADT T A3 — AHME,
PE AL, ELRE R RTREME . BN AT REME)

f) WL OBEM T LN A X T — XI5 T D HIRO R OE Y #

g) HKExDA LRI LRIV KROK A OR#ESF—ECATHHINDGT VI ALK RETO
R /N T X &

hy FIHSN D&% ORFF T LT Y X LIS 5 815 H® O MR S5 I KEFA K 5 8EA 20
M (Z oMM Z B2 CR—O#EER (52 27 —%) DR S kT Tide b
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) @M OEEMNTONTEZASY T —F Lo TRESNDIEZE 2 DFERA /N7 FL~L
kT D — W S RE RN — ZAFRIFEDZ T AN REAR Sk

) BERDOEFERA T P LANE CTERERICT 2N 7T T T = A T KR OE I
HR

k) AR — kI HEHE

) %x2DA LRI FLU_LICKT HEERICHTHT 7 2ay b — Lk OWHEE® F
a2 U7 ¢ B

m) $ERAEE T L FEEL— L

n) M7 —%. KOEIERERETLIBEORHAIN2@BETr haL

@ CKMStX2UT 4RV I—1F. OoEX2 VT4 RY O —MB0EL RRY
V—IEKFETAILERDHHDOT, TR EEBRLRTNIIRL 2,

ALV DRY — (FREHERY D —KMEREX 2V T oA v—) DSICH,
CKMS €X =2 U7 4R =2 R— 250X 7 4R — (fl: a2 Ea—%
X2 VT 4R =) BhHo720, CKMS tX =2 U7 4R Y v—DADOEX2 YT 4RV
V= (Bl :CKMS EV a— X a VT R v—) BEELEVTIHAREELNH D,

CKMS O IChi=»> T, BMitHE S A3 X CKMS X2 U T 4R v —&HKR—-FrT35
MOEx=2) 7 4R/ — (b LHIE) OFHRITONT, A04 1T CKMS DEEITEFX 27
REREFEITTAHEOICERENDSICKMS X2V 7T 4R =D oxa2 70K v
— (L LdNIE) OFERICOVWTHIEILT2Z L E2ERLELDTH S,

FET | FR , . SP800-130
Framework Requirements ® N ¥
&5 | &5 BHRE

A.03 | FR4.4 CKMS #&itiZ, CKMS X2 U7 4R Y v —%2HHR— 9 DR 4.4 i
HITA3EX2 )T 4R —ZHE LT IER S 20,

A.04 | FR4.5 CKMS &, CKMS #ZFHiIc Lo THR—brShBA Ry v—L  # 4.5 ffi
DOERFICELoTEDIIITYR—=FENZ2OOEKZAZIE L 72
i 5720,

® CKMStX=2UT 4 RYUT—NCKMS HNICETFMICRESEINEBEMICAE I
BBEAIWIXELWAEBITONS L5 ICEEZ LRITAIE R 620,

CKMS X =2 U7 4 ARV v —NHBUEINDILE., TORNEDPELLLE IS L HIC
FEREICER I T RITIE R 570,
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BaE S A0S 1L, CKMS OEHICHZ>T. CKMS X =2V T 4R Y =N HBLHE I
HLGEDCKMS X 2 U T 4 ARY V—DORBFIEICHOWTHMLT A2 Z E2ERLIZHEDT
b, B, HBILUH SN DO N 2T RAOBRBIEL TH 5,

fRat | FR _ . SP800-130
o o Framework Requirements P4 e
T | & 2R

A.05| FR43 | CKMS #&itiE. CKMS tX =2 U7 4 ARV v —Ddb b5 AEMLE S | 4.3
WZOWTED LD IZEBHER I ORWRIERAUIEASFFE (B 213X XML,
ASN.1) TRE SN TWDLDOZHEL LR T IER 520, CKMS O
HElfbanztx =207 4 A7 A5 (B 2 1% table driven X 1%
syntax-directed software mechanisms) NZiHEZETTELH X HITT
L5120 ThHD,

4.2 [BEHEHERY O —En5OEREIE

AL, SP800-130 D 4.6 i, 4.7 HiCFHH SN TV HHIEIZOWTHER LB D TH D,

CKMS O FHIHT=>TIE, CKMS X2V 7 4R Y > —E0 b ELORY > —FENHERS
NOZFEHENGFETLH2FEPOVEDS, AT, TOLI2 R EORY O —FENGERIND Z
ENZVWEHERY LT 5,

O #E2ERLEET I DI, [EAOHBEEME (Personal accountability) | iZ
DOWTHEREBFEARY V—FOERFEHICERINDIFAICIZ, E0L i
LDNERDBRITNER LRV,

MENDOFBHAEML] L1E, =2 PEMARBERICT 7 EALIITAENRESL RO THD Z
LERIETHIETHD, TOEOHIZ, RBASNT-HETOLREMRBERICT 7EATE S
R, BAEEnnWr s R &M - B - FEFICERT L LR EOMEE EELT D
ZEmnkdoinb,

BETE 5 A.06 1X, CKMS ORGHIHT=> T, TD XD REBRELH A D20 E 2, £ 2
HEFTNIEEDLDICHEBT L2008 THZLEZERLIELDOTH S,

Rt | FR . * Reaus s DT SP800-130
ramework Requirements s =
B | EE i

A.06 | FR4.6 CKMS % FHi%, 8 A D E{E (personal accountability) 7% CKMS T| 4.6 i
PR=—FENDIZNEI N, ROEDE I R—FENDH0E2HT
L7 uE2 o 7au,

M S8 B S 2T AREtEEE (EAH) — 34



@ TUFATLICHTBESITANY —DEM, EEESOYET. Xidkx=V T4
mibDoHic, B4l HEEARTESE] BEARFTRE] (onFnkr) o

BIEIZOWVWTHEREBFEHR) V—BIIEHINDIHEEIC
PO BRITNIRR B RV,

UTFDoEX2U T RTINS T T AN —REBIHIERHLILDOTH D,

° E%T
® EfSAHE

. ED XS ITHET 50

:A7)/7@7 ARATEE EBRAMIT D ZENTE RV & 2 RGE

6_k75\Té°7‘£b\’ & & PREE
o B ARFTREME : BLIEN N T V7 va VICEKRT DU EE O (ID) & FFE X
FHEET L2 &N TERWT & ZRGE

BEE S A07T~A.13 1. CKMS D&
DT T AN —AREREEEHZ D E DD,

Wb T D52 ERLEZLOTH S,
&x VAT AR OEROFEIEIC L > T T T A RN — 242 2 L@ cld e n
AEbHVED, TOLINRVAT ALK L TUE, T4 —(R#EHELREIL L T1T R

%&bw EWVWIHERAZITH) Z L RRIND,

CERALEE S AT BT 2 DL EORE TS ELR N AN

W BEAR AT

Hichi-oT. F0LohtXx=2 )T o B d2EAT
FrAHETNIEED L HIICERT HDNH

&t | FR . « Reaui s DI SP800-130
ramework Requirements Eas =

w5 | # 5 ! B

A.07 | FR4.7 CKMS #%3H%. CKMS THR— N TX HEL M., BiER A 6E 4.7 i
(unlinkability) . M OMELHIA AT REME (unobservabﬂlty) E@'ﬁ‘ HRY
U—EMHE LTI S0,

A.08 | FR4.8 CKMS #3HE. PO CKMS NI v r g U RNELMRELZRIEL | 4.7.1 &
TW5, XIFHRMEAEETH 2O HE LT i b0,

A.09 | FR4.9 CKMS i%itit. BEAVEDRIEZIRMT D5 E. CKMS N Z %27 o | 4.7.1 #i
a VDELMERIEEZ EDO X I ICERT D ONEHAEL LT iEe b
A AN

A.10 | FR4.10 | CKMS #3H%. ¥ ® CKMS KT W7 o g o MR EfsE R Al gk 4.7.2 fi
(unlinkability) fR#EZ L TV D, TR ATETH D DN EH
LTI 220,

A.11 | FR4.11 | CKMS #%3FH%. CKMS KT %7 o 3 > OHEfE AR al ek 4.7.2 fi

(unlinkability) % ED X D IZZENT 2002 WL LRTIER 6%
AR

WS sE B L A7 LEREHEEE (EAHR) — 35




A.12 | FR4.12 | CKMS #%ZHZ. O CKMS T %7 o a o NI AT ge M 4.7.3 i
(unobservability) FRFEZIZAEL TV 5, IR ETH LI DN E
BHFE L 72 i il e 720,

A.13 | FR4.13 | CKMS #%3HZ. CKMS N5 %27 o a > OB AT fetE 4.7.3 i
(unobservability) Z ED X I ITEMRT 2O ZHEL LR TIER D
QAR

4.3 RALDEFXF=2IT 4R T—

AL, SP800-130 ? 4.9 HillCHHEN TV A FHICONWTHHLELDOTHY , EF 2T o
RAAL BT AR BN HONTEY S,

431 EBFX=2VT 4 ALV

X2V T4 RAAL L EEFE, FICRAS Y OEXF2 VT R U —FCEHSNDZZ T 4T
4/ CKMS DHEEDZ L Thd, AWIEET LI Z T4 74 NELEXF 2T 40 AL VTR
LTWDEE, MFIERAALA DX T 4RY O—NERTHEEZIRME L 2N D EERE
R|TX 5,

RAAL DX T 4R —NERT HREORIEIIX, LT EE T,

> BEEER (RS A YT —4%) @SN VER (G 2»oRki#ETHZ L

> BEEH (BRSO AXYT—4) ORBAINZ2NHE (LKEA) »oRr#ETDH L

> TV =T a VICERINTEBEORER (BE#EoxA 27 —4%) 0V —2 KEH)

LT 4 AT 4 x—vay (ZEH) 2R TExDH L

ZOEIREF2YT 4 FAL OBNZIE, AHBFEAEZ TS5 PKINH 5,
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HaFARALTA ¥ TFIRAIUB H 2 FARALLC

- > - = ]

------- vl 3 : RASVE

. - VT

- FAAL2D t’:\:—J‘JT{

: =5 . i ADmMoO R —

A EFAUTARIL—7] vxay54 (E£%aYT 1)
& R —|ZikTE

LT
txallTa
AL

X2 T4RACD Xal)TaRA(VE

TILFLAIL
XV TARACY

B 41 EF2VT74 FAAEEF2D T4 RY O — DK

432 B2 EX2VT 4 FAAL VB TORFEROKZH
O ER3EX=2)T 4 FAA VB TRERORBEEBMNELREESIZIE., TOANTE S
TN — )V BRDRTHIER B0,

2 0ODTUT AT AMBRLEXF 2V T 4 FALVIZBLTWSHEE, ERHDZ T 4
TFATRRDEZRAAL L DEF 2T 4R —DFTEMAINTWAI D, & L7815 #R
WAL CRISORELZIRIET 22 E N TERWATREERD D,

T, a2t Xa ) 7 REICELT, ZhEFhoEX2 T 0 RALVICE
FEE2FH>4—Y U7 4 (authority) ML DEF 2V T 4RIV —Z2ZHSHEFDORY »— L&
FETHLNEIDEHW L, EVWOZ T 07 4 BRI (2720, R—TidxR £ s
BbHD) OEX2 VT ARV —ThHLEARBLESGG, MO RNAL IR T 2= 0T
4T 4T =2 EENRAEERD, BbLBVEF 2V T AR V—%2F-oTW0noHEx=l
TARAAL L THDLEHWLIZGAICIE, & DD IEBIENRfEFMb OB EZRI T 572012,
B ROZHEFRRIER T2 05D,

B, HELZEERIT. oS0t )T 40 FASEbEFENED (5 =4t
) LREBLTBLILERD D,

RS A14~A19 [Z, CKMS OREFHIbHT= > T, B tx 2 V7 4 RAA R TOH
WEHmOLZBPBLERGEIT, BNOEFa VT 4R ¥ —ORFEHIES, #IFHE LR 5
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DTS EWRALT 5 2 L2 ERLELDTH D,

BT ORE WD LD 72 T TGS OFTHE TH 5,

B, BhitXa VT4 RAAL YV

Rt
&5

FR
&5

Framework Requirements ® PN

SP800-130
S

A.14

FR4.15

CKMS #atid, RIZEENR 2t x =27 ¢ R#ELRIT D LA
HEMOEX 2T 4 AL VBT DT 47 4 M CTORIER
(L ORAZ T —4) OZWBET AT et E L LT
L7 B0,

4.9.1 i

A.15

FR4.16

CKMS ixihid, #fF# (A7 —4) 2R xa T
A FAAL BT 22T 47 4 HTH ﬁ#ét%’*%éné/
— AFREEAR U > — (source authentication policy) &7 4 AT 4 F—
2 Uk U 2 — (destination authentication policy) Z BIFC L 72T 41
ERANRA AN

4.9.2 i

A.16

FR4.17

CKMS RitiL, #IER (WA T —4%) 28 228 x2) 7
4 RAAL VTR T AT 47 M CTHET D E ZITHEmEI D
B EZEEMEORY =2 LRI 5720,

4.9.2 i

A.17

FR4.18

CKMS #&itlx, thotX=2 VT 4 RAAL DT 4T 4 LBET
HEXICHERINAMRIMEEHFZHATL LT IX R 620,

4.9.2 i

A.18

FR4.19

CKMS #&EHE, FAA CHEBENFATSNLEIIMO AL DE
Fa2lVT 4RI =D Ea— b RGEE YR —FFonE50n, F
EDEINTYR=F T L2002 LRTNIERLR,

4.9.3 i

FR4.20

CKMS #&itliL, 9WARY v —%2 o8 X2V T 4 FAAS DT
4T A LOBBERLTELTEBEN X2V T o ICHT 2 EE L
O X m, Bk, XX T 4 T I EET 300 EHT LR
TR 5720,

4.9.3 i

@ FAAVDEF2VTARYV—DOEERRETNERVATALATHY, TOERE

PEBOFHANTH T, HDWEHIRY V—DEFEITEITH

BUHTERBTERE, POEEAL—LZROBITNIETRL RN,

RAL L DEXR2 DT 4R —F, Fix, Wil - BN ERNEE LV,
UL, B2 Bvx2UT 4 KAAL UBITORERO AN

I RAAL V&

BOLNTWDEHE. Blotk

Fa2UT 4 RAALVUNSHET FHLEZRAAL L OEXF 2T 40RO —N, RBINLTWD
TDOEX2 T 4R —LEEEHTIERWAREERHVIED, DD, RAL L OEF
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2T 4R —DOEERNREARETHo THHRICEF T LT R&ETIEIEARL, &
HEAIZ R AA VEBEOERREVLBELTHRE, TORDODONTEZEE L —LIZHE> TEET
RETH D,

CKMS @%1“? WZHle> T ORAES A20 138228 x=20 7 4 ]<‘7</1"/F'EJ“C°0)‘IZv*\*:LU?‘
AHY =G RREB TR TH D0, TETHDRLE LD LS ICRIET SO0 Bk
FhT Lk, R AL CHEE A0 7 KY e BT S BRER T B TiE
THHRLIEED I CHRET 2ONWMALT 52 LA ERLELOTHD, Nbb,
RADEF YT A KA HTORERO ISR TR ORI ThH 5.

3t | FR . « Reaui s DI SP800-130
. ramework Requirements = i
B EE BR=

A20 | FR4.26 [ CKMS i&FliEx, B2 AL 0eXxa2 VT 4R U—KORRS | 4975
TV r—varEYAR—bTH L5102, #iEHR (KBSt xT
— &) OEFEHEEARET DI ENTELINE I, KO ED LI
WCRRET DO EPFL L2 T X R 5720,

A21 | FR4.27 [CKMS #&FHix, B2 x=2 VT 0 RAAS VMO T 07 o RLE | 4975

DOWEEICHEICT 27202, BREICLD AL OEXF2Y T4
RV —DOEFEZYR—=FLTWDEINEI N, KOED XL HITH R
— FTED0EHRE LT,

433 <N FL_INVDEF 2V T4 FAAL VRV —2FK>EXF=20 74 FAAL YV
& DRIFMDIZH
TNANTFLRXLDOEF2 YT 4 RAAL L EE, 2 DONBESNTZRELXLER LTS
X2UT 4 RAAL LD ETHDL, S AFL_INDEXFa2)T 4 RAASLIBTH VT 4
TA4E, BolttX 2 VT A VXA TEHALTWDS RASL VICEBTD T AT 4D
PR (O ALT—4) ZUBTEDLLOICRD,

O ~AFL_AINDEF2YT 4 FAL UV EFR—FTE88ICIE, TANRTES -
DON—NERDRTIXR SR,

YNNFLRXLDEX2 VT 4 RAL VBT AT 47 412, 2 2 (BLE) OfREL~ L%
XAIL, B4R EL L OREEFER (BFEHSCAXY T —F) DAEWVICRRISNZRWNI L 2RGEL
RITNIER B,

Flo, RELVANVEERT L7 v 77 L—F (BeEFxFa2) 70 0fIEFREmEXF=2U T 10 D8
HHELTHD) Ao 7 Lb—FK (BEXa)T7 s OfFEREZEKES2 V7 0 O#FRE LT
W) Ebic, BRI NIZRELXANELRLZ 202X T 0 B Y 27 BRAET
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Do BIZIE, Ty T 7L —=FRIFMEL XL RAL NS DOHFER (BEHOAZT—4%) Z2E L
IWRAAL N ZITFTANDENIZETHDLING, BEEER (AT —%) OV —R
KOMEHEMEICHE LR > TSGR IZORITIRE THD, —H, X7 L—REIEL~1ro
X U7 LRtz Enn, BT 28 ER (BERESCAXYT—4) ITxr L TRL
NNV DORFETH I W EHB SNTZHEAICRY EITT XX TH D,

H
H

CKMS DR FHIHT- > T RFHE ST A22~A24 I~V TF LD X 2 VT 4 RAAL VB2V R
—h 250, YR 2203 EOLICERTH2>ONUMEILTHIEAE, £72 A25 & A26
X7 v T TV =R/ X T L= RKBRARETHID, ARETHIRLIEEDL I RL—LDTFT
TOODHMILT HZ EH2ERLEZLDTHD, ZNDIE, AT L_XL0EFa VT 0 RAA
VERBELRITINVITHEAORFEE TH 5,

fREf | FR . * Reau § OIE SP800-130
. ramework Requirements = i
&5 | & Edih

A22 | FR4.21 [ CKMS #&&HZ, v~V F LDt Fa VT4 RAAL L EYR— T | 4.9.5H
HNEIMEHTLE LRTIER B0,

A23 | FR4.22 | CKMS #EHE. Y R—1+T25EX2UT 4 FALLVDODFERFNDOL | 4.9.5 i
LR LT e S0,

A24 | FR423 [ ~AF LNt xF2VT 4 RAAL LV EZYR—FLTWDIHA, 4.9.5 i
CKMS #&itid, #hEhoex= T 0 LV ET D 8EHR (hF
THREOA LT —5) OH5EE EDO LD ITRFFL TV DO % PR
L7 uiE 2 67w,

A25 [ FR4.24 | CKMS gitid, #ffH (BEHEOA LT —4) OT v 7 7L —F | 4.9.6 fi
XFH Y7 L= RadR= T o0E 50, ROED LS IZHR
— F 200 EHELRITHIER SR,

A.26 [ FR425 |CKMS &itix, 7 v 77 L —RKXFZ v 7 L — Ri$fEE2 ED ko | 4.9.6 fi
W KA A A —Y U7 ¢ (domain authority) (TR L CTW2% 7% BED
LT o220,

4.4 CKMS IZBIT 5#%% L EL

AHiTX, SP800-130 @ 5 HICFEH SN TVWDHHEIEIZOWTHEILZLDOTH Y, CKMS SE
(BEF/EHE EHE S 2 —Y) ~OWERMNGDOEY FITHOWTEYH 5,

WS sE B L A7 AEREHEEE (EAHR) — 40




CKMS ZEHICB 59 2 DX MAANIIZIAB TH D08 Hx NZEI D Y TONIKRENTR Y,
ZDOTDITMEL R HHERL B2 D, CKMS ZMEICALERMERZ 5252 134T R
FAROFRKEHOE TR >720 BRI > TENELITEFZ R T IERE o720 5%,
CKMSDEXx =27 4 K TFIEDLHMIHEHT 5,

HELIE, 520N HEREZBELECHATLIZETHY, TOEDICHETZITAEET, B
ZIX, MHETLERETEDOBEe 7ot X 2V 7T M - mboevotex=2 U7 o
HEDOZEREND B,

O CKMS ¥ (BEEE /BEE GERAE/=2—%) KX, TnFho&BIZE T
TERBINTERHREORABMLETHY, TOREOELZR-T-DIC, BFH
PEHTACEOBE~OULERT 7R ITIREEIN 2 TIER SR,

CKMS IZB T2 ZFENIIUTOL I RbOnH 5, 2L, ZnbiEpTHY, CKMS 2
FoTHINLETORENVLELZDZDTTIERL, FLINLUNOERENER ST
LDV, RIKR, CKMS 20K EETLEZA D VAT AA—Y VT 1] . CKMS Ol
GEAEFIMEMSTOND [ X7 AEFHE] KO 5HEMEH] . CKMS EH 26N L
TERZITY TEEEMEE] . WO TCKMS 2—% ] OFEEENLETH D,

B, EAEEEEZLTLE —X— e T 5O TiERY, & D2EFNDEHOBAICEY
YTondZ bbb, HBEEANCH L TEEOEENE DY ToNDZ LD D,

a) VA7 LA —Y U T 1 (System Authority)
b) AT NEEE

c) M5 EILF#E (Cryptographic Officer)

d) RFNAAA—Y VU7 ¢ (Domain Authority)
e) #EPFLE (Key Custodian)

f) #ErAHE

g) CKMS =—+

h) A& F(ML#H (Audit Administrator)

) BET—Txh

j) #E t——T = I (Key-Recovery Agent)
k) CKMS #F <L —% (CKMS Operator)

CKMS TOREZBGIE « AT 572012, VAT LI, TNENOKREZETT 572
DICHBERFEFHNTOBI T 7 2ary ha—LEZEDL0LERD DL,

Mz T, FIZITEE L EHFLEE VWS TEFIRHERT 5 L5 2EHOEENCE LT, [
Wl DOFEEINE DL TONIBAR N RNE D IC, HESEEEZITORETHD, T, E
WOREMEHOAREMN % /MET 572010, HHZRRTEOYTHZ ENEE LY,
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CKMS DOE#HIZHT= > T, MilE T A27 1 CKMS TH AR — b2 2 ToRERRENLE
NOEENZEDTZ T 4T 4 280 Y THONHMILL, A28 TENS OERE A2 EITT ST
DI T 7 78Aas ba— VO FEZHAMLT 22T RLIZEDOTH D,

A29 Y A30 1L, —EANICEEOEEINEIY U THEEIZED LI IZENDL OEE Z IR
RETICETT2O0HMEILTHZEEERLIELDTH D,

A3, RIEERERE LEBEOBEEDT-OOXKR, FFICAHREO R ENSENEHET 57
DOFRICOWTHMILT D Z EEZERLEZLDOTH D,

3t | FR . * Reaui s DI SP800-130
. o ramework Requirements = e
Fi | FS ST

A.27 | FR5.1 CKMS #&itlX. CKMS IZHWHEN TWAFNENO&RE & HEE, & 5 &
NZENENDOEEN DL I T AT 4 NED L THEND DD
AT L2 02 670,

A28 | FR5.2 CKMS #%&tld, CKMS IZCHWHN TWAZENENDO&RE Zfwl- LT 5 &
WA T AT A NPHEHTE28ER (BEREOAXT—X) O
EHE (6.4 H 228 2T LARTNIE RS20,

A.29 | FR5.3 CKMS #itiL, EoxEINHEI SHEEZ VEET D00 EHFE LRI 5
L2 5720,

A.30 | FR5.4 CKMS i%atid, &EIDEEZ VLT L T H5RENIR L TEOREEN ED 5%
EOICBRBEEND O EHFE LT IER S 720,

A.31 | FR5.5 CKMS #&itlx., B2V 7 4 EXD R SN =&KE %2 EIT7T 56 A 5%
(NEE) Ik 200, Basn-&EnsnAN UEHE) kb
DONERFETH2OOLETOHELINTZXKR AT LT
7R,

4.5 CKMS OBEREK VEE BIZ

AHilX, SP800-130 ™ 2.10 &i. 3.1 #i. 3.2 Hi. 3.4 i, 3581, 628, 7T=ICEHINTWVWHEHE
BHIZOWTHR LD THY, CKMSZEFD L) R ERBEAZKEZ TCEDOLIITHEET IO
MEWVWS TG ETRY T,

4.5.1 HBERIE
O BERLIZE. THEOEITAHIEZDICFHTEITAL ZAKFE RV R—R D
— X2 LR TE R S5R0,
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FRETIEH A32 11X, CKMS O FHIHTe > T, EDO LI RTNA AR VR —F 2 b THRIE
WORESLCEHENMTON LDV T O EEERLEZLOTHD, HlzlE, BIES iz
WEEYa2a—VaHHT2RERND L,

B, AAR—FR L FEIXCKMS KT DO BELETHNAN— R =27V 7 MU o
T, HOLEWVET 77— AT T EVNIERTHY, A RALEFRHEOHNZMHET L2 K —
XY FNOMBEDLEEEKRT D (Frtyt BEAT 47, AL —Va=y FRrERT
M%)

FR . * Reaui « O SP800-130
o ramework Requirements = e
B SR E
A.32 | FR2.5 CKMS #%&tiZ. CKMS 2T EHRT /A A (Bl 21X, A—H, 2.10 &i

ETI, N—=Vary) AT LARTIUIR SR,

@ xR CKMS FS U HFr7 v a vy RRESCHEREINS BRIZOWT, ERETHD
Network Time Protocol (NTP) — RO LI IZHEB O D BERIFEZITICT A Z &2
ERINBGEDONV—NVERDRITIZR L2V,

NI UH T a UREERTHEASND ARITEERERZF OO, EMfTHDHMLEN
BAEIWLE o TiE, FHEHINDE ZHEEPRET DA D =X LICL > THEOD
IEMEME 2 BB HR T2 LNV ERIE LD D,

bo, £,

CKMS O#EEIZHT-> T, K

P E A33 X CKMS T H &35 HEFIZ E OFRE O EErE

MERSNDOPAMALT DI EZEZRLEZbDOTHD, £, BEFENRERFEL LT,

A34 OV A3S IFHEFEO EMMEZ EDO X ) R PETERT 2D, A36IIE = FHEICLD

BALAZ T EDLIEIONPRAMBILTHIZEEZERLELDOTHD, 0B, ¥4 A
AE T EAB LR TNIE A6 ITRFT TR TH D,
FET | FR . * Reaui « DN SP800-130
ramewor equirements S
&5 | &% ! Bl
A.33 | FR6.9 CKMS L, AT LATHHAINAHRICERINATERI SR | 6.2.14
EAHT LR TIER S0,
A.34 | FR6.10 | CKMS i%atid, BERINDEMIZER T D702 EOWMEREEZ Y | 6.2.1 i
— A (authoritative time source) ZEH T 2302 AL LT 6
AR
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A.35 | FR6.11 [ CKMS #%itid, BERESNDEMIZERTH720OICED X 9 ITHER | 6.2.1 Hi
5%l > — A (authoritative time source) Z{HEHAT A2 ZHIL LR T
X726 720,

A36 | FR6.12 | CKMS &afid, EDHAT, KL, ROHEPFEHSNLHE A XA | 6.2.1
LA % 7 (trusted third-party time stamp) % ZR§ 2 20 &G L 7%
T e 5720,

452 EHBIE

CKMS I, FFEDBIELZZER T HTOICRKFITINIRETHDL, EELWL vt Xa T
A ERELTT IV = a VEHT A O =— X &L, FEHAR XA T, EH~DA
DEBNER/NRIZ/ D Z L 2RI T EOICHET 22X 2V T4 A=A L—KEHET
He TOEODIIE, AT X2 T 07 ba L iEYE (] TLS, IKE., SSH, CMS) 2817
LS RO AR, A, REROMEH#EE VWS X2 U T 4”7 HATOERBESTT
2, UTOEMETOERBAEIZONTS CKMS Rt CTEETHILEND 5,

DO CKMS 2 EBHTA XYy hNU—JHATCOEBRBEZEDRITFTVER BN,

AT E A37 1%, CKMS ORRGHIH > T, @BE Ny 7 R =Y ZRKT 2Ry T =7~
DEBENEORELTROARTEL2OPAMAT DI LEZERLEZODOTH D, I
UTOEDRBERD D,

® Xy hU—7 ORI KROMEHEME
® Xy NI —IHAXKRRAT—=FEYT 4
® Xy FNU—Z DK

FET | FR , . SP800-130
Framework Requirements ® N ¥
&5 | &5 BHRE

A.37 | FR3.1 CKMS iZitiZ., TnAEET @B ERy bV —Z L CoOHES 3.1 ffi
B LRI 5780,
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@ 7TV —2 g TOCKMS RETOEBEAEZEDRITNIZR SR,

YR—= " T2T7 7V r—varvzEz, B—07 7V r—va VIR b LR 58
BRE L BEHRET D CKMSIZT 200, < OT7 7V r—yaaas L5 ke
ECXLHETHANTHRNAMNL CKMSIZT 200 %2R L TRFT 20D KU TH D,

BEtTEH A38 (X, CKMS OfFFICHIZ->TEBL LD I ED CKMS NAFITH D D)% H
Wi a7, ENFEHOT7 7Y va—rEYR— T 200HBILTHIEEZERLED
DTh D,

&t | FR . « Reaui s T SP800-130
ramewor cquirements A

=5 | &8 1 %I 2

A.38 | FR3.2 CKMS #&itiZ, ZNBA VR — " FT2H52 LB LTWDHET U r— 3.1 fi
a AR LTI LR,

® CKMS IZHT 32 —F=—XDHBRTOERBFBELZEDRITNIER LR\,

IR 57220 D T, BENR=—XIZHOVWTHK

BatE H A39 1%, CKMS Of%EHcdH72> T, CKMS 2 ¥ D X 5 i — N H 4 5 D 9
b THZER2ERLIEZBLDOTHD, B, TNOHLOFHTI=—XL L THAENLLL TS L

IIRBRDBD D,

NTOILEDRBETHD, TNITIFUTOL

o YK OVF kD 2 — W Ek
o FIHHM
o FIHEEE (GAr. HrM4E)
& —HWDORET - AifEsM (=—WIZERI i - HE%)
FET | FR . * Reaui « DN SP800-130
ramewor equirements S
&5 | &5 ! Bl
A.39| FR3.3 CKMS #%itix, BT 22—V L EN 02—V T 2 EEE | 3.1 Hi
—BEIZ LT sy,

@ CKMS IZXT DR RAr—S 8V T4 ODRETOERBEBELZEDRITIEA

572,
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CKMS OEFichi-»> T,

VU ABE T, AL L O AR IFIATF—T ) T 4 BETORBMERTH D,
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7 x— ADEREHEE - BERFHOWAMIALTHY, EOL KT 200 WMILT L L%
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QAR
455 PEABERESOEH
O WHAREMLEZEHRATIHEAIE. EFOXSIZCKMS DEERZFKIZTONZRIN LA
T b,
PARBERLE T . AT, EHEOMESFO OO 3 A MR EEBERICH A X N33, flE X

7zl

I AN AW

%®*ﬁ\§ﬁ®@§®“E$AP&”%&%*%%K¢i

IWRFFLHESNTWVWLOT, ¥F a7 4 EREBEIZITMEZSROAEELDH D, L
Tehy o T, Hﬁ%ﬁkﬁ%ﬁ%ﬁ?@L%T—Wﬂ;f%éﬁﬁﬁiJﬁﬁﬁibw
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A.52 | FR3.5 CKMS L. RN ICE Tl 2 T A BMENFEITE 3.2 fii
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LW, ZOE, HIBRBITICIE, DR b 20057 0T) XA (RRo-#ETHIND
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DOREMIZHEET D, LLRRDL, L7 haLvoteXxa 7 ¢ f ik, K
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BTN RLADOBEINDLI X2 T 4 T4 7 FZA LDOBLEN
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# (7.1 81% 712 3H)

d) #fEH (KFEA X T —4) MIFELTWDENREThDOxT v
TATADARNL—=VIIBIT 5 BIEGR(FEFHEHOA X T —H)
DR ST 1E

e) FLiEFFDgfER (WA 2T — %) OREHIE

f) #E® (@A 2T —%) PREshBGske sy T
47 4 OfEE (FIZIX, 2—%, 2—FF A X Xy hTU—
I TINA R)

M S8 B S 2T ARatiEEE (EAH) — 53



5.2

ERDOTA TV 7V

AL, SP800-130 @ 6.3 HilCi#H SN TV AFHICOWTHR LI DO TH 5,

@

WBERDOTIA T7THA INEERIZLE>sTRVEIRBREXVBEBLEGEERZ LR
T b2,

B8t DT A 7% A 7 vO—IEIL, SP 800-57 partl @ 7 Hi [#IKHE & #E R (Key States and
Transitions) | 1Z2#&5< (K 5-1 28) . T EaX—R{Z, CKMS L2077V r—va v
WD) 2R R & BRI A BN L EERT 5, 723, SP800-57 & SPR00-130 & TIIH#IKEED
FEFEIZ DWW CRLEHN B —FE WA B D 23, SP800-57 DIE 9 BN LT\ T, Ki%sHa
#FTUX SP800-57 ICFEdk DEIRAEZ FEAR L 525 Z L 2435 5,

MEtE H B.02 & X B.03 X, CKMS DO FHIHT=»> T, BEEHDO T A 7% A 7 V2K % %t
ZILEELELETORRBROEBBRSRM ML T L2 2ERLIELOTHDL, T TE
FUIZEIREBR OEBRME 2 - EITT 570K ERETOEHKIEZ KE U THRE
THZENRDLND,

K&t | FR SP800-130

Framework Requirements M PN 4¥

Fm | Fh M

B.02 | FR6.15 | CKMS #%&tiZ. CKMS O#ENE D 552 TCofkiELx AL L 2T 6.3 Hi

IRB IR,

B.03 [ FR6.16 | CKMS #%&tiZ. &£ TC» CKMS #REEM DER, ROEBB A K -+ 2 | 6.3

SRS LT (ANEHT)) Z2HREL2THRERL RN,

M S8 B S 2T ARatiEEE (A — 54




®
® Pre ®

Activation

®
A;trire @

{Protect Omly
Process Ouly

| Protect and Process)
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MEHEE B.05S (X, WHMEICHBEL TABEIINDG T —XIZHoW\ T, BaEClEME,
— ARWFEDRLE LD bORHNIE, TROZWEET 2L Z2ERLLELDOTHDL, Th
WX, = 7 4T A OFFERRBAINEGENDLZ EH DD,

fREt | FR . * Reau § OIE SP800-130
. ramework Requirements = i
&5 | &5 Edih

B.04 | FR6.17 | CKMS #&itiE, FEEIN YR — I 58IEHR (L OXA ZT 6.4 i
— %) OFHEREAWATL L2 TR0,

B.05 | FR6.18 | CKMS & itiZ, CKMS IZEE I b 2N T 0GR (K& | 6.4 i
ABT—H) OEMBEEEO T A X IZHEH S5 5eet, MBI,
KOV — ZFREE (source-authentication) DMLFE (service) % 4FE L 72
T 7 B0,

@ RIEHLEBE~DERBFEEZEODRITNIEZZSER2WN,

28 OIEMELETIRBE s HIEMEALIREE~DER (@) Rt sETH 5,
MEHEE B.06 X TN B.07 iX. CKMS O GFHiZH 7> T, #IEMALO FIECER LM, @
i IR RE ~ DO B R FIHZHAMILT 22 L2 RkOZLDOTH S,

& | FR . * Reaui s DN SP800-130
o o ramework Requirements b =
Fe | & S

B.06 | FR6.22 | CKMS #&EliX. TN FNOEY 4 7N E D X 5 ICiEHIL S 5 hs, 6.4.3 i
K OGENTEMAL S DR EZ AT LR IE R 57220,

WS E B R 7 LEkEHEEE (FEAHR) — 56



B.07 | FR6.23 | ZNEFNDFH A 712k LT, CKMS i%itid. SIS {bo@mo%E [ 6.4.3 Hi
REFBEAZHATL L 2T E RS20, T2, COYEFITEMS
nHMN, FolricmmInsn, Fotx= T o 4L (services)
PEAICEA S, KOUEMOBMERAEEND,

@ BESHBEOEITHEFTZEDORITINEXRER2WV,

T = A ~OE TR ERRICRE T OETH Y . BALEN, BLWE,

F.HBIT oS, BT T oS MAC AR, KTYMAC BGiEE & te,

BEIE B B.08 1. CKMS O IzH - - T,

EREX (N

)

FSRREN & CTHEIT SN D 0L T S

ZEERERLEBDOTH D, —KIIE BEEY 22— LONBTEITEINDZENEE L,

it | FR . * Reau § OIE SP800-130
ramewor cquirements @’

55|52 1 B

B.08 | FR6.69 | CKMS #&itiZ, VP AR—FENTWVWEHETORESHE. FOFN b | 6.4.27 i

5 EEDS CKMS O & Z TEITSN L0 (BlA I, CA, A M, X
Frxr Fa—H270) ZHLELR2TNERL20,

@ BFEEMHEE~DERERZEDRITNITRS 2,

S 8O IETEMEIREBE~DERE (®, @) ZR#ET 2 ThH D, &ML & IFEMEIL DM
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NHAFREIZ 2D EHE LTI 5720,

B.17 [ FR6.32 | CKMS #%&lid, O LI —FHEILSINT-8ICE D220 T o4 | 6.4.6 Hi
FE (services) MOFEATZEHIET A0 ZHIE LA TIE RS0,
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LI O A 20 T 2 8 2 CTBEAF O R BRI T 28 LA DBIR 2 LT 5 12D OETH 5,
BB, EREDOHDHEOEF D CKMS £ % 2 U7 (R U 2 —% TED D AMED R KR
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SRALAN

M S8 B S 2T AiEHEEE (EAH) — 64
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DTh D,

| FR ; e U SP800-130

. o ramework Requirements = e
He | FA S
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ZaBRTHIOIENTOHETH D,
ERANAN

BAIINTWRWTZ T 7 4 [IAREREZ FIH T
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THTDOMETH D, AEEIX. ADOBEETFTICHDIAXT —HIZH L TOAREITTED,
MFEE B.43 (X, CKMS ORFHIH T > T, A X T —% U 2 MUBERENFIH T& 2 %0
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Bl ERERICIE, AL R oM SALAE OV K LEED Z &L Th o, #l2iX. MaiitEE 220 L
WAL, B AL 20 A Y O FE 2V R UATAIEMRE TE 22 L2 E%T 5
W oy V2 {ROLBRITLA V= A MRICHEYET S
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BEGERO €y ) Ay v BB & LTI IR T 2%, @RI T 20 (ki) £
v bR BMAERERED (EK) BRIETHS.

By bEXR2YT 47 ICKDIFMITIE, EOBET LT XLATHS ThH, atat HENSK
ThEEX 2 7 BEm<, BThsThEER 2 U7 0 MRV, F7o, A RS E LA
BEL B A DNDRTREZRIEIZ B> T, 27 EbBEMLNTWD &9 g FIET
FZEOWET VT Y ALz 2 LIFHENICARARTHL E TSNS,

x 61 BybhbEFalT4

Ey btexal (ST 1rTY XA (23) B0 FH B %
T A FIH b oo 44 2030 4% T 2031 4E LK
80 £ b RSA-1024 B B A 3 | B A AT FIHA ]
DH-1024 L5%E
ECDH-160 WEICWE L | BEDOY AT L E OB OF]
ECDSA-160 LOEFMMAT L | HETERR
SHA-1 Ba
112 £ v b RSA-2048 oA B A 3 | R AT FIR AT
DH-2048 L5
ECDH-224 i EICER L | R AT WED AT L
ECDSA-224 bOEMMAI D D BV HEFF O F
St AT E2HFR
128 £ > b AES-128 Brlz7e L FIH A1 FIH A1
Camellia-128
ECDH-256
ECDSA-256
SHA-256
128 E v k225 | RSA-4096 KRz L FIH A1 FIH A1
192 £y O] | DH-4096
HMAC-SHA-1
192 v k ECDH-384 Bz L FH A1 FH A1
ECDSA-384
SHA-384
256 £ v k AES-256 FrizZe L FH A1 FH A1
Camellia-256
ECDH-521
ECDSA-521
HMAC-SHA256
256 £ v hLL | HMAC-SHA384 Brlz7e L FIH A1 FIH T

$%&  SP800-57 Part 1 revision 5 Titak L TV 5 E K0 725 A 1114
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FIT, W7 AT XLAORRIZBNTIE, “xty bEXxa2UT747 © “xEv N IZEH
LT, EMB R AMBORZET HHENENTE 5, #ilxiX, NIST SP800-57 Part 1 revision 4]
EHBILTHE, BYBUNHLER Y A NMCREO ST LT XLAOE Yy hEXxa U7 ¢ 13&
6-1 DX IICKBTX S, nP., XLOMEE L, ARHEHTIIUTORTZEZH WS,

® AES-xxx: #BENxxx By D AESDZ &

® Camellia-xxx : &2 xxx B>~ b ® Camellia ® Z &

® RSA-xxx: #HENxxx By O RSA DI &

® DHxxx: #ENxxxEYy hODHDZ &

® ECDH-xxx : #E 2 xxx B> b (ffl 2 (X NIST #i## /37 A ¥ P-xxx Z#F|H) ¢ ECDH ®
&

® ECDSA-xxx : #E 2% xxx £ b (il 21X NIST #ifg /37 A ¥ P-xxx ZF|H) » ECDSA
DIk

® SHA-xxx : /Ny > = % SHA-xxx D = &
® HMAC-SHA-xxx : /v ¥ = % SHA-xxx & HMAC I[ZF|H+ 5% Z &

BI'NIST SP800-57, Recommendation for Key Management — Part 1: General (Revision 4)
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7T BEETAITY) ALERICHELREBROETH
71 RIEROEE

A B 1%, SPB00-130 0 2.2 i, 6.1 fi 62 HIICEMS LTV BFHC OV TMALZ b D TH %,

WS-8, LTO@mY ., Bl HE (472 ay) IS LTHEIN., b 0MAisbt
T (X A7) NEFIND, SP800-130 THHET AL A TI1IE 7-1 DEY TH D,

Z\BH (Public) — I AP T & DI
— ANDZ—F DOHNEIZREEFT D

75 A4 ~X— K (Private)

it 3
515 ZAEH D IE IR
55 (Symmetric) PR LR AFH D08 L TR
9 5 1EH
Y (Static) IR [ L7 1
F7rva v TR ———
— ¥ (Ephemeral) 1= yrarRh7Ursay
TOIRFE DI D IEH

T — X D55t/ (Encryption/Decryption)

#7 > v/ (Key Wrapping)

#EfL % (Key Transport)

#EEE (Key Agreement)

& =4 (Signature)

BAE (Authentication)

27 (Authorization)

ELEc A K (Random Number Generator (RNG) )

~ A X g (Master Key)
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£ 71 B A4A7—&
1) B4 774 ~X— & (Private Signature Key)

2) B4 /ABAgE (Public Signature Key)

3) WAL FR#E (Symmetric Authentication Key)

4) BRET 7 A ~X— M (Private Authentication Key)

5) PFEAPASE (Public Authentication Key)

6) 7 — 2 W55t/ 18 5%t PRt (Symmetric Data Encryption/Decryption Key)

7) 8T v 3P (Symmetric Key Wrapping Key)
8) ELBER kI FREE (Symmetric RNG Key)

9) ELE AR T T A4 X — M (Private RNG Key)

10) ELEAERKABASE (Public RNG Key)

11) v A2 xfFfd (Symmetric Master Key)

12) ##fELE~ T A ~X— hgE (Private Key Transport Key)

13) ##ALiE/ABHEE (Public Key Transport Key)

14) ##A B X8 (Symmetric Key Agreement Key)

15) $#AEEH 7 7 4 ~— M (Private Static Key Agreement Key)

16) & B &I EE (Public Static Key Agreement Key)

17) 85 E—F~7 7 4 X — Mg (Private Ephemeral Key Agreement Key)

18) #E4 B — K ABASE (Public Ephemeral Key Agreement Key)

19) BRIk FR¥E (Symmetric Authorization Key)

20) WBA[ 77 A ~X— L& (Private Authorization Key)

21) B AJZABH#E (Public Authorization Key)

A X T —H2 %, CKMS |Z X > CTHRIIZTEE I NEFELI N TV D FFE DR Z8ICBEM T 51
TWAHEHRELTERSINDG DO THY , Kk, HIK, ZIT AL D 22— 5 KOG H AT EE 72 /3
TABERET D, AT —HDK{E2=y NIAFT — X EH LTINS, SP800-130 THLY L
T OMABR R AL T — 2 FEFEITR T208Y ThodH,

W5t DS BB EL FITTH7OIICIIK T e A X T — 2N ELBEEMT N TN D4
D, TDTH, SPR00-130 TlL, Wi O BEAT T I1X, ME (ZHEU) R0 5 Marténe 2 w1 L
BN ELWZ 2 RFET 25 FH 7 r A IIWHER X2 7 0 FERIZXD WEOD
BEMERNE LW EZ2HERTHIEHETTaEZAONTANCE>TITH > b0 ELTWD, BEAT
DR L A X T — 2 IXEEBARERF O LV,
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BB, OO SHICETRRERA X T — 22T ZEEMN T H 0T RL £ UIETD
BB SEIC WD A X T —ZOBEM TR VWEAELH S,

# 72 RENRAZT—ZBER—E
a) ##7 -~/ (Key Label)
b) ##% 51 (Key Identifier)
c) ATAH#H#B]F (Owner Identifier)
d) #7 1 7H% A 7 LIREE (Key Lifecycle State)
e) #~7 +—~ v MEET (Key Format Specifier)
) gEARICHEH U728 d  (Product used to create the Key)
g) BAEMHT HHEE 7 /=Y XA (Cryptographic Algorithm using the Key)
h) A¥— A XIIKESFIHE— F (Scheme or Modes of Operation)

i) ##/X7 A & (Parameters for the Key)
j) #¥% (Length of the Key)

k) 88/ 70T XLMOEF YT 458 (Security Strength of the Key/Algorithm
Pair)

) % 1 7 (Key Type)
m) FEICXT BT 7 U r—3 3 > (Appropriate Applications for the Key)
n) #EX=2U 7 4R Y —@kN+ (Key Security Policy Identifier)

o) 7 7 A=z br—/L U Xk (Key Access Control List (ACL) )
p) AL 7>+ (Key Usage Count)

q) BigE (Parent Key)

r) $EFEMPE  (Key Sensitivity)

s) $#fRi#% (Key Protections)

t)y A X7 —Z{%i# (Metadata Protections)

u) [EfEHEIfR %% (Trusted Association Protections)

v) HEf (Date Times)
w) KZhEEH (Revocation Reason)

72 RIFHROZRIR

AKHilL, SP800-130 @ 6.1 Hi. 6.2 Hillil# SN TWVWAHFHIZOW T LIZL D TH 5,
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O BEROBRIZHIZ-oT, CKMS BRIV EFLHS>LTORZ A FOFIHARKE LR
FEBE, A¥T—%., EEHER. REFH R EZRDRTNIERE20,

CKMS OEEHCHT- > T, BEHEE D.01~D.04 1. #IEROBRICHT- > TOERKRFIHEE
BT 2522k bDTHD, DOLIZFIHT 28X A 7O—E, D.O2ITAXT —HIZ
B L COERFI, D.O3 ITHEHROFAHSFMAESCE Y P FHiE, D04 1T EXFEEZHRITLT
AV

3t | FR . * Reaui s DI SP800-130
. o ramework Requirements = e
Fi | FS ST

D.01 | FR6.1 CKMS ZitiZ, SN TWhWaZENZh oY 4 7 2 kO ESE 6.1 fii
L7222 5720,

D.02 | FR6.2 VAT ATHAISN TWDIZENENOHEY A 712k LT, CKMS i | 6.2.1 i
FHE. FHEBROTEDICRIREINDIETORAXT—XHEHE, AXT
— X EHRENER S NEEE OB T A STV DRI, RO
AT OFE (bbb, BEAI=XLXIIEE T e R) 21
FRLARITHIE R 5720,

D.03 | FR6.13 | ZNEN DY A 71Cxf LT, CKMS &L, BE#ELOA %7 — | 6.2.2 fi
ZEFRICEATLHUTORBEREPATL L RTIET RS20
a) XA
b) FKE AWM (cryptoperiod) (FfAU#E (static key) (2% L T)
c) ZERTFE:
i BEH L 72U ER (RNG)
il BAEROHEE (B2 X, B4 OV T [FIPS 1861,
Diffie-Hellman #&f# 7 8& (key establishment key) (22T
[SP800-56A1])
d) ZFNENDOAZT—FHERIZKLT, UTE2EDDL
i, AT —HDY—RA
ii. A¥T—X%OWRAEN ik
e) #EFEST (key establishment) @ FEX
i HEEEAF—2 (EHRHIRLTWDL5E
ii. #EEAX—LH (EHINTWDLEE)
iii. v bharsg GEHRBLZ7Ta harPERHIRL TV
)
f) BRI TLHRE (BIIX, OB, WEEXF=2VUT 1)
g) WA HT HR#E (Bl 21X, MAC XIXT VX IVESL)
hy #EMEHALES7 7Y 7r— 3 (Bl x2E. TLS,EFS. S/MIME,
IPSec. PKINIT, SSH. %)
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) #OERARFAISNLRNT TV r—a s
j)  #EAGE (key assurances)
i. RFREERFE (Symmetric key assurances) (] 21X, 74—~
v hFxvy7)
o HEDVPRGE A S D D>
o PREEDMG B AU DRI
e FOLOITRIEERED N
ii. FEXIFREELREE (Asymmetric key assurances) (f5l 21X, Fif &
0 D LRAE)
o FEDVORFE A 1S D D
REED 15 B L 54K DL
ED XD ITRFEE 52 D
lii. FAANRTAIHGIETF = v 7
s HENFMMET =y I BFTTDHD
s FxyvIRFETINDRN
o FOELIITRAAL LU IRT AL DHINEDRTEE T D

D.04 | FR6.14 | CKMS & &HiE. CKMS 1T L » THAER., &, X, WHEH, R OZF0 | 6.2.2 i
MEHINDIETORLY A TR ORAXT —ZITHONT, ETDOV
By A =T 47 A, K7 +—~vy FEHFE LTI
5720,

7.3 REBROREFEH

AHEiX. SP800-130 @ 6.2 HilCFEH I N TWAFIHIZOWTHH LD TH S,

D AFF—FEHFACEEN TV HRERET 5 HEE®RD 2T TR LRV,

AT —HBUBNORGH, A FT—ZROZNALOEHEERICEL T, 5PN mt
AXIFEET BB ZADOWT AN E YV RE LR TIIER L7220,

CKMS OFHZHT--> T, HREtHEE D.05~D.07 I,
HEIVEICHET A ERFEEAZHAMIL T2 2L 2RO D TH D, D.0O5S IIK SHDOR#E,

FAZ T =2 Ok, D.O7TITEHEEKRORELZFRIZL TWD,
BEHIE H D.08~D.10 |%, E 7 v v X 2RI H T 556 OR#E HiEICET 5 Bk FH % B fif
kT2 La2RKOELDOTHD, D.O5~D.07 &IFE, D.O8 (XSO MHE#E, D.09 A XT
— 2 OR#E, D0 IXEEBEROREZXIRIZL TN D,

728, D.05~D.07. D.OS~D.10 D\ T NIRRT H D,
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° W%

FHT v 2R 556

Rt
&5

FR
&5

Framework Requirements ® PN

SP800-130
S

D.05

FR6.3

A BT —HEZDOHRE (Key Protections) THEHAINDZNEFhD
5 A T = X A2k LT, CKMS & itid, L FZHF L iz
SR/ AN
i. W7 ay XA
ii. $EN~T AH
i, R
iv. R (protection value) : Z DEFR L, seathigi, Mt
PR, T Y — AFEE (source authentication) O PR FEfHE
(protection value) Z & e, B2 (X, @WUIICELE I 7 MAC
XIT T v H VBRI, EAMERES Y — XFEE (source
authentication) Z#Eft L1575,
v. DRFEDNEH S 7z R
vi. PREEDSRRGE S 7o IR

6.2.1 £

D.06

FR6.5

ABTFT—=BERDO AL T —Z 1% (Metadata Protections) THEH =i
LENENDORE S AT = ALK LT, CKMS g&ahid, LN &2 B
L2 sz .

i e 7Traly XL

. #ENTAH

i, gEFR T

iv. fRF#fE (protection value) (il : MAC, 7 U ¥ LV ES)

v. PRFEDNE S A7z R

vi. PREDREE S AL7 R
—IZ, FFICHEE AT ANV FEEDIIINLIGE, LA X
T—HIZHLTRUUAI=ALNEHEIND,

6.2.1 i

D.07

FR6.7

AT =2 BEOEHBARRECHEHAINDIZNZENDORE A T =

AL LT, CKMS &atid, U T 2B LATIE RS0
i EETATY XA
. #NT7 A K

i BRI T

iv. fRi&fE (protection value) (fl : MAC, 7 ¥ X LVE4)

. PREED A S T R

vi. PRiEDNVREE S U7 R

—_

i

<

6.2.1 i
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e EH I utvxZHMHATIEE

PR | IR Framework Requirements ® PN SP800-130
T | FE ST
D.08 | FR6.4 A BT — X EZDOHELRE (Key Protections) T I 5K 50T 6.2.1 Hi
FenZEnRZEROEE7 v ACx LT, CKMS i&atix, LA F%H
RLRTNE RSB Z20
i o7 rEREXRTHDIHEREIND 7 7' 251
ii. 7atAOMPAITT ot AOMP~DORA X
D.09 | FR6.6 ABT—HBERD A KT — X I%# (Metadata Protections) THEH 4| 6.2.1 Hi
LT FRTIERWENENOEH 7 1 2Tk LT, CKMS X7
X, LFZHRR LT 0
i, Zo7etREMOT e ANLREBT LA SND
ik 1l -
ii. 7uvAORAIIT o ADOFH~ORA 4
D.10 | FR6.8 AT = BEROGHBEBRRECTHEMNIN I SFHTIIRWEN | 6.2.1

FROEE 7o A% LT, CKMS i#%aHE. LFEZHE LR ITN
X7 6720
i ZoFobREMoOTa AN GXET LIRSS
Ak 1] -
ii. 7ot 2OMPAIT T ot RAORP~DKRA 4
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8 BMEREBETNAZA~DEX2IT 40K

8.1 &EEFEBR~DT7I/ERIbr—

AHilL., SP800-130 @ 6.4 i, 6.7 Hi. 6.8 Hi. 8.4 HIIHHIN TWAFIHIZOW T LZ Y
DOTHY ., BIEREERICHEE - EHATS72DICHAT 25 CKMS T34 ZZHOWTHEYHE S,

725, SP800-130 @ 6.4 FilZ 1L 28 D/NHINN B B 03, KFg# CIINRFITIKFEL TENLL % 5.2 Hi
5381, 546, QAEICHBEL T L Th D, £/-. 6.8HICH 8 DDO/NEHNH H A, KIFET
TABICKGFLTEND A2 5.3 8, 5.7 8, 8.18i, 94HiICHBEL TRt L ThH D,

811 77%&#ARavpPae—LTAFT A
O 77RAa b — V~OEREHEZFORITNIER L2,

CKMS Otx = U7 ¢ 1%, BIEROFEIRBEREROBEEI 2y — 7 v A LFEITITEKAFET D, 2D
7o, EEROEHBENBAIINTZZ T 47 4 QR (FFRHL) ~DIEEE L TOH
EIFINDZ L, ROZOMOBIRFEEN R THEZShTVDZ L 2RIET S 2 L AMET
H5,

T/ Aary b — LY AT AT, BEEY2— L LEB LT, BER~O@ENRT 7 &
x%:ybm—wﬁékwmﬁﬁﬁéo

CKMS DOF%FHZH 7= > T, Mt HE EOI~E.06 /%X, 7722y ba— /L ~DERFIEE
HiEtT 562 L 2RDTEHLDTHD, B0l LN E06 X7 7 A3 br—/LORERMER.
E.02 [3REDO = > v — v, BO3 =T 47 4« OFRFE « 587, E.04 XN EOS1Z7 7 &R
Sz E LTV,

FET | FR , . SP800-130
Framework Requirements ® N ¥ .
&5 | &5 i

E.01 | FR6.88 | CKMS iZ#tiX. =7 47 4 ACS(T 7 Rar ba—L 27 A) .| 6.7.1Hi
iEn Yy 7 KORZENL OB O ORLE 2 77~7 2 & T CKMS ©
rARE =% LR TIER S R0,

E.02 | FR6.89 | CKMS #%FHiE, #@UIREELRAET D72 OICREIN TV HEEHE | 6.7.1 &
%%_ﬁﬁéﬂ@%%£L@?Mi@%&wo

E.03 | FR6.90 | CKMS #%&Hi%. S HERE~O T 7 AR ED L H @S n-= | 6.7.1 fi
VT AT A EHIRBL TCWANEBHE LT IE R DA,

E.04 | FR6.91 | CKMS ikatid, & HIERE~DT 7 L A ZHIHT 57200 ACS &% | 6.7.1 i
DRV =L L2THERLR0,
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E.05

FR6.92 | CKMS i&xitiE, 27 &b TEZWR LARTITR b0 ¢ 6.7.1 ffi
a) TUT 4T 4 DORJE (Bl N TN AL KKK
b) TUT 4T 4B SN TNDENE I, KOEDFHIE
Q) TUTATAMVHRIMESNTWNDENE I, KONED L
d) =747 4 DBAPBIESNT WD, KIZED L
e) TNENOHEHEROT 7R Fr—/L

E.06

FR6.93 | CKMS #%&tiZ. CKMS ¥ %=V 7 4R U v —& ., FE3E, Mird | 6.7.1 &
HT28D ACS DREI#HTE L 72T iE e 6720,

8.1.2 KEFEV=2—

0

BEEYa— X2 T 0 R)V—2EDRITNIZRLRN,

—RIZ 22— F I SRRSO+ RE AR T D L D ICIEERE - FE I TR,
FEEE, FLarbva—Z REiZEFa VT 4 BBRESNTVWRWNWY 7 My =27 B EENLTND
ZEmb, ¥FarEa—X EOWEY 7 Ny o7 TIEMEMICEEI LTV D Z EEOME
FCERNY 7 hY =T ICLDHBEDOHRBNICRES N TNL I EREETH D,

FOXNEO—D2L LT, BT a2a—LOMEARLSL, BEEY 22— /LT, BEERANIC
FIHEINDIHERXR—2A0F 2V T o BEE2T2UE L TR, EEREEINN—Fy T,
V7 =T, Tr—LyzT 2R,

WEEYa— VOB, BEESnNeX2 ) 7T B2t L BEROREZITH 2
ETHY, TEYa— X2 T 4RY =i T, WS AT HWE K O
HIICRET D2 X2 ITEONTWD, ZDkd, CKMS TiE, BEEEY 2 — V&R L TH
FHEAERL, RE, HHKOMRELIT) ZENEE LW,

L, BHEYa— AR RET 28X ) 7 A ECRELNLVEL, BEEY -
X2V TR I RELSLKET D LICHESNTZ Y,

BEtHEE E07 13, CKMS OEEHCHFr> T T a2 — L ~OBERFHELIE ST 2 —

NEXF2V T 4R —DTHIMEILTAZ 2RO DTH D, BT 22— /LT, E.07
TEDFEEXF 2T 4R —ICHI> TR LTSRS 80,
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&t | FR SP800-130

Framework Requirements @ N %

e | &E S
E.07 | FR8.19 | CKMS #&itiZ. AT Z&de, iHT AR FE Y 2 — L K ZENEN 8.4 fii

DEF2VT4RY V—ZFELRTITRS R0

a) TNENDEY 22— VOREFRE (V7 T 77 —4LTU
=7 N Ry=T, XiEFANATY v R)

b) TNENDEY 2a—NVOFEMERET L-OIENERD
A= XN

) TNENDEY 2a— VO TREZRESTLLDICHENIND
PR K ORI A 7 = X A

d ZhZhoETa—L (EF=2 )7 s BiEE2 B L) TEITSN
T =FRBREBRIE, LOENENOEY 2 — LV THEH IS
RAE R E

@ BFROEZFEY 22— NV~DODAHN DD OBERUCHIRZRD 2ITHITRL R

vy,

EEEYa— L, EXHROESE~OWIHARELZIRME L, YRR £ R 5#R
BHLAENEIZLTWD, 20k, AP EXERXOMHEILTT T4 X—  EE R D
MENELL IRV SEY 2 —VEFHATS CKMS X, L0V@E M Tl exaT7 ThHo, £
o, BEEEY 22— Ao SN SEAEICIE, H D RTCKS 58812 1 =22 00 058 723 388 8012 i
SNRTIT RS 70,

BTy 2— /L TOANHDEREIZ. O &> XFEZNLL EORE S8 K OB HEAF T S vz A ¥
F— Ak EEHOEBOTEDITEEEY 2 — LI AT AEHI1, T, FETofE
VIR E DT DI ST 2 — AN AT 57D EHT %,

CKMS D& FHIH = > T, RifHE E08 I 5E Y = — VICHIFHREZ AT D720 D 5%
AR T D22 L&, B0 IZATI SN OHEMOTE ML BB L RET 272D D HEEH
Ml D52 Z2ERLEZLOTHD, —J7, B0 STV 2 — 0 b@EREHNIT D7
DOFMERMBILTHZ %, BALITH D EN2@IEROEEEEEBESEZRET L7200
FHiEERABIET 22 L 2ERLZLDOTH D,

E2~E.15 [ FREECT 7 A N— M2 ERFEXRATAH N SN D856 O R FIHEZ
kT 252 Z2RDIELDTHD, EA2 T ERRNTHIRESLT T 4 X— MR ED AT
EITH D OEMNE, B3I U T 4 T A AED TiEE | B4 IR 5E Y 2 — L4 TOR#
FiEE, BAS XEAEHIEZENENHMILT L 2ROTZbDTH D,
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BB, RHREST T A R— MR EREXERXTAE N LW AIZIE, E12~E.15 I
BN TH D,

fRat | FR _ . SP800-130
o o Framework Requirements @ PN % e
T | B S W=

E.08 | FR6.58 | CKMS i%itiZ, YOk Hic, Pk ok CHEHR (K 58&O | 6.4.19 €
ABTF—H) BDEEES 22— LIZADENSE), ATEnETER,
KOATNZHWSL D FEZHTL LTI B 720,

E.09 | FR6.59 | CKMS #%itiZ., (WME R HIE) o XricAhanzids A 25 —4| 6.4.19 i
M M OB MRS N DR ICRE S NUBREES N D A HFL L7 T
AN E AN RN

E.10 | FR6.60 | CKMS #%itiZ, YO X Hic, ok ok CHBE®R (K58 & | 6.4.20 €
ABF =) BDFEZED 22— A6 DEN50, KO HEND
TEXZHAZT L 2T L 5780,

E.11 [ FR6.61 | CKMS #%alid. Fo Lo hEani-Es A ¥ 5 — 2 OEEMELED | 6.4.20 fi
SERMENREEEY 22— VONAT TREI NI DA LT
SRAAN

E.12 | FR6.94 | CKMS #%atiZ. EX TORFEEILI T T A X— MNP FEY =2— | 6.7.2 Hi
VIZATT X I S22 R L b i 7ze 6 7220,

E.13 | FR6.62 | 77 A ~— M, *FFREE, IIHEE O 2 &%‘w&biﬁﬁ%%\y‘;wv 6.4.20 £
NHEATH I IN55E . CKMS &itid, sk (%5

WA X T —4) nigft I DHiIC @Umbi/7474%m£?
LHIMNEIDd KOED LD _mm“%ﬁb AL LR TR 6720,

E.14 [ FR6.95 | Wh R A ESEY 2 — LB W TH, EXTORFEIIEXDT | 6.7.2 i

TANX— MENS AT I SN D EEIT1X,. CKMS &%, FE3X
BREDOIHICHE ST 22— L0 TIHRESN, FlESND 0%
R L2 T huiE e 6720,

E.15 | FR6.96 | W A 5T 22— LB W ThH., ﬂ?it’(“@iﬁ’ﬁﬁ@ﬂﬂiﬂ@t@f 6.7.2 i
74’«v—%%¥75>7xj72 TH T EN A EEICIE. CKMS &%, o
XOREBERED L HICEREEIND %Hﬂnauoc FAUER B0,
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b) AL T =2THRY 7 T =2T, TOVFANA T 2T AF ¥
VYT N T L KO ANAY TR TF v B ARG
% W8] JE B J O R b DI E & & T,

c) —brXy MEHEO#EY 7 by =7, L—F%y MR,
VTR =T KON TR T v A B AT 5 R A &
OA X2 FOFRE & & e,

FR8.9 | CKMS &FHE. 0S KNCKMS 7 7' U r— a V7 h U =7 IZx4 | 8.2.3 i
BUTOY 7 by =TT =y 7 OF@REWL LA2TERS
AN
a) Y7 NU =T EEMENA A M= VRICHEE SN D 5 E . EE
MEDLHIZFETINDI N ZRHWT D
b) Y7 bv=T RSN ERIICHEES N DB A REEN ET S
W2 BEZ RS 5

@ BEEHEICHTIERBFRZRDRITNIETRL2RW,

CKMS Tix, A~ b, ANV FOEAERR, KOAXNY F2RESELZT 4T 4D
Ak (ID) 3 EE 2L O T 5 LICL - T, X2 U7 ¢ Bl X N ZEA
TRETHD, TODITIE, EEEFHEEICKH L TR HESCHICHET REHHD S
BERAR AR LBET LB, BEDEEMENRIETE DL LHICERER 7 DKL
SO RESNDZERVLETH D,

F/o, BEXx =2 U7 o @EHE(LTNE (Security Content Automation Protocol ; SCAP) (ZH/E
ENTWDEIREBFMEY — i, BBIEORT =X A Na v Ea—F VAT AOgEENE
DFFICHRD 2 FETHY, AT LT 7ANVXIFTENLDOT 78 Aay bue—/VEHEDHK
B, T2 77 ANDEEMEROBEROREELRML, BEEROEES X M2RET D
By — e L CHRHTX D,

CKMS OEEHZHT-»> T, MHITEH FI2~F.15 1. BEEEEEIC T 5B RFHEZHELT
HZEERODIELDTHD, F.16 X SCAP ZHH T 585512 SCAP (Zxt3 5 FHE Z= g3
HIEHEERLIELDODTHD, SCAP ZHH LA WEAIZIX, F.16 T4 Th 5,
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Rt
&5

FR . « Reaui s D P SP800-130
o ramework Requirements = e
x5 S

FR8.10 | CKMS #&Z&lI., Y R—FENTWHEAREA X FE2 BT L., & | 8241
NENDA XY MIBEEINTWDNERNAGETH D NE RIS
AN E AN RN

FR8.11 | TN ZFNORBINATRERER AJREA X MI% L, CKMS %%, 1 | 8.2.4 i
Ry NEBRIRT DENEZFFORE ZHTL L2 T IER 5720,

FR8.12 | ZNENDEEREA N2 MIxf L, CKMS i%itlX, it nsd75 | 8.2.4 i
— Z AT LTI B 720,

FR8.14 | CKMS &3, VAT A7 7 ANLDODHREXIZTT 78223 ha—L | 8.2.4 f
JARDEI X2 U T 4 BEOH B W HHEIZON TR
IEZ2T 2570, EHRIEEZTRCT VWY AT AT 7 A4 T 5 2 A
T AERBECREFEEAZATL LTI 50,

FR8.13 | CKMS #%itld, CKMS O IELWEMA K N X 2V T « 23+ 57- | 8.2.4Hi
Wz, FoBREMEY — ARSI TV A EHTE LTRSS
QAR

913 Xy NT—ZEF=2VUTF4arbu—)b
D F2VT 8B RE2a e —NVTBEDOXYy NTV—2%Fa )T 43 b

VTR R THEREBEEHEZRDRITNITR B0,

Xy hU =74 & 72 CKMS T34 A~ OREEB#ET D012, Thb
CKMS A4 2% X 2 U T 4 BERNMICHET DL EHIT, 7747 04—V IR AR
HoeBEHY AT LAEORYy NI =X 20T a3y ha—LT A 220 OnfAED
T2 ) T4 BERNBERETDLENDD, ZOLD, Fy hT—2EF2 VT 42
YRR =T NS ZTBEACE X 2 T RGITICERE S, X a2 T R BB E R —
TAT MRORy hT =7 =B RADHLERUETRETH D,

F 72, CKMS 7 /31 A2~ DoS/DDoS KB X CKMS O H— b A4 MEIET 25 Z Lo/
N5 REMED & % D T, DoS/DDoS BB Z[jIE+ 52 L b METH D,

CKMS OEFHIH > T, MElHAE F17 KO FA18 &, EFXx =2V T sz hre—L
TEHEEZDOXy N —=I X2 T saryba—LT N4 Rk T HEREFHELAMLT D
L ERDELDTH D, F.19 TN F.20 1Z DoS/DDoS B~ 56k 5 0 7= 3b 0> B 5k 55 18 % B fife
kT2 zRkdibDTHD,
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Wt | FR | . SP800-130
o o Framework Requirements PN % e
T | B S W=

F.17 | FR8.15 | CKMS % &3, CKMS IZ L > CEHA SN A ERHEH#EA = X L% 8.3 ffi
LTI S0,

F.18 | FR8.16 | CKMS & itiZ. UL FZWF L 2T b 722w . 8.3 i

a) HHENDEZ 7 7AT 94— NDIATET 7 AT T4 —)L%
NLTHAIENDLI T e har, znEno7ae harvy 470
#{5C (source) &%E’E (destination) % &

b) HHENSEABRM -BIES AT LADEA T, u Z kRt F 2
U7 4 ZEXIS O Z &

F.19 | FR8.17 | CKMS #%&tiZ. CKMS T /31 A & % —E 24 (DoS) W) HR#E | 8.3 i
TAEDIHERASIND FEZHATZ LR TIE R 50,

F.20 | FR8.18 | CKMS #&itiZ., A I N2 ZNZENDOHENRED X H I — v 2 8.3 ffi
HWENSRETINZHT LR T IER S 20,

9.2 VAT AMREE

AREilL, SP800-130 @ 9.8 HilCFH SN TN D HEICHOWTHRLEZEDThH D,
AETBRO D VAT SMRFE L 1X, CKMS THIHT 5 2 v A= » FRUT NS ZAREHLH
TEXaTRbDOTHY, AELRMABRALP SN TVWRNI LZRIAET LT REATH S,

O BREHRICETAIERFEHZEDRITNIIR LRV,

MREHIL, M ~ORATINTVWRNWIIER LARWERIZL > TEXF=2 U7 0 MET
P POBERNXBARVIAEND Z ENRWVWI EERIET DO DFIETH D,

MFHEHE F.21 13, CKMS OREHIH o> T, BE GO B 7% e BB+
LHESRFHAZAMILT L2 L 2RO bDTH D,

M | FR . * Reaui « DN SP800-130
o o ramework Requirements o .

Fw | E Z

F.21 | FR9.10 | CKMS ik#tid, LTz LR T iE e b2 9.8.1 ffi

a) MEKHIEO FTICEIPNTNWDET NN A (Y —RAa—F, A7
7REE ETa—F, 7r—LAvx=T "= FRU=T, LE,
KT A b a— Ragi)
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b) HWKHIEO T Ta R — FERT NN, A~ORBAI ST
EREF Tz Z L Z2RAET 5720 OREE R FIH (] 2
3. AR AT M OV U 70 R 8k PR FF)

@ TFXaT7REMCETIERBFEZRDQUTNITR LR,

CKMS THEH SN2 MIZIX, B =27 2B OMRGE (ZE L ENHEWZR ETL
R CTHY, WSAINTVWRNWZ L) RUETHD,

MRFHHEE F.22 (X, CKMS OFFHIHT- > T, B = 7 R 2R - #RT 5720 D FR
FIHEZWAMILT 2 L a2kD-bDOTH D,

fREt | FR . * Reau « OIG SP800-130
. ramework Requirements = i
&5 | &5 Edih

F.22 | FR9.11 | CKMS #&#tix. L FZ2 &%, CKMS TEH & 20O X277 | 9.8.2 i

BT O BRFEIHAZ AR LR T iE e 570

a) Boft7mtExmicf N g o 8— (tamper) STV, X
LF =N R IND Z L ZRIET DD DR
FEEOR FIH

b) EM7eE AP BENZHE I TRy, IR Iz Z
ERRINSND Z L EZRIET D 72 O E R HIE

) FREINTWARWVWEMDIBRMEND Z & ERIET D7D DM
PRI

d) WEOEMTNZELIED XIXEBIE L T2, R OZE L IED XL
BIERRIN SN D Z & ZRFET 2 7D O R Bk IH

@ BARBEROA VT TV ARREIIRETS2EF=2) T 4 CHTHIERFEZRD 2
FHIER B RN,

CKMS BRFERBE R A 7 > ZABREEIX, WEN, A, KONy T2 T OEE N5 iEY)
RSN 2 TNE R, £, a4 T VYT =TV h, TRAINZT 4 X
EWVW o TR Y — L EBEINICEET NE TR,

MEEH F.23 (X, CKMS O FHICHTZ> T, X 2 T RBEBBRERNA LT T A RE L
EHTH-OOERFEZPAMILT 2Kk THL, ZhiZiE, EHEXF=Y
FA4.ANEXF2TF 4 RV AT AEX 2T 0 DETE ST,
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BIZB T 2tF=2 )7 4 ERFHEZHATL LR TIEXR L2200

a)
b)

c)

d)

2)

Mt X =2 U7 ¢ BREIH

BRRE ., . MOMRASFEICHT 2H R EL Ny 7 7 F
D RF2v DX BRANEFR2 YT ¢ BRFIH
BN B (multi-person) (2 X 2 il K& OVEkE: 53 #L (separation
of duties) DX O R FHEAIExF 22U T 4

BARIRER DA T F U ARBEORE, KOFRA s —H
T 7B AT HT 7R ay ha— Lo =00
ayta—4FEeXaT a3 bue—)b

Ny X T DRBPOERRABEREE S NA T AR & Rk i#
THEOOFX Yy NI—r X2 T rar bu—)b
BARTDOY 7 b =T KOZOHIET — & 0522 i#
L0 EENEX 2 T ar br—/L

Vb (FIZIE, =T 4 H, AR, T T R =TV UH,
=K% MMEBETE, AU =T OV —RATRWI & ZRGE
THOICHHT 5 FB

&t | FR . * Reaui s DI SP800-130

= = ramewor equlremen S /ﬁ\' .
Hm| & SR
F.23 | FR9.12 | CKMS #%itiZ. U F&2Eie, CKMS OBRBEEL A T 28 | 9.8.3 i

@ XRMEERACETIEREFRZRDQTNITR G20,
CKMS 1%, DT F 27 R FIETY AT AOXKMEBRM, MELKMEET 588 % FF

ORETHDH, Fiz.
CKMS OFHIH = - T, MEtHEHE F.24~F.28 1%, XKKAE IERE

HEL SN THD ZENLEE L,

(Z BT D R EIH & B e

kT2 LZ2RDI-LDOTHD, F24 (TME, F.25 XA, F26~F.28 (TEE « XFALITF Y

ERAP
FET | FR , . SP800-130
o o Framework Requirements @ PN % .
Fe | FE Z W
F.24 | FR9.13 | CKMS #&itiE, U T2 &, Y AT ADOXKMEKRMT 5 CKMS OfE | 9.8.4 i

TEHTL L2 ITE 60

a)
b)
c)
d)

BEFIfRT A |
TF—FEa—F
S B RS M B A
MEET A b
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F.25 | FR9.14

CKMS #&Ehi%, LT a2 ate, Riax®ET 5 CKMS ORENZHF L
RIINIERSR N AT —=H ALR— A v b=V R BN, 248
PE, KOV — ARFEIRFES & TERR T 2087, KOV S 72 W iE
HE % KR AT D BE

9.8.4 ffi

F.26 | FR9.15

CKMS &, RMaz S L. oo+ Wiz L<mbnT
WD RIBIZxE T D IEIE 2R, Bifs 3 % CKMS ORES) & 52 L7232 1T
AN SR A AN

9.8.4 ffi

F.27 | FR9.16

CKMS ixatid, B, wath, KUY — ARAER# & TEEL
ERE L, Do ShRWBIEZRET 5 CKMS OREN ZHFE L 72
FhiTe b2,

9.8.4 ffi

F.28 | FR9.17

CKMS #%itid., MpE G TEIEL EET 5 CKMS OREN #BHFE L 722

TR B2,

9.8.4 i

93 X2V T4T7TEARAAVF

AHilX, SP800-130 @ 11 FEICFHEH SN TV DL HFHIZOWTHHLIZLDTH D,
CKMS DY ¥ =2V T 4 #4570, CKMSDOEX 2T 4 74 7 XA L& L TEEAXRA
AT TN OO EFXF2 VT 4T BAA L IREBIND, Flo, HRBEZS LT, AT
AL E LT IE RS, KEITIEH, EX 2V T AT BEAA L RERA T F Ao

Tl # 9,

O BEeEXF2VTATERARA VN TCETENIEREHZBD R TNIER S22,

BCOm Al SO RBL R RF I _E e F 2 VT 4T ERAA R THY, EFX=2 VT 4T BRAA
MBI IENTELIERTRIFUTOLDONEZTEND,

CKMS &

=R

FEDO L E 2— (CAVP, JCMVP/CMVP, CC/R EDRFET v 7T A, %)
VAT AEHOT —FT IV F vy L Ea—
HRET A MR EXF2 T 4T A B
S S N =BV Al Sl N

HEHC BT o T, MFHHE F.29~F371%, 82t X a2V 7 40 78R AL N THELT
SNHERFHEZAMALTHZ L2 RDEZLDTHDH, F2915T7 B Z AL FONE, F30 1%
TEARX L NOFERGEM. F31 KONF32 IZMGE7' 2 77 A, F33 KON F34 137 —F7 7 F
YL Ea—, F35 KO'F36 1 IET A PRt X =2V T 47 A M, F37TI IR L —v 3>
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TAMIBETI2ERFEDNZEZNENLHNRTH D, 2B, F31~F37 TS LARWHEHB TG
RBRHTH D,

&t | FR . * Reaui s DI SP800-130
ramewor cquirements 4%\'

£ | B8 1 5

F.29 | FR11.1 | CKMS 3%E3E. ZA27 CKMS tX 2 U F 4 7B A AL NORIXIXE | 11.1 fi
FRIZATON D, RERRIEFEITREZHETL L2 o0,

F.30 | FR11.2 | CKMS #&&HE. ekt X 2T 4 7B A A L BBV IRISN AR 11.1 i
WEHTL LR T IE R 5780,

F.31 | FR11.3 | CKMS #&&HE. 512D CKMS T /34 RZHOWT, RiF&2 5 r 724 | 11.1.1 i
TORET 7T LAEHTE LT bZewn,

F.32 | FR11.4 | CKMS #%itiE, 3RIEFEAT NA AT 22 CORNHFZ2HIE L | 11.1.1 #i
R IE R B 720,

F.33 [ FR11.5 | CKMS #%atd. et xa V747 ®8AA LV FO—EL LT, 7 | 11.1.2 fi
— XTI F X L a—%2MBLELTLIENE AR L2 TNIE RS
QAR

F34 [FRI11.6 | 7—F7 7 F ¥ L Ea—RRETHHLE,. CKMS #&itid, 77— | 11.1.2 #i
TI7F ¥ b Ea—F —AIHNBERAF LYy EHE LT E%
SRAAN

F.35 | FR11.7 | CKMS #Z&HZ. HEARASTO CKMS OEET A ML REX =20 5 ¢ | 11.1.3 i
TAMERATZ LA TNIER S0,

F36 | FRI1.8 | CKMS ikahid, A £ TICHEIT SN2 TOMIET A L TEF 2 | 1113 H
T AT ANORRERE LgTITRHR0,

F.37 | FR11.9 [ CKMS #&illd,. 5 F CllFEITEINT=H6P LT L= Rr L — | 11.1.3 i
a T AMOREREZHATL L2 TNIE R 50,

@ BHHREXF2VT AT ERAA VI TEFTENAEREHEZEDRTNIEROR

AN

VAT Lharvir— Yo tr— FREHa br— L ERAMIZLS 2 b
B— LA BREEICEHISN, TOBEVICEHLTWD Z L2 RIET 57201, EHMICT &
ARAV NEEBITRETHD, ZOTEAAL TR, D7ty BiROEX=2 T 47
TAAV NP ODOV AT LERGEHROBRAE, KOEMREET A N EREXF 2T 07 X
N DOEITRITDOND,
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CKMS DO FHZHT- > T, BFEHE F38~F41 1, TR X2V T AT EARA LT
FAITSNHERFEA AT L2 L 2ROIZEDTHDH,FI8ITT A AL D FEH S,
F39 M OVF.A40 137 A A 2 R OHPH M OHNAE, FA4LITEET A P OtExF=2U T 47 A R
BT 2 ERFEENZN TR G TH D,

fRet | FR _ . SP800-130

o o Framework Requirements P4 e

Hm| & SR

F.38 [ FR11.10 | CKMS #%&tif. ¥ =2V T 4 L Ea2a— M EZHT LT iE e 6 11.2
QAR

F.39 | FR11.11 | CKMS #%&fi%. CKMS 731 ZDBlENG, X2V T 4L Ea2— 11.2 i

DAa—THHAFT LT IIER B0,

F.40 | FR11.12 | CKMS #&&liE. L E 2 —XROZNZFIND CKMS 7 /354 A 2% LT | 11.2 i
ITONDFEITROBA T, EM X2 T L Ea—DRAa—
TEHTE LT E R B0,

F.41 | FRI11.13 | CKMS #%itiZ., THM X2V T 4L Ea—0D—¥& L TEITX 11.2 i
NHEBET AN XF 2T 4T A MEHEZ LR TNIE RS2
Uy,

® BHOEF2)VTATEAAV FPTETENZEREHZEDRITNIER SR,

VAT ACELWEENMAONIZEE, U TOHATOEREHFT~OEBMOEF =2 T
AT BAA FEFITTRETHD, k. BEORI AT LAEERE L WVWHAICIE, B8
X2 VT 4T ARV NEEETRETH D,

® {HIEIOEXa2 T 4T EAAL MUBOHE =ZFRBIAESNTZT NA A~DEHT

@ AT ALARHALTFHLDOT —FT 7 F v L Ea—

® CKMS OHHET A MK WNEXxF=2VUT 47 A b

CKMS OEFHIHT= > T, MFHEHE F42 KON F43 1%, BMotX2 T 4 T7EAAS b
THEITEINIERFHEHZAMALTH L 2RO DTH D, FA2IIT A AL MO FEMSE
A, FA3 7B A A FO®BHELONFICETL2ERFEREZNENHRTH S,

3t | FR . * Reaui s DI SP800-130
ramework Requirements oS .
& | B SHRE

F.42 | FR11.14 | CKMS 313, BNt X =2V F 4 T A A Y "REMBINDH X 11.3 i
R Z A LT L B 700,
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F.43 | FR11.15 | CKMS EHZ. BMotEXF =2V F 4 TR AL O Aa—F 2B 11.3 £
LTI B0,

@ X2V T 4 AT FTUVARATEITSNLZERBEEZRDRITNITRB R,

LI EOEF 2 T 4 LV EZEHLTWEZCKMS Th-oTh, RENEF SNV
HLWEBNERINZVTHZET, EX2 VT A Lb_ARKRTFTHIER”HD, D7
W, BX 2V T 4T BAA L FEEFBNC, CKMS Ot x = VT 4 Z2#F - {bT 572012,
XA A R T A N> THYIC CKMS DA VT F v A &FE L, REIZISUTCT v 77
V= RTA5Z2ERMETHL, EXa2 VT AT T AL, LFTOXMKRBANEEND,

® CKMS ZHHDEX2UT 4 Ny FTEHTD
RN TA RTA IS TV AT AREZEHNICLE 2 —7 5
BRI TTA BT A 20> T CKMS #E#BICT A R34 5
W SINTZBE( A FTA4 v 2@HT 5
EHE2_XRr L= a T AREITD

et H F.44 13, CKMS O ICHT-> T, X2 VT 4 AT F U ATEITINLHER
FHEZAMETH L E2RDEZLDTH D,

REt | FR . . SP800-130
Framework Requirements M PN % o
&5 | &5 i

F.44 | FR11.16 | CKMS & &ll%. ¥ =2V 7 4 2572010, EIT7 3752 L0834 11.4 £
BB T 7T 4T &) A MELZRTIEZR B 780,

9.4 CKMS ~D7Z7EZxay bhua—LDfEFHELEEDO BCP %t

AEilZ. SP800-130 @ 6.8 HICHEH I N TWVWAFEHEIZOWTHILI-LDODTHSL, B,
SP800-130 @D 6.8 HilZ1% 8 DD /NHiN & 23, AFEH TIINFITIKAF L TENL D % 5.3 Hi. 5.7 #i.
8.1 Hi, 9.4 filZ/mBEL TRtk L Th 5,

TrRAa b —ZiE, EX2 VT BRICBWT, BRI ShiEo T 4T 0 OBRDBEF
2T 4 BEANBICAND LT EH7-00MFEL L TCOREERDH L, HicsxE, 7782
Yhua— RN EFRET AT EIXELICEX 2 U T a4 fERILIC OB Y AT N D ARE T,
TR b — A REFRE LTS A OMRERY O .

M S8 B S 2 T AEHER (AR — 112



-

7 Aary bu—LofiipfbimmEnic GG, #EROMGBL LR, ROXT v 725

BT, WU RN EE I b A EE L, EE L RVEELZREB L, KEBICEX 27 RIREBICE
R o ENMETHD,

0

a) £ OJREK K OFELHH A2 R ET D 72 I fbaft & 74

b) SEHR (WTESORXA 2T —2) OB % R/MET D 72 DI fafa BT B 2 14T
¢) fEFRLDOFEREP LT 5722l 7 & IE T B % R

d) CKMS ZtF =7 ZREMAREICEIFSED

WEYX2) T 2 OFEBILICHT S BCP X EEZEDRITNITZR O R\,

CKMS OWBit ¥ =2 U 7 4 RF L, B EE XIS E Y 2 — /Lo &3l o fiiaft
LIZbT AR H L, —BEEFa T4 BRESNDL L, BRE SN EBEER O TEEMER
BDO L% 9 &2, LR S# L UM H R e E7RasbsEohn s L oo, K
NORYy 7 2B SALTWDLATREERS D, 2E 0, BESEUIESEY 2 —LOfEikl
W29 % BCP XARIZT TIEAFATHL0b LR,

CKMS DORREHI BT - T, MFHHE F45 1%, WX = U T 0 OREFZ B L IR O %G
RLFTHE AT D52 L%, FA46 OV FA7T I BCP #KE L THEE X2 U T 1« OfESAL
PODEIBEITI DD FERLERFHEZWMILT LI L E2RDIEEDTH D,

B, WEEX )T 4 ORI D SIS 5E Y 2 — VORI OS5 E 1T,
MINCEE X 2 U7 ¢ OFEFREICK T2 BCP XK 2 Fli L2 T e b 7a .,

FET | FR . * Reaui « DN SP800-130
ramewor equirements S

&5 | &% ! Bl

F.45 | FR6.123 | CKMS #2313, 5P A CKMS D2V R—3% 2 M XIETF /A4 Z~D | 6.8.8 Hi
WY X2 ) T AIZENCKMS IZX s TRHREmEN-E X2, HEIW
B ENDZ T 4T 4 2HRE LTI S 720,

F.46 | FR6.122 | CKMS #%&tiX. CKMS N ED L DI FEY 2 — LD 2 KR — | 6.8.8 i
P P EOT R, ANDEBRO I 72 (RIEZR) MBET 78205
FET 502 LT E R 570,

F.47 | FR6.124 | CKMS #%FHE. BEINT-MHEEN ED X 12t o 7R BICHME | 6.8.8 i

NMTELHhEHRLRTHIEZR B0,
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@

IV a—F VAT LDOEFRILIZRT S BCPHREZEDRITNIETR L2,

HERT 7 AN SODRSADER =T 4 VT 4 IC KXo THRIBUIZA R br ZICRRS
NEGE, Y%7 7403, EXTEXF2T7THLIEDN>TW0NDEXFaT AN L —VIC
RE SN I T T T 7 AN EH S TEEMA LT THD, £z, LKEHICDTE > T
V7 MU= T NI AINTGE, Y% 7 b =T3RS EE - KERERFO BCP &t
KRICHHENTEFIREZERA T X2 TH D,

CKMS O FHIH 72> T, MFHHE F48 1%, "— KU =7, V7 by =7, KT —ZIT
KT HUSAERMT DO DOERFEHZWMET D22 L&  FA9ILBCP xR &L LT HA—F
DT, V7 U7 KOT—ZICHTHHIANGDEIBEIT D) 120D Fii & OB RKFE
HAEeWLT 22RO DOTH D,

fREt | FR . * Reaus § OIE SP800-130

. ramework Requirements =~ i
&5 | &5 Edih
F.48 | FR6.114 | CKMS ##HZ. CKMS v AF A n— KR =7, Y7 b7 =7, RO | 6.8.5 fi

T—HIZHT ORA SNV EEBRET DO END A D
= XA LTI B0,

F.49 | FR6.115 | CKMS %X, CKMS VAT ANN— R =7 Y7+ =7, KO | 6.8.5Hi
TR T HREAI I N NEENS ED X HIZ CKMS 2AEET 5
ONZAT LRz 6,

® Xy FI—2kFalTFoarybu—LoREILIZHT 2 BCP XELEED T

X o720,

Xy hU—27€Xxa2 VT 0ar ba—LOfEFRIEIE CKMS BIEOEIRLIC SRR 0 155,
LLFBEs b 0B Th 5,

@ X hNU—JEXaUF sar bhu—LFT A Z2AOYWHEM G

@ Xy MU=/ EXaVF 4 ar bur—ATFALRATHEAINDOESL EORS#O

fa ek
@ Xy V=2 kFalT4arbum— AT, RAEERTLDITHERENL0 LD
VL E O 58 o fainfk

® fEIMLIZORND Ry NI =0 T —%T7 7 F v OEFE (Fl2IX., D VPN 5 S 1
V= AT =2 arkxaT7 Thnvry NU—Z 2L, VPNU—J X7 —
AUNAL TRy NERET LD END)

® [l —VDONRRAU—F (fIziX, VAT LEHED AT —R) Ofaskib
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