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oooo

AMgorithm Name 000000000 ODOO

e MISTY1
e Hierocrypt-L1
CIPHERUNICORN-E

e Camellia

e Hierocrypt-3
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e CIPHERUNICORN-A
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o KAT-Text: Variable Plaintext(Ciphertext) Known Answer Test
e KAT-Key: Variable Key Known Answer Test

e KAT-Sbox: Sbox Known Answer Test

e MMT: Multi-block Message Test

e MCT: Monte Carlo Test
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2.1 000000000 (*.par)
0 1. 000000000000000
IEEN 00 | 00
(00) | [Algorithm Name] (0oo)
000 | [Function Name] Encryption
[Modes of Operation] ECBOCBCOCFB, OFBOCTROOODOOOO
10
[Bitlength of Key] OooooOo
[Number of Blocks for MMT] MMTODOOOOO
[Key for MMT] MMTODO
[IV for MMT] MMTO 1V
[Plaintext for MMT] MMTOOO
[Number of Inner-loop for MCT] MCTOODODOOOOO
[Number of Outer-loop for MCT] MCTOODOOOOOOO
[Initial Key for MCT] MCTOOOOOO
[Initial Plaintext for MCT] MCTOODODOOO
[Initial IV for MCT] MCTO IVOOOO
[Initial Value of Counter for MMT] | MMTOOOOOOOO (Moded CTRODO OO
O0000oooooooon)
[Initial Value of Counter for MCT] | MCTOOOOODOODO (ModeO CTRODODOO
O000000000O0oon)
[Bitlength of Counter] 000000000 (Moded CTRODDOOODO
O0000oooooon)
oad [Function Name] Decryption
[Modes of Operation] oooood
[Bitlength of Keyl
[Number of Blocks for MMT]
[Key for MMT]
[IV for MMT]
[Ciphertext for MMT] MMTOOOO
[Number of Inner-loop for MCT] oo0o0ooOd

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial Ciphertext for MCT]

MCTOODOOODOO

[Initial IV for MCT]

[Initial Value of Counter for MMT]

[Initial Value of Counter for MCT]

[Bitlength of Counter]

gbooooo




22 000000000 (*.req)

02 000000000000000(@O0O)

IEEN 00 | 00
(00) | [Algorithm Name] (0Doo)
000 | [Function Name] Encryption

[Modes of Operation]

ECBOCBCOCFB, OFBOCTROOOOOODO
10

[Bitlength of Keyl]

000000 [100000]

[Bitlength of Counter]

000000000 [1o00000] (ModeO CTR
O000000o0o0oooooooon)

[Key for KAT-Text]

KAT-Text OO [160000]

[IV for KAT-Text]

KAT-Text O IV [160000]

[Counter for KAT-Text]

KAT-Text 00000 [160000] (Mode O
CTROODOOOOODOOOODOODOODOON)

[Plaintext for KAT-Text]

KAT-Text 000 [160000]

[Key for KAT-Key]

KAT-Key OO [160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Key]

KAT-Key 00000 [160000] (Mode O
CTROODODOOOOD0D0O0D0D0O00000DN)

[Plaintext for KAT-Key]

KAT-KeyOOD [160000]

[Key for KAT-Sbox]

KAT-Sbox 00 [160000]

[IV for KAT-Sbox]

KAT-Sbox O IV 16000 0]

[Counter for KAT-Sbox]

KAT-Sbox 00000 [160000] (Mode O
CTRODOO000000000000O000)

[Plaintext for KAT-Sbox]

KAT-Sbox 000 [160000]

[Number of Blocks for MMT]

MMTOOOOOO [100000]

[Key for MMT]

MMT OO [160000]

[IV for MMT]

MMTOIV[160000]

[Initial Value of Counter for MMT] | MMTOOODOOOODO [160000] (Mode O
CTROODOODDODOUDODOODODOOODOO)

[Plaintext for MMT] MMTOOO [160000]

[Number of Inner-loop for MCT] MCTOOOOOOOOO [100000]

[Number of Outer-loop for MCT] MCTOOOOOOOODO [lo000O0O]

[Initial Key for MCT] MCTOOOOOO [160000]

[Initial IV for MCT] MCTO IVOUOOO [160000]

[Initial Value of Counter for MCT] | MCTOOOOUODOO [160000] (Mode O

CTROODOOOOOOODOODOOOODOOO)

[Initial Plaintext for MCT]

MCTOOOOOOO [160000O)




03:000000000000000((@O)

IEEN 00 | 00
(00) | [Algorithm Name] (ODD0O)
OO [Function Name] Decryption
[Modes of Operation] oooooo

[Bitlength of Keyl]

[Bitlength of Counter]

[Key for KAT-Text]

KAT-Text 00 [160000]

[IV for KAT-Text]

KAT-Text 0 IV [16 0 00 0]

[Counter for KAT-Text]

KAT-Text 00000 [160000] (Mode O
CTRODDOO0O0O0O0DO000O00D0000)

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[Key for KAT-Key]

KAT-Key OO [160000]

[IV for KAT-Key]

KAT-Key O IV [160000]

[Counter for KAT-Keyl

KAT-Key 00000 [160000] (Mode O
CTROOOODOOOOODODOODDOO00O0)

[Ciphertext for KAT-Key]

KAT-KeyOODO [160000]

[Key for KAT-Sbox]

KAT-Sbox 00 [160000]

[IV for KAT-Sbox]

KAT-Sbox O IV 16000 0]

[Counter for KAT-Sbox]

KAT-Sbox 00000 [160000] (Mode O
CTROOOO0O0O0O0O00O0O0OOOO0O0000)

[Ciphertext for KAT-Sbox]

KAT-Sbox OO OO [160000]

[Number of Blocks for MMT]

[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

gooooo

[Ciphertext for MMT]

MMTOOOO [160000]

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial IV for MCTI]

[Initial Value of Counter for MCT]

gbooooo

[Initial Ciphertext for MCT]

MCTOOOOOOOO [160000O)




2.3 FactsOO OO (*.fax)

04000000 FactsOOOO (0DODO)

IEEN 00 | 00
(00) | [Algorithm Name] (0Doo)
000 | [Function Name] Encryption

[Modes of Operation]

ECBOCBCOCFB, OFBOCTROOOOOODO
10

[Bitlength of Keyl]

gbooooo

[Bitlength of Counter]

000000000 (ModeO CTRODODOOODO
O0ooOooooooon)

[Key for KAT-Text]

KAT-Text O O

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text OO O OO (Moded CTROOO OO
O00000o0ooooon)

[Plaintext for KAT-Text]

KAT-Text O OO

[Ciphertext for KAT-Text]

gboogooboobooboooobd

[Key for KAT-Key]

KAT-Key 0 O

[IV for KAT-Key]

KAT-Key O IV

[Counter for KAT-Key]

KAT-KeyOOO OO (ModeO CTROOOOO
O000000o0Ooooon)

[Plaintext for KAT-Key]

KAT-Key 0 0O

[Ciphertext for KAT-Key]

goooooooooooogoboon

[Key for KAT-Sbox]

KAT-Sbox O O

[IV for KAT-Sbox]

KAT-Sbox O IV

[Counter for KAT-Sbox]

KAT-Sbox OO0 OO0 (Mode O CTROOOO
O000000oooooon)

[Plaintext for KAT-Sbox]

KAT-Sbox 00O O

[Ciphertext for KAT-Sbox]

goooooooogooooooon

[Number of Blocks for MMT]

MMTOOOOOO

[Key for MMT]

MMT OO

[IV for MMT]

MMT O IV

[Initial Value of Counter for MMT]

MMTOOOOOOOO (ModeO CTRODO OO
000000000000 00)

[Plaintext for MMT]

MMTOOO

[Ciphertext for MMT]

MMTOOOOOO

[Number of Inner-loop for MCT]

MCTOODODOOOOOO

[Number of Outer-loop for MCT]

MCTOOOOOOOOO

[Initial Key for MCT]

MCTOOOOOD

[Initial IV for MCT]

MCTO IVODOOoOOo

[Initial Value of Counter for MCT]

MCTOOOOOOOO (ModeO CTROODOO
O000000o0ooooon)

[Initial Plaintext for MCT]

MCTOODODOOO

[Ciphertext for MCT]

MCTOOOOOD




05 000000FactsOOODO (ODDO)

IEEN 00 | 00
(00) | [Algorithm Name] (ODD0O)
OO [Function Name] Decryption
[Modes of Operation] oooooo
[Bitlength of Keyl]
[Bitlength of Counter]
[Key for KAT-Text] KAT-Text 0O

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text OO OO0 (Mode CTROOODOO
O0000o0ooooooon)

[Ciphertext for KAT-Text]

KAT-Text 00 0O

[Plaintext for KAT-Text]

gbobobooboooooooog

[Key for KAT-Keyl]

KAT-Key OO

[IV for KAT-Key]

KAT-Key O IV

[Counter for KAT-Key]

KAT-KeyOOOOO (ModeOO CTROODODOO
O00000ooooooon)

[Ciphertext for KAT-Key]

KAT-Key DO OO

[Plaintext for KAT-Key]

gbobobooboooooooog

[Key for KAT-Sbox]

KAT-Sbox O O

[IV for KAT-Sbox]

KAT-Shox O O OO

[Counter for KAT-Sbox]

KAT-Sbox 00000 (Moded CTROODOO
00000oooooooon)

[Ciphertext for KAT-Sbox]

KAT-Shox O OO0

[Plaintext for KAT-Sbox]

gboboobodgbooobooon

[Number of Blocks for MMT] oooooo
[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

[Ciphertext for MMT] MMTOOODO
[Plaintext for MMT] MMTOOODOO
[Number of Inner-loop for MCT] oooooo

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial IV for MCT]

[Initial Value of Counter for MCT]

[Initial Ciphertext for MCT]

MCTOOOOOODOO

[Plaintext for MCT]

MCTOODOOO




24 000000000 (*.rsp)

06:0000000000000DO0O0((@MOO)

[ 00 ] 00 \ 00
(00) | [Algorithm Name] (0Do0)
000 | [Function Name] Encryption

[Modes of Operation]

ECBOCBCOCFB, OFBOCTROOUOOOODO 10

[Bitlength of Key]

000000 [100000]

[Bitlength of Counter]

000000000 [00000] (Moded CTRO
00000000000000000)

[Key for KAT-Text]

KAT-Text 0O [160000]

[IV for KAT-Text]

KAT-Text 0 IV [16 000 0]

[Counter for KAT-Text]

KAT-Text 00000 [160000] (Mode O CTR
00000oo0oO0ooooooooooon)

[Plaintext for KAT-Text]

KAT-Text0OO 160000]

[Ciphertext for KAT-Text]

000000000o00o00o0oooO (160000

[Key for KAT-Key]

KAT-KeyOO [160000]

[IV for KAT-Key]

KAT-KeyO IV [160000]

[Counter for KAT-Key]

KAT-KeyOUOQOUOO [160000] (Mode CTRO
0000o0o0oOooooooooon)

[Plaintext for KAT-Key]

KAT-KeyOOO 160000]

[Ciphertext for KAT-Key]

0000000000000o0oooO (160000

[Key for KAT-Sbox]

KAT-Sbox 00 [160000]

[IV for KAT-Sbox]

KAT-Sbox 0 IV [16 0 0 0 0]

[Counter for KAT-Sbox]

KAT-Sbox 0000 [160000] (Mode D CTR
000000000000000000)

[Plaintext for KAT-Sbox]

KAT-Sbox OO0 [160000]

[Ciphertext for KAT-Sbox]

O00o0o00o0o0oooo0oooooo (160000

[Number of Blocks for MMT]

MMTOOOOOO 100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMTOOOOOOOO [160000] (Moded CTR
000000000000000000)

[Plaintext for MMT]

MMTOOO [160000]

[Ciphertext for MMT]

0000OMMTOUOOOOOOOD [160000)

[Number of Inner-loop for MCT]

MCTOOOUOOOOO [lo000O]

[Number of Outer-loop for MCT]

MCTUOOOOODOOOD [100000]

[Initial Key for MCT]

MCTOOOOOO 160000]

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTOOOOOUOOO [160000] (Model CTR
00000oo0o0ooooooooooon)

[Initial Plaintext for MCT]

MCTOOOUOUOOO [160000O]

[Ciphertext for MCT]

O0000OMCTOOOUOOODOOOD [160000]




07 000000000000000(@O)

’ oo oo \ oo
(0D0) | [Algorithm Name] (0oDO)
oo [Function Name] Decryption
[Modes of Operation] oooooo

[Bitlength of Key]

[Bitlength of Counter]

[Key for KAT-Text]

KAT-Text OO [160000]

[IV for KAT-Text]

KAT-TextO IV [16000 0]

[Counter for KAT-Text]

KAT-Text 00D D00 (16000 0] (Mode O CTR
000000000000000000)

[Ciphertext for KAT-Text]

KAT-Text0OOOO 160000]

[Plaintext for KAT-Text]

00000000000000000 (160000

[Key for KAT-Key]

KAT-KeyOO [160000]

[IV for KAT-Key]

KAT-KeyO IV [160000]

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Moded CTRO
00000000000000000)

[Ciphertext for KAT-Key]

KAT-KeyOOOO 160000]

[Plaintext for KAT-Key]

00000000000000000 (160000

[Key for KAT-Sbox]

KAT-Sbox 00 [16 000 0]

[IV for KAT-Sbox]

KAT-Sbox OO0O (16000 0]

[Counter for KAT-Sbox]

KAT-Sbox 00000 160000 (Mode J CTR
000000000000000000)

[Ciphertext for KAT-Sbox]

KAT-SboxOOOO [160000]

[Plaintext for KAT-Sbox]

00000000000000000 (160000

[Number of Blocks for MMT]

[Key for MMT]

[IV for MMT]

[Initial Value of Counter for MMT]

ogboogog

[Ciphertext for MMT]

MMTOOOO 160000]

[Plaintext for MMT]

O0O0OMMTOOOOOOOO [160000)

[Number of Inner-loop for MCT]

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial IV for MCT]

[Initial Value of Counter for MCT]

ugboogog

[Initial Ciphertext for MCT]

MCTOOOOOUODOO [l60000]

[Plaintext for MCT]

O000OMCTOOOOOUOD [160000]




2.5 000000 (*.out)
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