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e 1000000OODOOO0O00 (MMT)

e 000O0O0O0D0DO (MCT)

0000000000 (KAT-IP)

000000000 (KAT-PO)

Shox 00O D0O0OO (KAT-ST)
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4 N
0o0ooooon
e 00000 (000)00000000000 (KAT-Text)
e 00000D000000D0000 (KAT-Key)
e 00000000000 D00 (MMT)
e J0DOOOOO (MCT)

e ShoxUDOOODOOO (KAT-Sbox)
\_ /

AESOOO0OOO AESAVS[1]03-key Triple DESO OO OO0 TMOVSH|OODODOODOO0OOO
00000000000 (MCTOOOOOOO)OOOO0O0OO0OO0OO0O0O0O0O0OO0OOAESO 3-key
Triple DESOOO0O0O0OOOOOO0OODOCOOOOOOOODOOOO AESAVSOOO TMOVS
gooooobooooooooog

AESO 3-key Triple DESO 0000000000 0D0O00O0O0OO0OOAESAVS[I|000O0OOO

gbobobobobobobobooboboobo

51 00000 (CO0)0o0oo00o0000OdO (KAT-Text)

KAT-TextOOOOO (DOOOOO0)0O0O0DOODOOOOCOO(DOOOO)0OODOOOO
goooooooogoo

0000000000000 (o0 IvOboooD)000o0o0o00o0 10000000000
ooooogoo

AESAVSOOO KAT-Text JOO0O0O (OO0 IVOOOOO):
0x80000000 00000000 00000000 00000000
0xc0000000 00000000 00000000 00000000
0xe0000000 00000000 00000000 00000000
0x£0000000 00000000 00000000 00000000
0x£8000000 00000000 00000000 00000000
0x£c000000 00000000 00000000 00000000
0x£e000000 00000000 00000000 00000000
0x££000000 00000000 00000000 00000000
0x££800000 00000000 00000000 00000000
0x££c00000 00000000 00000000 00000000
0x££e00000 00000000 00000000 00000000
0x£££00000 00000000 00000000 00000000

Oxffffffff fEffFfFfff fEEffFfFff fffffffe
Oxffffffff fEfFfFffff fEFFFEFF FEFFFEFF

TMOVSOOO KAT-Text 00 OO0 (OO0 IVOOOOO):
0x80000000 00000000
0x40000000 00000000
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0x20000000 00000000
0x10000000 00000000
0x08000000 00000000
0x04000000 00000000
0x02000000 00000000
0x01000000 00000000
0x00800000 00000000
0x00400000 00000000
0x00200000 00000000
0x00100000 00000000

0x00000000 00000002
0x00000000 00000001

000000000000 0DO00 102030000CTROOOCODOOFBODOOOOOODO
OOOCOQCAESAVSOOOO000O0O0O0O0O0D KAT-TextOOOOOOOOOOOODODOOOO
OO0KAT-TextOODOOOOOODOOODOOO

O 1: AESAVSOODOOOOOOKAT-Text OO O

0oo 00 vooooooo | O |
ECB |000O0O0OO0O — 000
CBC |oDooooooo 0ooo 000
CFB128 ooo 00000000 | 000
CFB1 ooo 00000000 | 000
CFBS ooo 00000000 | 000
OFB ooo 00000000 | 000
CTR ooo 00000000 | 000

0 2. TMOVSOOOOODOOKAT-Text 00O

IEEER 00 IVOoooooo O |
ECB |O0ooooooo — 0101 --- 01(00D0OODO)
CBC |DOoDOoooO0O ooo 0101 --- 01(00D0OODO)
CFB64 ooo 00000000 |ototl --- 01(000O0OD)
CFB1 ooo 00000000 |ototl --- 01(000O0OD)
CFBS ooo 00000000 |otol --- 01(00OOO0)
OFB ooo 00000000 |ototl --- 01(0000OD)
CTR ooo 00000000 |otol --- 01(00OOO0)
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0 3: TMOVSOOOODOOOKAT-Text 00O

| D00 | 0od IVvOooooooo O |
ECB | KAT-Text 000000000 — 0101 --- 01(000O0ODO)
CBC | KAT-Text 0O0ODOOOO0O ooo 0101 --- 01(0000ODO)
CFB64 ooo 00000000 |otol --- 01(00OOOD0)
CFB1 ooo 00000000 |ototl --- 01(0000OD)
CFBS ooo 00000000 |otol --- 01(00OOOD0)
OFB ooo 00000000 |ototl --- 01(0000OD)
CTR ooo 00000000 |otol --- 01(00OOOD0)

52 000000000000000 (KAT-Key)

KAT-KeyOOOOOOOOOOOOOOOO (DOODODO)0O0O0O0ODODOOOOOOOOOO

goog

gboboobooboooooooooool1gobobobobobobobobob

AESAVSO0O0O KAT-KeyOOQOGOO:

0x80000000
0xc0000000
0xe0000000
0x£0000000
0x£8000000
0x£c000000
0x£e000000
0x££000000
0x££800000
0x££c00000
0x££e00000
0x£££00000

Oxffffffff
Oxffffffff

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

ffffffff
ffffffff

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

ffffffff
ffffffff

TMOVS KAT-Key O 0 :
0x8001010101010101
0x4001010101010101
0x2001010101010101
0x1001010101010101
0x0801010101010101
0x0401010101010101
0x0201010101010101
0x0180010101010101
0x0140010101010101

8001010101010101
4001010101010101
2001010101010101
1001010101010101
0801010101010101
0401010101010101
0201010101010101
0180010101010101
0140010101010101

00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000
00000000

fffffffe
fEffffff

8001010101010101
4001010101010101
2001010101010101
1001010101010101
0801010101010101
0401010101010101
0201010101010101
0180010101010101
0140010101010101
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0x0120010101010101 0120010101010101 0120010101010101
0x0110010101010101 0110010101010101 0110010101010101
0x0108010101010101 0108010101010101 0108010101010101

0x0101010101010104 0101010101010104 0101010101010104
0x0101010101010102 0101010101010102 0101010101010102

O0DO000O00O0C0ObOOO0DbDOoO0O405060000CTROOOCODOFBODOOOOOODO
OOOOOAESAVSOOOO0O0O0O0DODOD KAT-KeyOOOOODOOODOOOOOOOODO
OO0OKAT-KeyOOUOQOQOQOOOOOOOOOOO

0 4: AESAVSOOOOOOOKAT-Key 000

D00 | 00 [IvODOoooooo O

ECB |0OO — 0oo0ooooo
CBC |DOO 00O 0oo0ooooo
CFB128 | 0O O 00O 0oo0ooooo
CFB1 |DOO 00O 0oo0ooooo
CFBS |DOO ooo 0oO00ooo0oo
OFB |DOO 00O 0oo0ooooo
CTR |0OO 00O 0oo0ooooo

O 5 TMOVSOOOODOOKAT-Key 000

(D00 | DO [IvODOoooooo O
ECB |0DOD — 00000000
CBC |0ODO 0oo 00000000
CFB64 | 0ODO 0oo 00000000
CFB1 |0DOO ooo 00000000
CFBS | 0DOO 0oo 00000000
OFB |0ODOO ooo 00000000
CTR |00ODO 0oo 00000000

53 00000000O0OO0OO0OOO0O (MMT)

MMTOOOOOOOOOOOOOOOOOOOOOO(oooooO)olvobooooooo
0000 (o0o00)00O0O0000U00D00O00oODOOOOooDoOoOOOOMMTOOOODOO
gobogoobooobooo

54 00000000 (MCT)

MCTOOOOUOOOOUOOOOD 10000000000 (Doo0oUo)ooooooo v
0000000000000 00000000O0O (DOOooo)cTlilODOD0DOD0DOoOoOoDoOoOO
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O 6: TMOVSOOODODOOOKAT-Key OO

IEEIER ooo IVOOOooOooo O
ECB | KAT-KeyOOOOOODOODO — 00000000
CBC | KAT-KeyOOOOOODOODO 000 00000000
CFB64 ooo 000 00000000
CFBI ooo 000 00000000
CFB8 ooo 000 00000000
OFB ooo 000 00000000
CTR ooo 000 00000000

U0Db0000000000000000 innerloop0000O0O0O0DOOO outerloop OO
gbooooobogo
O0003key Triple DESOODOO MCTOO 5430000000

54.1 64000000000C0OODO MCT

54.1.1 ECBUODOO

ECBOOUOODOO

Key[0] = Key // OODO
PT = PT_O // 0000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[i], PT) // ECBOOOOODO
PT = CT[j]
}
Output CT[innerloop-1] // 000000000 OOOOOOOO

Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-11)

ECBOOOODO

Key[0] = Key // OODO
CT = CT_O // 00000

for (i=0; i<outerloop; i++)

{

for (j=0; j<innerloop; j++)
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PT[j] = Decryption(Key[i]l, CT) // ECBOOOOO
CT = PT[j]
}
Output PT[innerloop-1] // O0DOOOOOOODOOCOOOOODO

Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])

}

5.4.1.2 CBCUOOO

cBCUOooonod

Key[0] = Key // OO0
IV = IV_O // 00 Iv
PT = PT_O // 0000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[il, IV, PT) // CBCOOOOOO
If( j==0 )
{
PT = IV
}
else
{
PT = CT[j-1]
}
IV = CT[j]
}

Output CT[innerloop-1] // 000000 OOOOOOOOOOO

Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-1])
}

cBCOOOOO

Key[0] = Key // OODO
IV = IV_0 // 00 IV
CT = CT_0 // 00000
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for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[il, IV, CT) // cBCOOOODO
I£( §==0 )
{
tmp = CT
CT = IV
IV = tmp
}
else
{
IV = CT
CT = PT[j-1]
}
}

Output PT[innerloop-1] // OO0 OO00O0OOOOOOOODO

Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])

IV = PT[innerloop-1]

54.1.3 CFBUOODO

crBOOOOOO

Key[0] = Key // OODO
IV = IV_O // 00 IV
PT = PT_0 // 0000

for (i=0; i<outerloop; i++)

{

for (j=0; j<innerloop; j++)

{
CT[j] = Encryption(Key[il, IV, PT) // CFBOOOO DD
I£( §==0 )
{

PT = IV

}
else
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PT = CT[j-1]
}
IV = CT[j]
}
Output CT[innerloop-1] // DO 0O0O0O0OODOOO0OO0OOODODO

Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-11)
}

CrBOODOOO

Key[0] = Key // OODO
IV = IV_O // 00 1v
CT = CT_O // 00000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[i]l, IV, CT) // CFBOOOODO
If( j==0 )
{
tmp = IV
IV = CT
CT = tmp
}
else
{
IV = CT
CT = PT[j-1]
}
}

Output PT[innerloop-1] // 0000000 O0OOOOOOOO

Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])

IV = PT[innerloop-1]

54.1.4 OFBODOO

OFBOOOODODO
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Key[0] = Key // OODO
IV = IV_0 // 00 IV
PT = PT_0 // 0000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[i], IV, PT) // OFBOOODOOO
I£( §==0 )
{
PT = IV
}
else
{
PT = CT[j-1]
}

IV = 0[j] // 0[jl=Encryption() 00000 xor 00O OO0
}
Output CT[innerloop-1] // ODO0OO0OO0OOOOOOOOOOO

Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-1])

IV = CT[innerloop-1]

OorBOOOODO

Key[0] = Key // OODO
IV = IV_O // 00 IV
CT = CT_O // 00000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[il, IV, CT) // OFBOOOODO
I£( j==0 )
{
CT = IV
}
else
{
CT = PT[j-1]
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}
IV = 0[j] // 0[jl=Decryption() IO OO0 xor 000000

}
Output PT[innerloop-1] // 0000000 OOOOOOOOO

Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])

IV = PT[innerloop-1]

5.4.1.5 CTRUOUODO

CTRUOOOOOO

Key[0] = Key // 000
CTR = CTR_O // 000000
PT = PT_O // 0000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[il, CTR, PT) // CTRO OO OOO
CRT = (CTR + 1) mod 2764
PT = CT[j]
}
Output CT[innerloop-1] // O0O0OOO0OOOOOOOOOOOO
Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-1])
}

CTRUOUOOOO

Key[0] = Key // 000
CTR = CTR_O // 000000
CT = CT_0 // 00000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[i], CTR, CT) // CTROOOOO
CRT = (CTR + 1) mod 2764
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CT = PT[j]
}

Output PT[innerloop-1] // 0000000 O0OOOOOOOO

Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])
}

54.2 1280000000000000 MCT
54.2.1 ECBUODOO

ECBOOOOOO

Key[0] = Key // OO0
PT = PT_O // 0000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[i]l, PT) // ECBO OO OODO
PT = CT[j]
}
Output CT[innerloop-1]
If (O00==128000 )
{
Key[i+1] = Key[i] xor CT[innerloop-1]
}
If (O00O==192000 )
{
Key[i+1] = Key[i] xor (last 64-bits of CT[innerloop-2] || CT[innerloop-1])
}
If (O0==266000 )
{
Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-1])
}
}

ECBOOOODO

Key[0] = Key // OODO
CT = CT_0 // 00000
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for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[il, CT) // ECBOOOOO
CT = PT[j]
}
Output PT[innerloop-1]

If ( O0O==128000 )

{
Key[i+1] = Key[i] xor PT[innerloop-1]
}
If (O00O==192000 )
{

Key[i+1] = Key[i] xor (last 64-bits of PT[innerloop-2] || PT[innerloop-1])

}
If (O0==266000 )

{
Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])

¥

54.2.2 CBCOODO

cBCOOOOODO

Key[0] = Key // OO0
Iv = IV_O // 00 Iv
PT = PT_O // 0000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[il, IV, PT) // CBCOOODOODO
If( j==0 )
{
PT = IV
}
else
{
PT = CT[j-1]
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}
IV = CT[j]
}
Output CT[innerloop-1] // 000000000 OOOOOOOO

If (0O0O==128000 )

{
Key[i+1] = Key[i] xor CT[innerloop-1]
}
If (O00==192000 )
{

Key[i+1] = Key[i] xor (last 64-bits of CT[innerloop-2] || CT[innerloop-11)
}
If (O0O==256000 )
{
Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-1])
}

cBCUOuUuOoono

Key[0] = Key // O OO
IV = IV_O // 00 IV
CT = CT_0 // 00000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[i], IV, CT) // CBCOOOOO
If( j==0)
{
tmp = CT
CT = IV
IV = tmp
X
else
{
IV = CT
CT = PT[j-1]
}
¥

Output PT[innerloop-1] // 0000000000 OOOOOO
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If (O0==128000 )

{
Key[i+1] = Key[i] xor PT[innerloop-1]
}
If (O00==192000 )
{

Key[i+1] = Key[i] xor (last 64-bits of PT[innerloop-2] || PT[innerloop-1])

}
If ( O0O==256000 )

{
Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])

}

IV = PT[innerloop-1] // 0000000000000 OO0O

5.4.2.3 CFBOUODO

CrBOUOOOOO

Key[0] = Key // OO0
IV = IV_O // 00 Iv(i2s000)
PT = PT_O // 0000 (128000)

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[il, IV, PT) // CFBOOOOOO
If( j==0)
{
PT = IV
}
else
{
PT = CT[j-1]
}
IV = CT[j]
}

Output CT[innerloop-1] // 00000000 OOOOOOOOO

If (O0O==128000 )
{
Key[i+1] = Key[i] xor CT[innerloop-1]
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}
If (O00==192000 )

{
Key[i+1] = Key[i] xor (last 64-bits of CT[innerloop-2] || CT[innerloop-1])
}
If (O0O==256000 )
{
Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-1])
}

IV = CT[innerloop-1]

CrBOOOOO

Key[0] = Key // OO0
IV = IV_O // 00 Iv(ies000)
CT = CT_O // 00000 (128000)

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[il, IV, CT) // CFBOOOODO
I£( §==0 )
{
tmp = IV
IV = CT
CT = tmp
}
else
{
IV = CT
CT = PT[j-1]
}
}

Output PT[imnerloop-1] // 000000 ODOODOODOOOOO

If (O0==128000 )

{
Key[i+1] = Key[i] xor PT[innerloop-1]
}
If (O00==192000 )
{

Key[i+1] = Key[i] xor (last 64-bits of PT[innerloop-2] || PT[innerloop-1])
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}
If (O0==256000 )
{
Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])
}
IV = PT[innerloop-1]

54.24 CFB-1000

CFB-100000O

Key[0] = Key // OODO
IV[0] = IV_0 // OO Iv(128000)
PT = PT_O // 0000 (1000)

for (i=0; i<outerloop; i++)

{
IV = IV[i]
for (j=0; j<innerloop; j++)
{

CT[j] = Encryption(Key[il, IV, PT) // CFB-10 00000
IV =1vODO 127000 | ICT[5]

if ( j<128 )
{
PT = IV[il] OO jOO 1000
}
else
{
PT = CT[j-128]
}

}
Output CT[innerloop-1] // O00OOODOOOOOOODDOOOCOO

If (O00==128000 )
{
Key[i+1] = Key[i] xor CT[innerloop-128]||CT[innerloop-127]]|
}
If (O00O==192000 )
{
Key[i+1] = Key[i] xor CT[innerloop-192]||CT[innerloop-191] ||
}
If (O0==266000 )
{
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Key[i+1] = Key[i] xor CT[innerloop-256]||CT[innerloop-255]1|...||CT[innerloop-1]

}
IV[i+1] = CT[innerloop-128] || CT[innerloop-127] |I|...|| CT[innerloop-1]

CFB-100000

Key[0] = Key // OODO
IV[0] = IV_0 // OO Iv(128000)
CT = CT_0 // 00000 (1000)

for (i=0; i<outerloop; i++)

IV = IV[i]
for (j=0; j<innerloop; j++)
{

PT[j] = Decryption(Key[il, IV, CT) // CFB-10 0000
Iv=1IvOO 127000 | ICT

if( j<128 )
{
CT = Iv[il] OO jOO 1000
}
else
{
CT = PT[j-128]
}

}
Output PT[innerloop-1] // ODUOOOOOO0OOOOOOOOOO

If (O00==128000 )

{

Key[i+1] = Key[i] xor PT[innerloop-128]||PT[innerloop-127]1|...||PT[innerloop-1]
}
If (O0O==192000 )
{

Key[i+1] = Key[i] xor PT[innerloop-192]||PT[innerloop-191]||...||PT[innerloop-1]
}
If (O0==266000 )
{

Key[i+1] = Key[i] xor PT[innerloop-256]||PT[innerloop-255]1|...||PT[innerloop-1]
}
IV[i+1] = PT[innerloop-128] || PT[innerloop-127] ||...|| PT[innerloop-1]
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5.4.2.5 CFB-8UO0OO

CFB-8000O0O0ODO

Key[0] = Key // OODO
IV[0] = IV_0 // OO Iv(128000)
PT = PT_O // 0000 (eO0o0O)

for (i=0; i<outerloop; i++)

{
IV = IV[i]
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[il, IV, PT) // CFB-80 00000
IV =1IvODO 120000 | ICT[5]
if( j<16 )
{
PT = IV[i]l] OO jOO 1000
}
else
{
PT = CT[j-16]
}
}
Output CT[innerloop-1] // DUO0OO0OO0OOOOOOOOOOO
If (O00==128000 )
{
Key[i+1] = Key[i] xor CT[innerloop-16]||CT[innerloop-15]||...||CT[innerloop-1]
}
If (O0O==192000 )
{
Key[i+1] = Key[i] xor CT[innerloop-24]||CT[innerloop-23]||...||CT[innerloop-1]
}
If (O0==266000 )
{
Key[i+1] = Key[i] xor CT[innerloop-32]||CT[innerloop-31]|]|...||CT[innerloop-1]
}
IV[i+1] = CT[innerloop-16] || CT[innerloop-15] ||...|| CT[innerloop-1]
}

CFB-8O00O0O0O0O

Key[0] = Key // OO0
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IV[o] = IV_0 // OO 1v(1280000)
CT = CT_0 // 00000 (8O000)

for (i=0; i<outerloop; i++)

{
IV = IV[i]
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[i], IV, CT) // CFB-80 0000
IVv=1IvOO 120000 |ICT
if( j<16 )
{
CT = IV[il OO jOO 1000
}
else
{
CT = PT[j-16]
}
}
Output PT[innerloop-1] // DOOO0OO0OOOOOOOOOO
If (O00==128000 )
{
Key[i+1] = Key[i] xor PT[innerloop-16]||PT[innerloop-15]||...||PT[innerloop-1]
}
If (O0O==192000 )
{
Key[i+1] = Key[i] xor PT[innerloop-24]||PT[innerloop-23]||...||PT[innerloop-1]
}
If (O0==266000 )
{
Key[i+1] = Key[i] xor PT[innerloop-32]||PT[innerloop-31]||...||PT[innerloop-1]
}
IV[i+1] = PT[innerloop-16] || PT[innerloop-15] ||...|| PT[innerloop-1]
}

54.2.6 OFBUODOO

OFBOOOODODO

Key[0] = Key // OO0
IV = IV_O // 00 Iv
PT = PT_O // 0000
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for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[il, IV, PT) // OFBOUODOODO
If( j==0 )
{
PT = IV
}
else
{
PT = CT[j-1]
}
IV = 0[3j] // 0[jl=Encryption() DO0OOO xerJO0OODODO
}

Output CT[innerloop-1] // DOO0O0O0OODODOOO0OOOOOO

If (O0==128000 )

{
Key[i+1] = Key[i] xor CT[innerloop-1]
}
If (O00==192000 )
{
Key[i+1] = Key[i] xor (last 64-bits of CT[innerloop-2] || CT[innerloop-1])
}
If (O0O==256000 )
{
Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-1])
}
IV = CT[innerloop-1]
}

orBOOOODO

Key[0] = Key // OODO
IV = IV_O // 00 IV
CT = CT_O // 00000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[il, IV, CT) // OFBOOOODO
I£( §==0 )

38



CT = IV
}
else
{
CT = PT[j-1]
}

IV = 0[j] // 0[jl=Decryption() 0O DO0O0ODO xor 0O OO OO

}
Output PT[innerloop-1] // 0000000 O0OOOOOOOO

If (O0O==128000 )

{
Key[i+1] = Key[i] xor PT[innerloop-1]
}
If (O00==192000 )
{
Key[i+1] = Key[i] xor (last 64-bits of PT[innerloop-2] || PT[innerloop-1])
}
If (O0O==256000 )
{
Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])
}
IV = PT[innerloop-1]
}

5.4.2.7 CTRODOO

CTROOOOODO

Key[0] = Key // 000
CTR = CTR_O // 000000
PT = PT_0 // 0000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key[il, CTR, PT) // CTRO OO OOO
CTR = (CTR + 1) mod 27128
PT = CT[j]
}

Output CT[innerloop-1] // O0O0OO0OO0OOOOOOOOOOOO
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If (O00==128000 )

{
Key[i+1] = Key[i] xor CT[innerloop-1]
}
If (O00==192000 )
{

Key[i+1] = Key[i] xor (last 64-bits of CT[innerloop-2] || CT[innerloop-1])
}
If (O0==256000 )
{
Key[i+1] = Key[i] xor (CT[innerloop-2] || CT[innerloop-1])
}

CTROOOOO

Key[0] = Key // 000
CTR = CTR_O // 000000
CT = CT_O // 0000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key[il, CTR, CT) // CTRU OO OO
CTR = (CTR + 1) mod 27128
CT = PT[§]
}

Output PT[innerloop-1] // 0000000 OOOOOOOOO

If (O00==128000 )

{
Key[i+1] = Key[i] xor PT[innerloop-1]
}
If (O00O==192000 )
{

Key[i+1] = Key[i] xor (last 64-bits of PT[innerloop-2] || PT[innerloop-1])
}
If (O0==266000 )

{
Key[i+1] = Key[i] xor (PT[innerloop-2] || PT[innerloop-1])

}
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5.4.3 3-key Triple DESO0O0OO MCT

3-key Triple DESO OO0 MCTOOOOODOOOOTMOVSOODOODOODOOOODOO
00000000000 CTROOO (DODODOOOODOOOODO)O T™MOVSOOOOOOOO
O000OECBOOOOOO MCTOODOODOOOOTMOVSOOOODOOODOOOOOOOO
0 0 O 0 innerloop=10,0000 outerloop=400 0 O O O

54.3.1 ECBUODOO

ECBOOOOOO

Key1[0] = Keyl // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
PT = PT_O // 0000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key1[i], Key2[i]l, Key3[il, PT) // ECBOOOOOO
PT = CT[j]
}
Output CT[innerloop-1] // O00OOODOOOOOOODOOOOOOO

Key1[i+1]
Key2[i+1]
Key3[i+1]

Key1[i] xor CT[innerloop-1]

Key2[i] xor CT[innerloop-2]

Key3[i] xor CT[innerloop-3]

ECBUOOODOO

Key1[0] = Keyl // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
CT = CT_O // 00000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key1[il, Key2[il, Key3[il, CT) // ECBOO O OO
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CT = PT[j]
}
Output PT[innerloop-1] // 000000 OOOO0O0O0OOODODO

Keyl[i+1] = Keyl[i] xor PT[innerloop-1]

Key2[i+1] = Key2[i] xor PT[innerloop-2]

Key3[i+1] = Key3[i] xor PT[innerloop-3]
}

54.3.2 CBCUOODO

cBCOOOOODO

Key1[0]

Keyl // 000 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // 000 (64000)
IV = IV_O // 00 1Iv
PT = PT_O // 0000

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key1[il, Key2[il, Key3[il, IV, PT) // CBCOOOOOO
If( i==0 )
{
PT = IV
}
else
{
PT = CT[j-1]
}
IV = CTI[j]
}
Output CT[innerloop-1] // OOOOOOOOOOOOOOOOOO
Keyl[i+1] = Keyl1[i] xor CT[innerloop-1]
Key2[i+1] = Key2[i] xor CT[innerloop-2]
Key3[i+1] = Key3[i] xor CT[innerloop-3]
}

cBCcUOoogno

Key1[0] = Key1l // OO0 (64000)
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Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
IV = IV_O // 00 IV

CT = CT_O // 00000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key1[il, Key2[il, Key3[il, IV, CT) // cBCOOOOO
IV = CT
CT = PT[j]
}
Output PT[innerloop-1] // O0OOODOOOOOOODODOOOCOO

Keyl[i+1] = Keyl[i] xor PT[innerloop-1]

Key2[i+1] = Key2[i] xor PT[innerloop-2]

Key3[i+1] = Key3[i] xor PT[innerloop-3]
}

54.3.3 CFBUOUD

CrBOOOOOO

Key1[0] = Keyl // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // 00O (64000)
IV = IV_0 // 00 1v(e4000)

PT = PT_O // 0000 (64000)

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key1[il, Key2[i], Key3[i], IV, PT) // CFBOOOOOO
PT = IV
IV = CT[j]
}
Output CT[innerloop-1] // 00000000 DOOOOOOOOOO

Key1[i+1]
Key2[i+1]
Key3[i+1]

Key1[i] xor CT[innerloop-1]

Key2[i] xor CT[innerloop-2]

Key3[i] xor CT[innerloop-3]
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crBUOOOOO

Key1[0]

Keyl // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
IV = IV_O // 00 1v(64000)
CT = CT_0 // 00000 (64000)

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
PT[j]l = Decryption(Key1[il, Key2[il, Key3[il, IV, CT) // CFBOOOOO
IV = CT
CT = 0[j] // 0[jl=Decryption() DO OOOO xorO00OOOO
}

Output PT[innerloop-1] // O0OOODOOOOOOODOOOCOO

Keyl[i+1] = Keyl[i] xor PT[innerloop-1]

Key2[i+1] = Key2[i] xor PT[innerloop-2]

Key3[i+1] = Key3[i] xor PT[innerloop-3]
}

54.3.4 CFB-100O0O

CFB-100000O

Key1[0]

Keyl // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
IV = IV_O // 00 1v(e4000)
PT = PT_O // 0000 1000)

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
CT[j] = Encryption(Key1[i], Key2[i], Key3[il, IV, PT) // CFB-10 00000
PT = IVvOO 1000
IV =1IvOO 63000 | ICT[]]

}
Output CT[innerloop-1] // 00000 DOOO0O0000OODOOODOO

// 00000000 102000000
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C = CT[innerloop-192]1||...||CT[innerloop-2]||CT[innerloop-1]

Key1[i+1] = Keyl[i] xor "CODO 64000 0O"

Key2[i+1] = Key2[i] xor "CODO 6400 0"

Key3[i+1] = Key3[i] xor "COO 640 0O0O"
}

CFB-10000O0O

Key1[0] = Key1 // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
IV = IV_0 // 00 1v(64a000)

CT = CT_O // 00000 1Oood)

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Keyl[il, Key2[il, Key3[il, IV, CT) // CFB-10 0000
IV=1IvOOe3OO4dl|CT
CT = 0[j100 1000 // 0[jl=Decryption() 000000 xor DO D DO D
}

Output PT[innerloop-1] // DOO0O0O0OODODOOO0OOOOOO

// 0000000 192000000

P = PT[innerloop-192]||...||PT[innerloop-2]||PT[innerloop-1]
Key1[i+1] = Keyl[i] xor "POO 64000"
Key2[i+1] = Key2[i] xor "PODO 6400 0"
Key3[i+1] = Key3[i] xor "PODO 6400 0"
}

5.4.3.5 CFB-8U0OO

CFB-8UDOUOQOODO

Key1[0] = Keyl // OO0 (64000)
Key2[0] = Key2 // 000 (64000)
Key3[0] = Key3 // OO0 (64000)
IV = IV_O // 00 1v(e4000)

PT = PT_O // 0000 (s000)

for (i=0; i<outerloop; i++)
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for (j=0; j<innerloop; j++)

{
CT[j] = Encryption(Key1[il, Key2[i], Key3[i], IV, PT) // CFB-80 00000
PT = IVv0OO 80000
Iv=1IvOoUd se000|ICTLj]

}

Output CT[innerloop-1] // O0OOODOOOOOOODOOOOOOO

// 00000000 12000000

C = CT[innerloop-24]||...||CT[innerloop-2]||CT[innerloop-1]
Keyl[i+1] = Keyl[i] xor "CODO 6400 0O"
Key2[i+1] = Key2[i] xor "CcOO 640 00O
Key3[i+1] = Key3[i] xor "cO D 64000 "
}

CFB-8000O0OO

Key1[0]

Keyl // 000 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
IV = IV_0 // 00 1v(64000)

CT = CT_0 // 00000 (8OOO)

for (i=0; i<outerloop; i++)

{
for (j=0; j<innerloop; j++)
{
PT[j] = Decryption(Key1[il, Key2[il, Key3[il, IV, CT) // CFB-80 0000
IVv=IvOoOo se0Od||CT
CT =0[j]00 8000 // 0[jl=Decryption() D0 OOOO xorO00O0O0O0O0
}

Output PT[innerloop-1] // DO O0O0O0OOCOOOOO0OOODOO

// 0000000 192000000

P = PT[innerloop-24]|||...|PT[innerloop-2]||PT[innerloop-1]
Keyl[i+1] = Keyl[i] xor "PODO 64000O"
Key2[i+1] = Key2[i] xor "PODO 6400 0"
Key3[i+1] = Key3[i] xor "POO 64000"
}

54.3.6 OFBUODOO
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OorBUOOODODO

Key1[0]

Keyl // 000 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
IV = IV_0 // 001V
PT = PT_0O // 0000

for (i=0; i<outerloop; i++)

{

INIT_PT = PT

for (j=0; j<innerloop; j++)

{
CT[j] = Encryption(Key1[il, Key2[il, Key3[il, IV, PT) // OFBOOOOOO
PT = IV
IV = 0[] // 0[jl=Encryption() DO0OOO0 xer 000000

}

Output CT[innerloop-1] // 00000000 DOCOOOOOOOOO

Key1[i+1] = Keyl[i] xor CT[innerloop-1]
Key2[i+1] = Key2[i] xor CT[innerloop-2]
Key3[i+1] = Key3[i] xor CT[innerloop-3]

PT = PT xor INIT_PT

OorBOOOODO

Key1[0] = Keyl // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)
IV = IV_O // 00 1Iv

CT = CT_0 // 00000

for (i=0; i<outerloop; i++)

{

INIT_CT = CT

for (j=0; j<innerloop; j++)

{
PT[j] = Decryption(Keyl[il, Key2[il, Key3[il, IV, CT) // 0FBOOOODO
CT = IV
IV = 0[j] // 0[jl=Decryption() 000000 xor 000000

}

Output PT[innerloop-1] // 000000000 OOOOOOOO
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Keyl[i+1] = Keyl1[i] xor PT[innerloop-1]
Key2[i+1] = Key2[i] xor PT[innerloop-2]
Key3[i+1] = Key3[i] xor PT[innerloop-3]

CT = CT xor INIT_CT

5.4.3.7 CTRUDOO

CTRUOOOOODO

Key1[0] = Key1 // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)

CTR = CTIR_O // 000000

PT = PT_O // 0000

for (i=0; i<outerloop; i++)
{
for (j=0; j<innerloop; j++)
{
CT[j]l = Encryption(Key1[il, Key2[il, Key3[il, CTR, PT) // CTROOOOODO
CTR = (CTR + 1) mod 2764
PT = CT[j]
}
Output CT[innerloop-1] // O00OOODODOOOOOODOOOOOOO

Keyl[i+1] = Keyl[i] xor CT[innerloop-1]

Key2[i+1] = Key2[i] xor CT[innerloop-2]

Key3[i+1] = Key3[i] xor CT[innerloop-3]
}

CTROOOOO

Key1[0] = Keyl // OO0 (64000)
Key2[0] = Key2 // OO0 (64000)
Key3[0] = Key3 // OO0 (64000)

CTR = CTR_O // 00000on

CT = CT_O // 00000
for (i=0; i<outerloop; i++)

{

for (j=0; j<innerloop; j++)

48



PT[j] = Decryption(Key1[il, Key2[i], Key3[i], CTR, CT) // CTRODOOODO
CTR = (CTR + 1) mod 2764
CT = PT[j]

}

Output PT[innerloop-1] // O0O0OOO0OOOOOOOOOOOO

Keyl[i+1] = Keyl1[i] xor PT[innerloop-1]

Key2[i+1] = Key2[i] xor PT[innerloop-2]

Key3[i+1] = Key3[i] xor PT[innerloop-3]
}

5.5 SboxOOJO0O0O0O00O (KAT-Sbox)

KAT-SboxOOOOOODOODODOOO SboxOOOOOOOOOOOODO 1000000000
000000000 (DoooooOooolvOboooo)oooooooUooooOoooooooo
goooboobooboobooobuooboon

AESODOOO KAT-GFSbox 0 KAT-KeySbox DO OO0 OOOOAESAVS[1]ODO000O00O0OO

googooo
3-key Triple DESO OO0 KAT-STOOOOOOOOTMOVS)5| 0000000000 OOOO

5.6 3-key Triple DESOOOUOODOOO KAT

3-key Triple DESO OO0 OO0 KATOOODOOOOOTMOVS)5| 000000000 OOOOO

e 1000000000 (KAT-IP)
e 100000000 (KAT-PO)

49



6 UJoouoood

0000000000000 O0MUGIOMULTI-S01 128-bit RC4ADOOODOOODOOOOOO
OooooooooooobboooobbooooboooOoooDD 128-bit RC40 00 MULTI-S01
gooooMuGlOOOOoOODOOoOoOoDOOoOoOoDbOOoOoOoOoMUGIDOOOODOOODOD

6.1 MUGI

MuUGIOOOOOOOOO
e JOODOODOODO

gbobooboobbooboobobod

e J00000D000OO0DOOO (KAT-Key)
e J00DODOO (MCT)

KATOOODOOODODODDOOAESAVSOOODOODOOOOOODOOOOOOOOMCTOOAESAVS
gboboobboobouoabbooobuooboobobuooboan

6.1.1 000000000 UOO0OOODO (KAT-Key)

1280000 ECBOOO AESOO0O0 KAT-KeyODODO KAT-KeyOOOOOOOOOODODO
ooooooogog

6.1.2 00000000 (MCT)

MCTOOOOOOOODOOOOOODOOOOOODOOOOOODOOOODODbOOO
gobodboooctiil]b0oobooboobodbUubboonouobbboO0bOl innerloopd OO
outerloop 00D OOODOODOODOO

MUGIOOOO MCT
Key[0] = Key // OO0 128000

I[0] =1 // 000000
n=2 // 00000
for (j=0; j<outerloop; j++)
{
for (i=0; i<innerloop; i++ )
{

CT[i] = MUGI(Keyl[il, I[i], n)
I[i+1] = CT[i]

Qutput CT[i-1]
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Key[0] = Key[i-1] xor CT[i-1]

I[0] = CT[i-1]

6.2 MULTI-S01

MULTI-S0O1 0 O0O0O0O00oOoooo200000

o O OOMN
o OO

gboboobooobooobbooboobooo

e 1000000000 O000000 (KAT-Text)
e 100000000000 O000 (KAT-Key)
e 0000O0D0DODO (MCT)

0 KATOOOOOOOUOOOAESAVSOOOOOOOOOOOOOOOO (b1000)00OO
MCTOOAESAVSOOOOODOOOOOOOOOOODOO
oboboooboboooobooooboooog

e JIIUUUDDDOODDUDOUDDODO (KAT-Text)
e J00I00UDOODOOOODOOODOODOODODOOOODODOOD

gobooboobobooboobo

6.21 00000 (000)00000000000 (KAT-Text)

1280000 ECBOOO AESODOOO KAT-Text 0000 KAT-Text 000000000
O(@oO0)0b0o0000D0ooooooOooooo

6.22 JU0000OO0ODOOOOOOOODO (KAT-Key)

00000 1280000001280000 ECBOOO AESOOO0O KAT-KeyO O OO KAT-
Key 0O OO
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6.2.3 00000000 (MCT)

MCTOOUOOOOOOOOOOO 1280000000000000000 (R)UDODOO (IV)O
Oo0o0oO0O0O0OO0OOOOO0O0OO0OCOCOCOCOOC cTIHlOOOOOOOO0OOoOoOoOoOoOoOoOoO0n
UO00O0OO innerloop U U0 outerloop U DOOOOOOOOON

MULTI-S01 O O0OO0OO0OOO0DO MCT

Key[0] = Key // OO0 256000
PT[0] = PT // O0O0O0O 128000
for (j=0; j<outerloop; j++)
{
for (i=0; i<innerloop; i++ )
{
CT[i] = MULTI-SO1(Keyl[il, PT[il, R, IV) // 12800000000
PT[i+1] = CT[il

Qutput CT[i-1]

Key[0] = Key[i-1] xor CT[i-1]

PT[0] = CT[i-1]

6.3 128-bit RC4

128-bit RC4AODOOOODOOODOO 200000

e OOOMO
o O OMO

gobooboobbooboobobooboobobon

e 00000 (000)00000000000 (KAT-Text)
e 00000D0D000000000 (KAT-Key)
e J0DOOOOO (MCT)

0 KATOOOOOOOOOOAESAVSOOOOOOOOOOOOOOOO (.1000)000O0O
MCTOOAESAVSOOOOOOOOODOOOOOOODODOOOOOODOOOOOO

6.3.1 00000 (COO)0DO0U0ODOODOOOO (KAT-Text)
1280000 ECBOUOO AESOO0O0O KAT-Text 000 KAT-Text 0O OO0O0O0O0O (OO

0)00000000000o0OOO0OooOO
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6.3.2 000000000 OOOOODO (KAT-Key)

0000 (000)0 1280000001280000 ECBOOO AESOOO DO KAT-Key OO
0 KAT-Key OO OO

6.3.3 00000000 (MCT)

MCTOOOOOOOOOOOODO 12800000000 (DOOU0OO)ObODoOooOoOoOOO
00000000000 0000O (boooo)crTlilO00DoOoO0oO0DoOoOoOo0oOoOOoOooOo
U000000 innerloopU 00U outerloopU 0 O0OOOOOOOOODO

128-bit RC40 000 MCT

Key[0] = Key // OO0 128000
PT[0] = PT // 0O0OO0O 128000
for (j=0; j<outerloop; j++)
{
for (i=0; i<innerloop; i++ )
{
CT[i] = RC4(Key[il, PT[i]) // 12800000000 (DOOOO)
Key[i+1] = key[i] xor CT[il]
PT[i+1] = CT[i]

Qutput CT[i-1]
Key[0] = Key[i-1] xor CT[i-1]

PT[0] = CT[i-1]
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7T Oooood

O0D0O0O000DDOOCDOOORIPEMD-1600SHA-10SHA-224, SHA-2560 SHA-3840 SHA-512
oooooooooobogooooonog

gobooooboobooobobooobobetbuoobbooobboonoboobbooooboobg
gboboobbooobooobooboboobbooobooobboobboobboon
goooooon

e 000000D00OODODOO (SMT)
e 100000000O0O0D0O000000 (SLMT)
e 10000000000 D0O00000 (PGMT)

O00Db0DbO00000Od byteoriented 0000 O0OOODO0ODODODOODOODOODOO
00000000 SHAVS4|OOOOOO0OO0oOoooosSLMTOOOOOOoOoooooooooo
gboooboooooo

7.1 0000O00O0OO0OOOOOO (SMT)

0000000ooooO (boboo)omOODOODODODOOO

e RIPEMD-160: m = 512
e SHA-1: m =512

e SHA-224: m = 512

e SHA-256: m = 512

e SHA-384: m = 1,024

e SHA-512: m =1,024

O0000000000000m/8+100000000000000000O0O0DOOOODOOO
0000 Known Answer Test 0000000000 O0O0O0O0O0O 0,8,16,...,mO000

7.2 0000O00O0O0OOOOOOOOOOO (SLMT)

07100000000000000000O0((MOUODO0) DU mMOOOOOOOOOOOOOO
000000000 /8000000000000 0000000O00O Known Answer Test
O0000000000000000m+8x1ix (“Upperbound of SLMT” —1)01 <4 <m/80
0000 Upperbound of SLMT O OOODOOOODOOOODO

73 0000000O0OO0OOOOOOOOO (PGMT)

00000 SeedDouterloop 0 00O innerloop0 0000000000000 DOOOOODOOO
MDJ0]0 MD[outerloop-1] 0 0 0 0 Known Answer Test 0000 (0: 000000000000
MDJ | O outerloop0 0000000 DOOOOODOO)
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for (j=0; j<outerloop; j++)

{
MD[0] = Seed;
MD[1] = Seed;
MD[2] = Seed;
for (i=3; i<innerloop+3; i++)
{
M[i] = MD[i-3]1|IMD[i-2]|IMD[i-1]; // OO |I000O0OOO
MD[i] = Hash(M[i]); // ODODOODOO
}
MD[j] = MD[i-1];
Seed = MD[i-1];
QUTPUT MD[j];
}
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8 Uuuoonod

0000000 HMACOCMACOCCMODOOOOOOODOOOOOODOOOOO

8.1 HMAC

HMACOODOOOOOOOOOODOOD
e OO OODODOOODOO

gobooboobooboboobooobooon

e 00000D00O0O0OD0 (SMT)
e 00000D0D00000O0D000000 (SLMT)
e 00000D000000O0000O00 (PGMT)

oooooobooooorygoooonD sSMT, SLMT, pGMTOOOODOODOOOO

8.2 CMAC

CMACOOODDOOOOODODOOOOO

e JOUODOUODOODODOD
e JOUODOUODODODODO

8.2.1 000O0OO0OOOOOOOO

0000000000000 0bOOOoOoboOoHMACDODOOO CMACVSO SHAVSOOODOO
gooobobooboobooboboobg

e 000000D00OODOOO0 (SMT)
e 10000000000D0O000000 (SLMT)
e 100000000000 O00000 (PGMT)

8.2.1.1 0O00O0O0OO0OOOOOOOO (SMT)
000000000000 (00o00)0mOOOOSMTOOOmM/84+1000000000

gbbodobbuooobooobboooobooboboooboboboobbooobboan
0,8,16,.... mO0 DO O00D00O0O0OO0OD0DOOODOOODOOOODOOODOOODO
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8.2.1.2 00000O0O0OCOOODOOOOOOO (SLMT)

082110000000000000000 (DOOO0)0DmMOOOOSLMTOOOOOOO
000000 m/8000000000O0COOOOO00O0O0ODODOOOOOODODODODOOOOO
000000000000 m+ 8 xix (“Upperbound of SLMT” —1)01 < <m/800000
Upperbound of SLMTOOOOOOOOOODOOOOOOOOOODODOOODOOOODOOOOO
gogooobobn

8.2.1.3 0000O0O0DOCOOOOOOOOODO (PGMT)
00000 Seeddouterloop 000 innerloop 0 0000000000000 OOCOOODOOO

MDI[0]0 MD[outerloop-1]| 0 0000000000000 DO0O0OO0O0OO0OO0O0OO0O0OOOO
gooobooon

for (j=0; j<outerloop; j++)

{
MAC[0] = Seed;
MAC[1] = Seed;
MAC[2] = Seed;
for (i=3; i<innerloop+3; i++)
{
M[i] = MAC[i-3]I|IMAC[i-2]|IMAC[i-1]; // OO IO0D0OOOO0O

MAC[i] = CMAC(M[il, key);
}
MAC[j] = MAC[i-1];
Seed = MAC[i-1];
QUTPUT MAC[j];
}

8.22 [000O0OO0OOO0ODOODODODODOO

gboboobooobobooboboobooobbooobooobooo

e JCATTOODDOUOODDOOODODOUOODDOOODDOOOODOOOODOIUTOOOODOO
gboboooo

e JCATTOUOOOOOOODDODOOCOOCODOOOOOOOODOODOODDOIUTOOO
gobooooobooo

gbobooboobbooboobbooboobbooboo
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8.3 CCMOODO
ccMOOOoOoOoOooOooceMvsSe|OOo00oOoOooOoooooooooooooUoUoUo
e JODODOO

e OO

83.1 0O0OO0OOOO

goboobooboobboobooboo

e 00O associated data0 0 000 O (VADT)
e 00DD0DO0DOODO (VPT)

e J00O nonce D OOOOO (VNT)

e JJIUUDDDDOODDODODODO (VTT)

8.3.1.1 000 associated dataO0 00000 (VADT)

000 associated data 0O D0 O0000O0O0DO0 nonceD0 0000000000 OOOOOOOO
00000 associated dataD DO 00O 0000000000000 00OO00OOO0OOOO0O0OO
O0000000000000000OnoncedOassociated data0 000000000 O00O0OO
8.3.1.2 0O0O0O0OOUOOOOOO (VPT)
0000000000000 000 nonece 00000000 0O0O0O0O0OO0OODOOOOOOO
O000000 associated data OO0 0O 0000000 0OO0O00OOOOOOOOOOOO
O000000000000000Ononced OassociateddataO0 000000000 O0O0OO
8.3.1.3 UUUnonced00JO0OOO (VNT)

OO0OOnonce0 00000000000 O0O0OOOOOOO0OOOOOOOO0OOONOO nonced
O00O0O0O0Oassociated data OO0 OO0 O000O0OO0OO0O0ODOOOOOOOOOOOOOO
O000000000000000Ononced Oassociateddata0 000000000 O0O0OO
83.1.4 0O0000OO0OOOOOOOOOOO (VTT)
000000000000 00000O0000D nonce0 O00O00OODOOOODOOODOOODOO

O00000000ODOassociateddata0 00 0000000000000 DO0OO0OOOOO0OO
O0000O00O00000O00000OnoncedOassociateddataO0 000000000 O00O00OO
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83.2 00O0OUODOO

gboobooboobooboooboobooooboo

e JIIDDODOOOOOODDOOOOOOODDO Ononced accociated dataO0 O OO0 O OO
oooooooooooa

e JDIDUDOINVALIDOOODOODODOUOOODODODOOOODOODOODOOnonceld
accociated data DO O OO OOINVALIDOOODOOODO

gobooboobbooboobobon
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9 Juooobod

goboboboboboobobobobobooo
gboboboobooobooboooooooooooooooon

e JOOIDODOODOODOO
e OOODOODO

0000 RNGVSB|OOoOooooOd

9.1 ANSI X9.31 Appendix A.2.4 Using 3-Key Triple DES and AES 0000
Ooo0ooOoo

gbobooboobboobooboobobooboo

e CTR_DRBG in ISO/IEC 18031

e OFB_DRBG in ISO/TEC 18031

e Hash DRBG in ISO/IEC 18031

e PRNG based on SHA-1 in ANSI X9.42-2001 Annex C.1

e PRNG based on SHA-1 for general purpose in FIPS 186-2 (4 change notice 1) Appendix
3.1

e PRNG based on SHA-1 for general purpose in FIPS 186-2 (+ change notice 1) revised
Appendix 3.1

e CTR_DRBG without DF (NIST SP 800-90)

e CTR_DRBG with DF (NIST SP 800-90)

e Hash DRBG (NIST SP 800-90)

e HMAC_DRBG (NIST SP 800-90)

9.1.1 000000000000

gbobobobooooboboboboboooobobobobooooboobobo
goooooooboooooooooooooooooon

gooooboobobodooooooobon
0x80000000 00000000 --- 00000000
0xc0000000 00000000 --- 00000000
0xe0000000 00000000 --- 00000000
0x£0000000 00000000 --- 00000000
0x£8000000 00000000 --- 00000000
0x£c000000 00000000 --- 00000000
0x£e000000 00000000 --- 00000000
0x££000000 00000000 --- 00000000
0x££800000 00000000 --- 00000000
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0x££c00000 00000000 --- 00000000
0x££e00000 00000000 --- 00000000
0xf££00000 00000000 --- 00000000

Oxffffffff fEfFfffff ... fffffffe
Oxffffffff ffffffff ... fEELfFfEf£Sf

gbobooobooobbooboooboobooboaon

9.1.2 0O0O0O0O0OO0O0OO

gobooobboobbobboooboooboobboooob 10000000 bbOoOobOoLo,000
gboboobboogobodgbooaobbooogan
MCTOOOOOOOOOODOOOOOOOOODOOOOOODOOOOOODoOODO

Seed = U UOOO
randlen = 0001000000000
for (i=0; i<loop; i++) // loopO OO OO 10,000
{
// 10000000000
R[i] = PRNG(Seedll randLen)
// PRNGOODOODOOPRNGO O0ODOOOOOOOOOOOODO

Output R[i-1] // 00000 randLen 00O 0O
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9.2 ANSI X9.31 Appendix A.2.4 Using 3-Key Triple DES
9.2.1 OU0OOUOOOOOOOO0O

O0000000oooOO0o0o0oOooooooOO0O0 vVe4ooOO)OoOoOooooooOoOoOooooo
gbooooobooobooooan

00000 VOOODTOONISTRNGVSOODOOOOODODOOODODOOO VOOOOOD
googan

vioo

0x80000000 00000000
0xc0000000 00000000
0xe0000000 00000000
0x£0000000 00000000
0x£8000000 00000000
0x£c000000 00000000
0x£e000000 00000000
0x££000000 00000000
0x££800000 00000000
0x££c00000 00000000
0x££e00000 00000000
0x£££00000 00000000

Oxffffffff fffffffe
Oxffffffff fEfFfFffff

00DTOOO0OO0O0O00000000DDDOVOOOOO0O0000 10 (mod2%0)00000

9.22 00000000

NISTRNGVSOOOOOOOOOOODOOOOO0OOD0ODO0O0O0O00oOooOoooon (MCT)O0O
ODOoMCTOODOOOOOOOOOOvVODTORO 64000000DO

v=00000
DT = 0000

for(i=0; i<loop; i++)

{
R[i] = Prng(V, DT) // VO ProngO0 000000000
DT = (DT + 1) mod 2764

}

Output R[i-1]
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9.3 ANSI X9.31 Appendix A.2.4 Using AES
9.3.1 ODU0O0OOOOOOOOOO

O00000O000O0O0O00oOooooOO0OO0OvV(2sO00O0O)0oooooooooooOoOooo
gbooooobooobooooan

00000 VOOODTOONISTRNGVSOODOOOOODODOOODODODOO VOOOOOD
googn

vioo

0x80000000 00000000 --- 00000000
0xc0000000 00000000 --- 00000000
0xe0000000 00000000 --- 00000000
0x£0000000 00000000 --- 00000000
0x£8000000 00000000 --- 00000000
0x£c000000 00000000 --- 00000000
0x£e000000 00000000 --- 00000000
0x££000000 00000000 --- 00000000
0x££800000 00000000 --- 00000000
0x££c00000 00000000 --- 00000000
0x££e00000 00000000 --- 00000000
0xf££00000 00000000 --- 00000000

Oxffffffff ffffffff ... fffffffe
Oxffffffff fEffffff ... fEEFFEFSF

00DTOOO0OO0O0O0O0D0D0ODDDODOVOOOOO0O0000 10 (mod220)00000

9.3.2 00000000

NISTRNGVSOOOOOOOOOOODOOOOO0OOD0ODO0O0O0OO0O0oOoooooon (MCT)O0O
ODOoMCTOODOOOODOOOOOOOVODTORDO 1280000000

v=00000
DT = 0000

for(i=0; i<loop; i++)

{
R[i] = Prng(V, DT) // VO ProngO0 000000000
DT = (DT + 1) mod 27128

}

Output R[i-1]
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10 004

000000000 DHOECDHO PSEC-KEMOOOODOOOOOOO

10.1 Diffie-Hellman (DH)

DHOOODO OO OdhStaticDdhEphemOdhOneFlowOdhHybrid10 dhHybrid200 dhHybrid One-
Flow OOOO0OOO0O0O0O
DHOOOOODOOOODOOOOOODO

e NUUDODOOODLOOODLOOO
e IO DOOODOOODODOO
e NOODOOODO

e NOODOOODO

e JOOOMO

10.1.1 OOOO0OOOO0OOOOO0OOO000

O0o00ooDooo0o0oooooo0o0oooooOoo1000002000000000 10
ooo

ANSI X9.427100000000000000000O0 pdq0g0pgenCoungerd seed O 0 0
ooooooo

00 1(00000)

a e [IUTODOODODO seed 00 pgenCounter 1 JCATTO OO OOJCATT O ANSI X9.42
Annex B.1.30000000000000 20000 pO0¢ 0 JCATTOOOOOOO
00 00IUTOO0OO pO0gqO00000O00OODOOO

e g¢=1modpd 00000
e [UTOUODOOUDO (DODODUOD)ODODUDODOOOUDOD (pgq,9)00OOOOODO
gooooao

o _/

00 2000000000)

g e [UTODOODDO seedd 00 pgenCounter 1 JCATTO OO OOJCATTO ANSI X9.42
Annex B.1.30000000000000 20000 pO¢ 0 JCATTOOOOOOO
0p0¢00IUTO0OO0D pOg¢000000000O0

e l<h<p-—1000000

e g=hrV/imod pODOOOO

e [UTOUODOOUO (DODOOUDOD)ODDOUDDOOOUDOD (pgq,9)0D0OOOODODO
gooooo

o /
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10.1.2 0OO00OO0OOO0ODOOOODOOOD

gbobooboobbooboobbooboobbooboo

e JCATTOODOOODDOUODDOOUODDOUODOOODOOODDDOOODOOODDOODODOO
goboooooboooobooooboooIuTh “bo’bbooboboooon

e JCATTOOOOODDOOODOOOOOOODDODDOODOOODOOOODDODODDOODOO
gooboboboboboboborT “0o’ocooooood

10.1.3 0OOOO0OOOOOD

gboboobooboooboboobooobooon

e y=¢"modp OO

e 1<x<¢g—-1,2<y<p-200000

e yI=1modpOOO0O0O

e [UTOODOUUUD (DODOODOODO)DOOODODUOULOOODODDOOODOOOO

10.1.4 0OOOO0ODOODOOD

gboboobooobooobobooboooboooon

e 000 yO0OODODODOO00000OO (p,q¢)0000000000O0O0O00O0OODOO*
007’0000,0000000 “00700000000

- 2<y<p-200000
— yi=1modpO0OO0ODO

10.1.5 0OOO0OOOO0OO

gbobobobooooooooooooon

e JCATTOOOD (DODO)00O0O00OCDDOOOODODOOODOOIUTOOODOOOODOD
gooooo

KDFOOANSIX9.4200000000 KbFOOOGOoQooo

e SHA-1OODODO ASN.1 00O0O0O KDF
e SHA-224 00O 0O0O ASN.1 0O DO KDF
e SHA-256 DO OO ASN.1 0O DO KDF
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SHA-384 0O 0O0O ASN.1 0O 0O0O KDF
SHA-512 0000 ASN.1 0000 KDF
SHA-10 000 Concatenation 0 00O 0O KDF
SHA-224 000 O Concatenation 0 0 00O KDF
SHA-256 0 0 0 O Concatenation 0 0 0O 0O KDF
SHA-384 0 0 00O Concatenation 0 0 0O 0O KDF
SHA-5120 000 Concatenation 0 0O O 0O KDF
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10.2 Elliptic Curve (Cofactor) Diffie-Hellman (ECDH)

ECDHOOOOODOOODOOOOOOOD

e JOIDDOOODOODDOO
e JOUODODOODODODODO
e UOODODONO

e JOOODODONO

e OODODO

10.2.1 OOO0OO0OOOO0OOOOOOOOO

032000000 ECDSAOODOOCOOOOOOOOODOOOOOOOOOOOD

10.2.2 O0OO0OOOOOOOODOOOO

032000000 ECDSAOODOOCOOOOO0O0OOODODOOOOOOOOOOD

10.2.3 0O0OO0OO0OOO0OO0O0OO

032000000 ECDSAOOOOODOOOOOODOODOOOO

10.24 0OO0O0OO0OOOO0ODOO

032000000 ECDSAOODOOOCOOOOOOOODOCODOOO

10.2.5 0O0ODOODOODO

gboboobooobooobbooboobooo

¢ JCATTODOOD (0UD0)0D0000UODOO0OOODODOODOOIUTOOOOOOOODO
gooooo

KDFOOANSIX9.630 000000000 KDFOOOOOOKDFOOOOOOODODODODOO
SHA-10 SHA-22400 SHA-25600 SHA-3840 SHA-512 000000000

67



10.3 PSEC-KEM

PSEC-KEMOOOOOOOOODOOODOOOO

e NOODODOODO
e JOUODODOODOODOO
e NUUDODOOOOOO

ubobooboooboobboobooboo

10.3.1 0OOOO0OO0OO0OO00O4

032000000 ECDSAOOOOODOOOOOODOODOOOO

10.3.2 0OOO0O0OOOO0OOOODODOO

gboboboboboboboboboboobobobo

e JCATTOOOOOOOD QUODODODOIUTHOOOOOOOODOJCATTOOOOOO
gobooboooboboooboobooonboo

e 000U UUIUDUOD(ODDOOODD)DDDODODOODOODODOOOIUTOOODOO
gobobooboboon

KDFOOISO/IEC 18033-20 00000 KDF1OOOOOOOKDF1OOOOOOOOoOO
00 SHA-10 SHA-2240 SHA-2560 SHA-3840 SHA-512 000000000

10.3.3 0OU00OO0ODOODODOODO

goboobooobbooboobooboobooobbon

¢ JCATTUOOODDDOO (d,Q)DU00D000D00DODUODIUTOOODOOOOOOOD
e JCATTOOOOODODODOODODOOUOIUTODODOO “DO”0O0O0OO

KDFODOISO/IEC 18033-20 00000 KDF1OOOOOOOKDF1OOOOOOOOOO
0 0 SHA-10 SHA-2240 SHA-2560 SHA-3840 SHA-512 0 00000000
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