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2 RSASSA-PKCS1-vl. 5

RSASSA-PKCS1-vi 5 000Q0OoOoOOOOOOOOOO0oOo0ooooobooooooooooDo
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2.1 000000000 (*.par)

O 4: RSASSA-PKCS1-vi 5000000000

HEE 00 | 00
(0D) [Algorithm Name] RSASSA-PKCS1-v1.5
oooo [Function Name] Sign
[Bitlength of Modulus] 000000
[Hash] ooooooooo
[Secret Key Typel O00oooooooo
[Public Key Typel 000 ed0OO
[Seed P] 0000000000000 000000DoOO
ooooooo
[Bitlength of Seed P] Seed POODODOO
[Seed K] 0000000ooooooooooooooon
[Bitlength of Seed K] Seed KOOODOO
[Bitlength of Plaintexts] | O0O0OOOODO
[Number of Plaintexts] oooo
oooo [Function Name] Verification
[Bitlength of Modulus] ooooooo
[Hash]
[Secret Key Typel
[Public Key Typel
[Seed P]
[Bitlength of Seed P]
[Seed K]
[Bitlength of Seed K]
[Bitlength of Plaintexts]
[Number of Plaintexts]
[Rate of Fail Datal Ooooooooooooo
00000 | [Function Name] Key Generation
[Bitlength of Modulus] OnO000O0
[Secret Key Typel Oo000o0ooopooo
[Public Key Typel O00OeOd0OO
[Number of Keys] goo




22 000000000 (*.req)

O 5: RSASSA-PKCS1-vi 5000000000

IEE 0o 00
(O00O) [Algorithm Name] RSASSA-PKCS1-v1.5
oooo [Function Name] Sign
[Bitlength of Modulus] On0O0000 100000
[Hash] gooooooon
| [Secret Key Typel 0000000000
- Ipl! 00 p[160000]
K 00 ¢[60000]
R 0000000d[160000]
IESE On[l60000]
| [ap]! dmodp—1[160000]
- [aqlt dmod g—1[160000]
i [qInv]? ¢ 'modp[160000]
[Bitlength of Plaintexts] |JO0OO0OO00 [100000]
[Number of Plaintexts] 0000 [1ooooo]
| [Plaintexts]? 00 160000]
oooo [Function Name] Verification
[Bitlength of Modulus] 000000 [100000]
[Hash] oooooooon
[n] On[160000]
| [Number of Signatures] 0000 100000]
[e]? D00 e[160000]
i [Signatures]?® 00 [160000]
[Bitlength of Plaintexts] | 00 O0O0OOD [100000]
| [Plaintexts]? 00 [160000]
00000 | [Function Name] Key Generation
[Bitlength of Modulus] O0n00000 100000
[Secret Key Typel ooooooooog
[Public Key Typel 000 eOOD
[Number of Keys] 000 [1o0o0o0j

1. 000000000000000(d,n)00000 ([pl,[q),[dP],[dQ],jqnv]) 000000

ooooooon
2. [Number of Plaintexts]| 000000000
3. [Number of Signatures| 00000 e0 0000000000000




2.3 FactsOO OO (*.fax)

0 6: RSASSA-PKCS1-v1.5 FactsO O OO

I 00 00
(O00O) [Algorithm Name] RSASSA-PKCS1-v1.5
0000 | [Function Name] Sign
[Bitlength of Modulus] |0 nO0O0O0O0O
[Hash] oooooooon
| [Secret Key Typel 0000000000
[Public Key Typel OO0 eODO
[pl? OO0 p
[q]! 00 ¢
S Dooooood
ESE O n
" [ap]! d mod p—1
*[dQ]l dmod ¢ —1
i [qInv]! ¢! mod p
[e] OO0 e
[Bitlength of goooood
Plaintexts]
[Number of Plaintexts] | 0O 00O
| [Plaintexts]? oo
i [Signatures]? ood

1. 000000000000000(d,n)00000 ([p)d,n),[dP],[dQ,qnv)) 00000
0oooo0o0o0o0

2. [Number of Plaintexts| 0 0 0000000000000



0 7: RSASSA-PKCS1-v15 Facts0 OO0 (0 O)

oo | 00 00
(O0o) [Algorithm Name] RSASSA-PKCS1-v1.5
oooOo [Function Name] Verification
[Bitlength of Modulus] |0 nO0OO0O0O
[Hash] gooooooon
| [Secret Key Typel 0000000000
[Public Key Type] 000 eD0OO
[pl? 00 p
[q]? 00 g
Sk IREEEEEE
E On
" [ap1? dmod p—1
*[dQ]l d mod ¢ —1
i [qInv]! ¢! mod p
[Number of Signatures] | 0O OO
| [e]2 OO0 e
i [Signatures]? o0
[Bitlength of ooooooo
Plaintexts]
i [Plaintexts]? oo
" [Results]? 0000000000000 o0o0oo0O oooo
O0Odd 1000000 [Signatures] 000
[Plaintexts] U0 OO O0ODOODOOODOOOO
o000 1000o0o0000O0ODOO
00000 | [Function Name] Key Generation
[Bitlength of Modulus] |0 n0OOOODO
[Secret Key Typel O000o0oooooo
[Public Key Typel 000 ed0OO
[Number of Keys] oon

1. 000000000000000(d),n])00000 ([pl,lq,;),[dP],[dQ],[qnv])) 00000
000000000

2. [Number of Signatures| D000 e0 0000000000000 DOOO0OOOO



24 000000000 (*.rsp)

O 8 RSASSA-PKCS1-vi 5000000000

| 0O | 0o 0o
(O00O) [Algorithm Name] RSASSA-PKCS1-v1.5
0000 | [Function Name] Sign
[Bitlength of Modulus] 000000 [100000)
[Hash] 000000000
| [Secret Key Typel 0000000000
- Ipl! 00 p[160000]
SE 00 ¢[60000]
HSE 0000000d[160000]
| [n]! On[l60000]
| [ap]! dmodp—1[160000]
| [4q)! dmod ¢g—1[160000]
i [qInv]! ¢ 'modp[160000]
[Bitlength of Plaintexts] 0000000 [1o0000)
[Number of Plaintexts] o000 1ooooo)
| [Plaintexts]? 00 160000]
| [Signatures]? 000000 [160000]
0000 | [Function Namel Verification

[Bitlength of Modulus]

000000 [100000]

[Hash]

ooooooogo

[n]

On[l60000]

[Number of Signatures]

0000 100000]

| [el?

000 e[160000]

[Signatures]?®

00 [160000]

[Bitlength of Plaintexts]

O0oO0oOooo [100oo0g]

[Plaintexts]®

00 [160000]

[Results]?

gobooboooobogobooogooboooonog
go1gbooooo

1. 000000000000000(d),n)00000 ([pl,[q],[dP],[dQ],[qnv]) 000000
00000000

2. [Number of Plaintexts]| 0 0 0000000000000
3. [Number of Signatures| 00000 e0 00 0000000000000 DOOOOO




0 9: RSASSA-PKCS1-vl 5000000000 (OD0O)

00 | 00 [ 00
(O0) [Algorithm Name] RSASSA-PKCSI-v1 5
00000 | [Function Name] Key Generation
| [Bitlength of Modulus] OnO00000O [10000O0]
[Secret Key Typel oooooooooo
[Number of Keys] 000 [1oo0oo)
Sk 000000 p[160000]
O 000000 ¢6e0000]
| [4] 00000000000 d[160000]
Sk 0000000 e(160000]
| o]t 00000 n[160000]
| [ap]! D00Odmodp—1[160000]
| [aq)! D00Odmodg—1[160000]
| [qInv]! 0000¢ ' modp[160000]

1. 0000000000000000([p)0[q0[d0[e0R)D0000 ([p)0[q0[dP|o[dQ]D
[qinv]O [e]0[n) 000000000 [Number of Keys) 000000

00000000000 TYPEIOODOOOOOOOOOO ([p)0[q)0[dP]0 [dQ)O [qlnv]O
[j0n) 000000000000000000002000000000000000 1
000 ([p)0[q)0[dP)0[dQ]0 [qInv]O[e)0[n)) 000000000000 2000 ([p]0[q]0
[dP]0[dQ]O0 [qIlnv]O[e)0 [n)) 00000000000 (0O0OD0)

[p]
...4100000p000000

[q]
...4100000¢000000

[dP]
..t1000dmodp—1000000
[dQ]
...f1000dmodg—1000000

[qInv]
..41000 ¢ 'mod pO00000O0

[e]
...$1000000 000000

[n]
...410000x,000000

[p]
...4200000p000000O

[q]

...4200000¢000000

[dP]
.. 42000dmodp—-1000000



[dQ]
...t2000dmodg—1000000

[aInv]
..42000 ¢ 'mod pO0O000O0

[e]
...42000000 000000

[m]

...f20000»,000000



2.5 000000 (*.out)

0 10: RSASSA-PKCS1-v1 5000000
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon

e ]IJ0D0O0DUDOODUDOOODUCODOULUDODOODUDOUODOODODOOOODDO (ok)
000000000 (NG Oooooooooooo
NG(#1 : p is prime ?)
ok(#1 : q is prime ?)
O00OOok(#1: qisprime ?)00¢000000000O00O0ODOOOOOOOOOODO
NG(#1: pisprime 7)00p00000000O0DOOODOOOOOOOOOOOOOOO
0oooooooooooooboooooood

10



