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2 3-key Triple DES

3-key Triple DESOO0D0OO0OO0DOOO0ODOOODOOOOOOODOOOOOODOOOOOO
gboboboboboboboobobooooboooo

e KAT-Text: Variable Plaintext(Ciphertext) Known Answer Test
e KAT-Key: Variable Key Known Answer Test

o KAT-IP: IP Known Answer Test
e KAT-PO: PO Known Answer Test
e KAT-ST: ST Known Answer Test
e MMT: Multi-block Message Test

e MCT: Monte Carlo Test

gbobooboobooobobooboooboooboobooonooo

21 0DO0o0ooooon (*.par)
0 1: 3-key Triple DESOOO0O0OO0O0OOO
’ oo oo \ oo
(O00) | [Algorithm Name] 3-key Triple DES
000 | [Function Name] Encryption
[Modes of Operation] TECBO TCBCO TOFBO TCFB10O TCFBS, TCFB,
TCTROOOOOOD 100
[Bitlength of Key] oooooo
[Number of Blocks for MMT] MMTOODDOOO
[Key for MMT] MMT OO
[IV for MMT] MMT O IV
[Plaintext for MMT] MMT OODO
[Number of Inner-loop for MCT] MCTOOOOOOOOO
[Number of Outer-loop for MCT] MCTOOODOOOOO
[Initial Key for MCT] MCTOOOOOO
[Initial Plaintext for MCT] MCcTOOODOOOO
[Initial IV for MCT] MCTO IvOOoQono
[Initial Value of Counter for MMT] | MMTOUOOUDOUOOO (ModeO TCTROOO OO
Oooooooooooon)
[Initial Value of Counter for MCT] | MCTOOUOOOOO (ModeO TCTROOODODO
0000oooooooon)
[Bitlength of Counter] O00000o0ogd (Moded TCTROOOOOOO
00o0oUooooooon)
oo [Function Name] Decryption
[Modes of Operation] opoooog
[Bitlength of Key]
[Number of Blocks for MMT]
[Key for MMT]
[IV for MMT]
[Ciphertext for MMT] MMTOOOO
[Number of Inner-loop for MCT] oooooo

[Number of Outer-loop for MCT]

[Initial Key for MCT]

[Initial Ciphertext for MCT]

MCTOOOOOOOO

[Initial IV for MCT]

gboooog

[Initial Value of Counter for MMT]

[Initial Value of Counter for MCT]

[Bitlength of Counter]




22 000000000 (*.req)

0 2: 3-key Triple DESOO0 0000000 (ODOO)

[ 00 ] 00 \ 00
(00) | [Algorithm Name] 3-key Triple DES
000 | [Function Name] Encryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1O TCFBS, TCFB,
TCTROOOODOOO 10

[Bitlength of Key]

000000 [ooooog]

[Bitlength of Counter]

000000000 (Moded TCTROOOOOOO
00000000000)[100000)

[Key for KAT-Text]

KAT-Text 0O (16000 0]

[Plaintext for KAT-Text]

KAT-Text OO0 (16000 0]

[IV for KAT-Text]

KAT-TextO IV (16000 0]

[Counter for KAT-Text]

KAT-Text0 0000 [160000] (Mode D TCTR
000000000000000000)

[Plaintext for KAT-Key]

KAT-KeyOOO [160000]

[IV for KAT-Key]

KAT-KeyO IV [160000]

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Key for KAT-IP]

KAT-IPOO [160000]

[Plaintext for KAT-IP]

KAT-IPOOO [160000]

[IV for KAT-IP]

KAT-IPO IV (16000 0]

[Counter for KAT-IP]

KAT-IPOOOOO [160000] (Moded TCTR O
00000000000000000)

[Plaintext for KAT-PO]

KAT-POOOO [160000]

[IV for KAT-PO]

KAT-POO IV [160000]

[Counter for KAT-PO]

KAT-POODOO0 [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-PO]

KAT-POOO [160000]

[Key for KAT-ST]

KAT-STOO [160000]

[Plaintext for KAT-ST]

KAT-STOOO [160000]

[IV for KAT-ST]

KAT-STO IV [160000]

[Counter for KAT-ST]

KAT-ST) 00000 [160000] (Mode D TCTR
000000000000000000)

[Number of Blocks for MMT]

MMTOOOOOO 100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMT OOO0OO0OOO0OO [160000] (Mode O
TCTROUOOOOOOOOOOOOOOOO)

[Plaintext for MMT]

MMTOOO [160000]

[Number of Inner-loop for MCT]

MCTOOOOODOOD [100000]

[Number of Outer-loop for MCT]

MCTUOOOOODOOOD [100000]

[Initial Key for MCT]

MCTOOOOOO 160000]

[Initial Plaintext for MCT]

MCTOOOOUOOO [160000]

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTOOOOOOOO [160000] (Moded TCTR
000000000000000000)




0 3: 3-key Triple DESOO0O0O0O0O0O0ODO (ODO)

| OO 00 [ 00
(0D0) | [Algorithm Name] 3-key Triple DES
oo [Function Name] Decryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1UO TCFBS, TCFB,
TCTROOODOOOO 10

[Bitlength of Key]

ooogood

[Bitlength of Counter]

000000000 [100000] (ModeDd TCTRO
00000000000000000)

[Key for KAT-Text]

KAT-Text OO [160000]

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[IV for KAT-Text]

KAT-TextO IV [160000]

[Counter for KAT-Text]

KAT-Text0O OO0 160000] (Moded TCTR
000000000000000000)

[Ciphertext for KAT-Key]

KAT-KeyOOOO 160000]

[IV for KAT-Key]

KAT-KeyO IV [160000]

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-Key]

KAT-Key OO [160000]

[Key for KAT-IP]

KAT-IPOO [160000]

[Ciphertext for KAT-IP]

KAT-IPOOOO [160000]

[IV for KAT-IP]

KAT-IPO IV [16 00 00|

[Counter for KAT-IP]

KAT-IPOOOOO [160000] (Moded TCTR O
00000000000000000)

[Ciphertext for KAT-PO]

KAT-POOOOD [160000]

[IV for KAT-PO]

KAT-POO IV 16000 0]

[Counter for KAT-PO]

KAT-POOUOOOO [160000] (Mode O TCTR
O0000o0o0oUooooooooon)

[Key for KAT-PO]

KAT-POOO (160000

[Key for KAT-ST]

KAT-STOO [160000]

[Ciphertext for KAT-ST]

KAT-STOOOO [160000]

[IV for KAT-ST]

KAT-STO IV[I60000]

[Counter for KAT-ST]

KAT-STOOOOO [160000] (Mode O TCTR
000000000000000000)

[Number of Blocks for MMT]

MMTOOOOOO 100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV (16000 0]

[Initial Value of Counter for MMT]

MMTOOOOOOOO (16 0000] (Mode O
TCTROUOOOOOOOOOOOOOOODO)

[Ciphertext for MMT]

MMTOOOO 160000]

[Number of Inner-loop for MCT]

MCTOOOODOOUOOOO [100000)

[Number of Outer-loop for MCT]

MCTOOOOOUOOOO [100000)

[Initial Key for MCT]

MCTOOOOODO [160000)

[Initial Ciphertext for MCT]

MCTOOUOOOOUOO [l60000O]

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTOOOOOOOO [160000] (ModeO TCTR
000000000000000000)




2.3 FactsOO OO (*.fax)

O 4: 3-key Triple DES Facts D000 (D DO0O)

IEE oo \ 00
(00) | [Algorithm Name] 3-key Triple DES
000 | [Function Name] Encryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1O TCFBS, TCFB,
TCTROOOODOOO 10

[Bitlength of Key]

gboooog

[Bitlength of Counter]

000000000 (ModeDO TCTROOOOOOO
Oooooooooon)

[Key for KAT-Text]

KAT-Text OO

[Plaintext for KAT-Text]

KAT-Text 0O O

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 00000 (ModeO TCTROOOOODO
Ooooooooooon)

[Ciphertext for KAT-Text]

KAT-Text OO QO OOOOOO

[Plaintext for KAT-Keyl]

KAT-Key OO O

[IV for KAT-Keyl]

KAT Key O 1V

[Counter for KAT-Key]

KAT-Key OOOOO (ModeO TCTRODOOOODO
Ooooooooooon)

[Key for KAT-Key] KAT-Key OO

[Ciphertext for KAT-Key] KAT-Key OO OOOOODO
[Key for KAT-IP] KAT-IPOO

[Plaintext for KAT-IP] KAT-IPOOO

[IV for KAT-IP] KAT-IP O IV

[Counter for KAT-IP]

KAT-IPOOOOO (Moded TCTROOODOOODO
00o00oooooon)

[Ciphertext for KAT-IP]

KAT-IPOOOOOOOOO

[Plaintext for KAT-PO]

KAT-POODODO

[IV for KAT-PO]

KAT-PO O IV

[Counter for KAT-PO]

KAT-POOOUOOO (Moded TCTROOODOODO
O0ooooooooooo)

[Key for KAT-PQ] KAT-PO OO

[Ciphertext for KAT-PO] KAT-POOOOOOOOOO
[Key for KAT-ST] KAT-STO O

[Plaintext for KAT-ST] KAT-STO OO

[IV for KAT-ST] KAT-ST O IV

[Counter for KAT-ST]

KAT-STOUOOOO (Mode TCTROOOOOOO
0ooooooooon)

[Ciphertext for KAT-ST]

KAT-STOOOOOOOOO

[Number of Blocks for MMT]

MMTOODDOOO

[Key for MMT]

MMT O 0O

[IV for MMT]

MMT O IV

[Initial Value of Counter for MMT]

MMTOOOOOOOO (ModeO TCTROOOODO
00o0o0ooooooooon)

[Plaintext for MMT]

MMT OODO

[Ciphertext for MMT]

MMTOOODOOOOO

[Number of Inner-loop for MCT]

MCTOOODOOOOO

[Number of Outer-loop for MCT]

MCcTOOODOOOOO

[Initial Key for MCT]

MCTOOODOO

[Initial Plaintext for MCT]

MCTOOODODOOO

[Initial IV for MCT]

MCTO IvOoOoOoQd

[Initial Value of Counter for MCT]

MCTOOOOOOOO (ModeO TCTROODOODO
O0o00oooOoooooon)

[Ciphertext for MCT]

MCcTOOODOOOOoOo




0 5: 3-key Triple DES Facts 0O O 0O (0 0O)

| OO 00 [ 00
(0D0) | [Algorithm Name] 3-key Triple DES
oo [Function Name] Decryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1UO TCFBS, TCFB,
TCTROOODOOOO 10

[Bitlength of Key]

ooogood

[Bitlength of Counter]

000000000 (ModeD TCTROODOOOOO
0000oo0ooooon)

[Key for KAT-Text]

KAT-Text O O

[Ciphertext for KAT-Text]

KAT-Text OO OO

[IV for KAT-Text]

KAT-Text O IV

[Counter for KAT-Text]

KAT-Text 00000 (Moded TCTROOOOOO
oooooooooooOon)

[Plaintext for KAT-Text]

KAT-TextOOODOODODOO

[Ciphertext for KAT-Key]

KAT-KeyO QOO

[IV for KAT-Key]

KAT-Key 0 IV

[Counter for KAT-Key]

KAT-Key OO OOO (ModeD TCTROUDOOOODO
Ooooooooooon)

[Key for KAT-Key] KAT-Key O O

[Plaintext for KAT-Key] KAT-Key OO OGOGQOooo
[Key for KAT-IP] KAT-IPOO

[Ciphertext for KAT-IP] KAT-IPOOOO

[IV for KAT-IP] KAT-IP O IV

[Counter for KAT-IP]

KAT-IPOOOOO (ModeO TCTROOOODOODO
O00ooooooon)

[Plaintext for KAT-IP]

KAT-IPOOOOOOOO

[Ciphertext for KAT-PO]

KAT-POOOOO

[IV for KAT-PO]

KAT-PO O IV

[Counter for KAT-PO]

KAT-POOOOOO (ModeO TCTROOODOOO
00000000ooon)

[Key for KAT-PO] KAT-PO OO

[Plaintext for KAT-PO] KAT-POOOOOOOOO
[Key for KAT-ST] KAT-STOO
[Ciphertext for KAT-ST] KAT-STOOOO

[IV for KAT-ST] KAT-ST O IV

[Counter for KAT-ST]

KAT-STOOOOO (ModeO TCTROOOOOOO
000oooooooon)

[Plaintext for KAT-ST]

KAT-STOOOOOOOO

[Number of Blocks for MMT]

MMTOOOOOO

[Key for MMT]

MMT OO

[IV for MMT]

MMT O IV

[Initial Value of Counter for MMT]

MMTOOOOOOOO (ModeO TCTROOOOO
000ooooooooon)

[Ciphertext for MMT]

MMTOOOO

[Plaintext for MMT]

MMTOOOODOODO

[Number of Inner-loop for MCT]

MCTOOOOOOOOO

[Number of Outer-loop for MCT]

MCTOOOOOOOOO

[Initial Key for MCT]

MCTOOODOOO

[Initial Ciphertext for MCT]

MCTOOOOOoood

[Initial IV for MCT]

MCTO IvOOOO

[Initial Value of Counter for MCT]

MCTOOOOOOOO (Mode TCTRODOOOO
O00ooooooooon)

[Plaintext for MCT]

MCTOODOOOOOD




24 000000000 (*rsp)

0 6: 3-key Triple DESOO0 0000000 (DOO)

[ 00 ] 00 \ 00
(00) | [Algorithm Name] 3-key Triple DES
000 | [Function Name] Encryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1O TCFBS, TCFB,
TCTROOOODOOO 10

[Bitlength of Key]

000000 [ooooog]

[Bitlength of Counter]

0000000o0oD 100000] (Moded TCTR O
00000o00o0oooooooon)

[Key for KAT-Text]

KAT-Text 00O [160000]

[Plaintext for KAT-Text]

KAT-Text OO0 (16000 0]

[IV for KAT-Text]

KAT-TextO IV (16000 0]

[Counter for KAT-Text]

KAT-Text0 0000 [160000] (Mode D TCTR
000000000000000000)

[Ciphertext for KAT-Text]

O0D00OKAT-Text DOOOO0OOOOO (160000

[Plaintext for KAT-Keyl]

KAT-KeyOOO [160000]

[IV for KAT-Keyl]

KAT-KeyO IV[160000]

[Key for KAT-Key]

KAT-KeyOO [160000]

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Mode D TCTR
000000000000000000)

[Ciphertext for KAT-Key]

OOD00OKAT-KeyOOOQOOQOOOO [160000]

[Key for KAT-IP]

KAT-IPOO [160000]

[Plaintext for KAT-IP]

KAT-IPOOO [160000]

[IV for KAT-IP]

KAT-IPO IV [160000]

[Counter for KAT-IP]

KAT-IPOOOOO [160000] (Moded TCTR O
00000000000000000)

[Ciphertext for KAT-IP]

O0O0OKAT-IPOOOOOOOOO l60000]

[Plaintext for KAT-PO]

KAT-POOOO [160000]

[IV for KAT-PO]

KAT-POO IV [160000]

[Counter for KAT-PO]

KAT-POOOOOO0 [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-PO]

KAT-POOO [160000]

[Ciphertext for KAT-PO]

O00UOKAT-POOOOOOOOODO [160000]

[Key for KAT-ST]

KAT-STOO [160000]

[Plaintext for KAT-ST]

KAT-STOOO 160000]

[IV for KAT-ST]

KAT-STO IV[160000]

[Counter for KAT-ST]

KAT-STOOOOO [160000] (Mode 0 TCTR
000000000000000000)

[Ciphertext for KAT-ST]

O00OUOKAT-STOOOOOOOOO (160000

[Number of Blocks for MMT]

MMTOOOOOO [100000]

[Key for MMT]

MMT OO [160000]

[IV for MMT]

MMTO IV [160000]

[Initial Value of Counter for MMT]

MMT OOO0OOO0OO [160000] (Mode O
TCTROUOOOOOOOOOOOOOOOONO)

[Plaintext for MMT]

MMTOOO [160000]

[Ciphertext for MMT]

O0O00OMMTOOUOOOOOODO [160000]

[Number of Inner-loop for MCT]

MCTOOOOODOOOD [100000]

[Number of Outer-loop for MCT]

MCTUOOOOOODOOODO [100000]

[Initial Key for MCT]

MCTOOOOOO [160000]

[Initial Plaintext for MCT]

MCTOOOUOUOOO [160000]

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTOOOOOOOO [160000] (Moded TCTR
000000000000000000)

[Ciphertext for MCT]

ooooMCTOOUOOOOOOD [160000]




O 7: 3-key Triple DESOO0O0O0O0O0O0ODO (ODO)

| OO 00 [ 00
(0D0) | [Algorithm Name] 3-key Triple DES
oo [Function Name] Decryption

[Modes of Operation]

TECBO TCBCO TOFBO TCFB1UO TCFBS, TCFB,
TCTROOODOOOO 10

[Bitlength of Key]

000000 f0000o]

[Bitlength of Counter]

000000000 [100000] (ModeDd TCTRO
00000000000000000)

[Key for KAT-Text]

KAT-Text OO [160000]

[Ciphertext for KAT-Text]

KAT-Text 0000 [160000]

[IV for KAT-Text]

KAT-TextO IV [160000]

[Counter for KAT-Text]

KAT-Text0O OO0 160000] (Moded TCTR
000000000000000000)

[Plaintext for KAT-Text]

OUO00OKAT-Text OO O0OO0O0O [160000]

[Ciphertext for KAT-Key]

KAT-KeyOOOO [160000]

[IV for KAT-Key]

KAT-KeyO IV [160000]

[Counter for KAT-Key]

KAT-KeyOOOOO [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-Key]

KAT-KeyOO [160000]

[Plaintext for KAT-Keyl]

OUO0O0OKAT-KeyOOOQOOOGOO [160000]

[Key for KAT-IP]

KAT-IPOO [160000]

[Ciphertext for KAT-IP]

KAT-IPOOOO [160000]

[IV for KAT-IP]

KATIPO IV [160000]

[Counter for KAT-IP]

KAT-IPOOOOO [160000] (Moded TCTR O
00000000000000000)

[Plaintext for KAT-IP]

O0O0UOKAT-IPOOOOOOOO [160000]

[Ciphertext for KAT-PO]

KAT-POOOOD (160000

[IV for KAT-PO]

KAT-POO IV [160000]

[Counter for KAT-PO]

KAT-POOOOO0 [160000] (Mode D TCTR
000000000000000000)

[Key for KAT-PO]

KAT-POOO [160000]

[Plaintext for KAT-PO]

O0O0OUOKAT-POOOUOOOOUOO 160000

[Key for KAT-ST]

KAT-STOO [160000]

[Ciphertext for KAT-ST]

KAT-STOOOO [160000]

[IV for KAT-ST]

KAT-STO IV[I60000]

[Counter for KAT-ST]

KAT-STOOOOO [160000] (Mode 0 TCTR
000000000000000000)

[Plaintext for KAT-ST]

O0O0O0OKAT-STOOUOOOOOO [le000O0O]

[Number of Blocks for MMT]

MMTOOOOOO [100000]

[Key for MMT]

MMTOO [160000]

[IV for MMT]

MMTO IV (16000 0]

[Initial Value of Counter for MMT]

MMTOOOOOOOO [16 0000] (Mode O
TCTROUOOOOOOOOOOOOOOOOO)

[Ciphertext for MMT]

MMTOOOO 160000]

[Plaintext for MMT]

O00O0OMMTOOOOODOOO [160000)

[Number of Inner-loop for MCT]

MCTOOOOOUODOOO [100000)

[Number of Outer-loop for MCT]

MCTOOOOOUOOOO [100000)

[Initial Key for MCT]

MCTOOOOODO [160000)

[Initial Ciphertext for MCT]

MCTOOOODOOOOD [160000)

[Initial IV for MCT]

MCTOIVOOOO [160000]

[Initial Value of Counter for MCT]

MCTOODOOOOO 160000] (ModeO TCTR
000000000000000000)

[Plaintext for MCT]

O00OMCTOOOOOOODOD [160000]




2.5 000000 (*.out)

0 8: 3-key Triple DESO D0 OO00O0O
| 00 00
[Algorithm Name] | OO O
[Function Name] oooooono
[Results] ooon

e JODODOUODOIResultsl]J OKOOOODOO

e JOOODOOUOI[Results] DO DOOOODOONGODOODOOOOOO [Results] OO0
gbooobobooboboboooboboboboboobobbobooobobooboooono
00 Noe.O#0ODOOUDOOOUDOO)ODDODOOOUDOOOUOOOUDOODOOODOOOOUOO
gbobbooboobooboboobobuoboboboboboobouabooobooong
gbooooboobooboooboboobobooboo1boobooobooooboobooboonog
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