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2 RSA-PSS

RSA-PSSOO0O0O0O0O0OOOOOOOOOOOOOOOOOOOCOOOOOOOO0O0O0O00O0
gbobobobobobobooboboooo

e RGT: Random Generation Test(O salt 00 000000000000000000000
0000000 (0000000)0000000000IUTO0000000000000M
0ooooo)

gbooboobooboobobooboooboooboobooonoo
gobboobboobbooobibuedgobooobboobbooobboobbog
gogbodgbooobooon

0 1. 0000000000
god ubobooboogoogd ‘

TYPEL | 00000000 (p,q,dP,dQ, gInv)
TYPE2 | 00000000 (d,n)

U2000e000
godg gboodgobde

TYPEL | e = 65,537
TYPE2 | e 0000

0300000000000

(000 |000000000000

M_PRNG_ANSIX942_ ANNEXC1_SHA1 PRNG based on SHA-1 in ANSI X9.42-2001
Annex C.1

M_PRNG_FIPS186_APPENDIX31_SHA1 PRNG based on SHA-1 for general purpose in

FIPS 186-2 (+ change notice 1) Appendix 3.1
M_PRNG_FIPS186_REVISED_APPENDIX31_SHA1 | PRNG based on SHA-1 for general purpose in
FIPS 186-2 (+ change notice 1) revised Ap-

pendix 3.1
M_PRNG_ISO18031_HASH Hash DRBG
M_PRNG_ISO18031_CTR CTR-DRBG
M_PRNG_ISO18031_OFB OFB_DRBG

04: 0000000 (MGF)OOO
MGFO OO 0000 MGF
M_MGF_ANSI944 SHA1 | ANSI X9.44 SHA-1
M_MGF_ANSI944_SHA256 | ANSI X9.44 SHA-256
M_MGF_ANSI944_SHA384 | ANSI X9.44 SHA-384
M_MGF_ANSI944_SHA512 | ANSI X9.44 SHA-512
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2000 KEY

30 0 O additional input
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0oooooooo |oooooooooo
M_Hash_SHA1 SHA-1
M _Hash_SHA256 SHA-256
M _Hash_SHA384 SHA-384
M _Hash_SHA512 SHA-512
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gopoooboogo gooboobogoo

M _BlockCipher TDES | 3-key Triple DES
M _BlockCipher_AES AES




2.1 000000000 (*.par)

O 7: RSA-PSSOO0O0O0O0OOO0O

e 00 00
(O00O) [Algorithm Name] RSA-PSS
0000 | [Function Name] Sign
[Bitlength of Modulus] OnO00000O

[PRNG]

00000000 0ooo (0oooooo 200
ooooooo.)

[Parameter of PRNG]

O0000000O000O0D0ODO (D0OOoOoOg 2
oopoooooono.)

[Hash]

ugbbgoboodan

[MGF]

ugboooooboood

[Secret Key Typel

goooooboood

[Public Key Typel

ugbbetdn

[Seed P]

ubooboobobobooboboboboobaon
googood

[Bitlength of Seed P]

Seed POOOOO

[Seed K]

ubobooboobooboobooboooood

[Bitlength of Seed K]

Seed KOOODOO

[Seed Saltl]

sat 00000000 DOOO0O0OODOOOsalt
ODOPKCSHl v2.1 00000000 EMSA-
pSSO000COOO0OCOOOOOOOOOO
ugbooboboood

[Bitlength of Seed Salt]!

Seed Salt OO OO 0O

[Number of Signatures for RGT]

RGTOOOOOODOOOOO

[SaltFlag]! Salt 00 O000O0O0OoOOOCOOOOIOODOOOO
[Bitlength of Salt] Salt 00000

[Bitlength of Plaintexts] ooo0oooQd

[Number of Plaintexts] oood

1. 0020000000 10203 0000000000000OO
00 100000: [Bitlength of Seed Salt] O [SaltFlag| 0 00O 0000
00 200000: [Bitlength of Seed Salt) 0 000 O [SaltFlag] 0 0000
00 300000: [Bitlength of Seed Salt] O [SaltFlag) 000 000000
gbooboooooooooogooo




0 & RSA-PSSOOOOOOOODO (O0O)

oo

RN

oo

(00)

[Algorithm Name]

RSA-PSS

gooo

[Function Name]

Verification

[Bitlength of Modulus]

[Hash]

[MGF]

[Secret Key Typel

[Public Key Typel

[Seed P]

[Bitlength of Seed P]

[Seed K]

[Bitlength of Seed K]

[Seed Salt]

[Bitlength of Seed Salt]

[Bitlength of Salt]

[Bitlength of Plaintexts]

[Number of Plaintexts]

goboogoo

[Rate of Fail Datal

gboboboboboooo

googd

[Function Name]

Key Generation

[Bitlength of Modulus] OnO00000
[Secret Key Typel O0000oooooo
[Public Key Typel 000 ed0OO
[Number of Keys] ooo




22 000000000 (*.req)

O 9: RSA-PSSOO0O0O0OOOOO

0o | 00 00
(O00O) [Algorithm Name] RSA-PSS
0000 | [Function Name] Sign

[Bitlength of Modulus]

0,00000 [100000]

[PRNG]

000000000000 (@Wooooog 20
oooooooo.)

[Parameter of PRNG]

O0000000O000O0D0ODO (D0OOoOoOg 2
oopoooooono.)

[Hash]

ugbbgoboodan

[MGF]

ugboooooboood

| [Secret Key Typel

goooooboood

i [pl!

D0 p[160000]

[ql! O0¢[l60000]
AL 0000000 d160000]
| o]t On(160000]
| [ap]! dmodp—1[160000]
| [aq]! dmod g—1[160000]
i [qInv]! ¢ tmodp[160000]

[Seed Salt]

st 000000 DODOODODODODO0O0O0OOOSalt
OO00OPKCSgl v21 00000000 EMSA-
pSSOOOO0ODOOOOOOODOOCOOOD
0000000000 6e0000O]

[Bitlength of Seed Salt]

Seed Salt 00000 [100000]

[Bitlength of Plaintexts]

0000000 [100000)

[SaltFlag]

Selt OOODODOO0OOODOOODO1IODO00ODODOO

[Bitlength of Salt]

Sat00000 [100000]

[Number of Plaintexts]

0000 [100000]

[Plaintexts]?

00 [160000]

[Salts]?

salt [160000]

[Number of Signatures for RGT]

RGTOOOOOODODODOOODODODOO
0000000000 [loooo0]

1. 000000000000000([d),[])00
00000000

2. [Number of Plaintexts| D 0 00000000
3. 00 300000 [Number of Plaintexts] O O

000 ([p)la),[dP)[QLalm]) 0000 O O

salt 000000




0 10: RSA-PSSOO0O0OOOOOO (ODDO)

oo | oo oo
(00) [Algorithm Name] RSA-PSS
o000 [Function Name] Verification
[Bitlength of Modulus] |0 nOO0O00O0 [100000]
[Hash] goooooobono
[MGF] gboogooboobogd
[n] On[l60000]
[Bitlength of Salt] selt 00000 [100000]
[Bitlength of O0oO00ooo [100oo00]
Plaintexts]
| [Number of Signatures] | 0000 [100000]
[el? O00e160000]
i [Signatures]! 00 [160000]
| [Plaintexts]' 00 [160000]
00000 | [Function Name] Key Generation

[Bitlength of Modulus]

000000 (100000

[Secret Key Typel

gbooobbaoood

[Public Key Typel

ubbedgn

[Number of Keys]

000 00000]

1. [Number of Signatures]| 00000 e0000000000000O0O




2.3 FactsOO OO (*.fax)

O 11: RSA-PSS FactsO O OO

s 0o 00
(O00O) [Algorithm Name] RSA-PSS
0000 | [Function Namel Sign
[Bitlength of Modulus] 000000

[PRNG]

00000000000 (oooooo 200
oo0ooogo.)

[Parameter of PRNG]

oooooooOoOoO0o0OD0O0O (D0O0OoOoOooO 2
O0ooooooo.)

[Hash] ogooooooon
[MGF] oooooooooo
[Secret Key Typel ooooooooog
[Public Key Typel 000 e0OO

pl! 00 p

[q]! 00 g
S oooooood
L O n
- [ap1! dmod p—1
*[dQ]l dmod g —1
i [qInv]! ¢! mod p

[e] oode

[Seed Salt]

sat 000 O00O0O00DOOO0O0O0ODOOOsalt
O00OPKCSgl v21 00000000 EMSA-
pSSCOOOO0ODOOOOOOODOOCOOOD
gooooooooo

[Bitlength of Seed Salt]

Seed Salt OO OO 0O

[Bitlength of Plaintexts]

ogbooooog

[SaltFlag]

salt DOO0OOO0OOODOOOOIODOOODOO

[Bitlength of Salt]

salt OO OO0

[Number of Plaintexts] oood
i [Plaintexts]? 00
| [Salts]® salt
i [Signatures]? oo

[Number of Signatures for RGT]

RGTOOOOOODODODOOOODODOO
ogboooooboood

1. 000000000000000(d,n)0o0o000 ([p)d,n),[dP],[dQ,qnv)) 00000
000000000

2. [Number of Plaintexts]| D 0000000000000 0O00O0O0OOO0OO 2000 30
goooooog

3. 00 300000 [Number of Plaintexts] 00 salt 000000




0 12: RSA-PSS Facts 0 OO0 (0 O)

oo | 00 00
(0o) [Algorithm Name] RSA-PSS
ooo0o [Function Name] Verification
[Bitlength of Modulus] 000000
[Hash] oooooooon
[MGF] O000o0oooooo
[Secret Key Typel gooboooboo
[Public Key Typel 000 eD0OO
[p]? 00 p
[q]? 00 g
R oooooood
| [n]! On
| [aP]! dmod p—1
k[dQ]l d mod q — 1
i [qInv]! ¢! mod p
[Bitlength of Salt] sl OO0 OO0
[Bitlength of Plaintexts] |00 00000
[Number of Signatures] oooo
| [e]2 OO0 e
i [Signatures]? o0
i [Plaintexts]? 00
%[Results]Q gooooboooooooogonogg
o1o0o0o0oad
00000 | [Function Name] Key Generation

[Bitlength of Modulus] 000000
[Secret Key Typel oooooooooo
[Public Key Typel 000 e0DOO
[Number of Keys] ooo

1. 000000000000000(d,n)0o0000 ([p)d,n),[dP],[dQ,qnv)) 00000

gooooboogn

2. [Number of Signatures| 00000 e0 0000000000000 O0OOOOOOO




24 000000000 (*.rsp)

0 13: RSA-PSSOO0O0O0O0OOODO

00 | 00 00
(O00O) [Algorithm Name] RSA-PSS
0000 | [Function Namel Sign

[Bitlength of Modulus]

0,00000 [100000]

[PRNG]

O0000ooooooo(@Coooooo 200
oooooog.)

[Parameter of PRNG]

0000000000000 (DO00oOooog 2
oopoooooono.)

[Hash]

ugboboooobooan

| [MGF]

gboooboboood

[Secret Key Typel

oboooooooog

[pl!

00 p[160000]

[q1? 00 ¢[60000]
[a1? D000000d160000]
| [n]! On[l60000]
- [apP1! dmod p—1[160000]
- [aq)? dmod ¢g—1[160000]
i [qInv]! ¢ tmodp[160000]

[Seed Saltl]

st 000000 DODODODODODODOO0O0O0OOSalt
OO00PKCSgl v21 00000000 EMSA-
pSSCOOO0ODOOOOOOODOOCOOOD
0000000000 6e0000O]

[Bitlength of Seed Salt]

Seed Salt 00O OO [100000]

[Bitlength of Plaintexts]

O0o00oo [10o0o0o00]

[SaltFlag]

Salt 00000000 OOCOOO1IO0ODOOOO

[Bitlength of Salt]

salt 00000 [100000]

[Number of Plaintexts]

0000 100000]

| [Number of Signatures for RGT]

[Plaintexts]? 00 60000]
[Salts]? salt [160000]
[Signatures]? D00000 160000]

RGTOOOOOODOOOOUODODODOOOO
0000000000 [loooo0]

[Signatures for RGT]*

OOoboOoRGTOOOODOOODOODOOODO
010000000000 [160000]

1. 000000000000000(d,n)00000 ([p),d,[dP],[dQ),jqnv)) 000000
0oooo0ooo

2. [Number of Plaintexts| 0 0 0000000000000
3. 00 300000 [Number of Plaintexts]| 00 salt 000000
4. [Plaintexts] 0000 1000000000000O00OOOOOOOO

10




0 14: RSA-PSSOO0O0O0OOOOO (ODDO)

oo | oo oo
(oo) [Algorithm Name] RSA-PSS
oooo [Function Name] Verification
[Bitlength of Modulus] O0n0O0000 [100000]
[Hash] dooooooon
[MGF] gooooooooo
[n] On(l60000]
[Bitlength of Salt] salt 00000 [100000]
[Bitlength of Plaintexts] |0 000000 [100000O0]
[Number of Signatures] 0000 [1o0o000]
SE D00 e[160000]
[Signatures]! 00 [160000]
| [Plaintexts]! 00 [160000]
%[Results]l goobbooooouobobotooooouonboo
o 1oooooo
00000 | [Function Name] Key Generation

[Bitlength of Modulus]

O0,00000 [100000]

| [Secret Key Typel

goooooogoo

[Number of Keys]

000 [100000]

SE 000000 p[60000]

E D000O0O0 ¢[160000]

| [d]2 00000000000 d[160000]
| [e]? D000000e(160000]

| [n]? 00000 [160000]

| [ap]2 O000dmodp—1[160000]

| [dg)? D0COOdmodg—1[160000]

| [qInv]? 0000¢ 'modp[l60000]

1. [Number of Signatures] 00000 0000000000000 O0O0O0OO0OODO
2. 0000000000000000([p]2[d0[d]Ce]On)DO0D0O0O0 ([p|O[q0[dP)O[dQ]T
[qinv]O [e]0n) 000000000 [Number of Keys) 000000

00000000000 TYPEIODOOOODOOOOOOO ([p)0[q0 [dP]0 [dQ]O [qnv]O
[0n) 0000D000000000000O0ONONON2000000000000000 1
000 ([p)0[q)0[dP]0[dQ]0 [qInv]O[e]0n)) 000000000000 2000 ([p)0[q)0
[dP]0 [dQ]0 [qInv]O [e]0 [n)) 000000000000 O000)

[p]
...4100000p000000O

[q]
...4100000¢000000

[dP]
..f1000dmodp—1000000

11



[dQ]
...$1000dmodg—1000000

[aInv]
..41000¢ 'mod pO0000O0

[e]
...41000000 000000

[n]
...$100002000000

[p]

...f200000 pOOOCODO

[q]

.. 4200000 ¢000000

[dP]

. £2000dmodp—1000000
[dQ]
...f12000dmod¢g—1000000
[qInv]

...42000 ¢ 'mod pO0 00000

[e]
...42000000 000000

1]
...4200007000000

12



2.5 000000 (*.out)

0 15: RSA-PSSOO D000
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon

e ]IJ0D0O0DUDOODUDOOODUCODOULUDODOODUDOUODOODODOOOODDO (ok)
000000000 (NG Oooooooooooo
NG(#1 : p is prime ?)
ok(#1 : q is prime ?)
O00OOok(#1: qisprime ?)00¢000000000O00O0ODOOOOOOOOOODO
NG(#1: pisprime 7)00p00000000O0DOOODOOOOOOOOOOOOOOO
0oooooooooooooboooooood

13



