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2 00000000 Hash DRBG(NIST SP800-90)

000000000 Hash DRBG (Recommendation for Random Number Generation Using
Deterministic Random Bit Generators (Revised) - NIST Special Publication 800-90)
(10.1.1.4 0" Generating Pseudorandom Bits Using Hash DRBG” 00000000
“ Hash_DRBG_Generate_algorithm ” )
000000000000 0000O0O0O000O0O000O0OOOO000O
gbobooboobbooboobbooboobbod

e VST: The Variable Seed Test
e MCT: Monte Carlo Test

gobooboobooobooboobobooobooboooobo
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O 1. 000000000
000000000 |0D0b0bD0ooooo
M_Hash_SHA1 SHA-1
M_Hash_SHA224 SHA-224
M_Hash_SHA256 SHA-256
M_Hash_SHA384 SHA-384
M_Hash_SHA512 SHA-512




2.1 000000000 (*.par)
0 2: 00000000 Hash DRBG(NIST SP800-90) 000000000
00 00 \ 00
000000 | [Algorithm Name] Hash_DRBG(NIST SP800-90)

[Function Namel]

PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

Number for VST]

[Bitlength of Random

VSTOOOODOOOOOO000 (0000000
ooo)

[C for VSTI]

VSTOO CODOCOODODODOOOSHA-1O0SHA-
2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8LU OO OO OO

Input for VST]

[Bitlength of Additional

VST OO Additional Input 0O 000

VST]

[Additional Input for

VST OO Additional Input O

[Reseed Counter for VST]

VST O O Reseed Counter O

Number for MCT]

[Bitlength of Random

MCTOOOOOOOOOOOO (000000
0ooo)

[C for MCT] MCTOO COOCOOOODOOOSHA-1OSHA-
2240 SHA-256 0 4400 0 00O SHA-384 O SHA-
5120 88U O UODOODO

[V for MCT] MCTOO VOOVOOOODOOOSHA-1OSHA-

2240 SHA-256 0 4400 0 00O SHA-384 O SHA-
5120 88U UODOODO

Input for MCT]

[Bitlength of Additional

MCT 00 Additional Input 000 00O

MCT]

[Additional Input for

MCT O O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOODOOOODO
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0 3: 00000000 Hash DRBG(NIST SP800-90) 0 0 IO OOOOO

oo
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oo
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[Algorithm Name]

Hash_ DRBG(NIST SP800-90)

[Function Namel]

PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOODOOOOOO000 (0000000
0oo)[00000]

[C for VST] VSTOO CODOCOODODODOOOSHA-1O0SHA-
2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8880000000 [16000O0O]

[V for VST] VSTOO VOOVOODOOOOOSHA-1OSHA-

2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8880000000 [16000O0O]

[Bitlength of Additional
Input for VST]

VST U O Additional Input 00000 [1000
00]

[Additional Input for
VST]

VST O O Additional Input 0 [16 000 0]

[Reseed Counter for VST]

VST OO Reseed Counter 0 [100000]

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOOOOO (000000
0O000)[100000]

[C for MCT] MCTOO COOCOOOCODOOOSHA-1OSHA-
2240 SHA-256 0 4400 0 00O SHA-384 O SHA-
5120 88800 U0U0OOO [160000]

[V for MCT] MCTOCO VOOVOOOODOOOSHA-1OSHA-

2240 SHA-256 0 4400 0 00O SHA-384 O SHA-
5120 88800 0U0U0OOO [160000]

[Bitlength of Additional
Input for MCT]

MCT O 0 Additional Input 00000 [100 0
00]

[Additional Input for
MCT]

MCT OO Additional Input 0 [16 000 O]

[Reseed Counter for MCT]

MCT OO Reseed Counter 0 [100000]

[Number of Loop for MCT]

MCTOOOOOOO [100000]




2.3 FactsOO OO (*.fax)

0 4: 00000000 Hash DRBG(NIST SP800-90)Facts 0 0 O O

oo
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[Algorithm Name]

Hash_ DRBG(NIST SP800-90)

[Function Namel]

PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOODOOOOOO000 (0000000
ooo)

[C for VST] VSTOO CODOCOODODODOOOSHA-1O0SHA-
2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8LU OO OO OO

[V for VST] VSTOO VOOVOODOOOOOSHA-1OSHA-

2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8LU OO OO OO

[Bitlength of Additional
Input for VST]

VST OO Additional Input 00 0 0O O

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VST]

VST O O Reseed Counter O

[Random Number for VST]

vSTOOoOOOOoOOOoO

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOOOOD (000000
oooo)

[C for MCTI] MCTOO COOCOOOOOOOSHA-1OSHA-
2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 LU OO OO OO

[V for MCTI] MCTOO VOOVOOOODODODOSHA-1OSHA-

2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 888U O UODOODO

[Bitlength of Additional
Input for MCT]

MCT O 0O Additional Input 00 00O

[Additional Input for
MCT]

MCT O 0O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOOOOODO

[Random Number for MCT]

MCTOOOOOOOO
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[Algorithm Name]

Hash_ DRBG(NIST SP800-90)

[Function Namel]

PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOODOOOOOO000 (0000000
0oo)[00000]

[C for VST] VSTOO CODOCOODODODOOOSHA-1O0SHA-
2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8880000000 [16000O0O]

[V for VST] VSTOO VOOVOODOOOOOSHA-1OSHA-

2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8880000000 [16000O0O]

[Bitlength of Additional
Input for VST]

VST U O Additional Input 00000 [1000
00]

[Additional Input for
VST]

VST O O Additional Input 0 [16 000 0]

[Reseed Counter for VST]

VST OO Reseed Counter 0 [100000]

[Random Number for VST]

O0oovVSTOOOOODOOO le0oo0O]

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOOOOD (000000
0ooo0)[00000]

[C for MCTI] MCTOO COOCOOOOOOOSHA-1OSHA-
2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8880000000 [160000O]

[V for MCTI] MCTOO VOOVOOOODODODOSHA-1OSHA-

2240 SHA-256 0 440 0 0 OO SHA-384 O SHA-
5120 8880000000 [160000O]

[Bitlength of Additional
Input for MCT]

MCT OO Additional Input 0 0000 [1000
00|

[Additional Input for
MCT]

MCT O O Additional Input 0 [16 000 O]

[Reseed Counter for MCT]

MCT OO Reseed Counter 0 [100000]

[Number of Loop for MCT]

MCTOOOOOODO [1000O0O]

[Random Number for MCT]

OoooMCTOOOOODODOO [160000]
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0 6: 00000000 Hash DRBG(NIST SP800-90) D 00000
| 00 | 00 |

[Algorithm Name] | O OO

[Function Name] oooooog

[Results] oooo

e JIDODOUOOOO(Results] D OKOOOODOO

e JOUOUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl] DODO
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