JCATTOUOOODUODOOOoOoooad

oot

oooobooonon

Jobooooobugooood



O O
1 0000

2 0DOO00Oo0Oo

21 000000000 (*.par)
22 000000000 (*

2.3 FactsOO OO (*.fax)

24 0OO0OO0OOOOOO (*

25 000000 (*out)

8 T )

TSD) e e e e e e e e e e e e e e

N O O W N



1 0000

0000000000000 (D0 JCATTOOODOOO)0O0O0O0OO0OOOOO0OO0DO0DO0OoooDOoO
O0000oooooJcATTOO0O0O0O0OoODOOOOOO000oooooooD

goooooo

e 0DDDDO0DOD (*par)
00000000000 oO0JCATTOOOOOODOOO
e 00DDO0DDODO (*req)
Oo0o0o0oooooooooOoOoooooooooJCATTODODOODOOOOO
® FactsO0 O OO (*.fax)
000000000000 JCATTOOOODOOOOO
e 0DDODDOODODO (*rsp)
ugboobdoobodbooboobooubooboobooboobobooboboaon
gooooooboooooooo
e DDDODDO (*out)
O00000ooOoOoJCATTODOOOOODOODO

gobooboobbooboobooobooboooo

gooooooo

e 000DODD ()00D000O0ONDNDNOOOODODN

e I00O0ONDDOOONONDDNOOONONDNONOOONONDNDOOOONDDOOONO
000000000 (*req) 0 Facts 0000 (*fax) 000000000 0000000
(*req) 0 Facts 0000 (*fax) 0000000000000 (*par) 000000 JCATT
000000000
0000000000000000000000 (*rsp)0 Facts00D0 (*fax) 00000
00000000000000000000000 (*out)0J0000Facts0000 (*.fax)
000000 JCATTOOO000000

googobooobooboobooboobooboobooboobooboobboobDobo

gooo

e [ J]000DOD0 “COOUOLDOODOOOLDO

e JODUODOOUOOLOODLDLODOOOLOODLOOODLDDbOOOObOOObLOO

e JOUODODLODLOOODODDOODLOOODLODOODLODbLObOOODLObLOODLOODO
gbooboboobobooboob

uboboobooobobon
gboobooboobooooobooboobobobooboboboboboooooobooboono
gbooboobolegboboboboboboboooobooooooo

00000 #0O0)00oo0ooooo0ooooooooooOooooo
O0000000000oo0o0oOo0ooOoooO (CR+HLFOOO LF)OOODO
gbobooboobooooboobooboo1egbobOoDO

ubbooboobbodob 1oboobooan

ACSIIODOOOOO0OO0ODOOO

0000000000000 0 (0000000 EOFO0000O0OODOOOOOON)O



2 Joooon

000000 SHA-1OSHA-2240SHA-2560SHA-3840SHA-5120RIPEMD-160 D00 0000
gooooboooooooobooobboooobooooooooooooooooboobobooon
O0Algorithm Name OO0 OO000O0O0O0OO0O0OO0DOO

Algorithm Name U D OO D0ODO0OO0OOO

e SHA-1

e SHA-224

e SHA-256

e SHA-384

e SHA-512

e RIPEMD-160

gbobobooboooboooooooooooooog

e SMT: Short Messages Test
e SLMT: Selected Long Messages Test
e PGMT: Pseudorandomly Generated Messages Test

gooooooooboooobogobobgbobobobobobobob



2.1 000000000 (*.par)
01 000000000000000
00 00 \ 00
000000 | [Algorithm Name] (00OO00O00)

[Function Namel]

Hash

[Seed]

SMTODOOSLMTOOOOODODOOOOO
gbobooooboooooooooooooon

[Bitlength of Seed]

Seed0 D000

[Data Format]

U00D0O0000 byte oriented DO DO OO O
OO000O0O0OMHash ByteOODOOOOOO

[Upperbound of SLMT]

SLMTOOODODDODOODOODODDOOOoOOoOOooOO
ooooooooooo“oboboooooogn
007 = [Upperbound of SLMT|x “00000
0000000 (Doo)y obooooooooo
0000000 0OSHA-10 SHA-2240 SHA-2560
RIPEMD-160 O 512 0 000 SHA-384 0 SHA-
5120 1,0240000000

[Number of Inner-loop
for PGMT]

pGMTOOOOOOOOO

[Number of Outer-loop
for PGMT]

pGMTOODOOOOOOO

[Initial Data for PGMT]

pGMTOOOO

[Bitlength of Initial
Data for PGMT]

pGMTOODOOOOOOO




22 000000000 (*.req)

U2000000000000000

oo

HEN

|

0o

gooogo

[Algorithm Name]

(000D0000)

[Function Namel]

Hash

[Data Format]

U00Db0O0000 byte oriented D OO OO O
OO0000O0OMHash ByteUOOQOUOOooO

[Data of SMT]

sMTODOOOOO

[Upperbound of SLMT]

SLMTOOODDODOODODODODDODOOODOOoOO
ogoooobooobo«“cbooboboooo
007 = [Upperbound of SLMT|x “00000O0
0000000 (Coo)yoooooooooo
O0000000OSHA-10 SHA-2240 SHA-2560
RIPEMD-160 O 5120000 SHA-384 O SHA-
5120 1,0240 000000

[Data of SLMT]

SLMTOUOOOOO

[Number of Inner-loop
for PGMT]

pGMTOODOOOOCOOO

[Number of Outer-loop
for PGMT]

pGMTUOOOOOOOOO

[Initial Data for PGMT]

pGMTOOOO

[Bitlength of Initial
Data for PGMT]

pGMTOOOOOOOOO




2.3 FactsOO OO (*.fax)

03 000000 Facts DO OO

oo

HEN

|

0o

gooogo

[Algorithm Name]

(000D0000)

[Function Namel]

Hash

[Data Format]

U00Db0O0000 byte oriented D OO OO O
OO0000O0OMHash ByteUOOQOUOOooO

[Data of SMT]

sMTODOOOOO

[Hash Value of SMT]

sMTOODODOODODOOOO0OO

[Upperbound of SLMT]

SLMTOUOOOOOOOooDooooobooog
googooobooobo“cbboooboonog
007 = [Upperbound of SLMT|x “0O0000
0000000 (Doo)y oboooooooo
0000000 0SHA-10 SHA-2240 SHA-2560
RIPEMD-160 O 512 0 0 00O SHA-384 0 SHA-
5120 1,0240000000

[Data of SLMT]

SLMTOOOOOO

[Hash Value of SLMT]

SLMTODOOOOODODOO0OO

[Number of Inner-loop
for PGMT]

pGMTUOOOOOOOOO

[Number of Outer-loop
for PGMT]

pGMTOODOOOOOOO

[Initial Data for PGMT]

pGMTOOOO

[Bitlength of Initial
Data for PGMT]

pGMTOOOOODOODOO

[Hash Value of PGMT]

pGMTOOOOODOOOOOO




24 000000000 (*.rsp)

U4 000000000000000

oo

HEN

|

0o

gooogo

[Algorithm Name]

(000D0000)

[Function Namel]

Hash

[Data Format]

U00Db0O0000 byte oriented D OO OO O
OO0000O0OMHash ByteUOOQOUOOooO

[Data of SMT]

sMTODOOOOO

[Hash Value of SMT]

oOooosMTOOODODOOOOOOO

[Upperbound of SLMT]

SLMTOUOOOOOOOooDooooobooog
googooobooobo“cbboooboonog
007 = [Upperbound of SLMT|x “0O0000
0000000 (Doo)y oboooooooo
0000000 0SHA-10 SHA-2240 SHA-2560
RIPEMD-160 O 512 0 0 00O SHA-384 0 SHA-
5120 1,0240000000

[Data of SLMT]

SLMTOOOOOO

[Hash Value of SLMT]

OOoOooSLMTOOOODODOOOOOO

[Number of Inner-loop
for PGMT]

pGMTUOOOOOOOOO

[Number of Outer-loop
for PGMT]

pGMTOODOOOOOOO

[Initial Data for PGMT]

pGMTOOOO

[Bitlength of Initial
Data for PGMT]

pGMTOOOOODOODOO

[Hash Value of PGMT]

cooopGMTOOOODOOODOOO




2.5 000000 (*.out)

U5 000000o00odon
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon



