JCATTOUOOODUODOOOoOoooad

00000000 Hash-function DRBG

oooobooonon

Jobooooobugooood



O O
1 0000

2 00000000 Hash-function DRBG
21 000000000 (*par)
22 000000000 (*req) - -« v v v v v it ittt i it
23 FactsOODODO (*fax) . . . oo oo e
24 00O0O0O0OO0OOOO (*rsp)
25 000000 (*out)

N O O e W N



1 0000

0000000000000 (D0 JCATTOOODOOO)0O0O0O0OO0OOOOO0OO0DO0DO0OoooDOoO
O0000oooooJcATTOO0O0O0O0OoODOOOOOO000oooooooD

goooooo

e 0DDDDO0DOD (*par)
00000000000 oO0JCATTOOOOOODOOO
e 00DDO0DDODO (*req)
Oo0o0o0oooooooooOoOoooooooooJCATTODODOODOOOOO
® FactsO0 O OO (*.fax)
000000000000 JCATTOOOODOOOOO
e 0DDODDOODODO (*rsp)
ugboobdoobodbooboobooubooboobooboobobooboboaon
gooooooboooooooo
e DDDODDO (*out)
O00000ooOoOoJCATTODOOOOODOODO

gobooboobbooboobooobooboooo

gooooooo

e 000DODD ()00D000O0ONDNDNOOOODODN

e I00O0ONDDOOONONDDNOOONONDNONOOONONDNDOOOONDDOOONO
000000000 (*req) 0 Facts 0000 (*fax) 000000000 0000000
(*req) 0 Facts 0000 (*fax) 0000000000000 (*par) 000000 JCATT
000000000
0000000000000000000000 (*rsp)0 Facts00D0 (*fax) 00000
00000000000000000000000 (*out)0J0000Facts0000 (*.fax)
000000 JCATTOOO000000

googobooobooboobooboobooboobooboobooboobboobDobo

gooo

e [ J]000DOD0 “COOUOLDOODOOOLDO

e JODUODOOUOOLOODLDLODOOOLOODLOOODLDDbOOOObOOObLOO

e JOUODODLODLOOODODDOODLOOODLODOODLODbLObOOODLObLOODLOODO
gbooboboobobooboob

uboboobooobobon
gboobooboobooooobooboobobobooboboboboboooooobooboono
gbooboobolegboboboboboboboooobooooooo

00000 #0O0)00oo0ooooo0ooooooooooOooooo
O0000000000oo0o0oOo0ooOoooO (CR+HLFOOO LF)OOODO
gbobooboobooooboobooboo1egbobOoDO

ubbooboobbodob 1oboobooan

ACSIIODOOOOO0OO0ODOOO

0000000000000 0 (0000000 EOFO0000O0OODOOOOOON)O



2 0O0O0OO0OO0O0O0O0O Hash-function DRBG

00000000 OHash-function DRBG (Information technology - Security techniques - Ran-
dom bit generation, ISO/IEC 18031) D0 000000 0O0O0ODOOO0OOOOOOOOOOO

goood

gobooboobbooboobobooboobbon

e VST: The Variable Seed Test
e MCT: Monte Carlo Test

goboobboooboooboooboobooobooboo
goboobooobboobooboobooobooo

U 1l.g0ogogooon

goooooogn

gooboooogooo

M_Hash_SHA1 SHA-1
M_Hash_SHA224 SHA-224
M_Hash_SHA256 SHA-256
M_Hash_SHA384 SHA-384
M_Hash_SHA512 SHA-512
M_Hash_RIPEMD160 | RIPEMD-160




2.1 000000000 (*.par)

0 2. 00000000 Hash-function DRBGOOOOOOOOO

oo o0 oo
000000 | [Algorithm Name] Hash_ DRBG
[Function Namel] PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOOOOOOOO000 (0000000
ooo)

[C for VSTI]

VSTOO CO (00O000000)

[Bitlength of Additional
Input for VST]

VST OO Additional Input 000 0O

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VST]

VST O 0O Reseed Counter O

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOOOO0O (000000
oooo)

[C for MCT]

MCTOO CO (DOO0O0O0O0O00)

[V for MCTI]

MCTOO VO (DOOOOOOoO)

[Bitlength of Additional
Input for MCT]

MCT 00 Additional Input 000 00O

[Additional Input for
MCT]

MCT 0O O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOODOOOODO




22 000000000 (*.req)

0 3: 00000000 Hash-function DRBGOOOOOOOOO

oo o0 oo
000000 | [Algorithm Name] Hash_ DRBG
[Function Namel] PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOOOOOOOO000 (0000000
ooo)

[C for VSTI]

VSTOO CO (00O000000)

[V for VST]

VSTOO VO (00000000)

[Bitlength of Additional
Input for VST]

VST OO Additional Input 000 0O

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VSTI]

VST O 0O Reseed Counter O

[Bitlength of Random
Number for MCT]

MCTOOOOOOOOOO0O0D (000000
oooo)

[C for MCTI]

MCTOO CO (D0D0OO0O00O)

[V for MCT]

MCTOO VO (00000000)

[Bitlength of Additional
Input for MCT]

MCT O 0O Additional Input 00 00O

[Additional Input for
MCT]

MCT 00O Additional Input O

[Reseed Counter for MCT]

MCT O O Reseed Counter O

[Number of Loop for MCT]

MCTOOOOODO




2.3 FactsOO OO (*.fax)

0 4. 00000000 Hash-function DRBGFacts O O 0O O

oo o0 oo
000000 | [Algorithm Name] Hash_ DRBG
[Function Namel] PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOOOOOOOO000 (0000000
ooo)

[C for VSTI]

VSTOO CO (00O000000)

[V for VST]

VSTOO VO (00000000)

[Bitlength of Additional
Input for VST]

VST OO Additional Input 000 0O

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VSTI]

VST O 0O Reseed Counter O

[Random Number for VST]

vSToOooooooo

[Bitlength of Random
Number for MCT]

MCTOOOODODOOOOOO0O (000000
oooo)

[C for MCT]

MCTOO CO (D0O0O0O0O0O00)

[V for MCT]

MCTOO VO (00O000000)

[Bitlength of Additional
Input for MCT]

MCT O 0O Additional Input 00 00O

[Additional Input for
MCT]

MCT O O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOOOOODO

[Random Number for MCT]

MCTOODOOOOOO




24 000000000 (*.rsp)

0500000000 Hash-function DRBGOOOOOOOOO

oo o0 oo
000000 | [Algorithm Name] Hash_ DRBG
[Function Namel] PRNG

[Hash]

PRNGOOOODODOOOOOODOOOO

[Bitlength of Random
Number for VST]

VSTOOOOOOOOOO000 (0000000
ooo)

[C for VSTI]

VSTOO CO (00O000000)

[V for VST]

VSTOO VO (00000000)

[Bitlength of Additional
Input for VST]

VST OO Additional Input 000 0O

[Additional Input for
VST]

VST OO Additional Input O

[Reseed Counter for VSTI]

VST O 0O Reseed Counter O

[Random Number for VST]

oooovsToooooooo

[Bitlength of Random
Number for MCT]

MCTOOOODODOOOOOO0O (000000
oooo)

[C for MCT]

MCTOO CO (D0O0O0O0O0O00)

[V for MCT]

MCTOO VO (00O000000)

[Bitlength of Additional
Input for MCT]

MCT O 0O Additional Input 00 00O

[Additional Input for
MCT]

MCT O O Additional Input O

[Reseed Counter for MCT]

MCT O 0O Reseed Counter O

[Number of Loop for MCT]

MCTOOOOODO

[Random Number for MCT]

ooooMCTOOOooooOoOO




2.5 000000 (*.out)

0 6: 00000000 Hash-function DRBGO O OOODO
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon



