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2 DH(dhHybrid2)

dhHybrid2 000 0000000000000 DOO000OO00DOO0O0OO0O0D
bobobobobobobobobobooob

O 1. o00ooooon
aooad gooooodoon
M_Kdf_ANSI942_772SHA1 ANSI X9.42 KDF with SHA-1 based on Concatenation
M_Kdf_ANSI942_772SHA224 | ANSI X9.42 KDF with SHA-224 based on Concatenation
M_Kdf_ANSI942_772SHA256 | ANSI X9.42 KDF with SHA-256 based on Concatenation
M_Kdf_ANSI942_772SHA384 | ANSI X9.42 KDF with SHA-384 based on Concatenation
M_Kdf_ANSI942_772SHA512 | ANSI X9.42 KDF with SHA-512 based on Concatenation

0000000000 0000O0000000SEEDOOpgenCounter 00000 hODOODO
O0000000000000 [PQG)DOOOODODOOO
PQG]
...1100000D00DO00DbO0bOO0bOobOOon
[SEED]
...p1g0000b0bO0bobO0obobOobob SEEDODOOOOOO
[pgenCounter]
...§100000000000000000000 pgenCounter 000 OO0
]
...§1000000000000000000O000O0 hODOODOOoDo
PQG)
...f200000000O00DODOODODbDOD
[SEED]
...f20000000000D000CO0O0O0O0O0O0 SEEDOOOOOOO
[pgenCounter]
...1200000000000000O00O00000O pgenCounter 100000
[b]
...f20000000000000O00DO00DO0ODO0 hODODOD



2.1 000000000 (*.par)

0 2: DH(dhHybrid2) 0O O OO O0O0O0O

HEE 00 | 00
(0D) [Algorithm Name] DH dhHybrid2
ooo [Function Name] Key Sharing
[Bitlength of p] OpO000O0O
[Bitlength of q] qO0O0o0on
[Bitlength of SEED] p,qU00000000O00O0OO
[Seed S] SEEDOO00O0ODOODOODOOOODODOO
gooodn
[Bitlength of Seed S] Seed SOOOODO
[Seed x] ggoobobobooouooboboooon
gogo
[Bitlength of Seed x] Seed x OO OOO
[KDF] gooooobon
[Otherinfo for KDF] 0000000000000 Otherinfo
[Bitlength of Otherinfo for KDF] | UUODOOUOOOODOOODOO OtherinfoO
gogd
[Bitlength of Keying Datal O000o0oooooo
[Number of Keying Datas] oooboooo
00000 | [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
[Bitlength of SEED]
[Seed S]
[Bitlength of Seed S]
[Seed x]
[Bitlength of Seed x]
[Number of Public Keys] oooboooboo
[Rate of Fail Data] gooooooooooooo
00000 | [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

[Bitlength of SEED]

[Seed S]

[Bitlength of Seed S]

gooooo

[Number of XY Sets]

gboooboobobode-z0000900
ooo
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[Algorithm Name]

DH dhHybrid2

gbooobooooboon

[Function Name]

Domain Parameter Generation

[Validation Method]

goobooooolo200000 100000
0o

[Bitlength of p]

[Bitlength of gl

[Bitlength of SEED]

oooooon

[Number of PQG Sets]

000000000 (p,¢g,9) 000

oboooooboooog

[Function Name]

Domain Parameter Validation

[Validation Method]

goobooooolg200000 100000
0

[Bitlength of pl

[Bitlength of q]

[Bitlength of SEED]

[Number of PQG Sets]

[Seed S]

[Bitlength of Seed S]

goooogd

[Rate of Fail Datal]

gbooooboooobo




22 000000000 (*.req)

0 4: DH(dhHybrid2) 000000000

| 00 | 00 | 00
(00O) [Algorithm Name] DH dhHybrid2
ood [Function Name] Key Sharing
[Bitlength of p] OpO000O0O
[Bitlength of q] 0000
[Static PQG] StaticD OO OO0OO0OO ps,qgs,gs
[Ephemeral PQG] Ephemeral 000000000 pe, ¢e, ge
[KDF] ogooooooo
[Otherinfo for KDF] O00DO00OO0b0O0OO0O0O Otherinfo
[Bitlength of Otherinfo 0000000000000 OtherinfoO
for KDF] oood
[Bitlength of Keying ooobobooboo
Data]
| [Number of Keying Datas] | 00000000
[x]! 00000 StatieceODOOOOO x
et 00000 Ephemeral 0000000 7
%7[y]1 0000000 StaticOOO y(zOOOO
0oo)
el 0000000 Ephemeral 000 ¢(rO0 0
ooooo)
ooogno [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
[PQG] 000000000 pq,g
| [Number of Public Keys] | 0000000000
[y DO00000
oooon [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

goooboo

[PQG]

000000000 p,q,9

[Number of XY Sets]

gboooboobobobode-0000y0O0
oon

gooooobooon
0o

[Function Name]

Domain Parameter Generation

[Validation Method]

googbooobio2000b00 1000
oooo

[Bitlength of p]

0pOO0OO

[Bitlength of q]

¢00000

[Bitlength of SEED]

SEEDOOOOO

[Number of PQG Sets]

000000000 (p,q,9) 000




1. [Number of Keying Datas]| 00 00 000000000000O

]
...41000 Static00D0000 2000000

[r]

...41000 Ephemeral O O00OOOO rO000O0O0O

[v]
...41000 Static0 00 yOOODODOO

[t]
...§11000 Ephemeral 00O ¢tO0O0OO0O

x]

...42000 StaticOODODODOOO 22000000

[1]
...£2000 Ephemeral 00O OO0OO0 000000

[v]
...42000 Static0 00 yOOODOOO

[t]
...£2000 Ephemeral 000 ¢t00 0000

2. [Number of Public Keys| 00000 y0000000000OOO

[v]
...41000000000000

[v]
...42000000000000



0 5: DH(dhHybrid2) 000000000 (00)

0o | 0o | 0o
(00O) [Algorithm Name] DH dhHybrid2
0O00b0obOobO | [Function Name] Domain Parameter Validation
HEN [Validation Method] godooodolo2o00o0001gooad

goo

[Bitlength of p]

OpOOO0O0O

[Bitlength of q]

¢00ooo

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDOODOOO

000000000 (pq,¢)000

[PQG] 00000ooon p,q,g
[SEED] p,qUO00OOO0O0O0O
[pgenCounter] p,q0 000000

(h]

h

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]|O[pgenCounter|O]
W O0OD0O0D000O0O0[MO00 200000000000




2.3 FactsOO OO (*.fax)

O 6: DH(dhHybrid2) Facts 0 0 O O

y 00 \ 00 \ 00
(O00O) [Algorithm Name] DH dhHybrid2
ooo [Function Name] Key Sharing
[Bitlength of p] OpO00O00OO
[Bitlength of ql qOooog
[Static PQG] StaticO0 OO O0OO0OOO ps,qs,gs
[Ephemeral PQG] Ephemeral 000000000 pe, e, ge
[KDF] gooooooo
[Otherinfo for KDF] O0000o0o0Ogooood Otherinfo
[Bitlength of Otherinfo for KDF] | OO UOUOOOOOOOODO Otherinfo
gogoon
| [Bitlength of Keying Data] goooooogoo
[Number of Keying Datas] oooooood
[x]! 00000 Static0DO00000 x
[r]! 00000 Ephemeral 0000000 7
[yl? 0000000 StaticO000 y(z000
oooog)
[e1! 0000000 Ephemeral 0100 ¢(r O
oooooo)
[Keying Data]l 000
ooooo [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
| [PQG] ooooooo00 p,q,9
[Number of Public Keys] oOoooboooooo
[yl? 000y
[Result]? gooooooooOooooOooood
100004ggd
ooooo [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

ooooon

[PQG]

000000000 p,q,g

[Number of XY Sets]

gboooboobdbob 20000 yO
gogno

oooooooono
oo

[Function Name]

Domain Parameter Generation

[Validation Method]

oooooooolio200000 100
ooogo

[Bitlength of p]

OpO0O0000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

SEEDOOO0DODO

[Number of PQG Sets]

00000000000000 p,q,g0
0o

1. [Number of Keying Datas] 0 0 00 0O [Keying Data] 000000000000

]

...41000 StaticOODODODOOO 22000000

[r]

...11000 Ephemeral 00O OOOOr00ooon




[v]
...41000 Static0 00 yOOODOOO

[t]
...41000 Ephemeral 00 ¢t00OO00O0O

[Keying Data]
...g200000000000AO

x]

...42000 StaticOODODODOODO 22000000

[1]
...£2000 Ephemeral 0000000 000000

v]
...42000 Static000 yOOODOOO

[t]

...§12000 Ephemeral 000 ¢t0O00OO00O0
[Keying Data]
...f2000000000000

. [Number of Public Keys| 0000 [yj]00000000 [Result) 000000000000
[v]
...4100000000000

[Result]
...t1000000000000000

[v]
...4200000000000

[Result]
...f200000000000000OO0



0 7: DH(dhHybrid2) Facts 0 OO0 (0 O)

00 [ 00 [ 00
(ono) [Algorithm Name] DH dhHybrid2
00000000000 | [Function Name] Domain Parameter Validation
[Validation Method] oobodoooligo200b000100oooon
[Bitlength of p] OpO000O0O
[Bitlength of gl qOOoOono
| [Bitlength of SEED] SEEDOOOOO
[Number of PQG Sets]! ooooooooa (pgg) 000
" [Pqal 000000000 pg,g
| [SEED] p,q00000000
B [pgenCounter] p,q0 000000
| [n] h
W[Result] gobobooooooooog

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
[0 [Result) D0 D0D00DO0OO0WODO 200000000000
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24 000000000 (*.rsp)

0 8 DH(dhHybrid2) OO O OOOOOO

00 \ 00 \ 00
(ono) [Algorithm Name] DH dhHybrid2
goao [Function Namel Key Sharing
[Bitlength of p] OpOO0OD00OO
[Bitlength of ql o000
[Static PQG] StaticO0ODOOOOOOO ps,qs,gs
[Ephemeral PQG] Ephemeral 000000000 pe,qe, ge
[KDF] 00o0oooo0n
[Otherinfo for KDF] O000D00O000ooOod Otherinfo
[Bitlength of Otherinfo 0000000000000 Otherinfo 0000
for KDF] O
[Bitlength of Keying O00oooooooo
| Datal
[Number of Keying Datas] | DOO0ODODOOO
[x]* 00000 StaticO0O0O0O0OO0O0O 2
[r]! 00000 Ephemeral 000000 7
[yl* 0000000 Static000 y(0000000)
[e1! 0000000 Ephemeral D00 ¢(r00000
N oo)
[Keying Data]l oooooon
ooooo [Function Name] Public Key Validation
[Bitlength of pl] oooooo
[Bitlength of ql
| [PQG] ooooooooO p,q,9
[Number of Public Keys] oooooo
[yl? 000y
[Result]? o0ooooOoooooooooooooOooot
oooooo
ooooo [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

googog

" [Pac]

000000000 p,q,g

[Number of XY Sets]

gbooboobobb 0000 y00D00O0O

[xy1?3

goooooood x,y

gboooboooog
oo

[Function Name]

Domain Parameter Generation

[Validation Method]

oobooooooboioc200000 10000000

[Bitlength of p]

Op00000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]

SEEDOOODODO

[Number of PQG Sets]?*

000000000 p,q,¢g000

" [PQa] 0000000000000 pq,9
[SEED] O000p¢00000000
[pgenCounter] O0O00Op,q00OD00O0ODOO

(h]

oogdoh
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1. [Number of Keying Datas] 0 0 00 0O [Keying Data] 000000000000

]
...410000000000000000

[r]
...$10000000000000000

[v]
...41000000000000

[t]
...41000000000000

[Keying Data]
...t100000000o00oon

[x]
...£20000000000000000

[r]
...£20000000000000000

[v]
...$2000000000000

[t]
...£2000000000000

[Keying Data]
...f200000000000O

2. [Number of Public Keys| DO OO0 [yj]00000000 [Result) 000000000000
[v]
...g100000000000

[Result]
...§100000Db0O00bOO0bOOo0OO

[v]
...4200000000000

[Result]
...t2000000000000000

3. [Number of XY Sets] 0000 [XY]0DOOOOOOO [XY]OOOOOOOOO 20000
yO20y00020000000

[XY]
...410000000000 «cO00000DO
...t1000000y0O00O0DO

[XY]
...420000000000 2000000

...f2000000y00000O
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4. 000000000000 000 [Number of PQG Sets] 0 0 O 0O [PQG]O [SEED]O [pgen-
Counter|0 [h) 00 0OO0OO0O00OOODO 10200000000000000O000O00ODODOO
ooggoooono

]DDDDDDDD\ oooooooo \
oo 1 [PQG], [SEED], [pgenCounter]
oo 2 [PQG], [SEED], [pgenCounter], [h]
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0 9: DH(dhHybrid2) 000000000 (00)

00 [ 00 [ 00
(ono) [Algorithm Name] DH dhHybrid2
00000000000 | [Function Name] Domain Parameter Validation
[Validation Method] oobodoooligo200b000100oooon
[Bitlength of p] OpO000O0O
[Bitlength of gl qOOoOono
| [Bitlength of SEED] SEEDOOOOO
[Number of PQG Sets]! ooooooooa (pgg) 000
" [Pqal 000000000 pg,g
| [SEED] p,q00000000
B [pgenCounter] p,q0 000000
| [n] h
k[Result] gobboooooooboooooao

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
[0 [Result) D0 D0D00DO0OO0WODO 200000000000
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2.5 000000 (*.out)

0 10: DH(dhHybrid2) D000 0 O
| 00 | 00
[Algorithm Name] | O OO
[Function Name] oooooog
[Results] oooo

e JIDODOUOOOO(Results] D OKOOOODOO

e JOUOUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl] DODO
gboooboobooobooboboobooboboooobooboobooboooDooo
00 (NeO#0000000000)0000C0ODOOOO0OOODOOODOOODODOOOOO
gboboboobooboobobooboboobobobobobooboboobobo
gboogboboooobooooobooboooboo 1booboobooooobooboooon
gooon

e 10D DODNDDIDUIIOODOODOUOUOUOODODDODODDDDOUODODODOUOUOOODODODDODO
O000000ooooo0O0 (NG ODooOooooooooo
NG(#10 : y = gAx mod p ?)
o000 ybgOxO0p0 y=¢"mod p0 0000 0O0O0OODOOO0OOOOOOODODOO
0oooooooooooooooooooo
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