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2 RSA-OAEP

RSA-OAEPOOOO00OOOOOOOOOOOOOOOCOOOOOODODDODODODODOOOO
gboboboboboobobooo

e SMT: Short Messages Test

e SLMT: Selected Long Messages Test

e PGMT: Pseudorandomly Generated Messages Test
e RGT: Random Generation Test

goboodboooboboobooobboooboobooobobooooan
gobboobbooobboobobiuuedgoboooboboobbooobboobbg
(MGF)OOOoOOoOoOOoOOoOoooooo

0 1. 0000000000
god ubobooboogoogd ‘

TYPEL | 00000000 (p,q,dP,dQ, gInv)
TYPE2 | 00000000 (d,n)

U2 000e000
god gboogobgde

TYPEL | e = 65,537
TYPE2 | e 0 0ODOO0

0300000000000

(000 000000000000

M_PRNG_ANSIX942_ ANNEXC1_SHA1 PRNG based on SHA-1 in ANSI X9.42-2001
Annex C.1

M_PRNG_FIPS186_APPENDIX31_SHA1 PRNG based on SHA-1 for general purpose in

FIPS 186-2 (+ change notice 1) Appendix 3.1
M_PRNG _FIPS186_REVISED_APPENDIX31_SHA1 | PRNG based on SHA-1 for general purpose in
FIPS 186-2 (+ change notice 1) revised Ap-

pendix 3.1
M_PRNG_ISO18031_HASH Hash_ DRBG
M_PRNG_ISO18031_CTR CTR-DRBG
M_PRNG_ISO18031_OFB OFB_DRBG

04: 0000000 (MGF)OOO
MGFOOO | D000 MGF |
M_MGF_ANSI944 SHA1 | ANSI X9.44 (SHA-1)
M_MGF_ANSI944_SHA256 | ANSI X9.44 (SHA-256)
M_MGF_ANSI944_SHA384 | ANSI X9.44 (SHA-384)
M_MGF_ANSI944_SHA512 | ANSI X9.44 (SHA-512)
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O00000000000000000D [Parameter of PRNG] OO D040 (DODODODODODO
O0010)00000016000000000000Oreseed counter0 100000000000

e PRNG based on SHA-1 for general purpose in FIPS 186-2 (4+ change notice
1) Appendix 3.1

100000
2000XSEED
300gog
400000

e ISO18031 HASH DRBG

1000000000000 (Doooooon)
2000C

30 0 O additional input

4 000 reseed counter

e ISO18031 OFB DRBG

1000000000000 (DOoooooon)
2000 KEY

30 0 O additional input

4000 reseed counter

05 00000o0o00g
0oooooooo |oooooooooo
M_Hash_SHA1 SHA-1
M _Hash_SHA256 SHA-256
M _Hash_SHA384 SHA-384
M _Hash_SHA512 SHA-512

6000000000
gopoooboogo gooboobogoo

M _BlockCipher TDES | 3-key Triple DES
M _BlockCipher_AES AES




2.1 000000000 (*.par)
0 7. RSA-OAEPOOOODOODOOD
[ 00 ] 00 \ 00
(00) | [Algorithm Name] RSA-OAEP
gogd [Function Name] Encryption
[Bitlength of Modulus] On0OO0O000
[Secret Key Type] gooooooogoo
[Public Key Typel 000 e0OO
[Seed P] gooooooooooooooooooo
[Bitlength of Seed P] coooooooooooooooooooooon
u
[Seed K] goooobobbogd
[Bitlength of Seed K] gooooooooooooooo
[Hash] goooooooo
[MGF] gooooooooo
[Seed S] OO0 seed000000000DODODODOOOOOOOO
O0seed000OPKCSf1v2.1 00000000 EME-
OAEPOODOOO0OO0O0OOOOODODOOODODODOOO
gooooooooooo
[Bitlength of Seed S]! Seed SOOOOO
(L] 004 (L)
[Bitlength of L] 000 (L)oooon
[Bitlength of S]! OO0 seed0O0O0OO
[Bitlength of Plaintexts] goooooo
[Number of Plaintexts] oooo
[Number of Ciphertexts for RGT] | RGTOUOUOOOOOOODOODO
[PRNG] 00000000000 (Do0oo0o0oo 20000
ooooo.)
[Parameter of PRNG] 0000000000000 (Doooouoo 200
ooooooo.)
oo [Function Name] Decryption
[Bitlength of Modulus] gooooo
[Secret Key Typel
[Public Key Type]
[Seed P]
[Bitlength of Seed P]
[Seed K]
[Bitlength of Seed K]
[Hash]
[MGF]
[Seed S]
[Bitlength of Seed S]
(L]
[Bitlength of L]
[Bitlength of Plaintexts]
[Number of Ciphertexts]
[Rate of Fail Data] O0oO0ooooooooo
g
1. 0020000000 10203000000 b0oO0bOoOooo
00 100000: [Bitlength of Seed S| O [Bitlength of S|O 0 00 00O
00 200000: [Bitlength of Seed S|0 00 00O [Bitlength of S|0 00 00
00 300000: [Bitlength of Seed S| O [Bitlength of SJO0 000000

gboboobooboooboobod




0 8 RSA-OAEPOOODOOOODO (ODDO)

oo | 00 00
(oo) [Algorithm Name] RSA-OAEP
00000 | [Function Name] Key Generation
[Bitlength of Modulus] 000000
[Secret Key Typel gooooooooo
[Public Key Typel 000 eD0OO
[Number of Keys] ooo




22 000000000 (*.req)

0 9: RSA-OAEPODODOOODOOODO

IR O00g \ 00
(00) | [Algorithm Name] RSA-OAEP
000 | [Function Name] Encryption
[Bitlength of Modulus] OnD0OO0O0OO0O
[Hash] goooboobod
[MGF] goooboobodgd
[n] On
[el ooo e
(L] ooo (L)
[Bitlength of L] o000 (L)oooon
[Seed S] OO0 seed 00 00000DOOOOOOODOOODOOODOO
seed 00 0OPKCSt1 v2.1 00000000 EME-OAEP O
gooOooooOoOoOoOooooOooOooooooooooo
ooooo
[Bitlength of Seed S] Seed SOODODODO
[PRNG] 00000000000 (0000000 20000000
oo,
[Parameter of PRNG] 00000000000 UbD (Dooouoo 200000
oooo.)
[Bitlength of Plaintexts] ooooooog
[Bitlength of Ss] OO0 seed0O0ODODO
[Number of Plaintexts] oooo
[Plaintexts]! o0
[Ss]? 00 seed
[Number of Ciphertexts for RGT] | RGTUOUUOOOOOOOOOOOOOOOOO 10000
gooooo
oo [Function Name] Decryption
[Bitlength of Modulus] On00000

[Hash] gooooooogd
[MGF] goooboooboooo

| [Secret Key Typel iEEGEEEEEE
[pl3 odp
[q3 oo gq

BOE D000000 d

B [n]? On

| [ap1? dmod p—1

k[dQ]S dmod g —1

i [qInv]? g~ ! mod p
[L] 000 (L)
[Bitlength of L] 000 (L)ooood
[Bitlength of Plaintexts] ooooooo

| [Number of Ciphertexts] oooo0o

B [Ciphertexts]* oono

1. [Number of Plaintexts| 0 D 00000000

2. 00 300000 [Number of Plaintexts]| 0 0 00 seed 0 00000

3. 0000000000000000(d,[])00000 ([pl,[a),[dP],[dQ],[qlnv]) 0 000 O
goobooboogno

4. [Number of Ciphertexts| 00 000000000




0 10: RSA-OAEPOOOODOOOODO (O0O)

HEN gd gd
(o0o) [Algorithm Name] RSA-OAEP
00000 | [Function Name] Key Generation
[Bitlength of Modulus] |0 nO0O0O0O0O
[Secret Key Typel ooooooooog
[Public Key Typel O00e0OO
[Number of Keys] oo0




2.3 FactsOO OO (*.fax)

O 11: RSA-OAEP FactsO OO QO

[ 00 ] 00 \ 00
(00) | [Algorithm Name] RSA-OAEP
gogd [Function Name] Encryption
[Bitlength of Modulus] On0OO0O000
[Hash] ocoooooooo
| [MGF] oooooooooo
[Secret Key Typel ocooooogoooo
| [Public Key Typel 000 e0OO
pl! 0o p
[q]! 00 q
(a1’ 00o00000d
[n]! On
[arP]! dmod p—1
[aQ1? d mod ¢ — 1
[qInv]! ¢! mod p
[e] gb0Oe
[L] ooo (L)
[Bitlength of L] 000 (L)oooon
[Seed S] OO0 seed00000000D0DOOO0OODOOOODO

O0seedJ00OPKCSHlv2.100000000 EME-
OAEPOOOOODOOOOOOOOOOOOOOOO
obooooooboooogon

[Bitlength of Seed S] Seed SOODOOO

[PRNG] 00000000000 (ouooooo 20000
ooooo.)

[Parameter of PRNG] 0000000000000 (0000000200
ooooooan.)

[Bitlength of Plaintexts] goooooo

| [Bitlength of Ss] 00 seed0000ODO

[Number of Plaintexts] oooo

[Plaintexts]? oo

[ss]3 00 seed

[Ciphertexts]? ooo

[Number of Ciphertexts for RGT] | RGTOOODOOOODOOOOODODOOODDOO 10
goooooooo

1. 000000000000000(d,n)00000 ([p),d,n),[dP],[dQ,qnv)) 00000
000000000

2. [Number of Plaintexts]| D00 0000000000000 0OO0O00O0O0O 10000000
gboogooog.

3. 00 300000 [Number of Plaintexts| D D00 seed 000000



0 12: RSA-OAEP Facts DO OO (OO)

] oo \ oo \ oo

(00) | [Algorithm Name] RSA-OAEP

oo [Function Name] Decryption
[Bitlength of Modulus] OnOO000O
[Hash] ooooooooo

| [MGF] gooooooooo
[Secret Key Typel oooooooooo
| [Public Key Typel] 000 e0DOO

(p]" 00 p
[ql! 00 q
(a1! 0000o0O00d
[n]! On
[dp]! dmod p—1
[aQ1t dmod g —1
[qInv]! ¢~ mod p
(el gdOe
[L] ooog (L)
[Bitlength of L] 000 (L)oooon
[Bitlength of Plaintexts] | DO DOOOODO
[Number of Ciphertexts] obooooooooo
[Ciphertexts]? ooo
[Plaintexts]? oo

l.000oooooooooooo((d,mh)oooog ([plalsn],[dP],[dQl,qnv) DO O OO
oooboooon

2. [Number of Ciphertexts]| 0 0000000000000 0000000OO0OOO][Plain-
texts] 00000000 decryption error0 00000



0 13: RSA-OAEP Facts0 DO OO (O0O)

oo | 00 00
(oo) [Algorithm Name] RSA-OAEP
00000 | [Function Name] Key Generation
[Bitlength of Modulus] 000000
[Secret Key Typel gooooooooo
[Public Key Typel 000 eD0OO
[Number of Keys] ooo

10




24 000000000 (*.rsp)

O 14: RSA-OAEPOOOOOOOODO

[ 00 ] 00 \ 00
(00) | [Algorithm Name] RSA-OAEP
gogd [Function Name] Encryption
[Bitlength of Modulus] On0O0O0O00
[Hash] coooooooo
[MGF] cooooooooo
[n] On
[e] OOOe
(L] ooo (L)

[Bitlength of L]

000 (L)0oo0oo0

[Seed 8]

OO0 seed00000000DOOOOO0OCDOOOOO
O0seed DOOPKCSg1v2.1 00000000 EME-
OAEPOOO00OO0OO00OOOOOOOOOODOOOOO
ooooooboooogo

[Bitlength of Seed S]

Seed SOOODOO

[PRNG]

00000000000 (000000020000
0ooooo.)

[Parameter of PRNG]

0000000000000 (Dobooooo 200
ooooooo.

| [Number of Ciphertexts for RGT]

[Bitlength of Plaintexts] ooooooog

| [Bitlength of Ss] OO0 seed0OO0ODO
[Number of Plaintexts] oooo

B [Plaintexts]’ oo

- [Ss]? 00 seed

| [Ciphertexts]? 0oooooo

RGTOOOOOOOOOOOoOoooooooo 10
oooobooooo

[Ciphertexts for RGT]3

goooRrRGrToOOoOODOOOOOOOOCOCOCODO
1000oooboon

O

1. [Number of Plaintexts| 0 D0 0000000000000
2. 00 300000 [Number of Plaintexts| D D00 seed 000000
3. [Plaintexts| 0000 100000000000O000O [Number of Ciphertexts for RGT] O

goooo

11




0 15: RSA-OAEPOOOODOOOODO (O0O)

’ oo \ oo \ oo
(00) | [Algorithm Name] RSA-OAEP
oo [Function Name] Decryption
[Bitlength of Modulus] OnOO000O
[Hash] ooooooooo
| [MGF] gooooooooo
[Secret Key Typel oooooooooo
(p]? 00 p
[q]? 00 q
[d1? 0000o0O00d
[n]? On
[dP]? dmod p—1
[dQ1? d mod ¢ — 1
[qInv]? ¢~ mod p
[L] oog (L)
[Bitlength of L] 000 (L)ooood
| [Bitlength of Plaintexts] | DO OOODOD
[Number of Ciphertexts] obooooooooon
[Ciphertexts]? ooo
[Plaintexts]? goooog

1. 000000000000000(d,n)00000 ([pl,[q],[dP],[dQ],[qnv]) 000000

gbobogoobgad

2. [Number of Ciphertexts)] 1000 0000000000000000 00O [Plaintexts] 0 O

00000 decryption error OO OOO

12




0 16: RSA-OAEPOOOODOOOODO (O0O)

I \ oo \ oo \
[ (0O0) [ [Algorithm Name] | RSA-OAEP \
00000 | [Function Name] Key Generation
[Bitlength of Modulus] OnODDOOO
| [Secret Key Type] IELGEEGEEE
B [Number of Keys] ooo
| Iplt 000000 p
[ql* 0O0oooo g
| at Dooooooooood
SE 0000000 e
| ]! 00000 n
L 0000dmodp—1
| [aqn! 0000dmod g—1
- [qInv]! O0000¢ ! mod p

1. 0000000000000000(p|0[q0[doEDn)00nnn ([po[q0[dP|0[dQID
[qinv]O [e]0n) 000000000 [Number of Keys) 000000

13



2.5 000000 (*.out)

0 17: RSA-OAEP 000000
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon

e ]IJ0D0O0DUDOODUDOOODUCODOULUDODOODUDOUODOODODOOOODDO (ok)
000000000 (NG Oooooooooooo
NG(#1 : p is prime ?)
ok(#1 : q is prime ?)
O00OOok(#1: qisprime ?)00¢000000000O00O0ODOOOOOOOOOODO
NG(#1: pisprime 7)00p00000000O0DOOODOOOOOOOOOOOOOOO
0oooooooooooooboooooood

14



