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e RGT: Random Generation Test
0000000000000 Uoooooboo
0000000000 0o0ooooboooooooo

01000000000
]DDDDDDDDD\DDDDDDDDDD\

] M _Hash_SHA1 \ SHA-1 \

0000000000000 00000000SEEDOOcounter00000000O00O0OOOO
000000 [PQGIODOODOOODODOO
PQG)
...g1000bO0bOO0b0obOobOOoboooon
[SEED]
...4100000000000000000000 SEEDOO0OOOOO
[counter]
...110000000000000D0O000D0O0 counter0 00000
PQG)
...f2000000000DO0DO0ODOOOO0O
[SEED]
...f2000000000DO0ODODODObOObOOOSEEDODOODOODOO
[counter]
...4200000000000000000000 counter0000O0O0O
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000000000 (*.par)

02 DSAODOOO0O0OOODO

00 00 \ 00
(0oo) [Algorithm Name] DSA
ooodooooon [Function Name] Domain Parameter Generation
0o [Validation Method] 000000001 00000000

[Bitlength of p]

Op00000

[Bitlength of gl

¢0oooo

[Bitlength of SEED]

p,qUO00O00000OO0O0OO

[Number of PQG Sets]

000000000 (pg,9) 000

gbooooboooobg

[Function Name]

Domain Parameter Validation

ao [Validation Method] ooooooool1ooooooon

[Bitlength of p] OpO000O0O

[Bitlength of gl qOOooono

[Bitlength of SEED] p,qUO0O0000DOODOOOO0O

[Number of PQG Sets] | OUODOO0O0O00 (pq,9) 000

[Seed 8] SEED 000000000 DOO00OO
oooooo

[Bitlength of Seed S] | Seed SOOI UTODO

[Rate of Fail Datal goboobboobooobooooo
0o

oooono [Function Name] Key Generation

[Bitlength of p]

Op00000

[Bitlength of gl

¢0oooo

[Bitlength of SEED]

p,qUO0O00000DOO00OOO

[Seed S]

SEEDO0D00000000OO0DOODOO
gboooog

[Bitlength of Seed S]

Seed SOOODOO

[Number of XY Sets]

0000 z,y00000
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oo oo \ ogd
(o0o) [Algorithm Name] DSA
0000 | [Function Name] Sign

[Bitlength of p] OpOOOOO

[Bitlength of q] qOOooono

[Bitlength of SEED] p,q0 000000000000

[Seed S] SpEpEpOooooooooooooon
gooooo

[Bitlength of Seed S] Seed SOOOODO

[Seed P] oo0o0oooooooooooooo
goooooooooo

[Bitlength of Seed P] Seed POODOOO

[Seed K] gobooobooboboobboooo
gooono

[Bitlength of Seed K] Seed KOOOOO

[Hash] goooo 0o 0o 0o o oo oo
M_Hash SHA1 0O OOO0O

[Bitlength of Plaintexts] ooooooo

[Number of Plaintexts] ooon

[Number of Signatures for RGT] rRGrooooooooooo

0000 | [Function Name] Verification
[Bitlength of p] ooooooo

[Bitlength of q]

[Bitlength of SEED]

[Seed S]

[Bitlength of Seed S]

[Seed P]

[Bitlength of Seed P]

[Seed K]

[Bitlength of Seed K]

[Hash]

[Bitlength of Plaintexts]

[Number of Plaintexts]

[Seed of Ephemeral Keys]

oobo0 k0O0O0bDOo0ooooooo
gbooobooobon

[Bitlength of Seed of Ephemeral Keys]

Seed of Ephemeral Keys 00 00O

[Rate of Fail Datal]

obooooooooooon
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04 DSAODOOOOOOODO

oo oo oo
(o0o) [Algorithm Name] DSA
gooobobobobogo [Function Name] Domain Parameter Generation
[Validation Method] ooooooon
[Bitlength of p] OpO0OO00OO
[Bitlength of q] qOOooono
[Bitlength of SEED] SEEDOOOOO
[Number of PQG Sets] ooooooood (pyg,9) 000
00000000000 | [Function Name] Domain Parameter Validation
[Validation Method] oooooon
[Bitlength of p] OpOd00dd
[Bitlength of q] qOOoOOo0oOd
[Bitlength of SEED] SEEDOOOOO
[Number of PQG Sets]! 00o0oooooa (pgg9) 000
[PQG] 000000000 pq,g
[SEED] p,q0 0000000
[counter] p,qO0 000000
ooooo [Function Name] Key Generation

[Bitlength of p] Upooogon
[Bitlength of q] ¢ooono
[PQG] 000000000 pq,g
[Number of XY Sets] 0000 z,yODOOODO

oood [Function Name] Sign
[Bitlength of p] Upoooon
[Bitlength of q] ¢Uooono
[PQG] 000000000 pa,g
[Hash] ooooo o o o o oo

M_Hash SHA1OOOOOO

[Private Keyl ooooooo
[Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oood
[Plaintexts]? oo
[Number of Signatures for RGT] | RGTUOOODOOOOOOO

oood [Function Name] Verification
[Bitlength of p] ooooooo
[Bitlength of q]
[PQG]
[Hash]
[Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oood
[Public Keys] ooo
[Plaintexts]? oo
[Signatures]? oo

1.000000000000000 [Number of PQG Sets| 00000000 O0O0OOOO

ugoo

2. [Number of Plaintexts) J 000 (10000 10000)00000 (100001000

0)oooooo




2.3 FactsOO OO (*.fax)

O 5: DSA FactsO QO OO

00 \ 00 \ 00
(ono) [Algorithm Name] DSA
gooobobobbogo [Function Name] Domain Parameter Generation
[Validation Method] ogoooood
[Bitlength of p] OpbOO0OOO
[Bitlength of q] qOOooUono
[Bitlength of SEED] SEEDOO0OO0OO0
[Number of PQG Sets] ooooooodo (p,g,g) 000
00000000000 | [Function Name] Domain Parameter Validation
[Validation Method] goooood
[Bitlength of p] OpO000O0O
[Bitlength of gl qOOooono
[Bitlength of SEED] SEEDOOO00O0
[Number of PQG Sets]! |00 0000O0DOO (p,qg,g) 000
[PQG] 000000000 p,q,g
[SEED] p,q0 0000000
[counter] p,q0 000000
[Results] gooooooooooooooood
gogoooooool1ooooon
ooooo [Function Name] \ Key Generation
(00000000000 ooooOoo)

1.000000000000000 [Number of PQG Sets| 00000000 O0O0OOOO
[Results| 00 0000



O 6: DSA FactsO OO O (O0DO)

’ oo \ oo \ oo
(Ooo) [Algorithm Name] DSA
0000 | [Function Name] Sign
[Bitlength of p] OpO0OO0O0OO
[Bitlength of q] qUOO00OO
[PQG] oooooo0o0o0 p,q,9
[Hash] ooooo 0o o o o oo o
M_Hash SHA1OOOOOO

[Private Key] ooooooo
[Public Key] ooo

| [Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oooo
[Plaintexts]® od
[Number of Signatures for RGT] | RGTOOOOOOOOOOO

0000 | [Function Name] Verification

[Bitlength of p] ooooooo
[Bitlength of q]
[(PQG]
[Hash]
[Private Keyl] ooooooo

| [Bitlength of Plaintexts] ooooogoo
[Number of Plaintexts] oooo
[Public Keys]? oono
[Plaintexts]? od
[Signatures]? od
[Results]? goooooOooooooOoooOgd

Oo01000ooo

1. [Number of Plaintexts| 0000 (10000 10000)000000

2. [Number of Plaintexts)] 10000 (10000 100000)000 (10000 10000)0
00 (1000010000)0000000000 (10000100000000)000
00O



24 000000000 (*.rsp)

O7.DSAO0DOOO0OOODO

uo

\ 00

|

un

@O0)

[Algorithm Name]

DSA

gooobooooboon

[Function Name]

Domain Parameter Generation

[Validation Method]

gobogoood

[Bitlength of p]

OpO0O0000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]
[Number of PQG Sets]?

SEEDOO000O0

000000000 (pqg¢) 000

| [PQa] 000000000 p,q,9g
[SEED] p,q00000000
[counter] p,q0 000000

gbooooobooog

[Function Name]

Domain Parameter Validation

[Validation Method]

gooooao

[Bitlength of p]

OpO0O0000

[Bitlength of q]

¢0oooo

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDOOO0DOO

000000000 (p,q,9)000

" [PQG] 000000000 p,q, g

" [SEED] p,q00000000

| [counter] p,q0000000O

| [Results] 000000000000 000000

gobgooooboobo1l1boon
g

oooono

[Function Name]

Key Generation

[Bitlength of p]

OpO0O0000

[Bitlength of gl

¢0oooo

| [PQG]

000000000 p,q,9

[Number of XY Sets]

0000 z,y00000O

" xv12

000000000 z,y

1.000000000000000 [Number of PQG Sets)] 0000000 O0OODOOOOO
[Results] 00 O 0O0OO

2. [Number of Keys] 000 (10000 1000)000000
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HEEE oo \ oo
(ono) [Algorithm Name] DSA
0000 | [Function Name] Sign
[Bitlength of p] OpOD0OOO
[Bitlength of q] qOOoO0ono
[PQG] ooooooooO0 p,q,9
[Hash] ooooo 0o 0 0O o0 oo o
M Hash SHA1OOOOOOOO

[Private Key] ooooooo

| [Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oooo
[Plaintexts]® og
[Signatures]® oooooo
[Number of Signatures for RGT]? | RGTOOOOODOODODOO
[Signatures for RGT] O00D0ORGTOOOOOOOO

0000 | [Function Name] Verification

[Bitlength of p] O0oooooo
[Bitlength of q]
[(PQG]
[Hash]

| [Bitlength of Plaintexts] ooogoogo
[Number of Plaintexts] oooo
[Public Keys]?® 0og
[Plaintexts]?® od
[Signatures]?® oo
[Results]?® gobooboboobboobooboboodg

gogobi1boboood

1. [Number of Plaintexts| 0 D00 (10000 10000)000000O

2. [Plaintexts| 0 000 10000000000000 [Number of Signatures for RGT| 0 O
gooono.

3. [Number of Plaintexts] 10000 (10000 100000)000 (10000 10000)0
00 (10000 10000)DbooO00000b0 (10DoooDO 10bo0oooUO)0Ooo
ggd



2.5 000000 (*.out)

09 DSAODDOOOO
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon

e JIUJ0D0DOODDUDODDODUUODDOOUUDODDODOUDODOODOO (NG)OOODO
oooooooo
NG(#10 : y = gAx mod p ?)
NG(#10: 1 <=x<=¢1,1 <=y <=p-27)
NG(#10 : yAq =1 mod p ?)
DOOOONG(#10: y=gAxmod p?) 00000 y0OOOODOOD z:000000000
Oplg0000000O0y=¢"modpl0U0O0O0O0O0OOOOOODOOOOOODOODOO
Joooooobooboooooooao
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