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2 DH( dhStatic, dhEphem, dhOneFlow)

dhStatic dhEphemO dhOneFlow 00 00000000000O000O0O0O0O0O0COOOOO
gobooobooDbHOO0OO0O00O0OO0O000000000Algorithm Name OO OO OOODO
Algorithm Name U D OO DOD0OOO0OOO

e DH dhStatic
e DH dhEphem
e DH dhOneFlow

gboboobooobboobooobobooooa

O 1. o0u0ooodao
ooad gooooodoon
M_Kdf_ANSI942_772SHA1 ANSI X9.42 KDF with SHA-1 based on Concatenation
M_Kdf_ANSI942_772SHA224 | ANSI X9.42 KDF with SHA-224 based on Concatenation
M_Kdf_ANSI942_772SHA256 | ANSI X9.42 KDF with SHA-256 based on Concatenation
M_Kdf_ANSI942_772SHA384 | ANSI X9.42 KDF with SHA-384 based on Concatenation
M_Kdf_ANSI942_772SHA512 | ANSI X9.42 KDF with SHA-512 based on Concatenation

0000000000 00000000000SEEDOOpgenCounter 010000 hOOODO
0000000000000 0 [PQG)DOO0OOODOOO
PQG)
...1100000D00DO00DO0DO0bO0ObOO0
[SEED]
...f100000000O0DbO0obOO0bOOoDbO0bOOoD SEEDOOOOOOO
[pgenCounter]
...4100000000000000000000 pgenCounter 100000
]
...§10000000000000000O00DO00D0 hODOODOOoo
PQG)
...f2000000000DODOODOOOO
[SEED]
...4200000000000000000000 SEEDODODOOODOO
[pgenCounter]
...120000000000000D0O00O000O0O0O pgenCounter 100000
]
...f200000000000000000000O0 hODODOODO



2.1 000000000 (*.par)

0 2: DH( dhStatic, dhEphem, dhOneFlow) 000000000

HEE 00 | 00
(00) | [Algorithm Name] GELREEEED
ooo [Function Name] Key Sharing
[Bitlength of p] OpO000O0O
[Bitlength of q] qO0O0o0on
[Bitlength of SEED] p,qU00000000O00O0OO
[Seed S] SEEDOO00O0ODOODOODOOOODODOO
gooodn
[Bitlength of Seed S] Seed SOOOODO
[Seed x] ggoobobobooouooboboooon
gogo
[Bitlength of Seed x] Seed x OO OOO
[KDF] gooooobon
[Otherinfo for KDF] 0000000000000 Otherinfo
[Bitlength of Otherinfo for KDF] | UUODOOUOOOODOOODOO OtherinfoO
gogd
[Bitlength of Keying Datal O000o0oooooo
[Number of Keying Datas] oooboooo
00000 | [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
[Bitlength of SEED]
[Seed S]
[Bitlength of Seed S]
[Seed x]
[Bitlength of Seed x]
[Number of Public Keys] oooboooboo
[Rate of Fail Data] gooooooooooooo
00000 | [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

[Bitlength of SEED]

[Seed S]

[Bitlength of Seed S]

gooooo

[Number of XY Sets]

gboooboobobode-z0000900
ooo
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oo
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[Algorithm Name]

(0000000)

gbooobooooboon

[Function Name]

Domain Parameter Generation

[Validation Method]

goobooooolo200000 100000
0o

[Bitlength of p]

[Bitlength of gl

[Bitlength of SEED]

oooooon

[Number of PQG Sets]

000000000 (p,¢g,9) 000

oboooooboooog

[Function Name]

Domain Parameter Validation

[Validation Method]

goobooooolg200000 100000
0

[Bitlength of pl

[Bitlength of q]

[Bitlength of SEED]

[Number of PQG Sets]

[Seed S]

[Bitlength of Seed S]

goooogd

[Rate of Fail Datal]

gbooooboooobo




2.2

000000000 (*.req)

0 4: DH( dhStatic, dhEphem, dhOneFlow) 000000000

00 | 00 00
(0D) [Algorithm Name] (0D0ooooo)
aooo [Function Name] Key Sharing
[Bitlength of p] Op0O000O0O
[Bitlength of q] 00000
[PQG] 000000000 p,q,g
[KDF] gooooooo
[Otherinfo for KDF] 0000000000000 Other-
info
[Bitlength of Otherinfo for KDF] | UODOOOODOOOOOOO Other-
infod0OdOOO
[Bitlength of Keying Data] ooooooooog
[Number of Keying Datas] OOoO0oooooo
Sk 000000000000 o
2k 0000000000 y
googno [Function Name] Public Key Validation
[Bitlength of p] ooooon0
[Bitlength of q]
[PQG]
" [Number of Public Keys] 0000000000
[yl? oooooo
o0oooo [Function Name] Key Generation
[Bitlength of p] ooooond
[Bitlength of q]
[PQG]
[Number of XY Sets] goodoooooog 0000
yO0OO000
000DO0O0OO0DbO0O00d | [Function Name] Domain Parameter Generation
[Validation Method] oooooooolgo200000 1
goooooad
[Bitlength of p] OpO00000
[Bitlength of q] 00000
[Bitlength of SEED] SEEDOOOO0O
[Number of PQG Sets] O000ooooo (p,g,9)000




1. [Number of Keying Datas]| 00 00 000000000000O
[x]
...g100000000000D0O00C0CO0

[v]
...41000000000000

[x]
...£20000000000000000

[v]
...42000000000000

2. [Number of Public Keys| 00000 yO0D00O00O00O0O0O0OO

v]
...41000000000000

[v]
...42000000000000
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RN
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RN
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oo
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[Algorithm Name]

(000D0000)

gboboboooooon

[Function Name]

Domain Parameter Validation

[Validation Method]

gbooboboolg20boobi10boo
gogd

[Bitlength of pl]

0pOOOO0O

[Bitlength of q]

¢0oooo

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDOOODOO

000000000 (pq,9)000

[PQG] oo0o0oooood p,q,g
[SEED] p,q0 0000000
[pgenCounter] p,q0O0O0000O0O0

(h]

h

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]|O[pgenCounter|O]
W O0OD0O0D000O0O0[MO00 200000000000




2.3 FactsOO OO (*.fax)

0 6: DH( dhStatic, dhEphem, dhOneFlow) Facts 0 0 0 O

00 \ 00 \ 00
(00O) [Algorithm Name] (Doooooo)
goao [Function Name] Key Sharing
[Bitlength of pl opOO0O0O
[Bitlength of q] o000
[PQG] ooooooooo p,g,g
[KDF] gooooooo
[Otherinfo for KDF] ooooooooooogo Oth-
erinfo
[Bitlength of Otherinfo for KDF] | DO OODOUOOOOOOONO Oth-
erinfo0 0000
[Bitlength of Keying Datal 000o0ooooooo
[Number of Keying Datas] oooooood
[x]! 000000000000
[yl? 0000000000y
[Keying Data]!l ooo
ooooo [Function Name] Public Key Validation
[Bitlength of pl] ooooon
[Bitlength of q]
| [PQG]
[Number of Public Keys] goopooooooo
[yl? 00dy
[Result]? ooooooooooooooo
ooo1000ooo
ooooo [Function Name] Key Generation
[Bitlength of p] goooog
[Bitlength of q]
[PQG]
[Number of XY Sets] gobooobooooo«000
ODyOoooo
OO00O00O0DbOoo0O0d | [Function Namel Domain Parameter Generation
[Validation Method] gogboobobig2zooonboo
1000o00gd
[Bitlength of p] OpO000O0O
[Bitlength of gl qOOOUono
[Bitlength of SEED] SEEDOO0O0O0
[Number of PQG Sets] goooooboboboog
P, g 00

1. [Number of Keying Datas] 0 0 00 0O [Keying Data] 000000000000
]
...t1000000000O0000000O

[v]
...4100000000000

[Keying Data]
...f100000DO00DO0ODbOO0D



]
...$20000000000000000

[v]
...4200000000000

[Keying Data]
...g200000000000AO

. [Number of Public Keys| D0 0D0O [y|]00000000 [Result) 000000000000
[v]
...4100000000000

[Result]
...t1000000000000000

[v]
...4200000000000

[Result]
...t2000000000000000



O 7: DH( dhStatic, dhEphem, dhOneFlow) Facts 0 0 00O (O 0O)

00 [ 00 [ 00
©o) [Algorithm Name] (Dooooon)
00000000000 | [Function Name] Domain Parameter Validation

[Validation Method] oobodoooligo200b000100oooon

[Bitlength of p] OpO000O0O

[Bitlength of gl qOOoOono

| [Bitlength of SEED] SEEDOOOOO

[Number of PQG Sets]! ooooooooa (pgg) 000

" [Pqal 000000000 pg,g

| [SEED] p,q00000000

B [pgenCounter] p,q0 000000

| [n] h

%[Result] gobobooooooooog

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
[0 [Result) D0 D0D00DO0OO0WODO 200000000000
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24 000000000 (*.rsp)

0 8: DH( dhStatic, dhEphem, dhOneFlow) 000000000

00 \ 00 \ 00
(00O) [Algorithm Name] (Doooooo)
goao [Function Name] Key Sharing
[Bitlength of pl OpOD0OOO
[Bitlength of q] U o000
[PQG] Oo000oo0o000o0 p,q,9
[KDF] gooooooo
[Otherinfo for KDF] 0000000000000 Otherinfo
[Bitlength of Otherinfo 0000000000000 Otherinfo 0000
for KDF] O
[Bitlength of Keying Oooooooooo
| Datal]
[Number of Keying Datas] | DOOODODOOO
[x]! 000000000000
[yl? 0000000000 y
[Keying Data]l oooooon
ooooo [Function Name] Public Key Validation
[Bitlength of pl] oooooo
[Bitlength of q]
| [PQG]
[Number of Public Keys] oooooo
[yl? 000y
[Result]? ooo0oopooOooOoooooDoogoOoOoOoOdl
oooooo
ooooo [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

goooogd

[PQG]
[Number of XY Sets] 00000000000 x0000y00000
[xy13 000000000 z,y

gboooboooooon

[Function Name]

Domain Parameter Generation

[Validation Method]

ooboooooolio200000 10000000

[Bitlength of p]

OpO0O0O000

[Bitlength of gl

¢0oooo

[Bitlength of SEED]

SEEDOOODODO

[Number of PQG Sets]?*

000000000 p,q,g000

[PQG] 0000000000000 p,q,9
[SEED] O000p,q00D0DO0OO0ODO
[pgenCounter] O000Op,q00OD0OO0ODOO

(h]

OogdOh

11




1. [Number of Keying Datas] 0 0 00 0O [Keying Data] 000000000000

]
...410000000000000000

[v]
...4100000000000

[Keying Data]
...§10000000DO0DOODO

]
...420000000000000000

[v]
...4200000000000

[Keying Data]
...f2000000000000

2. [Number of Public Keys| 00000 [y|]0 0000000 [Result)] 000000000000
vl
...410000000000OO0

[Result]
...t1000000000000000

[v]
...4200000000000

[Result]
...f200000000000000O0

3. [Number of XY Sets] 0000 [XY]0OOOOOOO [XY]OOOOOOOOO 0000
yO 20y00020000000

[XY]
...$10000000000 2000000
...$1000000y000000

[XY]
...4200000000002000000

...$2000000y000000
4. 000000000000000 [Number of PQG Sets| 0 000 [PQG]O [SEED]O [pgen-

Counter|0 [h) 00000000 DOOO 102000000000000000000O000OO
gooboooo

]DDDDDDDD\ 00000000 \

001 [PQG], [SEED], [pgenCounter]
o0 2 [PQG], [SEED], [pgenCounter], [h]
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0 9: DH( dhStatic, dhEphem, dhOneFlow) D00 000000 (OO)

00 [ 00 [ 00
©o) [Algorithm Name] (Dooooon)
00000000000 | [Function Name] Domain Parameter Validation
[Validation Method] oobodoooligo200b000100oooon
[Bitlength of p] OpO000O0O
[Bitlength of gl qOOoOono
| [Bitlength of SEED] SEEDOOOOO
[Number of PQG Sets]! ooooooooa (pgg) 000
" [Pqal 000000000 pg,g
| [SEED] p,q00000000
B [pgenCounter] p,q0 000000
| [n] h
W[Result] gobboooooooboooooao

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
[0 [Result) D0 D0D00DO0OO0WODO 200000000000

13




2.5 000000 (*.out)

0 10: DH( dhStatic, dhEphem, dhOneFlow) 0 0000 O
| 00 00 |
[Algorithm Name] | O OO
[Function Name] oooooog
[Results] o000

e JIDODOUOOOO(Results] D OKOOOODOO

e JOUOUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl] DODO
gboooboobooobooboboobooboboooobooboobooboooDooo
00 (NeO#0000000000)0000C0ODOOOO0OOODOOODOOODODOOOOO
gboboboobooboobobooboboobobobobobooboboobobo
gboogboboooobooooobooboooboo 1booboobooooobooboooon
gooon

e 10D DODNDDIDUIIOODOODOUOUOUOODODDODODDDDOUODODODOUOUOOODODODDODO
O000000ooooo0O0 (NG ODooOooooooooo
NG(#10 : y = gAx mod p ?)
o000 ybgOxO0p0 y=¢"mod p0 0000 0O0O0OODOOO0OOOOOOODODOO
0oooooooooooooooooooo

14



