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2 RSAES-PKCS1-vl 5

RSAES-PKCS1-v15000000000000000O0O0O0CCOOOOOOOOO0O0O0OO0
gbobobobobobobooboboooo

e RGT: Random Generation Test

gobooboboooboobooooboobbooobooboo
ooo

gbobububuobuobubudbdetgbobobobobobobobobobobobo

0 1. 0000000000
godg ubboobooabood ‘

TYPEL | 00000000 (p,q,dP,dQ, gInv)
TYPE2 | 00000000 (d,n)

092 000e000
000 \DDDDDDDe

TYPEL | e = 65,537
TYPE2 | e 0O 0ODOO0

0300000000000

(000 000000000000

M_PRNG_ANSIX942_ ANNEXC1_SHA1 PRNG based on SHA-1 in ANSI X9.42-2001
Annex C.1

M_PRNG_FIPS186_APPENDIX31_SHA1 PRNG based on SHA-1 for general purpose in

FIPS 186-2 (+ change notice 1) Appendix 3.1
M_PRNG _FIPS186_REVISED_APPENDIX31_SHA1 | PRNG based on SHA-1 for general purpose in
FIPS 186-2 (+ change notice 1) revised Ap-

pendix 3.1
M_PRNG_ISO18031_HASH Hash DRBG
M_PRNG_ISO18031_CTR CTR-DRBG

M_PRNG_ISO18031_OFB OFB_DRBG
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O00000000000000000D [Parameter of PRNG] OO D040 (DODODODODODO
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e PRNG based on SHA-1 for general purpose in FIPS 186-2 (4+ change notice
1) Appendix 3.1
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e ISO18031 HASH DRBG

1000000000000 (Doooooon)
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30 0 O additional input

4 000 reseed counter

e ISO18031 OFB DRBG

1000000000000 (DOoooooon)
2000 KEY

30 0 O additional input

4000 reseed counter
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0oooooooo |oooooooooo
M_Hash_SHA1 SHA-1
M _Hash_SHA256 SHA-256
M _Hash_SHA384 SHA-384
M _Hash_SHA512 SHA-512

s 00oggoogn
gopoooboogo gooboobogoo

M _BlockCipher TDES | 3-key Triple DES
M _BlockCipher_AES AES




2.1 000000000 (*.par)

O 6: RSAES-PKCS1-v1 5000000000

IEEN 00 00
(00) | [Algorithm Name] RSAES-PKCS1-v1.5
000 | [Function Name] Encryption
[Bitlength of Modulus] On00000O
[Secret Key Typel oooooooooo
[Public Key Typel 000 e0OO
[Seed P] goooobooobobobtbodoooooon
[Bitlength of Seed P] goooobobooboooooooooooo
EEERERN
[Seed K] 000000000 00000 M_RSA _Keygen
000 zkey OO O O0O0DOO M_RSA _Keygen
udbobodobooboboooooobooooo
goon
[Bitlength of Seed K] gooooopooooboooooo
[Bitlength of PS]! ooooooooooo
[Seed PS] ggooooobooooo
[Bitlength of Seed Ps]! oooooobooobobooooooo
[Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] ooood
[Number of Ciphertexts for RGT] | RGTOOOOOOOOOOOO
[PRNG] O000000oooooO (bobooooo 200
oooooogo.)
[Parameter of PRNG] oooooOoOoO0O0O0ODODO (DOOOoO0oO0oOd 2
o0oooooooo.)

e 020000000 1020300000000 0000O0OO
00 100000: [Bitlength of Seed PS] O [Bitlength of PS|O OO0 0000
00 200000: [Bitlength of Seed PS| 0 000 O [Bitlength of PS|0 0000
00 300000: [Bitlength of Seed PS] O [Bitlength of PS|D 00 000000
gboobobobobobobo




0O 7: RSAES-PKCS1-v1 5000000000 (00O)

RN

oo

[Algorithm Name]

RSAES-PKCS1-v1.5

[Function Name]

Decryption

[Bitlength of Modulus]

[Secret Key Typel

[Public Key Typel

[Seed P]

[Bitlength of Seed P]

[Seed K]

[Bitlength of Seed K]

[Seed PS]

[Bitlength of Seed PS]

[Bitlength of Plaintexts]

[Number of Ciphertexts]

gooooo

[Rate of Fail Datal

gboobooooooon

googd

[Function Name]

Key Generation

[Bitlength of Modulus] OnO00000
[Secret Key Typel O0000oooooo
[Public Key Typel O00eOd0OO
[Number of Keys] ooo




22 000000000 (*.req)

O 8 RSAES-PKCS1-v1 5000000000

IEEN 00 00
(00) | [Algorithm Name] RSAES-PKCS1-v1.5
000 | [Function Name] Encryption

[Bitlength of Modulus] On00000O
[n] O n
Lel Uobe
[Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oood

i [Plaintexts]! oo

[Number of Ciphertexts for RGT] | RGTUOODOOOOUOOOD(DOOOOOO1
ooooooooo.)

[Ps] gbooooo

[Bitlength of PS] goboobogoog

[Seed PsS] ugbbooboogboon

[Bitlength of Seed PS] uboboobooobooboooboooo

[PRNG] 000000000oo (0o00ooooo 200
ooooooo.)

[Parameter of PRNG] 000000000O00OD0ODO (D0DO0O0O0O00 2

ooo0Ooooooo.)

1. [Number of Plaintexts| 0 0 00000000



0 9: RSAES-PKCS1-v1 5000000000 (00O)

oo | 00 00
(oo) [Algorithm Name] RSAES-PKCS1-v1_5
OO [Function Name] Decryption
[Bitlength of Modulus] 000000
[Secret Key Typel 00000oooooo
[p]! 00 p
| [ql! 00 q
E 0000000 d
L On
| [aP]! dmod p—1
*[dQ]l dmod g — 1
i [qInv]! ¢! mod p

[Bitlength of Plaintexts] |00 OODOOO

[Number of Ciphertexts] ooooo

[Ciphertexts]? oon

00000 | [Function Name] Key Generation
[Bitlength of Modulus] OnO0000O0
[Secret Key Typel O0000oooooo
[Public Key Typel O00ed0OO
[Number of Keys] oon

1. 000000000000000(d,n)00000 ([p),[q),[dP],[dQ],[qnv]) 000000
00000000

2. [Number of Ciphertexts]| 0 0000000000




2.3 FactsOO OO (*.fax)

0 10: RSAES-PKCS1-v1.5 Facts 0 0 00O

IEEN 00 00
(00) | [Algorithm Name] RSAES-PKCS1-v1.5
000 | [Function Name] Encryption
[Bitlength of Modulus] On00000O
" [Secret Key Typel 0000000000
[Public Key Typel 000 ed0OO
[plt ot p
[q]! 00 q
a1 oooooood
ESE 0
| [ap1! dmod p—1
*[dQ]l dmod g —1
i [qInv]! ¢~ mod p
[e] 000 e
[Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oood
i [Plaintexts]? oo
i [Ciphertexts]? ooo
[Number of Ciphertexts for RGT] | RGTUOODOOOOUOOOO(DOOOOOO1
ooo0Ooooooo.)
[PS] gooooo
[Bitlength of PS] Ooooooooooo
[Seed PS] goboobooooboo
[Bitlength of Seed PS] goooooooooooooooa
[PRNG] 00000000000 (CoDooooo 200
ooooooo.)
[Parameter of PRNG] O000o0o0OoOO0O0O0O0ODODO (DODODOoOOO 2
O000oooooo.)
a

1. 0000000000000000(d,n)00000 ([p],[a],[x],[dP],[dQ],[¢Inv])) DO OO
0000000000

2. [Number of Plaintexts]| 0000000000000 000O000O0OO 10000000
oooboobo.




0 11: RSAES-PKCS1-vl 5 Facts D OO0 (0 0O)

oo | 00 00
(O0o) [Algorithm Name] RSAES-PKCS1-v1_5
OO [Function Name] Decryption
[Bitlength of Modulus] 000000
[Secret Key Typel 00000oooooo
[Public Key Typel O00OeOd0OO
plt 0odp
[q]! 00 q
[l Dooooood
i [n]! On
*[dP]l d mod p—1
*[dQ]l dmod ¢ —1
| [qInv]? ¢ ! mod p
[e] OO0 e
[Bitlength of Plaintexts] | 0ODOODOODO
[Number of Ciphertexts] oooboooboo
[Ciphertexts]? ooo
i [Plaintexts]? oo
00000 | [Function Name] Key Generation
[Bitlength of Modulus] On,00000
[Secret Key Typel oooboooboo
[Public Key Typel OO0 eODO
[Number of Keys] ooo

1. 000D0000000000000(d,n)00000 ([p),[d),[n],[dP),[dQ),[anv]) DO 0O
ogooooooon

2. [Number of Ciphertexts| 0D 00 0000000000000 O00O0OO0OOO0OO[Plain-
texts] 0000000 decryption error JO 0O ODO



24 000000000 (*.rsp)

0 12: RSAES-PKCS1-v1 5000000000

IEEN 00 00
(00) | [Algorithm Name] RSAES-PKCS1-v1.5
000 | [Function Name] Encryption
[Bitlength of Modulus] On0O0000O
[n] O n
Lel oobe
[Bitlength of Plaintexts] ooooooo
[Number of Plaintexts] oooo
i [Plaintexts]! oo
| [Ciphertexts]! ooooooo
[PS] gooooo
[Bitlength of PS] goboobogooobg
[Number of Ciphertexts for RGT] | RGTUOOOOODOODOOODO(DOOODOODO1
0000oooooo.)
i [Ciphertexts for RGT]? O000ORGTOOOOOOOOO(DDOODOOD
01000000000,
[Seed PS] gobooboobooon
[Bitlength of Seed PS] goooooooooooooood
[PRNG] 00000000ooo (0oooooo 200
ooooooo.)
[Parameter of PRNG] O000000O0O0O0O0O0OD0ODO (D0DOOoOoOg 2
oooooooono.)
oo [Function Name] Decryption
[Bitlength of Modulus] On0O0000O
" [Secret Key Typel 0000000000
[pl3 00 p
[q]? 00 ¢
SE oooooood
| [n]® On
NESE dmod p—1
k[dQ]?’ dmod g —1
i [qInv]3 ¢! mod p
[Bitlength of Plaintexts] oboooood
" [Number of Ciphertexts] 0000000000
[Ciphertexts]? ooo
| [Plaintexts]® 000000
0

1. [Number of Plaintexts| 0 0 0 0000000000000

2. [Plaintexts| 0000 10000000000000 [Number of Ciphertexts for RGT] O
gooon

10




3.0000000000000000(d,R])00000 ([p],q],[dP],[dQ],[¢nv])) 00000
000000000

4. [Number of Ciphertexts] I 000000000 . 0000000000, [Plaintexts] OO
000000 decryption error DU DO OO O

11



0 13: RSAES-PKCS1-v1 5000000000 (00O)

oo | 00 00
(o0O) [Algorithm Name] RSAES-PKCS1-v1.5
00000 | [Function Name] Key Generation

[Bitlength of Modulus]

Un0O00000

[Secret Key Typel

oboboobooooo

[Number of Keys]

goo

- plt

0oooodyp

[q1t

000000 g

)t

ooboooooooobod

SE

gbobgoobde

| [l

gbobodgdn

[dp]! O000dmodp—1
[aqQl! O000dmod g—1
[qInv]! O0000q¢ ! modp

1. 0000000000000000(p|0[qod0e0m)0ooon (jp)o
[qinv]O [e]0n)) 000000000 [Number of Keys] 000000

12

[q]0

[dP]C [dQ]O



2.5 000000 (*.out)

0 14: RSAES-PKCS1-v1 5000000
| 00 00
[Algorithm Name] | OO 0O
[Function Name] ooooooo
[Results] oooo

e JODODOUOODOO([Resultsl] D OKOOOODOO

e JOUUODOODOUOI[Results] DUOOUODOOONGODUOODOOODDOO [Resultsl OODO
gbobooboobooooboboobooboboooobooboobooboooDooD
OO0 (NeO#0 00000000 0)0000OCOOOOODOOODOOODOOODODOOOOO
gbooboboobooboobobooboboobobobobobooboboobobo
gbobogobobooooboooooooboobooobo 1boooobooooobooboooon
gooon

e ]IJ0D0O0DUDOODUDOOODUCODOULUDODOODUDOUODOODODOOOODDO (ok)
000000000 (NG Oooooooooooo
NG(#1 : p is prime ?)
ok(#1 : q is prime ?)
O00OOok(#1: qisprime ?)00¢000000000O00O0ODOOOOOOOOOODO
NG(#1: pisprime 7)00p00000000O0DOOODOOOOOOOOOOOOOOO
0oooooooooooooboooooood
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