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TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
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TLS_DHE_RSA_WITH_AES_128_CBC_SHA
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Protocol TLS v1.2

Encryption AES with 128-bit key in GCM mode

Pseudo-random function TLS PRF (with SHA-256)

Authentication ECDSA-256 with SHA-256 on P-256 curve

Key exchange ECDH using P-256 curve

Algorithm type Description

TLS QERTO 74 )L

Protocol TLS v1.2

Encryption AES with 128-bit key in CBC mode

Pseudo-random function TLS PRF (with SHA-256)

Authentication

X.509 certificates with RSA signatures (2048 bits) and SHA-256

Key exchange DH Group 14 (2048-bit MODP Group)

Integrity SHA-256

Algorithm type Description
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Using TLS to protect data
Secure configuration recommendations TY V93 bH94
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End User Devices Security and Configuration Guidance
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github. com/ss | labs/research/wiki/SSL—and-TLS-Dep|oyment-Best-Practices
support. google. com/webmasters/answer /6073543

wiki.mozilla. org/Security/Server Side TLS#Modern compatibility

www. ncsc. gov. uk/guidance

www. ncsc. gov. uk/guidance/end-user—device—security
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R6- PFSx G MEEBELETS,
R7 ECDHEBERR#EEITLE T,
R7- DHERRMEEITLES,
b= VN R8 AESEEBEZFERLE T,
R8- CamelliaZE f=IXARIARS B L ZFERLET,
R8—- AESEEEL., YIL vyl a4 bTIDESISHAET .
EEo— K R9 SHA-2 CHWACE T 3
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Appendix A HESE LUTF., HETIBSIEXRA—F

TLS 1.2 suites recommended for servers with an ECDSA key
Value Cipher suite

0xC02C TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
0xC02B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
0xCOAD TLS_ECDHE_ECDSA_WITH_AES_256_CCM
0xCOAC TLS_ECDHE_ECDSA_WITH_AES_128_CCM
0xC024 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
0xC023 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

TLS 1.2 suites recommended for servers with an RSA key

0xC030 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
0xCO2F TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
0xC028 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
0xC027 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

Table A.3: Recommended suites for use with Camellia

0xC087 TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384
0xC086 TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256
0xC073 TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_CBC_SHA384
0xC072 TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256
0xC08B TLS_ECDHE_RSA_WITH_CAMELLIA_256_GCM_SHA384
0xCO08A TLS_ECDHE_RSA_WITH_CAMELLIA_128_GCM_SHA256
0xC077 TLS_ECDHE_RSA_WITH_CAMELLIA_256_CBG_SHA384
0xC076 TLS_ECDHE_RSA_WITH_CAMELLIA_128_CBC_SHA256
Table A.4: Recommended suites for use with ARIA

Value Cipher suite
0xC05D TLS_ECDHE_ECDSA_WITH_ARIA_256_GCM_SHA384
0xC05C TLS_ECDHE_ECDSA_WITH_ARIA_128_GCM_SHA256
0xC061 TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384
0xC060 TLS_ECDHE_RSA_WITH_ARIA_128_GCM_SHA256
0xC049 TLS_ECDHE_ECDSA_WITH_ARIA_256_CBC_SHA384
0xC048 TLS_ECDHE_ECDSA_WITH_ARIA_128_CBC_SHA256
0xC04D TLS_ECDHE_RSA_WITH_ARIA_256_CBC_SHA384
0xC04C TLS_ECDHE_RSA_WITH_ARIA_128_CBC_SHA256

Finally, for deployments with pre-shared keys, the recommended suites are mentioned i
Table A.5: Recommended suites for use with a PSK
Value Cipher suite
0xC038 TLS_ECDHE_PSK_WITH_AES_256_CBGC_SHA384
0xC037 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256
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=] Relaxed Suites for TLS 1.2
TLS 1.2 suites tolerated in the absence of ECC support
0x009F TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
0x009E TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
0xCO9F TLS_DHE_RSA_WITH_AES_256_CCM
0xCO9E TLS_DHE_RSA_WITH_AES_128_CCM
0x006B TLS_DHE_RSA_WITH_AES_256_CBG_SHA256
0x0067 TLS_DHE_RSA_WITH_AES_128_CBGC_SHA256
TLS 1.2 suites tolerated in the absence of DH support
0x009D TLS_RSA_WITH_AES_256_GCM_SHA384
0x009C TLS_RSA_WITH_AES_128_GCM_SHA256
0xC09D TLS_RSA_WITH_AES_256_CCM
0xC09C TLS_RSA_WITH_AES_128_CCM
0x003D TLS_RSA_WITH_AES_256_CBC_SHA256
0x003C TLS_RSA_WITH_AES_128_CBC_SHA256
TLS suites tolerated for password authentication
0xC021 TLS_SRP_SHA_RSA_WITH_AES_256_CBGC_SHA
0xCO1E TLS_SRP_SHA_RSA_WITH_AES_128_CBGC_SHA
Relaxed Suites for TLS 1.0
Suites tolerated for TLS 1.0
0xCO0A TLS_ECDHE_ECDSA_WITH_AES_256_CBG_SHA
0xC009 TLS_ECDHE_ECDSA_WITH_AES_128_CBG_SHA
0xC014 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
0xC013 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
Suites barely tolerated for TLS 1.0
0x0039 TLS_DHE_RSA_WITH_AES_256_CBG_SHA
0x0033 TLS_DHE_RSA_WITH_AES_128_CBGC_SHA
0xC008 TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBGC_SHA
0xC012 TLS_ECDHE_RSA_WITH_3DES_EDE_CBG_SHA
0x0016 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA
0x0035 TLS_RSA_WITH_AES_256_CBGC_SHA
0x002F TLS_RSA_WITH_AES_128_CBGC_SHA
0x000A TLS_RSA_WITH_3DES_EDE_CBC_SHA
FIBRE 3 Basic Fields R21 SHA-2TE 4
R22 SEQHMBMLIRE LM
R23 THLERESDXF—%FEH
Extensions R24 N7 KeyUsage
R25 W7 ExtendedKeyUsage
R26 W4 (—/\—lD) SubjectAlternativeName ZiE7E
R27 FBEBAZH#1D0D TLS #RimARA > FEIHRE
R28 CAlZk > CTEESNI=SKIIZxET HAKIZ &R
R29 KRR
[;X&] Rx, Rx-, Rx— #&§ MRx : #E4REIA (x [EFES) | . Rx-: HEZEALRTEELEE] . Rx—: RIEDOEELAIL]
SE 3
Secur ity Recommendations for TLS https://www. ssi. gouv. fr/uploads/2017/02/secur i ty-recommendations—for-tls _vl. 1. pdf
REFERENTIEL GENERAL DE SECURITE version 2.0 https://www. ssi. gouv. fr/uploads/2014/11/RGS v-2-0 Corps du_texte. pdf
Référentiel Général de Sécurité version 2.0 Annexe B1 Mécanismes cryptographiques https://www. ssi. gouv. fr/uploads/2014/11/RGS_v-2-0 B1. pdf
Référentiel Général de Sécurité version 2.0 Annexe B2 Gestion des clés cryptographiques https://www. ssi. gouv. fr/uploads/2014/11/RGS_v-2-0 B2. pdf
Référentiel Général de Sécurité version 1.0 Annexe B3 Authentification https://www. ssi. gouv. fr/uploads/2014/11/RGS v-2-0 B3. pdf
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Guidance on Securely Configuring Network Protod4:Baf# 2 Public Key Infrastructure SHA-1Z NEARIBAZENEFERDEMFE - (FRELIFERT RN ETIEAEL
NIST SP 800-57/8— k3 Revl Section 2 [ZL1=M5Z &%

RITHE CSE (WA BFOEELXa)T«HMEATO L 3 SSL/TLS TLS 1.2 OfERZH#E4E

8 2016/8/2 (DR —=2a>d TLS E£TH SSL DfEAIFIEHLE)

HeE T (BUGE LU A NIST SP 800-52 Revid section 3.9 & 4.9 [TLF=AS & & E iR

3.1 TLS Cipher Suites RO TLS BB XA — &, ITSP.40. 111 TIRESIhBIEBEHSAE R EH-T

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CCM
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384
TLS_DHE_RSA_WITH_AES_128_CCM
TLS_DHE_RSA_WITH_AES_256_CCM
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_GCM_SHA256
TLS_RSA_WITH_AES_256_GCM_SHA384
TLS_RSA_WITH_AES_128_CCM
TLS_RSA_WITH_AES_256_CCM
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA

EE7 LS L 511 SSH CBCE— FIESSHCERALAG L

UTOEE7ILI) XLEHE
aes128-ctr (RFC 4344 [34])
aes192-ctr (RFC 4344 [34])
aes256-ctr (RFC 4344 [34])
3des—ctr (RFC 4344 [34])
cast128-ctr (RFC 4344 [34])
AEAD_AES_128_GCM (RFC 5647 [35])
AEAD_AES_256_GCM (RFC 5647 [35])

SE Xk
Guidance on Securely Configuring Network Protocols https://www. cse—cst. gc. ca/en/node/1830/html /26507
Cryptography https://www. cse-cst. gc. ca/en/publication/list/Cryptography
Government of Canada Information Technology Strategic Plan 2016-2020 https://www. canada. ca/en/treasury-board-secretariat/services/information—technology/information-technology-strategy/strategic—plan-2016-2020. html#toc8
CMvP https://www. cse-cst. gc. ca/en/group—groupe/crypto-module-val idation-program
CMVP Standards https://www. cse-cst. gc. ca/en/page/standards
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2017 Australian Government Information Securityig=27/LT") XL P.242 LIFE [BEE 73X L AR INf=IEF/ABET7ILT Y XL
=EEE ECDH
HITE ASD (A—R S UTIEER) ECDSA
%8 2017/11/23 &E# BEEE DH
RE T (BFESLURUA) DSA
RSA
AREEINF=NyaTILTY XL
SHA-224
SHA-256
SHA-384
SHA-512
ARRBINF=RMEBESETILT) XL
AES 128
AES 192
AES 256
3DES
FTORIESR TRE DSA 2048E v ~LLE
WAZE DSA 1024E v UL E
X414 —FB W AES 256
SHA-384
NIST P-384
NIST P-384
W AES 128
(P TF) SHA-256
NIST P-256
NIST P-256
F=lE |SHE CNSSAM recommendation AES 256 bit key
CNSSAM recommendation SHA-384
CNSSAM recommendation NIST P-384 or RSA 3072-bit or larger
CNSSAM recommendation DH 3072-bit or
larger or NIST P-384 or RSA 3072-bit or larger.

&

&% 3k
Australian Government Information Security Manual https://www. asd. gov. au/infosec/ism/
2017 Australian Government Information Security Manual (Controls) https://www. asd. gov. au/publications/Information Security Manual 2017 Controls. pdf#tsearch=%27Austral ian++Government++Information++and++Commu+nications++Technology+Secur ity++Manual%27
Protective Security Policy Framework Document Map - Version 1.4 - amended June 2016 https://www. protectivesecurity. gov. au/resources/Documents/Protective-Security-Policy-Framework-Map. pdf
FA)HhERE
SP 800-52 Rev. 1 Jakan 4.1 JokannR—=Tay (TS 1.1 #HR—bFB5K58rL. TS 1.2 2HHR—FrFT DL 58RI RE
BUFFHERE (X, 20151 A1EETIZTLS 1. 2% R— I 2BITStEERET DT ETT .
RITE NIST
%18 20144E4 8 {F8%C TLS Cipher Suite
NRE TH BEEFSLURUA) Table C-1: Pre-shared Key Cipher Suites
Cipher Suite Name Key Exchange Encryption Hash function for HMAC Hash Function for PRF
TLS_PSK_WITH_3DES_EDE_GCBC_SHA PSK 3DES_EDE_CBC SHA-1 Per RFC
TLS_PSK_WITH_AES_128_CBG_SHA PSK AES_128_CBC SHA-1 Per RFC
TLS_PSK_WITH_AES_256_CBG_SHA PSK AES_256_CBC SHA-1 Per RFC
TLS_PSK_WITH_AES_128_GCM_SHA256 PSK AES_128_GCM N/A SHA-256
TLS_PSK_WITH_AES_256_GCM_SHA384 PSK AES_256_GCM N/A SHA-384
TLS_DHE_PSK_WITH_3DES_EDE_CBG_SHA DHE_PSK 3DES_EDE_CBC SHA-1 Per RFC
TLS_DHE_PSK_WITH_AES_128_CBC_SHA DHE_PSK AES_128_CBC SHA-1 Per RFC
TLS_DHE_PSK_WITH_AES_256_CBC_SHA DHE_PSK AES_256_CBC SHA-1 Per RFC
TLS_DHE_PSK_WITH_AES_128_GCM_SHA256 DHE_PSK AES_128_GCM N/A SHA-256
TLS_DHE_PSK_WITH_AES_256_GCM_SHA384 DHE_PSK AES_256_GCM N/A SHA-384
TLS_RSA_PSK_WITH_3DES_EDE_CBG_SHA RSA_PSK 3DES_EDE_CBC SHA-1 Per RFC
TLS_RSA_PSK_WITH_AES_128_CBC_SHA RSA_PSK AES_128_CBC SHA-1 Per RFC
TLS_RSA_PSK_WITH_AES_256_CBC_SHA RSA_PSK AES_256_CBC SHA-1 Per RFC
TLS_RSA_PSK_WITH_AES_128_GCM_SHA256 RSA_PSK AES_128_GCM N/A SHA-256
TLS_RSA_PSK_WITH_AES_256_GCM_SHA384 RSA_PSK AES_256_GCM N/A SHA-384
TLS_ECDHE_PSK_WITH_3DES_EDE_GBC_SHA ECDHE_PSK 3DES_EDE_CBC SHA-1 Per RFC
TLS_ECDHE_PSK_WITH_AES_128_CBG_SHA ECDHE_PSK AES_128_CBC SHA-1 Per RFC
TLS_ECDHE_PSK_WITH_AES_256_CBG_SHA ECDHE_PSK AES_256_CBC SHA-1 Per RFC
TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 ECDHE_PSK AES_128_CBC SHA-256 SHA-256
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384 ECDHE_PSK AES_256_CBC SHA-384 SHA-384
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3.3.1

Table 3-2: Cipher Suites for RSA Server Certificates

Cipher Suite Name Key Exchange
TLS_RSA_WITH_3DES_EDE_CBC_SHA RSA
TLS_RSA_WITH_AES_128_CBC_SHA RSA
TLS_RSA_WITH_AES_256_CBC_SHA RSA
TLS_ECDHE_RSA_WITH_3DES_EDE_CBG_SHA ECDHE
TLS_ECDHE_RSA_WITH_AES_128_CBG_SHA ECDHE
TLS_ECDHE_RSA WITH_AES 256_CBG_SHA ECDHE

Encryption
3DES_EDE_CBC

Hash function

Hash Function
Per RFC
Per RFC
Per RFC
Per RFC
Per RFC
Per RFC

Table 3-4: Cipher Suites for ECDSA Server Certificates

Cipher Suite Name Key Exchange
TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBG_SHA ECDHE
TLS_ECDHE_ECDSA_WITH_AES_128_CBGC_SHA ECDHE
TLS_ECDHE_ECDSA_WITH_AES_256_CBGC_SHA [ECDHE

Hash Function

Per RFC
Per RFC
Per RFC

Table 3-6: Cipher Suites for DSA Server Certificates

Cipher Suite Name Key Exchange
TLS_DHE_DSS_WITH_3DES_EDE_CBG_SHA DHE
TLS_DHE_DSS_WITH_AES_128_CBC_SHA DHE
TLS_DHE_DSS_WITH_AES_256_CBC_SHA DHE

Hash Function

Per RFC
Per RFC
Per RFC

Table 3-8: Cipher Suites for DH Server Certificates

Cipher Suite Name Key Exchange
TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA DH
TLS_DH_DSS_WITH_AES_128_CBG_SHA DH
TLS_DH_DSS WITH_AES 256_CBC_SHA DH

Hash Function

Per RFC
Per RFC
Per RFC

Table 3-10: Cipher Suites for ECDH Server Certificate

Cipher Suite Name Key Exchange
TLS_ECDH_ECDSA_WITH_3DES_EDE_CBGC_SHA ECDH
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA ECDH
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA [ECDH

Hash Function

Per RFC
Per RFC
Per RFC

Table 3-3: Additional TLS 1.2 Cipher Suites for RSA Server Certificates

Cipher Suite Name Key Exchange
TLS_RSA_WITH_AES_128_GCM_SHA256 RSA
TLS_RSA_WITH_AES_256_GCM_SHA384 RSA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ECDHE
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ECDHE
TLS_RSA_WITH_AES_128_CBC_SHA256 RSA
TLS_RSA_WITH_AES_256_CBC_SHA256 RSA
TLS_RSA_WITH_AES_128_CCM RSA
TLS_RSA_WITH_AES_256_CCM RSA

Encryption
AES_128_GCM
AES_256_GCM
AES_128_CBC
AES_128_GCM
AES_128_CBC
AES_256_CBC
AES_128_CCM
AES_256_CCM

Hash function
N/A

N/A

N/A

N/A

SHA-256
SHA-256

N/A

N/A

Hash Function
SHA-256
SHA-384
SHA-256
SHA-256
SHA-256
SHA-256
SHA-256
SHA-256

Table 3-5: Additional TLS 1.2 Cipher Suites for ECDSA Server Certificates

Cipher Suite Name Key Exchange
TLS_ECDHE_ECDSA_WITH_AES_128_CBGC_SHA256 ECDHE
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ECDHE
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ECDHE
TLS_ECDHE_ECDSA_WITH_AES_256_CBGC_SHA384 ECDHE

Encryption

Hash function
SHA-256

Hash Function
SHA-256
SHA-256
SHA-384
SHA-384

Table 3-7: Additional TLS 1.2 Cipher Suites for DSA Server Certificates

Cipher Suite Name Key Exchange
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 DHE
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 DHE
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256 DHE
TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 [DHE

SHA-256
SHA-256

Hash Function

SHA-256
SHA-256
SHA-256
SHA-384

Cipher Suite Name Key Exchange
TLS_DH_DSS_WITH_AES_128_CBC_SHA256 DH
TLS_DH_DSS_WITH_AES_256_CBC_SHA256 DH
TLS_DH_DSS_WITH_AES_128_GCM_SHA256 DH
TLS_DH_DSS_WITH_AES_256_GCM_SHA384 DH

Hash Function

SHA-256
SHA-256
SHA-256
SHA-384

Cipher Suite Name Key Exchange
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 ECDH
TLS_ECDH_ECDSA_WITH_AES_256_CBGC_SHA384 ECDH
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 ECDH
TLS_ECDH_ECDSA_WITH_AES 256_GCM_SHA384 ECDH

SHA-256
SHA-384

Hash Function

SHA-256
SHA-384
SHA-256
SHA-384
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SP 800-131A Rev. 1 SIRRE 3 FTORIWES
Table 2: Approval Status of Algorithms Used for Digital Signature Generation and Verification
HITE NIST Digital Signature Process Use
kil =] 2015118 Digital Signature Generation < 112 bits of security strength: Disal lowed
RE T (BFESLURUA) DSA: len(p) < 2048 OR
len(g) < 224
RSA: len(n) < 2048
ECDSA: len(n) < 224
> 112 bits of security strength: Acceptable
DSA:  len(p) > 2048 AND
len(q) > 224
RSA:  len(n) 2 2048
ECDSA: len(n) > 224
Digital Signature Verification < 112 bits of security strength: Legacy-use
DSA [*3]: ((512 < len(p) < 2048) OR
(160 < len(a) < 224))
RSA: 1024 < len(n) < 2048
ECDSA: 160 < len(n) < 224
> 112 bits of security strength: Acceptable
DSA:  len(p) > 2048 AND
len(q) > 224
RSA:  len(n) 2> 2048
ECDSA: len(n) > 224
[*3] : The lower bounds for len(p) and len(g) are those that were specified in [FIPS 186-2].
len (p) &len (q) OTPRIX. [FIPS 186-2] CHRESNF-EL DT,
EE7ILTY) XL 9 Ny BE
Table 9: Approval Status of Hash Functions
Hash Function Use
SHA-1 Digital signature generation Disal lowed
except where specifically allowed by
NIST protocol-specific guidance.
Digital signature verification Legacy-use
Non-digital signature applications Acceptable
SHA-2 family Acceptable for all hash function applications
(SHA-224, SHA-256, SHA-384,
SHA-512, SHA-512/224 and
SHA-512/256)
SHA-3 family Acceptable for all hash function applications
(SHA3-224, SHA3-256, SHA3-384, and
SHA3-512)
&% 3k
SP 800-131A https://csrc.nist. gov/publications/detail/sp/800-131a/rev-1/final
SP 800-52 Rev. 1 https://csrc.nist. gov/publications/detail/sp/800-52/rev-1/final
UTF. #RE®KE
ETSI FRMESEEEELES
XE4 58 woay REAS
IRE =5
ETSI TS 118 103 V2.4.1 (2016-09) Jakan 10. 2.1 TLS TLS v1.2 A LA FNIEE S AL
oneM2M; Security solutions (oneM2M TS-0003 ver
BERXSA—F 10.2.2 BEXSA—F TLS-PSK-Based Security Frameworks
RITE ETSI TLS = TLS_PSK_WITH_AES_128_CBC_SHA256
%8 20164E9A DTLSE# TLS_PSK_WITH_AES_128_CCM_8
RE B GERE. RFEH) 10.2.3 Certificate-Based Security Frameworks
TLS =% TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
DTLSE# TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8
[8£]  Fxld. 2 TCOEICEHE L
i, K (P451) 3 (P87) . {h (R157) . 0 (Q273) ICR#EH Y,
ETSI TS 133 320 V9.7.0 (2013-02) Jokran 8.3.4 TLS SSL 3.0 I(FERALALTLC IS
Universal Mobile Telecommunications System (UMT] TLS 1.1 (FHR— B IThIELE ST
TLS 1.2 FYHR—+F20EHY
F1T ETSI EERXA—k EE XA —hk RSA_WITH_AES_128_CBGC_SHA M H7R— b IFisZE
B 201324 TLS 1.2 IZHIZESNZTLSEEE R 1 — bDADEREIN D

HRE B (ERA. M%&)

RC4 DEEFS R A — MEERLTIEAE AL
RSA_WITH_RC4_128_SHA ®HR— kIFWZBETIEAL

CCTHMENSXER THM4 R34 ) TRELS TRE]

S5
XEDBRFEY A b+

CABF CA/Browser Forum

COHEKIL, EHENEE., FEFHS. BEE. /. BETREVWCEERELTLSELS5THY.

http://www. etsi.org/standards

EERAA—bDHA RS54 VHGRBROXEFIRON LAY,

PGI DSS (PGl Security Standards Council)

SSL 8L UMD TLS FEFaUTAHHELTINCDEHEFBITHOICERTRETEHY FHA.
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i3 0xC0, 0x2C ~ ECDHE-ECDSA-AES256—-GCM-SHA384
0xC0, 0x30  ECDHE-RSA-AES256-GCM-SHA384
0xCC, 0x14  ECDHE-ECDSA-CHACHA20-POLY1305
0xCC, 0x13  ECDHE-RSA-CHACHA20-POLY1305
0xC0, 0x2B  ECDHE-ECDSA-AES128-GCM-SHA256
0xC0, 0x2F  ECDHE-RSA-AES128-GCM-SHA256
0xC0, 0x24  ECDHE-ECDSA-AES256-SHA384
0xC0, 0x28  ECDHE-RSA-AES256-SHA384
0xC0, 0x23  ECDHE-ECDSA-AES128-SHA256
0xC0, 0x27  ECDHE-RSA-AES128-SHA256
Hifatits (7740 k) |0xCC,0x14  ECDHE-ECDSA-CHACHA20-POLY1305
0xCC, 0x13  ECDHE-RSA-CHACHA20-POLY1305
0xC0, 0x2B  ECDHE-ECDSA-AES128-GCM-SHA256
0xC0, 0x2F  ECDHE-RSA-AES128-GCM-SHA256
0xC0, 0x2C  ECDHE-ECDSA-AES256-GCM-SHA384
0xC0, 0x30  ECDHE-RSA-AES256-GCM-SHA384
0x00, 0x9E  DHE-RSA-AES128-GCM-SHA256
0x00, 0x9F  DHE-RSA-AES256-GCM-SHA384
0xC0, 0x23 ~ ECDHE-ECDSA-AES128-SHA256
0xC0, 0x27  ECDHE-RSA-AES128-SHA256
0xC0, 0x09  ECDHE-ECDSA-AES128-SHA
0xC0, 0x28  ECDHE-RSA-AES256-SHA384
0xC0, 0x13  ECDHE-RSA-AES128-SHA
0xC0, 0x24  ECDHE-ECDSA-AES256-SHA384
0xCO, 0x0A  ECDHE-ECDSA-AES256-SHA
0xC0, 0x14  ECDHE-RSA-AES256-SHA
0x00, 0x67  DHE-RSA-AES128-SHA256
0x00, 0x33  DHE-RSA-AES128-SHA
0x00, 0x6B  DHE-RSA-AES256-SHA256
0x00, 0x39  DHE-RSA-AES256-SHA
0xC0, 0x08  ECDHE-ECDSA-DES-CBC3-SHA
0xC0, 0x12  ECDHE-RSA-DES-CBC3-SHA
0x00,0x16  EDH-RSA-DES-CBC3-SHA
0x00, 0x9C  AES128-GCM-SHA256
0x00,0x9D  AES256-GCM-SHA384
0x00, 0x3C  AES128-SHA256
0x00, 0x3D  AES256-SHA256
0x00, 0x2F  AES128-SHA
0x00, 0x35  AES256-SHA
0x00, 0x0A  DES-CBG3-SHA
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0xCC, 0x14  ECDHE-ECDSA-CHACHA20-POLY1305
0xCC, 0x13 ~ ECDHE-RSA-CHACHA20-POLY1305
0xCO, Ox2F  ECDHE-RSA-AES128-GCM-SHA256
0xCO, 0x2B  ECDHE-ECDSA-AES128-GCM-SHA256
0xC0, 0x30  ECDHE-RSA-AES256-GCM-SHA384
0xCO, 0x2C  ECDHE-ECDSA-AES256-GCM-SHA384
0x00, 0x9E  DHE-RSA-AES128-GCM-SHA256
0x00, 0xA2  DHE-DSS-AES128-GCM-SHA256
0x00, 0xA3  DHE-DSS-AES256-GCM-SHA384
0x00, 0x9F  DHE-RSA-AES256-GCM-SHA384
0xCO, 0x27  ECDHE-RSA-AES128-SHA256
0xCO, 0x23 ~ ECDHE-ECDSA-AES128-SHA256
0xC0, 0x13 ~ ECDHE-RSA-AES128-SHA

0xCO, 0x09  ECDHE-ECDSA-AES128-SHA

0xCO, 0x28  ECDHE-RSA-AES256-SHA384
0xC0, 0x24  ECDHE-ECDSA-AES256-SHA384
0xCO, Ox14  ECDHE-RSA-AES256-SHA

0xCO, 0x0A  ECDHE-ECDSA-AES256-SHA

0x00, 0x67  DHE-RSA-AES128-SHA256

0x00, 0x33  DHE-RSA-AES128-SHA

0x00, 0x40  DHE-DSS-AES128-SHA256

0x00, 0x6B  DHE-RSA-AES256-SHA256

0x00, 0x38  DHE-DSS-AES256-SHA

0x00, 0x39  DHE-RSA-AES256-SHA

0xC0, 0x12  ECDHE-RSA-DES-CBC3-SHA

0xCO0, 0x08  ECDHE-ECDSA-DES-CBC3-SHA
0x00,0x16 ~ EDH-RSA-DES-CBC3-SHA

0x00, 0x9C  AES128-GCM-SHA256

0x00, 0x9D  AES256-GCM-SHA384

0x00, 0x3C  AES128-SHA256

0x00, 0x3D  AES256-SHA256

0x00, Ox2F  AES128-SHA

0x00, 0x35  AES256-SHA

0x00, 0x6A  DHE-DSS-AES256-SHA256

0x00, 0x32  DHE-DSS-AES128-SHA

0x00, 0x0A  DES-CBC3-SHA

0x00, 0x9A  DHE-RSA-SEED-SHA

0x00,0x99  DHE-DSS-SEED-SHA

0xCC, 0x15  DHE-RSA-CHACHA20-POLY1305
0xC0, 0x77  ECDHE-RSA-CAMELLIA256-SHA384
0xC0, 0x73  ECDHE-ECDSA-CAMELLIA256-SHA384
0x00, 0xC4  DHE-RSA-CAMELLIA256-SHA256
0x00, 0xC3 ~ DHE-DSS-CAMELL IA256-SHA256
0x00, 0x88  DHE-RSA-CAMELLIA256-SHA
0x00, 0x87  DHE-DSS—-CAMELLIA256-SHA
0x00, 0xCO  CAMELLIA256-SHA256

0x00, 0x84  CAMELLIA256-SHA

0xCO, 0x76 ~ ECDHE-RSA-CAMELLIA128-SHA256
0xC0, 0x72  ECDHE-ECDSA-CAMELLIA128-SHA256
0x00, 0xBE ~ DHE-RSA-CAMELLIA128-SHA256
0x00, 0xBD ~ DHE-DSS-CAMELL IA128-SHA256
0x00, 0x45  DHE-RSA-CAMELLIA128-SHA
0x00, 0x44  DHE-DSS—-CAMELLIA128-SHA
0x00, 0OxBA  CAMELLIA128-SHA256

0x00, 0x41  CAMELLIA128-SHA

0x00, 0x96  SEED-SHA

Jabran—Tay  |HE

TLSv1.2

BEifate#iE (F 24 JL k) [TLSv1. 2, TLSvi. 1, TLSvi
THRIE#E TLSv1.2, TLSv1.1, TLSv1, SSLv3
MR i prime256v1, secp384r1, secp52iri
Bt (T2 4L R) |prime256vl, secp384ril, secp52iri
TALE #H prime256v1, secp384rl, secp521ri
SIBEDFESE HESE ECDSA
Hifateits (7 74JL k) |RSA
TR RSA
HEETOY ST T HESZ prime256v1, secp384r1, secp52iri
Hifg#E (T4 ) | None
TALE #H "None
SIBAEZENES il sha256WithRSAEncryption, ecdsa-with-SHA256, ecdsa-with-SHA384, ecdsa-with-SHA512
EifufEiE (T2 4L k) |sha256WithRSAEncryption
TALE #H sha256WithRSAEncryption
RSADHEE HESE 2048 (if not ecdsa)
it (T 74/ k) |2048
THRIE#ME 2048
DHO &K HESE 2048 (if not ecdsa)
Hi#fatEis (7740 k) |2048
THRIE#ME 1024
ECDHO & HESE 256
it (T2 4L k) 256
TR 256

S5

Security/Server Side TLS

https://wiki.mozilla. org/Security/Server_Side_TLS
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