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3.1 B

32 T—AZEN

3.3 FFEr

3.4 RS

3.5 BERRHLE

36 XIEH—ER
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3 Security Services
3.1 Confidentiality

3.2 Data Integrity

3.3 Authentication

3.4 Authorization

3.5 Non-repudiation
3.6 Support Services
3.7 Combining Services
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4 Cryptographic Algorithms

4.1 Classes of Cryptographic
Algorithms

4.2 Cryptographic Algorithm
Functionality

4.2.1 Hash Functions

4.2.2 Symmetric—Key Algorithms
used for Encryption and
Decryption

4.2.3 Message Authentication
Codes (MACs)

4.2 4 Digital Signature Algorithms
4.2.5 Key Establishment Schemes
4.2.6 Key Establishment Protocols
4.2.7 Random Bit Generation

SECTION 3: CRYPTOGRAPHIC ALGORITHMS
3.1 Cryptographic Hash Functions

3.2 Symmetric—Key Algorithms

3.3 Asymmetric—Key Algorithms

3.4 Algorithm Security Strength

3.5 Algorithm Lifetime

SECTION 4: CRYPTOGRAPHIC SERVICES

4.1 Data Confidentiality

4.2 Data Integrity and Source Authentication

4.2.1 Hash Functions

4.2.2 Message Authentication Code Algorithms

4.2.3 Digital Signature Algorithms

4.3 Combining Confidentiality and Authentication in a
Block—Cipher Mode of Operation

4.4 Random Bit Generation

4.5 Symmetric vs. Asymmetric Cryptography

3 Primitives

3.1 Comparison

3.2 Block Ciphers

3.3 Hash Functions

3.4 Stream Ciphers

3.5 Public Key Primitives

3.6 Key Size Analysis

4 Basic Cryptographic Schemes
4.1 Block Cipher Basic Modes of
Operation

4.2 Message Authentication Codes
4.3 Authenticated Encryption (with
Associated Data)

4.4 Key Derivation Functions

4.5 Generalities on Public Key Schemes
4.6 Public Key Encryption

4.7 Hybrid Encryption

4.8 Public Key Signatures

5 Advanced Cryptographic Schemes
5.1 Password—Based Key Derivation
5.2 Key Wrap Algorithms

5.3 Encrypted Storage

5.4 Identity Based Encryption/KEMs

[y

5 —RMGTREBH(F R

5 General Key Management
Guidance

—y

5. 1 I

5.1.1 i5 58

?.1; ZFDMDOESFRFE-IIEET S
R

5.1 Key Types and Other
Information

5.1.1 Cryptographic Keys
5.1.2 Other Cryptographic or
Related Information

?:.1 Key Types BEMDIELH (@B, NFARR. ELH
HE)

—_—

531 BEEHIRICEETHIRIER
532 EEHREICEETIREEZER
533 EESHREICEETLSZTDMDER
5.3.4 JExTFA 8 D 15 AR HARE L HE S HARE
5.3.5 xI #5520 {5 FA HARE LB B HARE
5.3.6 SEIFFIICEE DB SHAMICET S
HESRETR

537 TDMDIBEESFENEIIBEET S
IFEIZDLNTDHREREIR

1(5.2 BBEAE 5.2 Key Usage
5.3 Cryptoperiods
5.3.1 Risk Factors Affecting
Cryptoperiods
5.3 BES HAM 5.3.2 Consequence Factors

Affecting Cryptoperiods

5.3.3 Other Factors Affecting
Cryptoperiods

5.3.4 Asymmetric Key Usage
Periods and Cryptoperiods
5.3.5 Symmetric Key Usage
Periods and Cryptoperiods
5.3.6 Cryptoperiod
Recommendations for Specific
Key Types

5.3.7 Recommendations for Other
Cryptographic or Related
Information

3.2.2.7 Establishment of Cryptoperiods #&MD HifE D%
o

N

5.4.4 Cryptoperiods K55 ) HAME
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5.4.2 KA NS A—2B5hEDREE
5.4.3 NEHBREMNEDORIL

5.4.4 754 R— BT DR

55 BELVZDMDEHFDEFRIE

5.4 Assurances

5.4.1 Assurance of Integrity
(Integrity Protection)

5.4.2 Assurance of Domain
Parameter Validity

5.4.3 Assurance of Public—Key
Validity

5.4.4 Assurance of Private—Key
Possession

5.5 Compromise of Keys and other
Keying Material

56 BEE7ZILTYXLEBYLXDEIR
[SDOWTHDHAF VR

561 ZILOY X LDREIEFERE

5.6.2 WY TILTYAXLAA—FDES
56.3 ZILdYVAXLRA—+DF|FH

564 FILLWZIILOYXLEXUEY AKX
~DEAT

5.6.5 LX) T/REDFED

5.6 Guidance for Cryptographic
Algorithm and Key—Size
Selection

5.6.1 Comparable Algorithm
Strengths

5.6.2 Defining Appropriate
Algorithm Suites

5.6.3 Using Algorithm Suites
5.6.4 Transitioning to New
Algorithms and Key Sizes

5.6.5 Security Strength Reduction

6.1 Required Security Strength Z¥a1!)T4RNDE
%

6 BESFHERORERY

6 Protection Requirements for
Cryptographic Information

6.1 RESFIVRIIENH

6.1 Protection and Assurance
Requirements

2;31.1 EERORERSLUVRIIZHDE

6.1.1 Summary of Protection and
Assurance Requirements for
Cryptographic Keys

6.1.2 Z D DS S 2 HEERCREEER
12X T HREZHEDELN

6.1.2 Summary of Protection
Requirements for Other
Cryptographic or Related
Information

6.2 IREAN=X L

6.2 Protection Mechanisms

6.2.1 3%
lly SN

6.2.1.1 AT A%

6.2.12 T£&MH

6.2.1.3 #ZHM

6.2.1.4 AROT7TI)r—a  EDBEER
(+

6.215 ZDMMD I T4 T4 EDBEESR T
6.2.1.6 ZT Dt D BEEIFHREDBEEST (F

6.2.1 Protection Mechanisms for
Cryptographic Information in
Transit

6.2.2 REFHRDEEAN=XL

6.2.2.1 AT A%

6.22.2 STE&MH

6.2.2.3 HZ

6.2.2.4 AEROT7TI)r—a  EOBEER
[+

6.2.25 TDMD I T4 T4 EDBEESRF
6.2.2.6 T DD BEEFHREDBEEST (F

6.2.2 Protection Mechanisms for
Information in Storage

620 S FMIHI-TBHIT SN 545
=

Al B AR IKRE gL

[SP800-152](F A2 T—ADERIZDLNT
DEMDIERZEIRE TS,

6.2.3 Metadata Associated with
Cryptographic Information

6.2 Key Metadata A3 T—4% (L)L, SR, Fr
BEHEN., SA7HA49)L, BI7+—IV . BBESTIL
SJUXLBEE—R. N\SA2 K. ACL, EN7
E)

—y

1 ORELER
7.1 JEMHICETIRRE
7.2 JEMEIEIREE
7.3 —FF{E L IKEE
7.4 iEMEILIREE
7.5 fE5R1EIREE
7.6 FREIRRE

7 Key States and Transitions
7.1 Pre—activation State

7.2 Active State

7.3 Suspended State

7.4 Deactivated State

7.5 Compromised State

7.6 Destroyed State

6.4.1 Generate Key 4k
6.4.3 Activate Key B34t
6.4.4 Deactivate Key #EXN1E
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8 Key—Management Phases and |3.2 Key Minagenment Practices Statement (KMPS)
Functions BEEEBRAT—FAVE
. e 8.1 Pre—operational Phase 3.2.1 Alternative KMPS Formats 74—<YrDZER
8 NIx—X¢& 811 User Regi e Functi
81 EERII—X 1.1 User eg|§t_ralt|onl unction . .
' 2 A3 B 8.1.2 System Initialization 3.2.2 Common KMPS Content #3& XiF#lllEPart1%
8.1.1 F| A& & FRHEE - 508
812 S T LA AL He bt Function SHBLTWLS
o HE 11 #BE = 8.1.3 User Initialization Function 3.2.2.1 Association of KMPS with the KMP
8.1.3 FI A& AL Hre o , . oo . "
RN B 8.1.4 Keying—Material Installation 3.2.2.2 Identification of Responsible Entities and Contact
8.1.5 SERET HEEE unction . . nformation . o . . 4. egister yvner P = '
e o 8.1.5 Key Establishment Function 3.2.2.3 Key Generation or Acquisition S84 . &S 6.6 Cryptographic Key and Metadata Security:
8.1.6 SEEERIKAE o . P . .
8.1.6 Key Registration Function 3.2.2.4 Key Agreement SEHH During Key Establishment . .
3295 C Cortification A HOREEE o 5.3 Key Establishment $#1& % 6.3 Key Life Cycle Management
8.2 Efor—X 2.2.5 Cross Gertification Agreements 7H A3 . - " 5.3.1 Key Generation 4 % Key Generation
: T - 8.2 Operational Phase PKIARSEIFAZE DRERBIZ DLV T 6.4.6 Suspend and Re—Activate a Key =1t/ BH® b o ) : o
8.2.1 ERBERPDAN—T R . = . 5.3.2 Key Derivation #H Key Registration/Certi cation
N P 8.2.1 Normal Operational Storage 3.2.2.6 Key Distribution and Revocation Structures #2Ez 1t H+ Co . .
8.2.2 EFRERE D #E KT . = . I\ 5.3.3 Key Agreement £ & Key Distribution and Installation
1 893 §E0) 7 B HEAE Function TPt 3] 6.4.7 Renew a Public Key 2\BAEDEH 5.3.4 Koy Transport 823% Key Use
L. ) . . . . . & E § . . I = R R
894 BT A% ﬁ.fﬁit?oc:]ntlnwty of Operations %32.2.7 Establishment of Cryptoperiods 2D HAMRI DR ?fl_.S Key Derivation or Key Update FE#t 535 Koy Wrapping SB5wES% Key Storage
83 EA%II—X 8.2.3 Key Change Function 3.2.2.8 Tracking of and Accounting for Keying Material 6.5 Cryptographic Key and/or Metadata Security: In %%?BDOE)’%?EZE%C a Key from a Password  /ARTJ— ?ZVOXfSL?CQYSZS::LZ:ion
8.3 1 7—HAT AR — L8 [E1E 0 #e 8.2.4 Key Derivation Methods BEREM DB Storage REINTWAEDERE(TrERXaVE . y
ﬁg : ' 3.2.2.9 Protection of Keying Material #8484 D1RE O—JL7EE)
= - = 0t 44 : - i 2.2.1 Routine R i i 45R %
8.3.2 T T4 T4 &40tk M ikas ggr:\st Qperatlonal Phase 3.2 2. 0 Emergency:nd outine Revocation of Keying 6.4.5 Revoke Key 4%
= Nrmeot .3.1 Archive Storage and Key Material $23R#1 D KL%h
8.3.3 SEERIKIHEAE R Functi 329 11 Auditing B2
8.3.4 AL EEMEEL ecovery Functions . 2.2 uditing & 8 .
8.3.5 18 4 2k B 8.3.2 Entity De—registration 3.2.2.12 Keying Material Destruction 35+t DK ZE
8'4.75J§“§7):(E—§F Function 3.2.2.13 Key Backup and Recovery S0 /\wo 7 v T &[E]
’ 8.3.3 Key De-registration Function |{&
8.3.4 Key Destruction Function 3.2.2.14 Compromise Recovery ;B D[EI{E
8.3.5 Key Revocation Function 3.2.2.15 Policy Violation Consequences ') —& K
8.4 Destroyed Phase 3.2.2.16 Documentation &
3 ... 9 Accountability, Audit, and
BE > . ’ y
119.1 EEEHE 9.1 Accountability
1192 B & 9.2 Audit 5.4.8 Accountability and Auditing EZ &
1093 mEES 25 LDHEF At 9.3 Key Mlanagement System
Survivability
119.3.1 /I\yH 7T 9.3.1 Backup Keys

9.3.2 M8

9.3.2 Key Recovery

933 VAT LD RME /" RE K IGE
[EI[RvEES

9.3.3 System
Redundancy/Contingency

5.3 Key Management Planning Information

9.3.4 B oD EIE

9.3.4 Compromise Recovery

Requirements BEHEIEOEH

5.3.5 Access Control 77tz X ##

5.3.6 Accounting

HREOOT T IR EEFES

5.3.7 Compromise Management and Recovery jmiBE
EEIE

5.3.8 Key Recovery f#[@l1E

6.8.1 Key Compromise fEfE551t
6.8.2 Metadata Compromise

6.8.3 Key and Metadata Revocation

6.8.4 Cryptographic Module Compromise

6.8.5 Computer System Compromise Recovery
6.8.6 Network Security Controls and Compromise
Recovery

6.8.7 Personnel Security Compromise Recovery
6.8.8 Physical Security Compromise Recovery

5.4.7 Compromises f&¥81t

10 EETINARPT I r—2a0 0
EHELR

10 Key Management
Specifications for Cryptographic
Devices or Applications

10.1 EEEEHREREA B W

10.1 Key Management
Specification Description/Purpose

102 BEBLEHRORAR

10.2 Content of the Key
Management Specification

1021 BBE7T)r— 3>

10.2.1 Cryptographic Application

10.2.2 BIEIRE

10.2.2 Communications

1023 BEEERERDEKREIR

10.2.3 Key Management
Component Requirements

10.2.4 Key Management

e . .
1110.24 EERBAERDER Component Generation
. 10.2.5 Key Management
& A Y
1110.25 REBBARRORA Component Distribution
1110.2.6 SEMFRE 10.2.6 Keying Material Storage

10.2.7 7 A Hl{E

10.2.7 Access Control

10.2.8 HEE B

10.2.8 Accounting

10.2.9 fEFRIED EELEE

10.2.9 Compromise Management
and Recovery

10.2.10 BE[E1E

10.2.10 Key Recovery

5.4 Key Management Issues @& DR

5.4.1 Manual vs. Automated Key Establishment <
—aT7ILHEFHN

5.4.2 Selecting and Operating a CKMS 2R &181E
5.4.3 Storing and Protecting Keys B NDRE LREE

5.4.5 Use Validated Algorithms and Cryptographic
Modules B#ETILTUAXLEED1—ILDEH

5.4.6 Control of Keying Material XM DEE

SECTION 6: OTHER ISSUES

6.3 When Algorithms are No Longer Approved 7 JL
OVRXLNEBEINGETEoT=5

6.4 Registration Authorities (RAs)

6.5 Cross Certification 2782 X E[FHBA

[y

WEEA 02 005 L GRS S07
ERERBRAN=Z L

APPENDIX A: Cryptographic and
Non—cryptographic Integrity and
Source Authentication
Mechanisms
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Part 1 (General)

Part 1 (General)

Part 2 (Best Practices)

Part 3 (Application)

Framework

Federal

Guideline

[ENISA]Algorithms

[y

B REINF-HEMENLDEE

B.2 MBI DETIZLSETE

B.3 M EIAEERIEETHIDLENH D
FOTEH

B.4 BEESRT LA

B.5 #2118 A &t

APPENDIX B: Key Recovery

B.1 Recovery from Stored Keying
Material

B.2 Recovery by Reconstruction
of Keying Material

B.3 Conditions Under Which
Keying Material Needs to be
Recoverable

B.4 Key Recovery Systems

B.5 Key Recovery Policy

2. Framework Basics

2.1 Rationale for Cryptographic Key Management
2.2 Keys, Metadata, Trusted Associations, and
Bindings

2.3 CKMS Applications

2.4 Framework Topics and Requirements

2.5 CKMS Design

2.6 CKMS Profiles

2.7 CKMS Framework and Derived Profile

2.8 Differences between a Framework and a Profile
2.9 Example of a Distributed CKMS Supporting a
Secure E-Mail Application

2.10 CKMS Framework Components and Devices

3. Goals

3.1 Providing Key Management to Networks,
Applications, and Users

3.2 Maximize the Use of COTS in a CKMS

3.3 Conformance to Standards

3.4 Ease—of-use

3.4.1 Accommodate User Ability and Preferences
3.4.2 Design Principles of the User Interface

3.5 Performance and Scalability

5.2.1 Key Management Framework L —LJ—%

5.2.2 Key Management System Profile ZAZ77A )L

1,2

3 Key Management Policy and Practices &R

—E
3.1 Key Management Policy (KMP) $#& K1) —
3.1.2 Policy Content

3.1.2.1 General Policy Content Requirements —#% 475

=24
3.1.2.1.1 Security Objectives {RET HXIHR
3.1.2.1.2 Organizational Responsibilities #B#8D &= {F
HA#. ‘ZEIDEREA

3.1.2.1.3 Sample KMP Format #EERYL—DHYT

WI+—<vbk
3.1.3 Policy Enforcement R\ —DHE{T

4. Security Policies ¥ a1)T+4 KU —(FH#t)
4.1 Information Management Policy &% &A1)
$—
4.2 Information Security Policy (& E&MER)—
4.3 CKMS Security Policy CKMS®D )L —
4.4 Other Related Security Policies
4.5 Interrelationships among Policies 78!) & —E D48
HEf%
4.6 Personal Accountability {E AZRBAE T
4.7 Anonymity, Unlinkability, and Unobservability E
2. TV HE) T4, BRI AT RENE
4.8 Laws, Rules, and Regulations %{E. 58I, R %
4.9 Security Domains ¥ a!)TaRA(>
4.9.1 Conditions for Data Exchange T—4X3Z#i5
#%
4.9.2 Assurance of Protection {RIED R
4.9.3 Equivalence of Domain Security Policies
4.9.4 Third-Party Sharing &f&
4.9.5 Multi-level Security Domains 8L )L
4.9.6 Upgrading and Downgrading
4.9.7 Changing Domain Security Policies Z &

2 Key Management Infrastructure SEEIED AR
2.1 Central Oversight Author HRESIRME[R

2.2 Key Processing Facility(ies) ##{REHERES

2.3 Service Agents H—E XiZ{#{E

2.4 Client Nodes 547> h/—F

3.1.2.1.2 Organizational Responsibilities HEoEE
B, ZRBNDERA

5. Roles and Responsibilities & E|&F{E
EEE BREE.CKMSERELLE

6. Cryptographic Keys and Metadata

A T—RADEE

6.4.9 Destroy Key and Metadata

6.4.10 Associate a Key with its Metadata

6.4.11 Modify Metadata

6.4.12 Delete Metadata

6.4.13 List Key Metadata

6.4.14 Store Operational Key and Metadata

6.4.15 Backup of a Key and its Metadata

6.4.16 Archive Key and/or Metadata

6.4.17 Recover Key and/or Metadata

6.4.18 Establish Key

6.4.19 Enter a Key and Associated Metadata into a
Cryptographic Module

6.4.20 Output a Key and Associated Metadata from
a Cryptographic Module

8O

6.4.21 Validate Public Key Domain Parameters 23
BDINSAZ

6.4.22 Validate Public Key ZABRSEDIRIE

6.4.23 Validate Public Key Certification Path PKZF
S HITAVS

6.4.24 Validate Symmetric Key LB DIREE
6.4.25 Validate Private Key (or Key Pair)

6.4.26 Validate the Possession of a Private Key 3t
H R DT DFREE
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ACS

6.7 Restricting Access to Key and Metadata
Management Functions SN TVt AR
6.7.1 The Access Control System (ACS)

6.7.2 Restricting Cryptographic—Module Entry and
Output of Plaintext Keys

6.7.3 Controlling Human Input

6.7.4 Multiparty Control

6.7.5 Key Splitting

1. Interoperability and Transitioning CKMSDE
ERHERBIT

6.2 Interoperability #HHE1EFH

8. Security Controls B4 DE

8.1 Physical Security Controls #IEZ L4

8.2 Operating System and Device Security Controls
BIEETINMR

8.2.1 Operating System Security OS

8.2.2 Individual CKMS Device Security T /31X
8.2.3 Malware Protection <ILOxT7{R#E

8.2.4 Auditing and Remote Monitoring BESZ&E/E=4
Yy
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