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ECDSA

DH
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RSA
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AES 256
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NIST P-384
NIST P-384
B AES 128
(R°F) | SHA-256
NIST P-256
NIST P-256
s CNSSAM recommendation AES 256 bit key
i CNSSAM recommendation SHA-384
CNSSAM recommendation NIST P-384 or RSA 3072-hit or larger
CNSSAM recommendation DH 3072-bit or
larger or NIST P-384 or RSA 3072-bit or larger.

XEA BESIE BENE

T A Y A ERE Za hano— | TLS11 2% AR— T2 L9/ L, TLS1.2 %K — b9 25 L Ik T <&

SP 800-52 Rev.1 Yav BUFHEBIZ, 2015451 H 1 AETICTLS 1.2 2 VR — N A2 BATHEAZRET 2 TETT,
H17% : NIST TLS Cipher Suite | L F O H A A — K 62

A : 2014 44 A
G AW (BUFR X
VR %)

Pre-shared Key % & T el 5 A A — bk 20 {i

RSA Z# & el A4 — |k 6 {8
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DH Z & TelE =24 — k 38
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TLS 1.2 [fliJiBIN RSA # 5Lk 5 A4 — b 8 {#
TLS 1.2 i} iE ECDSA Z & el 5 A A — h 4 {#
TLS 1.2 AV} 3EM  DSA % &l 5 A A — b 4 {#
TLS 1.2 MITIBM DH & &Teli 5 A A — K 4 {H

TLS 1.2 [A]1}iB I ECDH % &iels a5 A A — b 418

T AV I ERE TR INEL Table 2: Approval Status of Algorithms Used for Digital Signature Generation and Verification

SP 800-131A Rev. 1 Digital Signature Process Use

AT - NIST Digital Signature Generation < 112 bits of security strength: Disallowed
FHE ;2015 4F 11 A DSA: len(p) <2048 OR

KGRE A (BB & len(q) < 224

U A RSA: len(n) <2048

ECDSA: len(n) < 224

> 112 bits of security strength: Acceptable
DSA: len(p) > 2048 AND
len(q) > 224
RSA: len(n) > 2048
ECDSA: len(n) > 224

Digital Signature Verification < 112 bits of security strength: Legacy-use
DSA [*3]: (512 < len(p) < 2048) OR
(160 < len(q) < 224))
RSA: 1024 < len(n) <2048
ECDSA: 160 < len(n) <224
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METH RERNR
> 112 bits of security strength: Acceptable
DSA: len(p) > 2048 AND
len(q) > 224
RSA: len(n) > 2048
ECDSA: len(n) > 224
[*3] : The lower bounds for len(p) and len(q) are those that were specified in [FIPS 186-2].
len (p) & len (@) @ FBRIE. [FIPS186-2] CHEE SNz b DT,
Ny v B Table 9: Approval Status of Hash Functions

Hash Function Use

SHA-1 Digital signature generation Disallowed
except where specifically
allowed by NIST protocol-

specific guidance.

Digital signature verification Legacy-use

Non-digital signature Acceptable
applications
SHA-2 family Acceptable for all hash function applications
(SHA-224, SHA-256, SHA-384,
SHA-512, SHA-512/224 and
SHA-512/256)
SHA-3 family Acceptable for all hash function applications
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Release 2) DTLS 33 TLS_PSK_WITH_AES_ 128 CCM_8
FATE : ETSI Certificate-Based Security Frameworks
FhH ;2016 £ 9 H TLS 5=24E TLS_ECDHE_ECDSA WITH_AES 128 CBC_SHA256
X AW (ERE. BARE) DTLS %4 TLS_ECDHE_ECDSA_WITH_AES_128 CCM_8
(Z2E] 53, 2ToEICEHEZe L
HFE, Kk (P4s1) | & (P87) | {4 (R157) | JN (Q273) IZit#id v
ETSI M ESEEEE LS TLS SSL3.0 (I LAgnTL7Zawn
ETSI TS 133 320 VV9.7.0 (2013-02) TLS 1.1 13V AR — b Sz o2y
Universal Mobile Telecommunications System (UMTS); LTE; TLS 1.2 ZYA— T 24EH Y
Security of Home Node B(HNB)/Home evolved Node B(HeNB) Bii5 AA — k RSA_WITH_AES_128_CBC_SHA ®# AR — M IZH

F{T7#H : ETSI
FhH ;2013 4E 2 A
xHEE A GERE. BREE)

TLS 1.2 1281 SNz TLS K5 A A — ROABFEH IS
RC4 D5 AA — MIMH L TR SR 0
RSA_WITH_RC4 128 SHA ®HR— MISLEATIEAR W
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XELA

METH

BERNRE

CABF CA/Browser Forum

FEEOEH, KEPFRE, BEEZICOWVWTHELTEY, SSUTLS IZ2WTORBEIXR S

MBIV,
PCIDSS (PCI Security Standards Council) SSL/TLS SSL BILUWIHIO TLS iIEx=a2 U7 4HflE LTINS OEMEERTZT
DI FTRETIEHY A,
OWASP (Open Web Application Security Project) TLS/SSL FALICBT 2 H H A [TLS/ SSL OB 40N /ot v N Eigfid 25 Z
SECURE WEB APPLICATION FRAMEWORK MANIFESTO LiX, ZO~=T7 = X NDOKREHNTT
F1TH 1 2010421 4 10 H [TLS/SSL DFEEIED =D D TLS fR#EDTF — b ir— M- TS IZE W
WGEE T TV r—var0oeXa )T &M LSS LICH BREDTLHENRHY, F— b —FOBRERD
DaEFFON
OWASP (Open Web Application Security Project) TLS/SSL HELES BN — 2 3 VEEZIIRRICEE L Ty
Transport Layer Protection Cheatsheet WAL — b BHT OAELEFIH & ff
FATH LA —T F PR LIRNEDDREOZH R E L TOH
2017411 A 3 A TLS_RSA_WITH_AES_128 CBC_SHA
PSSy TLS_RSA_WITH_3DES_EDE_CBC_SHA
TV —=varDeXa )T o &km bS5 EICHLERD DES-CBC3-SHA
N W B S 7RO A A — b OB E
IDEA i 5 A A — s DL,
B FOTRE WY A XA

128 E v MR O#EE O ML
DHE W5E1% 2048 £ v MU
ECDHE 5™ 256 b v kLA TFIZFEHESE
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METH

BERNRE

2=

BZQVN

HESIE S DA U A U A b EREL TR Y o—iET 5

Diffie-Hellman $#A#eDH R — k

ECDHE XY & DHE Z4fte (CPU ftHIZRD )
RFC 7027 @ TLS. F7=1% Edwards Curves TiEF LTV % Brainpool
Curves i [

RSA *—% /A

B 5 RICBR72 <. CBC £V GCM #%#k
AEAD OfEH

HA V= A MIIE SHAL DLk

TripleDES D541k

MD5 DL

RC4 DAL,

OASIS SSL/TLS IZB¥ 5 F¥x = A > MIAS 620

HIPPA (Health Insurance Portability and Accountability Act) W55 BEbT D 2 LIFHESN TV DA, BfisEi i3 Rkio
Security Rule Guidance Material Z ZC, NISTSP800-53 LD~y BV IR RENTND
FATH : A

XRE A

HIPPA  (Health Insurance Portability and Accountability Act) = TLS BEZ1% NISTSP800-52 # V27 LTW5

SP 800-66 Rev. 1
TR O BEHE & LI REICBET 5 EE (HIPAA) Otx= Y
T A N— B RET D00 AMEE
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XEA METH RENS
F{TH : 2008 4= 10 A
MHRE AW
Mozilla W 24—k | HESE 10 B D#EFZ A A — b
Security/Server Side TLS HiuEHERE (WEE) | 30 ks E A A — b
FATH : 2018 421 7 17 (BH&HEHH) AR VAER: L 56 fE DB A A — b
*GE — T TLS SR 5 EAE 7 koo | felE TLSV1.2
—Yav HAMEMERF (BEE) | TLSvL.2, TLSvL.1, TLSv1
AR VAER: L TLSv1.2, TLSv1.1, TLSv1, SSLv3
i 1 e A HELE prime256v1, secp384rl, secp521rl
HHMEMER: (BEE) | prime256vl, secp384rl, secp521rl
AL A prime256v1, secp384rl, secp521rl
AERE O | HEE ECDSA
HAVERERF (BEE) | RSA
RRVAEK: L RSA
FEAEOFEM | HEEE prime256v1, secp384rl, secp521rl
HIEUS HigMERERE (BEE) | 'None
T bk 'None
FEREDES HELE sha256WithRSAENcryption, ecdsa-with-SHA256, ecdsa-
with-SHA384, ecdsa-with-SHA512
HMEMER: (BEE) | sha256WithRSAENcryption
AL A sha256WithRSAEnNcryption
RSA D5 HELE 2048 (if not ecdsa)
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HESHE BERNE
HigMERERE (BEE) | 2048
ML E bk 2048

DH Dtk HELE 2048 (if not ecdsa)
HMERERF (BEE) | 2048
LA 1024

ECDH D#tfR | HE%E 256
HMEHER (BEE) | 256
LA 256
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(4) CABF B L O FHEEHEEA L COEAFHA
CABF O#f#:

CABF T® 2015 4F 1 H LB DBIAIZ OV TLLF O Ttz Lz,
FAERSR (CrF)
Baseline Requirements (BR)
TSR G N— 3 > (W)
BR1.2.4 (2015/2/18) ~BR1.5.5 (2017/12/21)

AR R, LTOEEBY TH D,

SHA-1 ZFIH L 7= — SGEHEFE DY >0 T
FRAST R T, SHA-L ZFIH L7 — SGERE O I Y #v, FIHHIM &S
WTOEHITHE) ST,
(%) N"—V =z 155 2017/12./21
Effective 1 January 2016, CAs MUST NOT issue any new Subscriber certificates
or Subordinate CA certificates using the SHA-1 hash algorithm. CAs MAY
continue to sign certificates to verify OCSP responses using SHA1 until 1 January
2017. This Section 7.1.3 does not apply to Root CA or CA cross certificates. CAs
MAY continue to use their existing SHA-1 Root Certificates. SHA-2 Subscriber
certificates SHOULD NOT chain up to a SHA-1 Subordinate CA Certificate.
Effective 16 January 2015, CAs SHOULD NOT issue Subscriber Certificates
utilizing the SHA-1 algorithm with an Expiry Date greater than 1 January 2017
because Application Software Providers are in the process of deprecating and/or
removing the SHA-1 algorithm from their software, and they have communicated
that CAs and Subscribers using such certificates do so at their own risk.
AEIE O AR DV T
ARG T, FEHZEOFRHIRICOWT, IROEERH T,
N—T 32144 2017/3/17
» 2017-04-22 (Compliance date)
Reuse of validation information limited to 825 days
> 2018-03-01 (Compliance date)
Certificates issued MUST have a Validity Period no greater than 825 days
(%) R"—v a1 201111/22
» Certificates issued after the Effective Date MUST have a Validity Period no
greater than 60 months.
» Certificates issued after 1 April 2015 MUST have a Validity Period no
greater than 39 months.
fEHTE DHRIZHONT
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AR R T, A TE2HEEICOVWTOER IR -T2,
(%) "—T 32155 2017/12./21
> JL— b CAGEE

XAz AR SHA-1*, SHA-256, SHA-384 or SHA-512
Ty XA

RSA 2048

ECC NIST P-256, P-384, or P-521

DSA L= 2048, N= 224 or L= 2048, N= 256,

> AL CAGERE
Jb— K CAGEELFIL
> A RERE
JL— K CAGEELFIC
TEHER R 21RO 2015 4E 1 A LI Ehif)
FEHET ST O SHA-L ZFIH L7z — SEEREE o IR ISV T
ARA L7z, AR RIL, LT LB TH D,

23



24k &KH ZA RV AR
NTT F=E | 2015/7/15 | ¥y — NGEMIEDOUI D 2T LD R | B 5@ E CRH SN TO 2 — SSEHEOU D BRI XD 4%, FaE® 7r—% A Ok
TE =B A SORBEIIONT | T X — Ry MERT OB, B BEEZFH L WL YA FORBANTE R RS
ATREMEDN BV T,
https://www.nttdocomo.co.jp/info/notice/pages/150715_00.html
NTT K=& | 2017/7/3 N4t Android 77U O—E8 | [SHA-2) JFUUI%HE LT 70y Android™ 4.2 LLUFEERE, & L < 1x—%B80> Android™ 4.3~G %
P — B RREFMFOETICONWT | FLURMEEL ZFHHOBEIFICH L TUL, —H N7 7Y THR— MROEE 2 FEhE
ELET,
https://www.nttdocomo.co.jp/info/notice/pages/170703_00.html
KDDI 2015/7/15 | <EELRBHOE> au 7 —Z A & | B kil CHEA SN DV —FEHFIZOW T8 LW — SFEBEA L EREI Y b b £7,
TRHHOBE S E~ V= NEH | 2 EZIT T, KDDI Tid4 s /e d au 7 —# A TR — 2 A4 7 v 77— bR L T& %
EYI VBRI L DHBIZONT L7723, 2008 4F 12 H LARMZHETE STz —E D au 77— % A T, Atk 1 LW — SGEBE 24l
HLTWD YA FORTVPTERIBRDIFREERSH D 7,
http:/Avww.kddi.com/important-news/20150715/
KDDI - X< HHEM 20171 H 1B XY, — NGEAE (SHA-D) 2 ZRIAWEZT <2y 9,
[<EZELRBMOE> ZHMAD au | SHA2 2RI T2 72DICBE S — 2 AT v 7T — P2 EfWN 2 LETOT, 2016412 A 2 H
PEREREDO, LWV — NGEE | ~12 A 7 Hidau 77— A OER%Z TONJ OREEIZ LT 7ZEW0,
(SHA-2) ~DxtIGZ-DOUNT | 23 | http://bizes.kddi.com/app/answers/detail/a_id/9075/~/%E3%80%8C%261t%3B%E9%87%8D%E8% A6
EELE, EOTHUITLOTT D, | %81%E3%81%AANEI%E1%8A%ET79%9IF%ASYE3%82%89%E3%81%9IB%26gt%3B
SoftBank 2015/7/15 | SoftBank 3G (HE#EEH) # ZFIM | A > #—% v b LOBB{LEETHH SN TV A — NEEREOT WV HEZICE D, 5%,

DEESE~ V=1 FEHELD

o & B WD ZRW

SoftBank 3G (#i#HEaE) DO—HEFETA & —x v MERT LB, HabBEELFALTWD
—WU 2 TRV ORANTE R RDLAREMENH D £5°
https://www.softbank.jp/mobile/info/personal/news/support/20150715a/
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(5) FHETZ ¥ To SSUTLS 12T 5 R — MRILOFHE
DUTFTolEicky, FET T o3 CToO SSUTLS IZBT 28R — MRILZFHE L,

[LESwsRtS

WETIEZ, LToLBY ThD,

v JFANE L TR Z YA b

RO WE CHET %

v AR A MRS AR AUSMA A 2 DRI S
IAFAYHFA B
ARAYFYA MELTF &%,

75U

M=

AR A T

Chrome

chromium 7> & e 38 7] fE

http://www.chromium.org/

https://developer.chrome.com/home

https://developers.google.com/web/

https://blog.chromium.org/

https://bugs.chromium.org/

https://groups.google.com/a/chromium.org

https://security.googleblog.com

https://support.google.com/

Firefox

Mozilla Dt ¥ =1 7 4
7 U CHEZRRE

https://blog.mozilla.org/security/

https://www.mozilla.org/

https://www.mozilla.jp

https://developer.mozilla.org

https://wiki.mozilla.org/

https://kb.mozillazine.org

https://support.mozilla.org

https://groups.google.com/forum/#!msg/mozilla.de

v.security.policy

Safari

i0S COREZHAET
)

https://www.apple.com/

https://developer.apple.com/

https://support.apple.com/

A A b THERS ATRE

https://docs.microsoft.com/

https://blogs.windows.com

https://technet.microsoft.com

https://blogs.msdn.microsoft.com

https://support.microsoft.com/

25



https://blogs.msdn.microsoft.com/
https://support.microsoft.com/

77UV | BE BV A b

https://developer.microsoft.com

http://download.microsoft.com

https://msdn.microsoft.com

https://blogs.technet.microsoft.com/

https://social.technet.microsoft.com

https://www.microsoft.com

Edge ARV A N THEEATHE | (IE &R L)

HATEHH

HAEHBIZ, LT EEBY Th D,

HR— TAH e harA—Tg

P NG E

W5 A A — K

IR (B : SHA-L Y— SGEREO A 2hHFR)
FRFEDOEE (] : 7 RLANRN—OHET A 2 Do)

EV-SSL fEFA D H Y $ouJ7ik

v EV-SSLAEAETZ U — U N—FRITR LRV A

FHEEDES

FHEFER L LS L EHICEEEE D15, BHEEOERIL. LToLEY
Thd,

v OEEE &
v OBHEE -
v EEE K
AR ()
FHAAEIROH L LT, Google Chrome D% LL FIZ/"7d,

B, FEMZRARE R, TIRAEER 2 77 o¥iidal 221,

Tl
Zh]

i

T

AN N N N NN

ANAH A MCHIRIICEER 23 & 5
BEOBKY A FOTENLESHIND
INELN DS A F DFRR
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Google Chrome

HA TEMER LA fE8E | URL
7 k=N | TLS1.0, TLS1.1, SSLv3 iZ¥- AR — h xizen = http://www.chromium.o
—Yav TLS1.2 [51H : SSLv3 is no longer supported in Chrome. ] rg/Home/chromium-
security/education/tls
RE ST Chrome 39 757 7 5 /L kT SSLv3 1348 Fi A~ ] R https://groups.google.co
ULIFHE I T | [31/ : In Chrome 39 (the next version), fallback to SSLv3 will be disabled by m/a/chromium.org/foru
[ default. ] m/#!topic/security-
av N4 0F dev/Vnhy9aKM_14
arpb, A= | Chrome 40 726 SSLV3 Z 52 R T& 2k 9125 A
= D¥E7E(Max, Min) | [51/ : In Chrome 40, we plan on disabling SSLv3 completely, although we are
IXTED LD EDHHE keeping an eye on compatibility issues that may arise.]
L TR, Chrome 44 75 SSLv3 O 7R — Mk il https://bugs.chromium.o

[51H : SSLv3 support will be entirely removed from Chrome in version 44
(around July 2015) after which the setting "ssI3" will be ignored in favor of the

then-current default.)

rg/p/chromium/issues/de

tail?id=436391

SSLVersionMax 78V —(Z [tls1.2) NfEETE S

[51H : (SSLVersionMax 7R U 2—@IH H) it may be set to one of the following
values: "tls1.2" or "tIs1.3". When set, Google Chrome will not use SSL/TLS
versions greater than the specified version. An unrecognized value will be

ignored.]

s
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http://www.chromium.org/Home/chromium-security/education/tls
http://www.chromium.org/Home/chromium-security/education/tls
http://www.chromium.org/Home/chromium-security/education/tls
https://groups.google.com/a/chromium.org/forum/#!topic/security-dev/Vnhy9aKM_l4
https://groups.google.com/a/chromium.org/forum/#!topic/security-dev/Vnhy9aKM_l4
https://groups.google.com/a/chromium.org/forum/#!topic/security-dev/Vnhy9aKM_l4
https://groups.google.com/a/chromium.org/forum/#!topic/security-dev/Vnhy9aKM_l4
https://bugs.chromium.org/p/chromium/issues/detail?id=436391
https://bugs.chromium.org/p/chromium/issues/detail?id=436391
https://bugs.chromium.org/p/chromium/issues/detail?id=436391
http://www.chromium.org/administrators/policy-list-3
http://www.chromium.org/administrators/policy-list-3
http://www.chromium.org/administrators/policy-list-3

HA

TERER AR fE8E | URL
FEE LR WGAIE SSL DI KD /S— 3 v % fii il [
[51H : If this policy is not configured then Google Chrome uses the default
maximum version.]
Chrome 1% SSLITLS 7' > a v & ET H Ul ZEMIIZIRE L T\ i https://bugs.chromium.o

WV v RIA AT a b TEDLN, ZOMERITHESRE LR,
(%)

[51H : Chrom[e/ium] intentionally does not provide Ul to configure SSL/TLS

options (we previously did). There are a set of command-line options for testing,

but those are not 'supported’, in that we don't recommend users use these

(invariably, when people use these, it's to weaken security, unfortunately).]

rg/p/chromium/issues/de

tail?id=391955

avy RIA A7 a »—IZ--ssl-version-max/min 238 %, 15 https://peter.sh/experime
[51H : List of Chromium Command Line Switches] nts/chromium-
[51H : --ssl-version-max --- Specifies the maximum SSL/TLS version ("tls1", command-line-switches/
"tls1.1", "tls1.2", or "tls1.3").
--ssl-version-min --- Specifies the minimum SSL/TLS version ("tls1", "tls1.1",
"tls1.2", or "tls1.3"). ]

Wi A4 — k| 3B - HIBR : R SSLITLS DI B AA — FOBREE LTS DA X —T7 = —AR720 m https://bugs.chromium.o

BSEREZEE  AR]

[51H : there is no interface today to prioritize individual SSL/TLS cipher

suites.]

rg/p/chromium/issues/de

tail?id=58833
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https://bugs.chromium.org/p/chromium/issues/detail?id=391955
https://bugs.chromium.org/p/chromium/issues/detail?id=391955
https://bugs.chromium.org/p/chromium/issues/detail?id=391955
https://peter.sh/experiments/chromium-command-line-switches/
https://peter.sh/experiments/chromium-command-line-switches/
https://peter.sh/experiments/chromium-command-line-switches/
https://bugs.chromium.org/p/chromium/issues/detail?id=58833
https://bugs.chromium.org/p/chromium/issues/detail?id=58833
https://bugs.chromium.org/p/chromium/issues/detail?id=58833

HH TERER FLEAR fE8E | URL

BE S SSL/TLS DHEH AL — b O - REHALEE T 514 & —7 = — AN H https://bugs.chromium.o
BANHIER, EEEE | W ra/p/chromium/issues/de
T F—Txo— [51H : Currently, Chrome does not offer any interface for enabling or disabling tail?id=58831
AL, individual SSL/TLS cipher suites, either through the Ul or through the

administrative policies.]
BHEIEA T > a T | FEEOT L TY A LAEERE 15 http://d.hatena.ne.jp/tosi
Hikcx s, L TV =g VEEBIREOAF T g T, 7T w7 U A ME Hex #iE T 29/20140720/14058547

%) Lvavwrk ERRINC AP 74

FTAF T a "C:¥Program Files¥Google¥Chrome¥Application¥chrome.exe" --cipher-suite-
RS TR blacklist=0xc007,0xc011,0x0005,0x0004

Chrome 6 7>& Windows TRRIE L72HE 5 A A — FPRIEN KBRS 1172 < 72> R https://bugs.chromium.o

7z

[51H : In Chrome 5 and earlier, this could be managed on Windows by
configuring the Schannel cipher suites ( http://msdn.microsoft.com/en-
us/library/bb870930(VS.85).aspx). Since Chrome 6, which saw the switch to
NSS as the default SSL library, this is no longer possible, unless either "--use-
system-ssl" is specified on the command-line (an unsupported option), or the
server requests client certificate authentication (which will cause Chrome to fall

back to Schannel).]
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https://bugs.chromium.org/p/chromium/issues/detail?id=58831
https://bugs.chromium.org/p/chromium/issues/detail?id=58831
https://bugs.chromium.org/p/chromium/issues/detail?id=58831
http://d.hatena.ne.jp/tosi29/20140720/1405854774
http://d.hatena.ne.jp/tosi29/20140720/1405854774
http://d.hatena.ne.jp/tosi29/20140720/1405854774
https://bugs.chromium.org/p/chromium/issues/detail?id=58831
https://bugs.chromium.org/p/chromium/issues/detail?id=58831
https://bugs.chromium.org/p/chromium/issues/detail?id=58831

HA

FLEAAE

URL

Chrome 5 % Tl CryptoAPI/CNG (Windows @ API) #fH LT\ T, 6 T
NSS IZBAT L7

[31 A : Windows iz ™ Google Chrome Di5-E ¥ = — /L3 CryptoAPI/CNG
235 Mozilla @ NSS I[CEFIZ /o 72% 5 T, ZOBHNIF T Camellia Zf
-7z Cipher Suites IZ X D L 917 -722 95 TH, ]

30
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http://blog.livedoor.jp/k_urushima/archives/1489528.html
http://blog.livedoor.jp/k_urushima/archives/1489528.html
http://blog.livedoor.jp/k_urushima/archives/1489528.html

(6) RCA4. TripleDES, CBC. SHA-1ZEAT A H A R4 v O

LUF OG5 7 03 ) X LOF I RIELH IR 22 12T, 2015 421 A LIRRICE
WAL OMIFERS (1] : NIST) 23%AT « B L7 A KT VERDH DM ERE LT,
FEAERIZ, TROLBY THD,

> BET7TAITY XL (Ke{k) RC4

> ETATY XL (KE1k) TripleDES

> WEE7a) XL (SHMAE—F) CBC

> W7 LT) XL (Ny 2B SHA-L
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+ RC4

F¥ =22k ZA bV RITH FLEEET ALELAA B
(F47T7T)
RFC7465 Prohibiting RC4 | February 2015 — Transport Layer Security (TLS) clients and servers never negotiate the use of
Cipher Suites RC4 cipher suites when they establish connections. This pplies to all TLS
versions.
IMPAVA Attacking SSL | March 2015 — We show how this vulnerability can be used to mount several partial https://www.imperva.
Hacker when using RC4 plaintext recovery attacks on SSL-protected data when RC4 is the cipher of | com/docs/HII_Attack
Intelligence choice, recovering part of secrets such as session ing_SSL_when_usin
Initiative cookies, passwords, and credit card numbers. g_RCA4.pdf
SSL Labs SSL and TLS | 31 March 2017 | — -Remove the recommendation to use RC4 to mitigate the BEAST attack server- | https://github.com/ssl
Deployment Best | (GRHEFEHH) side. labs/research/wiki/SS
Practices -Recommend that RC4 is disabled. L-and-TLS-
Deployment-Best-
Practices
OWASP Transport  Layer | 2017/11/3 — + Disable RC4 cipher suites (see [8], [9]) https://www.owasp.o
Protection [8] : RFC7465 rg/?title=Transport_L
Cheatsheet [9] : On the Security of RC4 in TLS and WPA ayer_Protection_Che

http://www.isg.rhul.ac.uk/tls/

at_Sheet
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*  TripleDES

FFax b ZA b R*4TH AL ET ALELAA e
(1TT)

NIST Special Recommendation for November 2015 2 Encryption Three-key TDEA Encryption and Decryption
Publication 800- Transitioning the Use of and Decryption | Acceptable
131A Cryptographic  Algorithms Using Block AES and three-key TDEA encryption and
Revision 1 and Cipher decryption:

Key Lengths Algorithms The use of AES-128, AES-192, AES-256 and

three-key TDEA is acceptable.

NIST Computer Update to Current Use and | July 11, 2017 — NIST urges all users of TDEA to migrate to AES | https://csrc.nist.gov/News

Security Resource

Center News

Deprecation of TDEA

as soon as possible.
NIST is developing a draft deprecation timeline
for the 3-key variant of TDEA including a sunset

date.

/2017/Update-to-Current-
Use-and-Deprecation-of-

TDEA

NIST Computer
Security Resource

Center Projects

Block Cipher Techniques

November 29, 2017

Revision 2 lowers the 3TDEA limit to 2% 64-bit
data blocks per key bundle and disallows the use
of TDEA for applying cryptographic protection to
new information. These modifications were made
in accordance with the announcement by NIST to

update its guidance on the current use of TDEA.

ITL

ITL BULLETIN FOR
NOVEMBER 2017
GUIDANCE ON TDEA

NOVEMBER 2017

NIST is developing a draft deprecation timeline
for the 3-key variant of TDEA, including a sunset

date, so while this Recommendation allows the

https://csrc.nist.gov/CSR
C/media/Publications/Sha

red/documents/itl-
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FFax b ZA b R*4TH AL ET ALELAA e
(1TT)
BLOCK CIPHERS continued use of TDEA under certain conditions, | bulletin/itlbul2017-11.pdf

NIST urges all users of TDEA to migrate to the
more secure and cost-efficient AES as soon as
possible.

NIST Special Recommendation for the November 2017 3.4 Usage The security of TDEA is affected by the number Revision 1 Ti,

Publication 800-67 | Triple Data Encryption Guidance of blocks processed with one key bundle. One The security of TDEA is

Revision 2

Algorithm (TDEA) Block
Cipher

key bundle shall not be used to apply
cryptographic protection (e.g., encrypt) more than

220 64-Dbit data blocks.

affected by the number of
blocks processed with one
key bundle. One

key bundle shall not be
used to process more than
232 64-bit data blocks
when the keys conform

to Keying Option 1 (see
Section 3.2).
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CBC

F¥ =22k ZA b RITH FLERS AT FLEAR e
(F47T7T)
RFC 7525 Recommendations for May 2015 4.2.  Recommended Given the foregoing considerations, implementation and | 4.2.CiX, #E3E
Secure Use of Transport Cipher Suites deployment of D5 A A —
Layer Security (TLS) and the following cipher suites is RECOMMENDED: FBRHE S
Datagram Transport + TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 AR
Layer Security (DTLS)
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256
- TLS_DHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
These cipher suites are supported only in TLS 1.2
because they are authenticated encryption (AEAD)
algorithms [RFC5116].
4.2.1. Implementation To maximize interoperability, RFC 5246 implementation | 4.2.1 <Ci%, fH A
Details of the TLS_RSA_WITH_AES_128 CBC_SHA cipher i 2 AR
suite, which issignificantly weaker than the cipher suites T 5% AL,
recommended here. (The GCM mode does not suffer from | CBC #% & #ekF
the same weakness, caused by the order of MAC-then- AL — %
Encrypt in TLS[Krawczyk2001], since it uses an AEAD EFE TR
mode of operation.) LN E D

Implementers should consider the interoperability gain

%)
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against the loss in security when deploying the
TLS_RSA_WITH_AES_128_CBC_SHA cipher suite.
Other application protocols specify other cipher suites as
mandatory to implement (MTI).
The Transport The Transport Layer November 29, | 9.1. Mandatory-to- In the absence of an application profile standard specifying FEAE VAW
Layer Security Security (TLS) Protocol 2017 Implement Cipher Suites otherwise, a TLS-compliant application MUST implement A A4 — FIZ
(TLS) Protocol | Version 1.3 the CBC & EN
Version 1.3 TLS_AES_128_GCM_SHA256 [GCM] cipher suite and TW7Zgwn
draft-ietf-tls- SHOULD implement the
tls13-22

TLS_AES_256_GCM_SHA384 [GCM] and
TLS_CHACHA20_POLY1305_SHA256
[RFC7539] cipher suites. (see Appendix B.4)
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NIST Special
Publication 800-
131A

Revision 1

Recommendation for
Transitioning the Use of
Cryptographic Algorithms
and

Key Lengths

November 2015

9 Hash Functions

SHA-1 for digital signature generation:

SHA-1 may only be used for digital signature generation
where specifically allowed by NIST protocol-specific
guidance. For all other applications, SHA-1 shall not be

used for digital signature generation.

SHA-1 for digital signature verification:
For digital signature verification, SHA-1 is allowed for

legacy-use.

SHA-1 for non-digital signature applications:

For all other hash function applications, the use of SHA-1
is acceptable. The other applications include HMAC, Key
Derivation Functions (KDFs), Random Bit Generation,
and hash-only applications (e.g., hashing passwords and
using SHA-1 to compute a checksum, such as the
approved integrity technique specified in Section 4.6.1 of

[FIPS 140]).

CA/Browser Forum

Baseline Requirements
for the
Issuance and Management

of

20-Sep-17

7.1.3. Algorithm

Object Identifiers

Effective 1 January 2016, CAs MUST NOT issue any new
Subscriber certificates or Subordinate CA certificates using
the SHA - 1 hash algorithm. CAs MAY continue to sign

certificates to verify OCSP responses using SHA1

https://cabforum.
org/wp-
content/uploads/

CA-Browser-
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Publicly-Trusted Certificates
Version 1.5.1

until 1 January 2017. This Section 7.1.3 does not apply to
Root CA or CA cross certificates. CAs MAY continue to
use their existing SHA - 1 Root Certificates. SHA - 2
Subscriber certificates SHOULD NOT chain up to a
SHA - 1 Subordinate CA Certificate.

Effective 16 January 2015, CAs SHOULD NOT issue
Subscriber Certificates utilizing the SHA - 1 algorithm
with an Expiry Date greater than 1 January 2017 because
Application Software Providers are in the process of
deprecating and/or removing the SHA - 1 algorithm from
their software, and they have communicated that CAs and

Subscribers using such certificates do so at their own risk.

Forum-BR-
1.5.1.pdf

38




BRSO A K714

|

F¥ =22k ZA b RITH AL ET ALELAA B
(F47T7T)
NIST Special Recommendation for Key | January 2016 5.6.2 Defining Appropriate Algorithm FER 1 3 3 NIST SP800-57 T &
Publication 800-57 | Management Suites v NEEMEOTY |
Part 1 Revision 4 Part 1: General Table 4: Security-strength time frames # (WG TINT) 13EER
L
ENISA Algorithms, key size and | November 21,2014 | Chapter 2 sl 2
parameters report 2014 How to Read this Document
3.6 Key Size Analysis
XlFE 1
Table 4: Security-strength time frames
Security Strength Th;;)o;;gh 2;3;::;:;1
U Applying Disallowed
s Processing Legacy-use
Applying Disallowed
112 : Acceptable
Processing Legacy use
128 Acceptable Acceptable
192 Applying/Processing | Acceptable Acceptable
256 Acceptable Acceptable

HiE URL : http://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r4.pdf
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XA 2

Classification | Meaning

Legacy X Attack exists or security considered not sufficient.
Mechanism should be replaced in fielded products as a matter of urgency.
Legacy v No known weaknesses at present.

Better alternatives exist.

Lack of security proof or limited key size.

Future v Mechanism is well studied (often with security proof).
Expected to remain secure in 10-50 year lifetime.

Table 2.1: Summary of distinetion between legacy and future use

Future Svstem Use
Parameter | Legacy | Near Term | Long Term
Symmetric Key Size k 80 128 256
Hash Function Output Size m 160 256 512
MAC Output Size m 80 128 256*
RSA Problem f(n) = 1024 3072 15360
Finite Field DLP £(p™) = 1024 3072 15360
{(p), fg) = 160 256 512
ECDLP f(q) = 160 256 512
Pairing (ptm) = 1024 3072 15360
(p),lg) = | 160 256 512

Table 3.6: Key Size Analysis. A * notes the value could be smaller due to specific protocol or
system reasons, the value given is for general purposes.

i URL : https://www.enisa.europa.eu/publications/algorithms-key-size-and-parameters-report-2014
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[SSLITLS Ws B3R EHNA KT A ) ORI - a7 5 - itk - JIETHIHES AT D
SCEREEIZDWT, 2015 41 A LI OSGTIROAEA A Lz, SGIRDH 2561
FIZEDOWETHEEZHE L, A FTA U Oi%N T AR - 25 4 - 78k - JED
RLIR DEE RS LEDNE D Dot LTz,
RELSUGETHRERMBEENEL, LTFTDIREBEZX LD,
B, FEMARARE RIS OV TR, NRAEER 3 SIHSURFEE ) 25,
® HEAT OMEsIET = v 7 —EARMEIL
RLEIGT P45 OREITE 29
RO N
il 1L https://factorable.net/keycheck.html2 &> 5, 7272 L, 4% 100%:ERA 7
HHDTIERNT LIZHEE SN2V,
AL

PR DME Ik

factorable.net About the Project  Research Paper FAQ  Source Code

Factorable Key Check Service

The keycheck service is no longer available.

i

=

=
YA MIEFES D, HDHWIE. BBURLEHIRT 2,
R A
v KEYCHEST

https://keychest.net/roca
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ROCA vulnerability summary +

Paste key File upload Send e-mail GitHub account PGP/GnuPG keyring Offline test

Paste your key
If you can copy your public key into clipboeard, you can test it by pasting it to the text box. Please check the public key is in one of the supported formats as listed below.

Supported formats are:

+ X509 Cerlificate, PEM encoded (include ASCII armor "—BEGIN"); example
+ SSH public RSA key (starling with "ssh-rsa ), example

+ RSA PEM encoded public key (include ASCIl armor "—BEGIN"); example
- PGP public key; example

+ Raw RSA modulus (hex / decimal / base64 encoded); and

+ S/MIME PKCS7 Signature

Test key

‘We are Enigma Bridge Lid, 20 Bridge St, Cambridge, CB2 1UF, United Kingdom and we read keychest@enigmabridge com m ENIGMA BRIDGE
Terms of Service | Privacy Policy

v" Cryptosence
https://keytester.cryptosense.com/

Cryptosense

Keytester

Test your RSA Keys How it works

Paste your pablic key or certificate tvere 1o get started. Wi will rum your ey against thiee RSA key healthcheck algorithms: division
ey small primes and batch-GCD against the Cryptosanse key database and
chack agai ¥ gencrator bug, (Return of the C:
attack). For more info check the FAQ.

More Tools

Cryptosense provides state-of-th-art anabysis soltware to help same of the
world's largest izatians eliminate the alit o by crypta
misuse in their applicatkons and infrastructure. Try our other tools:

Infinen/Coppersmith buy results will be emailed o you ineredia
resufte will be sent next Monday.
Discovery Scan your SSH, HTTPS and mall servers for configerrors and

it Faster? "
Need it faster? Mo problem. Request a prembum sccount. =

Analyzer Detect T ¢ vy Crypl N your
applications.

meifidomah.com

( #Add me to the Cryptosense matling fist for featare updates and news.

WinodwsOS & IE & Hah— & T
FLEIEAT P558.12 MG LT LT T U DON—T g
AL A
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IS5 9H1—T3> osSN—ay
2015 | 2016 | 2017 | 2018 | 2019 | 2020 | 2021 | 2022 | 2023

Internet Explorer 7 | Windows Vista SP2 ~ 2016/1/12

Windows Vista SP2 2016/1/12
lnternet EXD'OI’EI’ 8 T
Windows 7 SP1 2016/1/12

Windows Vista SP2 2017/4/11
Internet Explorer 9 = [---sommsmssssmmnsmssscneneeeas
Windows 7 SP1 2016/1/12

Windows 7 SP1 2016/1/12
Internet Explorer 10 [rowrermmmsmmsmsmsssesse oo
Windows 8 2016/1/12

Windows 7 SP1 2020/1/14
Internet Explorer 11 [roememsmmmemssmmnesemseceeenes
Windows 8.1 2023/1/10
R
PR — F 77 UHIRIELLE EdgeD RIT 72 5 T2
REE

[EQHAR— M N—2 2 UIFHIBR L, 1E1LE Edged A DFEHIZT 5
v' Microsoft Internet Explorer 11
v' Microsoft Edge
el
v" WindowsOS
P76 B.2.4 Microsoft IS5
URLIZFHROOSITH A — i
SHA-1H—/SGEBE D PR — ME T
AT
P.598.3.1 #1024 > I, SHA-1ZFIMT % — GEMEOE L LR
v' Microsoft Internet Explorer

v" Google Chrome

v" Firefox

AL

FOH% OB &G DT RITTERICT D
AR ES

v" Microsoft Internet Explorer
2017 £ 5 J1 10 H, ~A 7 1Y 7 ME SHA-1 GEIETHRES LTV DY
A FDFHRIAB T T 0y 7 L, BRRGEAEOE L IR LET
https://technet.microsoft.com/ja-jp/library/security/4010323
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1)

v" Google Chrome
Chrome 56 T, SHA-1 FEFAEDOY R — MRFEIEEND FETT
https://developers-jp.googleblog.com/2016/11/sha-1-certificates-in-chrome.html
KIZIZL, 774/ P TOREIETHY | T L TERIIATRETH D ((FikS
)
v Firefox
2017 4= 3 J1 7 H® Firefox 52 ik U V —A&f5>Z &7e<, 2 /1 24 H
IZ U E— hTHTD Firefox =—H D SHA-L xfnz b LE L7
https://www.fxsitecompat.com/ja/docs/2016/sha-1-certificates-issued-by-public-ca-
will-no-longer-be-accepted/
KIZIZL, 774/ hOBEETHY | 8T L TERIIWRETHD ((TES
)
ik

SHA-1H 7R — MEIRIX, RFHCADSHA-1GE E31T 215 1 (symantec : 20154512
AR) DoliEofe, o, 77 VPRV ZHSHA-LGEIIEA~ORERHS 1L, S5
o (Chrome : 20164F1H1H) ZAE0HOTWD, Zib OB X O FIZIL, CABF
DA RTA P TNDLEEZBND,

¢ Baseline Requirements, v. 1.5.5 December 21, 2017

v

Effective 1 January 2016, CAs MUST NOT issue any new Subscriber certificates or
Subordinate CA certificates using the SHA - 1 hash algorithm. CAs MAY continue
to sign certificates to verify OCSP responses using SHAL until 1 January 2017.
Effective 16 January 2015, CAs SHOULD NOT issue Subscriber Certificates
utilizing the SHA - 1 algorithm with an Expiry Date greater than 1 January 2017
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TLS1.0 87.9% SSL Pulse https://www.ssllabs.com/
TLS1.1 85.3% Monthly Scan: March 03, 2018 | ssl-pulse/
TLS1.2 91.0%

(6.3.3 fifi) DHE/ECDHE D E D& ik

FEMIE, BURR 1 2SR,
(7.2181) ~ (7.2.5 )
HTTP Strict Transport Security (HSTS) .

OCSP Stapling, Public Key Pinning (Z
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Rev. 4 General General)

SP 800-57 Part2 | Recommendation for Key Management, Part 2: | Part2(Best 2005/8/25
Best Practices for Key Management Practices)
Organization

SP 800-57 Part3 | Recommendation for Key Management, Part 3: | Part3 2015/1/22

Rev. 1 Application-Specific Key Management (Application)
Guidance

SP 800-130 A Framework for Designing Cryptographic Framework 2013/8/15
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SP 800-152 A Profile for U.S. Federal Cryptographic Key | Federal 2015/10/28
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SP 800-175B Guideline for Using Cryptographic Standards | Guideline 2016/8/22
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Mechanisms
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