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SSL Pulse

S5L Pulse i1s a continuous and global dashboard for monitoring the quality of 55L / TLS support over time across 150,000 S5L- and TLS-enabled
websites, based on Alexa’s list of the most popular sites in the world.
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[5] A3 : Edit your apache configuration file (/etc/apache2/sites—
enabled/website.conf and /etc/apache2/httpd.conf for example) and add the
following to your VirtualHost:

# Optionally load the headers module:
LoadModule headers_module modules/mod_headers.so

<{VirtualHost 67.89.123.45:443>
Header always set Strict-Transport—Security “max—age=63072000;

includeSubdomains;”
</VirtualHost>]

(i

https://raymii.org/s/tutorials/HTTP Strict Transpor

t Security for Apache NGINX and Lighttpd.html

BEADH AR

Strict-Transport-Security HTTPL AFR AAY A ZHE T LKL
[5] A : Strict Transport Security D HZH1E

COHAEE Web Y AMTHMIET STTIEIL HTTPS TY V£ RZERZ(IT1[RIC
Strict-Transport-Security HTTP LATR AANYA ZEETBHIETT:

Strict—Transport—Security: max—age=expireTime [; includeSubDomains] [;
preload]]

(i

https://developer.mozilla.org/ja/docs/Web/Security

/HTTP_ Strict Transport Security

MDNIZ & AHSTSD — R HIAERE A%

HeaderT AL O T4 IEL AR AAY A EEHE, 1B, HIFRTES

[5] A3 : This directive can replace, merge or remove HTTP response headers.
The header is modified just after the content handler and output filters are run,
allowing outgoing headers to be modified.]

http://httpd.apache.org/docs/2.4/mod/mod _headers.html

Ver2 AERTEI) T, LAR ZAAYA Z BN
TEHZLlEHM5

MDRequireHttpsT 4 L 2T 4 J TH EEStrict-Transport-Security Ny A =& L
ARV AAYE HIREND

[5] A3 : All answers to https: requests will carry the header Strict-Transport—
Security with a life time of half a year. ]

http://httpd.apache.org/docs/trunk/mod/mod md.ht

ml

Ver.2 5(RE R TN TIE, HSTSERTE S
B=HODTALITATHEMENTLND
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Lighttpd

REAEMNTZHINTLD
[ FA: The lighttpd variant is just as simple. Add it to your Lighttpd configuration
file (/etc/lighttpd/lighttpd.conf for example):

server.modules += ( “mod_setenv” )
$HTTP[“scheme”] == "https” {
setenv.add-response—header = ( “Strict-Transport—Security” => “max—
age=63072000; includeSubdomains; )
1

(i3

https://raymii.org/s/tutorials/HTTP_Strict_Transport Sec

urity for Apache NGINX and Lighttpd.html

BEADH AL

Strict-Transport—Security HTTPL AR ANV A ZFIEE T IE &L
[51FA : Strict Transport Security DAL

COHEEE Web Y AR THMILT HF7 KIS HTTPS TPV RERZ TR
Strict-Transport-Security HTTP L ARV ANYE ZIEETHZETT:

Strict—-Transport—Security: max—age=expireTime [; includeSubDomains] [;
preload]]

(i

https://developer.mozilla.org/ja/docs/Web/Security
/HTTP Strict Transport Security

MDNIZ & BHSTSD — IR E A%

setenv.add-response—headerCL AR ANYA HBINTES
[51FH : Adds a header to the HTTP response sent to the client:]

https://redmine.lighttpd.net/projects/1/wiki/Docs
ModSetEnv

LAIRVAANYA EBINTESZElTHMS

nginx

“add_header Strict-Transport—-Security max—age=31536000;" £ N ILxXTE T=
z)

[51 A : Currently HSTS is “enabled” like this

(according to https://en.wikipedia.org/wiki/HTTP_Strict_Transport_Security):
add_header Strict—Transport—Security max—age=31536000:]

https://trac.nginx.org/nginx/ticket/289

BESNTVALFrINEDTSELANIL

add_headerCL ARV AANY A ZEBINTES

[5] A3 : Adds the specified field to a response header provided that the response
code equals 200, 201 (1.3.10), 204, 206, 301, 302, 303, 304, 307 (1.1.16, 1.0.13),
or 308 (1.13.0). The value can contain variables.]

http://nginx.org/en/docs/http/ngx_http _headers mo
dule.html

IS

<site>D<hsts>E L, 1IS 10.0, ver. 1709 LIE DY A MIXt 3 BHSTSZ R ET=
SEMEED

[51FH : The <hsts> element of the <site> element contains attributes that allow
you to configure HTTP Strict Transport Security (HSTS) settings for a site on
IIS 10.0 version 1709 and later.]

Il

https://docs.microsoft.com/en—
us/iis/configuration/system.applicationhost/sites/site/hst
s

1IS 10.0 ver.1709 LLRIT X1 M4 SR E AW E , Strict-Transport-SecurityNw4& (X,
HTTPSH A kD web.config Custom Headers CIBINI TES(DTEFNTETET
B)o

[51FH :Before IIS 10.0 version 1709, enabling HSTS on an IIS server requires
complex configuration.]

[5|F:The STS header can be added through Custom Headers by configuring
the web.config of the HTTPS site.]

ot

https://docs.microsoft.com/ja—ip/iis/get—started/whats—
new—in—iis—10-version—1709/iis—10-version—1709-hsts

Google Web
Server

CI3/NE)
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Chrome O Chrome DFHEBED VD EDHHSTSDIENMTH S = http://www.chromium.org/hsts
[51FH : One of the several new features in Chrome is the addition of HTTP Strict
Transport Security. ]
Firefox O Firefox(&Version 4M5HSTSZHR—RLTLVS = https://blog.mozilla.org/security/2012/12/26/http—strict—
[51 A : Firefox has supported HSTS since version 4; we think it s about time transport-security-2/
your site did too. You can learn more about HSTS and how to implement it in
this article on MDN.]
Opera O HSTSIXOperaTHR—rENTLVS & https://www.chromium.org/hsts Chromium|[ZE2 &
[51 A :HSTS allows a site to request that it always be contacted over HTTPS. HcaniuseEWVDEIEY A5
HSTS is supported in Google Chrome, Firefox, Safari, Opera, and IE is planning
support (caniuse.com has a compatibility matrix). ]
OperaldVer. 12U R—r,ENTLVS 1K https://developer.mozilla.org/ja/docs/Web/Security/HTT [Mozilla®) K3 A MZERE;
[BIA: 75 HRE KRR/ Opera/12] P_Strict Transport Security
Safari O HSTS[&SafariCTHR—kENTLVD 1K https://www.chromium.org/hsts Chromium|ZE2 &k
[5|F:HSTS allows a site to request that it always be contacted over HTTPS. HcaniuseEWLVSRABEY A5
HSTS is supported in Google Chrome, Firefox, Safari, Opera, and IE is planning
support (caniuse.com has a compatibility matrix). ]
Safaril&Ver.7 (on Maverics) MY R—kENTLVS 1K https://developer.mozilla.org/ja/docs/Web/Security/ [Mozilla®D k¥ 1 A MM ZER &K
(1R : o5 ¥REIR R /Safari/7 on Maverics] HTTP_Strict_Transport_Security
IE @) HSTSIZWin10_E MDInternet Explorer 11 TH|FHTE5 =) https://support.microsoft.com/en—
[51 A :HSTS is also available in both Internet Explorer 11 and Microsoft Edge on us/help/3071338/internet—explorer—11-adds—support-
Windows 10.] for—http—strict—transport—security—s
Edge @) HSTSIXWin10_EDEdge THIATE5 = https://support.microsoft.com/en—
[5]FA:HSTS is also available in both Internet Explorer 11 and Microsoft Edge on us/help/3071338/internet—explorer—11-adds—
Windows 10.] support—for—http—strict—transport—security—s
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Apache O SSLUseStapllngﬁ‘;ﬁ;ijd:ro(Ef~ OCSPFS%%%%W?%Z\:’V‘V:/J.%EQE@'é =1 http//httpdapacheOrg/docs/ZL‘,/la/mod/mod ssl.h [24 current version]
[5] A3 : Configures the cache used to store OCSP responses which get included tml#sslstaplinscache
in the TLS handshake if SSLUseStapling is enabled. ] PN
OCSP staplingZ B 3= 9 HIZ(E. httpdDEEEZDLEZSZITTELY, =  |http://httpd.apache.org/docs/trunk/ssl/ssl_howto.ht [[2.5 develop version]
[51 A :Once general SSL support has been configured properly, enabling OCSP ol
Stapling generally requires only very minor modifications to the httpd —
configuration — the addition of these two directives:
SSLUseStapling On
SSLStaplingCache “shmcb:ssl_stapling(32768)”]
nginx O OCSP staplingZ 3129 HIZ[Z. ssl_stapling onEEXTET S =) http://nginx.org/en/docs/http/ngx_http_ss| module.html
[5] A3 :Enables or disables stapling of OCSP responses by the server. Example:
ssl_stapling on;
resolver 192.0.2.1;:]
1S O BEIRIZOCSP stapleNIThNAKIIZERET 55i%E =  |https://technet.microsoft.com/en-
[51FH : Applies To: Windows 7, Windows Server 2008, Windows Server 2008 R2, . B
Windows Vistal us/library/hh826044(v=ws.10).aspx
[5] A3 : This support topic for the IT professional shows you how to configure
OCSP stapling for Kerberos so that stapling does automatically occur.]
Google Web (FEEE)
Server
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Chrome O ChromiumIZIZOCSPRAT—TILEE D AT LDNSSA U A — LIZW B TIEA = http://www.chromium.org/developers/design-
WS ELGKEEE Y R—rT 2B DNSSINYFLRH D
[5] A : Note that Chromium has its own NSS patches which support some documents/network-stack/
advanced features which aren’t necessarily in the system’s NSS installation,
such as support for NPN, False Start, Snap Start , OCSP stapling, etc.]
ChromiumI&OCSP staplingdH7R—kLTLVS = https://bugs.chromium.org/p/chromium/issues/detail?id=3
[5] A : Chromium has supported OCSP stapling on (Windows Vista+, Linux, 61820#c7
ChromeOS), and that's always been enabled (independent of the checkbox).]
Firefox @) OCSP staplinghMEZ 5 LS 2% >7= = https://blog.mozilla.org/security/2013/07/29/ocsp—
[5] F: OCSP Stapling has landed in the latest Nightly builds of Firefox!] stapling=in—firefox/
IE @ HEIRIIZOCSP staple M THhNAKIIZERET 5HiE B https://technet.microsoft.com/en—
[51FH : Applies To: Windows 7, Windows Server 2008, Windows Server 2008 R2, Windows us/library/hh826044(v=ws.10).aspx
Vistal]
[31FH : This support topic for the IT professional shows you how to configure OCSP
stapling for Kerberos so that stapling does automatically occur.]
Edge O BEIAIIZOCSP stapleMfThNADKIIZHRET HH % =3 https://technet.microsoft.com/en-
[51F : Applies To: Windows 7, Windows Server 2008, Windows Server 2008 R2, Windows us/library/hh826044(v=ws.10).aspx
Vistal
[5]1 A : This support topic for the IT professional shows you how to configure OCSP
stapling for Kerberos so that stapling does automatically occur.]
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Apache O [51/: RD&S751T% web H—/30 config [Z:EMT H& Apache THPKP A | K |hitps://developer.mozilla.org/ja/docs/Web/Security [MDNIZ&KARETT A
$ZEYET . mod headers EVA— LAV RA—)LENTV DR EAHYE . .
¥, /Public Key Pinning
Header always set Public-Key—Pins “pin—sha256=¥"base64+primary==¥"; pin—
sha256=¥"base64+backup==¥"; max—age=5184000; includeSubDomains”]
HeaderTALOTATIIL ARV ANV ZEHL, 180, HIFfRTES h http://httpd.apache.org/docs/2.4/mod/mod headers.html |Ver.2 4R EIR)T. LAR AANYA Z B
[51 A : This directive can replace, merge or remove HTTP response headers. TE5EEHhM5
The header is modified just after the content handler and output filters are run,
allowing outgoing headers to be modified.]

Lighttpd O (517 : BICET HRDLSEIEH (pin—sha256=".." T4—ILFGE)EETITZE| 1B |hitps://developer.mozilla.org/ja/docs/Web/Security [MDNIZKAERETTIA
mg BE. lighttpd T HPKP BERIHEYET, . o

/Public Key Pinning

setenv.add-response—header = ( “Public-Key—Pins” => “pin—
sha256=¥"base64+primary==¥"; pin—sha256=¥"base64+backup==¥"; max—
age=5184000; includeSubDomains™)]
setenv.add-response—header CL AR AANYA ZEBINTES =x] https://redmine.lighttpd.net/projects/1/wiki/Docs ModSet|L RATRV AANYA ZBINTE=A&lThHhM 5B
[5]FA: Adds a header to the HTTP response sent to the client:] Env

nginx @ [51F: RDESGITEEML . B pin-sha256=".." DEZEKE T D& nginx & |https://developer.mozilla.org/ja/docs/Web/Security |MDNIZKSEXTE 7775
T HPKP MEZNZHEYET , ngx_http_headers_module MA U Ab—JLENTLVS /Public Key Pinnin
DENBHYET, ! :
add_header Public-Key—Pins 'pin—sha256="base64+primary==""; pin—
sha256="baseb64+backup=="; max—age=5184000; includeSubDomains’ always:;]
add_headerCL ARV AAYA FBIITES =] http://nginx.org/en/docs/http/ngx http headers module.h |[L ATR AAYA ZBIITEA_ElEhHhM D
[51FH : Adds the specified field to a response header provided that the response tml
code equals 200, 201 (1.3.10), 204, 206, 301, 302, 303, 304, 307 (1.1.16, 1.0.13),
or 308 (1.13.0). The value can contain variables.]
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S [51F:1IS A\5> Public-Key—Pins Ny A 23X 59 4ICIE. LT DKIGHITE 1€ |nhttps://developer.mozilla.org/ja/docs/Web/Security [MDNIZLDERE T &
Web.config 774 JLIZEBIML TLIZELY, . -
/Public Key Pinning
<{system.webServer>
<httpProtocol>
<{customHeaders>
<add name="Public-Key—-Pins” value="pin—
sha256=&quot;baseb64+primary==&quot;; pin—
sha256=&quot;base64+backup==&quot;; max—age=5184000; includeSubDomains”
/>
<{/customHeaders>
<{/httpProtocol>
<; .system.webSe rver>]
ARZLHTTPAYSA ZBINTES as https://technet.microsoft.com/ja- LRARUAAYZZBIMTESEEHMD
[51 7 : <httpProtocol> EZEN1)) <customHeaders> BRI A3 —2Ib (200F o/library/eed31580.a5x
A—=23y H—E R (IS) 7.0 T Web #—/3—hi HTTP ISER TRENHHR DA S
BLHTTP Ay —%1EELFET . ]
Google Web €12/NEG))
Server
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