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[5| A :SSLv3 is no longer supported in Chrome. ]

EH AR i EEEANE SR8 URL [k
JakrajLN—30 TLS1.0, TLS1.1, TLS1.2 SSLv3lE B R—hEh iy = http://www.chromium.org/Home/chromium-

security/education/tls

IN—IZIEBIE NG

AL
[BIFA:If a CT proof is not included either in the Certificate or as part of an OCSP stapled
response, the EV certificate will not display the green address bar in Chrome.]

Chrome 395 T 74 )L TSSLV3IE{FEHAF ] =a] https://groups.google.com/a/chromium.org/forum/ |Google’ JL—7 M Security-devIA—S LD 1RE YDA
[51FA :In Chrome 39 (the next version), fallback to SSLv3 will be disabled by default. ] #'topic/security—dev/Vnhy9aKM 4 TOERLTDOT, —MEEEIXF IZLTLNS
Chrome 40M5SSLV3ZEFEEIZFERATELNKIIZT S th
[51F :In Chrome 40, we plan on disabling SSLv3 completely, although we are keeping an
eye on compatibility issues that may arise.]
Chrome 44M5SSLv3D Y R—M=1E th https://bugs.chromium.org/p/chromium/issues/det |/ \T F45 v+
[51FA:SSLv3 support will be entirely removed from Chrome in version 44 (around July ail?id=436391
2015) after which the setting “sslI3” will be ignored in favor of the then—current default.)
SSLVersionMax7R1) 2 [ZTtIs1.2 |AAIETE TES = http://www.chromium.org/administrators/policy-
(5| A :(SSLVersionMax7x1) MIE B) it may be set to one of the following values: “tls1.2” list-3
or “tls1.3”. When set, Google Chrome will not use SSL/TLS versions greater than the I
specified version. An unrecognized value will be ignored.]
BELBVMEEIESSLORARD/NN—23 % F =
[51 FH : If this policy is not configured then Google Chrome uses the default maximum
version.]
ChromeldSSL/TLSA TS av R/ ET AUIZERMICIRELTLVEWL, v RSAVF4T s https://bugs.chromium.org/p/chromium/issues/de
AV TESLN ., TOEAITHELLZL, (X) tail?id=391955
[51F : Chrom[e/ium] intentionally does not provide Ul to configure SSL/TLS options (we :
previously did). There are a set of command-line options for testing, but those are not
'supported’, in that we don't recommend users use these (invariably, when people use
these, it's to weaken security, unfortunately).]
ARURSAUA T3 —&EZ—ssl-version—-max/min 3 B, ® https://peter.sh/experiments/chromium- BADODR—DESTEMN., BEIEFHFLTWHWAEDI L,
[51 A : List of Chromium Command Line Switches] command-line-switches/ (Last automated update occurred on 2018-01-16.)
[5| A : —ssl-version—max ‘- Specifies the maximum SSL/TLS version (“tIs1”, “tIs1.1”,
“tIs1.2”, or “tIs1.37).
——ssl-version—min -+ Specifies the minimum SSL/TLS version ("tIs1”, “tIs1.1”, “tIs1.2”, or
“t1s1.3"). ]
lEsRAM—hk B0 - HllRR : AR A SSL/TLSDEE S AN —FDBEEZEET D1 E2TT—AME th https://bugs.chromium.org/p/chromium/issues/det |/ \J F 4y k
BEELTE A0 [5| A :there is no interface today to prioritize individual SSL/TLS cipher suites.] ail?id=58833
BEAE:
EBMER. BEEEREDA 2T —RIEAELY,
SSL/TLSOIEFSRAA—FDFER -FMERAEZERT 54 FTT—ADEL == https://bugs.chromium.org/p/chromium/issues/de |/ N F4 vk
[51 A : Currently, Chrome does not offer any interface for enabling or disabling individual tail?id=58831
SSL/TLS cipher suites, either through the Ul or through the administrative policies.] —
EEFA T30 TRIETESA LB KYaTUR BFEDTILTIVRXLEELE & |http://d.hatena.ne.jp/t0si29/20140720/1405854774 |fAANH A+
FAVF T LAV EHEEINTLVEL T r—a 8B DA T a2 T, T59P) AhEHexR BB TR T 5,
“C:¥Program Files¥Google¥Chrome¥Application¥chrome.exe” ——cipher—suite—
blacklist=0xc007,0xc011,0x0005,0x0004
Chrome 6/ 5Windows TERELTI-IE B R/ —FREN KB ENELE o7 s https://bugs.chromium.org/p/chromium/issues/de |*Chrome 5& TlEXWindowsDEREZF AL TLVNT, 655
[51 A :In Chrome 5 and earlier, this could be managed on Windows by configuring the tail2id=58331 [ZChrome N EAL=547 3 DEHREEFE->TLVSAIERR
Schannel cipher suites ( http://msdn.microsoft.com/en—us/library/bb870930(VS.85).aspx). B (—DTDFEHRESHR)
Since Chrome 6, which saw the switch to NSS as the default SSL library, this is no longer
possible, unless either “——use—system—-ssl|” is specified on the command-line (an
unsupported option), or the server requests client certificate authentication (which will
cause Chrome to fall back to Schannel).]
Chrome 5F Tl&CryptoAPI/CNG (WindowsDAPI) Z{# AL TLVT. 6 TNSSIZf4TL 1= & http://blog.livedoor.ip/k urushima/archives/14895 [{BAH Ak
[51FH : Windows R0 Google Chrome D EE-FEL 12— JLHCryptoAPI/CNG A HMozillalDNSS 28 himl
[ZEE(ZHST=F 5T, ZDEIITTCamelliaZ{Fof-Cipher Suites|ZER T DEDIZH- ==
=%5T9, ]
H—/\iFBAE D F|FAEAME [SHA-1EEBRE (X{FER AT Chrome 56 M 5SHA-1EEBAZE DY R—FE0HB = http://www.chromium.org/Home/chromium-
[51F3:We are planning to remove support for SHA-1 certificates in Chrome 56, which will security/education/tls/sha-1
be released to the stable channel around the end of January 2017. ]
[51F: = https://security.googleblog.com/2015/12/an-
Step 1: Blocking new SHA-1 certificates update-on-sha-1-certificates-in.html
Starting in early 2016 with Chrome version 48, Chrome will display a certificate error if it
encounters a site with a leaf certificate
Step 2: Blocking all SHA-1 certificates
Starting January 1, 2017 at the latest, Chrome will completely stop supporting SHA-1
certificates. ]
RINAEDE (Chrome 63) [Z2HERTTAaAVDEKRIDEHIZERBANH S =3 https://support.google.com/chrome/answer/95617
-FRDEEH - REESNTEE ?hl=ia
Ozl FHlR., F-IERESNTULVEGLVAEE
FRZAICN ] RESNTUVELEE., FE3EKE
(Chrome 46) TAA DAL HS = https://security.googleblog.com/2015/10/simplifyin | * Chrome Dt Fx 1) T4 7 A2 D B i1k (Simplifying
D#% D £E /T : Secure HTTPS HTTPMGLHTTPSDFEITDME . mixedATUVIZHAEZENRHAINIFEAEDIZEREHIE g—page—security—icon—in—chrome.html the Page Security Icon in Chrome) &LNIR—
@B#:HTTP. HTTPS with minor errors BLGELHBLDT,. ZEB=ZAZEN\YIUZHIBRLE: -Chrome 63 CTT H AU IEEH->TH. 7/ DRI
QKD EERT+ (X DFN+httpsIZEXY ;B L& : Broken [51F :(Not) Warning About Mixed Content EhHhoTLVEWLWERDbNnd
HTTPS This change will mainly affect HTTPS pages that contain certain mixed content, such as
HTTP images.
[BZ]Imixeda T QB #IZIEAZELHTEREFH Site operators face a dilemma: Switching an HTTP site to HTTPS can initially result in
https://www.noble—system.com/" ssl/?product=geotrust—|mixed content, which is undesirable in the long term but important for debugging the
true—businessid—san— migration. During this process the site may not be fully secured, but it will usually not be
evBEF%BC%88%EF%BC%91%E5%B9%B4%EF%BC%89-2 less secure than before.
Removing the yellow “caution triangle” badge means that most users will not perceive a
warning on mixed content pages during such a migration. We hope that this will encourage
site operators to switch to HTTPS sooner rather than later.]
EV-SSLEFBAZE M H YKL | - Certificate Transparency(CT)[ZZEHL TN ILELHH(201551 81 H M SEVEEBAZE (ZCertificate TransparencyZ &K =3 http://www.chromium.org/Home/chromium- Certificate Transparency(CT)I&. Googlett AN i2IEL 1=
Wb BHYPDBEIET) =2 IN—TRRENB [51FA:From 1 January 2015, Google Chrome requires all EV certificates to use Certificate security/root-ca-policy SSL/TLSDIEEMZE H S T-H D iT(RFC6962)
Transparency. ]
- Symantec|Z & 5 fEER
(https://www.symantec.com/ja/jp/page.jsp%3Fid=ssl|-
certificate—transparency)
-CTORAAKR—D
(http://www.certificate—transparency.org/ev—ct—plan)
EV-SSLEFBHETH'')—> |Certificate Transparency(CT)H LGS SEFAZE PR T—TILENT-0CSPILEIZCTAEENLLME S ChromelZF 1 )—2 /N —% K K https://www.digicert.com/blog/certificate— Digicert(t 2704

transparency-required—ev—certificates—show—
green—address—bar—-chrome/
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http://www.chromium.org/Home/chromium-security/education/tls
http://www.chromium.org/Home/chromium-security/education/tls
https://groups.google.com/a/chromium.org/forum/#!topic/security-dev/Vnhy9aKM_l4
https://groups.google.com/a/chromium.org/forum/#!topic/security-dev/Vnhy9aKM_l4
https://bugs.chromium.org/p/chromium/issues/detail?id=436391
https://bugs.chromium.org/p/chromium/issues/detail?id=436391
http://www.chromium.org/administrators/policy-list-3
http://www.chromium.org/administrators/policy-list-3
https://bugs.chromium.org/p/chromium/issues/detail?id=391955
https://bugs.chromium.org/p/chromium/issues/detail?id=391955
https://peter.sh/experiments/chromium-command-line-switches/
https://peter.sh/experiments/chromium-command-line-switches/
https://bugs.chromium.org/p/chromium/issues/detail?id=58833
https://bugs.chromium.org/p/chromium/issues/detail?id=58833
https://bugs.chromium.org/p/chromium/issues/detail?id=58831
https://bugs.chromium.org/p/chromium/issues/detail?id=58831
http://d.hatena.ne.jp/tosi29/20140720/1405854774
https://bugs.chromium.org/p/chromium/issues/detail?id=58831
https://bugs.chromium.org/p/chromium/issues/detail?id=58831
http://blog.livedoor.jp/k_urushima/archives/1489528.html
http://blog.livedoor.jp/k_urushima/archives/1489528.html
http://www.chromium.org/Home/chromium-security/education/tls/sha-1
http://www.chromium.org/Home/chromium-security/education/tls/sha-1
https://security.googleblog.com/2015/12/an-update-on-sha-1-certificates-in.html
https://security.googleblog.com/2015/12/an-update-on-sha-1-certificates-in.html
https://support.google.com/chrome/answer/95617?hl=ja
https://support.google.com/chrome/answer/95617?hl=ja
https://security.googleblog.com/2015/10/simplifying-page-security-icon-in-chrome.html
https://security.googleblog.com/2015/10/simplifying-page-security-icon-in-chrome.html
http://www.chromium.org/Home/chromium-security/root-ca-policy
http://www.chromium.org/Home/chromium-security/root-ca-policy
https://www.digicert.com/blog/certificate-transparency-required-ev-certificates-show-green-address-bar-chrome/
https://www.digicert.com/blog/certificate-transparency-required-ev-certificates-show-green-address-bar-chrome/
https://www.digicert.com/blog/certificate-transparency-required-ev-certificates-show-green-address-bar-chrome/
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by [5| A :Improved Digital Certificate Security  (September 18, 2015Mi25E) = https://security.googleblog.com/2015/09/improved
+20154E ., 201449 B |ZSymantecF & $t higoogle K AL, |On September 14, around 19:20 GMT, Symantec’ s Thawte—branded CA issued an Extended _digital-certificate-security.html
MDEVEIEAZEZTAMB M TARIEIZREITLI=Z &N, Validation (EV) pre—certificate for the domains google.com and www.google.com. This pre— :
Certificate Transparency(CT)A4Y MSH|BALT=, certificate was neither requested nor authorized by Google.
*Chrome DR IEEICFHITEINTEIAZEZEMEL TH/S L |We discovered this issuance via Certificate Transparency logs, which Chrome has required
S1ZL1= for EV certificates starting January 1st of this year. The issuance of this pre—certificate
was recorded in both Google—operated and DigiCert—operated logs.
During our ongoing discussions with Symantec we determined that the issuance occurred
during a Symantec—internal testing process.
We have updated Chrome’ s revocation metadata to include the public key of the misissued
certificate. Additionally, the issued pre—certificate was valid only for one day.]
[5| A3 : Sustaining Digital Certificate Security (October 28, 20150 i2 %) = https://security.soogleblog.com/2015/10/sustainin
Therefore we are firstly going to require that as of June 1st, 2016, all certificates issued by . . .
) . : - g-digital-certificate-security.html
Symantec itself will be required to support Certificate Transparency.]
AT Chrome 66 LA[%. Symantec [2&>T 2016 £ 6 B 1 HKYRIZHRITIN-EERAEIIXNT S = https://security.googleblog.com/2017/09/chromes- [(2017/12/22:ARK)
201751 H | mozilla.dev.security.policy newsgroup~®D |{EEMNHEEINET, lan-to-distrust-svmantec.html TODO:M75H SymatecDE R EDEELHET S 1&
¥ %5 T. Symantec PKIHACA/Browser Forum Baseline (5| A :(September 11, 2017MEEEE) . . ' LVOSRABZEE(ZEMNT S
Requirements|ZEEHLL TULVEWEEBAEZ Z#FTL TLY |Symantec’ s PKI business, which operates a series of Certificate Authorities under various
B EMHIBALT=, brand names, including Thawte, VeriSign, Equifax, GeoTrust, and RapidSSL, had issued (2017/12/25:ARK)
numerous certificates that did not comply with the industry—developed CA/Browser Forum - EEBURLDAR—U N Tl SymantecDEFBRZ{SEE T=71
Baseline Requirements. KIEot=1EWNSTAV RS HY . ZOEREEH I TL
5=, FDH=YEFIBDIZFEEDDLFE,
IRk This incident, while distinct from a previous incident in 2015, was part of a continuing
«Chrome 66 LL[&. 20164E6 A1 H LLFIIZRITENT= pattern of issues over the past several years that has caused the Chrome team to lose
Symantec iFBAE X SN confidence in the trustworthiness of Symantec’ s infrastructure, and as a result, the
Chrome 7T0LL[&E., R TMDSymantecDEEFAE LS  |certificates that have been or will be issued from it.
Starting with Chrome 66, Chrome will remove trust in Symantec—issued certificates issued
prior to June 1, 2016. ]
Symantec DEH WAV TSRS IF v EZTNLHNREITLI-T R TOIRAEICH T HIEFEH T =
Z(THEFESINS Chrome 70 (&, 2018 £ 10 A 23 BDBRIEICV)—RINEFETT,
[51F : Around the week of October 23, 2018, Chrome 70 will be released, which will fully
remove trust in Symantec’ s old infrastructure and all of the certificates it has issued.]
Google Chrome{°Mozilla Firefox: {S5EL 70 {139 http://www.atmarkit.co.ip/ait/articles/1712/01/ne |@ITDEEE

Microsoft (Internet Explorer{°Edge) %2 Apple (Safari) : F R4 L
[51 A : Chrome TIEE SN 75 <{/E 5 SymantecFHITODSSLEEBAE N ES M HIE TR T S 5%
(20175F12H01BDEEE)
ZDEEXEL{R=Google&MozillalE. SymantecE D HEE X T. SymantecD I AT LD
RITSIN-ETODIAEEAET>Z Y., FF3EKMIZGoogle ChromeX>Mozilla Firefox%i & T
BHELEVWKIICTHIEFREL -,

Mozilla Firefoxt, Z D MDEWNIHESED D . KD X7 2 1—)L TSymantecFKEITDEEEAE
ZEBELGEKLEE T EL,

— 7 . Microsoft (Internet Explorert°Edge) X°Apple (Safari) [T DULVNTIL ., AREIZDUNTHEIZ
FERIIEEU, ]
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B Firefox
HH AEHR REHAR 1EREE URL k=1
JakrajLN—30 TLS1.0, TLS1.1, TLS1.2 Firefox 34.0CSSL3.0 AF|FHTE4HLLEoT= = https://www.mozilla.jp/firefox/34.0/releasenotes/
[51F:SSLv3 A FIATELGGYELT =, ]
BEAE:
TLS/N\— 3> M ix/N - T K% about:configh' s 5% 7€ AJ BE
Firefox 39.0CSSL3.0DHHR—F & T = https://www.mozilla.jp/firefox/39.0/releasenotes/
BIA: 22 EORELNHHT-6 SSLv3 DY R—rERTLELI]
SSL3.0. TLS1.0M Y7 R—hENTULVAH, SSLI.0ZAR{FHAIZ, TLS1.0~TLS1.2%{EHTES th http://kb.mozillazine.org/Security.tls.version.%2A  |Mozillazineld 1 —H a2 =FTsIZ&>T2{6Nn=HD
(about:config) D &5 HY. MDNAMozillazineE!) I LTINS 1= IEEE
[51F:SSL 3.0 and TLS 1.0 are currently supported by default.] EXlId]ZLTLVS,
[51FA:You can disable SSL 3.0 or enable TLS 1.1/1.2 by using these preferences, or
enforce the use of a specific protocol version. ]
B XM —k B0 - EIkR: Al ['security. (ssl2 or ssl3). (cipher suite) IAY YR TERA TN ERAFHRETES =n) http://kb.mozillazine.org/About:config entries Gl
REAHE:
about:configh\i> £% 7€ A] BE
H—/\GFEAZE D FI FAHAR |- SHA-1ZEBAZIZX L TIEETEALMEHRDIS—%%K [2017F1B1BA 5. SHA-1REBZ T L TIXEETEALMEHEDIS—5KRTT 5 B  |https://blog.mozilla.org/security/2014/09/23/phasi
N RS [51FH:We plan to add a security warning to the Web Console to remind developers that ng—out—certificates—with—sha—1-based—signature—
they should not be using a SHA-1 based certificate.] algorithms/
-Firefox 36 . 1024-bit RSAD JL—FEIBEE (X&) Firefox 36 T, 1024-bit RSAD JL—FEEBAE (ZHIBRS 1= ™  |https://blog.mozilla.org/security/2015/01/28/phas
[51FH :In the previous post about certificates with 1024-bit RSA keys we said that the e-2-phasing-out-certificates-with-1024-bit-rsa-
changes for the second phase of migrating off of 1024-bit root certificates were planned to keys/
be released in Firefox in early 2015. These changes have been made in Firefox 36, in which
the following 1024-bit root certificates were either removed, or their SSL and Code Signing
trust bits were turned off.]
RTRAEDERE (Firefox 42) Firefox 42T X RZE B (Updated Firefox Security Indicators) = https://blog.mozilla.org/security/2015/11/03/upda
Ok &ERIT:DVEIRAE ted—firefox—security—indicators—2/
Q%D EErl+ A4 EVAIBAE
QIR E D EERT+ R ULVEHR  BEBIMAREILTOY(ZED
HTTPS R—U DT AT, LWL IE DOM O—8RICT U+
ATEDIATUNDHS
@REDFEI+EE=ZADHIZ: ZENGREIVTY
Y(HTTPS M web X—IDHT HTTP R TEEIN
BAVTIUONDHB
(Firefox 57) FTAAL DHBANH B =  |https://support.mozilla.org/ja/kb/how-do-i-tell=if- [T T TH A rADFBHENLZENESINEIESTRIEHH
LERERIL(THAUNEHL-TLND) my—connection—is—secure LZEJ H ? (How do I tell if my connection to a website
is secure?) |EWLNINILTR—=T
[£&]Imixedd TV @ORBEDIFAI+ER=ANDH https://support.mozilla.org/en—-US/kb/how—do—i—
2V 2B EETERFH tell-if-my—connection—is—secure
https://www.noble—system.com/"ssl/?product=geotrust-
true—businessid—san—
evIEF%BC%88%EF%BC%91%E5%B9%B4%EF%BC%89—2
EV-SSLEFEAZ D EYIKRLN |- F) —2/IN—TRIRSIND HRBEOEAIICESHF(TEBRNRE TR RSN TVSDIE, TOHAIHEVEERAEZEA(E =) https://support.mozilla.org/en-US/kb/how—do—i-
Vab ALTWAIEFRT, tell-if-my—connection—is—secure
[51F3: A green padlock plus the name of the company or organization, also in green, means
this website is using an Extended Validation (EV) certificate. ]
SymantecF{TDIEBHZE D |October 2018 (Firefox 63): Symantec JL—FEEBAZEE#E |[5|H: CA:Symantec Issues = https://wiki.mozilla.org/CA:Symantec_Issues
EFEHFIHE 95 Following the investigation documented below, a consensus proposal was reached among
multiple browser makers for a graduated distrust of Symantec roots. The dates in that
proposal and how they apply to Mozilla’'s Root Program and Firefox are as follows:
(DDecember 1st, 2017: Symantec to implement “Managed CA” proposal
(@January 2018 (Firefox 58): Notices in the Developer Console will warn about Symantec
certificates issued before 2016-06—01, to encourage site owners to migrate their TLS certs.
(@ May 2018 (Firefox 60): Websites will show an untrusted connection error if they have a
TLS cert issued before 2016—06—01 that chains up to a Symantec root.
@October 2018 (Firefox 63): Removal/distrust of Symantec roots, with caveats described
below.]
EV-SSLEFBAETY ) —> [-$FIZHRVNER LN S (FHREL) 2016/11/4|ZCertificate Transparency(CT)XIGHREF D 1= Google T IL—TDIT+—S L L & https://groups.google.com/forum/#!msg/mozilla.de | HIR—REFEAIZBARE SN TLVELD T, KX IHEEZ B

NI DTN

-CT (Google ChromeZiB) [LHR—kL TULVALY

[ZrEv IR Dbt
[51FA:CT is coming to Firefox. As part of that, Mozilla needs to have a set of CT policies
surrounding how that will work. ]

v.security.policy/VJYX1Wnnhiw/ZaJBaKfKBQAJ
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https://www.mozilla.jp/firefox/34.0/releasenotes/
https://www.mozilla.jp/firefox/39.0/releasenotes/
http://kb.mozillazine.org/Security.tls.version.%2A
http://kb.mozillazine.org/About:config_entries
https://blog.mozilla.org/security/2014/09/23/phasing-out-certificates-with-sha-1-based-signature-algorithms/
https://blog.mozilla.org/security/2014/09/23/phasing-out-certificates-with-sha-1-based-signature-algorithms/
https://blog.mozilla.org/security/2014/09/23/phasing-out-certificates-with-sha-1-based-signature-algorithms/
https://blog.mozilla.org/security/2015/01/28/phase-2-phasing-out-certificates-with-1024-bit-rsa-keys/
https://blog.mozilla.org/security/2015/01/28/phase-2-phasing-out-certificates-with-1024-bit-rsa-keys/
https://blog.mozilla.org/security/2015/01/28/phase-2-phasing-out-certificates-with-1024-bit-rsa-keys/
https://blog.mozilla.org/security/2015/11/03/updated-firefox-security-indicators-2/
https://blog.mozilla.org/security/2015/11/03/updated-firefox-security-indicators-2/
https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure
https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure
https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure
https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure
https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure
https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure
https://support.mozilla.org/en-US/kb/how-do-i-tell-if-my-connection-is-secure
https://wiki.mozilla.org/CA:Symantec_Issues
https://groups.google.com/forum/#!msg/mozilla.dev.security.policy/VJYX1Wnnhiw/ZaJBaKfKBQAJ
https://groups.google.com/forum/#!msg/mozilla.dev.security.policy/VJYX1Wnnhiw/ZaJBaKfKBQAJ
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Phase3(3R7E) SLIZEE

The first phase of our plan is to indicate to users that browse to TLS—secured websites
that SHA-1 is less secure than SHA-2. Previously, when customers use Microsoft Edge or
Internet Explorer 11 to browse to a TLS site that uses a SHA-1 end—entity certificate or
issuing intermediate, customers will notice that the browser no longer displays a lock icon.

Phase 2

On May 9, 2017, Microsoft released an update to Microsoft Edge and Internet Explorer that
will prevent sites that are protected with a SHA-1 certificate from loading and will display
an invalid certificate warning. Additionally, the Windows 10 Creators Update blocks SHA-1
by—default in the browser

Phase 3 — Today

Today, we intend to do more to warn consumers about the risk of downloading software
that is signed using a SHA-1 certificate. Our goal is to develop a common, OS-level
experience that all applications can use to warn users about weak cryptography like SHA-1.
Long—term, Microsoft intends to distrust SHA—-1 throughout Windows in all contexts.
Microsoft is closely monitoring the latest research on the feasibility of SHA-1 attacks and
will use this to determine complete deprecation timelines.

HH AEHR REAE 1EREE URL k=1
JakrajnN—o3y SSL3.0, TLS1.0, TLS1.1, TLS1.2 SSL3.0, TLS1.0, TLS1.1, TLS1.2D#EL P AN IZERET 5 YT XF—HEH I TS &  |https://docs.microsoft.com/en—us/windows— [Transport Layer Security (TLS) registry settings |&LYD
f=1=L. SSL30IET IAILETCAR{ERH server/security/tls/tls—registry—settings R—
BEAE:
AU B—FyMAFLav DT
Windows 10 (v1607) LAREIESSL3.0IET 74 /L TS =
[51 A : Beginning with Windows 10, version 1607 and Windows Server 2016, SSL 3.0 has
been disabled by default. For SSL 3.0 default settings, see Protocols in the TLS/SSL
(Schannel SSP). ]
COEHITOTSLIZIENIZELNTSSL 3.074— LI\ IEENI-TREREEAIZT B, = https://support.microsoft.com/ja—
ip/help/3038778/update—turns—on—-the—setting—to—
(51 A :(2017/1/8MEEEE)This update turns on the setting that disables SSL 3.0 fallback in disable—ss|-3—-0—fallback—for—protected
Internet Explorer 11. Internet Explorer 11 will now block the connections to websites that
fall back from TLS 1.0 or a later version to SSL 3.0 or an earlier version. By default, this
update turns on this setting only for protected mode sites in Internet Explorer 11. By
default, Internet sites and restricted sites run under protected mode in Internet Explorer 11.
]
(ER= O el B0 - IR : =] EERA—LEBNT BHHE = https://msdn.microsoft.com/ja—
BEIEFIOZERE 7] [5|F:To add cipher suites, either deploy a group policy or use the TLS cmdlets: ip/library/windows/desktop/mt813794.aspx
* To use group policy, configure SSL Cipher Suite Order under Computer Configuration >
HEAHZE: Administrative Templates > Network > SSL Configuration Settings with the priority list for
GIWN—TRY—IT48D . AV E1—3—DER>E |all cipher suites you want enabled.
BRTIL—b>R YT —9>SSLIBRERTE > SSLEF |* To use PowerShell, see TLS cmdlets. ]
S DNELLH S E% FE AT §E
H—/\SEBRZ D F| HEM |SHA-1EEBRZE DR T MaV I TR IESNELY SHA-1SFRRZNE T (aVIT R TINAL = https://blogs.technet.microsoft.com/jpsecurity/201
[51 A :Windows 10 Anniversary Update LLf&. Microsoft Edge & Internet Explore & SHA-1 6/05/06/sha—1 deprecation roadmap/
FSEBAE TRESNT- Web HALEEEMNSRIIL. CNEDHALDTRLR N—0B87
12 &N LET ]
[EMBSSHA-1EEBRZ(C k> TTATIRSINI=H A DT RLRAN—DEFT 7 A2V ZHIBR T =) https://support.microsoft.com/en—
% us/help/3180315/lock—icon—removed—from—
[51FH: Lock icon removed from Address bar of sites that are protected by SHA-1 address—bar—of—sites—that—are—protected—by—sha
Phase2 T, SHA-1EEBAZE L. 25X TT S Phase 1 = https://social.technet.microsoft.com/wiki/contents

/articles/32288.windows-enforcement-of-shal-

certificates.aspx
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https://docs.microsoft.com/en-us/windows-server/security/tls/tls-registry-settings
https://docs.microsoft.com/en-us/windows-server/security/tls/tls-registry-settings
https://support.microsoft.com/ja-jp/help/3038778/update-turns-on-the-setting-to-disable-ssl-3-0-fallback-for-protected
https://support.microsoft.com/ja-jp/help/3038778/update-turns-on-the-setting-to-disable-ssl-3-0-fallback-for-protected
https://support.microsoft.com/ja-jp/help/3038778/update-turns-on-the-setting-to-disable-ssl-3-0-fallback-for-protected
https://msdn.microsoft.com/ja-jp/library/windows/desktop/mt813794.aspx
https://msdn.microsoft.com/ja-jp/library/windows/desktop/mt813794.aspx
https://blogs.technet.microsoft.com/jpsecurity/2016/05/06/sha-1_deprecation_roadmap/
https://blogs.technet.microsoft.com/jpsecurity/2016/05/06/sha-1_deprecation_roadmap/
https://support.microsoft.com/en-us/help/3180315/lock-icon-removed-from-address-bar-of-sites-that-are-protected-by-sha
https://support.microsoft.com/en-us/help/3180315/lock-icon-removed-from-address-bar-of-sites-that-are-protected-by-sha
https://support.microsoft.com/en-us/help/3180315/lock-icon-removed-from-address-bar-of-sites-that-are-protected-by-sha
https://social.technet.microsoft.com/wiki/contents/articles/32288.windows-enforcement-of-sha1-certificates.aspx
https://social.technet.microsoft.com/wiki/contents/articles/32288.windows-enforcement-of-sha1-certificates.aspx
https://social.technet.microsoft.com/wiki/contents/articles/32288.windows-enforcement-of-sha1-certificates.aspx

SMTERR2 77 0YRE

HAEREREG)

RIRNAEDER FRLAN—H$E—EVEEBAZE HY TRLRN—DEERI 7 A NDERA B https://www.microsoft.com/ja=ip/safety/online—
-SEHI—>SSLIE S 1L HY (BIA:7RLAR N—[2AYIDRRRENTULDIEE L. TD Web YA kA SSL (Secure privacy/cybersquatting.aspx
Socket Layer) BESLZHEAL TSI EEERL, SHITAT—E2R /NA—[Z Web H(+DiE
MEATERA RTINS T=H, CNITK>TELE Web A FEBEL TSI EFFERT
CEXRY
IE7LLE T EVEEBHZEHY DS A MMITRLRN—HERIZHES 1K€ https://knowledge.symantec.com/jp/support/ssl—
[5|F :Internet Explorer T EVEERAZEN AV Ab—JLENT=H AT O ALI=EEIZT7FL certificates—
AN—ZHFBIZRTT HHEEIX. Internet Explorer7 LLEMRIEL TLVET . ] support/index?vproductcat=V C S&domain=VERISIGN.J
P&page=content&id=S025544&actp=RSS&viewlocale=ja
JP&locale=ja JP&redirected=true
EV-SSLEFBAZ N EYIKZLN | T —2 /IN\—TRRSN B, TRLRN—W G2 BEENDEA B https://www.microsoft.com/ja=jp/safety/online—
ik ==L T EHEEm-TIHE BIA:#DTRLR N— &, ZOY A AR LEXELLTAEREZETL. BENEDRR privacy/cybersquatting.aspx
SmartScreen 74 JLADIE XN AU RBLVEANFRILD-ODERENMERIN TSI LEEEKRLET ]
Y —IL=> A B—2 YA T3 - EST AD
[ —N\—DIERAERNETHER T L IRELEM
IETLLETC. EVIIBRZEHYDF A I TFEL R NN—D &I 5 1K https://knowledge.symantec.com/jp/support/ssl- Symantectt D&%
[51F :Internet Explorer T EVEEBAZEN AV AM—ILENT=Y AT OEALI=EE&IZTRL certificates—
AN—ZHFBIZRTT HHEEI. Internet Explorer7 LLEM®IEL TLVET . ] support/index?vproductcat=V_C S&domain=VERISIGN.J
P&page=content&id=S025544&actp=RSS&viewlocale=ja
JP&locale=ja JP&redirected=true
EVEIBAZHY DT REL AN—D R BIZRRSND=DDHRTE I3 Symantectt D 1&ER
(B : xth>/\—3> D Internet Explorer T. PRLAN—ZFBIZRRT H=HIZIZE.
Internet Explorer D L FDEEN BRGSO TWDRENHYET,
HREEEBLIGEIE. IV EHEEL TS,
-Smart Screen 71 )L A—HEEE IESLARE) £ /=X Ty U J FEERRH LL#EBE (IET)
EAZ2— Y= L=V A—R YA T3V —FEMREST RO —/\—DFEBAE XS
MR D IERTE]
EV-SSLEFBAZETH Y —> [-HEIZHWLERPDIS EVEERAZHYDT7RFLRAN—DNFBIZRREIND-HDETE 1K https://knowledge.symantec.com/jp/support/ssl— Symantectt D {F IR
IN—ZIEBTRNEH =2, IS HRAICRELRRENINTULEIESXY |[BI A ® 5/ N\—3> D Internet Explorer T, PRLRAN—ZF#HBIZRTT H1=HIZIE, certificates—
=2 IN— (2SN Internet Explorer DL T DERENEMIZHEOTVBARBENHYET, support/index?vproductcat=V _C S&vdomain=VERISIGN.J
CT (Google Chrome$8) [$kHHi—hEBbNB(fE [RELEELIBAIR. TS50 FEBEILTLE, Papage=contentlid=5025544Zactp=RSSAviewlocale=ia
L) -Smart Screen 74 JLA—HERE IESLIE) F1=(E 71w L J SRR LE AL (IET) JPlocale”ja JPAredrectedtrue
[EAZ2— Y oo A Bty A T A R E AT WO — \—DIERE %
EHET 5 IRE]
E)T@E&liéhfb\ébﬁ ﬁﬁ—Hiéﬁ'EDﬁL‘&Ebhéo . B |https://blogs.technet.microsoft.com/ipsecurity/201 Eﬁﬁiﬁ?égT@’lﬁiﬁfi~ WEDESAZDR—ILH
5| : Public Key Pinning, Perspectives %2 Convergence, Certificate Transparency (CT) 7& . DM TLVELY
£ RRTRBRARG THOSATOSHE D, —SREOORERIES i 4/05/21 [internet-explorer-11-smartscreen-2612/
TWEY,]
TS50 HR—METH |AVAR—ILLI-0SOHYR— ETET OSOHYR—METETHR—FEND = https://support.microsoft.com/ja—

L

(51 : &/ \—2 3> D Internet Explorer [F5|EfmEarR—RU b RUS—IZHWNVET,
DFEY. AV AR—ILENTULVS Windows A RL—T425 S RTLDYR—k SAT7H94H
JUIZHELS, RICEARI T Y R—bEnEd . ]

ip/help/17454/lifecycle—fag—internet—explorer
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https://www.microsoft.com/ja-jp/safety/online-privacy/cybersquatting.aspx
https://www.microsoft.com/ja-jp/safety/online-privacy/cybersquatting.aspx
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://www.microsoft.com/ja-jp/safety/online-privacy/cybersquatting.aspx
https://www.microsoft.com/ja-jp/safety/online-privacy/cybersquatting.aspx
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://knowledge.symantec.com/jp/support/ssl-certificates-support/index?vproductcat=V_C_S&vdomain=VERISIGN.JP&page=content&id=SO25544&actp=RSS&viewlocale=ja_JP&locale=ja_JP&redirected=true
https://blogs.technet.microsoft.com/jpsecurity/2014/05/27/internet-explorer-11-smartscreen-2612/
https://blogs.technet.microsoft.com/jpsecurity/2014/05/27/internet-explorer-11-smartscreen-2612/
https://support.microsoft.com/ja-jp/help/17454/lifecycle-faq-internet-explorer
https://support.microsoft.com/ja-jp/help/17454/lifecycle-faq-internet-explorer

BEdge

SMTERR2 77 0YRE

HAEREREG)

f=1=L. SSL30IET IAILETCAR{ERH

BRTE Tk
AV R—F YA Tar DL ATEE

Windows 10 (v1607) LABZIEXSSL3.0IET 74 LN TEM

[5] A : Beginning with Windows 10, version 1607 and Windows Server 2016, SSL 3.0 has
been disabled by default. For SSL 3.0 default settings, see Protocols in the TLS/SSL
(Schannel SSP). ]

server/security/tls/tls—registry—settings

S
~

R—

BH AR NS ‘ \ EREE URL &%
JakrajLN—30 SSL3.0, TLS1.0, TLS1.1, TLS1.2 SSL3.0, TLS1.0, TLS1.1, TLS1.2MDE4#%ZL AR IZEHRTFET YT X —HidEH N TLVS = https://docs.microsoft.com/en—us/windows— [Transport Layer Security (TLS) registry settings 1&LYD

Ak

[(BIA:#HDOOvI(E Web YA IERTHARREMEN T NEEZONDLEEEKRLET,
Zh (&, EV (Extended Validation) SEBAEAMEHONTIVNST=HTT . ]

ip/help/4027268/windows—how—to—know—-whether—to—

trust—a—website—in—microsoft—edge

B XM —k EBhn-EIRR: =] TLSEE B R/ —FDIEFEEEZTET H1=8IZ. SSL Cipher Suite Order Group Policy settingsh’ = https://docs.microsoft.com/en—us/windows—
BEIERIDZEE 7] FRTES, server/security/tls/manage-tls#tconfiguring—tls—
[51FA:You can use the SSL Cipher Suite Order Group Policy settings to configure the cipher—suite—order
BREAZE: default TLS cipher suite order. ]
TN—TRIO—IT43D  AVE1—3—DER>E
BRATUIL—b>RyET—9 > SSLIEREL E > SSLIF
B DIERLA S 5% TE Al 8E
EERA—LEBMNT BH5E = https://msdn.microsoft.com/ja—
[51F: To add cipher suites, either deploy a group policy or use the TLS cmdlets: ip/library/windows/desktop/mt813794.aspx
* To use group policy, configure SSL Cipher Suite Order under Computer Configuration >
Administrative Templates > Network > SSL Configuration Settings with the priority list for
all cipher suites you want enabled.
* To use PowerShell, see TLS cmdlets. ]
H—/\SEBRZ D F|HEM |SHA-1EEBRZE D FERI 7 AV TR RSN [5|F :Windows 10 Anniversary Update LL[%. Microsoft Edge & Internet Explore & SHA-1 =1 https://blogs.technet.microsoft.com/jpsecurity/201
SEBAE THRESINT- Web HAFEEEMNSRNAL. CRNODYARDTRLR N—0o 7 6/05/06/sha—1 deprecation roadmap/
AAVENLET ]
IEMNSSHA-1EEBAZIC &> TTOTI RSNz YA DT RLRAN—DERI7 A3 ZHIRT =  |https://support.microsoft.com/en—
% us/help/3180315/lock—icon—-removed—from—
[5]1FA: Lock icon removed from Address bar of sites that are protected by SHA-1 address—bar—of—sites—that—are—protected—by—sha
Phase2 T, SHA-1EEBAZ L. 25X TT S Phase 1 = https://social.technet.microsoft.com/wiki/contents
The first phase of our plan is to indicate to users that browse to TLS-secured websites Jarticles/32288.windows-enforcement-of-shal-
Phase3(3RTE) (2 Z& that SHA-1 is less secure than SHA-2. Previously, when customers use Microsoft Edge or '
Internet Explorer 11 to browse to a TLS site that uses a SHA-1 end—entity certificate or certificates.aspx
issuing intermediate, customers will notice that the browser no longer displays a lock icon.
Phase 2
On May 9, 2017, Microsoft released an update to Microsoft Edge and Internet Explorer that
will prevent sites that are protected with a SHA-1 certificate from loading and will display
an invalid certificate warning. Additionally, the Windows 10 Creators Update blocks SHA-1
by—default in the browser
Phase 3 — Today
Today, we intend to do more to warn consumers about the risk of downloading software
that is signed using a SHA-1 certificate. Our goal is to develop a common, OS-level
experience that all applications can use to warn users about weak cryptography like SHA-1.
Long—term, Microsoft intends to distrust SHA—-1 throughout Windows in all contexts.
Microsoft is closely monitoring the latest research on the feasibility of SHA-1 attacks and
will use this to determine complete deprecation timelines.

KRRALEDER JREDGERT: Web U A EMEESIESN TS EEER |7V DHRALHD =) https://support.microsoft.com/ja~ Microsoft Edge T Web YA/ NE{EF8T AMESIIEE
BH BIA:REOOYII(E Web YA MBS IELEINTLWTHREATHAZLEEELL., £KOD ip/help/4027268/windows-how-to—know-whether-to= |%7/5i& |&LVDIR—
- R DR EVRERAZE M EHLN TS Av1E Web AN IERTHARREENEWNEEZAONSLEEKRLES, CNIXEV trust-a—website—in—microsoft—_edge

(Extended Validation) FEBAEAEHONTLNST-HTY . ]
EV-SSLEFFAZ D BYKL (R B DFTERIN RTINS TAAVDEFEANH S (XE) /=  |https.//support.microsoft.com/ja=

EV-SSLEFEAZE T ) —>
IN—TIEB IR EH

ARZHWNEB NS (FRAL)
-CTIZBHY B1HEEHRBALY

50 Y R— R T B

ERREEDLNS (IFHEL)
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https://docs.microsoft.com/en-us/windows-server/security/tls/tls-registry-settings
https://docs.microsoft.com/en-us/windows-server/security/tls/tls-registry-settings
https://docs.microsoft.com/en-us/windows-server/security/tls/manage-tls#configuring-tls-cipher-suite-order
https://docs.microsoft.com/en-us/windows-server/security/tls/manage-tls#configuring-tls-cipher-suite-order
https://docs.microsoft.com/en-us/windows-server/security/tls/manage-tls#configuring-tls-cipher-suite-order
https://msdn.microsoft.com/ja-jp/library/windows/desktop/mt813794.aspx
https://msdn.microsoft.com/ja-jp/library/windows/desktop/mt813794.aspx
https://blogs.technet.microsoft.com/jpsecurity/2016/05/06/sha-1_deprecation_roadmap/
https://blogs.technet.microsoft.com/jpsecurity/2016/05/06/sha-1_deprecation_roadmap/
https://support.microsoft.com/en-us/help/3180315/lock-icon-removed-from-address-bar-of-sites-that-are-protected-by-sha
https://support.microsoft.com/en-us/help/3180315/lock-icon-removed-from-address-bar-of-sites-that-are-protected-by-sha
https://support.microsoft.com/en-us/help/3180315/lock-icon-removed-from-address-bar-of-sites-that-are-protected-by-sha
https://social.technet.microsoft.com/wiki/contents/articles/32288.windows-enforcement-of-sha1-certificates.aspx
https://social.technet.microsoft.com/wiki/contents/articles/32288.windows-enforcement-of-sha1-certificates.aspx
https://social.technet.microsoft.com/wiki/contents/articles/32288.windows-enforcement-of-sha1-certificates.aspx
https://support.microsoft.com/ja-jp/help/4027268/windows-how-to-know-whether-to-trust-a-website-in-microsoft-edge
https://support.microsoft.com/ja-jp/help/4027268/windows-how-to-know-whether-to-trust-a-website-in-microsoft-edge
https://support.microsoft.com/ja-jp/help/4027268/windows-how-to-know-whether-to-trust-a-website-in-microsoft-edge
https://support.microsoft.com/ja-jp/help/4027268/windows-how-to-know-whether-to-trust-a-website-in-microsoft-edge
https://support.microsoft.com/ja-jp/help/4027268/windows-how-to-know-whether-to-trust-a-website-in-microsoft-edge
https://support.microsoft.com/ja-jp/help/4027268/windows-how-to-know-whether-to-trust-a-website-in-microsoft-edge
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B Safari _ _
EH BEFER i EEEHAR SR URL \ ]

JakrajnN—o3y -SSL3.0, TLS1.0~TLS1.2EBhHhh b (0S X 10.9T) TLS1.20 Y R—h SNtz TN LAATIELSSL3.0ETLS1.07Z 1+ 1= 7= {E  |https://www.esecurityplanet.com/mac—os— QuinStreetft MR T 5 ¥ )T4=2—X B (D
[5| A : For the first time Apple OS X is now enabling TLS 1.2, which is a more recent and security/apple—secures—mac—os—x-with-mavericks— R—=T . SERERE,
more secure implementation of transport layer security. Prior to the Mavericks release, OS release.html
X only supported the SSLv3 and TLS 1.0 versions of SSL. ]
SSL3.0, TLS1.0~1.2[Z KB BIEEZITOAPINH S =a] https://developer.apple.com/documentation/security/se
[51FA: The Security.SecureTransport API gives you access to Apple’s implementation of cure transport
Secure Sockets Layer version 3.0 (SSLv3), Transport Layer Security (TLS) versions 1.0
through 1.2, and Datagram Transport Layer Security (DTLS) version 1.0. ]
i0OS 10, macOS 10.12TSSLv3IEELEFFE = https://support.apple.com/en-us/HT206871
[5]1FH : Changes coming with iOS 10
The SSLv3 cryptographic protocol and the RC4 symmetric cipher suite will be deprecated in
iOS 10, macOS 10.12, tvOS 10, and watchOS 3.]

TLS 1.3 (draft) (X EERHIIZFI AR 68 macOS High Sierrafs K TNOS 11 TIXEERAIIZTLS 1.3 (draft) D F| M AT EEIZ, {139 https://applech?.com/archives/20170621-high- EERMGDTSERE
sierra-and-ios-11-experiment-with-tls-1-3-

(=R e e EBMN-EHIR-EBEIBECEDOER : A B Hnd (FHREL) (THMEBYBSRAM—FDELIERLEZEEE T LSHEEGELN) & https://apple.stackexchange.com/questions/32125 |2A—HYMNEZ =127
[51F : Unfortunately, AFAIK, this setting does not exist. (It doesn’t exist in another WebKit /setting—safari—ssl-tls—cipher—suites
browser, either: Google Chrome. You can do this in Firefox, though, using 'about:config’.) ]
RC4 RGBS R/ — A IEHE LR, FIFA TESREERM—LH RCA LAVELMGEE (X, EHEAR = https://www.apple.com/business/docs/i0S Securi [iIOSDEF T4 XEMRNIZmacOSDELEHHY
a], :
[2F3:i0S 11 January 2018 ty_Guide.pdf
TLS
The RC4 symmetric cipher suite
is deprecated in iOS 10 and macOS Sierra. By default, TLS clients or servers
implemented with SecureTransport APIs don’ t have RC4 cipher suites enabled,
and are unable to connect when RC4 is the only cipher suite available. To be
more secure, services or apps that require RC4 should be upgraded to use
modern, secure cipher suites.]

H—/\FEBAZ DO F| AEARS |SHA-1ESEBAZ I Z &4 R SHA-13FBRZFZ &4 KT 5  |https://support.apple.com/ia—ip/HT207459
[51F:macOS Sierra 10.12.4 LIFEFH &1 i0S 10.3 LIETl. SHA-1 TELZShT-SIBAZE%
0T TLS EMEMIILLIET B Web N—DIZF7 VR Y HE, Safari [SEEARTIN
T BHEV)VILIENWES AR FEHAENFT B A, A AAR . HANIRETHL
BE#&L T Safari ITRTENFET . ]
SHA-1£2048 K YsELVEDRSAIL, Z1E = https://www.apple.com/business/docs/i0S Securi [iIOSDEF 11T+ XEMRN(ZmacOSDELEHHY
_[I_?_ISFHHOS 11 January 2018 ty Guide.pdf
As of iOS 11 and macOS High Sierra, SHA-1 certificates are no longer allowed
for TLS connections unless trusted by the user. Certificates with RSA keys
shorter than 2048 bits are also disallowed.]

RERAEDEE 'W@@ﬁﬁﬁ**%ﬁﬂ‘]@%ﬁ%%fﬂ%%1b BIR:JLL4D7A1avIE. *E%%%@EEEﬂ_%—G&{D:&EﬁTLTL‘i?} ] =1 https://support.apple.com/ja—

i D EERT + A% —EVEERREHY [51F: ﬁ@@?’f_ﬂ“/ﬂh EV EEEﬂ%(J:UE%%HVJEE%%U'|'§$E®*ﬁ§ﬁ‘ﬁ'*)h$7)'C“ﬁ)élt ip/guide/safari/sfri40697/mac

ZRLTHY.EVIIRAZEDREEZEDRFBINTRREINET ]
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https://www.esecurityplanet.com/mac-os-security/apple-secures-mac-os-x-with-mavericks-release.html
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https://www.esecurityplanet.com/mac-os-security/apple-secures-mac-os-x-with-mavericks-release.html
https://developer.apple.com/documentation/security/secure_transport
https://developer.apple.com/documentation/security/secure_transport
https://support.apple.com/en-us/HT206871
https://applech2.com/archives/20170621-high-sierra-and-ios-11-experiment-with-tls-1-3-draft.html
https://applech2.com/archives/20170621-high-sierra-and-ios-11-experiment-with-tls-1-3-draft.html
https://applech2.com/archives/20170621-high-sierra-and-ios-11-experiment-with-tls-1-3-draft.html
https://apple.stackexchange.com/questions/32125/setting-safari-ssl-tls-cipher-suites
https://apple.stackexchange.com/questions/32125/setting-safari-ssl-tls-cipher-suites
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://support.apple.com/ja-jp/HT207459
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://support.apple.com/ja-jp/guide/safari/sfri40697/mac
https://support.apple.com/ja-jp/guide/safari/sfri40697/mac
https://enterprise.watch.impress.co.jp/cda/security/2008/11/17/14329.html
https://enterprise.watch.impress.co.jp/cda/security/2008/11/17/14329.html
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TLS

iOS supports Transport Layer Security (TLS v1.0, TLS v1.1, TLS v1.2) and DTLS.
It supports both AES-128 and AES-256, and prefers cipher suites with perfect
forward secrecy. Safari, Calendar, Mail, and other Internet apps automatically
use this protocol to enable an encrypted communication channel between

the device and network services.High—level APIs (such as CFNetwork)

make it easy for developers to adopt TLS in their apps, while low—level APIs
(SecureTransport) provide fine—grained control. CFNetwork disallows SSLv3,
and apps that use WebKit (such as Safari) are prohibited from making an
SSLv3 connection.]
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TLS

The RC4 symmetric cipher suite

is deprecated in iOS 10 and macOS Sierra. By default, TLS clients or servers
implemented with SecureTransport APIs don’ t have RC4 cipher suites enabled,

and are unable to connect when RC4 is the only cipher suite available. To be

more secure, services or apps that require RC4 should be upgraded to use

modern, secure cipher suites.]
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TLS

As of iOS 11 and macOS High Sierra, SHA—-1 certificates are no longer allowed
for TLS connections unless trusted by the user. Certificates with RSA keys
shorter than 2048 bits are also disallowed.]

https://www.apple.com/business/docs/iOS Securi
ty_Guide.pdf

https://support.apple.com/ja—jp/HT207459
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https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://support.apple.com/ja-jp/HT207459
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
https://www.apple.com/business/docs/iOS_Security_Guide.pdf
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Chrome
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http://www.chromium.org/

https://developer.chrome.com/home

https://developers.google.com/web/

https://blog.chromium.org/

https://bugs.chromium.org/

https://groups.google.com/a/chromium.org

https://security.googleblog.com

https://support.google.com/

Firefox
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https://blog.mozilla.org/security/

https://www.mozilla.org/

https://www.mozilla.jp

https://developer.mozilla.org

https://wiki.mozilla.org/

https://kb.mozillazine.org

https://support.mozilla.org

https://groups.google.com/forum/#!msg/mozilla.dev.securi

ty.policy

Safari
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https://www.apple.com/

https://developer.apple.com/

https://support.apple.com
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https://docs.microsoft.com/

https://blogs.windows.com

https://technet.microsoft.com

https://blogs.msdn.microsoft.com

https://support.microsoft.com/

https://developer.microsoft.com

http://download.microsoft.com

https://msdn.microsoft.com

https://blogs.technet.microsoft.com

https://social.technet.microsoft.com

https://www.microsoft.com
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https://blog.mozilla.org/security/
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