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Cisco ASA v 1)—X

AETIE, ASAS512 [TDWTCHAEBELE-HEEFTT,

HEH. Y—/\GIBAZE (L. RSAGIEAE & ECDSA SIBAEN R EARETH D, RSA
56 & ECDSASIBAZ 4R E LIGATEN L L IBERA— MAELRY MADIAEEHREL:
BEX. MADBERS— EHNEMNZHS,6.11TI4I FTORESRENRORAE. $KL1U.6.1.3
BERENBRLERENS FSA UTOREEREDESDRE - 9411, RSA
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6.1.1. T7# I FTOBESHRENBDORE

# 6.1.1-1 BEREANR (T74ILEF)

® CipherSuite ;#ZRE % E

FEEAEESRTEL:

S[BAZE & ECDSA L

Zakran ZJokaLEeRiR CipherSuite BEiR B SEHE CipherSuite #
tls1.2 ON H—/\ 21
tls1.1 ON F—N 5
tls1.0 ON H—/\ 5
sslv3 REART — —
sslv2 XA — _
® Cisco ASA5512 THAMEELES XA —

id IANA RE2 & # #l ﬁ;:f;ﬁ Uel2 | Ustd | us1O | ssh3 | saiv2
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A A 1024bit ON:19 ON:3 ON:3 OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_CBC_SHA D D 1024bit ON:17 ON:1 ON:1 OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A A 1024bit ON:15 OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D D 1024bit ON:7 OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 B A A 1024bit ON:11 OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 o D D 1024bit ON:3 OFF OFF OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 ABN ABN secp256r1 ON:13 OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 D&M D&M secp256r1 ON:5 OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ABin ABin secp256r1 ON:14 OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 D&M D&M secp256r1 ON:6 OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 REMN ABi ABi secp256r1 ON:9 OFF OFF OFF OFF
0xc0,0x2¢c TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 [i=h| D&M D&M secp256r1 ON:1 OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 REN ABN ABN secp256r1 ON:10 OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 & D&M D&M secp256r1 ON:2 OFF OFF OFF OFF
0x00,0x02 TLS_RSAWITH.NULL SHA — oFf | oFfF OFF oFf | oFf
0x00,0x04 TLS_RSA_WITH_RC4_128_MD5 -— OFF OFF OFF OFF OFF
0x00,0x05 TLS_RSAWITH.RC4_128_SHA G — OFF | OFF OFF oFf | oFf
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H -— ON:21 ON:5 ON:5 OFF OFF
0x00,0x2f TLS_RSA_WITH_AES_128_CBC_SHA B B -— ON:20 ON:4 ON:4 OFF OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E -— ON:18 ON:2 ON:2 OFF OFF
0x00,0x3c TLS_RSA_WITH_AES_128_CBC_SHA256 B B - ON:16 OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E -— ON:8 OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 B B -— ON:12 OFF OFF OFF OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 E E -— ON:4 OFF OFF OFF OFF
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Xtls1.2~sslv2 HNNET OFF: T 74 /L b CIXREFREIZHE > TULWVEWWES R4 — k,
® Extension

name id tls1.2 | tls1.1 tls1.0 sslv3 sslv2
signature_algorithms 13 | FEXtG | — - — —
heartbeat 15 | i Xt it po i - -

6.1.2. ESBREHEZORE

A =l = DIWACEE WL =}

A) ASDM L WS ERAREY—/ILTHREE®EICAY 4 > L. (1) Configuration— (2) Device
Management— (3) Advanced— (4) SSLsettings %% 'J w4 LT, (5) SSL settings Bl %
=TT B,

@ Hume (1) ierivs () save Q¥ Fetresh ) Back () Forward | P Helo (5) ‘cisco’

E Device Management o 1 Gonfiguration > Device Management > Advanced > SSL Settings [m)
o DNS -
il D I . 5
G|l (3) Configure 531 parameters. These parameters affect both ASDM and SSL WPN acoess
o [5-13 sdvanced
o . e .
g Embedded Event Manager The minimum SSL versian for the security appliance to negotiate as a “server” .TLS V1 hd
E HTTP Redirect The minimum SSL version for the security appliance to nesotiate as a “client™ | TLE W1 -
Histary Metrics r E
Ditfie-Hell o b d with S5L: Gi 2 - 1024-bit madul -
1 1Put Neighbor Discovery Gache iffie=Hellman eroup to be used wi . roup. it madulus
i‘ Master Passphrase ECOH eroup to be used with S50 Group19 - 266-bit EC -
Priority Clueue £ .
& Fule Engine Encryption
S i (4) (2) Gipher Version Gipher Security Level Gipher Algorithms/ Gustom String Edit
T Default All MULL-SHA DES-CBC-SHA RG4-MDS RG4-SH..
TLEVI all NULL-5HA DES-CEC-5HA RC4-MDE RC4-EH..
E‘) Device Manszement TLSW1 All DES-GBG3-5HA AES128-5HA DHE-RSA-AEST
TLEW1.2 All DES-CBCGI-SHA AES128-5HA DHE-RSA-AEST.
&)Deme o DTLEW all DES-0BGI-SHA AES128-SHA DHE-RSA-AEST.
€ Fromal
25 Bomote Acoess VEN
o Server Name Indication (SND -
2 Site-to-Site WP

B 6.1.2-1 SSL Settings E#E-1

B) (6) The minimum SSL version for the security appliance to negotiate as a “server’] @ (7)
TWEGUAZa—hs, BPZLEzWWNAN—=23 0 E0 70 FaLEEIRT 5,
SEIRLE-TO FaLUEKRBON—2D 3 VIXFERSIAEL,
$¥SSLv2 & SSLv3 [EfERAT,

Configuration > Device Management > Advanced > 551 Settings O
Configure 551 parameters. These parameters affect both ASDM and 551 WPN access. (6) i
IThe minimum S5L version for the security appliance to neeotiate as a “server” ?LS Ml - I
The minimum S5L version for the security appliance to neectiate as a “client™ :TLS W v:
Ditfie-Hellman group to be uzed with S5L: :Group2 = 1024-bit modulus v: 1
ECDH eroup to be used with SSL: Group19 - 256-bit EG =
Encryption
Cipher Werzion GCipher Security Level Gipher Algarithms/ Custom String Edit
Default Aall MULL-5HA DES-CBG-SHA RC4-MDE RC4-SH..
TL3W All MULL-5HA DES-GBGC-3HA RC4-MD5 RC4-SH..
TLSW11 Aall DES-CBG3-5HA AES128-SHA DHE-RSA-AEST..
TL3W12 All DES-CBCG3-3HA AES128-SHA DHE-RSA-AEST..
DTLSW1 Aall DES-CBEGS-5HA AES128-SHA DHE-RSA-AEST..
Server Name Indication (SNI) =

Apply
B 6.1.2-2 SSL Settings El@ (FA kaj) -1
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Configure SSL parameters. These parameters affect both ASDM and S5L VPN access. (7)

The minimum S5L version for the security appliance to negotiate as a “zerver™ FLS W -
The minimum S5L version for the security appliance to negotiate a= a “client™ tg 3: .

Diffie=Hellman eroup to be used with S5L:
ECDH eroup to be used with SSL Group19 - 256-bit EG =

B 6.1.2-3 SSL Settings EME-2

C) J/EMNETLRES (8) lApplyl RE VEWT LTEREZERAT 5,

Gonfiguration > Device Management > Advanced > 551 Settings O
Configure 551 parameters. These parameters affect both ASDM and 550 VPN access. -
The minimum S5L version for the security appliance to negotiate az a “server”: :ETLS W12 v:

The minimum S5L wergion for the security appliance to neectiate as a “clisnt™ :TLS W v:
Diffie—Hellman eroup to be used with S5L: :Group2 = 1024-bit modulus v: 1
ECDH eroup to be uzed with S50 Group13 - 256-bit EG =
Encryption
Gipher Werzion Gipher Security Level Cipher Algorithmss” Custom String Edit
Default Al WULL-5HA DES-GBC-SHA RCG4-MDE RC4-SH...
TLSW1 All MNULL-5HA DES-GBC-SHA RG4-MDE RG4-SH...
TLEW 11 Al DES-CBC3-3HA AES123-SHA DHE-RSA-AEST..
TLSW1.2 All DES-CBGS-5HA AES128-SHA DHE-RSA-AEST..
DTLSWVI Al DES-CBCS-5HA AES128-5HA DHE-RSA-AEST.
Server Name hdication (SND) =

(8) I[ Apply l[ Rezet ]
B 6.1.2-4 SSL Settings El@ (FQ kajL) -2

HEMNTETLE-OEELED (9) lSave] RAVEBRTLTHREZRET 5.

@] Homem D Maoni (9) Q Save k.‘ Refrezh o Back '\_) Forumard 3) Help

El Device Managemeant o B Gonfiguration > Device Management > Advanced > S5 Settings

i 6.1.2-5 SSL Settings E@ (70 kaJL) -3

Il EESZA—FDHRE

A) 6.1.2..A TR L1z [SSL Settings] BIE® (1) FEncryption] T (2) %5 L =L\ [Cipher Version |
£BRL. (3) TEdit K5V ERTT 5, o

(@) Home | 9 Ganfisuration| 7] Monitoring | () save Q¥ Retrech | Q) Back () Fornare | D bl cisco

E| Device Manage ment a B Configuration > Device I, > Advanced > SSL Settings a
b DNS -
E REST AFL Agent Gontigure SSL parameters. These parameters affect bath ASOM and SSL WPN acoess i
- || =18 Advanced
< T tRe
] ! Embedded Event Manager The minimum S5L version for the security appliance to neeotiate as a “server”: | TLS W1 L
El b HTTP Redirect The minimum SSL version for the security appliance to nesotiate as a “client”: | TLS W1 -
5 History Metrice g
Diftie-Hell to b d with SEL: G 2 - 1024-bit madul -
st IPuf Meighbior Discovery Gashe iftie-Hellman eroup to be used wi roup. it madulus
b i‘ Master Passphrase EGDH group o ke need with S5L: Group 19 - 266-bit EC -
& Priority Queue E - ( 1 ) (3)
- --00 Rule Engine Encryption
ad Balancing Cipher Version Cipher Secur ity Level Gipher Algarithms/ Custom String I T |
= s Detault All NULL-5HA DES-CEC-SHA RC4-MDE RC4-5H
TLEV1 (2) All NULL-SHA DES-CBC-SHA RC4-MD5 RC4-SH.
El) Device Management TLEW11 All DES-CBCI-5HA RESWZE-SH DHE-FEA-AE!

&) Device Setup
% Firewall

f)}_ Bemoate Access WPN

Server Name Indicatian (SNI) -
6.1.2-6 SSL Settings Hi (BESX4M4—Fk) -1

(}-"_ Site-to-Site VPN
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B) (4) TConfigure Cipher Algorithms/Custom String] BEIEMNRTKTEN DD T, (5) SSL cipher
security level] @ (6) FILE U A =—a—mi [Custom] Z:&INT 5,

F B
@Conﬁgur& Cipher Algorithms/Custom Stringl (4) ) — — - - ﬁ
S5L cipher version:  (5) TLEW12 (6)
ISSL cipher security level: I

Cipher aleorithms/custom strine: i AES2hE-5HA2ZEE DHE-RSA-AES2BA-5HA2GG

[ (0] 4 ] [ Cancel ] [ Help ] |

B 6.1.2-7 SSL Settings Bl (BHEXSL—F) -2

C) (7) TCipher algorithms/custom stringl #&IZ{EHA L f=L\MEFS XA — KEICAA LTz (8) TOK]
REVERTS B,

[ Configure Cipher Algorithms/Custom SEring. . s & S | |
5L cipher verzion: TLEW12
S5L cipher security level: (7N :Oustam =

IGipher algorithme/custom strine: | ARASAAAA-AAAARA BEBEBE-BBEBBEE COCCCC-GC-COCC-G0G DDDDDD[I

(8)
I Of ] [ Cancel ] [ Help ]

B 6.1.2-8 SSL Settings HiEm (EEX4M4—F) -3
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D) BREMNTET L5 (9) MApply] RE VERTLTERZERT %,

Configuration > Device Management > Advanced > S5l Settings O
Configure S5L parameters. These parameters affect both ASDM and SSL VPN access. i
The minimum S5L version for the security appliance to neegotiate as a “server™: |15 W12 P
The minimum 551 verzion for the security appliance to neectiate as a “client™ | TLS W1 -

Diffie=Hellman eroup to be uzed with S5L: Group? = 1024-bit modulus - ]
EGDH eroup to be uzed with S5L: Group 19 - 266-hit EC -
Encryption
Cipher Verzion Cipher Security Level Cipher Algorithmss” Custom String Edit
Default All MNULL-5HA DES-GBC-SHA RG4-MDE RG4-SH...
TLEW1 Al NULL-5HA DES-CBC-SHA RG4-MDS RC4-5H...
TLSW 1.1 All DES-CBGS-5HA AES128-SHA DHE-RSA-AEST..
TLEW1.2 All DES-CBECGS-5HA AES128-5HA DHE-RIA-AEST..
DTLSW All DES-CBCS-3HA AES128-SHA DHE-RSA-AEST..
Server Name Indication (SNI) =

(9) || Apply I| Reset |
6.1.2-9 SSL Settings B (BE&XSL—F) -4

BREMNETLEOERELED (10) TSavel R4 VT LTHREEZRET %,

% Homem D Mc(10) Q Save I@ Refresh e Back \__.JJ Forward 2 Help

Device Management o B Gonfiguration > Device Management > Advanced > 55L Settings

B 6.1.2-10 SSL Settings EI& (B2 R4 — k) -5

lll. DH/DHE. ECDH/ECDHE O#ENDETE
DH/DHE, ECDH/ECDHE M#KENHREIL 6.1.2..AK 6.1.2-1 SSL Settings BE-1 (ZTHREA
RETH D,
(11) TDiffie-Hellman group to be used with SSL| Tl& DH/DHE O EMNFZEREBETHY . (12)
FECDH group to be used with SSL| Tl& ECDH/ECDHE DBEMNXERETH D REBIL
E 6.1.2-11 SSL Settings BEiE (BFEX4M4— k) -6 SH]),
REFRLGRREILUTOEY,
Diffie-Hellman group to be used with SSL :
['Groupl - 768-bit modules |
[Group2 - 1024-bit modules] (T 7+ JL k)
'Group5 - 1536-bit modules |
[Group14 - 2048-bit modules, 224-bit prime order |
['Group24 - 2048-bit modules, 256-bit prime order |
ECDH group to be used with SSL :
[Groupl9 - 256-bit EC] (T 74 JL )
[Group20 - 384-bit EC |
[Group21 - 521-bit EC|
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Configuration > Device Management »> Advanced > 551 Settings ]

Configure 551 parameters. These parameters affect both ASDM and 551 VPN access. a
The minimum S50 version for the security appliance to negotiate as a “server™ LS W1 P w
The minimum 551 version for the security appliance to neeotiate az a "client™ | TLS W1 -
(1 1 ) IDiffie—HeIIman group to be used with S5L: Group2 — 1024-bit modulus vl N
(12) [ECOH eroup to be used with S50 Group 19 - 256-bit EG = |
Encryption
Cipher Version Cipher Security Level Cipher Aleorithmsy Custom String Edit
Default All NULL-SHA DES-CBC-SHA RC4-MDE RCG4-SH..
TLEW1 All MULL-5HA DES-GEC-SHA RS4-MDE RCG4-5H..
TL3W11 All DES-CBC3-3HA AES128-SHA DHE-RSA-AEST.
TLSW1.2 All DES-CBC3-5HA AES128-SHA DHE-RSA-AEST..
DTLSW Al DES-CBC3-3HA AES128-SHA DHE-RSA-AEST .
Server Mame Indication (SN <
Apply Rezet

6.1.2-11 SSL Settings EifE (BEHEXAL—F) -6

V. Y—N\I 5S4 7> FOEBEIBEDETE
BETH—/I\BETHY., EETEHL,

V. BEXAM— DOBEIELDERE
6.1.2.1.LB, C & [E#k. TSSL cipher security level] D FILEF I A 21—, i5 [Custom] Z3&ER
L. TCipher algorithms/custom string] #ICEBEIBEZDIEIZEERX A —EANT S,

VI. Extension DE
BREAHEL L,

MEEBAZE(ZDUVT

FEBAZE (L RSA FEBAE & ECDSA FSEBAZE N A V7R— FA[EETH 5,

F1-. ECDSAGIBAZNAHERTET SI5E(X. FRE LTz ECDSAGIBAZ L HhHhE T, #BICTUA
VA R—ILENTWS RSAGIBAZELAME LS,

6.1.3. BERERNBRLETELA FSA VTOREEREDESDRAE - 9
6.13.1. 5tF*xa )T+ H

DOEERA—FEEEMIZRELLBVAR, 8LV, OEERAM — 2 EFMIZHRET HAEICEK
Y, BREHA FSA0DF X1 T BIIERE (B 35IEMATES,

® ZFabranns—Lay, SRS — b, DHIDHE, ECDH/ECDHE D@ EMNE - L H/EH A K
FAVDHREERICEML TS EBRDNLSERE (BSAM— FZEFBHISHRE LEVEE)
A =l N BRSSO Y
6.1.2-3 SSL Settings EIE-2 M 'minimum SSL version for the security appliance to negotiate
as a“server’] TTLSV1.2 #&RT 3%,

. EBSRA—Fhk
6.1.2.11LA T TLSV1.2 Z:#{R L T. 6.1.2.1.C @ lCipher algorithms/custom string] #IZ. LLT®D
XFINEHET B,

AESGCM!KRSA

lll. DH/DHE. ECDH/ECDHE DO##&
6.1.2.111.0> TDiffie-Hellman group to be used with SSL| T. Group14 - 2048-bit modules, 224-bit
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VI.

prime order] %:#iR L. FECDH group to be used with SSL| T. Groupl9 — 256bit EC] %:&
RI %,

H—NI 54T FDBEIBLDHRTE
BMETY—/I\BETHY., TETEHL,

BEXA4— FDEBEIBRLDERTE
n EBAA—FCERELEHRIZK S,

Extension DE&E
BETELL,

DDHREEHAL FSA VDREABREDED
Joransn—o3y
=N L,

EERXA— b

=L,

BEFLUTARICEFNIBERA—F 12 @DS55, & 61311 J/EAMNEFSA2ED
=5 (EEFaUT48) @rﬁibﬂﬁmymnt#auTéu—%nl%éaﬁow A
— FDOERNARETH S, EATEEL 6 EDEBEERA — FDEBEIELLIE. REHA FS1 DG
X)) T4 BDIENZERICLTH S,

% 6.1.3.1-1 BREHAKFSA2VEDED (BEXaVT4H)

gn—7 BEAA FSAoDEEFaY T8 (—&)

ﬁ{’; BERA(— FRERE

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 () 1 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (« iB)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (« iB) 2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (« 38)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (« iB) 3 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 ()

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 () 4 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 8 i8)

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 i&) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 8 ;&)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 i&) 6 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 ( 8)

X IW—TADIEEILIETFE.
XEMRNIEBREHAA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE MO E
=N L,

A braMR—2 3>, BEEARA— b, DHIDHE, ECDH/ECDHE DBEMN L > L HB/EHA K
FAUVDOREERICEML TS ERDNESRE BEERXM— FERENIEET 55E)
Joran—oay

6.1.2-3 SSL Settings E#-2 @ ['minimum SSL version for the security appliance to
negotiate as a “server’] T TLS V1.2 #:&RT %,

22—
7°I:I FajnR—232T&I12, B 6.1.2-8 SSL Settings I_IE (BB RXA— k) -3 @ [Cipher
algorithms/custom string] #I<. U TDOXFIZHRET 5. BEER A — FOMEIZIEFAHRR—-X
ERAT %

DHE-RSA-AES256-GCM-SHA384 ECDHE-ECDSA-AES256-GCM-SHA384 ECDHE-RSA-
AES256-GCM-SHA384 DHE-RSA-AES128-GCM-SHA256 ECDHE-RSA-AES128-GCM-S
16




HA256

DH/DHE. ECDH/ECDHE D&

6.1.2-11 SSL Settings Em (BFE X 1 — k) -6 O IDiffie-Hellman group to be used with SSL |
T. Groupl4 - 2048-bit modules, 224-bit prime order] %:#iR L. TECDH group to be used with
SSL| T. lGroupl9 — 256bit EC] #ERI %,

V. Y—n\9 547> FOEBEIERDRE

BETH—/I\BETHY., TETEAHL,

V. BSXSM— FDBEIBLDHTE
LEEBERA— FTERELEERIZKL D,
VI. Extension D&5E
BRETERL,
@ QN/RELHA FSAVORENBLDES
. Jarannsn—L3y

En1 L,
. EBESXA—F

=R L,

EtXa)TARIIEFNIBERAAM—F12BADSH. K 6.1.3.1-2 JBEHA KA EDE

S (EEXaUT«8, BIEE) O TREHIRSAoDEEXI)T+E(—E)IIZHS 6 BED

EERXA— FDERANAIEETH D, FATEEL 6 BOEER S — FDOBEIELIX. REHA KS
A1o0EtX1) T4 2DIEEZERILCTH S,
£ 6.1.31-2 [/EHAFSA2EDER (BEFa T8, BEREE)
H—7 BEAA RS OBEFYTAE (—8) ﬁg BERA— FRERE
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 () 1 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 ()

o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (« iB) 2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (« iB)
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (« iE) 3 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (« ;E)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (3 ) 4 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (3 )

B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( B 1&) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( B 1&)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (3 1B) 6 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (3 1B)

KT N—THOIEETIERE,
KIFMRIEHEAS K4 DT IV—T4&,

DH/DHE. ECDH/ECDHE O E
=Nt L,

6.1.3.2. EtEX1 )T+ B
DBEERSA— FEERMICBELEVAZ. 8L OQBEBERSA— FEERNICHET A HEICL

Y.
Q)

REAAFSAVDEREH 1) T4 BITEKE (B $52EMNTES,

Fakranns—2ay, BEEXA— b, DH/DHE, ECDH/ECDHE DBEA L > L HLBEH A K
FAVDBREERICEML TS ERDNESRTE (BESAM— FEZEREHIZHRE LGEVEER)
Jakan—o3y

6.1.2-3 SSL Settings E#E-2 @ ['minimum SSL version for the security appliance to
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VI.

negotiate as a “server’] T, TLSV1 #E&ET 5,

EERXAM—hk
6.1.2.1.C @ [Cipher algorithms/custom string] #IZ. U TDOXFIHEHRET 5,

TLS V1.2
DH+AES128 ECDH+AES128 RSA+AES128 DH+AES256 ECDH+AES256 RSA+AES256

TLS V11
ALL I3DES

TLS V1
ALL I3DES IRC4 IDES !NULL

DH/DHE . ECDH/ECDHE DO## &

6.1.2.11 B 6.1.2-11 SSL Settings B (S X4 — k) -6 @ [Diffie-Hellman group to be used

with SSL1 T. [Group2 - 1024-bit modulus] ZZE#R L. 'ECDH group to be used with SSL] T,
[Groupl9 — 256bit EC| #:#iRT 5,

H—NIS5AT7 Y FDBEIBLDHRE
BMETCTH—/\EBETHY., TETEALL,

EE5 XA — FDEBEIECLDKRTE
LS RAA —FTERELEHRIZK S,

Extension D% E
HETERLY,

DDBREEREHA FSAVDBRENBLEDES
Jarain—o3y
EnRtL,

BEEXA—F

=07 L,

R 1) TABRCEEFNIBERLM—FMABENDS L, X 6.1.32-1 BEHA FSA42ED

%’\ (HEREX21)T ) OREHARFSAUDOHREX2) T8 (—8) 12H5 20 &
BERAM— FDFERANTIRETH S, FEHTTREL 20 EDREESR A4 — FOEBEBLIERIL, REHA

P%4 VOHREX AT EDIEGRERLTH S,
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% 6.1.3.2-1 BEHA FSA42EDED (HREFLUT )

sn—7 BEHA FS A L ORBLF1UT (B (—8) & BERA— FRERE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 3 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 1 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)

A TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A ;&hn) 7 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A ;&)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&hn) 6 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&n)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A ;&hn) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A s&n)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&hn) 4 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&n)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 10 TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 9 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 8 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 13 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 12 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 11 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

D TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D 3&h0) 17 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D :&hm)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&hm) 16 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&m)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&hn) 15 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&hm)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&hm) 14 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&m)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 20 TLS_RSA_WITH_AES_256_CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 19 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 18 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

XTINW—TADIEEXIETRE.,
MIEMAIIRENA FSA DT IL—T 4,

lll. DH/DHE . ECDH/ECDHE D##&
EZ773 Lo

Jakanrnn—oayv, BS5XAL— b+, DH/DHE, ECDH/ECDHE OBEMNt &1

FAVDOBREFERICZEM L TS LEBONIERTE (BERSM— FEEENICIEET SFE)
. ZFarans—23y

®EHA K

6.1.2-3 SSL Settings E#E-2 ® ['minimum SSL version for the security appliance to
negotiate as a “server’] T, TLSV1 #E&ET 5,
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VI.

EE XA — b
78 kajLs—2 32 T &2, TCipher algorithms/custom string] (2, BEAELGZOBSR A
— rASIEICERET S (KB 6.1.2-8 SSL Settings Bl (BEXA— ) -3 SB), BEAAL—
FORICIEFFEARR—ZEEAT B,
TLS V1.2
DHE-RSA-AES128-SHA DHE-RSA-AES128-SHA256 DHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256 ECDHE-RSA-AES128-SHA256 ECDHE-ECDSA-AES1
28-GCM-SHA256 ECDHE-RSA-AES128-GCM-SHA256 AES128-SHA AES128-SHA256
AES128-GCM-SHA256 DHE-RSA-AES256-SHA DHE-RSA-AES256-SHA256 DHE-RSA-
AES256-GCM-SHA384 ECDHE-ECDSA-AES256-SHA384 ECDHE-RSA-AES256-SHA38
4 ECDHE-ECDSA-AES256-GCM-SHA384 ECDHE-RSA-AES256-GCM-SHA384 AES256
-SHA AES256-SHA256 AES256-GCM-SHA384
TLS V1.2
DHE-RSA-AES128-SHA DHE-RSA-AES128-SHA256 DHE-RSA-AES128-GCM-SHA256
ECDHE-ECDSA-AES128-SHA256 ECDHE-RSA-AES128-SHA256 ECDHE-ECDSA-AES1
28-GCM-SHA256 ECDHE-RSA-AES128-GCM-SHA256 AES128-SHA AES128-SHA256
AES128-GCM-SHA256 DHE-RSA-AES256-SHA DHE-RSA-AES256-SHA256 DHE-RSA-
AES256-GCM-SHA384 ECDHE-ECDSA-AES256-SHA384 ECDHE-RSA-AES256-SHA38
4 ECDHE-ECDSA-AES256-GCM-SHA384 ECDHE-RSA-AES256-GCM-SHA384 AES256
-SHA AES256-SHA256 AES256-GCM-SHA384
TLS V1.1, TLSV1
DHE-RSA-AES128-SHA AES128-SHA DHE-RSA-AES256-SHA AES256-SHA

DH/DHE . ECDH/ECDHE D#&

6.1.2-11 SSL Settings Em (BF&S X 1 — k) -6 @ [ Diffie-Hellman group to be used with SSL |
T. [Group2 - 1024-bit modulus] #;#E# L. ECDH group to be used with SSL] T. Group19
— 256bit ECJ %:EIRT B,

Y—NI 5470 FOBEIRLDFKRE
BETHY—/\BETHY., EETELL,

BEXA—FDOEBEEIBLDETE
LEEBERA — FTERELIERIZKL D,
Extension D

BETEHLY,

QNH/RELEREHA FSA VDBRENBLEDED
JOobrajnN— 3y
EnRtL,

BEXA4—F

=R L,

HRLX 1) TARICEFENIBERA—F64EDS B K 61322 BEHSFI120ED
=7 HEREF21UTAE BIEE) OREHAA A VOHEREELF)TE (&) IS
H5 20 EDESX A — FDERAMNFIEETH 5 ERATREL 20 HDOEES R 1 — FDBEIRGLIE,
BEAAFSAVOHREELX 1T EDIERERLTH S,
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+ 6.1.322 BEHAKRSA2VEDED (HREEXI)T+E., BEE)

sn—7 BEHA K5 OERLF2UT 4B (—8) & BERA— PR
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 1 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 3 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)

A TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&hm) 4 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&h0)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&jn) 5 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&hn)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A s&hm) 6 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&h0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&) 7 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A &h0)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 8 TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 9 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 10 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 11 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 12 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 13 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

D TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D :&hm) 14 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D 3&h0)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&jn) 15 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&hn)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&n) 26 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&hn)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&m) 17 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&hm)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 18 TLS_RSA_WITH_AES_256_CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 19 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 20 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

X IN—TADIEEXIETRE,

KIEBMRIEESA FS1 DT IV—T4,

DH/DHE. ECDH/ECDHE D E
En1EL,

6.1.3.3. X1 U T 14 PIsE
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6.2. F5R*y kT —U X BIG-IP ¥1)—X

AETIL., BIG-IP3900 [TDWTHABL-#HRE TS,

HmEH. Y—/\GIBAZE(L, RSAGEBAE & ECDSA SIFAEMN R EARETH S, RSAFIAEZHREL T
5E& & ECDSASIBAZ 4R E L-IGATEN L L IBERA— MAELRY MADIAEZHREL:
BEX. MADBERS— ENEMNZHS,621TI4I FTORESRENRTDORAE. $KLU.6.23
BERTEABREREHS FSAVTOREEREDESDRE - 9471, RSA FEBAEZ & ECDSA &F
BEDHAERE LIGEICOWTEET %,

6.2.1. T74 I FTOBESHRENBDORE

% 6.2.1-1 BERERNE (T74ILE)
® CipherSuite ;#ZIRB % HE

Jaran FOorajLEER] CipherSuite EEIREBESCIE CipherSuite ¥

tls1.2 ON H—/\ 21
tls1.1 ON H—/\ ]
tIs1.0 ON H—/\ 9
sslv3 OFF — 0
sslv2 EREAT — —
® BIG-IP3900 CERARIRELES XA/ — b

id IANA A2 = i3 ol g%f;( tls1.2 tis1.1 tls1.0 ssiv3 sslv2
0x00,0x18 TLS_DH_anon WITH_RC4_128_MD5 - OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA H 1024bit ON:7 ON:3 ON:3 OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A A 1024bit ON:6 ON:2 ON:2 OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_CBC_SHA D D 1024bit ON:4 ON:1 ON:1 OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA_128 CBC_SHA A A -— OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A A 1024bit ON:5 OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D D 1024bit ON:3 OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA_256_CBC_SHA D D - OFF OFF OFF OFF OFF
0x00,0x9%¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 B A A 1024bit ON:2 OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 o D D 1024bit ON:1 OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA C & C & - OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA _WITH_AES_256_CBC_SHA Fi&mn FiBmn - OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 Ci&mn Ci&fn - OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Fi&mn Fi&mn - OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 C & C & - OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 Fi&mn Fi&mn - OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA _WITH_AES_128_ CBC_SHA ABhN ABhN - OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA D& D& - OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES EDE_CBC_SHA secp256r1 ON:21 ON:9 ON:9 OFF OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA ABhN ABhN secp256r1 ON:20 ON:8 ON:8 OFF OFF
0xc0,0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA DRV DRV secp256r1 ON:18 ON:7 ON:7 OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA _WITH_AES_128_CBC_SHA256 ABhN ABhN - OFF OFF OFF OFF OFF
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6.2.2. BERELHEORAE
. ZaraLns—23 nIEE
A)

id IANA 2 = # # “;ff;( 12 | tel1 | ts10 | ssiv3 | ssiv2
0xc0,0x24 TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384 DRV DRV - OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 A BN A BN secp256r1 ON:19 OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 D& D& secp256r1 ON:17 OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 A& ABin ABin - OFF OFF OFF OFF OFF
0xc0,0x2¢c TLS_ECDHE_ECDSA _WITH_AES_256_GCM_SHA384 aBhn DiEfn DRV - OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 e =h| ABH ABH secp256r1 ON:16 OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 agBin D1=Y) D1=Y) secp256r1 ON:15 OFF OFF OFF OFF
0x00,0x04 TLS_RSA_WITH_RC4_128 MD5 - OFF OFF OFF OFF OFF
0x00,0x05 TLS_RSA_WITH_RC4_128 SHA G -— OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H - ON:14 ON:6 ON:6 OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_ CBC_SHA B B - ON:13 ON:5 ON:5 OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E E - ON:11 ON:4 ON:4 OFF OFF
0x00,0x3c TLS_RSA_WITH_AES_128_ CBC_SHA256 B B -— ON:12 OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E -— ON:10 OFF OFF OFF OFF
0x00,0x41 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA B B - OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA_WITH_CAMELLIA 256_CBC_SHA E E - OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 B B -— ON:9 OFF OFF OFF OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 E E -— ON:8 OFF OFF OFF OFF
¥tlsl.2~ssv2 M ET OFF: T 74 )L b TIXRERREIZHE > TULWVEWWEERX A —k
® [Extension

name id tls1.2 tlsi1.1 tls1.0 sslv3 sslv2
signature_algorithms | 13 | JExtis | — — — —
heartbeat 15 | gExtis | IExtS | FEXIS | — —

75 94 T BIG-IP Configuration Utility [CA %4 > L. (1) Local Traffic— (2) Profiles— (3)

SSL— (4) ClientZ4 Yy LTFA7274IL—E%ERKRL. (5) IWEFIL Profile ZEIRT

%

XKTOT7ALTIE, REY—NTEFS T4 9P ZEDLSICNETINEERT .

RBEH—NT7 LR -R— b, HENLOHRAESINTINS HTTP-SSL 070774 L.,

SNAT E%#1EE T %,

KBIZESSL TAT7AILTRHLMNEHABEINTINSY T4 72 TR T 74 JL(clientssl)

WY —T 077 A JL(serverss)) &:&IRT 5,

TOT7F7AINER—RI[ZHRETAXT B,

Local Traffic » Profiles : §SL : Client

[ wan | Hep [ Avou

M Statistics 14 - | Semvices ~ | Persistence Protocol hd v | Authentication v | Other =2
Cg i i B [Cieae_]
;] Wizards ‘ - Name + Application + Parent Profile ‘ + Partition / Path
clientss! {none) Common
( 1 ) I[tﬁ LoCHPRING I [J clientssk-insecure-compatible clientss! Commen
- test SSLProfile (5) Slohice Common
[ test_webserver_crt_SSLProfie clientss| Common
(2) ——

Services

. (3)

Pools

Nodes

E

Cther

Monitors
Traffic Class Cerfificate Authority
SNATs

SSL Certificate List

DNS Express Zones

DNS Caches

6.2.2-1

Jan

4—

Ji
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B) TO/NT 4 REEED Option T, (6) MEZHMNTEHF v IRy I XEEIRL. Available
Options #MD—EmM 5 No SSLv2, No SSLv3. No TLSv1 %:#RL T. (8) Enable R%2 > #{EMH
LT (7) Enabled Options f#~EML TEMIZT 5, BT HFEIEL (9) Disable R2 > T
Enable Options ##h 5 HIERT 5,

Main I Help I About

/o=y statistics

E iApp

Local Traffic » Profiles : SSL:Client » test_webserver_crt_SSLProfile

1+ + | Properties
—

General Properties

QJ Wizards Name test_webserver_crt_SSLProfile
Partition / Path Common
Em Local Traffic
Parent Profile clientssl :
MNetwork Map
jon: [Advanced [+ custom "]
Virtual Servers EC s ance

Profiles Certificate test_websenver :
iRules Key test_webserver .

Pools Pass Phrase [eaneacanee ]
Nodes
Confirm Pass Phrase I ----------
Monitors
Chain None ]
Traffic Class
DEFAULT
SNATs |
Ciphers
SSL Certificate List
DNS Express Zones ( )
Options Options List. : 6
DNS Caches
Enabled Options

| Dentinsert empty fragments

oo -
of (9) |
ptions List Disable

Rvaatie Options

@ WAN Optimization ( 7 )

[ Access paiicy

Device Management

TS TOMIETK 0T T =
Hetwork No TLSv1

PKCS1 check 1
Systam PKCS1 check 2 @

Netscape® CA DN bug workaround

(8) Enable I """"""""""""""""""""""""""""
B 6.22-2 FOATR&KET (FO0FaLnR—Tay)

. BSXA4—FOETE
A) TONT 4 REEE®D Ciphers I, OpenSSL RETHEER M — b EIEET 5,
3¥) OpenSSL Rt & &, OpenSSL @ ciphers A< > ROREEIZLE=AL, FEESNE=XFEF &
BEESNEESZTRALS,
{5 : ALL:IMD5
£ : https:/lwww.openssl.org/docs/manl.0.2/apps/ciphers.html
I Main &l& Local Traffic » Profiles : SSL : Client » New Client SSL Profile...

/ey Statistics
General Properties
D nwo — [esseroe
@J Wizards Parent Profile
) vocal Traffic Configuration: Custom
Network Map Certificate
Virtual Servers Key
Profiles Pass Phrase
IRules Confirm Pass Phrase
Fools Chain
Nodes SGCM: 'kRSA: 'aDH: 'aD8S: 'aNULL: !:
Manitors Ciphers
Traffic Class lnT( >
SNATS Cptions
SSL Certificate List Proxy SSL O
DNS Express Zones ModSSL Methods O
DNS Caches Cache Size [262144  sessions
) - Cache Timeout [Soeciv T~][600  seconss
@ WAN Optimization
Alert Timeout [10 seconds
B Access poticy Handshake Timeout [Specity T~[[10  seconds v

6.2.2-3 FONRT+REET (BESXSL—FK)
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IIl. DH/DHE. ECDH/ECDHE MK DKE
BEAZEGL,
DHE M##&K(E. BIE T 1024bit TdH 5,
ECDHE D&%, BEIE T 256bit(secp256r1) T#H %

V. 5—n\9 547> FOBEIBEIDRTE
BETH—/I\BETHY., TETEHL,

V. BERXM—FDEXIELRDETE
NEEAA—FDRETHREL-HERICK S,

VI. Extension D& E
BREAEGL,

6.2.3. BERERNBRLEBTELA FSA VTOREEREDESDRAE - 9

6.23.1l. 5tEF*xa )T+ H

QEEBERA— FEEAMICHETIAEICEY . REHA RS/ 0DEEF1 YT+ BIZHKRE (8
W) $HIENTES, EL. EC R (BAMBEENSFENIBERM— L) OHHRELS
BIZR 5,

@ Fabrarns—3y, BEXAS— k. DH/DHE, ECDH/ECDHE OBEHN L - & HBEHA K
SAVDREERICENL TS LEBONLERTE BEEXM— FZEFNICHRELEVAR)
R = I N B VARG
6.2.2-2 JONT4HBEE®(ZIAO Fa)L/NA—2 3 ) T.No SSLv2.No SSLv3. No TLSv1.
No TLSv1.1 ZH&%*hZ9 %,

Il BSRA—hk
6.2.2-3 TANTREEEE (BESXA—F) O Ciphers I, UTOXFINEHRET B,
AES-GCM:!ADH:IRSA

lll. DH/DHE, ECDH/ECDHE DK
BEAEG L,
DHE MO # & XBEE T 1024bit TH S,
ECDHE MK (XBEE T 256bit(secp256r1) T#H % o

V. Y—N\I 547> FOEBEIERDIRE
BETH—/I\BETHY., EETEHL,

V. BERXM—FDELIELEDETE
ILEEERA—FCHRELEERIZK S,

VI. Extension D& E
REAELTL,

@ DDBEEBEHA FSAVDOBERNBRENDES
Jaran—o3y
EntL,

. BBERA—Fk
E=EnHY,
BEXaAa)TABIIEFNIBEERAM—F12ENDS B . %K 6.23.1-1 BREHAFSAVEDE
S (BEEXFIVTAE) OIR/REHARSAUDEEXLIYT AR (—8)] 2HD 6 BAOES
25



A4 — +DERALTETH D,

f=f2L. ECDH ABRATELLV O, BSEFa VT4 BICEFIGL 2 ABOBSA(A— FYE
Fnd, EATRELT 6 ADESRASA—rE REHA FSM0DEEF1VTAE (81 D
BEIELDEWNE, K 62311 BREHALIA2EDES (BEF2VTAE) OEBYT
Hdo

£ 6.23.1-1 BEHSAFSALEDED (BEXFLUT4H)

Th—7 | BEAAEIASOBEEAUTH () BE | B §2 21— FRERE
TLS_DHE_RSA WITH_AES_256_GOM SHA384 (@) 8 | TLS_DHE_RSA WITH AES_256 GOM SHA384 (a)

o TLS_ECDHE_ECDSA WITH_AES_256_GOM SHA384 (a &) 4 | TLS_ECDHE ECDSA WITH_AES_256_GOM SHA384 (o i&AD)
TLS_ECDHE_RSA_WITH_AES_256_GOM SHA384 (a i&D) 3| TLS_ECDHE RSA WITH_AES 256 GOM SHA384 (a i&AD)
TLS_DHE_RSA WITH_AES_128_GOM SHA256 () 2| TLS_DHE_RSA WITH_AES_128_GOM SHA256 ()

8 TLS_ECDHE_ECDSA_WITH_AES_128_GOM_SHA256 (8 &) 1| TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256 (B 3&7n)
TLS_ECDHE_RSA_WITH_AES_128_GOM_SHA256 (8 i&/m) 7 | TLS_ECDHE RSA_WITH_AES_128_GOM_SHA256 (8 &)
;’tff': FIAYOBEXVTARIEESLBUMS | o | g Eopy_ECDSA WITH AES_128_GCH_SHAS6

- 5| TLS_ECDH_ECDSA_WITH_AES_256_GOM_SHA384

V1.

KEEHA FIA0DEEF1) T4 (—8) REDORBEIRMADELIELISIETRE
KIEWRIEESA FS1 DT IV—T4,

DH/DHE. ECDH/ECDHE DO E
DHE MO#EE A 1024bit TH 5,

A brauns—o 3y, SRS — b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHIF
FAVDOBREERICZER LTS LBHONELEBTE (BEXSM— FEEKRNICRET 5FE)
JakralnN—3y

6.2.2-2 TONTAHREETm(FO F3J)L/A—2 3 ) T.No SSLv2.No SSLv3.No TLSv1,
No TLSv1.1 #&#IZT 5,

ESAA—

6.2.2-3 TANTIREEE (BBSXA—F) O Ciphers 2. LTOXFIEZHRET 5.
DHE-RSA-AES256-GCM-SHA384: ECDHE-RSA-AES256-GCM-SHA384:
ECDHE-ECDSA-AES256-GCM-SHA384: DHE-RSA-AES128-GCM-SHA256:
ECDHE-RSA-AES128-GCM-SHA256: ECDHE-ECDSA-AES128-GCM-SHA256

DH/DHE. ECDH/ECDHE D# &

BREAEEL,

DHE D # K (XBL%E T 1024bit TH B,

ECDHE O#KI(IBELTE T 256bit(secp256r1) TH S,

H—NIS5A4T7 Y FOBEIBLDRTE
BMETH—/I\BETHY. TETEHL,

EERAM — FDELIERDETE
ILEEBERA— FTERELIERIZKL D,

Extension D% E
BREAET L,
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@ QNBELHREHA FSAVDBERNEREDNDES
. Zabrann—3y
EnEL,

. BEXAM—Fk
=271 L,
SEXaUTABIIEFNIBERM—FL2EANDS B . %K 62312 BEHA LS4 EDE
7 EeXFa2UT4E BIEE) O EZEAARFSAo0EEF1 )T (—E)) 2HS
6 EDEERA— FDFERNARETH S, FRATEEL 6 EDREER A — FDEBEIBLLIE., SREH
142008 EF2)T+EDIERZERILCTH S,

£ 6.2312 [/EHAERFSA2EDER (BEFaUT48, BEREE)

Th—T | BEAAFSALOBERIUTE (—8) BE | or BERA— FEERE
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 («) 1 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 («)

o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 («:&#0) 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 («:&#0)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 («iBfN) 3 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 («iBfN)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (B ) 4 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (B )

B TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (B 3&#hn) 5 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (B 3&#fn)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (3 :&#m) 6 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (3 3&#m)

KEBEHA FSAoDEEF1) T4 (—8) REDOREBEIRLADELIELISIERE
KIBMANIHREAA K5 0DTIL—T4,

lll. DH/DHE, ECDH/ECDHE D&
EZ7HY
DHE 2R 1024bit TH S

6.232. ¥Rt T+ B
DEERSA— FEERMICBEELLRVAZ. 8L, QEBERS — FEEARMICHET A 5EICL
Y, BEHA RSAUDOERE X1 TARICHTE CER) $E32EMTES,

@ Jararn—ay, BEEX4M4— b+, DH/DHE, ECDH/ECDHE OBEME & LBEHI K
FAVDBREERICEML TS EROLNERTE (BERXM— FE2EEMICERTE LEVAR)
. ZFAakranN—ay
X 6.2.2-2 JONTREBE®@ (7O F3)L/A—232) T, No SSLv2, No SSLv3 ZH%
129 %,

. BEESXA4—Fhk
K 6.2.2-3 JONTAiREEE (BSXA—F) O Ciphers . UTOXFEINEHRET 5.
SHA256:SHA:SHA384:!ADH:!3DES:!RC4:!DES

lll. DH/DHE. ECDH/ECDHE MO# &K
BEAEGL,
DHE QO ## K (& 1024bit TH B,
ECDHE MK (& 256bit(secp256r1) T#H 5,

V. $Y—N\I 547> FOEBEIBEDETE
BETH—/I\BETHY. TETEHL,

V. BEXM—FDELIEREZDETE
EESRA—FTCHRELEKBRIZK S,
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VI.

I —1

Extension D E%E
BREAEGL,

DDBREEREHA FSAVDBRENBLEDED
Jarain—o3y
EnNtL,

EE XA — k

EZ57% L,

WELF 1) TARICEFNIEERI—F64ENDSI B K 6.232-1 REHA KSA2ED
E5 HEREX21UTAE) O TBEHIRFSAUOHEREF1Y TR (—8)) 12H5 34
BEOESRA— FOFEANTETH D, ERATHEL 34 BOBERXA—FEREHA K510
WREX1U TR (—5) OBEIELZOENE. & 6.23.2-1 BEHA KA EDES

BExXa)748) OEBEYTHS,
% 6.232-1 B/EHAFSALEDED HERELFL)T4H)

IL—F | BEALESAORREEAITIE (—H8) BE | BERA— FRERE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 20 TLS_DHE_RSA_WITH_AES_128 _CBC_SHA (A)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A) 25 TLS_DHE_RSA_WITH_CAMELLIA_128_CBG_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 8 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 7 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&) 19 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA (A 3&#n)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&/n) 18 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&40)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A ;&hn) 6 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (A :&h0)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A &h0) 5 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A &)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A ;&hn) 4 TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 (A :&h0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&hn) 3 TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (A s&#hm)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 22 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 12 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

B TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 26 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 11 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C :&#m) 21 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C i&/n)

C TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C i&mm) 10 TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256 (C ;&#h0)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C 3&hm) 9 TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C ;&hm)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 15 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 1 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) 23 TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 31 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

b TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&fm) 14 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&#m)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D ;&m) 13 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (D i&jn)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D 3&h0) 30 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D s&hm)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&hn) 29 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 (D ;&#hm)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&h0) 28 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D :&hm)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&hn) 27 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (D s&#hm)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 17 TLS_RSA_WITH_AES_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 2 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

E TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 24 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 34 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F :&#m) 16 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F i&/m)

F TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F ;&hm) 33 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F :&hm)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F :&mm) 32 TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F s&40)

KEEHA FSA VDHEREEF1 T4 (—H)

KIFMASIHREAAS K5 vDTIL—T4,
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VI.

DH/DHE. ECDH/ECDHE D E
En7EL,

A brauns—o3y, BB AAL— b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHIF
FAVDBREERICEML TS ERDOLNSERTE (BERXM— FE2EEMICRET 55%)
Jokrann—oay

6.2.2-2 TONTAHEE® (FA FaJ)L/N—232) T, No SSLV2. No SSLv3 =B %)
129 %,

ESAA—F

6.2.2-3 TANT A REEE (BBSRX4A4—F) O Ciphers#IZ. UTOXFIEHRET %,
DHE-RSA-AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-RSA-AES128-SHA256:DHE-RS

A-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES128-CBC-SHAEC

DHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-GCM
-SHA256:ECDHE-RSA-AES128-GCM-SHA256:AES128-SHA:AES128-SHA256:CAMELLIA128-
SHA:AES128-GCM-SHA256:ECDH-ECDSA-AES128-SHA:ECDH-ECDSA-AES128-SHA256:E

CDH-ECDSA-AES128-GCM-SHA256:DHE-RSA-AES256-SHA:DHE-RSA-AES256-SHA256:DH
E-RSA-CAMELLIA256-SHA:DHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-SHA:!

ECDHE-RSA-AES256-CBC-SHA:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SH
A384:ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:AES256-S
HA:AES256-SHA256:CAMELLIA256-SHA:AES256-GCM-SHA384:ECDH-ECDSA-AES256-SH

A:ECDH-ECDSA-AES256-SHA384:ECDH-ECDSA-AES256-GCM-SHA384

DH/DHE. ECDH/ECDHE D&

BEAEG L,

DHE MR (XBETE T 1024bit TH 5,

ECDHE D## & (XBLTE T 256bit(secp256r1) TH 5

Y=Y 5472 FOBEIBLDERE
BMETY—/\EBETHY. EETELL,

EERAAM — FDELIELRDETE
NEEBRA— FTERELEERIZKLD,
Extension D% 5E

REAET L,

QNH/RELEREHA FSA VDBRENBLEDED
Jaran—o3y
EnNtL,

ESAM—hk

=R L,

LX) TARIIEFNIBERA—FO4EDS B K 62322 [EASMFIAED
EZ5 EEREF1)T4E, BEIEE) O [REHSFSAUDHEREEX2Y TR (—FD)
[ZH5 34 EDESRA— FOFERNETETH S, EATEL 34 BAORES I 1 — FOBEIEL
F. BEHA FSAVDHERERELF1) T4 EDIREEBLTH D,
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+ 6.2322 BEHAERSA2VEDED (HREXI)T+E., BEE)

Th—T | BEAAKIAORREFIVTAR (—H) BE | o BERA— FRERE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 1 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A) 2 TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 3 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 4 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)

A TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&jmn) 5 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA (A 3&#n)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&/n) 6 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&50)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A ;&hn) 7 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (A :&h0)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A &h0) 8 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A ;&hn) 9 TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 (A :&h0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A &h0) 10 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 11 TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 12 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 13 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 14 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C :&#m) 15 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C i&/m)

C TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C i&nn) 16 TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA256 (C ;&#h0)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C 3&hm) 17 TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C ;&hm)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 18 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 19 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) 20 TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 21 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D ;&mn) 22 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D 5&#n)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&/n) 23 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D ;&hn) 24 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D :&hn)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&hm) 25 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&fm)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&hn) 26 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D :&/n)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &hn) 27 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (D s&#hm)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 28 TLS_RSA_WITH_AES_256_CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 29 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 30 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 31 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F :&#m) 32 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F i&/m)

F TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F :&mm) 33 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F s&#40)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F s&hm) 34 TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F :&hm)

XBRESA Fo1 D OREELF1 )T+ (—8) BEDORBEIELAOELIELEIERR

KIFMASIHREAA K5 vDTIL—T4,

DH/DHE. ECDH/ECDHE O E
=Nt L,

6.2.3.3. F )T 4 BB

QSRS — & BERMICRET BHEICKY.

(BER) 5 EMNTED,

)

BEAA S oDEF2) T 1 FIS R

~axX

=

E

JAaran—oay, BESAXAL— b+, DH/DHE, ECDH/ECDHE OB ENEL > ELBEHA K
SAVDBREERICEML TS EBDODNSLRE (BBERXM— FEEFMICERELAZVEAR)
Jaran—o3y

6.2.2-2 TJONT«4HREE@ (7O Fa)NA—D3)

EEXA—k
6.22-3 TONTREEET BEEX1— )
SHA256:SHA:SHA384:!ADH:!DES:!EXPORT:+RC4:+3DES
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VI.

DH/DHE. ECDH/ECDHE D&

BEAEG L,

DHE MR K(IBEE T 1024bit TH 5,

ECDHE DO ## K (XBEETE T 256bit(secp256r1) TH 5.

=N 5472 FrDBEIBLDERTE
BMETH—/\EBETHY. EETELL,

EERAAM — FDEEIERDETE
NLEEBERA— FTERELERIZKL D,

Extension D% 5E
REAEL L,

DDBREEREHA FSAVDBRENBLEDED
JOobrajnN— 3y
EnNtL,

ESAMA—hk

=2HY.

X2V TABINBICEFENIBERAM—F67EADSHB. K 62331 BEHSFI12ED
=70 (EXaUT480E) O IEREAAEFSAo0EFa)T4H658E (=8 I2HB 37
BEDESXA— FOEANFEIETHD.

EL EX 1) T4BNRIZEFNEVIEDESRSA— tAEFEND, EATIEER 37 BED
EERA—FE TREHAARSA0DEFYT4HNE (—8) ] OBEIBELOENE, X
6.2.331 HEAAFIAEDED (EF21)T4HNE) DEEYTHD.

% 6.23.31 BREHAKSA2EDED (X2 T4 HINED)

Th—T | BEAAESALOEEAUTANE (—8) BE | oo BERA— FEERE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 39 TLS_DHE_RSA_WITH_AES_128 _CBC_SHA (A)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A) 37 TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 36 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 20 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A &) 25 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A :&#m)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&/n) 8 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&h0)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A ;&h0) 7 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256 (A :&h0)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&hn) 19 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 (A s&#hm)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A ;&hn) 18 TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256 (A :&h0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A &h0) 6 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 5 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 4 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

8 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 3 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 22 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C i&hn) 12 TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (C i&jn)

C TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C :&hm) 26 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C i&hm)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C 3&hm) 1 TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C ;&hm)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 21 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 10 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) 9 TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)

D TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 15 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&fm) 1 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&#m)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&/n) 23 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D 3&h0) 31 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D :&hm)
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Th—7 | BEFA KA OERUTONY () BE | o BERA— PR
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&hm) 14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&m)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&hn) 13 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D :&/n)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&hn) 30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (D ;&#hm)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 29 TLS_RSA_WITH_AES_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 28 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

£ TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 27 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 17 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F ;&hn) 2 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F :&jn)

F TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F :&mm) 24 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F ;&40)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F i:&mm) 34 TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F s&40)

G TLS_RSA_WITH_RC4_128_SHA (G) 16 TLS_RSA_WITH_RC4_128_SHA (G)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 33 TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

§ TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H) 32 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H)
BEHARSADEX) TAHNBIZHZYELAVES 35 TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA

— AA—h 40 TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBGC_SHA

38 TLS_ECDHE_RSA_WITH_3DES_EDE_CBG_SHA

KEEHA R4 0DEF2) T4 BINE (—&) REDEREIELAOEEIRMIZIETE
KIEWRIEESA FS1 DT IV—T4,

DH/DHE. ECDH/ECDHE D E
En7E L,

A bauns—o 3y, SRS — b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHAF
FAVDBREERICEML TS EROLNSERTE (BERXM— FE2EEMICRET 55%)
JOorannn—oay

6.2.2-2 TJONRTAIREET (FA Fa)/I—232) T, NoSSLV2 #HRIZT 5,

E5 XA — b

6.2.2-3 TONT A REEE (FBSXA—F) D Ciphers ffIZ. UTOXFHEHRET S,
DHE-RSA-AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-RSA-AES128-SHA256:DHE-RS
A-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES128-CBC-SHAEC
DHE-ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-GCM
-SHA256:ECDHE-RSA-AES128-GCM-SHA256:AES128-SHA:AES128-SHA256:CAMELLIA128-
SHA:AES128-GCM-SHA256:ECDH-ECDSA-AES128-SHA:ECDH-ECDSA-AES128-SHA256:E
CDH-ECDSA-AES128-GCM-SHA256:DHE-RSA-AES256-SHA:DHE-RSA-AES256-SHA256:DH
E-RSA-CAMELLIA256-SHA:DHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-SHA:
ECDHE-RSA-AES256-CBC-SHA:ECDHE-ECDSA-AES256-SHA384:ECDHE-RSA-AES256-SH
A384.ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES256-GCM-SHA384:AES256-S
HA:AES256-SHA256:CAMELLIA256-SHA:AES256-GCM-SHA384:ECDH-ECDSA-AES256-SH
A:ECDH-ECDSA-AES256-SHA384:ECDH-ECDSA-AES256-GCM-SHA384

XXFHIHE (768 XF) Df=H. HRYD
:RC4-SHA:ECDH-RSA-DES-CBC3-SHA:DES-CBC3-SHA

MERETEALLY,

DH/DHE. ECDH/ECDHE M &

BEAHEG L,

DHE MO # & XBEE T 1024bit TH S,

ECDHE MK (XBEE T 256bit(secp256r1) T#H % o

H—NI 54T FrDBEIBLLDHRTE
BMETCH—/\EBETHY., TETEALL,

EE R M — FOBEEIBRLDERE
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ILEESXA— FTHRE LEBERIZK D,

VI. Extension D& 5E
BREAEE L,

@ QNH/BELBEHA FSAVOBRENBRENDES
. ZAraln—3y
EntL,

. BEsXA4—F
=R L,
X1V TABINBICEFENIBERM—F67EADS B K 62332 BEHSFI120ED
Z57 (EFa)T46I5E, BEREE) O IREHSFSA0DEF2) T FINE (—EB)]
[CH5 34 EDESRAA— FDERANFIRETH S,

f=f2L. (EFATREY: 34 HDEESR 1 — FOBEIBMIE. REHA FS54 oDEF2 )T 155

BRI EELTH S,

+ 6.23.32 BEHAFSA2EDES (X)) T4HI5NE, BENEE)
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=T | BEAA KA OREEFL YT H (—) & BERA— FEERE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 1 TLS_DHE_RSA_WITH_AES_128_CBGC_SHA (A)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A) 2 TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 3 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 4 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&) 5 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA (A iEjn)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&/n) 6 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&/n)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&h0) 7 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&h0)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&hn) 8 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&#n)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&h0) 9 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&h0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&hn) 10 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&#n)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 1 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 12 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

B TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 13 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 14 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C 3&hn) 15 TLS_ECDH_ECDSA_WITH_AES_128 CBC_SHA (C :&hn)

C TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C 3&hm) 16 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C 3&hm)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C i&nm) 17 TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C i&nm)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 18 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 19 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) 20 TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 21 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D ;&mn) 22 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D i&jmn)

P TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&/n) 23 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&/n)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D ;&hn) 24 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D s&#h0)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&hn) 25 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&#n)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&h0) 26 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&h0)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &hn) 27 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&#n)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 28 TLS_RSA_WITH_AES_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 29 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

£ TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 30 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 31 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F ;&/n) 32 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F :&hn)

F TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F ;&hm) 33 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F ;&hm)




Gh—TF | BEAA RS ORBLF YT 4B (—8) ﬁf; WS R — FRERE
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F :&mn) 34 TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F :&mn)
G TLS_RSA_WITH_RC4_128_SHA (G)

TLS_DHE_RSA_WITH_3DES_EDE_GCBC_SHA (H)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)
XEEBREHA FSAoDEF2 ) TH5E (—&) REDRELIBELLADELIELLIZIEFRR

x#ﬁammt;t REHA RSA4 DT IL—T4,

XTIW—T G, HD 3 DDBER A — MO BERERIC (X ERTIEEZAY. XFFIHIR (768 XF)

-8 TR — FEERR] HELHD M EIDEERS— FLHARETEHLY,

H

DH/DHE. ECDH/ECDHE DO E
=Nt L,
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6.3. A0 Yy D —%5 X Thunder ¥ 1)—X

AZTI&. Thunder 3030S IZDWTHAEBELE-HREE TR,

HmE. Y—/\GIBAZE(L, RSAGEBAE & ECDSA SIFAEMN R EARETH S, RSAFIAEZHREL T
5E& & ECDSASIBAZ 4R E L-IGATEN L L IBERA— MAELRY MADIAEZHREL:
BEIX, MADEERA—EAENCH S, RSA GIBHE L ECDSA (IBAZENMAERET AN
TERWH. 631 T 7+ FTORSHRENETDORE. LU, 633BERERARLREHAF
SAUTDRTEFEREDESDRE - PWIZDOLTIEX. (1) RSAZIBAERTER. (2) ECDSA SIBRE
RERICHITTRET S,

6.3.1. T4 I FCORERENETDRE
(1) RSA SEBAE R ERF

# 6.3.1-1 BBERENE (TI74J) k., RSAGIAERTER)

® CipherSuite #iR & 54

Jakan FaraEER R CipherSuite =R EEIE CipherSuite

tls1.2 ON D54TF7 2k 20

tls1.1 ON D5A4T Uk 9

tls1.0 ON D54TF7 2k 10

sslv3 ON D54TF7 2k 8

sslv2 BREAT - -

® Al0Fv kJ—% R Thunder 3030S TlEARIAELREES R/ — b+

id IANA i ™\ i3 %l gffl; tls1.2 tls1.1 tls1.0 sslv3 sslv2

0%00,0x33 TLS_DHE_RSA_WITH_AES_128 CBC_SHA A A 1024bit | ON ON ON ON OFF
0x00,0x39 TLS_DHE_RSA_WITH_AES_256_CBC_SHA D D 1024bit | ON ON ON ON OFF
0X00,0x67 TLS_DHE_RSA_WITH_AES_128 CBC_SHA256 A A 1024bit | ON OFF OFF OFF OFF
0%00,0x6b TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 D D 1024bit | ON OFF OFF OFF OFF
0x00,0x9e TLS_DHE_RSA_WITH_AES_128 GCM_SHA256 B A A 1024bit | ON OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 a D D 1024bit | ON OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA AsEhD | A iecp256r ON ON ON OFF OFF
0xc0,0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA D&M | D&M ie°p256r ON ON ON OFF OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 AsEhn | A iecp256r ON OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 | B:i&f0 | A& | As&m ie°p256r ON OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 o3& | D&M | D&M iecp256r ON OFF OFF OFF OFF
0x00,0x04 TLS_RSA_WITH_RC4_128_MD5 ON ON ON ON OFF
0x00,0x05 TLS_RSA_WITH_RC4_128_SHA G ON ON ON ON OFF
0%00,0%09 TLS_RSA_WITH_DES_CBC_SHA OFF OFF ON ON OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H ON ON ON ON OFF
0x00,0x2f TLS_RSA_WITH_AES_128_CBC_SHA B B ON ON ON ON OFF
0%00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E ON ON ON ON OFF
0x00,0x3c TLS_RSA_WITH_AES_128_CBC_SHA256 B B ON OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E ON OFF OFF OFF OFF
0%00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 B B ON OFF OFF OFF OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 E E ON OFF OFF OFF OFF

® Extension

name id tls1.2 tls1.1 tls1.0 ssiv3 ssliv2
signature_algorithms 13 | EXfG | — — - -
heartbeat 15 | FExtG | FEXS | FERE | — -

35




(2) ESDSA SIBAZ L EHF
#& 6312 EBHRENSE (T4 b, ECDSA IEBAERER)

® CipherSuite ;Z2R{E k&

Jakan FaraEER R CipherSuite EiREEIE CipherSuite
tls1.2 ON V24T 5
tls1.1 ON D934Tk 4
tls1.0 ON 93472k 4
sslv3 OFF — 0
sslv2 EREAT — _
® A10 Yy kTJ—% R Thunder 3030S CEFRARIAE/IEE XA —

id IANA & i [ HE | gffl; tls1.2 tls1.1 tls1.0 sslv3 sslv2
0xc0,0x09 TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA AEI | A ie°p256r ON ON ON OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA Di&m | D&M iecp256r ON ON ON OFF OFF
Xc0.023 gLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA25 AEm | Agm iecp256r on o | ore | orr | orr
0xc0,0x2b ;gS—ECDHE—ECDSA—W'TH—AES—HS—GCM—SHAZ B | A | Asem ie°p256’ ON ON ON OFF | oFF
xc0.0x20 ;’IAIS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA3 wEm | oEm | bEm iecp256r on on on orf | oFf

® Extension

name id | tls1.2 | tisl.1 tls1.0 | sslvd | sslv2
signature_algorithms 13 | EXfEG | — — - -
heartbeat 15 | IExiG | EXE | EXE | — —
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6.3.2. BEEREAEDHRAE
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A) ToUYTCEEE@mIZASIA L, 1) avT7445— (2) SLB— 3) T FL—Fk— (4) SSL
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. BERXA— FDERE
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— (5) SSLEEEZV )V 9%,
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E 6.3.2-6 SSLEFEYX MEE

C) SSL BEHREREENRTSINL (7) AAIZFANL, BMLEL (8) SSLEEEZ O Y
TEGUO)RMOLERL, Q) ITFS54F)T4—] HTEEEZAALTHMNS (10) MEM
REVERTT 5,

FITEMLELSSLESENESIEEIE (8) ~ (10) ##RYRY,
EBMLEDHL-E=5 (11) TOK] RE2VE#HBTT 5,

MKTSAF ) T4 —DENKEVEDHIEBESIND,

MRSA ZEOMEERA— I, RSAGIAZZHRELLWVWEFERATEALY,
XECDSA 22T MES X/ — &, ECDSAGIHAEZEXSBE LAV EFERATEAL,
MEIBAZ(X RSA, ECDSADELLM—ALMRETELLY,
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=2 w7 || 7or—sas | meomavaca | w | icoasa | s | teeomas
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il e
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SSLEFHE »
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B 6.3.2-7 SSL EEEHRIERERT
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VI.

DH/DHE. ECDH/ECDHE QRN RE

DH/DHE OB RIFFZEAEM L,

XDHE M#E &KX 1024bit TH 5,

ECDHE M#K (3 6.3.1.1.D & 6.3.2-8 SSLEESEmE [ZT.lElliptic Curve Name: 10T Available
for ECDHE ciphers ##(Z secp384r1 £ L < I& secp256rl1 #:#ERT 5 Z & T. 384bit(secp384rl)
F 1= (% 256bit(secp256r1)ARE SN 5,

%% TAvailable for ECDHE ciphers] #® LGEIDHRENBEEINS,
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6.3.3. BERTERNBLREHA FSAVTOREEREDEDDRE - 9T
6331l mtE¥xa)T1H
(1) RSA JFRAEHERF

QEBARA— M EEAMIZERET DHEICKY. BEHA FSAoDFEF1) T4 BITHE (&
W) §5ZENTED, IzFZL. BXE EC R (FFHMBMBEEENSENDIBERMI—F) OHIZER
ELBEIZRS,
MTLS1.0, TLS1.1 DREFZEE T HBEEFTERVEDH, TOaLNAN—D a3 U DRET TLS1.2
DAHIZHRET D EIETEGEULA, TLSL2 YN CTHEATTREELGEER A — P ENKL S ICHEE R M —
FAEBRETEDEH, RENIEEX ) T4 BRIZEUATETH D,

@ Fabrarns—3y, BEXSL— k. DH/DHE, ECDH/ECDHE OBEHN L - & HBEHA K

SAVDBREERICERL TS LEBONLERTE BEEXM— FZEFNICHRELEVAR)
MEE7ILT) X L] ZERMICEEET 2UNCHEN GO, TI4IL FTOEERENE

DAEKREEZUTICERHT 5.

. ZFAakranN—oay
tls1.2, tisl.1, tIs1.0, ssSv3 AEMTH 5,
%6.3.1(1)RSA FIFAEH TR & 6.3.1-1 BEREANR (774, RSA GIHEXRTEH) O
CipherSuite EZREBEIE DLBY,

. EBEESXA4—Fhk
6.3.1 (1)RSA SFEAZ R ER X 6.3.1-1 HBEHRENE (T74J/L b, RSAGIAZERTER) D AL0
v FJ—%4 X Thunder 3030S THEARRELEERASM—F DEBY,

I1l. DH/DHE. ECDH/ECDHE O E
DH/DHE : 1024bit
ECDH/ECDHE : 256hit(secp256rl)

V. =954 72 FrDEBEIBEDERTE
9S54 T7Y MEETHD,
3%6.3.1 (1)RSA SIFAEXER X 6.3.1-1 BEEHREANS (T74/L b, RSA SIAEHRER) O
CipherSuite ;:Z{RfB%HE DEBY,

V. SR — DEEIECDRE
D347 MEETHD =0, BERIELIEEL,

VI. Extension D&
6.3.1 (1)RSA FIBAZHER X 6.3.1-1 BESHREANS (T74J/F., RSA FIBHZEXRTER) D
Extension D&EHY,
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E=oHY,

tls1.1, tIs1.0. ss3 B TH 5.

. BEXA1—F
=nbHY.,
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% 6.33.1-1 BEHSFSAVEDER (BEXa T8, RSAMHAERTEH)

gn—7 BREHA LA oDEmEF2YT4E (—EB) B RS — MRERR
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 () TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 ()
¢ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (« 38 /M) TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (o 38/0)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 ( 8) TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (8)
g TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 3&/m) TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 3&1m)
iiff: FSAUvDBE LX) T4 BICHALLBVES TLS_RSA_WITH_RCA4_128_MD5

TLS_RSA_WITH_DES_GCBC_SHA

TLS_DHE_RSA_WITH_AES_128_CBC_SHA

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

- TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_DHE_RSA_WITH_AES_256_CBC_SHA

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_3DES_EDE_GCBC_SHA

XTIW—THDIEBILIEAE,
XIBMANIIBREHA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE O E
DH/DHE MK 1024bit TH 5.

A bauns—o 3y, SRS — b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHAF
FAVDBREERICEML TS EROLNSERTE (BERXM— FE2EEMICRET 55%)
JOorann—oay

SSLV3DY 547 hEERT S B (E 6.3.2-25H)

TLS1.0, TLS1.1 DERFEIFXALY,

EEXA—

6.3.1IDDFIEIZTSSLY A T 7—F VT L— rTCEBRSLA—FE2BETBERIZTSAAY T
41—DEZERK 63312 BERS/—FDEE (X2 T8, EAEE. RSAGRERTE
B) ODBIZHRTET S,
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VI.

% 63312 BERM—FOBRE \EtEFa) T2, BAHEE. RSAMASHTEH)

TS5AFYT4— EERA1—h
100 TLS1 _DHE_RSA AES_256_GCM-SHA 384
100 TLS1_ECDHE_RSA_AES_256_GCM_SHA 384
90 TLS1_DHE_RSA AES_128 GCM_SHA256
90 TLS1_ECDHE_RSA_AES_128 GCM_SHA256

% TTS54F )T 14— [£1~100 DEETHEE., 100 NFHLEEELSL,

DH/DHE. ECDH/ECDHE Q&

DH/DHE : 88 EhV7%4 < . BEE T 1024bit TH 5.

ECDH/ECDHE: 6.3.1.1.LD & 6.3.2-8 SSL BESE@ IZT. lElliptic Curve Name:] ® lAvailable
for ECDHE ciphers] ##IZ secp384rl 4 L < [& secp256rl #E&XE T 5,

=N SAT Y |~0)1§5EHLE140).%§
6.3.1.1lD X 6.3.2-8 SSLEESEE THSEXS—r&—ERIRT EH-H. H—/\BEXLLL S,

EERXA— FDEEXIBEDEZTE
NIESRAA—FCHRELEHKRIZKS,

1 —]

Extension D% E
BETEHL,

QDHBELBENM FSM VOBRENREDES

Jakajns—3y

=9 L,

¥TLS1.0. TLS1.1 DHRFIFHZLA, 63311 I.BEERXS— FTHRE L-ES XA — FAE
257 LN —=Da3 0N TLS12 DA THD =, #ERELTTLSL2 DAHEIZH S,

EE XA — bk

=Rt L,

BEXa)TABIIEFNIEERAM—F12ENDSH.% 6.33.1-3 REHSA KAV EDE
7 @EEFa) T8, ERNEE. RSAGMHERTEH) O I{EAMNSI1OFEF1T+E
(—%B)Jl—&sé 4 ADEBERS— FDOFEAINTETH D, FRATEEL 4 BOBS A — FDEL
IBGLIE. SREHA R4 DEEXF21 T4 EDIERZERLTH D,

% 6.3.3.1-3 BEHS FSAVEDED EEXF1UT1E, FEAREE. RSA MEAERTER)

sn—7 BEHA K51 OBEF2UTAE (—8) o §E XA — PREHE
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 («) 1 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 («)
N TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (o 38 7M) 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (o 38 7M)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (3 ) 3 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (3 )
g TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 8 :&/0) 4 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (5 :&/0)

XTI IN—TADIEEXIETRE,
MIEMAIRESA FSA DT IL—T 4,

DH/DHE. ECDH/ECDHE DO#E

EZ7HY
DH/DHE 3RS 1024bit TH B,
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(2) ECDSA iIBAZE R ErF
TLS1.2 DHERZTER W=D, BEHA RSAVDEEXF 1T BICHRETHILIETELR
(AW

@ Jararn—ay, BEEX4M4— b, DH/DHE, ECDH/ECDHE OBEME - ELBEHI K
TAVDBEERICEMLTLLERDODNEIBTE (BERM— FEEREMICERE LB UVAE)
MEE7IILT) XL ZEERMICIEET DLUNIAENE NV O, TIAIL FTOBSRENS
DIFEHREZLUTICERET 5,

. ZFAakranN—ay
tls1.2. tisl.1. tIsl.O WA TH S,
3%6.3.1 (2)ECDSA FIBAERERF * 6.3.1-2 BERENSE (T 7+ /)L b, ECDSA SIEAERERF)
@ CipherSuite ;:ZREFLIE DEEBY,

. BEEXA—F
6.3.1 (2)ECDSA FEBAZRTER X 6.3.1-2 BESREANS (T74/L . ECDSA FEBAZRTER)
®D A10 %y k7—% R Thunder 3030S THEATIEELES R4 —F DEBY,

ll. DH/DHE. ECDH/ECDHE D #&
ECDH/ECDHE : 256bit(secp256r1)

V. Y—n\9 547> rDBEIBLIDERTE
IS4 T7Y MEETHD,
36.3.1 (2) ECDSA fFBAZRER X 6.3.1-2 BSHRTEAR (T74/ . ECDSA FFEAZERE
B¥) O CipherSuite ZBiRE%IE DEBY,

V. BSXM— FDBEIEKDERE
D347 MEETH S, BEIRGLIEE L,

VI. Extension D& E
6.3.1 (2) ECDSA SIBHEZRER X 6.3.1-2 BEREANS (T74/L . ECDSA SEBAZRER)
0 Extension D&HY,

@ DNRELH/EHS FSM4 VDRENBEDES
JakranNn—3y

E=oHY,

tls1.1, tIs1.O A TH S,

. BBERA—Fk
EnHY,
BEXa)TABIIEFNIBERAM—F12ENDSH. % 6.33.1-4 BREHAFSAEDE
o (Bt¥Xa) T8, ECOSAGIHERER) O IJ/REHAIFS1/oOEEF2)T4R(—E) ]
ZHD 2 EADEERA— FOFERAMNATETHD, T, X1 T RITEFALELIED
EERA— hOMERTRETH S, L. V54TV NEETH D20, BEIBRITEESI L
LYV
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VI.

@
.

# 6.33.1-4 BEHS FSAVEDED (BEFa T8, ECDSA IIAERER)

gn—7 BREAA FSAv0BEFa VTR (—&) B AM — MRERER
a TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ( oz 3:81) TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (o 38 /10)
B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (3 3&10) TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 3&/0)

BEAHA FSA00FEF1) T4 RICEZLALAEVESR

A=k TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

KIFMASIHREAA K5 0DTIL—T4,

DH/DHE. ECDH/ECDHE O E
En7EL,

A baun—o 3y, BB AAL— b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHIF
TAVDBEERICEMLTLDERDODNLIBTE (BERM— FEEEMICRET 5F%)
Joranin—oay

SSLV3DYU 47 b2EET S B (H 6.3.2-25H1)

XTLS1.0. TLS1.1 (XEHDEET, EETEALY,

EE5XAL4—

6.3.1IDDFIEIZTSSLYA T 7—F VT L— FTCHEBRLA—F2BREITIRIZTSAA )T
41—DE%*%EK 63315 BERAAM—FDHRE (HEFaU T2, ERIEE. ECDSA FIBHZE
RTER) DWRIZKRTET S,

# 6.33.15 BEXL—LOHRE (BEXa)T7,F, ERIEE. ECDSA FEBHERER)

TS53A4F )T 14— EE5ERXM—
100 TLS1_ECDHE_ECDSA_AES 256 GCM_SHA384
90 TLS1_ECDHE_ECDSA AES_128 GCM_SHA256

X [TS5A4F )T 4—1 [£1~100 DEFETIRE, 100 AREEBEENELY,

DH/DHE. ECDH/ECDHE QO#E&
ECDH/ECDHE : 6.3.1.1.LD & 6.3.2-8 SSL §SE@E IZT. lElliptic Curve Name:] ® lAvailable
for ECDHE ciphers] ##IZ secp384rl 4 L < [& secp256rl #E&XEJ 5,

H—NISAT7Y FOBEIEGDETE
6.3.1.1lDX 6.3.2-8 SSLEESEE THBERASM—r&—8EIRT H-H. H—/\BELE S,

EERXA4— FOEBEIBLDETE
NEEERXA— FTHRELFBERIZEL D,
Extension D&

BETELY,

QNHRELREHA FSA VORERNBLDES
Jakann—3y

E=EnHY,

TLS1.0. TLS1.1 ABE%TH S,
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I BESRXA—F
=R L,
BEFIVTABRIZEFENDIBESAA—F 12 D55, XK 633.1-6 BREHA LS4 ED
=7 (@tFa) T8, ERIEE. ECDSA GERAERER) O IREHAS10DEEFY
TAR(—E)IZHD 2 EDESR A — FOFERAANTRETH D, EATEEL 2 ADOESX A —FD
BEIBLIE, REHA FSA0DBEF1) T4 HOIERERLTH S,

% 6.3.3.16 BREHA FSA2EDES @EEFaUT1+E, @AIEE. ECDSA IFAZREHE)

H—7 BESHA KA OBRELYTAE (—8) ﬁg WS R — FRERE
o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (& 3 ) 1 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (& &)
B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (5 :&/0) 2 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (B :&/0)

KIEBMRIEESA FS14 DT IV—T4,

Ill. DH/DHE. ECDH/ECDHE D E
=Nt L,
%6.3.1.1.D DE@EICTEHRE L-EE LS,

6.3.3.2. BT+ H
(1) RSA FIEAE R ERF

QEBEARAS— FEEAKMIZHRET 52HEKICEY. BREHA FSAVDO#REEX2 ) T4 BIZERTE
(#EH) T5EMTES,

@ Fabrarns—3y, BEXAS— k. DH/DHE, ECDH/ECDHE OBEHN L - & HBEHA K
FAVDBREERICZER L TWVWEHLEBDHONEERTE (BEXSM— FEEEMICERTE LGEWEARE)
MEE7ILT) X L] ZERMICEEET 2UNCHEN GO, TI4IL FTOEERENE
L5, AEHKRE. 6331 52X UT4E LRLTHD,

@ DDREL/EHA FSIAVORERNBLEDES
Jakaunn—o3y

E=oHY,

sSV3MEMTH S,

. BEXA1—F
EnHY,
HELX 1) TABRIZEENIEERLI—F 64 ADS5H, & 63321 [BEHAKFSAE
DEH HERELX21) T 1B RSAFIFAERTER) O IBREAMRTAVOHR LX) T4 (—
) 12HD 17 ADOBERA — FOFERANAIEETH D, TDM, HREXF21) T BICEELG
WA EDEERA — FAMERTTRETH D, = L. V547V MNBATH D=0, BEIERIEE
= (A A

& 63321 BEHAFSIALEDES HEREELX) T B, RSA MAERTER)

gn—7 BREAAFFA oDHERLF Y T8 (—HB) BSRAM— FRERR
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&#n) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&fn)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A 3&#0) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&/n)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A 3&#0) TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A :&/n)
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gn—7

BREAAFSADHEELF Y T4 (—8)

B RS — MRERR

TLS_RSA_WITH_AES_128_CBC_SHA (B)

TLS_RSA_WITH_AES_128_CBC_SHA (B)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&/m)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&jm)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)

D TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&jm)

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&/m)

TLS_RSA_WITH_AES_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

TLS_RSA_WITH_AES_256_CBC_SHA (E)

TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

BREAAFSAVDERLF 1) T4 BITHE LA

EEAA— b

TLS_RSA_WITH_RC4_128_MD5

TLS_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_DES_CBC_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

X IN—TADIEEXIETRE,

KIEBMRIEESA FS1 DT IV—T4,

DH/DHE. ECDH/ECDHE DO E
ER7EL,

O kan—oay S5 X4A4— b, DHIDHE, ECDH/ECDHE DRBEMNEL 2 EHLB/EHA K
FSAVDBRTEERICZEM L TWESELEBONEERTE (BERSM— F2EEKNICHRET SH5E)
JaokrajnN—3y

SSLV3DI ATV hEEDRT S Y (K 6.3.2-258H)

EERXA— b+

6.3.1.1.LD DFIBIZTHEERS— FERET EIRICTSA A T4 —DEERK 6.3.3.2-2
AL —FDHRE HERELX1) T, FEHIEE. RSAIHAZRTER) DRRIZHKRET 5.

i-5)

% 63322 WBAM—FOBE HRtFa)T B, EEE. RSAEHERER)
T52A4F )T 14— EERXAM—F
100 TLS1_DHE_RSA _AES 128 SHA
100 TLS1_DHE_RSA_AES_128 SHA256
100 TLS1_DHE_RSA_AES 128 GCM_SHA256
100 TLS1_ECDHE_RSA_AES 128 SHA
100 TLS1_ECDHE_RSA_AES_128 SHA256
100 TLS1_ECDHE_RSA_AES_128_GCM_SHA256
90 TLS1_RSA AES 128 SHA
90 TLS1_RSA AES 128 SHA256
90 TLS1_RSA_AES 128 GCM_SHA256

a7



T34 T4— EERA—k

70 TLS1 _DHE_RSA_AES 256 SHA

70 TLS1 DHE_RSA_AES 256 SHA256

70 TLS1 _DHE_RSA_AES 256 GCM_SHA384
70 TLS1 _ECDHE_RSA_AES_256_SHA

70 TLS1 _ECDHE_RSA_AES 256_GCM_SHA384
60 TLS1 _RSA_AES_256_SHA

60 TLS1 _RSA _AES 256_SHA256

60 TLS1 _RSA AES 256 _GCM_SHA384

X TTSA4F )T 14— 1E1~100 DEHFTIETE., 100 AZRHLEBEENEL,

lIl. DH/DHE. ECDH/ECDHE D&
DH/DHE : 82N % < . BEE T 1024bit TH 5.
ECDH/ECDHE: 6.3.1.I.LD & 6.3.2-8 SSL B&&SEm® IZT. lElliptic Curve Name:] @ lAvailable
for ECDHE ciphers] ##1Z secp384r1 4 L < [& secp256rl #EXET 5,

V. 5—NIS5A4T7> FOBEIBRDIRTE
6.3.1.1.LD & 6.3.2-8 SSLEESEHEDEMHE CHREAAN—FE—EEIRT H-H. . F—/\BELL
%,

V. BERXSM—FDELIEREDETE
ILEEERA—FCHRELEHERIZK S,

VI. Extension DEEE
BRETERLY,

@ QDBRELH/BEHA FSAVDBRENABENDES
Jarann—oay
EntL,

. BEsXAL4—F
=R L,
HELEX 1Y TABIEENIEERS—F 64 HDS5H, %k 63323 B[BEAAKIAE
DES HREF1) T B, BEE. RSAFHERER) O TREARSIOOHELF
AT (—80) 125D 17 EDESR A — FOFERANFTTEETH S, EARREL 17 EOES XA
— bOBEIRRIG. REAA FSA U 0EREF1U T HOIERERALTHS,

% 6.3.3.2-3 BMEHA KA EDED (HREX) T8, FEARIBE. RSA MEAERER)

Th—TF | BEAAESAORREFIUTE () | BERA— FRERE
TLS_DHE_RSA_WITH_AES_128_CBG_SHA (A) 6 TLS_DHE_RSA_WITH_AES_128_CBG_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBG_SHA256 (A) 3 TLS_DHE_RSA_WITH_AES_128_CBG_SHA256 (A)

A TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A :&m) 5 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A :&m)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&m) 4 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&m)
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Th—TF | BEAAESAORREFLUT(E () | BERA— FEERE
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A :&n) 1 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A :&n)
TLS_RSA_WITH_AES_128_CBGC_SHA (B) 9 TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 8 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 7 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBG_SHA (D) 14 TLS_DHE_RSA_WITH_AES_256_CBG_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBG_SHA256 (D) 12 TLS_DHE_RSA_WITH_AES_256_CBG_SHA256 (D)

D TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 1 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D &) 13 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D s&;mn)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&n) 10 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&m)
TLS_RSA_WITH_AES_256_CBGC_SHA (E) 17 TLS_RSA_WITH_AES_256_CBGC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 16 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 15 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

XTIN—TADIEEXIETRE,
XIBMAIIBREHA FSA DT IL—T4,

Ill. DH/DHE. ECDH/ECDHE D E
En7EL,

(2) ECDSA iEPAZE R ErF
OEBRA— FEEARMICERELBEVAE. LU OQFERAM— 2 EANICHRET 5 EICEK
Y, BEHA FSA VDR EX2 ) ToBITHE CEW) $52E&MNTES,

@ Jararn—ay, BEEX4M4— b, DH/DHE, ECDH/ECDHE OBEME & LBEHIA K
TAVDBEERICEML TS ERODNLIBTE (BERM— FEEREMICERE LB UVAE)
MEE7ILI) X L] #EFEMICIEET HLMIAELSLE N D, TI+IL FTOBESHRENS
EhB, ABRKERIZ. 6331 8tXa)T 1% (2ECDSA IHAZERER
ERILCTH S,

@ DDBEEBEHA FSAVDOBERNBRENDES
. ZArajnN—T30
EntL,

. BEEXA—F
=071 L,
WHRELX 1) TABICEEFNEIBERSM—F 64 ADS5H., &K 6.3.3.24 BEHAKSA2E
DEH HEREX2) T8, ECDSA FIHAERTEH) O IR{REHSIOO#REX2)TA
B (—E8) <5 5 EDEERA— rOERMNATRETH D, L. V5147V MEETH BT
6. BEIBEITEE SN,
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VI.

# 6.3.3.2-4 BEHSA LKA EDED (HERELX2)T1+F, ECDSA SEAFRER)

gN—7

BREAAFSADEELF Y T4 (—8)

BSR4 — MREHER

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A i&/M)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A i:&#0)

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&7m)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A i&7n)

TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A :&/n)

TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A i&7m)

B

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D 3&5m)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&/m)

TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&7M)

TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&7m)

#* 6.3.3.2-5

XTI —THDIREFIEFRE.
MXEBMAIEREAA K51 2DTIL—T4H,

DH/DHE. ECDH/ECDHE QO E

=Nt L,
¥ECDH/ECDHE M54 . 6.3.2-8 SSLESEMm CHRELELL S,

ZJaran—2ay, B8RS — ., DH/IDHE, ECDH/ECDHE DB EMNEL LB/ EHAF
TAVDBEERICEMLTLDERODNLIBTE (BERM— FEEEMICRET 5F%)
JakralnN—3y

SSLV3DY 47V b2EET S B (H 6.3.2-25H1)

XTLS1.0, TLSLL [IBEHDEE T, ERETEHLY,

;:1.7“.’{) GJFEFIILE(:r SSLYA I77—TUTL— FTHRBERA—bERETIRICTSA4YT
1 —DEELUTORIZERET B,
ERAA— FORE (HERELFa )T, BEIIIEE. ECDSA REFAERER)
T5A4F)T4— EEZX A — k
100 ECDHE-ECDSA-AES128-SHA
ECDHE-ECDSA-AES128-SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

100

100
70 ECDHE-ECDSA-AES256-SHA

70 ECDHE-ECDSA-AES256-GCM-SHA384
X TTS44 )T 14— 1&1~100 DEFEATHE, 100 NRLBEELSEL,

DH/DHE. ECDH/ECDHE Q&
ECDH/ECDHE : 6.3.1.1.LD & 6.3.2-8 SSL BESE®E =T, lElliptic Curve Name:] ® lAvailable
for ECDHE ciphers] ##IZ secp384rl 4 L < [& secp256rl #E&XEJ 5,

E
THSAA— b E—8RRT S0, —1\BRELGD,

Y=\ 3472 bOBEIRRLOHK
6.3.1.1.LD & 6.3.2-8 SSL EESEHE

EE5ERXA— FDEEXIBEDETE
LEEBERA— FTERELERIZKL D,

11—

Extension D% 5E
BMETEHLY,
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QNH/RELREHA FSA VDRENBRLEDED
JOobrajnNn— 3y
EnEL,

EE XA — b

=27 L,

HELX1)TARIZEFNIEEXRA—F 64 EDS5L, K 63326 HEHSFSAE
DED HBEEX1)T 48, ERIEE. ECDSA IHERTHE) O BEHAIRSAOOHE
X TAR (=) IIZHB 5 EDEERA— FOFEAMNTETH S, FATEEL 5 BORSX
41— FDEBEIEMIX, BREHA FSAVD#EBEELXF 1) T+ DIELZERLTH S,

#+ 6.3.3.26 [/EHA FSALEDESD (HREFa) T8, @ERIEE. ECDSA FEAERER)

=T | BEHAFSA L ORELELYTAE (— ) & BERA— FRERE
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A :&m) 2 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A 3&/m)

A TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A :&/0) 1 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 5&50)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A :&/0) 3 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 5&/0)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&m) 5 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D i&/n)

’ TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D & /M) 4 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&/0)

XTIN—TADIEEXIETRE,
XEMRNIEBRESAA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE D E
En1EL,

6.3.3.3. X1 UT 1 PIsNE
(1) RSA FIEAE R ERF

OESRAA— FEERMIZRET HAEICLY ., REHA K4 0DEF2 ) 74 HINBIZHRE

(BER) 5 EMNTED,

)

A brauns—o3y, BB AAL— b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHIF
TAVDBEERICEML TS ERDODNLIBTE (BERM— FEEREMICERE LGB UVAE)
MEE7ILT) X L] ZERMICEEET 2UNCHENGZ W=, TI4IL FTOEERENE
LinB, AEHRIE, 6331 8FXa T2 (1)RSAIHAZHXRTER

ERILTH S,

BREHA FSAVDBRERNBREDED
Jakajns—3y
=N L,

EEXA— b

=nHY.,

XL TAHNBICEFNIBERASM—F67TENDSH. XK 6.3.3.31 HREHAEKSA2ED
=5 (E¥xa )T 1615 8., RSA FIBAEERER) O IBREHMFZ12DEFx2)T4H15 8 (—
) 1I2H5 19 EDEERAM — FOFERAMNAETH D, TOM, X2 ) T HNEICEENT
W2 EDEESRA— rAMERATIEETH D, L. V54TV MEETH D=0, BEIBLLIEE
BNz,
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& 63331 BEHAFFAVEDER (X2 ) T4 HISE., RSA BAERER)

gn—7 BEHA FSA2DEX2) T4 HI5E (—EB) BERA— FRERR
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCH_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_GCH_SHA256 (A)

M| L. EcDHE RsA WITH AES.128_CBC SHA (A i) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&An)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A3&M) | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A 3&m)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A3&A) | TLS_ECDHE_RSA_WITH_AES_128_GOM_SHA256 (A s&m)
TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)

B | TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCN_SHA256 (B) TLS_RSA_WITH_AES_128_GCN_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)

D | TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) TLS_DHE_RSA_WITH_AES_256_GCH_SHA384 (D)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&Am) TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&4m)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D3&Am) | TLS_ECDHE_RSA_WITH_AES_256_GOM_SHA384 (D 5&7m)
TLS_RSA_WITH_AES_256_CBC_SHA (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

E | TLS_RSA_WITH_AES_256_CBC_SHA256 (E) TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCN_SHA384 (E) TLS_RSA_WITH_AES_256_GCN_SHA384 (E)

G | TLS_RSA_WITH_RC4_128_SHA (G) TLS_RSA_WITH_RCA_128_SHA (G)

H | TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

) igf;f?"oﬁﬁt#lU%‘ﬂtaﬁbu“ TLS_RSA_WITH_RC4_128_ND5

TLS_RSA_WITH_DES_CBC_SHA

X IW—TADIEEILIETFE.
XEBEMRNIEBREHAA KSA DT IL—T4,

DH/DHE. ECDH/ECDHE D E
=N L,

Jararn—o3y, BEEBRAL— b+, DH/IDHE, ECDH/ECDHE ORBEMNE - EHB/EHIF
FSAVDBRTEERICZEM L TS ELEBONEERTE (BERSM— F2EEKNICHRET HH5E)
6.3.1.1.D OFIEICTHEERAS— FERETIRICTSAF) T4 —DEFUTORIZEKET 5,
Jakran—o3y

SSLV3DY SA T2 hEERT S FoY BRE) (X 6.3.2-2 B88)

BEXA—F

6.3.1.1l DF|ETZH* 6.3.3.3-2 BERAS/—FDRTE (¥ T HNE, ERIEE. RSAFIH
ERTEH) OBERA—FZEMNT S,

% 6.3.3.32 BERM—FDRE (EXaUTsHNE, ERIEE. RSA MBHAERTER)
T52A4F )T 14— ER= 0 O (el
100 TLS1_DHE_RSA_AES 128-SHA
100 TLS1_DHE_RSA_AES 128 SHA256
100 TLS1 _DHE_RSA_AES 128 GCM_SHA256
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VI.

@
.

T52A4F )T 14— ER= 0 G (el
100 TLS1_ECDHE_RSA_AES_128 SHA
100 TLS1_ECDHE_RSA_AES_128 SHA256
100 TLS1_ECDHE_RSA_AES_128_GCM_SHA256
90 TLS1_RSA_AES 128 SHA
90 TLS1_RSA _AES 128 SHA256
90 TLS1_RSA AES 128 GCM_SHA256
70 TLS1_DHE_RSA_AES 256 _SHA
70 TLS1_DHE_RSA AES 256_SHA256
70 TLS1_DHE_RSA_AES 256_GCM_SHA384
70 TLS1_ECDHE_RSA_AES_256_SHA
70 TLS1_ECDHE_RSA_AES_256_GCM_SHA384
60 TLS1_RSA AES 256_SHA
60 TLS1_RSA AES 256 _SHA256
60 TLS1_RSA AES 256_GCM_SHA384
40 SSL3_RSA_RC4 128 SHA
30 SSL3_RSA_DES_192 CBC3_SHA

X TTSA4F )T 14— 1T1~100 DEHFTIETE. 100 ARHLEBEENEL,

DH/DHE. ECDH/ECDHE D&

DH/DHE : &M 7 <. BEE T 1024bit TH 5,

ECDH/ECDHE : 6.3.1.1.LD & 6.3.2-8 SSL S E@E IZT. lElliptic Curve Name:] ® lAvailable
for ECDHE ciphers] ##IZ secp384rl 4 L < [& secp256rl #E&XEJ 5,

H—NISAT72 FOBEIEGDETE
6.3.1.1l.DX 6.3.2-8 SSLEESEE THEBERASM—r&—8EIRTH-H. H—/\BELE S,

BEXA— FOEBEEIBLDETE
NEEERA— FTHRELEHBERIZEL D,
Extension D E

BETEHLY,

QODBREELREHA FSA VDBRENBTLEDES
Jakransn—gy
EntL,

BEeXA4—F

=577 L,

XAV TABNBIZEFENIBERA—F67TEDSH. K 63333 BEHSFI120ED
=7 (EFxa)T4BI5E, BAEE. RSAGEHERTER) O REAAS/0EFXa)T4
BISAE (—E8) 11285 19 ADEES A A — FDFERALFETH S, HAFEER 19 BDESR A —
FDEBEIRLLIE, HEHA RS 0DEF2) T4 HINEDIEBRZERL TH S,
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# 6.3.3.3-3 BMEHS FSAVEDES (X2 ) T4 BB, BAEE. RSA MEAERTER)
Gh—F | BEAAEIAOEFIUT AT —H) | B BERA— FRERE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 6 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 3 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&h0) 5 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&/n)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&fn) 4 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A &h0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&n) 1 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&hn)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 9 TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 8 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 7 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 14 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 12 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)

D TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 11 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0) 13 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&/m)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&m) 10 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&hm)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 17 TLS_RSA_WITH_AES_256_CBGC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 16 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 15 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

G TLS_RSA_WITH_RC4_128_SHA (G) 18 TLS_RSA_WITH_RC4_128_SHA (G)

H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 19 TLS_RSA_WITH_3DES_EDE_CBGC_SHA (H)

X IN—TADIEEXIETRE,

IV. DH/DHE. ECDH/ECDHE M E
ER1EL,

ECDH/ECDHE M54, 6.3.1.11.D OEMEIZT

(2) ECDSA SIBAE R ERF

KIBMAIHREAA K5 v DTIL—T4,

= —]

X /E

LI-EL% 5,

SSLV3 THERATEAREER A — AR E=SH, X2 ) T4 BN BIEBRETEAHY,
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6.4. BAS K9z 7 Alteon ¥1)—X

AETIL, Alteon VA IZDWTHABE LR LT,

HmEH. Y—/\GIBAZE(L, RSAGEBAE & ECDSA SIFAEMN R EARETH S, RSAFIAEZHREL T
5& & ECDSASIBAZE 4R EL-IGATENELIBERA—  AELY MADIIAEZE 2K E L=
BEX. MADBERS— ENEMNZHS,641TI4I FTORESRENRORAE. $&LU. 643
BERTEABREREHS FSAVTOREEREDESDRE - 9471, RSA FEBAEZ & ECDSA &F
BEDHAERE LIGEICOWTEET %,

6.41. T74I FTOBESHRENBDORE
* 6.4.1-1 BSRERNR (TI74ILH)
® CipherSuite ;#ZRE % E

Jakrajv Jokra)LEER R CipherSuite iEIREBEIE CipherSuite #
tls1.2 ON H—Nn\ 17
tls1.1 ON H—Nn\ 13
tls1.0 ON H—/\ 13
sslv3 ON H—/\ 13
sslv2 XA — —

70 ka)LZED CipherSuite #l&. BAS FY =7 Alteon VA THEAREELGEEE XA —FRT
ON DIEE X 14 — FD#IZ unassigned (IANA O—& T unassigned > TWLWAEERA/— LD
id) DEEERA— bk 218 (0x00,0x62. 0x00,0x64) E&EL,

® HASFYI7 Alteon VA THARRELEER A — k

id IANA 52 (-1 # #l gﬁff;( tls1.2 tls1.1 tls1.0 ssiv3 ssiv2
0x00,0x18 TLS_DH_anon WITH_RC4_128_MD5 —_— OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH.DES_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon_ WITH_3DES_EDE_CBC_SHA -_— OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA —_— OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_.CAMELLIA_128_CBC_SHA -_— OFF OFF OFF OFF OFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128_CBC_SHA256 —_— OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 —_— OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH_.CAMELLIA_256_CBC_SHA -_— OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA —_— OFF OFF OFF OFF OFF
0x00,0xab TLS_DH_anon WITH_AES._128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 -_— OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon_ EXPORT_WITH_RC4_40_MD5 —_— OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon_ EXPORT_WITH_DES40_CBC_SHA —_— OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA —_— OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA —_— OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A ——— OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_CBC_SHA D —_— OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA_128_ CBC_SHA A —_— OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A —_— OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D —_— OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256_CBC_SHA D —_— OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A —_— OFF OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D —_— OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA —_— OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH_NULL_SHA —_— OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128_SHA —_— OFF OFF OFF OFF OFF
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id IANA %52 = # #l 554 tls1.2 | tlsl.1 tls1.0 sslv3 sslv2
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_ CBGC_SHA CiEmMm | c&m | --- OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA Figm | Fi&m | --- OFF OFF OFF OFF OFF
0xc0,0x15 TLS_ECDH_anon WITH.NULL_SHA - OFF OFF OFF OFF OFF
0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA _— OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon_ WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128 CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x19 TLS_EGDH_anon WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 CiEmMm | c&Mm | --- OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Figfn | Fi&gm | --- OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 CiEmMm | c&m | --- OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 Figm | Fi&m | --- OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH NULL SHA - OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBG_SHA - OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH AES_128_CBG_SHA ABMD | AEMD | --- OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA D&M | D&M | --- OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH_NULL_SHA - OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA ABHD | AEAD | --- OFF OFF OFF OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA D&M | D&M | --- OFF OFF OFF OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 AEI | ABM | --- OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBG_SHA384 D&M | D&M | --- OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 ABMD | AEMD | --- OFF OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_ CBC_SHA384 D&M | D&M | --- OFF OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_.GCM_SHA256 BEM | ABM | ABID | --- OFF OFF OFF OFF OFF
0xc0,0x2c TLS_ECDHE_ECDSA WITH AES_256_ GCM_SHA384 céfn | D&MD | DiEM | --- OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_.GCM_SHA256 BEM | A | ABM | --- OFF OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 cEfn | D&MD | DEM | --- OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA_WITH_NULL_MD5 — OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSAWITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA_ WITH_RC4_128 MD5 - ON:11 | ON:7 | ON:7 | ON:7 | OFF
0x00,0x05 TLS_RSA_WITH_RC4_128_SHA G - ON:10 | ON:6 | ON:6 | ON:6 | OFF
0x00,0x09 TLS_RSA_WITH_DES_CBG_SHA - ON:13 | ON:9 | ON:9 | ON:9 | OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBG_SHA H - ON:12 | ON:8 | ON:8 | ON:8 | OFF
0x00,0x2f TLS_RSA_WITH_AES_128_CBC_SHA B B - ON:7 | ON:3 | ON:3 | ON:3 | OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E - ON:3 | ON:1 ON:1 | ON:1 | OFF
0x00,0x3b TLS_RSA_WITH.NULL_SHA256 - OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128_CBC_SHA256 B B - ON:6 | OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E - ON:2 | OFF OFF OFF OFF
0x00,0x41 TLS_RSA_ WITH_GAMELLIA 128 CBC_SHA B B - ON:9 | ON:5 | ON:5 | ON:5 | OFF
0x00,0x84 TLS_RSA_WITH_CAMELLIA 256 CBC_SHA E E - ON:4 | ON:2 | ON:2 | ON:2 | OFF
0x00,0x96 TLS_RSA_WITH_SEED_CBC_SHA - ON:8 | ON:4 | ON:4 | ON:4 | OFF
0x00,0x9c TLS_RSA_WITH AES_128_.GCM_SHA256 B B - ON:5 | OFF OFF OFF OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 E E - ON: 1 OFF OFF OFF OFF
0x00,0x03 TLS_RSA_EXPORT_WITH_RC4.40_MD5 - ON:15 | ON:11 | ON:11 | ON:11 | OFF
0x00,0x08 TLS_RSA_ EXPORT_WITH_DES40_CBC_SHA - ON:14 | ON:10 | ON:10 | ON:10 | OFF
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® Extension

name id tls1.2 tls1.1 tls1.0 sslv3 | sslv2
signature_algorithms 13 | IEXRIS - -

heartbeat 15 | IEXF IS xS | IEXRE | — -

6.4.2. EEREHEZDAE

. ZFOraLnN—LarniEE

A) TSHYTEEE®@IZCOS A > L. (1) lApplication Delivery] — (2) F'SSL] — (3) I'SSL Policy|
—EBBL. —E®D (4) TSSLPolicyl (fl : testSSLpolicy) &9 ) v 79 %,

SSL Policy
VA (Standalone)
192.168.70.135 + 7 (] Q
MNone
20.2.1.100 Status | Policy 1D Description  Secure Renegotiation  Cipher Suite | Intermediate CA  Client Authentication Policy  Backend SSL Encryption  Backend SSL
00:0C:25:74:3A:45
- Searchw | Search Search Search Search - | Gerificate ~ | Search ~ | Search ~ | Search
v "
| e | =nbled testssiodiicy 5 User Defined | None Enatle P |
Cr (4)
System
Network i
I Application Delivery (1 )
@ Quick Service Setup o
Virtual Services
Filters
Server Resources .
(2)

I: SSL
Certificate Repository
(3)
© ssL Policy

O Chent Authentication Policy
R < >

® 6.4.2-1 SSL Policy —EE&E-1

B) [SSL Policy fR5EHE ] AER-xSNf=5 (5) lAllowed SSL Protocol Version] OfERA L=V
ARILITFIvIEAN, BENTT LS (6) Submit] K2 VE2HTT 5,

S5L Policy Edit SSL Policy
Policy ID: testSSLpolicy
Description:
Secure Renegotiation: 5
Diffie-Hellman Key: 2048bits i

Frontend SSL

Frontend SSL

Frontend S5L Encryption: Enable ~7
Pass S5L Information...
Cipher Suite: User Defined Expert s
Backend SSL
User Defined Expert Ciphers: [DHE:ECDHE:RSA:ECDSA:!CAMELLD\:!SE]
Protocol Redirection
Intermediate CA: (O Certificate () Group (@) None
Client Authentication Policy: v F 4+
(5) I Allowed 5SL Protocol Version: [sswva MTLsio0  MTLs11  WMTLsiz I

(6)

Su

mit Cancel

=)

B 6.4.2-2 SSL Policy #R&EEE-1
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C)

BREMNET LIS, BELED (7) TApply Required] R4 > & (8) Save Required]

h2 U ERT L THREEER - R’RET B

40 1@_.}3

Apply Required

Save Required

A

Revert

-

Sync

Diff Dump

B 6.4.2-3 SSL Policy fR&EEHE-2

. BEXAMA—FDERE
A) TSHYTEEE®@IZCOS A > L. (1) lApplication Delivery] — (2) F'SSL] — (3) I'SSL Policy|
—EBBL. —E®D (4) TSSLPolicyl (fl : testSSLpolicy) &2 ) v 79 %,

SSL Policy
Type: VA (Standalone)
Mgt IP: 192.168.70.135 + F (] Q
HA Status: MNone
Version: 30.2.1.100 Status | Policy ID Description  Secure Renegotiation  Cipher Suite  Intermediate CA  Client Authentication Policy Backend SSL Encryption  Backend SSL
MAC: 00:0C:25:74:3A:45
. Searchv | Search Search Search Search - | Gertificate ~ | Search ~ | Search ~ | Search
L g v "
et ot Enabled testsSLpolicy User Defined | None Enable Low
p— (4)
System
Network i
I Application Delivery (1 )
@ Quick Service Setup o
Virtual Services
Filters
Server Resources ,2)
© ssu \
|
Certificate Repository
(3)
© ssL Policy
o Client Authentication Policy
- < >

® 6.4.2-4 SSL Policy —EE&E-2

B) [SSLPolicy fR&kE®E] NEkRxENf-5 (5) [Cipher Suite] #T lUser Defined Expert] %:#
RL. (6) TUser Defined Expert Ciphers] #IZ{#EH L= \iS X4 — k% OpenSSL KL T%
EL. (7) TSubmit] K2 U #BTT 5,

S5L Policy Edit SSL Policy

Policy ID:

Description:

Secure Renegotiation:

Diffie—Hellman Key:

I Frontend SSL

Pass SSL Informatio,

testSSLpolicy

2048bits

Frontend SSL

Frontend S5L Encryption:

Enable <2

5) ICipher Suite:

User Defined Expert

M I

Backend SSL

(6)

User Defined Expert Ciphers:

Protocol Redirection

[DHE:ECDHE:RSA:ECDSA:!CAMELLIA:!SE]

(7

Submit

Cancel

Intermediate CA:

Client Authentication Policy:

Allowed SSL Protocol Version:

(O Certificate () Group (®) None

M A

[Osswvs MTLS1.0  WTLS1.1 MTLS1.2

B 6.4.2-5 SSL Policy #R&EEE-3
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C) BREMNTET LS., BEELE®D (8) TApply Required] "4 > & (9) ISave Required] R%2 %

BT LTEEZER - R7FT %,
SO & O «. ;

Apply Required Fave Required Revert Sync Diff Dump

B 6.4.2-6 SSL Policy #fasEE®E-4

ll. DH/DHE. ECDH/ECDHE MO#RENHETE
DH/DHE D#gE(%. B 6.4.2-5 SSL Policy fR&EMmE-3 @ [Diffie-Hellman Key:] ##T 1024bits
F 1=1% 2048bits Z#1ERT B,
ECDH/ECDHE DR (&. BEAHE% L, BEE T secp256rl MEEEIND,

V. Y—n\9 547> FOEEIERDRE
BETH—/N\BETHY., EETEAHL,

V. BEXSM—FDELIEREDETE
NEESERA— FCHEERS— FERELEIBRIZKE S,
HKITN—TEBTHRELE=EBOBEIEGEICOWTITERELASTWIEIZLE S,

VI. Extension DX E
BREAELTL,
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6.4.3. BEERENBRTLBEHA FSA VTOREEREDESDRAE - 2

6.43.1. 5tF*xa )T+ H

QSRS — FEEKMIZHRET I2HEICEY . REAS FSA0DEEF1 ) T4 BIZHRE (%
W) $B5ZENTES,

@ Fabrans—3y, BEXAS— k. DH/DHE, ECDH/ECDHE OEHN L - & HBEHA K
TAVDBEERICEML TS ERDODNLIBTE (BERM— FEEREMICERE LB UVAE)
. o kanNn—o3y
TLS12DF v EANB,
TLS1.1. TLS1.0. SSLV3.ODF = v %47,
(A 6.4.2-2 B1)

. XA —k
6.4.2-5 SSL Policy #R5%E®E-3 @ User Defined Expert Ciphers] #IZ. UL FTOXFF5| %%
EI B,
AESGCM:!ADH

ll. DH/DHE. ECDH/ECDHE M E
H 6.4.2-5 SSL Policy #R&EE®E-3 ® [Diffie-Hellman Key: | #T 2048bits Z:&iR$ %,

V. $—N\I 35472 FOBEIELDERE
BETHY—/\EBETHY. EETELL,

V. BEXSM—FDEBEIECGDETE
ILEEERXRA—FTHRELEHERIZK S,

VI. Extension DX E

REFELZL,

@ DDHBREEBREHA FSMAVDBRERNBREDES
Jarann—oay
=N L,

. BEX1L1—F
=nbHY,
SEXFaVTABIIEFNIBERMI—F1L2EANDS B . & 64311 BREHA LS4 EDE
2 EdEXIVTAE) O TREFARFADEEFI)TAE(—E)IIZHS 6 EDHES XA —
FOERAMFRIEETH D, T, BEF1 ) T EICEEFNLZV 4 EDOES XM — FOFERAHIT
BEE D, BEIERLIE. X 64312 HREHALFSAVEDNDES (HEFaUTAE) Db
UTH,

% 64311 BREHAKFSA2VEDED (BEXaVT4H)

Tn—7 BEHA K51 OBEF2UTAE (—8D) e §E XA — PREHE
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 («) 3 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 («)

o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 («a 3&#m) 5 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ( «z3&/m)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ( o 38 7M) 9 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (wi&h0)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (3 ) 2 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 ()

B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (5 :&/0) 4 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (3 3&h0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( B :&/0) 8 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (3 3&#h0)

T | BEAAFSACOBRERaUT BCBRELAOE | || 115 oAW1 AES. 125 GO SHAZ56
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FRA—F 6 TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256

1 TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384

10 TLS_RSA_WITH_AES_256_GCM_SHA384

XTIN—TADIEEXIETFE,
MIEMAIRENA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE O E
ER1EL,

® Fabrans—3y, BEXAS— k. DH/DHE, ECDH/ECDHE OEHN L - & HBEHA K
TAVDBEERICEMLTLDERDODNLIBTE (BERM— FEEEMICRET 5F%)
Joranin—oay
TLS12DF v o EANB,
TLS1.1. TLS1.0. SSLVZ.ODF = v %47,

(A 6.4.2-2 B1)

EERXA— bk
6.4.2-5 SSL Policy #R&®EHE-3 @ User Defined Expert Ciphers] #(Z. UL TFOXFH %%
Y %,

AESGCM:IADH:IAES128-GCM-SHA256:!AES256-GCM-SHA384:!1ECDH-ECDSA-AES128-GC
M-SHA256:!ECDH-ECDSA-AES256-GCM-SHA384

DH/DHE. ECDH/ECDHE D&
DH/DHE : 2048bit
ECDH/ECDHE : BETE T 256bit(secp256r1) T 5.

V. HY—N\I 54T FrDOBEIBLDERTE
BETH—/I\BELELD,

EERAM — FDELIERDETE
NEEERA—FTERELERIZCLD,
Extension D% 5E

BETEHEL,

@ QNDHRELHBEHA FSMAVDBRENABRENDES
Jorainn—o3y
=N L,

EE XA — b

=L,

SEXFaVTABIIEFNIBERM—FL2EANDS B . & 64311 BREHA LS4 EDE
S @EEXaVTA4E) O THREHARSAoDEEFI)TA4E(—ER)1IZHD 6 EDEESR A —
FOFERMNTEIRETH D, FATTREL 6 ADEES R M — FOBEIEMIX. BREHA KSA4oDE+
Fa) T4 BDIEFERERLETHSD,

% 64312 BEHAEFSA2VEDED (BEXaVT4H)

-7 BESHA KA L OBEF YT (—8) & BERA— FRERE
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 («) 1 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (3B /1)
o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (« 3&hm) 2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (o 3&/0)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ( o 38 7M) 3 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (a;)
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Tn—7 BEHA K51 OBEF2UTAH (—8) & §ERA— FREHE
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 () 4 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (B :&/0)
B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (5 :&/0) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (5 :&/0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 3&/m) 6 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (3 )

KT IW—THADIREFIEFRF,
MXEBMAIEREAA K51 2DTIL—T4H,

LRRET. BESRAM—MERBEIRLLEO TR EF 2 TARIERET HEMNTED UTDELSIZ
BRI S AA—rERELTERETH D,

DHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES256-GCM-SHA384:ECDHE-RSA-AES2
56-GCM-SHA384:DHE-RSA-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-GCM-SHA256:E
CDHE-RSA-AES128-GCM-SHA256

lll. DH/DHE, ECDH/ECDHE D&
Z07E Lo

6.432. ¥Rt T+ B
DEERSA— FEERMICBEELRVAZ. 8LV, QEERS — FEEARMICHET A 5EICL
Y, BEHA RSAUOERELX1) FoBIZHRTE CEI) T35 EMNTES,

@ Fabrans—3y, BEXSL— k. DH/DHE, ECDH/ECDHE OBEHN L - & HBEHA K
SAVDORTEERICEML TS EBDIEIERTE (BERM— FEEEMIZHRE LEVAE)
. O rawn—o3y
TLS1.2. TLS1.1, TLS1DF v o &EAh %,
SSLVBDF v o #459,
(X 6.4.2-2 B8)

. BSXA4—F
6.4.2-5 SSL Policy #R&EE-3 @ lUser Defined Expert Ciphers] #IZ. L TFTOXFH %%
Y %

ALL:!ADH:!ISEED:'EXP:INULL:!RC4:!DES:!DES:!I3DES:!AECDH

. DH/DHE. ECDH/ECDHE M#E&
DH/DHE : 2048bit
ECDH/ECDHE : BXXE T 256bit(secp256rl) & 7% 5,

V. Y—N\9 54 F7> FOEBEIERDKRE
BIE CH—/N\BE LD,

V. BBEXM— FDBEIEDHRTE
ILEEBERA— FTERELFERIZCK D,

VI. Extension D{E

REFERGL,

@ DDBELEREHA FSAVDBERNBREDNDES
JOobrajnNn— 3y
EnEL,

Il BESRXA—hk
E=27 Lo
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HREELX 1T ABCETFNEIBERSM—FABENDS B . K 64321 REHALFSALED
E5 HEREX1VTAE) O IREHAIFSAOOHRLFTAE(—E) 1IZHD 34 EDRE
BAA— FOFEANTTRETH D, FHETEELR 34 EORESRASM— FOBEIELIX, R 6.4.3.2-1
BREHA FSAVEDED HREXFLVTAE) DEBYTHS,

£ 64321 BEHAFIALEDED HEREELF2LVT1E)

Th—TF | BEAA KA ORREEa TR () | B BERA— FREHE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 26 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBGC_SHA (A) 27 TLS_DHE_RSA_WITH_CAMELLIA_128_CBGC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 25 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 24 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&#n) 23 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&#n)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A ;&#m) 22 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A ;&#m)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A ;&) 21 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A ;&)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&jn) 20 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&jn)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A ;&) 19 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A s&n)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&jn) 18 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&n)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 33 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 32 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

° TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 34 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 31 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C i&/m) 30 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C i&/n)

C TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C ;&hm) 29 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C s&hm)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C i&hn) 28 TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C i&hn)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 9 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 8 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) 10 TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 7 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D ;&#n) 6 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D ;&#n)

’ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0) 5 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&40)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D ;&hm) 4 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D ;&hm)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&m) 3 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&hm)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&) 2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&hm)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&m) 1 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&hm)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 16 TLS_RSA_WITH_AES_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 15 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

: TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 17 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 14 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F ;&) 13 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F ;&)

F TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F ;&hn) 12 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F ;&hn)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F ;&hn) 1 TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F ;&hn)

KT N—THOIEETIERE,
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KIEWRIEEAA FS1 DT IV—T4,

DH/DHE. ECDH/ECDHE QO E
E=En7E L,

Jararn—o3y, BEEBARAL— b+, DH/IDHE, ECDH/ECDHE ORBEMNE - EHB/EHIF
FSAVDBREERICZEM L TVWESLEBODNEIERTE (BERSM— F2EEKNICRET S5
DER¥ETH S,

QD/ELEENS FSA VDOBREAREDES

QBREHA FSAVDERENBTLEDENERHRTH D,
@FakanN—3>, BEE XA — . DH/IDHE. ECDH/ECDHE DEMN L > & HBEHA
FoAUDEREERIZEM L TWLWDERDODNIBREDHEESRM—ME HERELX1)VT(EDLD
DA TETEEINBEIEMNELGED, LT OISIZERIEERA— B IZRET HET E
SEIERIEHER X2 ) TARUERET HEMNTED,

f=1=L. [User Defined Expert Ciphers] #®MD A AXFIIFIR (256 XFFET) IT&Y. HEE+L
AYTA4ED B EOEERA/— D55, 11 EAOEERAL—FETLMRETEALHL,

6.4.2-5 SSL Policy #R&EEIE-3 M User Defined Expert Ciphers |##ICLL FD# (2R3 3,

DHE-RSA-AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-RSA-AES128-SHA256:DHE-RS
A-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES128-SHA:ECDHE-
ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-GCM-SHA
256:ECDHE-RSA-AES128-GCM-SHA256:AES128-SHA

6.4.33. %) T 1 HlsE

OESRAA— FEERMICKRET DHFEICLY ., REHAA LS4 00EF2 ) T4 HINBIZHRE

(BER) 5 EMNTED,

)

VI.

A bauns—o 3y, SRS — b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHAF
FAVDBREERICZER L TWEHLEBDHONEEBTE (BEXSM— FEEEMICERTE LGEWEARE)
JOokanN—o3y

TLS1.2, TLS1.1, TLS1, SSL3DFz v v EAND, (X 6.4.2-2 B8)

EE XA — b
6.4.2-5 SSL Policy #R&EmE-3 @ User Defined Expert Ciphers] #IZ. LI TFOXF5| %52
#HI 5,

ALL:!ADH:!SEED:IEXP:INULL:!DES:IDES:!AECDH:IMD5

DH/DHE. ECDH/ECDHE D&
DH/DHE : 2048bit
ECDH/ECDHE : BXXE T 256bit(secp256rl) & 7% 5,

Y= 5472 FOBEIRLDERE
BETH—/\BELL D,

EE XA — FDEEIELLDERE
ILEEERA—FCHRELEHERIZK S,

= —1

Extension MEXFE
BREAEGT L,
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@ DDBEEBREHA FSAVDBERNBREDNDES
JOobrajnNn— 3y
EnEL,

EB5RXA— b
EnHY,

LX) TAHINBIZEFENDIEERALM—F67TEDSI B K 6.4.3.3-1
D BEAARSA>DEF2)T4BINE (—ER) 112H 5 37 EORE
BERA—FDFERAMNAIRETH D, T, X2 ) T4 HINBIZEFALZVNEOEERS—

=57 (%2 )71 HI5E)

NERTEETH D, BEIELLIE., T 6.4.3.3-1
) pEBYTHD,

BEHARSAEDES (EFXa) T 155

% 64331 BMEHSAFSAVEDER (X)) T4 HINE)
gn—7 BESHA ESA2DEE2 YT HIAE (—8) s EE2 A — FRERE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 26 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBG_SHA (A) 27 TLS_DHE_RSA_WITH_CAMELLIA_128_CBG_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 25 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 24 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&#n) 23 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&#n)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A ;&#n) 22 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A ;&#m)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&hm) 21 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&hm)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&) 20 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A &)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A s&hm) 19 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A s&hm)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&) 18 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 33 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 32 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

° TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 34 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 31 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C &m) 30 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C &m)

C TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C 3&hn) 29 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C i&hn)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C i&hn) 28 TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C 3&hn)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 9 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 8 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBGC_SHA (D) 10 TLS_DHE_RSA_WITH_CAMELLIA_256_CBGC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 7 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&#m) 6 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&#m)

’ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0) 5 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D :&hm) 4 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D :&hm)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&jn) 3 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D &n)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&jn) 2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D s&n)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D s&jn) 1 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &n)

E TLS_RSA_WITH_AES_256_CBC_SHA (E) 16 TLS_RSA_WITH_AES_256_CBC_SHA (E)
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T—7 | BEAAKSILOuEaUT AL @) | Bk BTAA— FEERR
TLS_RSA_WITH_AES_256_CBC_SHA256  (E) 15 | TLS_RSA_WITH_AES_256_CBC_SHAZ56 (E)
TLS_RSA_WITH_CAWNELLA_256_CBC_SHA (E) 17 | TLS_RSA_WITH_CANELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GON_SHA384  (E) 14 | TLS_RSA_WITH_AES_256_GCN_SHA3B4 (E)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F &A1) 13 | TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F M)

F | TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHASS4 (F i&m) 12 | TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F s2A0)
TLS_ECDH_ECDSA_WITH_AES_256_GCH_SHA384 (F 3&Am) 11 | TLS_ECDH_ECDSA_WITH_AES_256_GON_SHA384 (F s&A0)
6 | TLS_RSAWITH RC4_128_SHA (®) 38 | TLSRSA_WITH_RCA_128_SHA (®)
TLS_RSA_WITH_3DES_EDE_CBC_SHA () 43 | TLS_RSAWITH_3DES_EDE_CBC_SHA (H)
" | s ove s i aves ocse s 41| TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H)
SENALAYOTRANTARNRIEBALEN | 57| TLs_EcOH_ECDSA WITH_RC4_125_SHA
42| TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA
36 | TLS_ECDHE_ECDSA_WITH_RC4_128_SHA
B 40 | TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA
35 | TLS_ECDHE_RSA_WITH_RG4_128_SHA
39| TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA

VI.

KT N—THOIEETIERE,
KIFMRIEREAAS K4 DTV —T4&,

DH/DHE. ECDH/ECDHE M E
=N L,

Jakanin—ar, BEEXAL— . DHDHE, ECDH/ECDHE ORREMNE - L H/EHA K
FAVDREERICZEM L TSI EBDONIRTE (BERASM—FEEEKNIZHRET HFHE)
Jakajns—3y

TLS1.2, TLS1.1, TLS1, SSL3IMDFzvHI EANDB, (K 6.4.2-2 BH8)

EERXA—k
6.4.2-5 SSL Policy #R&EHE-3 @ User Defined Expert Ciphers] #(Z. LLTFTOXFH %%
£9 5,

ALLI!ADH:ISEED:EXP:INULL:!DES:IDES:!AECDH:!IMDS5:!ECDH-ECDSA-RC4-SHA!IECDH-EC
DSA-DES-CBC3-SHA!!ECDHE-ECDSA-RC4-SHA:'ECDHE-ECDSA-DES-CBC3-SHA:IECDHE-
RSA-RC4-SHA:IECDHE-RSA-DES-CBC3-SHA

DH/DHE. ECDH/ECDHE D&
DH/DHE : 2048bit
ECDH/ECDHE : B3 T 256bit(secp256r1) & % %,

Y=Y 5472 FOBEIRLDERE
BETH—/\BELEL D,

EEAM— FDELIECDETE
ILEEERA—FCHRELEHERIZK S,

= —1

Extension MR FE
BREAEGT L,
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@ QNBELHREHA FSAVDBERNEREDNDES
JOobrajnNn— 3y
EnEL,

EB5RXA— b
=07 L,

LX) TAHINBIZEFENDIEERALM—F67TEDSI B K 6.4.3.3-1
D BEAARSA>DEF2)T4BINE (—ER) 112H 5 37 EORE
EXL— FOFEAMNAIEETH D, FHATEEL 37 EAORERASA— FOELIERIE. & 6.4.3.3-1

=57 (%2 )71 HI5E)

BEAAFSIAVEDED (EF2UTA4HHE) ODEBYTHS,

+ 64332 BEHAFSALEDES (X)) T4BI5NE, BEMNEE)

-7 BEHA K54 o0EEYT ST (— ) e BERA— FRERE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 26 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBG_SHA (A) 27 TLS_DHE_RSA_WITH_CAMELLIA_128_CBG_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 25 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 24 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&#n) 23 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A ;&#n)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A ;&#n) 22 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A ;&#m)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A ;&) 21 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A s&mn)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&jn) 20 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&n)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A ;&) 19 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A s&n)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&) 18 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 33 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 32 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

° TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 34 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 31 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C i&/n) 30 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA (C i&/m)

C TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C i&hn) 29 TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256 (C i&hn)
TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C i&hn) 28 TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 (C i&hn)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 9 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 8 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) 10 TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 7 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&#m) 6 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&#m)

’ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0) 5 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D ;&hm) 4 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D :&hm)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&fm) 3 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&m)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&) 2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D :&hm)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&m) 1 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&hm)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 16 TLS_RSA_WITH_AES_256_CBC_SHA (E)

: TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 15 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
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gn—7 BESHA ESA2DEE YT HIAE (—8) s EE2 A — FRERE

TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 17 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 14 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F i&/n) 13 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA (F i&/m)

F TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F :&hm) 12 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 (F :&hm)
TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F :&hm) 1 TLS_ECDH_ECDSA_WITH_AES_256_GCM_SHA384 (F :&hn)

G TLS_RSA_WITH_RC4_128_SHA (G) 35 TLS_RSA_WITH_RC4_128_SHA (G)
TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 37 TLS_RSA_WITH_3DES_EDE_CBGC_SHA (H)

" TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H) 36 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H)

XTI IN—TADIEEXIETRE.,
XIBMANIIBREHA FSA DT IL—T4,

dFa rarns—C3>, BBEXA— k., DH/DHE, ECDH/ECDHE D#EMN L - &L REH A
FSAVDEEERICER L TLEERDNSIEEDESAA—MI EFXa)T14HI54E2DLD
DHITEHTE TEEIMNBEIELARGE D LLTDLIIERICHESRAA—FEERIZERET H_LT &
FIERIEEF)TAHIN BT T HIENTES,

f=1=L. TUser Defined Expert Ciphers] #®D A AXFIIFIR (256 XF&ET) IT&Y. EFa )
TAFHNED 37 AOEERL—FDS5L, L1 EDOEEXS—FETLARETEAELY,

6.4.2-5 SSL Policy #R&EIE-3 M User Defined Expert Ciphers 1#8ICUA T D (Z5ER 3 5,
DHE-RSA-AES128-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-RSA-AES128-SHA256:DHE-RS
A-AES128-GCM-SHA256:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES128-SHA:ECDHE-

ECDSA-AES128-SHA256:ECDHE-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-GCM-SHA
256:ECDHE-RSA-AES128-GCM-SHA256:AES128-SHA

DH/DHE. ECDH/ECDHE MO E
ENHL,
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6.5. 8t IPCOM L1)—X

AZETIL. IPCOM EX2700 IN [DWTHABLEHEETY .

BE. H—/\GIAEL. RSAGAEDANHEARETHY. 651 T I+ FTOESHREAED
HE. LU, 653BEREHNRLEBESA FSA VTOREERLEDESDRE - HHIZONT
IX. RSAFIBAZE %X EL=BAIC DL\ TREET 5,

6.5.1. T4 I FCORERENETDRE
% 65.1-1 BERERNE (T74ILE)
®  CipherSuite #iR & 54

Jakan FaraJLEBERS CipherSuite =R EEIE CipherSuite

tls1.2 ON DS5A4T Uk 7

tls1.1 OFF — 0

tls1.0 ON D54TF7 2k 5

sslv3 ON DS54A4TF7 Uk 5

sslv2 OFF - 0

® =& IPCOMEX2700 IN CIEFRTIHEL RSB A1 —hk

id IANA 52 ® 1#® ol ﬁ;:f;( ts12 | tsl1 | ©s10 | ssh3 | ssh2

0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA ABi ABi - OFF OFF OFF OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA D& D& - OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256 ABi ABi - OFF OFF OFF OFF OFF
0x01,0x00,0x80 SSL_RC4_128 WITH_MD5 - OFF OFF OFF OFF OFF
0x03,0x00,0x80 SSL_RC2_CBC_128_ CBC_WITH_MD5 - OFF OFF OFF OFF OFF
0x06,0x00,0x40 SSL_DES_64_CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x07,0x00,0xc0 SSL_DES_192_ EDE3_CBC_WITH_MD5 - OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA_WITH_RC4_128 MD5 - ON OFF ON ON OFF
0x00,0x05 TLS_RSA_WITH_RC4_128 SHA G -— ON OFF ON ON OFF
0x00,0x09 TLS_RSA_ WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H - ON OFF ON ON OFF
0x00,0x2f TLS_RSA WITH_AES_128 CBC_SHA B B -— ON OFF ON ON OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E E - ON OFF ON ON OFF
0x00,0x3c TLS_RSA_WITH_AES_128_ CBC_SHA256 B B - ON OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E -— ON OFF OFF OFF OFF
0x02,0x00,0x80 SSL_.RCA_128 EXPORT40_WITH_MD5 — OFF OFF OFF OFF OFF
0x04,0x00,0x80 SSL_RC2_CBC_128_CBC_EXPORT40 WITH_MD5 - OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA_EXPORT_WITH_RC4_40_ MD5 -— OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 - OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA_EXPORT_WITH_DES40 CBC_SHA OFF OFF OFF OFF OFF

¥tlsl.2~sslv2 M ET OFF:T 74 )L TIEER ERBEIZHE>TULVELES R M —k,
® [Extension

name id tls1.2 tls1.1 tls1.0 ssiv3 ssliv2
signature_algorithms 13 | EXfIG | — — - -
heartbeat 15 | IEXtG | IEXIRS | IEXIRE | — -
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6.5.3. BEERENBRTLBELA FSA VTOREEREDESDRAE - 2

6.53.1. 5tFxa )T+ E

EEXa) T4 EOEERA— FERATELR O . BEAS RSAo0EEX ) F4BIZH
ET DI EIETELL,

@ Fakrarn—Lay, BEEX4M— k. DH/DHE, ECDH/ECDHE OBEMN L - ELBRELHI K
FTAVDREERICEM L TLWEEBRDODNEIEBTE (BEERXSM— FE2EERIZHRE LEVLEX)
BEEXaA)TAEOEERAS— FAERATELRL,

@ DDBEELEBEHA FSAVDOBERNBRENDES
BEXa1)TA4RIZEENS 2 ADKEERS — AT RTHEHATEAL,

® Z7arainn—>ay, BEEXAL— I+, DH/DHE, ECDH/ECDHE OB EMEL > EHLBEHA K
FAVDREERICEML TSI LEBDODIALIRTE (BERXSM— FZ2EENICRET HF%)
EtXai)TAEOBERA— FBNFEARATELL,

@ QNBELHREHA FSAVDBERNEREDNDES
StXa)TA4HEFND 12EADEERAM— AT RTHERTEAHL,

6.532. ¥Rt T+ B
DBEERSA— FEERMICBELEVAZ. 8L QBEBERSA— FEERNICHET A AEICL
Y, BEHA FSAUDOERE X1 TARICHTE CER) T3 EMTES,

@ Jararn—ay, BEEX4M4— ., DH/DHE, ECDH/ECDHE OBEME & LBEHI K
TAVDBEERICEML TS ERDODNLIBTE (BERM— FEEREMICERE LG UVAE)
. ZFAakrajnN—ay
SSL7A kO Fx vy EF : TLSLO, TLSL.1, TLS1.2
FrysE: SSL2.0, SSL3.0
(X 6.5.2-2 2H8)

. BBERXA—Fk
6.5.2-7 % SSL H—NEERA/— MEREE O EFERLLZEBSRXA—b] @BIZ, X
6.5.3.2-1 BBERAA/—FDH%RTE HERBELX1)T+B, XFIEE) 2R [TIL—TIEXFH]
x MEm) 35,

# 6.5.3.2-1 BBEEXLM—FOHRE HFERELX1) T+, XFIEE)
& S L I —FxX=F35
ECDHE_RSA

AES
KEBEIBMIIEESNEO=OIRFRE,

Ill. DH/DHE. ECDH/ECDHE O E
ECDHE D& (& 256bit(secp256r1) TdH 5.

V. 5—NIS5A4T7> FDBEIBEDRTE
BETY AT MBETHY., EETEHLY,

V. BEBXM— FDBEIELDHZTE
H—NIS5A4T7 Y FOBEIBHNISAT Y MEETHY IBEERXAM — FOBEIBLI AL =6
BETELL,

75



VI.

I —1

Extension D E%XTE
RETELL,

DDBEEREHA FSAVDBRENBLEDED
Jarain—o3y
EntL,

EE5 XA — b

=07 L,

WRELX 1) TABRIEEFNEIBERSI—F 64 ADS5H., &K 6.53.2-2 [BEHAKSA2E
DNEH HRELXLVTAE) O TREHARSAOOHRELF)T+R(—E)1ZHD 7 B
BRAA—FDERNARETHZ. 1L 94T MEATHAH-DBEIBFRITEE SN,

%+ 65322 BEHAKRSA2VEDED HREXFLUT )

gn—7 REAA RS ODMRELFYT+E (—8D) BSR4 — FREBER

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&/m) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&/m)

! TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&fn) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&fn)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

° TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&jm) TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&jm)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

i TLS_RSA_WITH_AES_256_CBC_SHA (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

KIFBMRIFHRESA FS1 DT IV—T4,

®

DH/DHE. ECDH/ECDHE M E
=N L,

Jaran—Say, BEERXAL— bk, DH/DHE, ECDH/ECDHE DB EMNE > EH£BEHAF
TAVDBEERICEMLTLDERDODNLIBTE (BERM— FEEEMICRET 5F%)
Jakajns—3y
SSL7A kO FxyHEF : TLSLO, TLSL.1, TLS1.2
FrysE: SSL2.0, SSL3.0
(K 6.5.2-2 2H8)

EEXA—

6.5.2-7 {18 SSL y—/N\EEXA/—FMERETE O NBERLEZESEXASA—F] BIC, X
6.5.3.2-3 BERA—FDEHRTE HREEX2) T2, BRHEE) OEESXA—r% BN
T 5
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VI.

% 6.5.3.2-3 BERM—LDRTE (MR UToH, BEAEE)
8 S liEfL EERXA— bk
TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256

TLS_RSA WITH_AES_128 CBC_SHA

TLS_ECDHE_RSA WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA WITH_AES_256_CBC_SHA
MEERIELZIEBE S NGV ZOIEFRE,

DH/DHE. ECDH/ECDHE M E
ECDHE MO# & (X 256bit(secp256r1) T#H 5.

Y—NI 547 0 FOBEIRLDFKRE
BETI 47V MEETHY ., EETELL,

EERXA4— FOEBEIBLDETE
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Extension D&
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EE XA — b
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DEH HEREX2)ToE, BEIEE) O BREAMRSAOO#HRLF) T4 (—E) IIH
57TEDBEERA— FDFERMNATEETH S, L. V5347V MEETHD-OBELIELITE
By,

#+ 6.53.2-4 BEHA FSAEDES (HEREF) T8, BEMNEE)

gn—7 REAA LA ODMRELFYT+E (—8D) BSR4 — MREHER

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A 38#1) | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&/n)

! TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&fn) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&n)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

° TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&n) TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&n)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

: TLS_RSA_WITH_AES_256_CBC_SHA (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

KIFMAIHREAA K5 0DTIL—T4,
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Ill. DH/DHE. ECDH/ECDHE O E
En7EL,

6.533. €F 21T 1 HlIsE
DEEER A — FERANICRELEVSER, B&U. OBSR(— FEEKNICRET 2 HEIT&
Y. BEHARSADEF2 0T BINRISHE CEI) §52EMNTES,

@ ZFararn—Lay, BEERXRAL— bk, DH/DHE, ECDH/ECDHE DBRBEMN L EEHB/EHAF
TAVDBEERICEML TS ERDODNLIBTE (BERM— FEEREMICERE LB UVAE)
. ZFAakrannN—ay
SSLZ7Aa k3L Fxvy4HF :SSL3.0. TLS1.0, TLS1.1, TLS1.2
FyYH : SSL2.0
(H 6.5.2-2 38])

. BEXA—Fh
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Hl) % ME&m) 45,
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B BT I — T XF 5
ECDHE_RSA
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—EXPORT
KEHIC T— ) AMFEESNTVEEIDE T——1 K2 U TRABREETI.
KEEIRGLTER SNGEV=DIETFE.
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* 65332 BERM—FOEE (X1 UT1+HINE., XFIIEEB)
BB s TI—TEXFI+EERA—
ECDHE_RSA

AES

TLS_RSA WITH_RC4 128 SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
XEBAEIEMIEBE S NG =OIERRE,

Ill. DH/DHE. ECDH/ECDHE M E
ECDHE D# & (& 256bit(secp256r1) TdH 5.

V. 5—NIS5A4T7> FOBEIBRDRTE
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Y=Y STy FOBLIEEAISA 7Y FMEATHY BEER A — FOBLIBRA N =0
BETELL,

Extension D% 5E
HETELL,

DDBRELEREHA FSA VDBRENBREDED
JOobrajnN— 3y
EnEL,

E5 XA — b

EniEL,

A BEBIZ, X2 T4 HINBICEFTNSEERLI—F67TEDS B, & 65333 H[/EH
ARSAVEDED (X2 ) T4H5E) O TREHARSAoDEF)T4HI5ME (—E) |
IZH5 I EDEERA— FOFERAMNAIEETH D, Fz1ZL. V547V MEATHH-HELIER
EEEINGLY,

& 6.5.3.33 BEHAEFSA2LEDED (Fa) T4 HINE)

gin—7 BREHA LA 0DEF2) T4 BISNE (—H) B RS — MRERR

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A 3&#0) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&/n)

* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&n) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&n)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

° TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&#n) TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&n)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

: TLS_RSA_WITH_AES_256_CBC_SHA (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

G TLS_RSA_WITH_RC4_128_SHA (G) TLS_RSA_WITH_RC4_128_SHA (G)

H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)
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EEXAL— bk
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BB EERXA— bk
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TLS_RSA WITH_AES_256_CBC_SHA

TLS_RSA_WITH_RC4 128 SHA
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XEERIERIEIBESING VL ZHIEFRR,

DH/DHE. ECDH/ECDHE M E
ECDHE MO# &K (X 256bit(secp256r1) T#H 5

Y—NI 547 FOBEIRLDFKRE
BETI 47V MEETHY ., EETELL,

EE5ERXAM4— FOEBEIBLDETE

H—NIS5AT7 Y FOBEIBRNISAT Y MEETHY IBEERX M — FOBEIEBLI AL =6
BETEMLY,

Extension D&

BETELL,

QNH/RELREHA FSA VDRENBRELEDED
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EnEL,
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A.BEHIZ, EX a1 TAHNBICEEFNIEERAI—F67THNDSE, & 65335 HEH
A RSAVEDED (X2 )T «HINE, BRIEE) O IZEAMRS/oDEF2)THI5E
(—&B)1IZHD 9 EDEERA — FDFERAMNAIEETH D, L. V7547 MEETHD=H
BRIBRITEE SN,

#+ 65335 BEHA FSAUEDES (X)) T4BI5NE, BENEE)

gn—7 BREHA LS4 200EFa) T HINE (—H) SR A — FRERR
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&/n) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&#n)
* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&fn) TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&n)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
° TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)
D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&n) TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&n)
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gn—7

BEAAFSA0DEFX ) T14HI5E (—E)

BSR4 — FREFER

TLS_RSA_WITH_AES_256_CBC_SHA (E)

TLS_RSA_WITH_AES_256_CBC_SHA (E)

G

TLS_RSA_WITH_RC4_128_SHA (G)

TLS_RSA_WITH_RC4_128_SHA (G)

H

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

KIEBMRNIEESA FS1 DT IV—T4,

Ill. DH/DHE. ECDH/ECDHE O E
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6.6. NEC InterSec &) —X

AZETIL. InterSecVM/LB V3.0 for VMWare [CDWTHHAE LEHREERT,

BE. H—/\FIBAEL. RSAGAZEDANHEARETHY . 6.6.1 TI+ I FTOESHREAED
HE. LU, 663WBEREFHNRLBESNA FSAM VTOREERLEDESDRE - HHIZONT
IX. RSAFIBAZE %X EL=BAIC DL\ TREET 5,

6.6.1. T74 I FTOREBRENBTDORE
# 6.6.1-1 BEERENE (TI74I) k., RSAGIAERTER)
® CipherSuite #iR & 54

ZFaran FaraL R CipherSuite SRR SE4E CipherSuite 3§
tls1.2 EREAR A — _
tls1.1 ERE A — _
tls1.0 ON 954TF7 Uk 20
sslv3 ON 9S54T b 20
sslv2 OFF — 0
® NEC InterSecVM/LB V3.0 for VMWare T{EHAIEELEES X4 — k

id IANA & i [ HE %l nﬁff;‘ tls1.2 tls1.1 tls1.0 ssiv3 ssiv2
0x00,0x18 TLS_DH_anon WITH_RC4_128 MD5 - OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon_ WITH_DES_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_ CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_.CAMELLIA_ 128 CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH_.CAMELLIA 256 CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon_ WITH_SEED_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon_ EXPORT _WITH_RC4 _40_MD5 - OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon_ EXPORT WITH_DES40_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA_WITH_DES_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x16 TLS_DHE_RSA _WITH_3DES_EDE_CBC_SHA H 1024bit OFF OFF ON ON OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_ CBC_SHA A A 1024bit OFF OFF ON ON OFF
0x00,0x39 TLS_DHE_RSA_WITH_AES_256_CBC_SHA D D 1024bit OFF OFF ON ON OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA_128_ CBC_SHA A A 1024bit OFF OFF ON ON OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA_256_CBC_SHA D D 1024bit OFF OFF ON ON OFF
0x00,0x9a TLS_DHE_RSA_WITH_SEED_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x14 TLS_DHE_RSA_EXPORT WITH_DES40_CBC_SHA 512bit OFF OFF ON ON OFF
0x01,0x00,0x80 SSL_RC4_128 WITH_MD5 - OFF OFF OFF OFF OFF
0x03,0x00,0x80 SSL_RC2_CBC_128_CBC_WITH_MD5 - OFF OFF OFF OFF OFF
0x06,0x00,0x40 SSL_DES_64_CBC_WITH_MD5 - OFF OFF OFF OFF OFF
0x07,0x00,0xc0 SSL_DES_192_ EDE3_CBC_WITH_MD5 - OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA_WITH_RC4_128_MD5 - OFF OFF ON ON OFF
0x00,0x05 TLS_RSA WITH_RC4_128 SHA G - OFF OFF ON ON OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA - OFF OFF ON ON OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H - OFF OFF ON ON OFF
0x00,0x2f TLS_RSA WITH_AES_128_ CBC_SHA B B - OFF OFF ON ON OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E E - OFF OFF ON ON OFF
0x00,0x41 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA B B - OFF OFF ON ON OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256_ CBC_SHA E E - OFF OFF ON ON OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA - OFF OFF ON ON OFF
0x02,0x00,0x80 SSL_RC4_128_EXPORT40_ WITH_MD5 - OFF OFF OFF OFF OFF
0x04,0x00,0x80 SSL_RC2_CBC_128_ CBC_EXPORT40 WITH_MD5 - OFF OFF OFF OFF OFF
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id IANA B -] i 7l “;ff;( ts12 | tsl1 | ts10 | sshv3 | ssiv2
0x00,0x03 TLS_RSA_EXPORT_WITH_RC4_40_ MD5 -— OFF OFF ON ON OFF
0x00,0x06 TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 -— OFF OFF ON ON OFF
0x00,0x08 TLS_RSA_EXPORT_WITH_DES40 CBC_SHA - OFF OFF ON ON OFF

Xtlsl.2~sslv2 M E T OFF:T 74 )L F TIXERFEAREICHE > TULVEVWES R4 — K,
® Extension
name id | tls1.2 | tlsl.1 tls1.0 | sslv3 | sslv2
signature_algorithms 13 | EXfG | — - - -
heartbeat 15 | 3EXIG | SEXIG | FEXIIG | — —
6.6.2. lESHREHEZDAE
. FaranN—C3rniEE
A) SSH FE7=1& vSphere Client TE#% (1) [/etc/pound/mkpoundcfg.shl Z#&E(X 6.6.2-1 Z0O k

2UN—2 a3 VIEEEE-1 S8)L. (2) Ciphers) FA/F o ZEML., EikLfz1VvFO ko

V%5

ETIHE 6.6.2-2 FOralLN—30iE

EEE-2 ZR),

f5il : Ciphers “ XXXX:XXXX:ISSLv2:ISSLV3: XX XX X XXX XXXXX"

¥ Ciphers B4 T SSLv3 ##E%ht 95 & TLS1.0 £ £
¥Ciphers B141Z TLSv1.0-SSLv3 &38%E

N7 D,

LT3 TLS1.0 & SSLV3 AN E#IZE S,

et c/pound/mkpoundct 2. sh

B 6.6.2-1 ZJOkajs

E 1092.168.70.200:22 - root@intersec: fopt/nec/iplbfete/cert ¥T
7 ‘f)lx(E) HREE(E)

>

=

RE[_]I O RO=JL0) D72 BN ~JULZH)

D)

-~

3 ViEEEE-1

[ s

B)

Fr-IE) REE)

rk[2]. poundcer

print <<END_OF_DATA;

ListenHTTF

B 6.6.2-2 ZOkajn—

BRELEER, TTIYTISSLTI 5 L—4 for Web 5—/ DR

EE K2 EWTI 5,

£ 192,168.70.200:22 - root@intersec: fopt/hecfiplbfetc/cert ¥T
nﬁ(_) O <O—JL{0) "J»f./h'j(_) f\JLD"(_J
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3 /?EETE 2

_ERROR™

BEEZXRTL.

Q) I'H\



SSLFSL —% for Webth —1 585E

AT Ly SELTHTESL —F for Wekth —/ V385E [E2] [~JLF]

FnofbElcERLET,
2016,/04/21 1447 51IRTED{ERIRR
BWSSL7Z 715 —3 for Webt — A\ JAHE

£
(B ORE Clrgh T, ) (3) | &icsh |
B 6.6.2-3 SSL 74 +35L—4% for Web 4—/\DKEEE (70 FaLEE)

Il. BERXA—bOERE
A) 6.6.2.1.A) & Rl#k. SSH FEf=I& vSphere Client TIE#% (1) [/etc/pound/mkpoundcfg.shl Z#w&E (X
6.6.2-4 FEESRXA— FEEE@-1 SB)L. (2) lCiphers) 70/8F 1 %ZEBMML. Apache D
Ciphers ERI#RICEEE XM — FZIEE T 5 (K 6.6.2-5 SRS — MEEEHE-2 T8),
5l : Ciphers “ ALL:!!SSLv2:+HIGH:+MEDIUM”
¥ Ciphers B4 T SSLv3 Z#%1L 9 % & TLS1.0 LEHIZH 5,
¥ Ciphers %1 TLSv1.0-SSLv3 £3EE L TH TLS1.0 & SSLVE BNE#IZH S,
MIRAEDEEICL > TERETEIBERM— R EL D,
MECDSASIBAZ (IR ETELL (SSLT7I/ S L—2#EENRE L1 5),
& 192,168,70,200:22 - root@intersec: fopt/necfiplb/etc/cert ¥T [ [ &3]
Fr-IAE) REE) H[EE) 2RO D BN ~JLTRH)
i cert W vi Aetc/pound/mlkpound=f £. sk (1)

E 6.6.2-4 EEERXAM— FREE@-1
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£ 192,168.70.200:22 - root@intersec: fopt/nec/iplb/etc/cert vT =[]
D7-TILE) RE(E) FEE) I3 RO-M0) Do FOW) AJLZH)
if (% ( :

1
1

il |r'||::]|:::r:':'. r"r_

27
EDIE | (2)

E 6.6.2-5 BEERXM— FREE®E-2

B) BREZE®%. IJZ7IYTISSL7V 5 L—4 forWeb H—/\DiKRE] BEZRRL. 3) H

H£E K2 Z2WTT 5,
SSLF IS L —% for Webth —1 V355E

DAT Ly SELTHTESL —F for Wekth —/ V385E [E2] [~JLF]

FnopbECERLET,
2016,/04/21 1447 51IRTED{ERIRR
WSSLY 7125 —2 for Webth —/ WD IREE

ZEp
(BSFOBE CHEED T, ) \ )
B 6.6.2-6 SSL7Z+t35L—4% for Web H—/\DREEET (BEERA—F)

. DH/DHE. ECDH/ECDHE D#EDNHTE
BEAEG L,
DH/DHE M#E&K(X. 1024bit £f=(X 512bit AMER SN B,
XLLTF D EXPORT BB ZE8THEERM — FDIFE. 512bit &35,
- TLS_DH_anon_EXPORT_WITH_RC4_40_MD5
- TLS_DH_anon_EXPORT_WITH_DES40 CBC_SHA
- TLS_DHE_RSA_EXPORT WITH_DES40 CBC_SHA
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VI.

N —]

H—"H 547> FOBEIBROEE
BETYSATY MEATHY, TETELL,

B2 2 A — FOBLIBRLOBE

B—RISLT Y FOBLIEEAISA 7Y FMEATHY BEER A — FOBLIBRAL =0
BETEHL,

Extension D& E
BREAEEL,
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6.6.3. EERTENBRLBELA FSA VTOREEREDESDRAE - 2

6.63.1. 5tE¥a )T+ H

EEXa) T4 EOEERA— FERATER O . BEAS RSAo0EExX ) F4BIZH
ET DI EIETELL,

@ Fakrarn—Lay, BEEX4M— k. DH/DHE, ECDH/ECDHE OBEMN L - ELBRELHI K
FTAVDREERICEM L TLWEEBRDODNEIEBTE (BEERXSM— FE2EERIZHRE LEVLEX)
StFXFa2VTABRIZEFEND 12 BAOEERA— FHAERATEALY,

@ DDBEELEBEHA FSAVDOBERNBRENDES
BEEXA)TARIZEEFND 12 AOEERA — AT RTHEATEEHL,

® Z7arainn—>ay, BEEXAL— I+, DH/DHE, ECDH/ECDHE OB EMEL > EHLBEHA K
FAVDREERICEML TSI LEBDODNALIHRTE (BBEXSM— FZ2EENICHRET H5F%)
EEXaA)TABIZEFND 12 BAOEERAS— FRNTRTHEATEHL,

@ QNBELHREHA FSAVDBERNEREDNDES
StXa)TA4HEFND 12EADEERAM— AT RTHERTEAHL,

6.6.3.2. BT+ &
SSLv3 ZEMICT A EMNTELRNSH., BEHA KA VOHELX 1) FABIZHETSH
LIETERL,

@ Fararn—Lay, BERXAL— k., DH/DHE, ECDH/ECDHE OB EMNE > L LB/ EHC K
FAVDHREERICZEM L TSI EBDONIRTE (BERASM—FEEEKNICHRET HFHE)

. ZJAOrailn—3y
6.6.2.1.A T/etc/pound/mkpoundcfg.shl [Z TCiphers] ZFR/\F 4 ZEMML T:ISSLv2] #Etik3
%,
XISSLv3 #5eih 9 5 & TLSv1.0 L | SH 1=, 'SSLV3 [FEEak LAE LY,

. BEXA4—Fk
6.6.2.1LLA T/etc/pound/mkpoundcfg.shl @ TCiphers] F7A/NFT 412, UTFZ—1TTiEdd %,
RSA+AES:RSA+CAMELLIA:DH+AES:DH+CAMELLIA:!ADH

¥XT7ORaAWN—=Ta EEDLET, UTOLSIZRERT 3,
“I1SSLv2: RSA+AES:RSA+CAMELLIA:DH+AES:DH+CAMELLIA:'ADH”

lll. DH/DHE . ECDH/ECDHE O E
BREAELL,
DHE D& (% 1024bit TH 5,

V. Y—n\9 547> rDBEIBLIDERTE
=N SAT7 COBEIERNY AT FMEETHY BERALA— FOBEIERNLZLN-H
BRETERL,

V. BEXSM—FDEXIEREDETE
H—NISATY FDBEIBLENI SAT7 2 MEETHY BERXAM— FOEBEIELRNEGE L=
BETEHL,

VI. Extension D& E
BETEHLY,
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@ DDHBREEHREHA FSMAVDBRERABRENDES

Jakajns—3y
=nHY,

TLS1.2, TLS11MEMHTH 5.
SSLV3a B TH 5.

EE XA — bk

=07 L,

WRLX 1) TABIZEEFNEIBERLI—F 64 ADS5H., &K 6.6.3.2-1 BEHA KSAE
NEH HEREX1ITAH) O TREHAIIRSAUOHEREX1)TAE(—E) 1I<HS 8 AD
EBERAA— FDFEANAIETH D, L. V54TV MEETHI-DBEIBLITEE SN
LY

% 6.6.3.2-1 BREHAKSA2VEDED R T )

gn—7 BREAAFIA ODHRELF2Y T 4B (—8) BESRA A — F&EHRE

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)

’ TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A) TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A)
TLS_RSA_WITH_AES_128_CBG_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)

° TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_DHE_RSA_WITH_AES_256_CBG_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)

P TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_RSA_WITH_AES_256_CBG_SHA (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

; TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)

KIEBMRIEESA FS1 DT IV—T4,

DH/DHE. ECDH/ECDHE D E
En7EL,

O kan—oay S5 X4A4— b, DHIDHE, ECDH/ECDHE DRBEMNEL 2 EHLB/EHA K
SAVOBREFERICEM L TVDEBOLNLERE (BEXM— F2EBMICIEET 555
JaokrajnN—3y

6.6.2.1.A T/etc/pound/mkpoundcfg.shl [Z TCiphers] ZR/\F 4 ZEMML TISSLv2] #Etiahd
7

ISSLv3 5k g B & TLSv1.0 £ EMICAH B 1=, ISSLv3 (L5 L ALY,

EERXAM—k

6.6.2.1l.LA T/etc/pound/mkpoundcfg.sh) @ [Ciphers] ZFO/8F 412, LT &#—{TTRHEHT 5.
DHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-RSA-C
AMELLIA256-SHA:AES128-SHA:AES256-SHA:CAMELLIA128-SHA:CAMELLIA256-SHA

XTORAWN=U3 0 EEhEREUTOLSIZEBT B EIZHD,
"ISSLv2:DHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-CAMELLIA128-SHA:DHE
-RSA-CAMELLIA256-SHA:AES128-SHA:AES256-SHA:CAMELLIA128-SHA:CAMELLIA256-SH
A

DH/DHE . ECDH/ECDHE O E
BREAELT L,
DHE D& (X 1024bit TH 5,

H—NIS5AT7 Y FOBEIBLDRTE
Y—NI 5472 FOBEIREN I SAT7 Y MEETHY (BEERA — FDBEIBR A N0
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RETELL,

V. BERA— FOBEIELORE
Y= 54T Y FOBEIREHY 517 Y MEETHY BB R A — FOBREIRLAE L <8
BETELL,

VI. Extension D&E
HETELL,

@ QNB/RELH/EHA FSM VORERNBREDES
Jakajns—3y

=nHY,

TLS1.2, TLS11MEMHTH 5.

SSLv3 WWE# &S,

. BEXL—t
=R L,
HELFXL)TABICEFNIBEERAI—F 64 HDS5, X 66322 [/EHIFTA2E
DEH HEREX2L) T, EREE) O BEAMRTAOOER X1 T1E(—8) II<H
%8 EADESRAA — FOFERAMNFIRETH D, =1L, V5347 2 MEETHH=-DBEIRLLITE
BEhgly,

#+ 66322 BEHAKRSA2VEDED (HREEXI)T+E., BREE)

gn—7 REAA LS DR LF2) T2 (—&) BREER A — FERTE

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)

A TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A) TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A)
TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBG_SHA (B)

i TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)

° TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_RSA_WITH_AES_256_CBC_SHA (E) TLS_RSA_WITH_AES_256_CBG_SHA (E)

; TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)

KIBMANIHREAA K5 vDTIL—T4,

I1l. DH/DHE. ECDH/ECDHE M E
=Nt L,

6.6.3.3. %) F 1 HHNE
DIEERA— FEEHRMICHELHEVAE,. 8LV, OEERS/— FEEAMICHET 2 HEICL
Y, BEAA RSAoDEF1Y FoBHINBICHTE CEI) T35 E&MNTES,

® ZFabranns—Lay, SRS — b, DHIDHE, ECDH/ECDHE D@ EMNE - L H/EH A K
FTAVDBREERICEML TS EBRDONLEE BEERXM— F2EFNICRELGEVAR)
A =l N BRSSO Y
6.6.2.1.A @ T/etc/pound/mkpoundcfg.sh] [Z TCiphers] ZR/8F ¢ ZBMML T:ISSLv2] % &k
I,

. BSXAM4—Fk
6.6.2.1LA @ T/etc/pound/mkpoundcfg.shl @ TCiphers] 7O/ T 4 (2, U TFZ—1TTiik 3 %,
RSA+AES:RSA+CAMELLIA:DH+AES:DH+CAMELLIA:RSA+3DES:DH+3DES:RC4-SHA:!ADH:!
MD5
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VI.

XKTORINWN=—2aveEhEEEUTOLSICRBT S LITHD,
“1SSLv2:RSA+AES:RSA+CAMELLIA:DH+AES:DH+CAMELLIA:RSA+3DES:DH+3DES:RC4-S
HA:ADH:!MD5"

DH/DHE . ECDH/ECDHE O E
REAELT L,
DHE M #EE (X 1024bit TH 5,

Y—nNI 54720 FOEBEIRCLDETE
BRETEMLY,

EERAAM— FDEEIERLDETE

H—NISAT U MDBEIEELNISATY MBETHY BERXA— FDEBEIBRAL L=
BRETELL,

Extension D% E

BRETELL,

DDHBREEREHA FSA VDRERNBLEDES
Jakran—o3y

E=n1E L,

TLS1.2. TLS1.1 AETH S,

EE XA — b

=1L,

X1 TABINBIZEEFNIBEALM—F67TENDSH.XK 6.6.3.31 REHAKSA2ED
EZ5 BlntexXaUT48) O TREHAIRSAOOEXF)T4BI8E(—E) 1IZH5 11 EORE
BAM—FDFEANARETH D 2L IFAT Y MEETHS-OEXRIBLIFEESINAL,

& 6.6.3.3-1 BEHAFSALEDED BT o)

gn—7 REAA LS4 20fIsteF2) T2 (—&) BEES R A — M ERTE

TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)

* TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A) TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A)
TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)

° TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)

’ TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_RSA_WITH_AES_256_CBG_SHA (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

: TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)

G TLS_RSA_WITH_RC4_128_SHA (G) TLS_RSA_WITH_RC4_128_SHA (G)
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H) TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H)

" TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

KIFMAIHREAA K5 v DTIL—T4,

DH/DHE. ECDH/ECDHE O E
En7EL,
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V1.

Jakranns—2ay, BEEXA— b, DH/DHE, ECDH/ECDHE DBEA L > L HL/EH A K
FTAVDREERIZEMLTWS ERDODNEBRE BEEXM— F2EFNICRET 55E)
Joran—oay

6.6.2.1.A @ [/etc/pound/mkpoundcfg.sh] [Z TCiphers] ZR/8F ¢ ZBMML T:ISSLv2] % &k
I 5,

ERE S el

6.6.2.1l.LA T/etc/pound/mkpoundcfg.shy @ TCiphers] FO/AF 412, UTF#—{TTRHEHT 5.
DHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-CAMELLIA128-SHA:DHE-RSA-C
AMELLIA256-SHA:AES128-SHA:AES256-SHA:CAMELLIA128-SHA:CAMELLIA256-SHA:RC4-
SHA:EDH-RSA-DES-CBC3-SHA:DES-CBC3-SHA

XKTORAMN=23 0 EEhEBREUTOLSICRRTHI EIZHS,
"ISSLVv2:DHE-RSA-AES128-SHA:DHE-RSA-AES256-SHA:DHE-RSA-CAMELLIA128-SHA:DHE
-RSA-CAMELLIA256-SHA:AES128-SHA:AES256-SHA:CAMELLIA128-SHA:CAMELLIA256-SH
A:RC4-SHA:EDH-RSA-DES-CBC3-SHA:DES-CBC3-SHA"

DH/DHE . ECDH/ECDHE O E
REAERLTL,
DHE D& (X 1024bit TdH 5,

Y=Y 5472 FOBEIRCLDERTE
BETEMEL,

E5RAM — FDEEIRGLDERTE
Y—NI ATV FDBEIRED I 54TV MEETHY . BES XA — FDBEIBRAZ =80
BRETERLY,

Extension D% 5E
BETELHL,

QNHRELREHA FSA VODREABRLDES
Jakrajns—o3y

=07 L,

TLS1.2. TLS1.1 ANEFITH S,

EE XA — b

=97 L,

X1 TABINBIZEEFNIBERALN—F67THENDSH.XK 6.6.3.32 HREHAKSA12ED
=7 (X2 )T a6I0E, EIEE) O TEZREAMISAOEF1T1HI5E (—E) 1IZHD
11 ADEERS— FDFEANARETH D, =1L, V53472 MEETHD-OFEIELLIEE
BNy,

%+ 6.6.3.32 BEHAKSA2EDED (X)) T+ B4 E., BRIEE)

gn—7 REAA LA 2oDEF2 ) T1HIHE (—8) ZBSR A — b EHRE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
’ TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A) TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA (A)
TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)
’ TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
’ TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
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gn—7

BREAAFSA0DEFY T4 HI5E (—FB)

BEES XM — M ERE

TLS_RSA_WITH_AES_256_CBC_SHA (E)

TLS_RSA_WITH_AES_256_CBC_SHA (E)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

E
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
G TLS_RSA_WITH_RC4_128_SHA (G) TLS_RSA_WITH_RC4_128_SHA (G)
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H) TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H)
H

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

KIFMANIHREAA K5 0DTIL—T4,

Ill. DH/DHE. ECDH/ECDHE O E

=R L,
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6.7. Array Networks APV 1) —X

AETIL, APV 2600 [TDWTHABLE-HEE RS,
H—/\FIEAE (L. RSA FIEAE & ECDSA FIFAEZEMNERTERRETH Y. RSA SIFAZEZEEL-BE L
ECDSASIFAEZRE LI-EATHAMNELIBERM— N EL S, RSAGIBHAE L ECDSASIBHED
MAZERETHIIENTERNEZD, 6.7.1 T4+ FTOREREABRTORE. LU, 6.7.3ES
BREABERENS FSAVTOREEREDESDRE - KW OLTIE, (1) RSAEHAEZERTE
Bf. (2) ECDSA SEBAE R ERICH T TREH;T b,

6.7.1. T7#4 I FTORESHRERBTORE
(1) RSA SEBAE R ERF

# 6.7.1-1 BEESREAR (TI+J . RSA EBAERTEH)
® CipherSuite #iR & 54

ZJakrajv Jora)LEER R CipherSuite iEIREBEIE CipherSuite #

tls1.2 ON H—/\ 13

tis1.1 BEFA - —

tls1.0 ON H—/N\ 7

sslv3 OFF — 0

sslv2 REART - -

® Array Networks APV 2600 C{EFa[EEILIEE X 1 — b

id IANA A2 = i3 %l gﬁff;( tls1.2 tis1.1 tls1.0 ssiv3 sslv2

0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128_ CBC_SHA A B A B secp256r1 ON:8 OFF ON:6 OFF OFF
0xc0,0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA DRV DRV secp256r1 ON:9 OFF ON:7 OFF OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 ABi ABi secp256r1 ON:10 OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 D&M D i&fn secp256r1 ON:11 OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 REHN A B A B secp256r1 ON:12 OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 aBhn DRV DRV secp256r1 ON:13 OFF OFF OFF OFF
0x00,0x04 TLS_RSA_WITH_RC4_128 MD5 - ON:1 OFF ON:1 OFF OFF
0x00,0x05 TLS_RSA_WITH_RC4_128 SHA G -— ON:2 OFF ON:2 OFF OFF
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H - ON:3 OFF ON:3 OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128 CBC_SHA B B -— ON:4 OFF ON:4 OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E E - ON:5 OFF ON:5 OFF OFF
0x00,0x3c TLS_RSA_WITH_AES_128_ CBC_SHA256 B B - ON:6 OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E -— ON:7 OFF OFF OFF OFF

® [Extension

name id tls1.2 | tls1.1 tls1.0 sslv3 sslv2
signature_algorithms 13 | FEXtG | — - — —
heartbeat 15 | FExthS | IEXRE | FERE | — -
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(2) ECDSA

SEBAE R ERF
*® 6.7.1-2 BESBENER (T4 . ECDSA EEFAERER)

® CipherSuite #iR & 54

Jakrajv JoraLEER R CipherSuite i=IREBEIE CipherSuite %t

tls1.2 ON H—/\ 6

tls1.1 ERE A — _

tls1.0 ON H—/\ 2

sslv3 OFF — 0

sslv2 EREAT — —

® Array Networks APV 2600 CEFRIEELIES X1 — b

id IANA %52 = # #l ?ff;( tls1.2 | tlsl.1 tls1.0 sslv3 sslv2

0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_ CBC_SHA ABhN A B secp256r1 ON:1 OFF ON:1 OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA DRV D&M secp256r1 ON:2 OFF ON:2 OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 A B A B secp256r1 ON:3 OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 DRV D&M secp256r1 ON:4 OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA _WITH_AES_128_ GCM_SHA256 e =hi| ABH ABH secp256r1 ON:5 OFF OFF OFF OFF
0xc0,0x2¢c TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 & D&M D&M secp256r1 ON:6 OFF OFF OFF OFF

® Extension

name id tls1.2 | tls1.1 tls1.0 sslv3 sslv2
signature_algorithms 13 | EXfIG | — — - -
heartbeat 15 | SEXIIG | SEXIG | SEXIG | — —

6.7.2. EEEREFEDAE

. Zaran—23 nNIEE

A) FTISVYTEEEEICAT A L. (1)SLB—(2)SSL

SSLRR F(#ll : test_ ws_ssl VES Y v o T B,

nnwn“s

RE—((3)SSL 1

#8 1

nws

@ Hovat-f

TATL

FubT—2

P

A NAT

eI (1 ) v

ssLERFE

ssummaar |-

ATARR

I test_ws_ssl v

SLB

A
Show | 10 ¥ |entries

L e

S cniyert

bR

B)

(2)

6.7.2-1 SSL {R#E/RX FEE-1

JAb—@)ZEELEL
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DEHS HEELX1) T8, ERIEFE. ECDSA SFHEZHRTER) O IBEHIRSIODHE
X1 TAR(—ED)IZHB 6 EDEBERA — FDFEANTFRETH 5. EHATTRER 6 EDRES XA
— FDBEIEIX. BREHA FSAVDOHEBELF1)TADIERERLCTH S,

#+ 6.73.2-4 BEHAFSALEDED HEREF) T8, FEAIEE. ECDSA FEAERER)

gn—7 BEHA K51 OfBLF 21T B (— 1) o BERA— FREHE
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A 3&/m) 1 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A 3&/m)

A TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&/0) 2 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&/0)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&70) 3 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&h0)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D s&5m) 4 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D &m)

D TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D 3&/n) 5 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D 3&/n0)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&/n) 6 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&/n)

KT IW—THDIREFIEFRE.
MXEBEMAIEREAA K51 0DTIL—T4H,

Ill. DH/DHE. ECDH/ECDHE O E
=N L,

6.7.33. X T 1 HIsNE

(1)RSA FEFAE R EFF

QOEERA— FEEKRMIZKRET 2HEICLY. REHA FSA0DExF21 ) T4 HINRIZKE
(M) $EHENTES,

@ Fabrarns—3y, BEXAS— k. DH/DHE, ECDH/ECDHE OBEHN L - & HBEHA K
FAVDBREERICEML TS ERBDNIETE (BERM— FEEEMIZERTE LEVAE)
MFEES7ILTY X L] #EARBICHEET DLUNCHEN G W=D, TIAIL FTOEBSHEENS
L5 Bb, AEHRE, 6731 BEXa1T4E DRSAIHAZERTERLRLTHS,

Q@ DNDB/ELBEHAS FSAUDBRENBEDES
Jakran—o3y

EZnbY,

TLSv1.1, SSLV3 WNEMTH B,

. BSAA4—F
E=EnHY.
X1V TAHNEICEENSIBERAN—FETHEDSI . K 67331 BEAM LA ED
E5 (%2 )T 1 HISE RSAGAERER OTREHFS/0DEXa)THI5 2 (—H))
ZHD 12 EDESAA — FOFERANARETHS, TOM. X2 T4 HNEICETERGL 1
EOBSRA— FAERAIETH D, BERA— FOBEIBRLE. & 67331 BEHAKS
1VEDER (X2 T4BINE, RSAGIAZERER) DOEBYTHD,
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£ 67331 BEHSAFSIALEDESD (F2) T4 HIHE. RSA MEAEREH)
sn—7 BEHA K54 20T 1 BT (—8) o BERA— PR
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A ;&#n) 8 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A ;&jm)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&n) 10 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&hn)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&) 12 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A :&h0)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 4 TLS_RSA_WITH_AES_128_CBC_SHA (B)

° TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 6 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&h0) 9 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&/m)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&fm) 11 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&hm)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &jn) 13 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&hn)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 5 TLS_RSA_WITH_AES_256_CBC_SHA (E)

: TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 7 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

G TLS_RSA_WITH_RC4_128_SHA (G) 2 TLS_RSA_WITH_RC4_128_SHA (G)

H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 3 TLS_RSA_WITH_3DES_EDE_CBG_SHA (H)

| ERAAFTA0T T NEEBELENE | | 1 ponwim rod 1 s

VI.

XTIN—TADIEEXIETRE,
XIBMAIIBREHA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE D E
En1EL,

JAaran—oay, BESAXAL— b+, DH/DHE, ECDH/ECDHE OB ENEL > ELBEHA K
SAVODBREERICEML TS EBDOLNLERE (BEBERXM— FE2EHMICHRET 545
Jaran—o3y

TLS1.2, TLS1, SSLVADF T v % AN B, (] 6.7.2-2 38)

EB5XAL4—
6.7.2-4 SSLHYA T7—RA—FERTEEE D SSLY A T77—XA4—MMRIZ. LTDOXFF|
FERET D,

ECDHE-RSA-AES128-SHA: ECDHE-RSA-AES128-SHA256: ECDHE-RSA-AES128-GCM-SH
A256: AES128-SHA: AES128-SHA256:ECDHE-RSA-AES256-SHA: ECDHE-RSA-AES256-S
HA384: ECDHE-RSA-AES256-GCM-SHA384: AES256-SHA: AES256-SHA256: RC4-SHA: D
ES-CBC3-SHA

DH/DHE. ECDH/ECDHE D E
ECDH/ECDHE : BXXE T secp256r1 T#H 5,

Y—NI 5472 FOBEIBLDERE
BMETH—/\EBETHY. EETELL,

EEAM — FDELIELLDETE
NEEBSRA— FTERELERIZKL D,

Extension D&
HETELL,
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@ QNRELH/EHA FSM VDRENBEDES
. ZJAOraln—3y

=07 L,

TLS1.1 NEMTH 5,

. BEXA1—F
=07 L,
X TFAHNBCEETFNEIBERA—F67TEANS B . K 6.7.3.32 REHALKSA2ED
EZ5 (X )T «HNE, BREE. RSAFFHASERER) O IREHIRS/oDEX1)T1
BINE(—ER)IZHD 12 EDOEERA— FOERANTETH S, FEHAATRELR 12 EOEERX 1 —
FDELXIEGIE, JREHSA FSA40DEX1) T4BNEDIERZEBRICTH S,

% 6.7.3.32 BEHSAESAVEDESD (X)) F4H5E, EREE. RSA EEFAEHRTER)

sn—7 BEHA K51 0221 T 1 BISE (1) & WERA— FREHRE
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3& /M) 1 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&40)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&0) 2 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&mn)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&5n) 3 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&n)
TLS_RSA_WITH_AES_128_CBG_SHA (B) 4 TLS_RSA_WITH_AES_128_CBC_SHA (B)

° TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 5 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D ;&) 6 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D ;&/0)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&) 7 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&n)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&n) 8 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &)
TLS_RSA_WITH_AES_256_CBGC_SHA (E) 9 TLS_RSA_WITH_AES_256_CBGC_SHA (E)

: TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 10 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

G TLS_RSA_WITH_RC4_128_SHA (G) 1 TLS_RSA_WITH_RC4_128_SHA(G)

H TLS_RSA_WITH_3DES_EDE_GCBG_SHA (H) 12 TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

XTI IN—TADIEEXIETRE,
XIEMAIIBREHA FSA DT IL—T4,

Ill. DH/DHE. ECDH/ECDHE O E
En7EL,

(2) ECDSA FIBAE R ERF
QEBERA— FEEKRMICERETIHEICLY ., BEAAM R4 0DEFa) T4 HINBIERE
() §52EMTES,

@ Fabrarn—23y, BERAL— ., DH/IDHE, ECDH/ECDHE OB EMNE - EHB/EHIF
FTAVDREERICEML TVWDEBRDODNIBRTE (BERXM— FEEEMIZERTE LBEVVERE)
MES 7L XL ZEFEMICIEET HUNCHENLZWESH, TI4IL FTOEBERENE
Li3b, AEHKRIE. 6.73.1 5tF¥a1)TE (QECDSAZIFAEZEXREHKRLEBRLTH D,

Q@ DDBRELBEHAS FSAUDBRENBEDES
. Jaran—oay

EnHY,

TLSv1.1. SSLV3 i"ESTH B,
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VI.

ERE S

=970,

X2 TAHNBICEEFNDIBEERA—F 67 BDS5H, X 6.7.3.33 REHAFSA2E
DES (X2 ) T1HI5E, ECDSA FSEAZERER) O I/REHASADEX2)T145I5
B(—#)1125H% 6 EDESX A — FOERAMNERETH S EAEEER 6 EDES XM — D@L
IEfLlE. & 6.7.3.3-3 BEHA FSA 2 EDED (EFa) T4 HINE. ECDSA FEAERTE
) O&EBYTHD,

% 6.7.3.33 BREHA FSAEDED (X)) T4 HI5E, ECDSA EEBAERER)

-7 BEHA BS54 20w T 1 BT (—8) e BERA— FRERE
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A :&m) 1 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A 5&/0)

A TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 5&/0) 3 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A :&/0)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&/0) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&/m)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D i&/n) 2 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&m)

D TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D ;&/0) 4 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D & /M)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&/n) 6 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D i:&/0)

XTI IN—TADIEEXIETRE,
XEMRNIEBREHAA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE MO E
ER1EL,

A bauns—o 3y, SRS — b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHAF
TAVDBEERICEMLTLDERDODNLIBTE (BERM— FEEEMICRET 5F%)
Jorannn—oay

TLS1.2. TLS1., SSLVADF T v oI % AN B, (H 6.7.2-2 81)

EEAAL—

6.7.2-4 SSLHYA T77—RA—FREEE D SSLYA T7—XA4— MREIZ. LTDXFF
EERET D,

ECDHE-ECDSA-AES128-SHA: ECDHE-ECDSA-AES128-SHA256: ECDHE-ECDSA-AES128-
GCM-SHA256: ECDHE-ECDSA-AES256-SHA: ECDHE-ECDSA-AES256-SHA384: ECDHE-E
CDSA-AES256-GCM-SHA384

DH/DHE. ECDH/ECDHE M E
ECDH/ECDHE : BE7E T secp256rl TH 5.

Y=Y 547 bOBEIRLDERTE
BETHY—/\BETHY. EETELL,

EEAA— FDEBEIBLLDERTE
ILEEERA— FTHRELE-HNRIZK S,

Extension D& 5E

BETEAEL,
QNBELE/EHA FFM4 VORENBRLEDESR
JOkansN—o3y

=N L,
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TLS1.1 NEMTH S,

EEX A — k

=N L,

XY TAHNBIZEENBIEERSA—F 67 BDS5L. K 67334 BEHAKSA42E
DEHD (¥ T4 H0E . ERIEE. ECDSASIHERTER) O BEAMRS/ODEFa
)T 4B BN (—ER) 113D 6 EDEEER A — FDFERATRETH D, HATFREL 6 BADIEER A
— FOEBEIEGEIZ., BREHA FSA4oDEX12) T4 HNEDIERZERICTH S,

#* 6.7.33-4 BEHA FSAVEDED (X2 )T «HNE, ERIEE, ECDSA SEFAERER)

-7 BEHA K54 oOuE2 YT 1 BISE (— 1) & BERA— FRERE
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A 3&/0) 1 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A :&m)

A TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 5&/0) 2 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A :&/0)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 5&50) 3 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A :&/0)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D i&/m) 4 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&m)

D TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D 3&/n) 5 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D i:&/0)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&h0) 6 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D s&m)

KT IW—THDIREFIEFRE.
MXEBEMAIEREAA RS 2DTIL—T4H,

DH/DHE. ECDH/ECDHE MO E
=Nt L,
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6.8. BIL&4EFT Hitachi Load Balancer EL130
AZE TlZ%. Hitachi Load Balancer EL130 ITDWTCEAEBE LR ERY,

HE. —/\IBAE(X. RSAIFAZEDH N

=1 —]

% &

AEETH Y. 6.8.1 T 74N FTOEEREHNED

FE. LU, 683IWEREARERENS FSA VTOREEREDESDRE - HHIZDOLNT
[&. RSASIBAZEZ#HRTE LB EIZDOWTREHT 5,

6.8.1. T4 I FCORERENETDRE

x 6811 EEHRENE (TIAILH)
® CipherSuite EiR 2 FiE
Jakrajv JoraL ek R CipherSuite iEIREBEIE CipherSuite %

tls1.2 ON DA4T7 b 7

tls1.1 ERE A — _

tls1.0 ON D34T7 bk 6

sslv3 ON 9347k 6

sslv2 B — _

® Hir&4EFT Hitachi Load Balancer EL130 TERAIRELIES X4 — b

id IANA %72 = # #l E;;ff;‘ ts12 | tisl1 | #s10 | ssv3 | ssiv2

0x00,0x04 TLS_RSA_WITH_RC4_128 MD5 - ON OFF ON ON OFF
0x00,0x05 TLS_RSA WITH_RC4_128 SHA G - ON OFF ON ON OFF
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA -— OFF OFF ON ON OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H - ON OFF ON ON OFF
0x00,0x2f TLS_RSA WITH_AES_128_ CBC_SHA B B - ON OFF ON ON OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E -— ON OFF ON ON OFF
0x00,0x3c TLS_RSA_WITH_AES_128_ CBC_SHA256 B B - ON OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E - ON OFF OFF OFF OFF

® Extension

name id | tls1.2 | tls1.1 tls1.0 sslv3 sslv2
signature_algorithms 13 | FEXG | — - — —
heartbeat 15 | et | e | IEXRRE | — -

6.8.2. ESREAZDRE

. ZAraLN—23UDIEE

A) TSV TEEEERICAJA L. (1) avT4T— (2) SLB— ) 7rTL—hk— (4) SSL
— 5) ERLTHBUFA4TFTRSSLTUTL—Fk (Bl :test_ssl rsa) #9Uvod 5,

etworks TH10305 / TH10305 HA:EZE

wa (D[om ||| v | wevana=a || w25z =) reroms |
e & FIL—F >> SSL >> HS{FYSSL > > URF (4)
[ @) EISE 4 S Ww -2z ww 1 @[E v
SLB ™ @
[ Bl 23 ~ ChainsFifE% o _
=R > O Etest_defautt test_default test_default
(3 e O I.E test_ssl|_rsa I(S) test_ws_rsa test_ws_rsa
2THEIR 2 TIEER BERHS 0
~JAEZE 5
& 18I0 @ EE:
#Irp—t— T8I R

6.8.2-1 9347 bFSSL )X MEHE

B) SSLV3 #®|EMIZT HIGEEIX. V5472 FSSLHD (6) ISSLV3 DI AT b&EEBT S
D (7)) BRFzvIEAND,
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TH10305 / TH1030S

HA: ST ® ¥ L O0570Madmin) @~ O 3T

-t

7 Crour—vas | mmvmua-a | e | rimoasz | st | teeomas
5 Tl —t = > SSL = 571881 > > test_ssl_rsa
(6)
SLB e 2TH test_ssl_rsa
M SR [test_ws_rsa v|
TR 4 ChainZHIf-&: [ v
FoF L=t 5 + [test_ws_rsa v|
N WAL~ [ |
> JRIL— A ORER: | |
Bl o SSLV2E BB H: [ V|
AT (EFlex) o fESPEWE SO e ]
ssL Ty gryiaiaFor [ ®
L=t ]
» oAl T o A TREE: =
Network Map _ - g o
SSL L RRA— (9 53h () ACL) (ERGE)
T . I SSLVIDOSHPMEIES TS ®as O &SenEm) (7)
E— T | |
) y g__“ﬂnﬂ\test_defaun v]
Al » a W oot deraut v]
e 5 HA— | \ @ sam
B . SNI{Server Name Indication): D‘ Y ‘ R p— F— ,lji{i © bk
(V]

6.8.2-2 547> b SSL BEEE-1

C) J/EMNETLRES (8) TOK] REZVEHTT 5,
IP.2—ANAT ¥ O T FEEREF v
FukI—4 ¥ ossims (8)
ZETR v " OK X &t
® 6.8.2-3 9547k SSL BREHEHE-2
D) BEELODEBEHDT7AIUNRBTHINDT, 9) MREFI 20V VI LTHREEZRET .

PN T

S TH10305/ TH1030S HA:E:&ZF

~ {admin)

E 6.8.2-4 RERFEE

E
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. BSRXA—FDHRE
A IT5oYTEBE@mICOJA L, (1) avF449— (2) SLB— (3) T TL—k— (4) SSL
— (5) SSLEEEZV )V U9 %,

Aluji'e:woms TH10308 / TH10308  HA:Z2% ® F P OSrokadming ® ~J O 3
s (M o] | 7wr—o | ssvona=a | w2z | s |Termnes
EEsas 5 Fodl—F »> SSL 2> ZS(FRSSL > > VAR
(,>M 4 W [M-2112 wow 1 G [E0 v
SLB WI =
[ © EEARA = ChainZFRER S = &
=
BPEAR 5 O Etest default test_default test_default
— [Dtact ccl rea test_ws_rsa test ws_rsa
)] == .
» | PO - , SR e T
~AEZH

B = e

»

R —~t—28LB

i @ L4

A2 HaFleX -
( ) .

MH=LATFUA N
SSLER ( 4’
SSL I —
Ny I I EEaFie:= e
TCPFO ]
PR @ | tr—J)issL

H0—13LsSLB ¥ ]
| S
t4alF s b | —

K 6.8.2-5 SSLEEEEBMA=1—Em®E

B) SSLEEE R FEEMARTEINIZS (6) NEBMI REUEHTT 5,

AlBfciworks  THI030SITHIONS  Haseze ® % A O57Ohaanin ® ~ud ) 32

‘ Tt | e S e} ‘ L | o597 | ssL ‘ TCPIO+ |

Fodl—F => SSL » = SSLE§S == U}

E2La0] v 4 W M-11 w1 6050 v
I

[] test_cipher
20EIR 2 TIEEIR EIRHA 0

I o

E 6.8.2-6 SSLEEYX MEE

C) SSL BEHREREENRTSINL (7) AAIZFANL, BMLEZL (8) SSLEEEZ O Y
TEHGU) R GERL, 9) TFS54F)T4—] HTEEEZAALTHMNS (10) MEM]
REVEWRTT 5,

BITEMLELSSLESENESEEIE 8) ~ (10) R YRY,
EBMLEHL-E=5 (11) TOK] K2 VE#HBTT 5,

XTSAF ) T4 —DENKEVEDLBESND,

XECDSA SIBAZ LR EMNEELZN. BRHEEERA — FHAEVZOFIATELRL,

s [ woew | |Tarsa |mmaua-z || ieeasix | s | Terma |
e B (7?))3'|;—I- =5 S§L »> SSLEEE >> MIBPEGR
SLB = SSLES S
BT T test_ssl_list
( .
i X ' > (0=
ot S AUTr—: 90 1| © EE:
i > | ssiees I AT 1—
~JATZA 5 []| TLS1_RSA_AES_256_SHA256 100
HJT—t—2SLB SSLEES: []| TLS1_RSA_AES_256_SHA a0
(+]
AT H@aFeX) .
Q
SSLEIE \
(11)
Network Map
X Frot

6.8.2-7 SSL BESHHRIERER
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D) 6.8.1IBTHELIZIVTA4T7 > SSLZRE, (12) ISSLEEETVTL—F] AD (13) U5
RATISSLY A T7—FoTL—bIICFz v EAN, (14) SSLYAT7—F2TL—F+T
6.8.1.1.C T/ER L 1= SSL K&S (f§l : test_ssl_list) Z:ERT B, HDULME, Y SR T ISSLIES
ZERL. (15) SSLEEETHRERA — FEERIHERT 5,

BREMNET LIS (16) TOK] K2 VEHWTT 5,

12) (13)

® sSLH-(p—T 3L —F | O SSLEgE

Fr—F, | |test_ssl_list V|| (14)
Fl—F: (15)

2oL MR T 231 7T

A

>
SSLEES:

<<

(16)
+ OK X Fet

B 6.8.2-8 SSL EEEEmE

E) V547> FSSLYRMEREIZEADT, (17) RERZ VEWTT 5,

A!.E)-Networks TH1030S/TH1030S  HA:Z@E ® 35 A O5pob@ming © ~L7 O 3

=4 o | | vur—sa | movesa-a || imsasoa | s | teeomts |

MBS » | Tl =t »> SSL > > 5(FIFSSL > > URL

6.82-9 9547V FSSLYRFM (REREVER) EE

lll. DH/DHE, ECDH/ECDHE D # R D& E
REAEGE L,

V. Y=—N\I9 54T FrDBEIBLIDERTE
6.8.2.1.D @ 6.8.2-8 SSLEESEE TINTOEERMN—FEERLEGEIX. 75472+
BEIZHD, BEF. TRTOEERA—+£6.82.1.DK 6.8.2-8 SSLEESEE T:EIRLI
KRETHY., V54TV MEETHD, 682IDDFIEIZTSSLY A T77—TFToTL— %%
EL-5E. 6.8.21.DK 6.8.2-8 SSLEIFSEE THERXA— & —EERLZBEE. —
INBRETD,

V. BERXSM—FDELIEREDETE
6.82IDDFIBIZTSSLY A 7 7—F o T L—rERELEBEIZOHA,. VR MIBESIIE
EERAA—bDTSAF) T4 —DEINEVEDHNSEEIBRNARES NS,

VI. Extension D{E
BEAHEE L,
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6.8.3. BB REANBELERTEHA FSAVTOREEREDESDRARE - o
6.83.1. 5t¥%xa)TqH

REHAFSA0DEEX2TABICREST S LEFTERL,

@ Fararn—Lay, BERXAL— k., DH/DHE, ECDH/ECDHE OB EMNE > L LB/ EHA K

T4 VDBREERICERML TS EBDOILIEE (BEERM— FEREEMICRE LEWEX)
MES7ILT) X L] ZEEMICIEET HLUNMIFEN LGN SH, TIAIL FTOBESRENE

DFAERREUTICERHT 5,

BtXai)TAEOBESRAA—FIMERTELZL,

Q@ DDBRELBEHAS FSAUDBRENBEDES

StF1VTABRIIEFNDS 12BADESRASA — NI RTHEATELLY,

® Jobrain—Lay, BERXAL— k., DH/DHE, ECDH/ECDHE OB EMNE > L LB/ EHA K

T4 VOBREERICERNL TS EBDOALERE (SR — FEREHICRET HFEK)
BtXai)TAEOESRASA—FIMERTELRL,

@ QNDHRELHBEHA FSAMVDBREANBRENDES

SEFaAVTARCEFENS 12HAOESRA — FATRTHEATEALY,

6.8.3.2. HEELX1) T H

QEZTAA— FEEFMICRET SHEICEIY ., REAA PS4 VO#ELF ) T4 BISKRE

(BER) 5 EMNTED,

@ Fakrarnsn—Lay, BEEX4M— k. DH/DHE, ECDH/ECDHE OBEMN L - ELBRELHI K

VI.

FAVDBREERICEML TS EBDODNIRTE (BERXM— FEEAMICHRE LAEZVER)
MEE7IILTYXL] ZEEBICIEET HLUNIAEENLG WD, TI4IL FTORBEETARAE
DFEEREZLUTIZREEHT 5.

Jorainsn—o3y
tIs1.2, tIslL.O AEMTH S,
X5 6.8.1-1 EEESHRTENSE (TI+JI L) D CipherSuite BIREBIIEDESY,

ES A —h
% 6.8.1-1 BESXREAZR (T74J)L L) BIEYEFT Hitachi Load Balancer EL130 TR &E
HIEBAM— N CHEATRLGESRAAM—F OEBY,

DH/DHE. ECDH/ECDHE MO E
DH/DHE, ECDH/ECDHE &L S XA — kM GEWVV=6H% L,

Y= SA4T7 Y FOBEIBELOFZTE
DA77 MEXRTH D,
K 6.8.1-1 BEERTENE (TIAI L) D CipherSuite BIRBEIEDLELY,

E5AM — FDEEIRGORTE
D347 MERETH S, BEIRGIEG L,

= —1

Extension MR FE
% 6.8.1-1 EEHRTEAZS (FI+JIF) O Extension DELY,
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@ DDBRELB/EHA FSA VORERNBREDES
. ZFarans—o3y

=nHY,

TLS1.1 A EMTH D,

SSLV3 BB TH 5.

. BEEXA—F
EnHY,
R 1) TABCEEFNEIBERSM—F 64 D55, & 6.83.2-1 B/EHA KSA2E
DED HERELX21) 7B RSAHERTER) O IREHTIFSAOOHRLF)TB(—
) 12D 4 EDEERA— FOFERANAIEETH D, TDM, #HRLF2L) T RIZEFENAL
SEDEERA— bIMERATRETH D, L. V54T MERTH D=0, BRIBLLITEE
¥ (R AW

% 6.8.3.2-1 W|/EHAFSALEDED HEREFX) T +F, RSA GIBAERTER)

gn—7

REAAFFA DR T8 (—HB) SR A — MRERR

TLS_RSA_WITH_AES_128_CBC_SHA (B)

TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

TLS_RSA_WITH_AES_128_CBC_SHA (B)

TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

TLS_RSA_WITH_AES_256_CBC_SHA (E)

TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

TLS_RSA_WITH_AES_256_CBC_SHA (E)

TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

BRA—t

BEHAFSAVOHERLF2 Y T4 RITKB LGRS

TLS_RSA_WITH_RC4_128_MD5

- TLS_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_3DES_EDE_GCBC_SHA

KT IW—THDIREFIEFRE.
MXEBMAIEREAA RS54 0DTIL—T4H,

Ill. DH/DHE. ECDH/ECDHE O E
DH/DHE. ECDH/ECDHE % &S XA — EMNEMTH =6, LEERTEALY,

® Jobrain—Lay, BERXAL— k., DH/DHE, ECDH/ECDHE OB EMNE > L LB/ EHA K
SAVODBREERICEML TS EBDOLNLERE (BEBERXM— FE2EHMICHRET 545
. Jakrann—3y

SSWW3DY AT b &ERT S % (H 6.8.2-2 5R)

. EBEXA—F
682D DFIETEBRAS—FERETARIZTSAA T4 —DEZUTOHRIZHKET 5,

£ 68322 WBR(— FORE (Hft¥a) T, HEHHEE. RSA EHERER)

IS3AFYT4— BERA— b
100 TLS1 RSA AES 128 SHA
100 TLS1_RSA _AES 128 SHA256
90 TLS1_DHE_RSA_AES 256_SHA
90 TLS1_DHE_RSA_AES 256_SHA256

X TTSA4F )T 4—1 1F1~100 OEHETHEE, 100 MRHLEEELEL,

lIl. DH/DHE. ECDH/ECDHE D&
RETEAL,
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V. Y—NI 547> FOEBEIERDRE
6.8.2.1lDX 6.8.2-8 SSLEESEE THBERSM—r&—EREIRT H-H. H—/\BELE S,

V. BEAXASM— FDBEIBLDHTE
LEEBERA— FTERELERIZKL D,

VI. Extension D&E
BETEHLY,

@ QDBELBREHA FSAUVDBERNBEDES
. ZFakrans—o3y

=R L,

TLS1.1 NEMTH 5,

. BsSXAM4—F
ERE L,
HRELX 1) TARICEFNIEERA—F 64 D55, %k 68323 HEAAFF12&
DED HEEEX21UTB, EHEE. RSAGIAZHRTER) O IREHAFSIUD#HEREEY
AYTAER(—80) II2HD 4 EDES A — FOERANFIRETH S, FEATREL 4 BAOESR A —
FDBEIERIZ, REHA FS5A v DOEERELF 1) T EDIERERLTH S,

%+ 68323 [/EHAFSAVEDED (HREXL)T 18, BERIEE. RSA STHAZTRTER)

Gh—F | BEHARSA L ORELELUTAE (—8) & BERA— FRERE
TLS_RSA_WITH_AES_128_CBC_SHA (B) 1 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
’ TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 2 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 3 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
‘ TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 4 TLS_RSA_WITH_AES_256_CBC_SHA (E)

KT N—THOIEETIERE,
KIFMRIEEEAS K4 2DT IV —T4&,

lll. DH/DHE. ECDH/ECDHE O E
DH/DHE. ECDH/ECDHE Z &S X1 — ENEMTH =6, LEERTELLY,

6.83.3. X)) F 1 HNE
QERS— FEEARMICHET IHEITLY . BEHAA RSAoDEF1 Y T4 HINEIZHE
CER) TBENTED,

@ Fabrans—3y, BEXSL— k. DH/DHE, ECDH/ECDHE OBEHN L - & HBEHA K
FSAVDBREFERICEML TS EBDODNLERTE (BEXM— FEEAFMICHRE LGEVER)
MEE7ILT) X L] ZERMICEEET 2UNCHEN GO, TI4IL FTOEERENE
E15 5, AEHKRIE, 683 2H#MBFEELX1UTAEERLTHS,

Q@ DDBRELBEHAS FSAUDBRENBEDES
Jakajns—3y

=271 L,

TLS1.1 NEMTH 5,

. BEESXA4—Fhk
E=EnHY,
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X2 TAHNBIZEENDEE
E5 (X)) T4 B9 8, RSA GFEAZEHRER)
) 11285 6 E DS

BSRAA4—Fr67THEDNDSH.FK 6.8.3.3-1

1EDESRA— FNEHEAIRETH D, L. V54TV MEETHA1=0. BEIBELITEE
Shiy,

% 6.8.3.31 BEHAKFSA2EDESD (EFa) T4 HINE, RSA GIASHRTER)

g—7 REHA RFSAoDEX) T4 BI5E (—H) BERA — FRERHRE

TLS_RSA_WITH_AES_128_CBC_SHA (B)

TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

TLS_RSA_WITH_AES_128_CBC_SHA (B)

TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

TLS_RSA_WITH_AES_256_CBC_SHA (E)

TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

TLS_RSA_WITH_AES_256_CBC_SHA (E)

TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

G

TLS_RSA_WITH_RC4_128_SHA (G)

TLS_RSA_WITH_RC4_128_SHA (G)

H

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

BEAAFSAVOHELF21Y T+ RICHE LAV

TLS_RSA_WITH_RC4_128_MD5

BEAARSA0ED
D EBEAARTZADEF2)T1HI5 8 (—
FSAA— FDFERANFIRETH S, TDM. X ) T HNBIZEFTEN

BRA—F

XTI IN—TADIEEXIETRE,
MIEMAIIRENA FSA DT IL—T 4,

DH/DHE. ECDH/ECDHE O#E
DH/DHE. ECDH/ECDHE 2 & TSR 4 — ENFETHULVE=SH., LEERTEAHLY,
Jakranns—oay, 5 X414 — b+, DH/DHE, ECDH/ECDHE DBEMNE - ELBEHT K

FAVDBREERICEML TS EBDODNIBRE (BEXM— FE2EWBMICRET 5FE)
JakanN—3y

SSWLV3DI SAT U hEEET S 52 (RE) (X 6.8.2-2 8H)

EE5RXA— b
6.8.2.1l.LD MFIETE 6.8.3.3-2 BERAA—FDHRTE (LxXxa T« H4E, ERHEE. RSA
SIBAERTER) ODESXA—NZEMNT 5,

# 68332 HEXS/—FDRE (EFX21UTHI5NE., BERHEE. RSA MAERER)

T52A4F )T 14— EE XA —
100 TLS1_RSA_AES 128 SHA

100 TLS1_RSA_AES 128 SHA256

90 TLS1 RSA AES 256 _SHA

90 TLS1 RSA AES 256 _SHA256

80 SSL3_RSA_RC4 128 SHA

70 SSL3_RSA_DES_192 CBC3_SHA

X TTS544 )T 4—1 [$1~100 OFETHEE, 100 HNRHEBEELSL

DH/DHE. ECDH/ECDHE M E
BETERL,

Y—nNI 5472 FOEBEIRCLDETE

6.8.2IlDX 6.8.2-8 SSLEESHEE TSRS —F2—EEIRIT E-H. H—/\BkLiD,

EE5 XA — FDEBEIELLDERTE
IEESRA—FCHRELEHKRIZK S,
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VI.

I —1

Extension MDE%E
BETELL,

QDB/ELEH/EHA FSA VDREABTLDES

Jarann—o3y

=Nt L,
TLS1.1 NEMTH S,

BEEXA—Fh

=R L,

XAV TABINBIZEENIBEERA— 67D S 5.k 68333 BEHSFI120ED
E5 (Exa)TaBI5E, BREE. RSAGEHERTER) O IEEAMRSIOOEFa)T4
BB (—EB) 112855 6 EDEES R A — FDFERAFEETH S, HATEER 6 EDESRA—+
DEFIECLIE, BREHA R4 oDEX2 ) T4 HINEDIERZERLTH S,

+& 6.833-3 BMENA FSAVEDED (EFa YT« HISNE, BEREE. RSA MBAERER)

sn—7 BEHA FSAo0EEy T BISE (—) S WERA— FREHRE
TLS_RSA_WITH_AES_128_CBC_SHA (B) 1 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
° TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 2 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 3 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
: TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 4 TLS_RSA_WITH_AES_256_CBC_SHA (E)
G TLS_RSA_WITH_RC4_128_SHA (G) 5 TLS_RSA_WITH_RC4_128_SHA (G)
H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 6 TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

KT N—THOIEETIERE,
KIFMRIEHEAS K4 2DT IV —T4&,

DH/DHE. ECDH/ECDHE M E
DH/DHE. ECDH/ECDHE 2 & TS X M4 — EMNEITH V=S, LLETEAHLY,
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6.9. IN\NSH—F Ry J—% X Barracuda Load Balancer ADC &) —X

AETIX. Barracuda Load Balancer ADC [CD W TCEAEL=-EREZTT .

BE. Y—/\GIBAEL. RSAGIEHE L ECDSA SIAEN R ERIGETH D, RSAIHAEZHREL T
56 & ECDSAGIBAZ 4R EL-IGATENE L IBERA— I AELRY MADIIAEEKREL:
BEIF. MADEEXA— FAEMZHED, 693EERTEANREBEHA FSA VTOREERE
DESDRE - DI DL TIL, RSA SEBAEZ &L ECDSA SIBAZOMA ZHR/TE L-HERIC DL TEE
T5, Iz12L. TI4 I FRETIERSASIBAZEDAHDERFEIZH > TLNDT=MH. 6.9.1TI74ILFTD
BEREABRDRAEICONTIL, RSAFIAEZEDHEHRTE LIHERICOVLWTRET 5.

6.9.1. T7# I FTOBESHRENBDORE
T 74 FTlX ECDSA SEFAZDNRTEITEMIZHZ > TS =8, RSA SIBAZDHBRTEL-HBEIZD
WTERET S,

% 6.9.1-1 EBSRERNR (TI74ILH)
® CipherSuite ;2R B % HE

Jakrajv Jokra)LEER R CipherSuite iEIREBEIE CipherSuite #

tls1.2 ON H—/\ 25
tls1.1 ON H—/\ 13
tls1.0 ON H—/\ 13
sslv3 OFF — 0
sslv2 EREAT - -
® Barracuda Load Balancer ADC TERRIRELEE A A — k

id IANA 52 E=1 Ei 3 L] gﬁff;( tls1.2 tls1.1 tls1.0 ssiv3 sslv2
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA H 2048bit ON:24 ON:12 ON:12 OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_ CBC_SHA A A 2048bit ON:17 ON:7 ON:7 OFF OFF
0x00,0x39 TLS_DHE_RSA_WITH_AES_256_CBC_SHA D D 2048bit ON:8 ON:2 ON:2 OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA_128_ CBC_SHA A A 2048bit ON:18 ON:8 ON:8 OFF OFF
0x00,0x67 TLS_DHE_RSA _WITH_AES_128_ CBC_SHA256 A A 2048bit ON:16 OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 D D 2048bit ON:7 OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA_256_CBC_SHA D D 2048bit ON:9 ON:3 ON:3 OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x9%e TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 B A A 2048bit ON:3 OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA _WITH_AES_256_GCM_SHA384 a D D 2048bit ON:1 OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA_WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA ABH ABH - OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA D & D& - OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA_WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA_WITH_3DES _EDE_CBC_SHA secp256r1 ON:23 ON:11 ON:11 OFF OFF
0xc0,0x13 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA ABmn A B secp256r1 ON:15 ON:6 ON:6 OFF OFF
0xc0,0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA D & D& secp256r1 ON:6 ON:1 ON:1 OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 ABH ABH - OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 D & D& - OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 ABmn A B secp256r1 ON:14 OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 D & D & secp256r1 ON:5 OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 BB ABm A B - OFF OFF OFF OFF OFF
0xc0,0x2¢ TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 aBin D=V D=Y) - OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 REM A B A B secp256r1 ON:4 OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 aBin D1=Y) D1=Y) secp256r1 ON:2 OFF OFF OFF OFF
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id IANA %52 = # #l ‘E;ff;( tls1.2 | tlsl.1 tls1.0 sslv3 sslv2
0x00,0x04 TLS_RSA_ WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x05 TLS_RSA_ WITH_RC4_128_SHA G — OFF OFF OFF OFF OFF
0x00,0x07 TLS_RSA_WITH.IDEA_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBG_SHA H — ON:25 | ON:13 | ON:13 | OFF OFF
0x00,0x2f TLS_RSA_ WITH AES_128_CBG_SHA B B — ON:21 | ON:9 | ON:9 | OFF OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E — ON:12 | ON:4 | ON:4 | OFF OFF
0x00,0x3c TLS_RSA_ WITH AES_128_CBC_SHA256 B B — ON:20 | OFF OFF OFF OFF
0x00,0x3d TLS_RSA_ WITH_AES_256_CBC_SHA256 E E — ON:11 | OFF OFF OFF OFF
0x00,0x41 TLS_RSA_ WITH_CAMELLIA 128 CBC_SHA B B — ON:22 | ON:10 | ON:10 | OFF OFF
0x00,0x84 TLS_RSA_ WITH_GAMELLIA 256 CBC_SHA E E — ON:13 | ON:5 | ON:5 | OFF OFF
0x00,0x96 TLS_RSA_ WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 B B — ON:19 | OFF OFF OFF OFF
0x00,0x9d TLS_RSA_ WITH AES_256_GCM_SHA384 E E — ON:10 | OFF OFF OFF OFF

Xtlsl.2~sslv2 N E T OFF: T 74 )L F TIEEAREIZA > TULEVESR A — K,

® Extension

name id tls1.2 tls1.1 tls1.0 ssiv3 ssliv2
signature_algorithms 13 | EXFIEG | — — - -
heartbeat 15 | FExtG | FEXtS | FERE | — -

6.9.2. REREHFEDHE

. FEraA—=23 0 0EE

A) 7359+ T Barracuda Load Balancer ADC [2O45' 4 > L., (1) EAXBZTE—

ZEDY—EREV Y9I LT (4) Y—EXAREFRTT S,
.

(2) Y—ERX— (3)

| e I i W@ I Foka—y I Eroess N
Hoadi-f 2;1:&-; WERE  PRE ®E FoEADY BEOY L#-b
WAN_test_https #ps
ge-1-1 10.8.4 208443 o
REEMT— ® B o—smiem

default

http WAN

HTTP

& WAN_htips v
HTTPS

L
10.8.4.207: 8

10.8.4.207: 443

hitp WAN_test

WAN_test_https

182.168.100.186:443 0 AsTFIA

ik

HTTP E=tn) WAN_test_https
2 WAN_test_htips o (3)
14 Fi—= default

HITP

B 6.9.2-1 FO/NT«+—EEH

Eh

w AR

E

IvIZTFIvIEA

B)

(5) SSLSetting® (6) SSL O ha)LTHEBIZLEWNWTO FajLnN—2
. 7) EEOREGRIVEWRTT 5,
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WAN_test_https wrs

ge-1-1 558 4.208:443
SSL Settings |2

SSL ® (6 )2“7
default
: SSLo0F L TISsL 2.0
TLS 1.0
v
htp WAN MTLS 1.1
HTTP 10.8.4.207: 80 MTLS 1.2
ERAZRIHIES 4 EEA T FT v
HTTPS 10.8.4.207: 443
hitp WAN_test v EEE @
HTTP 10.8.4.208: 80 = = . —~ "
SEERE ® Existing O Fedo—F
4 WAN_test_https (]
HTTPS 10.8.4.208: 443 lestws

B 6.9.2-2 JONT«HEET (7O aNR—23Y)

. BEXA—LDEKE
A) H—EXRHZRTFEBE® (1) :IAZEMWICH S (2) Enable ECDSACiphers % (3) T4 >1 2L, (4)
TIWEY A= a—h 5 ECDSA AKX DIIAZE %:EIRT 5,
MECDSA BEENDERETA %2 EIRL . ECDSA SIEAEZZRIRL AL LVE ECDSA 28T HEE R
4 — kDA HE S,
WAN_test_https #ps

ge-1-1 (1 ) 10.5.4.203:443

=

Fetl

FIFEAE ® Existing O FuFo—F
default
hitp WAN (2) fest.ws
HTTP 10.8.4.207: &
D 72

Enable ECDSA (3 ® 7
Ciphers Select yes if you hve an ECDSA certificate key pair to enable ECDSA cipher suites.
( 4 ) test ws ecdsa

B 6.9.2-3 FONTsHREET (BFEXM1—F) -1

% WAN_https v
10.8.4.207: 443

L

B) (5) SSL Settings @ (6) mE %A 7 3 > % (7) [%&7R] L. (8) Enable Perfect Forward Secrecy

D (9) NFELv ZEIRT B,

WAN_test_https g

ge-1-1 10.5.4.202:443

3 e
ssL ®

I O 47
defaut ssL7 O L OssL3.0
TLS 1.0
hitp WAN % MTLS 11
HTTP 10.8.4.207: 20 (6) (7)IETL312
& WAN_https  Froa| e s
HTTPS 10.8.4.207- 443 ( 9 )
http WAN_test v (8) Enable Perfect Forward
HTTP 10.8.4.208: 80 Secrecy es the keys
rfect
2 WAN test_hitps (]
HTTPS 10.8.4.208: 443 Client Authentication

+ LTI ILTAED

0547+ SERAEE

{BIITE SRS

SSL Ciphers @
B 6.9.2-4 FONRT/REKEE ESRA—F) -2
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C) BEHLA T 3>RN (10) SSL Ciphers IEE® Use Ciphers 282 (11) LERLIEES 1 I
(12) TEATTRELGES] #r s BEEZEC LSRR A —ME] (2 (13) TEMml K42
vE (14) THIBR) R U EFERALTEET b, HENM RO oEEALD (15) TEEDOK
7l RRUERTT S,
¥ Enable Perfect Forward Secrecy T l&Ly] ZZFEIRL THEMELVE ECDHE ZE8OEE R 1M —

MIBRL THLEDICLG AL,
KT IAIFTEUTORSRASA— FSNEET NBIRLES] RICEMSATLS,
- DHE-RSA-SEED-SHA
- SHEED-SHA
- IDEA-CBC-SHA
- ECDHE-RSA-RC4-SHA
- ECDHE-ECDSA-RC4-SHA
- RC4-SHA
- RC4-MD5
XEEEL NBRLUES) HOLASIEEGH-6H. —ELT IERATELGES] @B
LENHD,

WAN_test_https sz Fptil
10.3.4.208:443

SSL Ciphers |2

5

Use Ciphers (1 1 ) FEIR1-FES

AES128-SHA256
hitp WAN AES128-SHA
HTTP 10.8.4.207: 80 CAMELLIA128-SHA
AES256-GCM-SHA84
2 WAN_https v AES256-SHA256
N AES256-SHA
HTTPS 10.8.4207- 443 CAMELLIA256-SHA
RCA4-SHA
hitp WAN_test v DES-CBC3-SHA I (13)

HTTP 10.8.4.208: 80 (14)

default

& WAN_test hitps (] (12)

HTTPS 10.8.4.208: 443
ECDHE-ECDSA-AES256-GCM-SHA384 A
T = AT E ECDHE-RSA-AES256-SHA384
ECDHE-ECDSA-AES256-SHA384
ECDHE-RSA-AES256-SHA
ECDHE-ECDSA-AES256-SHA
ECDHE-RSA-AES123-GCM-SHA256
ECDHE-ECDSA-AES128-GCM-SHAZ56
ECDHE-RSA-AES123-SHA256
ECDHE-ECDSA-AES128-5HA256
ECDHE-RSA-AES123-SHA

B 6.9.2-5 FONTsHEET (BFEXML1—F) -3

v

ll. DH/DHE. ECDH/ECDHE D#RMDEXE
BEAZEGL,
ECDHE MK (% 256bit(secp256r1) T 5.

V. Y—n\9S54 7> FOBEIBRIDRTE
BMETY—/I\EBETHY., TETEHL,

V. BERXM—FDOELXIEFRDERTE
NEEERL—FDERFELERIZK S,

VI. Extension D% E
BREAEEL,

122



6.9.3. BEERTENBRLBELA FSA VTOREEREDESDRAE - 2

6.93.1. 5tF*xa T+ H

QEERM— FEEAMIZHRET ZHEICEY. BEHA FSA0v0EX2 ) T4 BITHRE (8
W) FBHENTES,

@ ZFAabrapn—Lay, BEERAL— k. DH/DHE, ECDH/ECDHE OB EMNE - & HB/EHA K
FAVDBREERICEML TS EBDODNIBRTE (BERXM— FEEAMICERE LAEZVER)

ST TY X L) ZEEMICEET DUSMNIREAEZL G H, TI4I FTORSHRE
RNBEDRERRELUTISRY

. ZJAraln—3y
TLS1.2. TLS1.1, TLSI.OANEMTH 5,
$%6.9.1% 6.9.1-1 EESHRENE (T7+4JILF) @ CipherSuite BIREBEEDEH Y,
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ECDHE-RSA-AES128-SHA256

ECDHE-ECDSA-AES128-SHA

ECDHE-RSA-AES128-SHA

AES128-GCM-SHA256

AES128-SHA256

AES128-SHA

CAMELLIA128-SHA

DHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-SHA256

DHE-RSA-AES256-SHA

DHE-RSA-CAMELLIA256-SHA

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA384

ECDHE-ECDSA-AES256-SHA

ECDHE-RSA-AES256-SHA

AES256-GCM-SHA384

AES256-SHA256

AES256-SHA

CAMELLIA256-SHA

RC4-SHA

6

EDH-RSA-DES-CBC3-SHA

DES-CBC3-SHA

KT N—THOIEETIERE,

Ill. DH/DHE. ECDH/ECDHE D&
ECDHE M # & (& 256bit(secp256r1) T#H b,
ECDSA (256bit) MIIBAZE%RE L -15& 256bit(secp256rl)hMERA NS,

V. 5—NIS5A4T7> FOBEIBEDRTE
BMETY—/I\EBETHY., TETEHL,
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V. BERXM—FDEXIEREDETE
ILEEERA—FCHRELEHERIZK S,

= —]

VI. Extension MEX5E
BETELL,

@ QNH/BELBEHA FSAVDBRENBRENDES
Jarain—o3y

=R L,

22—k

. mB{s

=R L,

X2 T4HINBIZEEND 67 EADREERAM—FD5HFK 6.9.3.3-3

REHA A0 &

DED (EFa)T4HINE, BRHEE) OIREHSARSA2DEF2) T4 FI5E (—E8) )

I2H5 31 EDEERAA— FDFERAILAETH D EERIBRIZDOLNTHE 6.9.3.3-1

SAEDES (¥ T4 HIsE)

REHA R

DEEYTHD,

%+ 6.9.3.33 BEHA FSA2EDED (X)) T+ HI4E., BRIEE)

sn—7 BEHA K5 L OERLF2 YT 4B (—8) & BERA— FRERE
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 1 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_CBG_SHA (A) 3 TLS_DHE_RSA_WITH_AES_128_CBG_SHA (A)
TLS_DHE_RSA_WITH_CAMELLIA_128_CBGC_SHA (A) 4 TLS_DHE_RSA_WITH_CAMELLIA_128_CBG_SHA (A)

A TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&/m) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&70)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&n) 6 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&5n)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A :&/0) 7 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 5&50)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&mn) 8 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&5n)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A :&/m) 9 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A 3&/0)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&50) 10 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&/m)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 11 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 12 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

b TLS_RSA_WITH_AES_128_CBC_SHA (B) 13 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 14 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 15 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 16 TLS_DHE_RSA_WITH_AES_256_CBG_SHA256 (D)
TLS_DHE_RSA_WITH_AES_256_CBGC_SHA (D) 17 TLS_DHE_RSA_WITH_AES_256_CBG_SHA (D)
TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D) 18 TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA (D)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D i:&/0) 19 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D 3&/n)

P TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&) 20 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&n)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D & /m) 21 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D s&/0)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D &) 22 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&m)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&m) 23 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D i&/n)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 5&/0) 24 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D ;&)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 25 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 26 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

‘ TLS_RSA_WITH_AES_256_CBGC_SHA (E) 27 TLS_RSA_WITH_AES_256_CBGC_SHA (E)
TLS_RSA_WITH_CAMELLIA_256_CBGC_SHA (E) 28 TLS_RSA_WITH_CAMELLIA_256_CBG_SHA (E)

G TLS_RSA_WITH_RC4_128_SHA (G) 29 TLS_RSA_WITH_RC4_128_SHA (G)

H TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H) 30 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H)
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Tn—7

BREHA LS4 VDR F1 YT+ E (—H)

BZE
IR fL

SR A — NREHR

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

31

TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

XTI IN—TADIEEXIETRE,

KIEFMANSIHREAAS K54 vDTIL—T4,

lll. DH/DHE, ECDH/ECDHE D&
EZ77 Lo

133




6.10..8\5 9 —& 2%y FJ—% X Barracuda WAF ¥ 1J—X

AETIL. Barracuda WAF [ZDWTEHRABLEHEREZTY,

mE. Y—/\GIBAZE(L, RSAGEBAE & ECDSA SIFAEN R EARETH S, RSAFIAEZHRELT:
AL ECDSAIAZE# R EL-BETEMNELIBERM— MERY HADIAEFHRELS:
BEIF. MADEERA— AERIZHE D, 6.10.3 BERTEABREREHS FSA4 UTOREER
EDESDRE - PIIZDOULNTIE, RSA SIBAE L ECDSA SIBRENHAZRTE L=FHERIZTDOULTE
#BI D, FzFL. TIAI FMEETIERSAFIFAZEDHDERFEIZHE>TULST=H, 6.101 TIHI F
TOBESRENBOREICOWLTIE, RSASIAZDHFHREL-FERIZOWNTEET 5,

6.10.1. T7#4# I FTOHOESRERNBEDRAE
T 74 )L b TIX ECDSA SEBAZEDRTEITENIZHE > TS =8, RSA SIHEDAHKREL-HEIC
DNVTEREHT S,

# 6.10.1-1 EBEREANE (TI74ILE)
® CipherSuite EiRB % 1E

Jakan FaraJLERERS CipherSuite =R EEIE CipherSuite %
tls1.2 ON H—/\ 20
tls1.1 ON H—/\ 13
tls1.0 ON H—/\ 13
sslv3 ON H—/\ 4
sshv2 BEST - =
® Barracuda WAF T{EHRIEEGEE R A1 — +
id IANA 52 ® 1#® ol ‘;}f;( ts12 | tsl1 | ©s10 | ssh3 | ssh2

0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128 SHA — OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA A | Asgm | — OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH AES_256 CBC_SHA D&t | Digm | — OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA Te°”256r ON:9 | ON:10 | ON:10 | OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA Te°”256r ON:12 | ON:12 | ON:12 | OFF OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA ABI | AsEmD Te°”256r ON:13 | ON:11 | ON:11 | OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA D&M | Di&An Te°”256r ON:11 | ON:13 | ON:13 | OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES._128 CBG_SHA256 Aem | AsEm | — OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_ CBG_SHA384 D&t | Digm | — OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128 CBG_SHA256 ABID | AsEfD Te°p256r ON:4 | OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 D&M | Di&An je°p256r ON:3 | OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 gem | Agm | Asem | — OFF OFF OFF OFF OFF
0xc0,0x2c TLS_ECDHE_ECDSA WITH AES_256_GCM_SHA384 agm | D:&m | DEm | — OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128_.GCM_SHA256 gEm | A& | A& Te°”256r ON:2 | OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 c&fn | D&M | DB Te°”256r ON:1 OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 — ON:20 | ON:1 | ON:1 | ON:1 | OFF
0x00,0x05 TLS_RSA WITH_RC4_128 SHA G — ON:10 | ON:9 | ON:9 | ON:4 | OFF
0x00,0x07 TLS_RSA_ WITH.IDEA CBC_SHA — OFF ON:2 | ON:2 | ON:2 | OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA H — ON:16 | ON:6 | ON:6 | ON:3 | OFF
0x00,0x2f TLS_RSA WITHAES_128.CBC_SHA B B — ON:17 | ON:5 | ON:5 | OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E E — ON:14 | ON:8 | ON:8 | OFF OFF
0x00,0x3c TLS_RSA WITH_AES_128.CBG_SHA256 B B — ON:8 | OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_CBG_SHA256 E E — ON:7 | OFF OFF OFF OFF
0x00,0x41 TLS_RSA_ WITH_CAMELLIA_128.CBC_SHA B B — ON:19 | ON:3 | ON:3 | OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256.CBC_SHA E E — ON:15 | ON:7 | ON:7 | OFF OFF
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VAN
id IANA 52 (-1 # #l gffa tls1.2 tls1.1 tls1.0 ssiv3 ssiv2
0x00,0x96 TLS_RSA_WITH_SEED_CBC_SHA -— ON:18 ON:4 ON:4 OFF OFF
0x00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 B B - ON:6 OFF OFF OFF OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 E E -— ON:5 OFF OFF OFF OFF

¥tls1.2~ssV2 HMET OFF: T 74 JL F TIXBREREEIZIE > TULVERLEE RS/ — k

® Extension

name id tls1.2 tls1.1 tls1.0 ssiv3 sslv2
signature_algorithms 13 | FEXIE | — - — —
heartbeat 15 | =& it P - —
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6.10.2. lEEREHTEDRE

. FRbraIN—T3U0iEE

A TISOYTEREEICOJTA L. (1) BEXRE- 2) Y—EXRZIVUYILTHY—ER-E
ZRAL. 3) BEFYLHY—ERD lEdit) 29979 %,

aamin 17 7 o+ CEEHINERS

kl Barracuda \ Barracuda Web Application Firewall

FThEZuE & I O R

Fo )ik Foallkbalss  EHEE  PRE WE  Werr ros- 0¥ PoEADT  BENY 0 LAA-f
sEETen o

v

H—E2E el WIPCRTBIP T F L 20 A=t Ei =
HTTP - a0
Il —FOERS TE2F—F
I#y ® Lz default - aBhn
I T K]
Filter  service Name Search Search
E=r A7 FAE IPPFLA H—F ArR—Tx—2 Fx( URL &(F F—F H)— Add Actions
2@ geraut (=T
5™ et (3
B B tost ws 443 v 10.8.4.213 443 WAN HTTPS Passive default Rule isable Delete
Al v 192.168.100186 80 Edit Disable Delete

H—J§_192.168.100.1¢

B 6.10.2-1 Y—EX—EET

B) H—EXREEMED SSLFET. (4) TBELHREZIERT] 2:EIRT S, (5) ECDSA Certificate
T (6) FHAT AIAEEEIRT S, (7) SSL Z7A 3 JLiED SSL 3.0, TLS 1.0, TLS1.1. TLS1.2
#EIRL T, BT E2HMEMT S0 % (8) Axhik (9) EMEIZFz v I E AN, (10) &R
FREVUTHEET 5.

XECDSA BEENEMETA U 2EIR L. ECDSA SEEAZ %8R L 4L & ECDSA 28 TEE X
A4 — rDEMZHESEL,
XE%DSA FEBAZENHAIIRETET . RSAIIFAZZRTET S LD RFIIREE D,
H—F2

s, _____________________|- [

AF=R3 (O ¢ E
A= 0S5 7=k
REA Certificate test_we_rsa -
(4) i TR By Hof P IR DA A AL ST
o

S5 1 TR b R o ST
SHIDAMIE - (AN RIES 3
SAT {Senver Nams a i ok AT AR B T T
DR R P e S e RO R R D A A R v,
Enable HSTS O LY W LLAVE
Enable Parfest = EL L 52
F ozl

K 6.10.2-2 Y—ERBREE@ (7O Fan—23Y)
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BBSAXM4— FDERE

A) H—ERBEE@®D (1) PFS (Perfect Forward Secrecy) DBEIMET (2) (FLVZEIRT S, (3)
EEWT 4) hRALIZFT v EANnSE (5) Selected Ciphers #§& (6) Available Ciphers
BWARIRINDDT, (7) BMARZ & (8) HIBRAR S > T Selected Ciphers ##IZBmM L. (9)
RERE VTHERET S,
¥PFS (Perfect Forward Secrecy) 81t L4 V& ECDHE 28 TES A4/ — MHERLTH
BTSN,
T 74 )Lk TIEET Selected Ciphers #fI2BME N TULVS,
XBSLE L Selected Ciphers D LM GIEE D18, —E £ T Available Ciphers I E19
SENHD,
—F 20
(1;j- £ A (2)
S
(3
= -:r';-:nbb (4)
(3
(5) Selected Ciphers << 3510 I ARE = I

VI.

ECDHE-ECDSA-AES128-GCM-SHAZ56
ECDHE-RSA-AES126-GCM-SHAZ5S
ECDHE-ECDSA-AES128-SHA256
ECDHE-RSA-AES126-SHAZ55
ECDHE-ECDSA-AES128-SHA
ECDHE-RSA-AES128-SHA
AES128-GCM-5HA256

AES128-SHAZ256

AES128-5HA

CAMELLIA128-SHA -
ECDHE-ECDSA-DES-CBC3-SHA
ECDHE-ECDSA-RC4-SHA
ECDHE-RSA-DES-CBC3-SHA
ECDHE-RSA-RC4-SHA
SEED-SHA

IDEA-CBC-SHA

(6)

Tl
K 6.10.2-3 H—ERAREEET ESXSL—FK)

DH/DHE. ECDH/ECDHE D#REDETE

BREAEGE L,

ECDHE MR (L. BEE T 256bit(secp256r1) T#H %

XECDSAS512bit DFIAEZH/TE L-HE TH secp256rl AMERAIN S,

H—NIS5A4T72 FOBEIECLDETE
BMETH—/\EBETHY., TETEALL,

BEERAA— FDEEIELLDKRE
NEEERLM—FDERFELFERIZK S,

=1 —]

Extension M%7
BREAEGL,

137



6.10.3. BEERENBLEREHM FSAVTOREERLEDELDRE - /47
6.103.1. ¥ VT H

Q@ SR — FEEARMICRET HHE] IT&Y. REAA FSAvDEEF2 ) T BIHKE

(BER) 5 EMNTED,

@ Fakrarn—Lay, BEEX4M— k. DH/DHE, ECDH/ECDHE OBEMN L - ELBRELHI K
FAVDBREERICEML TS EBDODNIBRTE (BERXM— FEEAMICERE LAZVVER)
EERA— FEEFMIZIEET HLUNMIRERAEZN LN, T I+ F TORSREANRTDHR
EREREZLUTIZRY,

. ZJAaraln—3y
TLS1.1. TLS1.0. SSL3.0 "B TH 5,

. EBEESXA4—Fhk
6.10.1 & 6.10.1-1 EEBSHRTERNE (T 74/ +) @ Barracuda WAF CTEHRRIRELE SR A4 — k
DEBY,

Ill. DH/DHE. ECDH/ECDHE O E
ECDHE D& & 256bit(secp256r1) T#H 5,

V. Y—N\I 547> FOEEIERDIKRE
BETH—/I\BETHY., EETEHLY,
$%6.10.1 & 6.10.1-1 REESHRENE (T7#JLE) @ CipherSuite ;#IREBEIEDES Y,

V. BEXSM—FDEXIEREDETE
6.10.1 X 6.10.1-1 EESHRENZAE (T 7+JL L) @ Barracuda WAF THERAREELRES XA — k
DEBY,

VI. Extension DE%E
6.10.1 & 6.10.1-1 BESRENRE (TI7AJIF) D ExtensonDEHY,

@ DDBEEBEHA FSAVDOBERNBRENDES

. Jaran—oay
E=EnHY.

TLS1.1, TLS1.0. SSL3.0 "B TH 3.

. EBEXSL—Fh
EnHY,

BEtXa)T4BIZEEND 12 EOBERS/— D55, X 6.10.3.1-1 BEHA KA &
NED (BEXF2)T4E) OIREHALFSIA1005EF2T48 () I2HS2ED
EERA— FOFEAMNEIEETH D, TOM, EXa T HNBIZEENLL 18 BOES R A
— FAMERTIRETH D, BRIBLIICDOLVTHE 6.10.3.1-1 BEHA FSA UV EDEN (BEF
A)TF48) EBYTHD,

£ 6.10.3.1-1 /EHA FSAVEDES BEFaIVT14H)

T—7F BEAA RS OBLFLYT B (— &) ﬁg BERA — FEEEE
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ( o1& 0) 1 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 (z 3E M)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( B 3&40) 2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 3& /M)
BEAAFSAVOELX2 Y TARIEHELBVESRA 3| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
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&5

gn—7 BEHA FSMoDOEEFaUT1E (—&) e BSRAM— FRERR
-k 4 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
5 TLS_RSA_WITH_AES_256_GCM_SHA384
6 TLS_RSA_WITH_AES_128_GCM_SHA256
1 TLS_RSA_WITH_AES_256_CBC_SHA256
8 TLS_RSA_WITH_AES_128_CBC_SHA256
9 TLS_ECDHE_RSA_WITH_RC4_128_SHA
10 TLS_RSA_WITH_RC4_128_SHA
1 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
12 TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
13 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
14 TLS_RSA_WITH_AES_256_CBC_SHA
15 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA
16 TLS_RSA_WITH_3DES_EDE_GBC_SHA
17 TLS_RSA_WITH_AES_128_CBC_SHA
18 TLS_RSA_WITH_SEED_GCBC_SHA
19 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA
20 TLS_RSA_WITH_RC4_128_MD5

X IN—TADIEEXIETRE,

KIEBMRIEESA FS1 DT I—T4,

Ill. DH/DHE. ECDH/ECDHE O E
En1EL,

Jakanrnn—oayv, BS5XAL— b+, DH/DHE, ECDH/ECDHE OBEMNt &1

®EHA K

TAUOREBRRICERLTVLSLBDONEIRE (FESAM— FERBMICRET 575X)
. Fakan—Say
SSL 70 kAL : Bk : TLS1.2

#|mAE : SSL3.0, TLS1.0, TLS1.1

(H 6.10.2-2 B88)

. B

SXA—k

6.10.2 11X 6.10.2-3 HY—ERBEET (BEXA—F) O IFES ] [Select Ciphers] #IZ. &
6.10.3.1-2 BEAA—FDHRTE EtF2)T«4E, BAREE) DIEET HEM 35,

% 6.10.3.1-2 BBEEXM—FDOE®RE (X)) T8, ERIETE)

B S IERL BEXA—h
1 ECDHE-ECDSA-AES256-GCM-SHA384
2 ECDHE-RSA-AES256-GCM-SHA384
3 ECDHE-ECDSA-AES128-GCM-SHA256
4 ECDHE-RSA-AES128-GCM-SHA256

XTI IN—TADIEEXIETRE,

lIl. DH/DHE. ECDH/ECDHE M## &

ECDHE D& (d 256bit(secp256r1) TdH 5.
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V. Y—NI 547> FOEBEIERDRE
BETH—/I\BETHY., EETEHL,

V. BEAXAM— FDBEIBLDHTE
LEEBERA— FTERELERIZKL D,

VI. Extension D&E
BETEHLY,

@ QNH/BELB/BEHA FSAVDBRENBRENDES
JOobrajnN— 3y
EntL,

. BERA—Fk
=07 L,
BEX1UTABIZEEFND R2EMBERM— D55 % 63313 HREHAMFSA2ED
EZ0 (Bte¥Xa) T8, BERIEE. RSAGIHAZRTER o I{EHAFS/1o0EEX2Y
TA4H (=8 I2HD 4 BOBRERA—FrDFERANTETHD, BEIEHZIZOVWTER
6.10.3.1-3 REHA FSAVEDNED EtEFa) T8, BIEE) DEEYTHS,

% 6.10.3.1-3 BEHA FSA LV EDES (BEFaVT 18, BRIEE)

H—7 BESHA KA OBRELYTAE (—8) ﬁg WS R — FRERE
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ( o :E50) 1 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ( o3& 50)
a
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ( o1& 1) 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ( o1& 1)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 :&/m) 3 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 :&/m)
8
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( B 3&40) 4 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( B 3&/0)

KT N—THOIEETIERE,
KIFMRIEREAS K4 2DT IV —T4&,

lll. DH/DHE, ECDH/ECDHE D&
EZRG L,

6.10.3.2. Rt ) T+ B
QERS— FEEFRMICHETAHEICLY . BEHA RSA VDOHELF 1) T+ BIIHRTE
(EH) FBHENTES,

@ ZFAabrapn—Lay, BEERAL— k. DH/DHE, ECDH/ECDHE OB EMNE - & HB/EHA K
FAVDBREERICEML TS EBDODNIBRTE (BERXM— FEEAMICERE LABZVVER)

EERA— FEEFMICIEET DUNIKREAELLE N =H, TIAIL FTORBSHENB LY
%, AEHKRIZ. 61031 X1 YTABLEEALTHS,

Q@ DDBRELBEHAS FSAUDBRENBEDES
Jokan—3y

EnHY,

SSL3.OAREMTH S,

. EBERXSL—F
EnHY,
HELX21)TARIZEFNS 64 EOEERAM—FDS5H, X 6.103.2-1 [BEHA K12
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EDED HERELF1VTA4E) OTEREAARSAVOHEREF T8 (—8)112HS
14 EDRESAA— FDFERANERETHDH, TOM, #HE XL T BICEENLL 6 BADE
SRS — bAERTIRETH D,

%+ 6.10.3.2-1 BREHSAFSAVEDED HREXLYT 4 H)

-7 BEAS KA ORREFUT R i) | ERA(— FREHE
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i) 13 | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A &)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A &4m) 4 | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&M)
TLS_ECDHE_RSA_WITH_AES_128_GOM_SHA256 (A &) 2| TLS_ECDHE_RSA_WITH_AES_128_GCN_SHA256 (A i&fn)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 17 | TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 8 | TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

° TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 19| TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 6 | TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&:/1) 11| TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&A)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D 3&4m) 3 | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&fn)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D 3&4m) 1| TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D 3&/m)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 14 | TLS_RSA_WITH_AES_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 7 | TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

- TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 15 | TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 5 | TLS_RSA_WITH_AES_256_GCH_SHA384 (E)
§§;\f{ _"?’f YOMRLF 2T ARISEHLEL | g | 715 ECDHE_RSA_WITH_RCA_128_SHA

10 | TLS_RSA_WITH_RCA_128_SHA

12| TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
i 16 | TLS_RSA_WITH_3DES_EDE_CBC_SHA

18 | TLS_RSA_WITH_SEED_CBC_SHA

20 | TLS_RSA_WITH_RC4_128_MD5

X IW—TADIEEILIETFE.
XEMRNIEBREHAA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE DO E
=Nt L,

Jararn—o3y, BEEBRAL— b+, DH/IDHE, ECDH/ECDHE ORBEMNE - EHB/EHIF
FSAVDBRTEERICZEM L TS ELEBONEERTE (BERSM— F2EEKNICHRET HH5E)

Jorannn—oay
SSL 7o k3L : A#ME : TLS1.0, TLS1.1, TLS1.2
#E4h1k : SSL3.0
(X 6.10.2-2 B88)

EE5RXA— b

6.10.2 11 ® 6.10.2-3 HY—EXREEEE (BESXA— ) O MEFS] Select Ciphers) ##IZ. &
6.10.3.2-2 BEERXA— FDOERTE (HERELXL) T B, EIEE) DIEET NEMI T5,
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VI.

% 6.10.3.2-2 BEERM—FOERE (HERE LX) T8, BEREE)

B EIRGL ES A1 —F
1 ECDHE-ECDSA-AES128-GCM-SHA256
2 ECDHE-RSA-AES128-GCM-SHA256
3 ECDHE-ECDSA-AES128-SHA256
4 ECDHE-RSA-AES128-SHA256
5 ECDHE-ECDSA-AES128-SHA
6 ECDHE-RSA-AES128-SHA
7 AES128-GCM-SHA256
8 AES128-SHA256
9 AES128-SHA
10 CAMELLIA128-SHA
11 ECDHE-ECDSA-AES256-GCM-SHA384
12 ECDHE-RSA-AES256-GCM-SHA384
13 ECDHE-ECDSA-AES256-SHA384
14 ECDHE-RSA-AES256-SHA384
15 ECDHE-ECDSA-AES256-SHA
16 ECDHE-RSA-AES256-SHA
17 AES256-GCM-SHA384
18 AES256-SHA256
19 AES256-SHA
20 CAMELLIA256-SHA

XTIN—TADIEEXIETRE,

DH/DHE. ECDH/ECDHE D E
ECDHE MK (% 256bit(secp256r1) TdH S,
¥ECDSA (256bit) MIIBAE %#:%E L 1-1B A 256bit(secp256r1)MMER S5,

H—NI 54T FrDBEIBLDRTE
BMETCH—/I\EBETHY., TETEAHL,

EERAA— FDEEIECLDETE
NEEERA— FTERELEERIZELD,
Extension D% 5E

BRETERL,

QNH/RELEREHA FSA VDBRENBLEDED
Jarain—o3y
EnNtL,

EERXA—k

ERE L,

HREEX1UTARICEFND 64 BOEBERA— D535, & 6.1032-1 BEHA KRSV

EDED HREXLVTAE) OTREHARSAUOHEREX) T8 (—8)1 12HD

20 EDEERA— FOFERANAIEETH D, BEIEMLZICONTEHEK 6.103.2-1 FBEHA K54
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DEDES HEREXLUVTAH)

DEEYTHD,

% 6.10.3.2-:3 BEHMFSAVEDEN MR LX) T48, BRHEE)
Gh—F | BEAAESALORELELUFAE (—8) e BERA— FRERE
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3& /M) 1 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&h0)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A :&n) 2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A :&n)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A :&/0) 3 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 5&/0)

’ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&n) 4 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&n)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A :&m) 5 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A 3&/0)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 5&/0) 6 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A s&m)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 7 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_RSA_WITH_AES_128_CBGC_SHA256 (B) 8 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

° TLS_RSA_WITH_AES_128_CBC_SHA (B) 9 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 10 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D & m) 1 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D s&/0)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &) 12 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D i:&/0) 13 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D 3&/n0)

’ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&n) 14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&m) 15 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D i&/m)
TLS_ECDHE_RSA_AES_256_CBC_SHA (D i:&/0) 16 TLS_ECDHE_RSA_AES_256_CBC_SHA (D 3&mn)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 17 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 18 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

: TLS_RSA_WITH_AES_256_CBC_SHA (E) 19 TLS_RSA_WITH_AES_256_CBGC_SHA (E)
TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 20 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)

X IN—TADIEEXIETRE,
XIBMAIIBREHA FSA DT ILV—T4,

Ill. DH/DHE. ECDH/ECDHE O E
En1EL,

6.10.3.3. ¥ 1T 1 s B

QESRAA— FEBEMICRET SHEICKY.

(BEH) 5 EMNTED,

BEHAAFSA0DEF2) T HINBIZERTE

@ Jararn—Lay, BERXAL— k., DH/DHE, ECDH/ECDHE OB EMNE > L LB/ EHA K
SAVDBREERICEML TS EBDODNSLRE (BBERXM— FEEFMICERELAZVEAR)

MES7ILTY XL ZEEHICEET HLUSMNIBREAEN GO, TI+IL FTOES

RNBEELS, ARHERIZ. 6.103.1 82X )F1BLEILCLTHS,

@ DDHBREEHREHA FSMAVDBRERNABREDES

Jakajns—3y

=57 Lo

. EEEXA4—Fhk
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EnHY,

X2 TAHINBIZEEND 67T BEOBESRA— D535, X 6.103.3-1 HREHA K512
EDED (EXF2UTA4BHNE) O TREHA FSAoDEF1)TFH5E (—&) 1 2HB
16 EDEERA— FOERMNEEETH D, TOM. EXFa )T HANEICEENLGL 4 BEORE

SRS — bAERRIRETH D,

% 6.10.33-1 BREHSFSA2VEDESD (XU T1H5E)

gn—7 BESA ESA2DEE YT HIAE (—8) 5 EER A — FRERE
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&50) 13 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&/n)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&jn) 4 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&hn)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A ;&) 2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A &h0)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 17 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 8 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

b TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 19 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 6 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D ;&#n) 11 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D ;&m)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D &jn) 3 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&hn)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&m) 1 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D ;&hm)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 14 TLS_RSA_WITH_AES_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 7 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

‘ TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E) 15 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 5 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

G TLS_RSA_WITH_RC4_128_SHA (G) 10 TLS_RSA_WITH_RC4_128_SHA (G)

H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 16 TLS_RSA_WITH_3DES_EDE_CBG_SHA (H)

BREHA FSA2DEF21) FAHNBICHELEN 9 TLS_ECDHE_RSA_WITH_RC4_128_SHA
BERA— b
12 TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA
) 18 TLS_RSA_WITH_SEED_CBC_SHA
20 TLS_RSA_WITH_RC4_128_MD5

KT IW—THDIREIFIEFRE.
MXEBMAIEREAA K51 2DT L —T4H,

DH/DHE. ECDH/ECDHE D E
=N L,

Jararn—o3y, BEEBRAL— b+, DH/IDHE, ECDH/ECDHE ORBEMNE - EHB/EHIF
FSAVDBRTEERICZEM L TWESELEBONEERTE (BERSM— F2EEKNICHRET SH5E)
Jakajns—3y

SSL A kaJL : H¥pME : SSL3.0. TLS1.0. TLS1.1, TLS1.2 (X 6.10.2-2 &)

EE XM — bk

6.10.2 11 ® 6.10.2-3 H—EXREEE BESRXA— ) O I6ES] Select Ciphers] #IZ. &

6.10.3.3-2 BEERXA—FDHRE (LX) T B4 E., EREE) DIEET HEMI 35,
& 6.10.3.3-2 BEEXAM—FOHRE (£Fa ) 71 HINE, BRERE)
& BT BERXAL4—F
1 ECDHE-ECDSA-AES128-GCM-SHA256
2 ECDHE-RSA-AES128-GCM-SHA256
3 ECDHE-ECDSA-AES128-SHA256
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VI.

BSEIERL EERAM1— b
4 ECDHE-RSA-AES128-SHA256
5 ECDHE-ECDSA-AES128-SHA
6 ECDHE-RSA-AES128-SHA
7 AES128-GCM-SHA256
8 AES128-SHA256
9 AES128-SHA
10 CAMELLIA128-SHA
11 ECDHE-ECDSA-AES256-GCM-SHA384
12 ECDHE-RSA-AES256-GCM-SHA384
13 ECDHE-ECDSA-AES256-SHA384
14 ECDHE-RSA-AES256-SHA384
15 ECDHE-ECDSA-AES256-SHA
16 ECDHE-RSA-AES256-SHA
17 AES256-GCM-SHA384
18 AES256-SHA256
19 AES256-SHA
20 CAMELLIA256-SHA
21 RC4-SHA
22 DES-CBC3-SHA

XTIN—TADIEEXIETRE,

DH/DHE. ECDH/ECDHE O E
ECDHE M # & (& 256bit(secp256r1) T#H b,
ECDSA (256bit) MIIEAE %#:%E L =154& 256bit(secp256r1)MMER S,

Y=Y 5472 FOBEIRLDETE
BMETH—/\EBETHY. EETELL,

EE XA — FDBEIBRDERTE
NEEERXA— FTHRELEHBERIZEL D,
Extension D& E

BETELL,

QNH/RELREHA FSA VDRENBRELEDED
JOobrajnNn— 3y
EnEL,

EE XA — b

=1L,

X1 TAHINBIZEEND 67T BHOBEERSA—FDS55, %k 6.10.3.3-3 HREHA K51
EDES (X2 ) T4 HNE, BREE) OIEREAA FSA420DEF2) T 1 HNE (—FB) )
2$H5 22 EDEERA— FOFERAMNARETH D, BEIEMLZICOVNTEHE 6.10.3.3-1 F/EHS
RSAEDER (X2 T4H58E) ODEEYTHS,

%+ 6.10.3.3-3 BREHSA FSAVEDES (X2 )T 1HINE, ERFEE)

B

gn—7 BREHA LS4 00EFa) T BISNE (—H) B

BSRAM— FRERR

A TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A i&m) 1 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A i&m)
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Th=F | BEAA KIS OuRauTAE ) | BE BERA— FRERE
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&n) 2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A s&n)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&/m) 3 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&/m)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A s&mn) 4 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A ;&)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A :&/m) 5 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (A :&/m)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 5&/0) 6 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 5&/0)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 7 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_RSA_WITH_AES_128_CBGC_SHA256 (B) 8 TLS_RSA_WITH_AES_128_CBGC_SHA256 (B)

B TLS_RSA_WITH_AES_128_CBC_SHA (B) 9 TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_RSA_WITH_CAMELLIA_128_CBC_SHA (B) 10 TLS_RSA_WITH_CAMELLIA_128_CBGC_SHA (B)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D i:&/0) 1 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D i:&/0)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &) 12 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D i:&/0) 13 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D i:&/0)

P TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&) 14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D ;&)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&m) 15 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D :&m)
TLS_ECDHE_RSA_AES_256_CBC_SHA (D i:&/0) 16 TLS_ECDHE_RSA_AES_256_CBC_SHA (D i:&/0)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 17 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 18 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

‘ TLS_RSA_WITH_AES_256_CBC_SHA (E) 19 TLS_RSA_WITH_AES_256_CBC_SHA (E)
TLS_RSA_WITH_CAMELLIA_256_CBGC_SHA (E) 20 TLS_RSA_WITH_CAMELLIA_256_CBGC_SHA (E)

G TLS_RSA_WITH_RC4_128_SHA(G) 21 TLS_RSA_WITH_RC4_128_SHA(G)

H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 22 TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

XTI IN—TADIEEXIETRE,
MIEMAIRENA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE O E
En1EL,
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6.11. Citrix NetScaler MPX & 1)—X

AZE T, Citrix NetScaler MPX 8005¢c IZDWTCHHEL-#HERZ Y,

TmHE. Y—/\GAEE. RSA SIFAEOANERERMRETHY . 6.11.1 TI4IIL FTOREERENE
DIAE. LU, 6113 BEREANABREREHA FSA VU TOREEREDESDRAE - HHFICO
WTIE, RSASIAZEZ#HRTE LGSOV TEET 5,

6.11.1. T7#4# I FTOESRERNBEDRAE
H—/\FIBAZ (L. RSAIFAEDHMNERERRETH Y .RSAFIAZEZREL-IBEIZTDOWVTRET 5.

% 6.11.1-1 EEBRENE (TI74ILHK)
® CipherSuite #iR & 54

Jakan FaraJLERERS CipherSuite =R EEIE CipherSuite

tls1.2 ON H—/\ 17

tls1.1 ON H—/\ 9

tls1.0 ON H—/\ 9

sslv3 ON H—/\ 9

sslv2 EREAT — —

® Citrix NetScaler MPX 8005¢c C{EFRAJRELEH X 1 — b

id IANA 2 = Ei 3 L] gﬁff;( tls1.2 tls1.1 tls1.0 ssiv3 sslv2

0x00,0x18 TLS_DH_anon WITH_RC4_128_MD5 -— OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA H -— OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A A - OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_CBC_SHA D D -— OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A A -— OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D D - OFF OFF OFF OFF OFF
0x00,0x9%e TLS_DHE_RSA WITH_AES_128_GCM_SHA256 B A A -— OFF OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 o D D -— OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_.128_SHA secp256r1 ON:14 ON:6 ON:6 ON:6 OFF
0xc0,0x12 TLS_ECDHE_RSA_WITH_3DES EDE_CBC_SHA secp256r1 ON:13 ON:5 ON:5 ON:5 OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128_ CBC_SHA A BN A BN secp256r1 ON:8 ON:4 ON:4 ON:4 OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA D=Y) D i&fn secp256r1 ON:7 ON:3 ON:3 ON:3 OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 ABhN ABhN secp256r1 ON:10 OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 D& D& secp256r1 ON:9 OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 A& ABiN A BN secp256r1 ON:12 OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 aBhn DRV DRV secp256r1 ON:11 OFF OFF OFF OFF
0x00,0x04 TLS_RSA_WITH_RC4_128 MD5 - ON:17 ON:9 ON:9 ON:9 OFF
0x00,0x05 TLS_RSA_WITH_RC4_128 SHA G -— ON:16 ON:8 ON:8 ON:8 OFF
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H - ON:15 ON:7 ON:7 ON:7 OFF
0x00,0x2f TLS_RSA WITH_AES_128 CBC_SHA B B -— ON:2 ON:2 ON:2 ON:2 OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E -— ON:1 ON:1 ON:1 ON:1 OFF
0x00,0x3c TLS_RSA_WITH_AES_128_ CBC_SHA256 B B - ON:4 OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E -— ON:3 OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 B B -— ON:6 OFF OFF OFF OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 E E - ON:5 OFF OFF OFF OFF
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. VA
id JANA A2 = Eiid il gﬁfgﬂ tls1.2 tis1.1 tIs1.0 ssiv3 sslv2
0x00,0x03 TLS_RSA_EXPORT_WITH_RC4_40_ MD5 -— OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF

Xtls1.2~sslv2 i LT OFF: T 74 )L F TIEREAREICHE > TULE VBSR4 — K,
® Extension

name id tls1.2 tls1.1 tls1.0 ssiv3 ssliv2
signature_algorithms 13 | FEXIG | — - — —
heartbeat 15 | FExtG | FEXtS | ERE | — -

6.11.2. BEREHFEZDHE

. FEraLA—=23 00EE

A) 73T Citrix NetScaler MPX 8005¢ DEEIEIZ A4 4 > L. (1) Configuration— (2) Traffic
Management— (3) Load Balancing— (4) Virtual Servers 2 ') v LT, {REH—/N—F
xKnl., (6) WELEVMREY—/N\ZFEIRL, (6) Edit RV EZHTT B,

2% NetScaler (8005) R Logout
Dashboard Reporting Documentation Downloads §
+ System MetScaler » Traffic r.(a63ene~. > Load Balancing > Virtual Servers [} [7] H
+ AppExpert
( ) I I Add Statistics Search ¥
(3) Name State Effective State IP Address Port Protocol Method Persistence % Health T
— Load Balancing
» ‘5t vip @ Up @ Up 10.84.211 80  HTTP ROUNDROBIN NOME 100.00% 1 UP/0 DOWN
) I Virtual Servers

I) test_vip_ssl @ Up @ Up 10.84.211 443 550 LEASTCONNECTION NOME 100.00% 1 UP/0 DOWN I

E 6.11.2-1 {REY—N\—EE®E-1

Services

B) REH—/N\REFEEICBHITHOTEEFD (7) [SSL Parameters] IHEAE/ID (8) TR

TAAVERTY %,
ECC Curve X
4 ECC Curves >
I S5L Parameters I (7) (8) .f X
Enable DH Param ENABLE Clear Text Port 0 SSLv2 Redirect DISABLED
D Enable Cipher Redirect DISABLED 55Lv2 DISABLED
Refresh Count 0 Client Authentication DISABLED 55Lv3 ENABLED
File Path /nsconf Send Close-Motify YES TLSw1 ENABLED

B 6.11.2-2 {REY—/\ERFEEE (SSL/NF*—4%)
C) [SSLParameters| DEREEZEBHED KL SI2HZDT. (9) Protocoll | D EFIZ L F=L) (10)

O RaALDFzvIRYIRICFz I E AN, (11) TOKIRE V% T L ISSL Parameters |
NDEREZETT LT (12) TDonel 7R% > % T L T Virtual Server DEREZETT T 5,
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SSL Parameters x

Enable DH Param [ SSL Redirect
Refresh Count [] SMIEnable
|D | Send Close-Notify
Clear Text Port
File Path* |0 |
|/nscon'fig,’sslidhmil&pem | | Browse | - |

PUSH Encryption Trigger

[_] Enable DH Key Expire Size Limit
Enable Ephemeral R5A

Refresh Count

| Always v |

o |

Enable Session Reuse
Time-out

|12D |

[_] Enable Cipher Redirect
[ 55Lv2 Redirect
[[J Client Authentication

() (10)
ID 551v2 55Lv3 TLSvL TLSvi1 TLSw12

Done ( 1 2)

6.11.2-3 {RBEY—/N\HBEEHE (7O ra)

D) {REY—N\—EE@EICESANDT,. AL (13) (7AYE—] FA4a2%0 ) v T5ELEERED
FAT7OTRRTENBZDT, (14) TYES] #WTFLTEREFRET S,

Reporting Documentation Downloads [
13
NetScaler » Traffic Management » Load Balancing » Virtual Servers C) 0 H
Edit Delete Enable Disable ‘ Statistics “ [ﬁ\ction x ‘ Search *
Mame ‘ State ‘ Effective State | IP Address ‘ Port ‘ Protocol ‘ Method ‘ Persistence ‘ % Health
b test vip @Up @lUp 10.84.211 80 HTTP ROUNDROEBIN NOMNE 100.00% 1 UP/T
b testvip sl @Up @Up 10.84.211 443  SSL LEASTCONMECTION ~ MONE 100.00% 1 UP/O

4 4

6.11.2-4 {RBEH—/N\—EE@-2

Confirm

Do you want to save the running configuration?

- .

6.11.2-5 {R#E SSL —/\FBREHZEERE-1
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. BSRXA—FDOEE

A) T35 ¥ T Citrix NetScaler MPX 8005¢c MEEEMEIZ A4 1 > L. (1) Configuration— (2) Traffic
Management— (3) Load Balancing— (4) Virtual Servers %2 ') v - LT, REHY—N\—E%
FrL., 6) MELEWMREY—/NEERL, (6) Edit/R2 VFWTI D,

2% NetScaler (8005) ® Not Configured  NS11.0 64.34.nc

Documentation

+ System NetScal t » Load Balancing » Virtual Servers [} [7] H
+ AppEicert (6) —
(2) ‘ Add ‘ Statistics ‘ Search =
— Traffic Management
(3) I— e State Effective State | IP Address | Port | Protocol | Method Persistence | % Health T
— Load Bal 5(
(. st vip @ Up @ Up 1084211 80 HITP ROUNDROBIN NONE 100.00% 1 UP/0 DOWN
(47 | virtual Servers
. I » testvipss  @Up @ Up 1084211 443 ssL LEASTCONNECTION ~ NONE 100.00% 1 UP/0 DOWN I

E 6.11.2-6 {REHY—N\—EE®E-3

B) {REH—/N\BRTEEMEIZERTSHDT (7) ISSL Ciphers] HID (8) RoDAKREZ U ZEHTFL.
KRS (9) TAdd] RE2 V%8BT T 5,

i [ @[] x
6.11.2-7 {RZEH—/\BREEM@E (SSL ES)

SSL Ciphers x
® Cipher Suites Cipher Gro
Configured (1) Remaove All
ALL -

=l

6.11.2-8 SSL ESHREER
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C) (10) TAvailable] HMARRTENBZD T, (11) FIL—TDVY—%REEL. AT LI-LEE
AL —FIZ (12) FxyvoZF AN, (13) TA=A] K2 U Z#TLT (14) lConfigured) A~
BEISE 5,

B5tlERLIE TConfigured] MWD EMSERESINDTI=®. (15) BBERASA—FEBRLF-LTHA
D (16) TE=A]-TT=ZA) RIUTIEBEZANE X 52 A HEE,
BRELEDL-ozL (17) TOK] RE2 U EEETO (18) TDonel RE2 VEWTL, REERETT

60

SSL Ciphers x
# Cipher Suites Cipher Groups
(10) (14)
Available (11) Select Al LEE ) JEwe) 250
TLS1-AES-256-CBC-5HA (15) -
= (16)
" | TLS1-AES-128-CBC-SHA | -
+ [ 75w TLS1.2-AES-256-SHA256 -

(1 1 ) TL51.2-AES-128-SHA256 -
TL51.2-AES256-GCM-SHA3B4 -

¥ TLS1.2-AES128-GCM-SHAZSE

(13)

| TLS1-ECOHE-RSA-AESIS6-5HA

| TLS1-ECOHE-RSA-AES128-5HA

BlE

<

TLE1.2-ECDHE-RSA-AES-256-5HA2E4

| TLS1.2-ECDHE-RSA-AES-128-SHAZS6
| TLSL.2-ECDHE-RSA-AES256-GCM-SHA3E4
| TLS1.2-ECDHE-RSA-AES128-GCM-5HA256

| TLS1.2-DHE-RSA-AES-256-SHA256

=T

(19)

D) REY—N—EEAERICRSDT,. 5L® (19) JAVYE—] 74 &9 ) v I T5LHERD
FSAT7ATNRRENDHDT, (20) [YES] ZWTFLTRELZREFT 5,

B 6.11.2-9 {r#8 SSL H—N\BFEE (BEEXSA—)

Reporting Documentation Downloads .
(19)

NetScaler » Traffic Management » Load Balancing » Virtual Servers (:) 9 H
Add | t ot Statistics | | Action - | Search ¥

Name State | Effective State IP Address | Port Protocol Method Persistence % Health

b test_vip @lUp @ Up 10.84.211 80 HTTP ROUNDROBIN NOMNE 100.00% 1 UR/D

p test vip_ssl & Up @ Up 10.84.211 443  SSL LEASTCONMECTION ~ MNONE 100.00% 1 UP/D

3

6.11.2-10 REY—/N\—EEHE-4
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Confirm

Do you want to save the running configuration?

(20)

Bl -

VI.

6.11.2-11 {R#8 SSL H— /R EHZEEM-2

DH/DHE. ECDH/ECDHE MO#ERENDETE

DH/DHE : 6.11.2..C ®EX 6.11.2-3 {RAEHY—/\FZFE@ (FO +ajL) 2T, TEnable DH
ParamJIZF = vV Z AN DH NS A=A NEBH N pem XD T 7M1 ILEEET S & pem
KX T77A4ILDDH /IS A—2DRERTRIBMNITHONS,

®it L TS8R : 256bit, 512bit, 1024bit, 2048bit

ECDH/ECDHE : 6.11.2..B DK 6.11.2-2 {REH—/\FZEEE (SSL/\F5A—4) [Z#%H 5 [ECC
Curve] MIEEIZT P_224 (224bit). P_256 (256bit). P_384 (384bit). P_521 (521bit) A%
ESNTHEY., BRENDHTZELHARETHS(H 6.11.2-12 ECC Curve EFHEEE SH),
BHEELTWSIEE., BESNhSDIE 256bit &> TLVS,

551 Virtual Server ECC Curve Binding

S5L Virtual Server ECC Curve Binding X
O H
Unbind
ECC Curve

P_256
P_334
P 224

P 521

6.11.2-12 ECC Curve R FEmE

Y=Y S54T7 2 FDBEIBRDERTE

BETY—/N\EBETHY. EETEHLY,

EE A — FDEBEIELLOEEE

6.11.2-9 {18 SSL —/\FREE@E (BES XA — k) ® lConfigured] H~., BEELLD
EERA—rELEMNDIBIZERET 5,

Extension ME&5E
REAELL,
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6.11.3. BEREANBLEREHSA FSAVTOREEREDESTDRE - /T
6.11.3.1. Btxa )T« H

QSRS — FEEKMIZHRET I2HEICEY . REAS FSA0DEEF1 ) T4 BIZHRE (%
W) $B5ZENTES,

@ Fabrans—3y, BEXAS— k. DH/DHE, ECDH/ECDHE OEHN L - & HBEHA K
FAVDOBRTEFERICZEM L TS LEBHONELBTE (BERXSM— FEEEMICHRTE LB VEAX)
MEE7ILT) X L] ZERMICEEET D2UNCHENGZ WO, TI4IL FTOEERENE
DFBEEREZLUTIZRHT 5.

. JAaran—o3ay
tis1.2. tlsl.1. tls1.0. ssiW3 AEHTH B,
%6.11.1 % 6.11.1-1 EEBHRERNZE (T7+J)L k) D CipherSuite EREBFZIE DEEY,

. EBEEXA4—Fhk
6.11.1 Xk 6.11.1-1 BEBEHRTEAR (FI7+4JLEF) D Citrix NetScaler MPX 8005c C{EFRAI#E%:
EEXAL4—F DERY,

Ill. DH/DHE. ECDH/ECDHE O#E
DH/DHE : T 24 JL b TIX&E DH/IDHE AEENBEB R A — M L,
ECDH/ECDHE : 256bit(secp256rl)

V. 5—NISA4T7> FDBEIBRIDRTE
J—N\BETHD,
%6.11.1 % 6.11.1-1 BESEREANR (T7#JIL L) @ CipherSuite IBIREBIIE DELY,

V. BEXSM—FDELIEREDETE
6.11.1 & 6.11.1-1 BESEHTERNE (T 74/ k) O Citrix NetScaler MPX 8005¢ T {# FI R RE 4R fE
EXLM—FDEERIES DEEBY,

1=

VI. Extension MiX7E
6.11.1 & 6.11.1-1 REBSRENE (T7+IL k) @ Extension DEEY,

@ ODRELREHA FSAUDRERBLEDES
Jaran—o3y

E=EnHY,

tls1.1, tIs1.0. ss3 W EWTH 5.

. BEXA—Fk
nHY,
SEEXaUTABIIEFNIBERIM—F1L2EDS B, & 6.123.1-1 BEHAALFSA2ED
Z0 (Hte¥FaT48) 0 I% Eﬁ«fhv»{zd).—;tﬂhl}v4i(—“ﬂ)u H52EDEERA
— FOFEANTIEETH D, TOM. X T BIZEFTFALL 1511310)5“-‘ AA— HMER
AIRETH D, FATEEL 2 BDREER A — FDEBEIBLIE. & 6.11.3.1-1 F[BEHA S 2&
DEH (BEF2UT4E) DLEBEYTHS,

% 6.11.3.1-1 B/EHA FSAVEDES (BEFaUTH)

H—7 BEAA RSO OBLELYTAE (—8) ﬁg WS R A — FRERE
o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (o :E/0) 1 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (o3& /1)
B TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( B :&/0) 12 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 8 :&/0)
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gn—7 BREAA FSAv0BEFa TR (—&)

&5
IEAL

BSR4 — FREHER

BEAAFFADOBEF1Y TARHELEL
BERA— b

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

TLS_ECDHE_RSA_WITH_3DES_EDE_GCBC_SHA

TLS_ECDHE_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_3DES_EDE_GBC_SHA

TLS_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_RC4_128_MD5

KIFMASIHREAA K5 0DTIL—T4,

DH/DHE. ECDH/ECDHE O E
ENHL,

Jararn—o3y, BEEBRAL— b+, DH/IDHE, ECDH/ECDHE ORBEMNE - EHB/EHIF
FTAVDREERICEML TVDEBRDODNIBRTE (BERXRM—FEEAEMWICKRET HF%)

Jakans—3y

TLS12 #F w4 L. TLS1.1, TLS1.0., SSLv3. SSLV2 DF = v #4H7,

(H 6.11.2-3 BH,)

EE5RXA— b

6.11.2.11.C ®F/IEIZT SSL Ciphers I H Configured ##IZ%& 6.11.3.1-2

tXaUT4E BEHEE) ODEETRET .

% 6.11.3.1-2 BEERM—FOHRE (HtXa) T8, @EAETE)

Configured EEAAM—F
1 TLS1.2-DHE-RSA-AES256-GCM-SHA384
2 TLS1.2-ECDHE-RSA-AES256-GCM-SHA384
3 TLS1.2-DHE-RSA-AES128-GCM-SHA256
4 TLS1.2-ECDHE-RSA-AES128-GCM-SHA256

DH/DHE. ECDH/ECDHE O E

DH/DHE : TEnable DH Param] IZF = v 9 &AM, 2048bit D pem X T 71 L%
ECDH/ECDHE : TECC Curve] MIEBIZT P_256 (256bhit) RET %,

Y—nN\I 5472 FOEBEIRCLDETE
BETH—/\BEDT=H., EETELL,
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V. BEAXM— FDBEIBLDHTE
ILEEERA—FCHRELEHERIZK S,
VI. Extension M%7
BETELLY,
@ QNH/BELBEHA FSAVDBRENBRENDES
. Jaran—oay
En1 L,
. BSXA—F
=R L,
EtXa)TARIZEFNIBEERAAM—F12EDSH, X 6.11.3.1-3 HBEHA KA ED
E9 (EtEXa)T48, BAREE) O BEHFARSAOOEEXI)TAE (—E) 1IZH5 4 @
DIEBRA — FDFERAMNTIRETH S, FHATFREL 4 BORESA A — FOBEIELIZ. BESHA F
FA40NEEFXF 1) T4 BDIEELERLTHS,
#® 6.11.3.1-3 BEHS FSAVEDERD (BExXaVTE, BREE)
Fn—7 BEHA FSAoOBEF2 YT H (—8) ﬁg BERA — FEEEE
TLS_DHE_RSA_WITH_AES_ 256 GCM_SHA384 () 1 TLS_DHE_RSA_WITH_AES_ 256 _GCM_SHA384 ()
* TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (o3& /1) 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (o :E/0)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (3 ) 3 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (3 )
B
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( B :&/0) 4 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( B :&/0)

X IN—TADIEEXIETRE,
MIEMAIRENA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE D E
En1EL,

6.11.3.2. R ) T4 B

OSSR — FEERMICRET DHFEICLY., REHA RS VOHRELF ) T4 BIZKRE

(BER) 5 EMNTED,

)

@
.

A bauns—o 3y, SRS — b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHAF
FAVDBREERICEML TS ERDOLNEHRTE (BERXAM— FE2EEMICHRTE LEVAR)
MEE7ILT) X L] ZERMICEEET D2UNCHEN GO, TI4IL FTOEERENE
EHh5, AEFKRIE. 61131 5EFaUT4BEBLTH S,

DDBREEBREHS FS5A VOBRERNBREDES
Jakran—T3y

=nHY,

sSV3MEMTH S,

EE XA — b

E=EnHY,

R 1) TABCETFNEIBERM—FAENS L, K 6.11.3.2-1 REHA K1 &
NEH HERBEX21VTAE) O TREHARSAOOHRELF1)T+R(—E)IHD 12 ED
EERAA— FOERANTETH D, TOM. HEREELX 1) T BRIZEFNBEVSEOESR A —
FAMERTEETH S, FERTTEER 12 EORBS XA — FDEBEIEGLIE. X 6.11.3.2-1 F[REHA
RSALEDES HBEEXLUTA4R) DEBYTHS,
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& 6.11.3.2-1 BEHAFSAVEDES HERELFL)T1+H)
sn—7 REHA K54 L OMELF2 0T (2 (—#) & BERA— FRERE
TLS_EGDHE_RSA WITH AES_128_CBC_SHA (A i&40) 8 | TLS_ECDHE_RSA WITH AES 128 CBC_SHA (A i&7)

A TLS_EGDHE_RSA WITH_AES_128_CBC_SHA256 (A &) 10| TLS_ECDHE_RSA WITH_AES 128 CBC_SHA256 (A &)
TLS_EGDHE_RSA WITH_AES_128_GOM_SHA256 (A &) 12| TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 (A 3&m)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 2| TLS_RSA_WITH AES 128 CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 4 | TLS_RSA WITH AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCH_SHA256 (B) 6 | TLS_RSA WITH AES_128_GCH_SHA256 (B)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&40) 7 | TLS_ECDHE_RSA WITH_AES_256_CBC_SHA (D &)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&M) 9 | TLS_ECDHE_RSA WITH AES_256_CBC_SHA384 (D &)
TLS_ECDHE_RSA_WITH_AES_256_GCH_SHA384 (D i&AM) 11| TLS_ECDHE_RSA_WITH_AES_256_GCN_SHA384 (D i&mm)
TLS_RSA_WITH AES_256_CBC_SHA (E) 1| TLS_RSA_WITH AES 256 CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 3| TLS_RSA WITH AES 256 CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 5 | TLS_RSA WITH AES 256 GCM_SHA384 (E)

BEAA RSV OfRLF2 YT RISESLGVE | 3 | 115 FDHE_RSA_WITH_3DES_EDE_CBC_SHA
SR —k
14 | TLS_ECDHE_RSA WITH RC4_128_SHA
- 15 | TLS_RSA_WITH_3DES_EDE_CBC_SHA
16 | TLS_RSA_WITH_RC4_128_SHA
17 | TLS_RSA_WITH RC4_128_NDS

XTIN—TADIEEXIETRE,
MIEMAIRENA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE O E
En7EL,

A bauns—o 3y, SRS — b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHAF
TAVDBEERICEMLTLDERDODNLIBTE (BERM— FEEEMICRET 5F%)
Jokrannn—-oay
TLS1.2, TLS1.0, TLS11%#F v L. SSLv3, SSLV2 DF T v I #47,

(H 6.11.2-3 38)

R G el
6.11.2.11.C ®F/IEIZT SSL Ciphers I E Configured f#IZ%& 6.11.3.2-2
LX) T748, @AREE) ODIEFETHET .

E5 A A — FDERE

& 6.11.3.2-2 BEAA—FOHTE HEREF) T8, EREE)
Configured EEAA— b
1 TLS1-DHE-RSA-AES-128-CBC-SHA
TLS1.2-DHE-RSA-AES128-SHA256

TLS1.2-DHE-RSA-AES128-GCM-SHA256
TLS1-ECDHE-RSA-AES128-SHA
TLS1.2-ECDHE-RSA-AES-128-SHA256
TLS1.2-ECDHE-RSA-AES128-GCM-SHA256
TLS1-AES-128-CBC-SHA

N[ojo|bh|{wN
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VI.

Configured EERXAM—F
8 TLS1.2-AES-128-SHA256
9 TLS1.2-AES-128-GCM-SHA256
10 TLS1-DHE-RSA-AES-256-CBC-SHA
11 TLS1.2-DHE-RSA-AES-256-SHA256
12 TLS1.2-DHE-RSA-AES256-GCM-SHA384
13 TLS1-ECDHE-RSA-AES256-SHA
14 TLS1.2-ECDHE-RSA-AES-256-SHA384
15 TLS1.2-ECDHE-RSA-AES256-GCM-SHA384
16 TLS1-AES-256-CBC-SHA
17 TLS1.2-AES-256-CBC-SHA256
18 TLS1.2-AES-256-GCM-SHA384

DH/DHE. ECDH/ECDHE D E

DH/DHE : TEnable DH Param] IZF = v & AtL, 2048bit D pem X 77 A ILEHRET S,

ECDH/ECDHE : TECC Curve] MIEHIZT P_256 (256bhit)

Y—NI 472 FOBEIRCEOFZRTE
BETH—/\BEDT-H. EETELL,

EERAAM— FDELIERLDEE
NEEERA— FCTHRELHBERIZKL D,
Extension MDE&E

RETERLY,

RET Do

QDRELB/EHA FSA VOREABLDES

Jarann—o3ay
ER1EL,

e A — b
£5% L,

HELX1)TABRZEENIHEERAAM—F64EDS L, X 6.11.3.2-3

DED HEREX1U T4, EIEE)

REHA A&
D BREAARSADHERELFT 21 T4B(—8F) IIZH

% 18 ADIESRA A — FDFERAAFEETH S, HAFEELD 18 EDIESX 1 — FOBEIRLLIE.
BEAAFSIAVOHREX 1 T EDIERERLCTH S,

%+ 6.11.3.2-3 BREHA FSAEDES HEREXL)TE, BEER)

Tn—7 BEHA K54 ORBLFUT 4 (—8) S §ERA— PREHE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 1 TLS_DHE_RSA_WITH_AES_128_CBG_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 3 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)

. TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&50) 4 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3& /M)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&n) 5 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A :&n)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A :&n) 6 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A :&n)

B TLS_RSA_WITH_AES_128_CBC_SHA (B) 7 TLS_RSA_WITH_AES_128_CBC_SHA (B)
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gin—7 BREAAFSA v OERELF2 YT+ (—FD)

B RS — MRERR

TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

TLS_RSA_WITH_AES_128_GCM_SHA256 (B)

8 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)

9 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)

TLS_DHE_RSA_WITH_AES_256_CBG_SHA (D)

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

10 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)

1 TLS_DHE_RSA_WITH_AES_256_CBG_SHA256 (D)

12 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

" TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&70) 13 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&n)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&/1) 14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&n)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D 3&m) 15 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D 3&7M)
TLS_RSA_WITH_AES_256_CBG_SHA (E) 16 TLS_RSA_WITH_AES_256_CBG_SHA (E)

E TLS_RSA_WITH_AES_256_CBGC_SHA256 (E) 17 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)

18 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

XTI IN—TADIEEXIETRE,

KIEBWRIEESA FS1 DT IV—T4,

IV. DH/DHE. ECDH/ECDHE D E

=R,

6.11.3.3. ¥ 1T 1 s B

@

SR — FEERMIZRET HAEICELY,

(BE#) 5 EMNTED,

BEHA FSA0DEF2) T BINBIZERTE

Jakanin—ar, BEEXAL— . DH/DHE, ECDH/ECDHE ORREMNE - ELB/EHA K

T4 VDBREERICERML TS EBDOALEE (BEERM— FEREEMICRE LEWEX)
MES7ILT Y X L] ZERBICIEET DLSMIAENGE W=, TI4I/IL FTORSHRENS
b, AERRIE, 61131 HEFaVTBERALTHS,

DDBRELEREHA FSA VDBRENBREDED
Jorainsn—o3y

=Nt L,

BEXA—

EnHY.

X1 TAPNBIZEEFNDIBEERAAM—F67TENDS B, X 6.11.3.3-1 BEHA KA &
DED (EF2UT1H5E) O IREHMRSAoDEF1)TBINE(—F) 1IZHD 14 BED
EERXA— FDFEANFIEETH D, T, EXa ) FA4FANBIZEFTNEVIFEDOHEERA—
FAMERTRETH D, FEATTEEL 14 EDEERM— FOEERIERIE. & 6.11.3.3-1 HREHA
DEEYTH S,

FSAEDER (BFa ) T4 HI5E)

% 6.11.3.3-1 B/EHA FSAVEDESR (X2 ) T+ H5E)

gn—7 BREHA RS DExa )T HNE (—E)

BESEIE
fi

SR — MRERR

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&hm)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A 3&h0)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A 3&h0)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&hm)

TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A 3&h0)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A 3&h0)

B TLS_RSA_WITH_AES_128 CBC_SHA (B)

TLS_RSA_WITH_AES_128 CBC_SHA (B)




gn—7 BEAA A 2DEX2 YT 1 HISNE (—8) EZ"E B SR A — FEREMRR
TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 4 TLS_RSA _WITH_AES_128_CBC_SHA256 (B)
TLS_RSA _WITH_AES_128_GCM_SHA256 (B) 6 TLS_RSA _WITH_AES_128_GCM_SHA256 (B)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&hn) 7 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D i&hm)

D TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&fn) 9 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&fn)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&/n) " TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&fn)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 1 TLS_RSA_WITH_AES_256_CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 3 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 5 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

G TLS_RSA_WITH_RC4_128_SHA (G) 16 TLS_RSA_WITH_RC4_128_SHA (G)

H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 15 TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

BEHA A OHRELF2) T RITHLELBEVESAA— 13 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA
14 TLS_ECDHE_RSA_WITH_RC4_128_SHA
17 TLS_RSA_WITH_RC4_128_MD5

X IN—TADIEEXIETRE,
XIBMAIIBREHA FSA DT ILV—T4,

DH/DHE. ECDH/ECDHE DO E
En1EL,

A brauns—o3y, BB AAL— b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHIF
FAVDOBREERIZER LTS LBONELERTE (BEXSM— FEEKRNICRET 5FE)
JOorann—oay

SSLv3, TLS1.0, TLS1.1, TLS12DF v EANS, (X 6.11.2-3 )

EERA— b
6.11.2.11.C M FI|EIZT SSL Ciphers I& B Configured fflIZ%& 6.11.3.3-2 BEESX1— DR E (&
2T PISNE. BREE) OBETHET 5.

# 6.11.3.3-2 BEBXAM—FOERE (X2 T1HI5E, BRIEE)

Configured BEXA—F
1 TLS1-DHE-RSA-AES-128-CBC-SHA
2 TLS1.2-DHE-RSA-AES128-SHA256
3 TLS1.2-DHE-RSA-AES128-GCM-SHA256
4 TLS1-ECDHE-RSA-AES128-SHA
5 TLS1.2-ECDHE-RSA-AES-128-SHA256
6 TLS1.2-ECDHE-RSA-AES128-GCM-SHA256
7 TLS1-AES-128-CBC-SHA
8 TLS1.2-AES-128-SHA256
9 TLS1.2-AES-128-GCM-SHA256
10 TLS1-DHE-RSA-AES-256-CBC-SHA
11 TLS1.2-DHE-RSA-AES-256-SHA256
12 TLS1.2-DHE-RSA-AES256-GCM-SHA384
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VI.

Configured BEEXAL—hk
13 TLS1-ECDHE-RSA-AES256-SHA
14 TLS1.2-ECDHE-RSA-AES-256-SHA384
15 TLS1.2-ECDHE-RSA-AES256-GCM-SHA384
16 TLS1-AES-256-CBC-SHA
17 TLS1.2-AES-256-CBC-SHA256
18 TLS1.2-AES-256-GCM-SHA384
19 SSL3-RC4-SHA
20 SSL3-EDH-RSA-DES-CBC3-SHA
21 SSL3-DES-CBC3-SHA

DH/DHE. ECDH/ECDHE O E
DH/DHE : TEnable DH Param] IZF = v & AL, 2048bit D pem KX 77 A ILEHRET S,
ECDH/ECDHE : TECC Curve] MIEHIZT P_256 (256bit) %XE9 5,

Y—NI 472 FOBEIRGEDOFZRTE
BETH—/\BEDT-H., EETELL,

E5RAA— FDEBEIBLLD
LS XA— kT

Extension

DERTE

RETERELY,

B

X &

RELEARIZE D,

QODBREELREHA FSA VDBRENBTLEDES
Jabransn—gy

=Rl

EER A — b

=57 L,

XA TAHINBICEFNIBEERAN—F6TEDS B, * 611333 BEAM K1 0E
DES (BXa)T4H5E, BREE) O TREHISA0OEF1)T4HINE(—8) 1<H
521 ADESRAA— FOERANETH D, ERATER 21 ADESA M — FDBEIRGIL.
REAA A 0DEF2)TAHINEDIERLERLTH S,

#+ 6.11.3.3-3 BEHAFSAVEDES (BFa) T4 HINE, ERFEE)

B

gn—7 BREHA LA 0DEF2Y T BISNE (—H) I B RS — MRERR
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 1 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 3 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&0) 4 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A 3&n)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A 3&/1) 5 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&1)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A i&11) 6 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A i&n)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 1 TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 8 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 9 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
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sn—7 BEAA FS {05y T BISE (—) & §ERA— FREHE
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 10 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 1 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 12 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

’ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D 3&/n) 13 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (D ;&)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D &) 14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D :&m)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D &) 15 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D :&n)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 16 TLS_RSA_WITH_AES_256_CBGC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 17 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 18 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

G TLS_RSA_WITH_RC4_128_SHA (G) 19 TLS_RSA_WITH_RC4_128_SHA (G)
TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H) 20 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA (H)

" TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) 21 TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

X IN—TADIEEXIETRE,

KIBMASIHREAA K5 vDTIL—T4,

II.DH/DHE, ECDH/ECDHE M##&
EZR7E Lo
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6.12. 24 a—Y1)a1a— 32X Netwiser ¥1J—X
AZETIL. Netwiser SX-3850 [CDWTHAELE-HEEFTT,

8.
DHE.
WTIE,

6.12.1.

T4 FTCORERENTDRAE

# 6.12.1-1 EBEREANE (TI74ILE)

® CipherSuite EiRB % 1E

H—/\FIBAZE (X, RSA (IBAZNHMNEREARETHY . 6.12.1 TI74IIL FTOEERERNE
BEU., 6.123 BERTEAREREHNM FSAVTOREEREDESDRE - HHIZD
RSASIFARE 4R E LB EIZDOWLWTREHT 5,

Jakrajv JoraL ek R CipherSuite iEIREBEIE CipherSuite %

tls1.2 ON DSA4T Uk 15

tls1.1 EBEAT - -

tls1.0 ON D5A4TF7 Uk 5

sslv3 OFF — 0

ssiv2 BERH - -

® Netwiser SX-3850 ClFEFAREGIEE R/ — b+

id IANA 52 = # L7 gff;( tls1.2 tls1.1 tls1.0 sslv3 sslv2

0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A A 1024bit ON OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA_WITH_AES_256_CBC_SHA D D 1024bit | ON OFF | OFF | oFF | OFF
0X00,0x67 TLS_DHE_RSA_WITH_AES_128 CBC_SHA256 A A 1024bit | ON OFF | OFF | oFF | OFF
0x00,0x6b TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 D D 1024bit ON OFF OFF OFF OFF
0x00,0x9e TLS_DHE_RSA_WITH_AES_128 GCM_SHA256 B A A 1024bit | ON OFF | OFF | oFF | OFF
0X00,0x9f TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 a D D 1024bit | ON OFF | OFF | oFF | OFF
0x00,0x04 TLS_RSA_WITH_RC4_128 MD5 ON OFF ON OFF OFF
0x00,0x05 TLS_RSA_WITH_RC4_128_SHA G ON OFF | ON OFF | OFF
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H ON OFF ON OFF OFF
0x00,0x2f TLS_RSA_WITH_AES_128_CBC_SHA B B ON OFF | ON OFF | OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E ON OFF | ON OFF | OFF
0x00,0x3c TLS_RSA_WITH_AES_128 CBC_SHA256 B B ON OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E ON OFF | OFF | oFF | OFF
0x00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 B B ON OFF | OFF | oFF | OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 E E ON OFF OFF OFF OFF

¥tlsl.2~sslv2 ML T OFF: F 74 JL k TIXERERE

® [Extension

name id tls1.2 tlsi1.1 tls1.0 sslv3 sslv2
signature_algorithms 13 | IEXIE | — — — —
heartbeat 15 | JExtMS | JEXRTAE | FEXIIE | — —
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6.12.2. BEREAEDHRAE

. ZFAkraLNA—3 DEFE

AT Z7HTWEB EEBERICATA VL. (1) &E—- (2) NPT — (3) SSL7VESL
—3v— (4) SSL7ItE5L—>3 &V Uy OLTSSLT7IESL—Y 3 Vi EREBEZRR
T35,

SSL79 35 L— 3 VEIREED (5) SSL3.0 AMEIMRBOF v IRy I XZHEIRL T.SSL3.0
AT EINEMNCTEINEIRET B,

(1)
NetwiJer 5 UTILE A LR it
l [ssi7oesu—savar
Fy bo—2 o mEy—/UDER @)

¥ {EH—)(H {FEH—) D
test_vs 10.8.4.204.80.tcp

test_vs_ssl | 10.8.4.204.443.tcp

“

| %

B ssLEvEayyr L7 @

ssLv=o1670 - [Tl ~> 7 ]

& SSL3.05%/F% @
SSL3.03/ ) RS )

«

«

«

(5)

€ K v

MIAFI VI

AT I

£3

HENTZZEET S

B 6.12.2-1 SSL79%+t5L— 3 ERER-1

. BSRXA—FOFKE
ASSLT7Vt5L—> a3 VEIRBE TRE LY (6) REY—/NID Z#IRT 5,

NetwiJer wE WEEN UTIVEALER AR 0y ER
| ssroesL—saeEr
v hI—2 ¥ = (8% /UDER O (6)

TLRERL ¥ RED—/(E| ®ES—/UD
test_vs | 10.8.4.204.80.tcp

S5L ¥
test_vs_ss| | 10.8.4.204.443.tcp
N2 ¥
29—/ ¥ & ssizysaxdraFI - @
;g::'; B ssLtysaved a7 [ 0 v |

SSLFOESL—2a
SSLFSESL—2 3

“

&= Ss13.0830/5% @

>
Fy hD—2 ¥ SsL3.053/ 3 IESE )

AWAFI Y ¥

AT A ¥

HENBTZEET S

B 6.12.2-2 SSL72+t5L—% 3 UEIRER-2
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B)SSL7V 5 L—2 3 UBREERERD (7) SSLT7V 5 L— a3 VEHBRERIC. HELZVES
AA—FDF TV IRYIRIZFT VI EANTHEERASA— L EHEET S,

+/- TR REERBR

Fv hO—2 ¥ &= SSLEHES0ANNT @
TURER ¥
ssL - Bl
NSl v

=l v

s i

testpolicy (default)

7771V PRIty P

SSL7 OESL—23>

«

s SSLPIES L —3 M SRE

SSLFOESL—23  » 2h i
v bIJ—4 ¥
——— [[] DES-CBC-SHA DES-CBC3-SHA
) = RC4-MD5 RC4-SHA
AT ¥ AES128-SHA AES128-SHA256
AES256-SHA AES256-SHA256 O
AES128-GCM-SHA256 AES256-GCM-SHA384
DHE-AES128-SHA DHE-AES128-SHA256
DHE-AES128-GCM-SHA256 DHE-AES256-SHA
DHE-AES256-SHA256 DHE-AES256-GCM-SHA384
- O
® Basetd ) PEM
L ] O
[SSUFor—hg@aiET v T4 I FeRT
| O

6.12.2-3 SSLT7V7t5L—Y 3 VEREER
XTIHI FTEZE>TLWSES XA — bk : RC4-MD5, RC4-SHA. DES-CBC3-SHA,
AES128-SHA. DHE-AES128-SHA. AES256-SHA. DHE-AES256-SHA. AES128-SHA256.
AES256-SHA256, DHE-AES128-SHA256., DHE-AES256-SHA256., AES128-GCM-SHA256.
AES256-GCM-SHA384, DHE-RSA-AES128-GCM-SHA256. DHE-RSA-AES256-GCM-SHA384

lll. DH/DHE. ECDH/ECDHE D#RMD%E
SEmMBOEES AT L

V. Y—N\9 54 T7>2 FOEBEIERDEZRTE

BETYSA4T7 2V MEETHY ., EETERL,

V. BSXM— FDBEIELLDRE

Y—NI ATV FDBEIREN I 547V MEETHY . BES XA — FOBEIBRAZ V=80

RETELL,

VI. Extension M%7
BREAELEL,
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6.12.3. BEERENBLEREHM FSAVTOREERLEDESDRE - /47
6.123.1. @t¥xa )T H

QEZSRAA — FEERMICERET 2HEICLY . REAA FSA00FEF1 ) T4 BIZHRE (£

W) $H52ENTES,

)

VI.

A braun—o3y, SRS — b, DH/IDHE, ECDH/ECDHE OB EMNEL - EHR/EHIF
A VDBREERICEML TS LEBONLETE BEERXM— FERAENICRELLGVAE)

MEE7ILT) X L] ZERMICEEET D2UNCHENGZ WO, TI4IL FTOEERENE
DFEHRELUTICERE T 5,

Jorainsn—o3y
tls1.2. tIs1.0 "B TH S,
¥%6.12.1 &K 6.12.1-1 BEEHTERNZRE (T 7 A4 L) O CipherSuite BIREBEIEDERY,

EE5RXA— b
6.12.1 K 6.12.1-1 EESHRERNS (T 7+4JL k) Netwiser SX-3850 TEARIRELRIEE R4 —
THERAFRELGESRA—F DEBY,

DH/DHE. ECDH/ECDHE MO E
DH/DHE : 1024bit

H—NISAT7 2 FDBEIERDETE
DS5ATV MEETHS,
¥%6.12.1 &K 6.12.1-1 EEESHTERNZRE (T 7 A4 k) O CipherSuite BIREBEIEDERY,

BEXA—FDEEXIBELZDEZTE

D547V MEETHA=O. BEIBLLIZEL,

Extension DE&E

6.12.1 % 6.12.1-1 BEESHRTENE (T7+JIL k) D Extension DEFHY,

DDBELH/EHA FFM4 VORERNBRLEDESR
JakanNn—3y

E=nHY,

tIsl.0 NEHTH S,

EEXA— b

E=EnHY,

BEXF1UTABIIEEFNAIBEERAM—F12EDS B, & 6.123.1-1 HBEHAEFSA2ED
EZ9 (EEXIVT R O TREAAFSIODEEX) TR (—E) 112HD 2 EADESZA
— FOFERANAETH D, T, BEF1UTAEIZEEFNGL I3EDESR A — MER
AEETH D, 1z1ZL. VATV MEETHD1-0. BREIBLELIEEE SN,

% 6.12.3.1-1 BEHSAFSA1EDES (BEXa)T14H)

gn—7 BEHA FIAvDEEFa T8 (—F) SRS — FRERR
a TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 () TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 ()
B TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 ( 8) TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 ( 8)
i%f?{];f 'l: SAVDEEF )T A BITHKE LGV TLS_RSA_WITH_RC4_128_MD5

- TLS_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

165



V1.

gin—7 BEAAFSA0DEEF T8 (—FF) B RS — MRERBR

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_DHE_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

TLS_DHE_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA256

TLS_RSA_WITH_AES_256_CBC_SHA256

TLS_DHE_RSA_WITH_AES_128_CBC_SHA256

TLS_DHE_RSA_WITH_AES_256_CBC_SHA256

TLS_RSA_WITH_AES_128_GCM_SHA256

TLS_RSA_WITH_AES_256_GCM_SHA384

KT IW—THDIEELIEFRRE.
KIFMRIEREAA K4 DTV —T4&,

DH/DHE. ECDH/ECDHE O E
=N L,

Jarain—Say, BEERXAL— bk, DH/DHE, ECDH/ECDHE DB EMNE > E£BEHAF
A VDBREERICEMLTNSEBODNLIEBTE (BEXM— FEERBNIZHRET 5HE)
Jakajns—3y
SSL3.0 EMNES : (Fz v ENT)
TLS1.0, TLS1.1 MEBEIXLLY,

(H 6.12.2-1 B])

E5XAL4—

6.12.2.1IlBK 6.12.2-3 SSL7Yt5L—L 3 VETFEEE OSSL7Y €5 L— 3 Vs
TTFEBERSM—FDFzvIRYIRIZFT VI EANDS,
DHE-AES256-GCM-SHA384, DHE-AES128-GCM-SHA256

s
Fit

XIS4TV MEED=O., BREIRGIIHRE S NG,

DH/DHE. ECDH/ECDHE M E
DH/DHE : EREMN 7% < . BEE T 1024bit TH B,

Y=Y 5472 FOBEIRCLDERTE
BETISA47 2 MEETHY ., EETELL,

EBAA— FDEBEIBRDEEE

DS5AT7 U MNBETHA-6H, BERIBLIFAEL,
Extension D% E

BRETEHL,

CDH/RELBEHM FSA VORERNBRLEDES

Jakajns—3y

=07 L,

MTLS1.0 DERFE(EAE LA, 6.12.3.1 QI BERA— FTHRELIEZBERA—rOMEZZT0O
JWN—=2a VN TLS12 DA THD1=0, FERELTTLSI2 DHEIZH DB,
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BEEXA—F

=07 L,

BEXFAUTABIIEFNIEERAM—F12EDS B, X 6.123.1-2 HREHAKLKSA2ED
=7 BeFa) T8, @AREE) O IZREAAS/oDOEEFa )T+ (—E) 1<HD 2 @
DEBSRAA— FOFEAMNTAIEETH D, L. V54T MEETH B0, BEIELLIEFEES
iy,

£ 6.123.1-2 BEHS FSAVEDES (EEXaVT1+E., ARNEE)

gn—7 BEHA FSAoDEEFaUT1E (—&) SR A — MRERR
a TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 () TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 ()
B TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (8) TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 ( 8)

KT N—THOIEETIERE,
KIFMRIEHEAS K4 0DT IV —T4&,

DH/DHE. ECDH/ECDHE O E
=Nt L,

6.12.3.2. R LX) T+ B

OESRA— FEERMIZRET DAEICLY ., REHA RS VOHRELF ) 74 BHRE

(BER) 52 EMNTED,

@ Fakrarn—Lay, BEEX4ML— k. DH/DHE, ECDH/ECDHE OBEMN L - ELBRELHI K

FAVDBREERICEML TS EBDODNIRTE (BERXM— FEEAMICHRE LAEZVER)
MEE7IILTYXL] ZEEBICIEET HLUNIAEENLG WD, TI4IL FTORBEETARAE
Eh B, ABERRIX. 61231 5EXa)T+EERLTHS,

DDBRELHREHA FSA VDRERNBLEDES
Jakanns—3y

=R L,

TLS1.1 NEMTH 5,

EE XA — b

=nHY,

HREEX 1) TABCEFNIBERM—FAENDS B, & 6.12.3.2-1 R/EHA KRS &E
DNEH HEREX1VTA4E) O TREHFARSAODOHERELF)T4B(—E) IIZHD 12 BED
EERAA— FOERANTETH D, TOM, HERELX 1) TARIZEFNHEVIEDES R A —
FAERTIEETH D, 1L, V54TV MBETHS =0, BEIBHITEE IR,

#: 6.12.32-1 BEHSAFSAVEDED (HREXLYT4H)

gin—7 REAA LS ODMRELFYT+E (—8D) B RS — MRERR
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)

A TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_RSA_WITH_AES_128_CBG_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBG_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)

’ TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) TLS_DHE_RSA_WITH_AES_256_CBG_SHA256 (D)
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VI.

gin—7 BREAAFSA v OERELF2 YT+ (—FD) B RS — MRERBR

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_RSA_WITH_AES_256_CBC_SHA (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) TLS_RSA_WITH_AES_256_GCM_SHA384 (E)
BREA 1 50 v OREEF )7 (HBE LR | 115 pu wimh nos 126 w09

- TLS_RSA_WITH_RC4_128_SHA

TLS_RSA_WITH_3DES_EDE_CBC_SHA

KT N—THOIEETIERE,
KIFMRIEHEAA K4 0DT IV —T4&,

DH/DHE. ECDH/ECDHE D E
=Nt L,

Jarain—Say, BEERXAL— bk, DH/DHE, ECDH/ECDHE DB EMNE > E£BEHAF
FAVDBREERICEML TS EROLNSERTE (BERXM— FE2EEMICRET 55%)
Jakajns—3y

SSL3.0 AES): (Fz v o ENT) (K 6.12.2-1 BH)

EEXA— b

6.12.2-3 SSL 79t L—L 3 UERFEEE O SSL 7O/ E5L—Y 3 VMR E CTRE
BAA— L DF v IRYIRIZFT VI EAND,

AES128-SHA. AES128-SHA256, AES256-SHA, AES256-SHA256, AES128-GCM-SHA256,
AES256-GCM-SHA384, DHE-AES128-SHA. DHE-AES128-SHA256., DHE-AES128-GCM-SH
A256. DHE-AES256-SHA. DHE-AES256-SHA256. DHE-AES256-GCM-SHA384

XIS4TV MEED=O. BRIRGIIHRES NG,

DH/DHE. ECDH/ECDHE O E
DH/DHE : EREMN% < . BIE T 1024bit TH D,

H—NIS54T7 2 FOBEIBLDRTE
BMETISAT7UMBETHY., EETEHLY,

BERXA— FDELXIBLDERTE

9547 MEETHB=H. BEIBLIEEL,
Extension D% 5E

RETEHY,

QD/ELEENS FSA VDOBREAREDES
Jarain—oay

=97 L,

TLS1.1 BN ETH S,

EE XA — bk

=07 L,

R 1) TABCEFNIBERSM—FAENDS L, TOXK 6.12.3.2-2 [BEHA K54
DEDEN HEREXaIUT 4B, BAREE) O REHMSAOO#RELF)TE(—E) |
12Hd 12 EADOBEERA— bOFERMNAETH D, =1L, V54TV MEETHD=H. B%x
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BRI IEE B S ALy,
#: 6.12.3.2-2 BEHA KA EDES MR T B, BAHEE)

gn—7 BREAA LI VDHRELF2Y T 4B (—8D) BSRAM— FRERR
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)

A TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_GCM_SHA256 (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)

D TLS_DHE_RSA_WITH_AES_256_CBG_SHA256 (D) TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_RSA_WITH_AES_256_CBGC_SHA (E) TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

KT N—THOIEETIERE,
KIFMRIEHEAAS K4 2DTIV—T4&,

DH/DHE. ECDH/ECDHE MO E
=Nt L,

6.12.3.3. 2% ) T 1 Hlst

OESRA— FEERMIZRET HAEICLY ., REHA K4 0DEF2 ) T4 HINBIZHKE
(BER) 5 EMNTED,

@ Fakrarn—Lay, BEEX4M4— k. DH/DHE, ECDH/ECDHE OBEN L - ELBRELHI K

FAVDBREERICEML TS EBDODNIBRTE (BERXM— FEEAMICRE LAZVER)
MEE7IILTYXL] ZEEBICIEET HLUNIAEENLG WD, TI4IL FTORBEETARAE
EHD, AEHKRIZ. 61231 5EFa VT8 LRLTHD.

DDBRELHREHA FSA VDRERNBLEDES
Jarann—ay

=N L,

TLS1.1 NEMTH S,

EE XA — b

=nHY,

XA TAHNBICEENIEERS/—F6TEDS B, X 612331 RBEHA RS2
DED (X2 T4H5E) O TEBREHARSAoDEX)THINE (—E) 1IZHD 14 EORS
BEALA— FOFERINEETH D, TOM. tXa) T HANBICEEFNLZVLIEOEERXS—F
NMERTBETH D, 1L, VATV MEETH D20, BERIBLLIIBE I NG,

%+ 6.12.33-1 BREHSAFSA2VEDED (XU T1H5E)

gn—7 BEAAFIAoDEF2) T 1HINE (—8) BSRAM— FRERR
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
A TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)

TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
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V1.

Tn—7 BEHA K54 20E£2Y T (HNE (—8) B2 RA(— FRERE
TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)

D TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_RSA_WITH_AES_256_CBC_SHA (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

G TLS_RSA_WITH_RC4_128_SHA (G) TLS_RSA_WITH_RC4_128_SHA (G)

H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

- BEA 1 50 S OREE2 )7 (HB8 LR | 11g iy i pon 120,109

XTIN—TADIEEXIETRE,
XIEMANIIBREHA FSA DT IL—T4,

DH/DHE. ECDH/ECDHE DO E
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FAVDREERICEML TVDEBRDODNIBRTE (BERXRM— FEEAWICKRET HF%)
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SSL3.0 EMER): (FzvIEAND) (H 6.12.2-1 B8)

EERA—k

6.12.21.LBF 6.12.2-3 SSL7Y 5 L—Ya VEEEE OSSLT7 V5 L— 3 UEMERTE
TTREBERM—FrDF Vv IRYIRITFI VI EAND,

RC4-SHA. DES-CBC3-SHA. AES128-SHA. AES128-SHA256. AES256-SHA. AES256-SHA
256, AES128-GCM-SHA256, AES256-GCM-SHA384, DHE-AES128-SHA. DHE-AES128-SH
A256. DHE-AES128-GCM-SHA256. DHE-AES256-SHA, DHE-AES256-SHA256, DHE-AES2
56-GCM-SHA384

KO 5472 MEEDESDH, BRIBLIIERE S NG,

DH/DHE. ECDH/ECDHE M E
DH/DHE : EREMN% < . BIE T 1024bit TH D,

Y=Y 547 FOBEIRLDERTE
BETISAT7VMEETHY ., EETERLY,

E5AM — FDEEIRGLDEHRTE
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@ QDB/RELBREHA FSM VDRENBREDES
. ZFaran—o3y

=N L,
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X1 TAHNBICEFNIBERASM—F67TEDS B, X 612332 REHA K1 E
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FEEINGLY,

%+ 6.12.3.3-2 BREHSAFSA2EDES (XU T1HINE, BAEE)

gin—7 REAA LA 2oDEF2 ) T1HINHE (—8) B RS — MRERR
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)

A TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_RSA_WITH_AES_128_CBC_SHA (B) TLS_RSA_WITH_AES_128_GCM_SHA256 (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) TLS_RSA_WITH_AES_128_CBC_SHA (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)

D TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_RSA_WITH_AES_256_CBC_SHA (E) TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) TLS_RSA_WITH_AES_256_CBC_SHA (E)

G TLS_RSA_WITH_RC4_128_SHA (G) TLS_RSA_WITH_RC4_128_SHA (G)

H TLS_RSA_WITH_3DES_EDE_CBC_SHA (H) TLS_RSA_WITH_3DES_EDE_CBC_SHA (H)

KT N—THOIEETIERE,

KIFMAIHREAA K5 vDTIL—T4,

DH/DHE. ECDH/ECDHE O E
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1. XEDRA
6.x.1 FEFLH DK 6.x.1-1 BEFHTENE (T 748 ORFELLTIORT,

¥

® CipherSuite E{RE &

Zatan ceeneBUERE .. CipherSuite BiRMIEHE | CioherSuite # |
tls1.2 ON H54T7 Uk 7}
tls1.1 OFF - 01
tls1.0 ON 547k 51
sslv3 OFF - 0 :‘L 1
sslv2 B N A O R o
® XXXXXXX TERTEELIEERAM— k

e B e | e e | wio | e | e

0x00,0x0c TLS_DH_DSS WITH_DES_CBC_SHA : - ON OFF ON OFF OFF :
0x00,0x05 TLS_RSA WITH_RC4_128 SHA . G —_— ON OFF ON OFF OFF :
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA : —_ OFF OFF OFF OFF OFF :
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA : H - ON OFF ON OFF OFF m
0x00,0x2f TLS_RSA WITH_AES_128_ CBC_SHA . B B —_— ON OFF ON OFF OFF :
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA : E E —_ ON OFF ON OFF OFF :
0x00,0x3c TLS_RSA_WITH_AES_128_ CBC_SHA256 : B B - ON OFF OFF OFF OFF m
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 . o -E- . -E- . -—:—- o (-)N- o -O-FE - -OEF- - E)F-F- - (ZFI-: - -:
MEXXXXXXX | THEFEA AN 2
® [Extension

name id tls1.2 tlsi1.1 tls1.0 sslv3 sslv2
signature_algorithms 133 IEXfIE | — — — — ]
heartbeat B A T L R R Bl

T 1-1 B BRENS (T 73V h) ORFLHI

£ 1-1 BERENE (T 74/ ORORS

RS 1EH B
1 CipherSuite ZIRBE % | -THEKTIM: [EEINTOAIETON], BESATOERFIIETOFF ), BEFRT THNIEIHTE
& T I,

-TCipherSuite BIREBEIEIH : BERA—LDEEEDY—/\IZHEINITATUNMIHEH,
[H—/\]:H—\BE,

(OSAT UM DS4AT MBS,

l-1: 43 7ALaLAERTELRNES,

-[CipherSuite #1113 L T BB RA—LD % (reserved F1=[X unassigned DIFH XA —FT,
BEWLEHEED),

2 {EATTHEERE B RM—k | IANA THESATLSETORERA—r L TTOra/LEIZTON(fE AR §E) OFF J(fE A
¥ Appendix2 DERELEHR | ANETRT . HE 1 0 CipherSuite ;ZREBLIEN Y —/VEEL T, EDIONITH-1=5E . TONIDME
IR B RA—FDEEIERIZTRT (BI:TON:11),

TEITHEITHE: TN ENREHARSAoDEEFa) T8 TR T8 TEXa)
TAENE I OVNT DT IL—TIZBTEhETT . WTNIZHBEIHWGE XM,

Tal BATAI~TH]: BREH ARSIV DERREDT IV—TEFRT,

loBhnim BEMITA BI~TFEM:REHARSAODET IN—T~DEME:IEKEEZRT,

TR RSA—S 11 BRI OGS A DH/DHE, ECDH/ECDHE B DIONJTH-1-1881E. &
BOBRROBREMENISBEKRORIVI—2avIT&>TREIREN - DH/DHE O#R. Fi-IE.
ECDH/ECDHE M namedcurve D &RIN 35, —DEFIRL TS, BB LEWMEEIE—1,

- ZER L83 D FEEE(DH, DHE, ECDH, ECDHE, KRB5, NULL, PSK, RSA, SRP)D R YIYE TR,

3 Extension 4 —/\O Extension ({L3EHERE) DEEZET ORIV BT 3R] IR IF=IET-1TRT .
M- 10HBEIFT O THIREEEB AD GG S ER T,

I'signature_algorithms |1 : 754 7 O ERA A REGER 7 IILTV X LEZATE, [RIGIDEHE
T.ISAT7 UM RERDENERZTILTVXLLMZITANLONEMEAIX, TLS/SSL EIET
FERSNIESNT I L—RT DA EEEN H S,

Theartbeat] : %—/ T Heartbeat (FE;EER) WRED B ME D, Heartbeat B EEN B )75
& . HeartBleed HE%Z 11 5W RN $H Do

KIEHFIFH 11 PDES,
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2. IANA CEZINT-BERA— MIHT K

IANA TEZ SNBSS XA —F(2016.2.3IRE) AOEZHEOR SRR ELUTIZRY,

72 #. TLS_EMPTY_RENEGOTIATION_INFO_SCS (0x00, Oxff) [CDWLTI&., ZDHMDEFTR A —

FERWHERLGY ., ONIZA S Z EFARLY,

2.1 Cisco ASA 5512

1% 2.1-1 IANA CEBINERE AL —F~D%is (Cisco ASA 5512)

id IANA %52 = # #l n;;ff; tls1.2 | tlsl.1 tls1.0 sslv3 sslv2
0x00,0x0¢ TLS_DH_DSS_WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0d TLS_.DH_DSS_WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0f TLS_.DH_RSA WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x10 TLS_.DH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x31 TLS_.DH_RSA WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x36 TLS_DH_DSS_WITH_AES_256 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x37 TLS_.DH_RSA WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x3e TLS_.DH_DSS_WITH_AES_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x3f TLS_.DH_RSA WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x42 TLS_.DH_DSS_WITH_CAMELLIA_ 128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x43 TLS_.DH_RSA WITH.CAMELLIA_128_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_CAMELLIA_128_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS_WITH_AES_256 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x69 TLS_.DH_RSA WITH_AES_256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6c TLS_DH_anon WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x85 TLS_.DH_DSS_WITH_CAMELLIA 256 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x86 TLS_.DH_RSA WITH.CAMELLIA 256_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH.CAMELLIA 256_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x98 TLS_.DH_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0xa0 TLS_DH_RSA WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xaf TLS_.DH_RSA WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xa4 TLS_.DH_DSS_WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xab TLS_DH_anon WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbb TLS_DH_DSS_WITH_CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbc TLS_DH_RSA WITH.CAMELLIA_128_CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_CAMELLIA_128.CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc2 TLS_DH_RSA WITH.CAMELLIA 256_CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_CAMELLIA 256 CBC_SHA256 — OFF OFF OFF OFF OFF
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id IANA 22 (-1 # o tls1.2 tls1.1 ls1.0 ssiv3 ssiv2
Fr—4
0xc0,0x3e TLS_DH_DSS_WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3f TLS_DH_DSS_WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x41 TLS_DH_RSA WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x46 TLS_DH_anon WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x47 TLS_DH_anon WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0e TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 40_MD5 — OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon EXPORT WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x2d TLS_DHE_PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_.CBC_SHA A 1024bit ON:19 | ON:3 ON:3 OFF OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_ CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_CBC_SHA D 1024bit ON:17 | ON:1 ON:1 OFF OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA A -— OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_.CBC_SHA256 A 1024bit ON:15 | OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D 1024bit ON:7 OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256_ CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x8e TLS_DHE_PSK_ WITH_RC4_128 SHA -— OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A 1024bit ON:11 | OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D 1024bit ON:3 OFF OFF OFF OFF
0x00,0xa2 TLS_DHE_DSS_WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
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id IANA %52 = # #l ‘;}f;( tls1.2 | tlsl.1 tls1.0 sslv3 sslv2
0x00,0xa3 TLS_DHE DSS_WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK WITH_AES_128 GBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb3 TLS_DHE_PSK WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb4 TLS_DHE_PSK_WITH_.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb5 TLS_.DHE_PSK WITH_.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbd TLS_.DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA_WITH_CAMELLIA_128 CBC_SHA256 A A — OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA256 D D — OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE DSS_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA_WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE DSS_WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK WITH_ARIA_128_CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK_WITH_ARIA_256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6c TLS_DHE_PSK WITH_ARIA_128.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x6d TLS_.DHE_PSK WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA_ WITH_CAMELLIA 128_.GCM_SHA256 A A — OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA WITH.CAMELLIA 256_ GCM_SHA384 D D — OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE DSS_WITH.CAMELLIA_ 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE_DSS_WITH_CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK WITH_CAMELLIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x96 TLS_DHE_PSK_WITH_CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9e TLS_DHE_RSA WITH_AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA_ WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA WITH_AES_128.CCM 8 — OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_DHE_PSK_WITH_AES_128_CCM — OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK WITH_AES_256 GCM — OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_ CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE DSS_EXPORT_WITH_DES40_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH_DES40_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBGC_SHA — OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_ CBC_SHA ci&m | c&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBG_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA_ WITH_NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x0¢ TLS_ECDH_RSA_ WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
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0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH AES_128 CBG_SHA cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA_WITH_AES_256_CBC_SHA Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_ECDH_anon WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128 CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256 CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128.CBC_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_ CBG_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA WITHAES_128 CBG_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH_AES_256_CBC_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITHAES._128_GCM_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH AES_256_GCM_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH_AES_128_GCM_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH AES_256 GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITHARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH_ARIA_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xde TLS_ECDH_RSA WITH_ARIA_128.CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5F TLS_ECDH_ECDSA WITH ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITH ARIA_128_GGM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA_WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA 128 CBG_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_ CAMELLIA 256 CBG_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA_WITH_CAMELLIA_128_CBG_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA WITH_CAMELLIA 256 CBC_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_ CAMELLIA 128 GGM_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH.CAMELLIA 256.GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x8c TLS_ECDH_RSA WITH_GAMELLIA 128 GCM_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA WITH_GAMELLIA 256 GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA_ WITH NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128 SHA — OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA AEm | A | — OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH AES_256 CBC_SHA D&t | Digm | — OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA_ WITH_NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA AEm | A | — OFF OFF OFF OFF OFF
0xc0,0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA D&M | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x23 TLS_ ECDHE_ECDSA WITH_AES_128 CBC_SHA256 Aehn | AsBA Te°”256' ON:13 | OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 D&M | Di&An Te°”256' ON:5 | OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 ABMD | ABAD Te°”256' ON:14 | OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384 D&M | Di&m Te°”256' ON:6 | OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128.GCM_SHA256 BEM | A& | AiBM Te°”256' ON:9 | OFF OFF OFF OFF
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0xc0,0x2c TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 a&fn | D&M | DiBm Te°”256' ON:1 OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256 BEM | A | ABh Te°”256' ON:10 | OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 c&fn | D&M | DB Te°”256' ON:2 | OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128.CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_ WITH_AES_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK_WITH.NULL_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK_WITH_NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xdc TLS_ECDHE_RSA_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA_WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA_WITH_ARIA _128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GGM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA WITH_GAMELLIA 128 CBG_SHA256 Aemn | AsEm | — OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256_CBC_SHA384 D& | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA 128 CBG_SHA256 AEm | Al | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256 CBG_SHA384 D&t | Digm | — OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ECDSA_ WITH_CAMELLIA_128 GCM_SHA256 | B&fn | As&m | Aem | — OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA_ WITH_CAMELLIA 256 GCM_SHA384 | oi&fn | Di&m | D&m | — OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA WITH.CAMELLIA 128 GCM_SHA256 gEm | Agm | Alm | — OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA_WITH_CAMELLIA 256 GCM_SHA384 agm | D:&m | DEm | — OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK_WITH.CAMELLIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA_ WITH AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH AES_256.CCM — OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITHAES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_GBG_SHA — OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRBS5_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_DES_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRBS5_WITH_3DES_EDE_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128_MD5 — OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRBS5_EXPORT_ WITH_DES_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT WITH_RG2_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT WITH_RC4_40_SHA — OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRBS5_EXPORT WITH_DES_CBC_40_MD5 — OFF OFF OFF OFF OFF
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0x00,0x2a TLS_KRB5_EXPORT WITH_RC2_CBC_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT WITH_RC4_40_ MD5 -— OFF OFF OFF OFF OFF
0x00,0x00 TLS_NULL WITH NULL NULL — OFF OFF OFF OFF OFF
0x00,0x2c TLS_PSK WITH.NULL_SHA -— OFF OFF OFF OFF OFF
0x00,0x8a TLS_PSK_ WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x8b TLS_PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK_ WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK_ WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK_ WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK_ WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_ WITH.NULL_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK WITH.NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK_ WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK WITH.CAMELLIA_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK_ WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK_ WITH.CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK_ WITH_AES_128.CCM -— OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_ WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_ WITH_AES_128.CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_ WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH_MD5 -— OFF OFF OFF OFF OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC_WITH_MD5 — OFF OFF OFF OFF OFF
0x05,0x00,0x80 | SSL_IDEA 128 CBC WITH MD5 — OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH_MD5 -— OFF OFF OFF OFF OFF
0x07,0x00,0xc0 | SSL_DES_192 EDE3 CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA WITH.NULL MD5 — OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH.NULL SHA -— OFF OFF ON:9 OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 — OFF OFF ON:7 OFF OFF
0x00,0x05 TLS_RSA WITH_RC4_128_SHA — OFF OFF ON:6 OFF OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA — OFF OFF ON:8 OFF OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA — ON:21 | ON:5 ON:5 OFF OFF
0x00,0x2¢ TLS_RSA PSK WITH.NULL_SHA -— OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_.CBC_SHA B — ON:20 | ON:4 ON:4 OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_ CBC_SHA E — ON:18 | ON:2 ON:2 OFF OFF
0x00,0x3b TLS_RSA WITH.NULL SHA256 -— OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128_ CBC_SHA256 B -— ON:16 | OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_ CBC_SHA256 E — ON:8 OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA_128_ CBC_SHA B -— OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256 CBC_SHA E — OFF OFF OFF OFF OFF
0x00,0x92 TLS_RSA PSK_ WITH.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
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0x00,0x94 TLS_RSA PSK WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B -— ON:12 | OFF OFF OFF OFF
0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E -— ON:4 OFF OFF OFF OFF
0x00,0xac TLS_RSA PSK WITH_AES_128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA PSK_ WITH_AES_256_ GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128_.CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK WITH_AES_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH.NULL_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA_128.CBC_SHA256 B — OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256 CBC_SHA256 E -— OFF OFF OFF OFF OFF
0xc0,0x3¢ TLS_RSA WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK_ WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA_ 128 GCM_SHA256 B -— OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E -— OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA PSK WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_ CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK WITH_.CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128_CCM -— OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128 CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_MD5 -— OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40 WITH MD5 — OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1e TLS_SRP_SHA_RSA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS_ WITH_AES_128_ CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA_RSA WITH_AES_256 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV -— OFF OFF OFF OFF OFF
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0x00,0x0c TLS_DH_DSS_WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x0d TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x0f TLS_DH_RSA_WITH_DES_CBC_SHA OFF OFF OFF OFE OFF
0x00,0x10 TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFE
0x00,0x18 TLS_DH_anon_WITH_RC4_128_MD5 1024bit | OFF OFF ?QN : OFF OFF
0x00,0x1a TLS_DH_anon_WITH_DES_CBC_SHA 1024bit | OFF OFF (233N * | oFF OFF
0x00,0x1b TLS_DH_anon_WITH_3DES_EDE_CBC_SHA 1024bit | OFF OFF (130N : OFF OFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x31 TLS_DH_RSA_WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon_WITH_AES_128_CBC_SHA 1024bit | OFF OFF (136N : OFF OFF
0x00,0x36 TLS_DH_DSS_WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x37 TLS_DH_RSA_WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon_WITH_AES_256_CBC_SHA 1024bit | OFF OFF ON:4 | OFF OFF
0x00,0x3e TLS_DH_DSS_WITH_AES_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x3f TLS_DH_RSA_WITH_AES_128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x42 TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x43 TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS_WITH_AES_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x69 TLS_DH_RSA_WITH_AES_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x6¢ TLS_DH_anon_WITH_AES_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon_WITH_AES_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x85 TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x86 TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x98 TLS_DH_RSA_WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon_WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0xa0 TLS_DH_RSA_WITH_AES_128_GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xal TLS_DH_RSA_WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS_WITH_AES_128_GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xa6 TLS_DH_anon_WITH_AES_128_GCM_SHA256 1024bit Sllu * | oFr OFF OFF OFF
0x00,0xa7 TLS_DH_anon_WITH_AES_256_GCM_SHA384 1024bit %\‘ * | oFF OFF OFF OFF
0x00,0xbb TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbc TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon_WITH_CAMELLIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xcl TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc2 TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon_WITH_CAMELLIA_256_CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3e TLS_DH_DSS_WITH_ARIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3f TLS_DH_DSS_WITH_ARIA_256_CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA_WITH_ARIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x41 TLS_DH_RSA_WITH_ARIA_256_CBC_SHA384 OFF OFF OFF OFF OFF
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0xc0,0x46 TLS_DH_anon_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0%c0,0x47 | TLS_DH_anon_WITH_ARIA_256_CBC_SHA384 OFF | oFF | oFf | oFr | OFF
0%c0,0x54 | TLS_DH_RSA WITH_ARIA_128 GCM_SHA256 OoFF | oFf | oFf | oFr | oFF
0%c0,0x55 | TLS_DH_RSA WITH_ARIA_256_GCM_SHA384 OFF | oFf | oFF | oFr | OFF
0%c0,0x58 | TLS_DH_DSS_WITH_ARIA_128_GCM_SHA256 OFF | oFf | oFF | oFe | OFF
0%c0,0x59 | TLS_DH_DSS_WITH_ARIA_256_GCM_SHA384 OFF | oFf | ofFr | ofFr | OFF
0xc0,0x5a TLS_DH_anon_WITH_ARIA_128 GCM_SHA256 - OFF OFF OFF OFF OFF
0%c0,0x5b | TLS_DH_anon_WITH_ARIA_256_GCM_SHA384 OFF | oFf | ofFF | oFr | OFF
0xc0,0x7e | TLS_DH_RSA WITH_CAMELLIA_128_GCM_SHA256 oFF | oFf | oFf | oFr | OFF
0xc0,0x7f | TLS_DH_RSA WITH_CAMELLIA_256_GCM_SHA384 OFF | ofFf | oFF | oFr | OFF
0%c0,0x82 | TLS_DH_DSS_WITH_CAMELLIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0%c0,0x83 | TLS_DH_DSS_WITH_CAMELLIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0%c0,0x84 | TLS_DH_anon_WITH_CAMELLIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0%c0,0x85 | TLS_DH_anon_WITH_CAMELLIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0x0b | TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA OFF | oFf | ofFr | ofFr | OFF
0%00,0x0e | TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA OFF | ofFf | oFF | oFr | OFF
0%00,0x17 | TLS_DH_anon_EXPORT_WITH_RC4_40_MD5 OFF | oFF | ofFF | oFr | OFF
0%00,0x19 | TLS_DH_anon_EXPORT_WITH_DES40_CBC_SHA OFF | oFf | ofFr | oFr | OFF
0x00,0x12 | TLS_DHE_DSS_WITH_DES_CBC_SHA OFF | oFf | oFF | oFr | OFF
0%00,0x13 | TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA OFF | oFf | ofFr | ofFr | OFF
0x00,0x15 | TLS_DHE_RSA_WITH_DES_CBC_SHA 1024bit %\' : %\' : SZN " | oOFF | OFF
0x00,0x16 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA 1024bit ?QN : ON:8 | ON:9 | OFF OFF
0x00,0x2d | TLS_DHE_PSK_WITH_NULL_SHA ofFf | ofFf | ofr | oFr | OFF
0x00,0x32 | TLS_DHE_DSS_WITH_AES_128_CBC_SHA OFF | oFf | oFF | oFr | OFF
0%00,0x33 | TLS_DHE_RSA_WITH_AES_128_CBC_SHA A 1024bit %\l : %\‘ : (135N " | OFF | OFF
0%00,0x38 | TLS_DHE_DSS_WITH_AES_256_CBC_SHA ofFf | ofFf | ofr | oFr | OFF
0%00,0x39 | TLS_DHE_RSA_WITH_AES_256_CBC_SHA D 1024bit | ON:9 | ON:3 | ON:3 | OFF | OFF
0x00,0x40 | TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x44 | TLS_DHE_DSS_WITH_CAMELLIA_128 CBC_SHA off | ore | orr | ore | oFF
0x00,0x45 | TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA A 1024bit %\l : gzN : %N * | oFF | OFF
0%00,0x67 | TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 A 1024bit 2O§;\l " | OFF | OFF | OFF | OFF
0x00,0x6a | TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 OFF | oFf | oFF | oFr | OFF
0x00,0x6b | TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 D 1024bit | ON:8 | OFF | OFF | OFF | OFF
0x00,0x87 | TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x88 | TLS_DHE_RSA_WITH_CAMELLIA_256_CBC_SHA D 1024bit ‘?lN : gc;\l : (235N * | oFF | OFF
0x00,0x8e | TLS_DHE_PSK_WITH_RC4_128 SHA ofFf | ofFf | ofr | oFr | OFF
0x00,0x8f | TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA OFF | oFf | ofFr | oFr | OFF
0%00,0x90 | TLS_DHE_PSK_WITH_AES_128_CBC_SHA OFF | oFf | oFF | oFr | OFF
0%00,0x91 | TLS_DHE_PSK_WITH_AES_256_CBC_SHA ofFf | ofFf | ofr | oFr | OFF
0x00,0x09 | TLS_DHE_DSS_WITH_SEED_CBC_SHA ofFf | ofFf | ofr | oFr | OFF
0x00,0x9a | TLS_DHE_RSA_WITH_SEED_CBC_SHA OFF | oFf | oFF | oFr | OFF
0x00,0x9e | TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 A 1024bit ZOE;\‘ " | OFF | OFF | OFF | OFF
0x00,0x9f TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 D 1024bit | ON:7 | OFF OFF OFF OFF
0x00,0xa2 | TLS_DHE_DSS_WITH_AES_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xa3 | TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 OFF | oFf | ofFr | oFr | OFF
0x00,0xaa | TLS_DHE_PSK_WITH_AES_128 GCM_SHA256 OFF | oFf | oFF | oFr | OFF
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0x00,0xab | TLS_DHE_PSK_WITH_AES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xb2 TLS_DHE_PSK_WITH_AES_128_CBC_SHA256 --- OFF OFF OFF OFF OFF
0x00,0xb3 | TLS_DHE_PSK_WITH_AES_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xb4 TLS_DHE_PSK_WITH_NULL_SHA256 - OFF OFF OFF OFF OFF
0x00,0xb5 | TLS_DHE_PSK_WITH_NULL_SHA384 OFF | oFF | oFF | oFr | OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA256 A A OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA256 --- OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA_WITH_CAMELLIA 256_CBC_SHA256 D D OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA_128_CBC_SHA256 OFF OFF OFE OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA_256_CBC_SHA384 --- OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA_WITH_ARIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA_WITH_ARIA_256_CBC_SHA384 OFF OFF OFE OFF OFF
0xc0,0x52 TLS_DHE_RSA_WITH_ARIA_128_GCM_SHA256 --- OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA_128_GCM_SHA256 OFF OFF OFE OFF OFF
0xc0,0x57 | TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x66 TLS_DHE_PSK_WITH_ARIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x6¢ TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x6d TLS_DHE_PSK_WITH_ARIA_256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x7¢c TLS_DHE_RSA_WITH_CAMELLIA 128 GCM_SHA256 A A OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 D D --- OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE_DSS_WITH_CAMELLIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE_DSS_WITH_CAMELLIA_256_GCM_SHA384 OFF OFF OFF OFE OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA_128_GCM_SHA256 --- OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK_WITH_CAMELLIA_256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x96 TLS_DHE_PSK_WITH_CAMELLIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x97 | TLS_DHE_PSK_WITH_CAMELLIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x9e TLS_DHE_RSA_WITH_AES_128 CCM - OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA_WITH_AES_256_CCM - OFF OFF OFF OFF OFF
0xc0,0xa2 | TLS_DHE_RSA_WITH_AES_128_CCM_8 OFF | oFF | oFF | oFr | OFF
0xc0,0xa3 TLS_DHE_RSA_WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
0xc0,0xa6 TLS_DHE_PSK_WITH_AES_128_CCM - OFF OFF OFF OFF OFF
0xc0,0xa7 | TLS_DHE_PSK_WITH_AES_256_CCM OFF | oFF | oFF | oFr | OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_CCM_8 - OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA --- OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x01 | TLS_ECDH_ECDSA_WITH_NULL_SHA OFF | oFF | oFF | oFr | OFF
0xc0,0x02 | TLS_ECDH_ECDSA_WITH_RC4_128_SHA OFF | OFF | oFF | OFF | OFF
0xc0,0x03 TLS_ECDH_ECDSA_WITH_3DES_EDE_CBC_SHA --- g(')\l : ON:9 ?lN : OFF OFF
0xc0,0x04 | TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA ciém | c&m | SF : i{\' : ?7’\‘ * | oFF | OFF
0xc0,0x05 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA F3&hn F3&hn --- ??:\l : ON:4 | ON:5 | OFF OFF
0xc0,0x0b | TLS_ECDH_RSA_WITH_NULL_SHA OFF | oOFF | oFF | oFF | OFF
0xc0,0x0c | TLS_ECDH_RSA_WITH_RC4_128_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x0d TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
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0xc0,0x0e | TLS_ECDH_RSA WITH_AES_128 CBC_SHA csam | ciem | - OFF | OFF | OFF | OFF | OFF
0xc0,0x0f TLS_ECDH_RSA_WITH_AES_256_CBC_SHA F & F&in - OFF OFF OFF OFF OFF
0xc0,0x15 TLS_ECDH_anon_WITH_NULL_SHA - OFF OFF OFF OFF OFF
0xc0,0x16 | TLS_ECDH_anon_ WITH_RC4 128 SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x17 TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x18 | TLS_ECDH_anon WITH_AES_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x19 | TLS_ECDH_anon WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x25 | TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA256 csam | cigm | - %\‘ " | oOFF | OFF | OFF | OFF
0xc0,0x26 TLS_ECDH_ECDSA_WITH_AES_256_CBC_SHA384 F & F&in - ?ZN : OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 CiBmn C & - OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 F & F & --- OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256 C & C & - 302N : OFF OFF OFF OFF
0xc0.0x2e | TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 FiEm | FiEm | ?1N “ | oFF | oFF | oFf | OFF
0xc0,0x31 TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 CiEm | c&m | -- OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 F & F&hn - OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x4b | TLS_ECDH_ECDSA WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x4e TLS_ECDH_RSA_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x5¢ | TLS_ECDH_ECDSA WITH_ARIA_128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x5f TLS_ECDH_ECDSA_WITH_ARIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA_WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x63 | TLS_ECDH_RSA WITH_ARIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x74 | JES-ECDH ECDSAWITH CAMELLIA_128 CBC_SHA csem | cim | — OFF | OFF | OFF | OFF | OFF
0XC0,0x75 ;gf—ECDH—ECDSA—W'TH—CAMELL'A—Z%—CBC—SHA Figm | Fm | — OFF | OFF | OFF | oFfF | OFF
OXC0,0x78 'é’LS_ECDH_RSA_WITH_CAMELLIA_128_CBC_SHA25 cem | cem | off | ore | oFe | oFr | oFF
OXC0,0x79 'I4'LS_ECDH_RSA_WITH_CAMELLIA_256_CBC_SHA38 Fem | Fem | — off | ore | oFe | oFr | oFF
0xc0,0x88 | p-3-FCDHECDSAWITH CAMELLIA_128_GCM_SH cim | cem | — OFF | OFF | OFF | oFF | OFF
0xc0,0x89 | pLo-ECDH ECDSAWITH_CAMELLIA 256 GCM_SH Fam | Fem | - OFF | OFF | OFF | OFF | OFF
0xc0,0x8¢ 'GFLS_ECDH_RSA_W|TH_CAMELL|A_128_GCM_SHA25 CiEm CiEm . OFF OFF OFF OFF OFF
0xc0,0x8d ILS_ECDH_RSA_W|TH_CAMELL|A_256_GCM_SHA38 F&m F&m . OFF OFF OFF OFF OFF
0xc0,0x06 | TLS_ECDHE_ECDSA_WITH_NULL_SHA OFF | oFF | ofFF | oFF | OFF
0xc0,0x07 TLS_ECDHE_ECDSA _WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA Z?fpzs ?SN : ON:7 ON:8 OFF OFF
0xc0,0x09 | TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA A | Asm | SEP25 | ON = | ON= | ON = | oop | e

6rl 27 12 14
O0xc0,0x0a | TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA Di&m | D&M foPZS ON:6 | ON:2 | ON:2 | OFF | OFF
0xc0,0x10 | TLS_ECDHE_RSA_WITH_NULL_SHA OFF | oFF | ofFF | oFF | OFF
0xc0,0x11 | TLS_ECDHE_RSA WITH_RC4 128 SHA OFF | OFF | OFF | OFF | OFF
0xc0.0x12 | TLS_ECDHE_RSA WITH_3DES_EDE CBC_SHA fop25 %N " | oN:6 | ON:7 | OFF | OFF
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0xc0,0x13 | TLS_ECDHE_RSA WITH_AES_128_CBC_SHA A | Asm | SEP25 | ON = | ON= | ON = | oop | e
6rl 26 1 13
0xc0,0x14 | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA Ds&m | Digmm Z?lcpzs ON:5 | ON:1 | ON:1 | OFF | OFF
0xc0,0x23 | TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 A | Asem erelcpzs SSN “ | oFF | oFF | oFF | OFF
0xc0,0x24 | TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 Ds&m | Digmm Zrelezs ON:4 | OFF | OFF | OFF | OFF
0xc0,0x27 | TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 Asgm | A Z?lcpzs g\' " | oFF | OFF | OFF | OFF
0xc0,0x28 | TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 D&M | D& erelcpzs ON:3 | OFF | OFF | OFF | OFF
0xc0,0x2b | TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 | Bi&f | ABi | A& Zrelcpzs 23[\' “ | oFF | oFF | oFF | OFF
0xc0,0x2c | TLS_ECDHE_ECDSA WITH_AES 256 GCM_SHA384 | «i&in | D3&m | Di&mn Zrelc P25 | on:2 | oFF | OFF | OFF | OFF
0xc0,0x2f | TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256 gi&m | Am | Agm Z?lcpzs SZN " | oFF | oFF | OFF | OFF
0xc0,0x30 | TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 agm | D&M | Di&m Zrelezs ON:1 | OFF | OFF | OFF | OFF
0xc0,0x33 | TLS ECDHE_PSK_WITH_RC4_128 SHA OFF | OFF | OFF | oFF | OFF
0xc0,0x34 | TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | oFF | OFF
0xc0,0x35 | TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x36 | TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA OFF | OFF | OFF | oFF | OFF
0xc0,0x37 | TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x38 | TLS ECDHE_PSK_WITH_AES_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x39 | TLS ECDHE_PSK_WITH_NULL_SHA OFF | OFF | OFF | oFF | OFF
0xc0,0x3a | TLS_ECDHE_PSK_WITH_NULL_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x3b | TLS ECDHE_PSK_WITH_NULL_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x48 | TLS ECDHE_ECDSA WITH_ARIA 128 CBC_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x49 | TLS_ECDHE_ECDSA_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x4c | TLS_ECDHE_RSA WITH_ARIA 128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x4d | TLS ECDHE_RSA WITH_ARIA 256_CBC_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x5¢ | TLS_ECDHE_ECDSA_WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x5d | TLS ECDHE_ECDSA WITH_ARIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x60 | TLS ECDHE_RSA_WITH_ARIA 128 GCM_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x61 | TLS ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x70 | TLS_ECDHE_PSK_WITH_ARIA_128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x71 | TLS ECDHE_PSK_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | oFF | OFF
Oxc0,0x72 | JL3-ECDHE_ECDSAWITH CAMELLIA_128_CBC_SH Agm | A | OFF | OFF | OFF | OFF | OFF
0xc0,0x73 | pLo-ECDHE_ECDSAWITH CAVELLIA_256_CBC_SH Diem | DiEMm | — OFF | OFF | OFF | OFF | OFF
0xc0,0x76 | JLS-FCPHERSAWITH CAMELLIA_128_CBC_SHA Asgm | A | OFF | OFF | OFF | oFfF | OFF
0xc0,0x77 | FES-FCPHERSAWITH CAMELLIA_256_CBC_SHAS Diem | DiEMm | — OFF | OFF | OFF | OFF | OFF
Oxco0xss | TLS ECDHE_ECDSAWITH CAVELLIA 126 GCMS | gigsg | asgm | asgm | — off | orf | ore | oFr | oFF
Oxc,0x87 | [LSECDHE_ECDSAWITH CAVIELLIA_ 256 GCM.S | o3gm | psam | Digm | - OFF | OFF | OFF | OFF | OFF
Oxco0x8a | TLS-ECDHE_RSAWITH CAVELLIA 128 GCM_SHAZ | gge | asgm | astm | off | ore | ore | ore | oFF
0xc0,0x8p | JLS-ECDHERSAWITH CAMELLIA_256 GCM_SHAS | o3 | Dsgm | Digm | - OFF | OFF | OFF | OFF | OFF
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0xc0,0x9a 'EI)'IéS_ECDHE_PSK_WITH_CAMELLIA_128_CBC_SHA2 ot | orr | oFr | oFr | oFf
Oxc0,0x8b 'srkS_ECDHE_PSK_WITH_CAM ELLIA_256_CBC_SHA3 orf | orf | oFf | ore | oFF
0xc,0xac TLS_ECDHE_ECDSA_WITH_AES_128_CCM OFF | oOFF | oFF | oFF | OFF
0xcO,0xad | TLS_ECDHE_ECDSA_WITH_AES_256_CCM OFF | OFF | oFF | OFF | OFF
0xc0,0xae TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH_DES_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | oFF | OFF
0x00,0x20 | TLS_KRB5_WITH_RC4_128_SHA OFF | oOFF | oFF | oFF | OFF
0x00,0x21 | TLS_KRBS_WITH_IDEA_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x22 TLS_KRB5_WITH_DES_CBC_MD5 - OFF OFF OFF OFF OFF
0x00,0x23 | TLS_KRB5_WITH_3DES_EDE_CBC_MD5 OFF | oFF | oFF | oFr | OFF
0x00,0x24 | TLS_KRB5_WITH_RC4_128_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_CBC_MD5 - OFF OFF OFF OFF OFF
0x00,0x26 | TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x27 | TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x28 | TLS_KRB5_EXPORT_WITH_RC4_40_SHA OFF | oFF | OFF | OFF | OFE
0x00,0x29 | TLS_KRB5_EXPORT_WITH_DES_CBC_40_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x2a | TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x2b | TLS_KRB5_EXPORT_WITH_RC4_40_MD5 OFF | OFF | OFF | oFF | OFF
0x00,0x00 | TLS_NULL_WITH_NULL_NULL OFF | OFF | oFF | OFF | OFF
0x00,0x2¢c TLS_PSK_WITH_NULL_SHA - OFF OFF OFF OFF OFF
0x00,0x8a | TLS_PSK_WITH_RC4_128_SHA OFF | oOFF | oFF | oFF | OFF
0x00,0x8b | TLS_PSK_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x8¢c TLS_PSK_WITH_AES_128_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x8d | TLS_PSK_WITH_AES_256_CBC_SHA OFF | oFF | oFF | oFr | OFF
0x00,0xa8 | TLS_PSK_WITH_AES_128_GCM_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0xa9 TLS_PSK_WITH_AES_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0x00,0xae | TLS_PSK_WITH_AES_128_CBC_SHA256 OFF | oFF | oFF | oFr | OFF
0x00,0xaf TLS_PSK_WITH_AES_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_WITH_NULL_SHA256 - OFF OFF OFF OFF OFF
0x00,0xb1 | TLS_PSK_WITH_NULL_SHA384 OFF | oFF | oFF | oFr | OFF
0xc0,0x64 | TLS_PSK_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x65 | TLS_PSK_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x6a | TLS_PSK_WITH_ARIA_128_GCM_SHA256 OFF | oFF | oFF | oFF | OFF
0xc0,0x6b TLS_PSK_WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x8e TLS_PSK_WITH_CAMELLIA_128_GCM_SHA256 OFF OFF OFE OFF OFF
0xc0,0x8f TLS_PSK_WITH_CAMELLIA_256_GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x94 | TLS_PSK_WITH_CAMELLIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x95 TLS_PSK_WITH_CAMELLIA_256_CBC_SHA384 OFF OFF OFE OFF OFF
0xc0,0xa4 TLS_PSK_WITH_AES_128_CCM - OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_WITH_AES_256_CCM - OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_WITH_AES_128_CCM_8 - OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
8§g(1)’0’<00’ SSL_RC4_128 WITH_MD5 OFF | oFF | oFF | oFr | OFF
X03.000. | 'sS1_RC2_CBC_128_CBC_WITH_MDS oFf | oFF | oFf | oFF | oFf
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8§g(53,0x00, SSL_IDEA_128_CBC_WITH_MD5 - OFF OFF OFF OFF OFF
9x00.0x00. | 'sS1_DES_64_CBC_WITH_MDS OFF | oFf | oFf | oFf | oFF
X07.0x00. | 'ss1_DES_192_EDE3_CBC_WITH_MDS oFf | oFf | oFf | oFf | oFf
0x00,0x01 | TLS_RSA WITH_NULL_MD5 OFF | OFF | oFfF | oFF | oFF
0x00,0x02 TLS_RSA_WITH_NULL_SHA j— OFF OFF OFF OFF OFF
0X00,0x04 | TLS_RSA_WITH_RCA4_128_MD5 :,C’)gN 1 %N : (231’\' “ | orr | oFF
0x00,0x05 | TLS_RSA WITH_RC4_128_SHA %\‘ : ?GN : SON “ | oFr | oFF
0x00,0x07 | TLS_RSA WITH_IDEA_CBC_SHA OFF | oFF | oFF | oFF | oFF
0x00,0x09 | TLS_RSA WITH_DES_CBC_SHA OFF %\' : (234’\' “ | oFF | OFF
0x00,0x0a | TLS RSA WITH_3DES_EDE_CBC_SHA glN %\‘ : (132’\‘ “ | orr | oFF
0x000x2e | TLS_RSA_PSK_WITH_NULL_SHA OFF | OFF | oFf | oFF | oFF
0x00,0x2f | TLS_RSA WITH_AES_128_CBC_SHA B ;N ?SN : ?8’\‘ “ | orr | OFF
0X00,0x35 | TLS_RSA_WITH_AES_256_CBC_SHA E O | oN:s [ ON:6 | OFF | OFF
0x00,0x3b | TLS_RSA WITH_NULL_SHA256 OFF | OFF | oFfF | oFF | oFF
0x00,0x3c | TLS_RSA WITH_AES_128_CBC_SHA256 B 305? OFf | oFF | oFF | OFF
0x00,0x3d | TLS_RSA WITH_AES_256_CBC_SHA256 E ?SN OFF | OFF | OFF | OFF
0x00,0x41 | TLS_RSA WITH_CAMELLIA_128_CBC_SHA B ﬂ\' g?:\' : ggN “ | oFF | OFF
0x00,0x84 | TLS_RSA_WITH_CAMELLIA_256_CBC_SHA E Z)ZN g)lN : (ZDGN * | OFF | OFF
0x00,0x92 TLS_RSA_PSK_WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0x00,0x93 | TLS_RSA_PSK_WITH_3DES_EDE_CBC_SHA oFf | oFf | oFf | oFr | OFF
0x00,0x94 | TLS_RSA_PSK_WITH_AES_128_CBC_SHA oFf | off | oFf | ofFr | oFf
0x00,0x95 | TLS_RSA_PSK_WITH_AES_256_CBC_SHA oFf | off | oFf | ofFr | oFf
0x00,0x96 | TLS_RSA WITH_SEED_CBC_SHA oFf | oFf | oFf | oFr | OFF
0x00,0x9c | TLS_RSA WITH_AES_128_GCM_SHA256 B 3C‘)5N “lorr | oFr | oFf | OFF
0x00,0x9d | TLS_RSA WITH_AES_256_GCM_SHA384 E ?‘:\' "l oFr | oFr | oFf | oFF
0x000xac | TLS_RSA_PSK_WITH_AES_128_GCM_SHA256 OFF | oFf | oFf | oFr | oFF
0x00,0xad | TLS_RSA_PSK_WITH_AES_256_GCM_SHA384 oFf | off | oFf | ofFr | oFf
0x00,0xb6 | TLS_RSA_PSK_WITH_AES_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xb7 | TLS_RSA_PSK_WITH_AES_256_CBC_SHA384 oFf | oFf | oFf | ofFr | oFf
0x00,0xb8 | TLS_RSA_PSK_WITH_NULL_SHA256 oFf | off | oFf | ofFr | oFf
0x00,0xb9 | TLS_RSA_PSK_WITH_NULL_SHA384 oFf | oFf | oFf | oFr | OFF
0x00,0xba | TLS_RSA WITH_CAMELLIA_128_CBC_SHA256 B OFF | OFF | OFF | OFF | OFF
0x00,0xc0 | TLS_RSA WITH_CAMELLIA_256_CBC_SHA256 E OFF | OFF | OFF | OFF | OFF
0xc0,0x3c | TLS_RSA WITH_ARIA_128_CBC_SHA256 oFf | oFf | oFf | oFr | OFF
0xc0,0x3d | TLS_RSA WITH_ARIA_256_CBC_SHA384 oFf | off | oFf | ofFr | oFf
0xc0,0x50 | TLS_RSA WITH_ARIA_128_GCM_SHA256 oFf | off | oFf | ofFr | oFf
0xc0,0x51 | TLS_RSA WITH_ARIA_256_GCM_SHA384 oFf | oFf | oFf | oFr | OFF
0xc0,0x68 | TLS_RSA_PSK_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x69 | TLS_RSA_PSK_WITH_ARIA_256_CBC_SHA384 oFf | off | oFf | ofFr | oFf
0xc0,0x6e | TLS_RSA_PSK_WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xcO,0x6f | TLS_RSA_PSK_WITH_ARIA_256_GCM_SHA384 oFf | off | oFf | ofFr | oFf
0xc0,0x7a | TLS_RSA WITH_CAMELLIA_128_GCM_SHA256 B OFF | OFF | OFF | OFF | OFF
0xc0,0x7b | TLS_RSA WITH_CAMELLIA_256_GCM_SHA384 E OFF | OFF | OFF | OFF | OFF
0xc0,0x92 | TLS_RSA_PSK_WITH_CAMELLIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x93 | TLS_RSA_PSK_WITH_CAMELLIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
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0xc0,0x98 | TLS_RSA_PSK_WITH_CAMELLIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x99 | TLS_RSA_PSK_WITH_CAMELLIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x9¢c TLS_RSA WITH_AES_128_CCM - OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM - OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA_WITH_AES_128_CCM_8 - OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
gig(z),()xoo, SSL_RC4_128 EXPORT40_WITH_MD5 OFF | OFF | OFF | OFF | OFF
08,0100, | ss1_RC2_CBC_128_CBC_EXPORT40_WITH_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x03 | TLS_RSA_EXPORT_WITH_RC4_40_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x06 | TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x08 | TLS_RSA_EXPORT_WITH_DES40_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0xla | TLS_SRP_SHA_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1b | TLS_SRP_SHA_RSA_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1c | TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1d | TLS_SRP_SHA_WITH_AES_128_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0xle | TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1f TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x20 | TLS_SRP_SHA_WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x21 | TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x22 | TLS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0xf TLS_EMPTY_RENEGOTIATION_INFO_SCSV OFF | OFF | OFF | OFF | OFF
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0x00,0x0¢ TLS_DH_DSS_WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0d TLS_.DH_DSS_WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0f TLS_.DH_RSA WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x10 TLS_.DH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x31 TLS_.DH_RSA WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x36 TLS_DH_DSS_WITH_AES_256 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x37 TLS_.DH_RSA WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x3e TLS_.DH_DSS_WITH_AES_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x3f TLS_.DH_RSA WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x42 TLS_DH_DSS_WITH_CAMELLIA_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x43 TLS_.DH_RSA WITH.CAMELLIA_128_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_CAMELLIA_128_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS_WITH_AES 256 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x69 TLS_.DH_RSA WITH_AES_256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6c TLS_DH_anon WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x85 TLS_.DH_DSS_WITH_CAMELLIA 256 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x86 TLS_.DH_RSA WITH.CAMELLIA 256_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH.CAMELLIA 256_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x98 TLS_.DH_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0xa0 TLS_DH_RSA WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xaf TLS_.DH_RSA WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS_WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xab TLS_DH_anon WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbb TLS_.DH_DSS_WITH_CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbc TLS_DH_RSA WITH.CAMELLIA_128_CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_CAMELLIA_128.CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc2 TLS_DH_RSA WITH.CAMELLIA 256_CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_CAMELLIA 256 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3e TLS_.DH_DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3f TLS_.DH_DSS_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA WITH_ARIA_128_ CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x41 TLS_.DH_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
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0xc0,0x46 TLS_DH_anon WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x47 TLS_DH_anon WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT WITH DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0¢ TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 _40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x2d TLS_DHE_PSK_ WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A 1024bit ON ON ON ON OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_ CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_ CBC_SHA D 1024bit ON ON ON ON OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128.CBC_SHA A — OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A 1024bit ON OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_ CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_ CBC_SHA256 D 1024bit ON OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256_ CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x8e TLS_DHE_PSK_ WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A 1024bit ON OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D 1024bit ON OFF OFF OFF OFF
0x00,0xa2 TLS_DHE DSS_WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE_DSS_WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK_ WITH_AES_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
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0x00,0xb3 TLS_DHE_PSK WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb4 TLS_.DHE_PSK WITH_.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb5 TLS_.DHE_PSK_WITH_.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A A — OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA256 D D — OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA_ WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE DSS_WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK WITH_ARIA_128_CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK WITH_ARIA 256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6c TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x6d TLS_.DHE_PSK WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH.CAMELLIA_ 128 GCM_SHA256 A A — OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA_ WITH_CAMELLIA 256 GCM_SHA384 D D — OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE DSS_WITH.CAMELLIA_ 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE DSS_WITH.CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK WITH_CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x96 TLS_.DHE_PSK WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK_WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9e TLS_DHE_RSA WITH_AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA WITH_AES_256_GCM — OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA_ WITH_AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_.DHE_PSK WITH_AES_128 GCM — OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK_WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_ CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH_DES40_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA — OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_ CBC_SHA ci&m | c&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA WITH_.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x0¢ TLS_ECDH_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128_CBC_SHA ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_EGDH_anon WITH_NULL_SHA — OFF OFF OFF OFF OFF
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0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128 CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256_ CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH AES_128_CBC_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITHAES_256_CBC_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA WITH AES_128 CBG_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH AES_256 CBG_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITHAES_128_GCM_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH AES_256_GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH AES_128_GCM_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256_GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITHARIA_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xde TLS_ECDH_RSA_ WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH ARIA_128.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITH ARIA_128_GGM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA WITH_ARIA 256_GGM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA 128 CBG_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256 CBG_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA WITH_CAMELLIA 128 CBC_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA WITH_CAMELLIA 256_CBC_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_ CAMELLIA 128 GGM_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH_ CAMELLIA 256.GGM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA WITH_CAMELLIA 128 GCM_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA WITH_GAMELLIA 256 GCM_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA AEm | A | — OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_ CBC_SHA D& | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA Aehn | AsBA Te°”384' ON ON ON OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA D&M | Di&An Te°”384' ON ON ON OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES._128 CBG_SHA256 Aem | AsEm | — OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_ CBG_SHA384 D&t | Digm | — OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128 CBG_SHA256 ABID | AsEfD 7“"384' ON OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256 CBC_SHA384 D& | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH AES_128_ GCM_SHA256 gEm | Agm | Alm | — OFF OFF OFF OFF OFF
0xc0,0x2c TLS_ECDHE_ECDSA WITH AES_256 GCM_SHA384 dgfn | D:&m | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128_.GCM_SHA256 gEm | A& | A& 7“"384' ON OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 G&fn | D&M | DB 7“"384' ON OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
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0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE PSK_WITH_AES_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_ WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_ WITH_.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK WITH_NULL_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK WITH_NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA WITH_CAMELLIA 128 CBC_SHA256 AEhD | ABm | — OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA_ WITH_CAMELLIA_128_CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256 CBC_SHA384 D&M | DM | — OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ECDSA WITH CAMELLIA 128 GCM_SHA256 | B&#n | A& | A&m | — OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH_ CAMELLIA 256 GCM_SHA384 | ci&fn | D&M | Di&m | — OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA WITH_CAMELLIA 128 GCM_SHA256 BEM | A | AEMD | — OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256_GCM_SHA384 céfn | Di&hn | DM | — OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA 128 CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_.DES_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_ CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT_WITH_RC4_40_SHA — OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT_WITH_DES_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x00 TLS.NULL WITH.NULL NULL — OFF OFF OFF OFF OFF
0x00,0x2c TLS_PSK_WITH.NULL_SHA — OFF OFF OFF OFF OFF
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0x00,0x8a TLS_PSK_ WITH_RC4_128 SHA -— OFF OFF OFF OFF OFF
0x00,0x8b TLS_PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK_ WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK_ WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_ WITH.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK WITH.NULL_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK_ WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK_ WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK_ WITH.CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK_ WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK WITH_CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK_ WITH_AES_128.CCM -— OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_ WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK WITH_AES_128_ CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_ WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH.MD5 — OFF OFF OFF OFF OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC_WITH_MD5 — OFF OFF OFF OFF OFF
0x05,0x00,0x80 | SSL_IDEA 128 CBC WITH_MD5 -— OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH_MD5 — OFF OFF OFF OFF OFF
0x07,0x00,0xc0 | SSL_DES_192 EDE3 CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA WITH.NULL MD5 -— OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH.NULL SHA — OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 — ON ON ON ON OFF
0x00,0x05 TLS_RSA WITH_RC4_128 SHA -— ON ON ON ON OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA — OFF OFF ON ON OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA -— ON ON ON ON OFF
0x00,0x2e TLS_RSA PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_.CBC_SHA B — ON ON ON ON OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E -— ON ON ON ON OFF
0x00,0x3b TLS_RSA WITH NULL SHA256 — OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128_ CBC_SHA256 B -— ON OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_CBC_SHA256 E -— ON OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA 128.CBC_SHA B — OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256 CBC_SHA E — OFF OFF OFF OFF OFF
0x00,0x92 TLS_RSA PSK WITH_RC4_128 SHA -— OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK_ WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA PSK WITH_AES_128.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B -— ON OFF OFF OFF OFF
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0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E -— ON OFF OFF OFF OFF
0x00,0xac TLS_RSA PSK WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA PSK_ WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128_.CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK_ WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA_128_ CBC_SHA256 B -— OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256_CBC_SHA256 E -— OFF OFF OFF OFF OFF
0xc0,0x3¢ TLS_RSA WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK_WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA 128 GCM_SHA256 B -— OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E -— OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA PSK WITH_.CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK WITH_.CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128_.CCM -— OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128_CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES 256 CCM_8 -— OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_MD5 -— OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40 WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4 40_MD5 — OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0xle TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS_ WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA RSA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV -— OFF OFF OFF OFF OFF
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0x00,0x0c TLS_DH_DSS_WITH_DES_CBG_SHA _ off | oFf | oFf | oFf | oFF
0x00,0x0d TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA _ off | oFr | oFr | oFF | oFF
000,040 TLS DH RSA WITH DES_GBC SHA _ ot | oFf | oFf | oFf | oFF
0x00,0x10 TLS_DH RSA WITH 3DES EDE CBC_SHA _ ot | oFf | orf | oFf | oFF
0x00,0x18 TLS_DH_anon_WITH_RC4_128 MD5 _ off | oFr | oFr | oFF | oFF
0x000xTa TLS DH_anon WITH DES_CBG_SHA _ ot | oFf | oFf | oFf | oFF
0x00,0x1b TLS_DH_anon WITH 3DES_EDE_GBC _SHA _ ot | oFf | orf | oFf | oFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128_CBC_SHA _ off | oFr | oFr | oFF | oFF
0x00,0x31 TLS DH RSA WITH AES_128 CBC_SHA _ ot | oFf | oFf | oFf | oFF
0x00,0x34 TLS DH_anon WITH AES_128 CBG_SHA _ ot | oFf | orf | oFf | oFF
0x00,0x36 TLS_DH_DSS_WITH_AES 256 CBC_SHA _ off | oFr | oFf | oFr | oFF
0x00,0x37 TLS DH RSA WITH AES 256 CBC_SHA _ ot | oFf | oFf | oFf | oFF
0x00,0x3a TLS DH_anon WITH AES 256 CBG_SHA _ ot | oFf | orf | oFf | oFF
0x00,0x3e TLS_DH_DSS_WITH_AES_128_CBC_SHA256 _ off | oFr | oFf | oFr | oFF
000,043 TLS DH RSA WITH AES 128 CBC_SHA256 _ ot | oFf | oFf | oFf | oFF
0x00,0x42 TLS_DH DSS WITH CAMELLIA 128 CBC_SHA _ ot | orf | orf | oFf | oFF
0x00,0x43 TLS_DH_RSA WITH_ CAMELLIA_128_CBG_SHA _ off | oFf | oFf | oFF | oFF
0x00,0x46 TLS_DH anon WITH CAMELLIA 128 GBC_SHA _ ot | oFf | oFf | oFf | oFF
0x00,0x68 TLS DH DSS WITH AES 256 CBC_SHA256 _ ot | orf | orf | oFf | oFF
0x00,0x69 TLS_DH_RSA WITH_AES_256_CBC_SHAZ256 _ off | oFf | oFf | oFF | oFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128_CBC_SHA256 _ ot | oFf | oFf | oFf | oFF
0x00,0x6d TLS DH_anon WITH_AES 256 CBC_SHA256 _ ot | orf | orf | oFf | oFF
0x00,0x85 TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA _ off | oFf | oFf | oFF | oFF
0x00,0x86 TLS_DH RSA WITH CAMELLIA 256 GBC_SHA _ ot | oFf | oFf | oFf | oFF
0x00,0x89 TLS_DH anon WITH CAMELLIA 256 GBC_SHA _ ot | orf | orf | oFf | oFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBC_SHA _ off | oFf | oFf | oFF | oFF
0x00,0x98 TLS DH RSA WITH SEED_CBG_SHA _ ot | oFf | oFf | oFf | oFF
0x00,0x9b TLS DH_anon WITH SEED_CBGC_SHA _ ot | oFf | oFf | oFf | oFF
0x00,0xa0 TLS_DH_RSA WITH_AES_128_GCM_SHA256 _ off | oFf | oFf | oFF | oFF
0x00,0xal TLS DH RSA WITH AES 256 GCM_SHA384 _ ot | oFf | orf | oFf | oFF
0x00,0xad TLS DH DSS WITH AES_128 GGM _SHA256 _ ot | oFf | oFf | oFf | oFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 _ off | oFf | oFf | oFF | oFF
0x00,0xa6 TLS DH_anon WITH AES_128 GCM SHA256 _ ot | oFf | orf | oFf | oFF
0x00,0xa7 TLS DH_anon WITH AES 256 GCM SHA384 _ ot | oFf | orf | oFf | oFF
0x00,0xbb TLS_DH_DSS_WITH_CAMELLIA_128_CBGC_SHA256 _ off | oFf | oFf | oFF | oFF
0x00,0xbc TLS_DH_RSA WITH_CAMELLIA_128_CBC_SHA256 _ ot | oFf | orf | oFf | oFF
0x00,0xbf TLS DH_anon WITH CAMELLIA 128 CBC SHA256 _ ot | oFf | orf | oFf | oFF
0x00,0xc1 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA256 _ off | oFf | oFf | oFF | oFF
0x00,0xc2 TLS_DH_RSA WITH_CAMELLIA_256_CBC_SHA256 _ ot | oFf | orf | oFf | oFF
0x00,0xc5 TLS_DH_anon WITH.CAMELLIA_256_CBC_SHA256 _ ot | oFf | orf | oFf | oFF
0x00,0x3e TLS_DH_DSS_WITH_ARIA_128_CBC_SHAZ256 _ off | oFf | oFf | oFF | oFF
0x0,0x3f TLS_DH_DSS_WITH_ARIA 256 CBC_SHA384 _ ot | oFf | orf | oFf | oFF
0xc0,0x40 TLS_DH_RSA_ WITH_ARIA_128_CBC_SHA256 _ ot | oFf | orf | oFf | oFF
0x00,0x41 TLS_DH_RSA WITH_ARIA 256 CBC_SHA384 _ off | oFf | oFf | oFF | oFF
0xc0,0x46 TLS_DH_anon WITH_ARIA_128_CBC_SHA256 _ ot | oFf | orf | oFf | oFF
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0xc0,0x47 TLS_DH_anon WITH_ARIA_256_CBC_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256 GCM_SHA384 . OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA 128 GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA_256_GCM_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256 GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS WITH_CAMELLIA 128 GCM_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 ___ OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT WITH DES40_CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0x0e TLS_DH_RSA_ EXPORT WITH_DES40_CBC_SHA _ OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 40_MD5 ___ OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon EXPORT WITH_DES40_CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x2d TLS_DHE_PSK WITH.NULL_SHA o OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_.CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A . OFF OFF OFF OFF OFF
0x00,0x38 TLS_DHE DSS_WITH_AES_256_CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_ CBC_SHA D . OFF OFF OFF OFF OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 . OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_ 128 CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128.CBC_SHA A . OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A . OFF OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 ___ OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D . OFF OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA D . OFF OFF OFF OFF OFF
0x00,0x8e TLS_DHE_PSK_ WITH_RC4_128 SHA . OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK WITH_AES_128_CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK_ WITH_AES 256 CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A . OFF OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D . OFF OFF OFF OFF OFF
0x00,0xa2 TLS_DHE DSS_WITH_AES_128_ GCM_SHA256 ___ OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE DSS_WITH_AES_256_ GCM_SHA384 . OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK_ WITH_AES_128_.GCM_SHA256 . OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_ WITH_AES_256_GCM_SHA384 ___ OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK_ WITH_AES_128_.CBC_SHA256 . OFF OFF OFF OFF OFF
0x00,0xb3 TLS_DHE_PSK_ WITH_AES_256_CBC_SHA384 . OFF OFF OFF OFF OFF
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0x00,0xb4 TLS_DHE_PSK WITH_.NULL_SHA256 _ OFF OFF OFF OFF OFF
0x00,0xb5 TLS_DHE_PSK_WITH_.NULL_SHA384 _ OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 _ OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA_128.CBC_SHA256 A A _ OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 _ OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA_ WITH_CAMELLIA 256_CBC_SHA256 D D _ OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA_128_CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA 256 CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA_WITH_ARIA _128_CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA WITH_ARIA_256_ CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA_ WITH_ARIA_128_GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA_ WITH_ARIA_256_GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA _128_GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK_WITH_ARIA_128_CBG_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK WITH_ARIA 256_CBG_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x6c TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x6d TLS_DHE_PSK_WITH_ARIA 256_GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH.CAMELLIA_128.GCM_SHA256 A A _ OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA_ WITH_CAMELLIA 256 GCM_SHA384 D D _ OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE_DSS_WITH_CAMELLIA 128 GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE DSS_WITH.CAMELLIA 256_GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA_128 GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK_WITH_CAMELLIA_256_GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x96 TLS_DHE_PSK WITH_CAMELLIA_128.CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK_WITH_CAMELLIA 256 CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x9e TLS_DHE_RSA_ WITH_AES_128_CCM . OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA WITH_AES_256_GCM _ OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA_ WITH_AES_128.CCM_8 _ OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA_ WITH_AES_256_CCM_8 . OFF OFF OFF OFF OFF
0xc0,0xab TLS_DHE_PSK WITH_AES_128 GCM _ OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK_WITH_AES_256_CCM _ OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_CCM_8 . OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 _ OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA _ OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH_DES40_CBC_SHA _ OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH_NULL_SHA _ OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128_SHA . OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA ,,, OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH.AES_128_CBG_SHA ciem | cam | ___ OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA FiEm | F&m | __ OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA WITH.NULL_SHA ,,, OFF OFF OFF OFF OFF
0xc0,0x0c TLS_ECDH_RSA WITH_RC4_128_SHA _ OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA . OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128_CBC_SHA ciem | cam | ___ OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256_CBC_SHA Figm | Fm | ___ OFF OFF OFF OFF OFF
0xc0,0x15 TLS_ECDH_anon WITH_NULL_SHA . OFF OFF OFF OFF OFF
0xc0,0x16 TLS_ECDH_anon WITH_RG4_128_SHA ,,, OFF OFF OFF OFF OFF
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0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_GBC_SHA _ OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128_CBC_SHA _ OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256_CBC_SHA . OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 ciem | cam | ___ OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Figm | F&m | ___ OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA_ WITH_AES_128_CBC_SHA256 ciEmm | c&m | ___ OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH_AES_256_CBC_SHA384 Figm | Fm | ___ OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 ciemm | c&m | ___ OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 FiEm | F&m | __ OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH_AES_128_GCM_SHA256 ciem | cm | ___ OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256_ GCM_SHA384 Figm | F&m | ___ OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITH_ARIA_128_CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH_ARIA_256_CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0xde TLS_ECDH_RSA_WITH_ARIA 128 CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA_WITH_ARIA 256 CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH_ARIA 128_GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA 256_GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA_ WITH_ARIA 128_GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA WITH_ARIA_256_GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA_128 GBC_SHA256 ciemm | c&m | ___ OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256 CBC_SHA384 FiEm | F&m | __ OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA WITH_CAMELLIA_128_CBG_SHA256 ciem | cm | ___ OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA_ WITH_CAMELLIA 256 CBC_SHA384 Figm | F&m | ___ OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_CAMELLIA_128_GGM_SHA256 ciEm | c&m | ___ OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH.CAMELLIA 256_GCM_SHA384 Figm | Fm | ___ OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA_ WITH_CAMELLIA 128 GCM_SHA256 ciemm | c&m | ___ OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA_ WITH_CAMELLIA 256_GCM_SHA384 FiEm | F&m | __ OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH_NULL_SHA _ OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128_SHA . OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBG_SHA ,,, OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128.CBG_SHA ABhD | AEAD Te00384r ON ON oN OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBG_SHA D& | DiBMn Te00384r ON ON oN OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH_NULL_SHA _ OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA _ OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_GBC_SHA _ OFF OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA AEhn | Asm | ___ OFF OFF OFF OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_ CBC_SHA Di&m | D&M | ___ OFF OFF OFF OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 AEI | ABAD ?ecp384r ON OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 D&M | D&M | ___ OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 AEhn | Asm | ___ OFF OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 D&M | DM | ___ OFF OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA_WITH_AES_128_.GCM_SHA256 BEM | ABMI | ABHO ?ecp384r ON ON oN OFF OFF
0xc0,0x2¢ TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 agfn | D& | DB ?ecp384r ON ON oN OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_.GCM_SHA256 gem [ Agm | Alm [ ___ OFF OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 agmn | D& | DaEm | ___ OFF OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RG4_128_SHA _ OFF OFF OFF OFF OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA _ OFF OFF OFF OFF OFF
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0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128 GBC_SHA _ OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA _ OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_WITH_AES_256 CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_WITH_NULL_SHA _ OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK_WITH_NULL_SHA256 . OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK_WITH_NULL_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA_128 CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA WITH_ARIA_128_CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA_ WITH_ARIA 256_CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA_128_GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA 256 GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA_128_.GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128.CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256 CBC_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256 Al | A®m | ___ OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_GAMELLIA 256 CBC_SHA384 D&M | DM | ___ OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA_ WITH_CAMELLIA_128_CBC_SHA256 Al | Am | ___ OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA_ WITH_CAMELLIA 256_CBC_SHA384 D&M | D&M | ___ OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ ECDSA WITH_ CAMELLIA 128 GCM_SHA256 | B&f0 | AEM | AEm | ___ OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 GCM_SHA384 | ci&fn | D& | Di&m | ___ OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA_WITH_CAMELLIA_128.GCM_SHA256 gem [ Agm | AEm [ ___ OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256_GCM_SHA384 cgm | Di&hn | DM | ___ OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA 128 CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK_WITH_CAMELLIA 256 CBG_SHA384 _ OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH AES_128.CCM _ OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH_AES_256_CCM _ OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH_AES_128.CCM_8 . OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH_AES_256_CCM_8 _ OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH.DES_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_GBC_SHA ,,, OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA . OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_.DES_GBC_MD5 ,, OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_GBC_MD5 _ OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128 MD5 . OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_GBC_MD5 ,, OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT_WITH_DES_CBG_40_SHA _ OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA . OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT_WITH_RC4_40_SHA ,,, OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT_WITH_DES_CBG_40_MD5 _ OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 . OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 ,,, OFF OFF OFF OFF OFF
0x00,0x00 TLS.NULL_WITH.NULL_NULL . OFF OFF OFF OFF OFF
0x00,0x2c TLS_PSK_WITH.NULL_SHA - OFF OFF OFF OFF OFF
0x00,0x8a TLS_PSK_WITH.RC4_128_SHA . OFF OFF OFF OFF OFF
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0x00,0x8b TLS_PSK_ WITH_3DES_EDE_CBC_SHA o OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK WITH_AES_128_CBC_SHA o OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK_ WITH_AES_256_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_.GCM_SHA256 o OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK_ WITH_AES_256_GCM_SHA384 o OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK_ WITH_AES_128_CBC_SHA256 . OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK WITH_AES_256_CBC_SHA384 ___ OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_ WITH.NULL_SHA256 o OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK WITH.NULL_SHA384 . OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_ WITH_ARIA 128 CBC_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK WITH_ARIA 128 GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK_ WITH_ARIA 256_GCM_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK_ WITH_CAMELLIA 128 GCM_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK_ WITH_CAMELLIA 256 GCM_SHA384 . OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK WITH.CAMELLIA 128 CBC_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK WITH_CAMELLIA 256 CBC_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK WITH_AES_128 CCM . OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_ WITH_AES_256_CCM o OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_ WITH_AES_128_ CCM_8 o OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_ WITH_AES_256_CCM_8 . OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH_MD5 o OFF OFF OFF OFF OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC WITH_MD5 . OFF OFF OFF OFF OFF
0x05,0x00,0x80 | SSL_IDEA 128 CBC_WITH_MD5 . OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH_MD5 o OFF OFF OFF OFF OFF
0x07,0x00,0xc0 | SSL_DES_192 EDE3 CBC_WITH_MD5 . OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA WITH.NULL MD5 . OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH.NULL SHA o OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 . OFF OFF OFF OFF OFF
0x00,0x05 TLS_RSA WITH_RC4_128 SHA . OFF OFF OFF OFF OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA o OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x2¢ TLS_RSA PSK WITH.NULL_SHA o OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_.CBC_SHA B . OFF OFF OFF OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E . OFF OFF OFF OFF OFF
0x00,0x3b TLS_RSA WITH.NULL SHA256 o OFF OFF OFF OFF OFF
0x00,0x3c TLS_RSA WITH_AES_128_CBC_SHA256 B _ OFF OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_CBC_SHA256 E . OFF OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA_128.CBC_SHA B . OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256_ CBC_SHA E . OFF OFF OFF OFF OFF
0x00,0x92 TLS_RSA PSK WITH_RC4_128 SHA . OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK_ WITH_3DES_EDE_CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA PSK WITH_AES_128_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK_ WITH_AES_256_CBC_SHA . OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA o OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B . OFF OFF OFF OFF OFF
0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E . OFF OFF OFF OFF OFF
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0x00,0xac TLS_RSA PSK WITH_AES_128_.GCM_SHA256 ___ OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA PSK_ WITH_AES_256_ GCM_SHA384 ___ OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK_WITH_AES_128.CBC_SHA256 . OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK_ WITH_AES_256_CBC_SHA384 ___ OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH.NULL_SHA256 o OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 . OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA_128_.CBC_SHA256 B . OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256_CBC_SHA256 E . OFF OFF OFF OFF OFF
0xc0,0x3c TLS_RSA WITH_ARIA 128 CBC_SHA256 . OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA 128 GCM_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 . OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK_ WITH_ARIA 128 CBC_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK WITH_ARIA 256_CBC_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK WITH_ARIA 128 GCM_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK WITH_ARIA 256 GCM_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA 128 GCM_SHA256 B . OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E . OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA PSK WITH_ CAMELLIA_128_ GCM_SHA256 ___ OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_CAMELLIA 256 GCM_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK WITH_.CAMELLIA 128 CBC_SHA256 _ OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK WITH_CAMELLIA 256 CBC_SHA384 ___ OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128_.CCM o OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM . OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128_CCM_8 ___ OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES_256_CCM_8 ___ OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_MD5 . OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128_.CBC_EXPORT40_ WITH_MD5 ___ OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4 40_MD5 ___ OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 . OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_ CBC_SHA ___ OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA . OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA . OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA ___ OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128 CBC_SHA . OFF OFF OFF OFF OFF
0xc0,0xle TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA . OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS_WITH_AES_128_CBC_SHA ___ OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA . OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA RSA WITH_AES_256_CBC_SHA . OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS_WITH_AES_256_CBC_SHA ___ OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV . OFF OFF OFF OFF OFF
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0x00,0x0c TLS_DH_DSS_WITH_DES_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x0d TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | oFF | OFF
0x00,0x0f TLS_DH_RSA_WITH_DES_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x10 TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA OFF | OFF | oFF | oFF | OFF

. ON : ON : ON : ON :
S_DH WITH_RC4_128_MD5
0x00,0x18 TLS_DH_anon_\ _[RC4_128 | 2048bit 67 42 42 42 OFF
. ON : ON : ON : ON :
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA 2048bit 71 46 46 46 OFF
. ON : ON : ON : ON :
S_DH WITH_3DES_EDE_CBC_SHA
0x00,0x1b TLS_DH_anon_}\ . | X . 2048bit 69 a a4 a4 OFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128.CBC_SHA OFF | OFF | oFF | oFfF | OFF
0x00,0x31 TLS_DH_RSA_WITH_AES_128_CBC_SHA OFF | OFF | OFF | OFF | OFF
. ON : ON : ON : ON :
S_DH WITH_AES_128_CBC_SHA
0x00,0x34 TLS_DH_anon_)\ |/ _128_ . 2048bit 64 39 39 39 OFF
0x00,0x36 TLS_DH_DSS_WITH_AES_256_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x37 TLS_DH_RSA WITH_AES_256_CBC_SHA OFF | OFF | OFF | oFF | OFF
. ON : ON : ON : ON :
S_DH WITH_AES_256_CBC_SHA
0x00,0x3a TLS_DH_anon_}\ ¥ _256_ . 2048bit 55 a1 34 34 OFF
0x00,0x3e TLS_DH_DSS WITH_AES_128_CBC_SHA256 OFF | oOFF | OFF | OFF | OFF
0x00,0x3f TLS_DH_RSA WITH_AES_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x42 TLS_DH_DSS_WITH_CAMELLIA 128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x43 TLS_DH_RSA_WITH_CAMELLIA_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
. ON : ON : ON : ON :
LS_DH WITH_CAMELLIA_128_CBC_SHA
0x00,0x46 TLS_DH_anon_}\ _ _128_ X 2048bit 66 a1 a1 a1 OFF
0x00,0x68 TLS_DH_DSS_WITH_AES_256_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x69 TLS_DH_RSA_WITH_AES_256_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x6¢ TLS_DH_anon_ WITH_AES_128_CBC_SHA256 2048bit g:;\l * | oFr OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 2048bit S:‘ * | OFF | OFF | OFF | OFF
0x00,0x85 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x86 TLS_DH_RSA_ WITH_CAMELLIA 256 CBC_SHA OFF | OFF | OFF | OFF | OFF
. ON : ON : ON : ON :
0x00,0x89 TLS_DH_anon WITH_CAMELLIA 256_CBC_SHA 2048bit o 35 35 35 OFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBC_SHA OFF | OFF | OFF | oFF | OFF
0x00,0x98 TLS_DH_RSA_WITH_SEED_CBC_SHA OFF | OFF | oFF | oFF | OFF
. ON : ON : ON : ON :
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA 2048bit 65 0 40 40 OFF
0x00,0xa0 TLS_DH_RSA WITH_AES_128_.GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xa' TLS_DH_RSA_WITH_AES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xa4 TLS_DH_DSS_WITH_AES_128_.GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128_GCM_SHA256 2048bit SZN * | oFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 2048bit g):;\l : OFF OFF OFF OFF
0x00,0xbb TLS_DH_DSS_WITH_CAMELLIA 128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xbc TLS_DH_RSA_ WITH_CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_CAMELLIA 128 CBC_SHA256 OFF OFF OFE OFF OFF
0x00,0xc1 TLS_DH_DSS_WITH_CAMELLIA_256_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xc2 TLS_DH_RSA WITH_CAMELLIA 256 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_CAMELLIA 256 CBC_SHA256 OFF OFF OFE OFF OFF
0xc0,0x3e TLS_.DH_DSS_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x3f TLS_DH_DSS_WITH_ARIA 256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
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0xc0,0x40 TLS_DH_RSA WITH_ARIA_128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x41 TLS_DH_RSA WITH_ARIA 256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x46 TLS_DH_anon WITH_ARIA_128_CBC_SHA256 ofFF | oFr | oFr | oFr | OFF
0xc0,0x47 TLS_DH_anon WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x54 TLS_DH_RSA_WITH_ARIA_128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA_256_GCM_SHA384 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA_128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x5b TLS_DH_anon_WITH_ARIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x7e TLS_DH_RSA_WITH_CAMELLIA 128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x7f TLS_DH_RSA_ WITH_CAMELLIA 256 GCM_SHA384 OFF | oFf | oFr | oFr | OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x84 TLS_DH_anon WITH_.CAMELLIA 128 GCM_SHA256 OFF | oFf | oFr | oFr | OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0x0b TLS_DH_DSS_EXPORT_WITH_DES40_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x0e TLS_DH_RSA EXPORT WITH DES40_CBC_SHA OFE | oFF | oFE | OoFF | OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 40_MD5 512bit %\' : 501N : glN : glN © | OFF
0x00,0x19 TLS_DH_anon_EXPORT WITH_DES40_CBC_SHA 512bit 705N i 508\‘ i SON ) SON * | OFF
0x00,0x12 TLS_DHE_DSS_WITH_.DES_CBC_SHA OFF | oFF | OFF | OFF | OFE
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x15 TLS_DHE_RSA_ WITH_DES_CBC_SHA 2048bit 70(;\‘ ‘?SN 25’\' ) 25’\' * | OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC _SHA 2048bit g{;\' %\' 403N : 403N © | OFF
0x00,0x2d TLS_DHE_PSK_WITH NULL_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A 2048bit SQN gg’ ?GN : ?GN © | OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES 256 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x39 TLS_DHE_RSA WITH_AES 256 CBC_SHA D 2048bit SlN gzN ?ZN : ?ZN © | OFF
0x00,0x40 TLS_ DHE_DSS_WITH_AES 128 CBC_SHA256 ofFF | oFr | oFr | oFr | OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA 128 CBC_SHA OFF | oFf | oFr | oFr | OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA A 2048bit glN g{;\' ?8’\‘ : ?8’\‘ © | OFF
0x00,0x67 TLS_DHE_RSA_ WITH_AES_128_CBC_SHA256 A 2048bit 5022\1 OFF | OFF | OFF | OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x6b TLS_DHE_RSA_WITH_AES _256_CBC_SHA256 D 2048bit 508\‘ * | OFF | OFF | OFF | OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA OFE | oFF | oFE | OoFF | OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA D 2048bit SzN : 3?3[\1 : ?3’\‘ : ?3’\‘ © | OFF
0x00,0x8e TLS_DHE_PSK_WITH_RC4_128_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x90 TLS_DHE_PSK_WITH_AES_128_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x91 TLS_DHE_PSK_WITH_AES_256_CBC_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA 2048bit gc')\l : %N : ?7’\‘ : ?7’\‘ © | OFF
0x00,0x9e TLS_DHE_RSA_ WITH_AES_128_GCM_SHA256 A 2048bit 507N " | OFF | OFF | OFF | OFF
0x00,0x9f TLS_DHE_RSA WITH_AES 256 GCM_SHA384 D 2048bit i)gN " | oFF | oFF | OFF | OFF
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0x00,0xa2 TLS_DHE_DSS_WITH_AES_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xa3 TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xaa TLS_DHE_PSK_WITH_AES _128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xab TLS_DHE_PSK_WITHAES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xb2 TLS_DHE_PSK WITH_AES_128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xb3 TLS_DHE_PSK_WITH_AES_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xb4 TLS_DHE_PSK_WITH_NULL_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xb5 TLS_DHE_PSK WITHNULL_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA 128 CBC_SHA256 OFF | oFF | oFr | oFF | OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A A OFF | OFF | OFF | OFF | OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xc4 TLS_DHE_RSA_WITH_CAMELLIA 256 CBC_SHA256 D D OFF | OFF | OFF | OFF | OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x44 TLS_DHE_RSA_WITH_ARIA_128_CBC_SHA256 OFF | OFF | oFF | oFF | OFF
0xc0,0x45 TLS_DHE_RSA_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x52 TLS_DHE_RSA_WITH_ARIA_128.GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x53 TLS_DHE_RSA_WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA_128.GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x66 TLS_DHE_PSK_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x67 TLS_DHE_PSK_WITH_ARIA 256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x6c TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x6d TLS_DHE_PSK_WITH_ARIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x7c TLS_DHE_RSA_WITH_CAMELLIA 128 GCM_SHA256 A A OFF | OFF | OFF | OFF | OFF
0xc0,0x7d TLS_DHE_RSA_WITH_CAMELLIA 256 GCM_SHA384 D D OFF | OFF | OFF | OFF | OFF
0xc0,0x80 TLS_DHE_DSS_WITH.CAMELLIA_128.GCM_SHA256 OFF | oFF | oFr | oFF | OFF
0xc0,0x81 TLS_DHE_DSS_WITH_CAMELLIA 256 GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA 128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x91 TLS_DHE_PSK_WITH_CAMELLIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x96 TLS_DHE_PSK WITH_CAMELLIA 128 CBG_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x97 TLS_DHE_PSK WITH_CAMELLIA 256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x9e TLS_.DHE_RSA_WITH_AES_128.CCM OFF | OFF | oFF | oFfF | OFF
0xc0,0x9f TLS_DHE_RSA_WITH_AES 256 CCM OFF | OFF | OFF | OFF | OFF
0xc0,0xa2 TLS_DHE_RSA WITH_AES_128 CCM 8 OFF | OFF | OFF | OFF | OFF
0xc0,0xa3 TLS_DHE_RSA_WITH_AES 256_CCM_8 OFF | OFF | oFF | oFF | OFF
0xc0,0xab TLS_DHE_ PSK_WITH.AES_128_.CCM OFF | OFF | OFF | OFF | OFF
0xc0,0xa7 TLS_DHE_PSK_WITHAES_256_CCM OFF | OFF | OFF | OFF | OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_.CCM_8 OFF | OFF | oFF | oFF | OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 OFF | OFF | OFF | OFF | OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH DES40_CBC_SHA 512bit 70:‘ %\‘ 409N ) 409N © | OFF
0xc0,0x01 TLS_ECDH_ECDSA_ WITH.NULL_SHA %'\' SQN SQN : SQN * | OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA 23[\‘ ?7'\‘ (137N ‘ (137N " | OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA SQN 23[\' SsN : SsN * | OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH AES_128 CBC_SHA Cif | Ci&mm | --- 20:‘ %\‘ (130N ‘ (130N " | OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA Figm | F&m | - %\' ON:4 | ON:4 | ON:4 | OFF
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0xc0,0x0b TLS_ECDH_RSA WITH.NULL_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x0c TLS.ECDH_RSA WITH_RC4_128_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE.CBC_SHA OFF | OFF | oFF | oFF | OFF
0xc0,0x0¢ TLS_ECDH_RSA WITH_AES_128_CBG_SHA csem | cam | - OFF | OFF | OFF | OFF | OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256_CBG_SHA Fam | Fem | - OFF | OFF | OFF | OFF | OFF

secp25 ON : ON : ON : ON :
0xc0,0x15 TLS_ECDH_anon WITH.NULL_SHA o s o8 28 28 OFF

secp25 ON : ON : ON : ON :
0xc0,0x16 TLS_ECDH._anon WITH_RC4_128_SHA Pt 2 by by by OFF

secp25 ON : ON : ON : ON :
0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_CBG_SHA okl a8 b bl bl OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128.CBC_SHA Ziipzs glN * | ON:9 | ON:9 | ON:9 | OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256_CBC_SHA Ziipzs ON:7 | ON:3 | ON:3 | ON:3 | OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES.128_CBC_SHA256 csem | cam | - S?:\l * | OFF | OFF | OFF | OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Fam | Fem | - ON:9 | OFF | OFF | OFF | OFF
0xc0,0x29 TLS.ECDH_RSA WITH_AES._128.CBG_SHA256 csem | cam | - OFF | OFF | OFF | OFF | OFF
0xc0,0x2a TLS_ECDH_RSA WITH_AES_256_CBC_SHA384 Fem | Fem | — OFF | OFF | OFF | OFF | OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES. 128_GCM_SHA256 csem | cgm | SZN " | OFF | OFF | OFF | OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES. 256_GCM_SHA384 Fem | Fem | — ON:8 | OFF | OFF | OFF | OFF
0xc0,0x31 TLS.ECDH_RSA WITH_AES_128.GCM_SHA256 csem | cgm | OFF | OFF | OFF | OFF | OFF
0xc0,0x32 TLS.ECDH_RSA WITH_AES_256_GCM_SHA384 Fam | Fem | - OFF | OFF | OFF | OFF | OFF
0xc0,0x4a TLS.ECDH_ECDSA_WITH_ARIA_128_CBC_SHA256 OFF | oOFF | oFF | oFF | OFF
0xc0,0x4b TLS.ECDH_ECDSA WITH_ARIA 256_CBC_SHA384 OFF | OFF | oFF | oFF | OFF
0xc0,0xde TLS_ECDH_RSA WITH_ARIA_128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA 256 CBC_SHA384 OFF | OFF | oFF | oFfF | OFF
0xc0,0x5e TLS.ECDH_ECDSA_WITH_ARIA_128_GCM_SHA256 oFf | off | orr | orr | oOFE
0xc0,0x5f TLS.ECDH_ECDSA WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x62 TLS_ECDH_RSA WITH_ARIA_128 GCM_SHA256 oFf | off | orr | orr | OFE
0xc0,0x63 TLS_ECDH_RSA WITH_ARIA 256 GCM_SHA384 oFf | off | orr | orr | oOFE
0xc0,0x74 TLS_ECDH_ECDSA WITH.CAMELLIA 128 CBC_SHA256 csem | cam | OFF | OFF | OFF | OFF | OFF
0xc0,0x75 TLS.ECDH_ECDSA WITH.CAMELLIA 256 CBC_SHA384 Fem | Fem | — OFF | OFF | OFF | OFF | OFF
0xc0,0x78 TLS_ECDH_RSA WITH_CAMELLIA_128.CBC_SHA256 csem | cgm | OFF | OFF | OFF | OFF | OFF
0xc0,0x79 TLS_ECDH_RSA WITH_CAMELLIA 256 CBGC_SHA384 Fam | Fem | - OFF | OFF | OFF | OFF | OFF
0xc0,0x88 TLS.ECDH_ECDSA WITH.CAMELLIA 128 GOM_SHA256 csem | cgm | OFF | OFF | OFF | OFF | OFF
0xc0,0x89 TLS.ECDH_ECDSA WITH.CAMELLIA 256 GCM_SHA384 Fem | Fem | — OFF | OFF | OFF | OFF | OFF
0xc0,0x8c TLS_ECDH_RSA WITH_CAMELLIA_128.GCM_SHA256 csem | cam | OFF | OFF | OFF | OFF | OFF
0xc0,0x8d TLS_ECDH_RSA WITH_ CAMELLIA 256_GCM_SHA384 Fem | Fem | — OFF | OFF | OFF | OFF | OFF

secp25 ON ON : ON : ON :

0xc0,0x06 TLS_ECDHE_ECDSA WITH.NULL_SHA

OO - - TR 6k1 43 27 27 27 OFF

secp25 ON ON : ON : ON :

0,0x07 TLS_ECDHE_ECDSA WITH_RG4. 128 SHA

0xc0.0x -ECDHE ECDSA.WITH RC4.128. 6kl a1 15 15 15 OFF

secp25 ON ON : ON : ON :

ITH_3DES_EDE_CBC_SHA

0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC. ot a7 o1 o1 o1 OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_.CBC_SHA AEm | Asgm Ziipzs SC;\I ON:8 | ON:8 | ON:8 | OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH AES_256 CBC_SHA D&M | D&M Ziipzs ON:6 | ON:2 | ON:2 | ON:2 | OFF

secp25 ON ON : ON : ON :

DHE_RSA_WITH_NULL _SHA

0xc0,0x10 TLS.ECDHE_RSA WITH.NULL _ oK1 ol o 26 6 OFF

secp25 ON ON : ON : ON :

0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA

xc00x  ECDHE RSA WITH RCA.128. 6kl 30 14 14 14 OFF

secp25 ON ON : ON : ON :

, RSA_WITH_3DES_EDE_CBC_SHA

0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC. ot 26 20 0 0 OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES._128.CBC_SHA AEm | Asgm Ziipzs ?QN ON:7 | ON:7 | ON:7 | OFF

. . secp25 _ _ ] ]
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA Digm | D&M | o ON:5 | ON:1 | ON:1 | ON:1 | OFF
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id IANA %52 = # #l g;ff;( tls1.2 | tlsl.1 tls1.0 sslv3 sslv2
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 A BN A BN Ziipzs ?SN : OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 Di&m | Di&m Zﬁfl:p% ON:4 | OFF | OFF | OFF | OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 ABhN ABhN Ziipzs ?7N : OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 Di&m | Di&m Ziipzs ON:3 | OFF | OFF | OFF | OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 A& ABin A BN Ziipzs ?GN : OFF OFF OFF OFF
0xc0,0x2¢c TLS_ECDHE_ECDSA _WITH_AES_256_GCM_SHA384 aBhn DRV DRV Ziipzs ON:2 OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 REHN A BN A BN Ziipzs ?SN : OFF OFF OFF OFF
0x00,0x30 TLS_ECDHE_RSA_WITH_AES._256_GCM_SHA384 d&m | Digm | D& Ziipzs ON:1 | OFF | OFF | OFF | OFF
0xc0,0x33 TLS_ECDHE_PSK_ WITH_RC4_128_SHA OFF | oOFF | oFF | oFF | OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA OFF | OFF | oFF | OFF | OFF
0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128_ CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_ WITH_AES_256_CBC_SHA OFF | oOFF | oFF | oFF | OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0xc0,0x38 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_ WITH.NULL_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x3a TLS_ECDHE_PSK_WITH_NULL_SHA256 OFF | OFF | OFF | OFF | OFF
0x0,0x3b TLS_ECDHE_PSK_WITH_NULL_SHA384 OFF | oOFF | oFF | oFF | OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA_128_ CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA_WITH_ARIA_128 GCM_SHA256 OFF | OFF | oFF | OFF | OFF
0xc0,0x5d TLS_ECDHE_ECDSA _WITH_ARIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA_ 128 GCM_SHA256 OFF | oFF | oFF | oFF | OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 OFF | OFF | oFF | OFF | OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA _WITH_CAMELLIA_128_CBC_SHA256 A BN A BN --- OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA_WITH_CAMELLIA 256_CBC_SHA384 DRV DRV -—- OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A BN A BN -—- OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256_CBC_SHA384 D& D& --- OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ECDSA _WITH_CAMELLIA_128_GCM_SHA256 e Eh| A BN A BN - OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH_CAMELLIA 256_GCM_SHA384 aBin D1=Y) D1=Y) -—- OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA WITH_CAMELLIA 128 GCM_SHA256 REfn ABin ABin --- OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA_WITH_CAMELLIA 256_GCM_SHA384 aBhn DRV DRV -—- OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK_WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH AES_128.CCM OFF | oOFF | oFF | oFF | OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH_AES_256_CCM - OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA_WITH_AES_128.CCM_8 OFF | OFF | oFF | OFF | OFF
0xc0,0xaf TLS_ECDHE_ECDSA _WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH_DES_CBC_SHA OoFf | oFr | oFr | OFF | OFF
0x00,0x1f TLS_KRB5_ WITH_3DES_EDE_CBC_SHA --- OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5 WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA oFf | oFr | oFr | OFF | OFF
0x00,0x22 TLS_KRB5_WITH_DES_CBC_MD5 OFF | OFF | OFF | OFF | OFF
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id IANA 32 = # 554 tls1.2 tls1.1 ls1.0 ssiv3 ssliv2
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 OFF | OFF | OFF | oFF | OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128 MD5 OFF | oFF | OFF | OFF | OFE
0x00,0x25 TLS_KRB5_WITH_IDEA CBC_MD5 OFF | oFF | oFF | oFF | OFF
0x00,0x26 TLS_KRB5_EXPORT WITH_DES_CBC_40_SHA OFF | OFF | OFF | oFF | OFF
0x00,0x27 TLS_KRB5_EXPORT WITH_RC2_CBC_40_SHA OFF | OFF | OFF | oFF | OFF
0x00,0x28 TLS KRB5_EXPORT WITH RC4_40_SHA OFE | oFF | OoFE | OoFF | OFF
0x00,0x29 TLS_KRB5_EXPORT _WITH_DES_CBC_40_MD5 OFF | OFF | OFF | oFF | OFF
0x00,0x2a TLS_KRB5_EXPORT WITH_RC2_CBC_40_MD5 OFF | OFF | OFF | oFF | OFF
0x00,0x2b TLS KRB5_EXPORT WITH RC4 40 MD5 OFF | oFF | oFF | oFF | OFF
0x00,0x00 TLS_NULL WITH_NULL_NULL OFF | oFF | OFF | OFF | OFE
0x00,0x2¢ TLS_PSK WITH_NULL_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x8a TLS_PSK_WITH_RC4_128 SHA OFF | oFF | OFF | OFF | OFE
0x00,0x8b TLS_PSK_WITH_3DES_EDE_CBC_SHA OFF | oFF | OFF | OFF | OFE
0x00,0x8¢ TLS_PSK WITH_AES_128 CBC_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x8d TLS_PSK_WITH_AES_256_CBC_SHA OFF | oFF | OFF | OFF | OFE
0x00,0xa8 TLS_PSK_WITH_AES_128_GCM_SHA256 OFF | oFF | OFF | OFF | OFE
0x00,0xa9 TLS_PSK WITH_AES_256_GCM_SHA384 OFF | oFF | oFF | oFF | OFF
0x00,0xae TLS_PSK_WITH_AES_128_CBC_SHA256 OFF | oFF | OFF | OFF | OFE
0x00,0xaf TLS_PSK_WITH_AES_256_CBC_SHA384 OFF | oFF | OFF | OFF | OFE
0x00,0xb0 TLS_PSK WITH_NULL SHA256 OFF | oFF | oFF | oFF | OFF
0x00,0xb1 TLS_PSK_WITH_NULL_SHA384 OFF | oFF | OFF | OFF | OFE
0xc0,0x64 TLS_PSK_WITH_ARIA_128_CBC_SHA256 OFF | oFF | OFF | OFF | OFE
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 OFF | oFF | oFF | oFF | OFF
0xc0,0x6a TLS_PSK_WITH_ARIA_128_ GCM_SHA256 OFF | oFF | OFF | OFF | OFE
0xc0,0x6b TLS_PSK_WITH_ARIA 256 GCM_SHA384 OFF | oFF | OFF | OFF | OFE
0xc0,0x8e TLS_PSK WITH_CAMELLIA 128 GCM_SHA256 OFE | oFF | oFE | OoFF | OFF
0xc0,0x8f TLS_PSK_WITH_CAMELLIA 256 GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x94 TLS_PSK_WITH_CAMELLIA_128 CBC_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x95 TLS_PSK WITH_CAMELLIA 256_CBC_SHA384 OFE | oFF | oFE | OoFF | OFF
0xc0,0xa4 TLS_PSK_WITH_AES_128.CCM OFF | oFF | OFF | OFF | OFE
0xc0,0xa5 TLS_PSK_WITH_AES_256_CCM OFF | oFF | OFF | OFF | OFE
0xc0,0xa8 TLS_PSK WITH_AES_128_CCM_8 OFF | oFF | oFF | oFF | OFF
0xc0,0xa9 TLS_PSK_WITH_AES_256_CCM_8 OFF | oFF | OFF | OFF | OFE
0x01,0x00,0x80 | SSL_RC4_128 WITH MD5 OoFF | oFf | oFr | oFr | OFF
0x03,0x00,0x80 | SSL_RC2 CBC_128.CBC_WITH_MD5 OFF | oFF | oFF | oFF | OFF
0x05,0x00,0x80 | SSL_IDEA_128_CBC_WITH.MD5 OFF | oFF | OFF | OFF | OFE
0x06,0x00,0x40 | SSL_DES_64 CBC WITH.MD5 OFF | oFF | oFF | oFF | OFF
0x07,0x000xc0 | SSL_DES_192_ EDE3 CBC_WITH_MD5 OFF | oFF | oFF | oFF | OFF
0x00,0x01 TLS_RSA WITH NULL_MD5 Z;\' : SlN glN : glN | OFF
0x00,0x02 TLS_RSA_WITH_NULL_SHA ‘?7“ : S(;\‘ goN : goN * | OFF
0x00,0x04 TLS_RSA WITH_RC4 128 MD5 SSN : ?QN ?QN : ?QN | OFF
0x00,0x05 TLS_RSA_WITH_RC4_128_SHA S‘:\‘ : %\‘ (138’\‘ : (138’\‘ * | OFF
0x00,0x07 TLS_RSA_WITH_IDEA CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x09 TLS_RSA WITH_DES CBC_SHA i’lN : SSN : SSN : SSN | OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA %\‘ : 20‘:\‘ : (234’\‘ : (234’\‘ “ | OFF
0x00,0x2e TLS_RSA_PSK_WITH_NULL_SHA OFF | oFF | OFF | OFF | OFE
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id IANA &2 -1 # %l g;ff;( tlsl2 | tls11 | ts10 | ssv3 | ssiv2
0x00,0x2f TLS_RSA WITH.AES_128_CBC_SHA B B ;N ?lN : ?lN : ?lN * | OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E E %\‘ ON:5 | ON:5 | ON:5 | OFF
0x00,0x3b TLS_RSA WITH.NULL_SHA256 i’é\‘ OFF | OFF | oFE | OFF
0x00,0x3c TLS_RSA WITH_AES _128_CBC_SHA256 B B g’é\‘ OFF | OFF | OFF | OFF
0x00,0x3d TLS_RSA WITH_AES._256_CBC_SHA256 E E ?ZN OFF | OFF | OFF | OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA 128.CBC_SHA B B ggN %\' : ?SN : ?SN * | OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256_CBC_SHA E E g\‘ ON:6 | ON:6 | ON:6 | OFF
0x00,0x92 TLS_RSA PSK WITH_RC4_128_SHA OFF | oOFF | oFF | oFF | OFF
0x00,0x93 TLS_RSA PSK WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x94 TLS_RSA PSK WITH AES_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x95 TLS_RSA_ PSK WITH_AES 256 CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA g’é\‘ ?ZN : (132’\‘ : (132’\‘ “ | OFF
0x00,0x9c TLS_RSA WITH_AES 128 GCM_SHA256 B B SSN OFF | OFF | OFF | OFF
0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E E ?1'\‘ OFF | OFF | OFF | OFF
0x00,0xac TLS_RSA PSK WITH_AES 128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xad TLS_RSA PSK WITH AES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xb7 TLS_RSA PSK_ WITH_AES 256 CBC_SHA384 OFF | OFF | oFF | OFF | OFF
0x00,0xb8 TLS_RSA_ PSK WITH_NULL_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xb9 TLS_RSA PSK WITH NULL_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xba TLS_RSA WITH.CAMELLIA 128 CBC_SHA256 B B OFF | OFF | OFF | OFF | OFF
0x00,0xc0 TLS_RSA WITH.CAMELLIA_256_CBC_SHA256 E E OFF | OFF | OFF | OFF | OFF
0xc0,0x3c TLS_RSA WITH_ARIA 128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 OFF | OFF | oFF | OFF | OFF
0xc0,0x50 TLS_RSA WITH_ARIA_128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x68 TLS_RSA PSK_WITH_ARIA_ 128 CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0xc0,0x69 TLS_RSA_ PSK_WITH_ARIA 256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x6e TLS_RSA_ PSK WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x6f TLS_RSA_ PSK WITH_ARIA 256_GCM_SHA384 OFF | OFF | oFF | OFF | OFF
0xc0,0x7a TLS_RSA WITH.CAMELLIA_128.GCM_SHA256 B B OFF | OFF | OFF | OFF | OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256.GCM_SHA384 E E OFF | OFF | OFF | OFF | OFF
0xc0,0x92 TLS_RSA PSK WITH_CAMELLIA 128 GCM_SHA256 OFF | OFF | oFF | OFF | OFF
0xc0,0x93 TLS_RSA_ PSK_WITH_CAMELLIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x98 TLS_RSA PSK WITH_CAMELLIA 128 CBC_SHA256 OFF | OFF | oF | oFF | OFF
0xc0,0x99 TLS_RSA PSK WITH_CAMELLIA 256 CBC_SHA384 OFF | OFF | oFF | OFF | OFF
0xc0,0x9c TLS_RSA WITH.AES_128.CCM OFF | OFF | OFE | OFF | OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM OFF | OFF | OFE | OFF | OFF
0xc0,0xa0 TLS_RSA WITH.AES_128.CCM_8 OFF | OFF | oFF | oFF | OFF
0xc0,0xal TLS_RSA WITH_AES_256_CCM_8 OFF | OFF | OFE | OFF | OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_MD5 OFF | OFF | OFF | OFF | OFF
0x04,0x00,0x80 | SSL.RC2.CBC_128.CBC_EXPORT40_ WITH_MD5 OFF | OFF | oFF | OoFF | OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4_40_MD5 %\‘ : Z;\‘ : 408N : 408N " | oFF
0x00,0x06 TLS_RSA EXPORT WITH_.RC2_CBC_40_ MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA %N : ‘?7” : 4O7N : 4O7N " | oFF
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id IANA %52 = # g;ff: tls1.2 | tlsl.1 tls1.0 sslv3 sslv2
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1b TLS_SRP_SHA_RSA WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1c TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1e TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x1f TLS_SRP_SHA_DSS_WITH_AES_128_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x21 TLS_SRP_SHA_RSA WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x22 TLS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0xfF TLS_EMPTY_RENEGOTIATION_INFO_SCSV OFF | OFF | OFF | OFF | OFF
KT 7 H/VRORRENT 6.4.1 ZROZE,
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id IANA &2 -1 # # g;ff;( tls1.2 | tlsl.1 | ts1.0 | ssv3 | ssiv2
0x00,0x0c TLS_DH_DSS_WITH.DES_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x0d TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x0f TLS_DH_RSA_WITH_DES_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x10 TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x18 TLS_DH._anon WITH.RC4_128_MD5 oFf | oFF | oFr | OFF | OFF
0x00,0x1a TLS_DH_anon WITH.DES_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x31 TLS_DH_RSA_WITH_AES_128_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x36 TLS_DH_DSS_WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x37 TLS_DH_RSA_WITH_AES_256_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x3e TLS_DH_DSS_WITH_AES_128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x3f TLS_DH_RSA_WITH_AES_128 CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0x42 TLS_DH_DSS_WITH.CAMELLIA 128 CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x43 TLS_DH_RSA_WITH_CAMELLIA_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x46 TLS_DH_anon WITH.CAMELLIA_128.CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x68 TLS_DH_DSS_WITH_AES_256_CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0x69 TLS_DH_RSA WITH_AES_256_CBGC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128_CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0x85 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x86 TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x89 TLS_DH_anon WITH.CAMELLIA_256_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBG_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x98 TLS_DH_RSA_WITH_SEED_CBC_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0xa0 TLS_DH_RSA_WITH_AES_128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xal TLS_DH_RSA_WITH_ AES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xa4 TLS_DH_DSS_WITH_AES_128_GCM_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128_GCM_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 OFF | OFF | oFF | OFF | OFF
0x00,0xbb TLS_DH_DSS_WITH_CAMELLIA 128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xbo TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0xbf TLS_DH_anon WITH.CAMELLIA_128.CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0xc TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xc2 TLS_DH_RSA_WITH_CAMELLIA_256_CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0x00,0xc5 TLS_DH_anon WITH.CAMELLIA_256_CBC_SHA256 OFF | OFF | oFF | OFF | OFF
0xc0,0x3e TLS_DH_DSS_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x3f TLS_DH_DSS_WITH_ARIA_256_CBC_SHA384 OFF | OFF | oFF | OFF | OFF
0xc0,0x40 TLS_DH_RSA_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x41 TLS_DH_RSA_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x46 TLS_DH_anon WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
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id IANA %52 = # g;ff;( tls1.2 | tlsl.1 tls1.0 sslv3 sslv2
0xc0,0x47 TLS_DH_anon WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x54 TLS_DH_RSA_WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256 GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA_128.GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x7e TLS_DH_RSA_WITH_CAMELLIA 128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x7f TLS_.DH_RSA WITH.CAMELLIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x84 TLS_DH_anon WITH.CAMELLIA_128.GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0x0b TLS_DH_DSS_EXPORT_WITH.DES40_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x0e TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x17 TLS_DH_anon EXPORT_WITH_RC4.40_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x19 TLS_DH_anon EXPORT_WITH_DES40_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBG_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x15 TLS_DHE_RSA_WITH_DES_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x16 TLS_DHE_RSA_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x2d TLS_DHE_ PSK_WITH.NULL_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x33 TLS_DHE_RSA_WITH_AES_128_CBC_SHA A OFF | OFF | OFF | OFF | OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x39 TLS_DHE_RSA_WITH_AES_256_CBC_SHA D OFF | OFF | OFF | OFF | OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA 128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x45 TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA A OFF | OFF | OFF | OFF | OFF
0x00,0x67 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 A OFF | OFF | OFF | OFF | OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES 256 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0x6b TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 D OFF | OFF | OFF | OFF | OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x88 TLS_DHE_RSA_WITH_CAMELLIA 256 CBC_SHA D OFF | OFF | OFF | OFF | OFF
0x00,0x8¢ TLS_DHE_PSK_WITH_RC4_128_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x90 TLS_DHE_PSK WITH AES_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x91 TLS_DHE_PSK_WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x9a TLS_DHE_RSA_WITH_SEED_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x9 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 A OFF | OFF | OFF | OFF | OFF
0x00,0x9f TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 D OFF | OFF | OFF | OFF | OFF
0x00,0xa2 TLS_DHE_DSS_WITH_AES_128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xa3 TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xaa TLS_DHE_PSK_WITH_AES _128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xab TLS_DHE_PSK_WITHAES_256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0x00,0xb2 TLS_DHE_PSK WITH_AES_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0x00,0xb3 TLS_DHE_PSK_WITH_AES_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
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0x00,0xb4 TLS_DHE_PSK_WITH_NULL_SHA256 OFF | oFF | OFF | OFF | OFE
0x00,0xb5 TLS_DHE_PSK_WITH_NULL_SHA384 OFF | oFF | OFF | OFF | OFE
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA 128 CBC_SHA256 OFE | oFF | OoFE | OoFF | OFF
0x00,0xbe TLS_DHE_RSA_ WITH_CAMELLIA_128.CBC_SHA256 A A OFF | OFF | OFF | OFF | OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA256 OFF | OFF | OFF | oFF | OFF
0x00,0xc4 TLS_DHE_RSA WITH_CAMELLIA 256_CBC_SHA256 D D OFF | OFF | OFF | OFF | OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x44 TLS_DHE_RSA WITH_ARIA 128 CBC_SHA256 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x45 TLS_DHE_RSA_WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x52 TLS_DHE_RSA_WITH_ARIA_128 GCM_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256_ GCM_SHA384 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x66 TLS_DHE_PSK_WITH_ARIA_128_CBC_SHA256 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x67 TLS_DHE_PSK_WITH_ARIA 256_CBC_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x6¢ TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x6d TLS_DHE_PSK_WITH_ARIA_256_GCM_SHA384 OFE | oFF | oFE | OoFF | OFF
0xc0,0x7c TLS_DHE_RSA_WITH_CAMELLIA_128_GCM_SHA256 A A OFF | OFF | OFF | OFF | OFF
0xc0,0x7d TLS_DHE_RSA_WITH_CAMELLIA_256_GCM_SHA384 D D OFF | OFF | OFF | OFF | OFF
0xc0,0x80 TLS_DHE_DSS_WITH_CAMELLIA 128 GCM_SHA256 OFE | oFF | oFE | OoFF | OFF
0xc0,0x81 TLS_DHE_DSS_WITH_CAMELLIA_256_GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA_128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x91 TLS_DHE_PSK_WITH_CAMELLIA 256 GCM_SHA384 OFE | oFF | oFE | OoFF | OFF
0xc0,0x96 TLS_DHE_PSK_WITH_CAMELLIA 128 CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x97 TLS_DHE_PSK_WITH_CAMELLIA_256_CBC_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x9 TLS_DHE_RSA WITH_AES_128 CCM OFF | oFF | oFF | oFF | OFF
0xc0,0x9f TLS_DHE_RSA_ WITH_AES_256_CCM OFF | oFF | OFF | OFF | OFE
0xc0,0xa2 TLS_DHE_RSA_ WITH_AES_128.CCM_8 OFF | oFF | OFF | OFF | OFE
0xc0,0xa3 TLS_DHE_RSA WITH_AES 256 CCM_8 OFF | oFF | oFF | oFF | OFF
0xc0,0xa6 TLS_DHE_PSK_WITH_AES_128_CCM OFF | oFF | OFF | OFF | OFE
0xc0,0xa7 TLS_DHE_PSK_WITH_AES_256_CCM OFF | oFF | OFF | OFF | OFE
0xc0,0xaa TLS_PSK_DHE WITH_AES_128 CCM_8 OFF | oFF | oFF | oFF | OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 OFF | oFF | OFF | OFF | OFE
0x00,0x11 TLS_DHE_DSS_EXPORT WITH_DES40_CBC_SHA OFF | OFF | OFF | oFF | OFF
0x00,0x14 TLS_DHE_RSA EXPORT WITH_ DES40_CBC_SHA OFE | oFF | oFE | OoFF | OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH.NULL_SHA OFF | oFF | OFF | OFF | OFE
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA OFF | oFF | oFF | oFF | OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES EDE_CBC_SHA OFE | oFF | oFE | OoFF | OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA ciEm | c&m | - OFF | OFF | OFF | OFF | OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA F&m | F&m | - OFF | OFF | OFF | OFF | OFF
0xc0,0x0b TLS_ECDH_RSA WITH_NULL_SHA OFF | oFF | oFF | oFF | OFF
0xc0,0x0c TLS_ECDH_RSA_WITH_RC4_128_SHA OFF | oFF | OFF | OFF | OFE
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA OFF | oFF | oFF | oFF | OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128 CBC_SHA CEMm | CEmM | - OFF | OFF | OFF | OFF | OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES 256 CBC_SHA Fi&gm | F&m | - OFF | OFF | OFF | OFF | OFF
0xc0,0x15 TLS_ECDH _anon_WITH_NULL_SHA OFF | oFF | oFF | oFF | OFF
0xc0,0x16 TLS_ECDH _anon_WITH_RC4_128_SHA OFF | oFF | oFF | oFF | OFF
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0xc0,0x17 TLS_ECDH_anon_ WITH_3DES_EDE_CBC_SHA -—- OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH _anon WITH_AES_128 CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256_ CBC_SHA OFF | OFF | oFF | oFF | OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 C & C & -—- OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Fi&hn Fi&hn -—- OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA_WITH_AES_128 CBC_SHA256 CiBfn CiBfn --- OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 Fi&hn Fi&hn -—- OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 Ci&m C & -—- OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 Fi&hn Fi&hn --- OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 C & C &M -—- OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 Fi&hn Fi&hn -—- OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITHARIA_ 128 CBC_SHA256 OFF | OFF | oFF | oFF | OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH_ARIA_256_CBC_SHA384 -—- OFF OFF OFF OFF OFF
0xc0,0x4e TLS_ECDH_RSA_WITH_ARIA_128_CBC_SHA256 -—- OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA_256_CBC_SHA384 OFF | OFF | oFF | oFF | OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH_ARIA_128_GCM_SHA256 -—- OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA_256_GCM_SHA384 -—- OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITHARIA_128_GCM_SHA256 OFF | OFF | oFF | oFF | OFF
0xc0,0x63 TLS_ECDH_RSA_WITH_ARIA_256_GCM_SHA384 -—- OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA_128_ CBC_SHA256 C & C & -—- OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256_CBC_SHA384 Fi&hn Fi&hn --- OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA_WITH_CAMELLIA_128_CBC_SHA256 C & C & -—- OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA_WITH_CAMELLIA_256_CBC_SHA384 Fi&hn Fi&hn -—- OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_CAMELLIA_128 GCM_SHA256 CiBfn CiBfn --- OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH_CAMELLIA 256_GCM_SHA384 Fi&hn Fi&hn -—- OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA_WITH_CAMELLIA_128_.GCM_SHA256 C & C & -—- OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA_WITH_CAMELLIA_256_GCM_SHA384 Fi&hn Fi&hn --- OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH_NULL_SHA OFF | oFF | oFF | oFF | OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RC4.128_SHA OFF | OFF | oFF | OFF | OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA OFF | OFF | oFF | oFfF | OFF
0xc0,0x09 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA A B A B -—- OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA D&M D&M --- OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH_NULL_SHA - OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA_ WITH_RC4_128_SHA OFF | oFF | oFF | oFF | OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA OFF | OFF | oFF | oFF | OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128.CBC_SHA ABM | AjBSD Zrelc P25 | oN ON ON OFF | OFF
0xc0,0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA D&M D&M Z?fpzs ON ON ON OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 A B A B -—- OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 D&M D&M --- OFF OFF OFF OFF OFF
0xc0,0x27 TLS.ECDHE_RSA_WITH_AES. 128 CBC_SHA256 A | A erelcpzs ON | OFF | oFF | oFF | OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 D&M D&M -—- OFF OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 REMN ABm ABm -—- OFF OFF OFF OFF OFF
0xc0,0x2¢c TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 & D&M D&M --- OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 REMN A B ABm -—- OFF OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA384 d&mn D&M D&M -—- OFF OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4.128_SHA OFF | OFF | oFF | OFF | OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA -—- OFF OFF OFF OFF OFF
0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA -—- OFF OFF OFF OFF OFF
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0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128.CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x38 TLS_ECDHE_PSK_WITH_AES_256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x39 TLS_ECDHE_PSK_WITH.NULL_SHA OFF | OFF | OFF | OFF | OFF
0xc0,0x3a TLS_ECDHE_PSK_WITH_NULL_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x3b TLS_ECDHE_PSK_WITH_NULL_SHA384 OFF | OFF | oFF | oFF | OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITHARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITHARIA 256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x4c TLS_ECDHE_RSA_WITH_ARIA_128 CBC_SHA256 OFF | OFF | oFF | oFF | OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA_256_CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x5d TLS_ECDHE_ECDSA_WITH_ARIA 256 GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0x72 TLS_ECDHE_ECDSA WITH_CAMELLIA 128 CBG_SHA256 A | A | - OFF | OFF | OFF | OFF | OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256_CBC_SHA384 D&M | D&M | - OFF | OFF | OFF | OFF | OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA 128 CBG_SHA256 A | A | - OFF | OFF | OFF | OFF | OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256 CBC_SHA384 D&M | D&M | --- OFF | OFF | OFF | OFF | OFF
0xc0,0x86 TLS_ECDHE_ECDSA WITH_CAMELLIA_128 GCM_SHA256 | &M | A& | A&m | - OFF | OFF | OFF | OFF | OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 GCM_SHA384 | ci&fn | D&M | D&M | - OFF | OFF | OFF | OFF | OFF
0xc0,0x8a TLS_ECDHE_RSA WITH_CAMELLIA 128 GCM_SHA256 gem | A | Agm | - OFF | OFF | OFF | OFF | OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256 GCM_SHA384 dBfm | D&M | D&M | - OFF | OFF | OFF | OFF | OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA_128_CBC_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x9b TLS_ECDHE_PSK_WITH_CAMELLIA 256 CBC_SHA384 OFF | OFF | OFF | OFF | OFF
0xc0,0xac TLS_ECDHE_ECDSA_ WITH AES_128.CCM OFF | OFF | oFF | oFF | OFF
0xc0,0xad TLS_ECDHE_ECDSA WITHAES_256_ CCM OFF | OFF | OFF | OFF | OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH.AES_128 CCM_8 OFF | OFF | OFF | OFF | OFF
0xc0,0xaf TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 OFF | OFF | OFF | OFF | OFF
0x00,0x1e TLS_KRBS5_WITH_DES_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x20 TLS_KRBS5_WITH_RC4_128_SHA OFF | OFF | oFF | oFfF | OFF
0x00,0x21 TLS_KRBS5_WITH_IDEA_CBC_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x22 TLS_KRBS5_WITH_DES_CBC_MD5 OFF | OFF | oFF | oFF | OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x24 TLS_KRBS5_WITH_RC4_128 MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x25 TLS_KRBS5_WITH_IDEA_CBC_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x26 TLS_KRB5_EXPORT WITH_DES_CBC_40_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA OFF | OFF | OFF | OFF | OFF
0x00,0x28 TLS_KRBS5_EXPORT WITH_RC4_40_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x29 TLS_KRBS5_EXPORT_WITH_DES_CBC_40_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 OFF | OFF | OFF | OFF | OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 OFF | OFF | oFF | oFF | OFF
0x00,0x00 TLS_NULL WITH_NULL NULL OFF | OFF | OFF | OFF | OFF
0x00,0x2c TLS_PSK_WITH.NULL_SHA OFF | OFF | oFF | OFF | OFF
0x00,0x8a TLS_PSK_WITH.RC4_128_SHA OFF | OFF | oFF | oFF | OFF
0x00,0x8b TLS_PSK_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | OFF | OFF
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0x00,0x8¢ TLS_PSK_WITH_AES_128_CBC_SHA OFF | oFF | OFF | OFF | OFE
0x00,0x8d TLS_PSK_WITH_AES_256_CBC_SHA OFF | oFF | OFF | OFF | OFE
0x00,0xa8 TLS_PSK WITH_AES_128_GCM_SHA256 OFE | oFF | OoFE | OoFF | OFF
0x00,0xa9 TLS_PSK_WITH_AES_256_GCM_SHA384 OFF | oFF | OFF | OFF | OFE
0x00,0xae TLS_PSK_WITH_AES_128_CBC_SHA256 OFF | oFF | OFF | OFF | OFE
0x00,0xaf TLS_PSK WITH_AES_256_CBC_SHA384 OFF | oFF | oFF | oFF | OFF
0x00,0xb0 TLS_PSK_WITH_NULL_SHA256 OFF | oFF | OFF | OFF | OFE
0x00,0xb1 TLS_PSK_WITH_NULL_SHA384 OFF | oFF | OFF | OFF | OFE
0xc0,0x64 TLS_PSK_ WITH_ARIA 128 CBC_SHA256 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x65 TLS_PSK_WITH_ARIA 256 CBC_SHA384 OFF | oFF | OFF | OFF | OFE
0xc0,0x6a TLS_PSK_WITH_ARIA_128_ GCM_SHA256 OFF | oFF | OFF | OFF | OFE
0xc0,0x6b TLS_PSK WITH_ARIA 256_ GCM_SHA384 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x8e TLS_PSK_WITH_CAMELLIA_128 GCM_SHA256 OFF | OFF | OFF | OFF | OFF
0xc0,0x8f TLS_PSK_WITH_CAMELLIA 256 GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x94 TLS_PSK WITH_CAMELLIA 128 CBC_SHA256 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x95 TLS_PSK_WITH_CAMELLIA 256 CBC_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0xa4 TLS_PSK_WITH_AES_128.CCM OFF | oFF | OFF | OFF | OFE
0xc0,0xa5 TLS_PSK WITH_AES_ 256 CCM OFF | oFF | oFF | oFF | OFF
0xc0,0xa8 TLS_PSK_WITH_AES_128.CCM_8 OFF | oFF | OFF | OFF | OFE
0xc0,0xa9 TLS_PSK_WITH_AES_256_CCM_8 OFF | oFF | OFF | OFF | OFE
0x01,0x00,0x80 | SSL_RC4_128 WITH MD5 OFF | oFF | oFF | oFF | ON
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC_WITH_MD5 OFF | oFF | OFF | OFF | ON
0x05,0x00,0x80 | SSL_IDEA 128 CBC_ WITH.MD5 OFF | oFF | oFF | oFF | OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH.MD5 OFF | oFF | oFF | OoFF | ON
0x07,0x00,0xc0 | SSL_DES_192 EDE3_CBC_WITH_MD5 OFF | oFF | OFF | OFF | ON
0x00,0x01 TLS_RSA WITH NULL_MD5 OFF | oFF | oFF | oFF | OFF
0x00,0x02 TLS_RSA WITH NULL_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x04 TLS_RSA_WITH_RC4_128 MD5 ON ON ON ON OFF
0x00,0x05 TLS_RSA WITH_RC4 128 SHA ON ON ON ON OFF
0x00,0x07 TLS_RSA WITH IDEA CBC_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA OFF | ON ON ON OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC SHA ON ON ON ON OFF
0x00,0x2e TLS_RSA PSK_WITH NULL_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x2f TLS_RSA_WITH_AES_128_CBC_SHA B ON ON ON OFF | OFF
0x00,0x35 TLS_RSA WITH_AES 256 CBC_SHA E ON ON ON OFF | OFF
0x00,0x3b TLS_RSA WITH_NULL_SHA256 OFF | oFF | oFF | oFF | OFF
0x00,0x3c TLS_RSA_WITH_AES_128_CBC_SHA256 B ON OFF | OFF | OFF | OFF
0x00,0x3d TLS_RSA WITH_AES 256 CBC_SHA256 E ON OFF | OFF | OFF | OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA 128 CBC_SHA B OFF | OFF | OFF | OFF | OFF
0x00,0x84 TLS_RSA_WITH_CAMELLIA 256 CBC_SHA E OFF | OFF | OFF | OFF | OFF
0x00,0x92 TLS_RSA PSK_WITH RC4 128 SHA OFF | oFF | oFF | oFF | OFF
0x00,0x93 TLS_RSA _PSK_WITH_3DES_EDE_CBC_SHA OFE | oFF | oFE | OoFF | OFF
0x00,0x94 TLS_RSA_PSK_WITH_AES_128.CBC_SHA OFF | oFF | OFF | OFF | OFE
0x00,0x95 TLS_RSA_PSK_WITH AES_256_CBC_SHA OFE | oFF | oFE | OoFF | OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA OFF | oFF | oFF | oFF | OFF
0x00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 B OFF | OFF | OFF | OFF | OFF
0x00,0x9d TLS_RSA WITH AES_256_GCM_SHA384 E OFF | OFF | OFF | OFF | OFF
0x00,0xac TLS_RSA PSK_ WITH_AES_128 GCM_SHA256 OFE | oFF | oFE | OoFF | OFF
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0x00,0xad TLS_RSA_PSK_WITH_AES_256_GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0x00,0xb6 TLS_RSA_PSK_WITH_AES_128_CBC_SHA256 OFF | OFF | OFF | oFF | OFF
0x00,0xb7 TLS_RSA _PSK_WITH AES_256_CBC_SHA384 OFE | oFF | OoFE | OoFF | OFF
0x00,0xb8 TLS_RSA_PSK_WITH_NULL_SHA256 OFF | oFF | OFF | OFF | OFE
0x00,0xb9 TLS_RSA_PSK_WITH_NULL_SHA384 OFF | oFF | OFF | OFF | OFE
0x00,0xba TLS_RSA WITH_CAMELLIA 128 CBC_SHA256 B OFF | OFF | OFF | OFF | OFF
0x00,0xc0 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 E OFF | OFF | OFF | OFF | OFF
0xc0,0x3c TLS_RSA_WITH_ARIA_128 CBC_SHA256 OFF | oFF | OFF | OFF | OFE
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 OFF | oFF | oFF | oFF | OFF
0xc0,0x50 TLS_RSA_WITH_ARIA_128 GCM_SHA256 OFF | oFF | OFF | OFF | OFE
0xc0,0x51 TLS_RSA_WITH_ARIA 256 GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x68 TLS_RSA_PSK_ WITH_ARIA 128 CBC_SHA256 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x69 TLS_RSA_PSK_WITH_ARIA 256 CBC_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x6e TLS_RSA_PSK_WITH_ARIA_128_GCM_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x6f TLS_RSA PSK_ WITH_ARIA 256 GCM_SHA384 OFE | oFF | OoFE | OoFF | OFF
0xc0,0x7a TLS_RSA_WITH_CAMELLIA_128.GCM_SHA256 B OFF | OFF | OFF | OFF | OFF
0xc0,0x7b TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384 E OFF | OFF | OFF | OFF | OFF
0xc0,0x92 TLS_RSA PSK WITH_CAMELLIA_ 128 GCM_SHA256 OFE | oFF | oFE | OoFF | OFF
0xc0,0x93 TLS_RSA_PSK_WITH_CAMELLIA 256 GCM_SHA384 OFF | OFF | OFF | oFF | OFF
0xc0,0x98 TLS_RSA_PSK_WITH_CAMELLIA 128 CBC_SHA256 OFF | OFF | OFF | oFF | OFF
0xc0,0x99 TLS_RSA PSK_ WITH_CAMELLIA 256 CBC_SHA384 OFE | oFF | oFE | OoFF | OFF
0xc0,0x9¢ TLS_RSA_WITH_AES_128.CCM OFF | oFF | OFF | OFF | OFE
0xc0,0x9d TLS_RSA_WITH_AES_256_CCM OFF | oFF | OFF | OFF | OFE
0xc0,0xa0 TLS_RSA WITH_AES_128.CCM_8 OFF | oFF | oFF | oFF | OFF
0xc0,0xal TLS_RSA_WITH_AES_256_CCM_8 OFF | oFF | OFF | OFF | OFE
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40_WITH.MD5 OFF | oFF | OFF | OFF | ON
0x04,0x00,0x80 | SSL_RC2 CBC_128 CBC_EXPORT40 WITH_MD5 OFF | OEFF | oFF | OFF | ON
0x00,0x03 TLS_RSA_EXPORT WITH_RC4_40_MD5 OFF | OFF | ON ON OFF
0x00,0x06 TLS_RSA_EXPORT WITH_RC2_CBC_40_MD5 OFF | OFF | ON ON OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA OFF | OFF | ON ON OFF
0xc0,0x1a TLS_SRP_SHA_WITH_3DES_EDE_CBC_SHA OFF | OFF | OFF | oFF | OFF
0xc0,0x1b TLS_SRP_SHA_ RSA WITH_3DES_EDE_CBC_SHA OFE | oFF | oFE | OoFF | OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA OFE | oFF | OoFE | OoFF | OFF
0xc0,0x1d TLS_SRP_SHA_WITH_AES_128_CBC_SHA OFF | oFF | OFF | OFF | OFE
0xc0,0xTe TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA OFE | oFF | oFE | OoFF | OFF
0xc0,0x1f TLS_SRP_SHA DSS_WITH_AES_128_CBC_SHA OFE | oFF | oFE | OoFF | OFF
0xc0,0x20 TLS_SRP_SHA_WITH_AES 256 CBC_SHA OFF | oFF | OFF | OFF | OFE
0xc0,0x21 TLS_SRP_SHA RSA WITH_AES 256 CBC_SHA OFE | oFF | oFE | OoFF | OFF
0xc0,0x22 TLS_SRP_SHA DSS_WITH_AES_256_CBC_SHA OFE | oFF | oFE | OoFF | OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV OFF | OFF | OFF | oFF | OFF
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0x00,0x0¢c TLS_DH_DSS_ WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0d TLS_DH_DSS WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0f TLS_DH_RSA_WITH_.DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x10 TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4_128_MD5 1024bit OFF OFF ON ON OFF
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x30 TLS_DH_DSS WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x31 TLS_DH_RSA_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x36 TLS_DH_DSS WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x37 TLS_DH_RSA_WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x3e TLS_DH_DSS WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x3f TLS_DH_RSA WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x42 TLS_DH_DSS_ WITH_CAMELLIA_128_ CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x43 TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_.CAMELLIA_128_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x68 TLS_DH_DSS WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x69 TLS_DH_RSA WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x85 TLS_DH_DSS WITH_CAMELLIA 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x86 TLS_DH_RSA_WITH_CAMELLIA_ 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH_.CAMELLIA 256_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x97 TLS_DH_DSS WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x98 TLS_DH_RSA_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0xa0 TLS_DH_RSA_WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xat TLS_DH_RSA WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xbb TLS_DH_DSS WITH_CAMELLIA_ 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xbc TLS_DH_RSA_ WITH_CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_.CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS WITH_CAMELLIA 256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xc2 TLS_DH_RSA_ WITH_CAMELLIA 256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_.CAMELLIA_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3e TLS_DH_DSS WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x3f TLS_DH_DSS_WITH_ARIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA_WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x41 TLS_DH_RSA_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
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0xc0,0x46 TLS_DH_anon WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x47 TLS_DH_anon WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT WITH DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0¢ TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 _40_MD5 512bit OFF OFF ON ON OFF
0x00,0x19 TLS_DH_anon EXPORT WITH_DES40_CBC_SHA 512bit OFF OFF ON ON OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x2d TLS_DHE_PSK_ WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A 1024bit OFF OFF ON ON OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_ CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_ CBC_SHA D 1024bit OFF OFF ON ON OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128.CBC_SHA A 1024bit OFF OFF ON ON OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A -— OFF OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_ CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_ CBC_SHA256 D — OFF OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256_ CBC_SHA D 1024bit OFF OFF ON ON OFF
0x00,0x8e TLS_DHE_PSK_ WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA 1024bit OFF OFF ON ON OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A — OFF OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D -— OFF OFF OFF OFF OFF
0x00,0xa2 TLS_DHE DSS_WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE_DSS_WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK_ WITH_AES_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
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0x00,0xb3 TLS_DHE_PSK WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb4 TLS_.DHE_PSK WITH_.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb5 TLS_.DHE_PSK_WITH_.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A A — OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA256 D D — OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA_ WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE DSS_WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK WITH_ARIA_128_CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK WITH_ARIA 256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6c TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x6d TLS_.DHE_PSK WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH.CAMELLIA_ 128 GCM_SHA256 A A — OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA_ WITH_CAMELLIA 256 GCM_SHA384 D D — OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE DSS_WITH.CAMELLIA_ 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE DSS_WITH.CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA_128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK WITH_CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x96 TLS_.DHE_PSK WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK_WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9e TLS_DHE_RSA WITH_AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA WITH_AES_256_GCM — OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA_ WITH_AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_.DHE_PSK WITH_AES_128 GCM — OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK_WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_ CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH_DES40_GBC_SHA 512bit OFF OFF ON ON OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA — OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_ CBC_SHA ci&m | c&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA WITH_.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x0¢ TLS_ECDH_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128_CBC_SHA ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_EGDH_anon WITH_NULL_SHA — OFF OFF OFF OFF OFF
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0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x18 TLS_EGDH_anon WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256 CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA WITH_AES_128 CBC_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH_AES_256_CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH_AES_128_GCM_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256_ GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4e TLS_ECDH_RSA_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA WITH_ARIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA_128 CBC_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256 CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA WITH_CAMELLIA_128_CBG_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA_ WITH_CAMELLIA 256 CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH.CAMELLIA 128 GCM_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH.CAMELLIA 256 GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA_ WITH_CAMELLIA 128 GCM_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA WITH_CAMELLIA 256_GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITHNULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH_NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA AEhD | ABm | — OFF OFF OFF OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_ CBC_SHA D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBG_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_ CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH AES_128_.GCM_SHA256 BEM | A | AEMD | — OFF OFF OFF OFF OFF
0xc0,0x2¢ TLS_ECDHE_ECDSA_WITH_AES_256_ GCM_SHA384 aBfn | D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_.GCM_SHA256 BEM | A | AEM | — OFF OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 céfn | Di&hn | DM | — OFF OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
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0xc0,0x35 TLS_ECDHE_PSK_ WITH_AES_128 GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256 CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_ WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK_WITH_NULL_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK WITH_NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_ WITH_ARIA 256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA_ WITH_CAMELLIA_128 CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA_128_CBC_SHA256 AEhD | ABm | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA_ WITH_CAMELLIA 256 CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ECDSA WITH CAMELLIA 128 GCM_SHA256 | B&#n | A& | A&m | — OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH CAMELLIA 256 GCM_SHA384 | ci&fn | D&M | Diégm | — OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA_WITH_CAMELLIA_128.GCM_SHA256 BEM | A | AEMI | — OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256_GCM_SHA384 céfn | Di&hn | DM | — OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK WITH_CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK_WITH_CAMELLIA 256 CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH_AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_.DES_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT_WITH_DES_CBG_40_SHA — OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT_WITH_RC4_40_SHA — OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT_WITH_DES_CBG_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x00 TLS.NULL_WITH.NULL_NULL — OFF OFF OFF OFF OFF
0x00,0x2¢ TLS_PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x8a TLS_PSK_WITH.RC4_128_SHA — OFF OFF OFF OFF OFF
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0x00,0x8b TLS_PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK_ WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK_ WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK_ WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK_ WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_ WITH.NULL_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK_ WITH.NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK WITH.CAMELLIA_128_ GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK_ WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK_ WITH.CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK_ WITH_AES_128.CCM -— OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_ WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_ WITH_AES_128.CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_ WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH_MD5 -— OFF OFF OFF OFF ON

0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC_WITH_MD5 — OFF OFF OFF OFF ON

0x05,0x00,0x80 | SSL_IDEA 128 CBC WITH_MD5 — OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH_MD5 -— OFF OFF OFF OFF ON

0x07,0x00,0xc0 | SSL_DES_192 EDE3 CBC_WITH_MD5 -— OFF OFF OFF OFF ON

0x00,0x01 TLS_RSA WITH.NULL MD5 — OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH.NULL SHA -— OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 — OFF OFF ON ON OFF
0x00,0x05 TLS_RSA WITH_RC4_128_SHA — OFF OFF ON ON OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA — OFF OFF ON ON OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF ON ON OFF
0x00,0x2¢ TLS_RSA PSK WITH.NULL_SHA -— OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_.CBC_SHA B — OFF OFF ON ON OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E — OFF OFF ON ON OFF
0x00,0x3b TLS_RSA WITH.NULL SHA256 -— OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128_ CBC_SHA256 B -— OFF OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_ CBC_SHA256 E — OFF OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA_128_ CBC_SHA B -— OFF OFF ON ON OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256_ CBC_SHA E — OFF OFF ON ON OFF
0x00,0x92 TLS_RSA PSK_ WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA PSK WITH_AES_128.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA -— OFF OFF ON ON OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B -— OFF OFF OFF OFF OFF
0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E — OFF OFF OFF OFF OFF
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0x00,0xac TLS_RSA PSK WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA PSK WITH_AES_256_ GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128.CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK_ WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH.NULL_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA_128_ CBC_SHA256 B -— OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256 CBC_SHA256 E -— OFF OFF OFF OFF OFF
0xc0,0x3¢ TLS_RSA WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK_ WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA_ 128 GCM_SHA256 B -— OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E -— OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA PSK WITH_.CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_.CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK WITH.CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK WITH.CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128_CCM -— OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128_CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_.MD5 — OFF OFF OFF OFF ON

0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40 WITH_MD5 -— OFF OFF OFF OFF ON

0x00,0x03 TLS_RSA EXPORT WITH_RC4_40_MD5 -— OFF OFF ON ON OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 — OFF OFF ON ON OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA -— OFF OFF ON ON OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1e TLS_SRP_SHA_RSA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA_RSA WITH_AES_256 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS_WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV — OFF OFF OFF OFF OFF
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0x00,0x0¢c TLS_DH_DSS_ WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0d TLS_DH_DSS WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0f TLS_DH_RSA_WITH_.DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x10 TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4_128_MD5 -— OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x30 TLS_DH_DSS WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x31 TLS_DH_RSA_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x36 TLS_DH_DSS WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x37 TLS_DH_RSA_WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x3e TLS_DH_DSS WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x3f TLS_DH_RSA WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x42 TLS_DH_DSS_ WITH_CAMELLIA_128_ CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x43 TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_.CAMELLIA_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x69 TLS_DH_RSA WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x85 TLS_DH_DSS WITH_CAMELLIA 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x86 TLS_DH_RSA_WITH_CAMELLIA_ 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH_.CAMELLIA 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x98 TLS_DH_RSA_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xa0 TLS_DH_RSA_ WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xat TLS_DH_RSA WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xbb TLS_DH_DSS WITH_CAMELLIA_ 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xbc TLS_DH_RSA_ WITH_CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_.CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS WITH_CAMELLIA 256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xc2 TLS_DH_RSA WITH_CAMELLIA 256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_.CAMELLIA_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3e TLS_DH_DSS WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x3f TLS_DH_DSS_WITH_ARIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA_WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x41 TLS_DH_RSA_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
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0xc0,0x46 TLS_DH_anon WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x47 TLS_DH_anon WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT WITH DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0¢ TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 _40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x2d TLS_DHE_PSK_ WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A -— OFF OFF OFF OFF OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_ CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_ CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128.CBC_SHA A — OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A -— OFF OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_ CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_ CBC_SHA256 D — OFF OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256_ CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x8e TLS_DHE_PSK_ WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A — OFF OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D -— OFF OFF OFF OFF OFF
0x00,0xa2 TLS_DHE_DSS_WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE_DSS_WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK_ WITH_AES_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
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0x00,0xb3 TLS_DHE_PSK WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb4 TLS_.DHE_PSK WITH_.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb5 TLS_.DHE_PSK_WITH_.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A A — OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA256 D D — OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA_ WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE DSS_WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK WITH_ARIA_128_CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK WITH_ARIA 256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6c TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x6d TLS_.DHE_PSK WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH.CAMELLIA_ 128 GCM_SHA256 A A — OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA_ WITH_CAMELLIA 256 GCM_SHA384 D D — OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE DSS_WITH.CAMELLIA_ 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE DSS_WITH.CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA_128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK WITH_CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x96 TLS_DHE_PSK WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK_WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9e TLS_DHE_RSA WITH_AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA WITH_AES_256_GCM — OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA_ WITH_AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_.DHE_PSK WITH_AES_128 GCM — OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK_WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_ CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH_DES40_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH.NULL SHA — OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA — OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_ CBC_SHA ci&m | c&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA WITH_.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x0¢ TLS_ECDH_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128_CBC_SHA ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_EGDH_anon WITH_NULL_SHA — OFF OFF OFF OFF OFF
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0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128 CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256 CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH AES_128_CBC_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITHAES_256_CBC_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA WITH AES_128 CBG_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH AES_256 CBG_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITHAES_128_GCM_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH AES_256_GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH AES_128_GCM_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256_GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITHARIA_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xde TLS_ECDH_RSA_ WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH ARIA_128.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITH ARIA_128_GGM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA WITH_ARIA 256_GGM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA 128 CBG_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256 CBG_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA WITH_CAMELLIA 128 CBC_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA WITH_CAMELLIA 256_CBC_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_ CAMELLIA 128 GGM_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH_ CAMELLIA 256.GGM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA WITH_CAMELLIA 128 GCM_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA WITH_GAMELLIA 256 GCM_SHA384 Fim | Fm | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA AEm | A | — OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_ CBC_SHA D& | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA Aehn | AsBA Te°”256' ON:8 | OFF ON:7 | ON:7 | OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_ AES_256 CBG_SHA D&M | Di&m Te°”256' ON:9 | OFF ON:8 | ON:8 | OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES._128 CBG_SHA256 Aem | AsEm | — OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_ CBG_SHA384 D&t | Digm | — OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128 CBG_SHA256 ABID | AsEfD 7“"256' ON:10 | OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES 256 CBC_SHA384 D&M | Di&Am 7“"256' ON:11 | OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 gem | Agm | Aem | — OFF OFF OFF OFF OFF
0xc0,0x2c TLS_ECDHE_ECDSA WITH AES_256_GCM_SHA384 agmm | D:&m | DEm | — OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 BEM | A | A& Te°”256' ON:12 | OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 dém | Di&m | Di&m Te°”256' ON:13 | OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
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0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE PSK_WITH_AES_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_ WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_ WITH_.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK WITH_NULL_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK WITH_NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA WITH_CAMELLIA 128 CBC_SHA256 AEhD | ABm | — OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 CBC_SHA384 D&M | DM | — OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA_ WITH_CAMELLIA_128_CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256 CBC_SHA384 D&M | DM | — OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ECDSA WITH CAMELLIA 128 GCM_SHA256 | B&#n | A& | A&m | — OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH_ CAMELLIA 256 GCM_SHA384 | ci&fn | D&M | Di&m | — OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA WITH_CAMELLIA 128 GCM_SHA256 BEM | A | AEMD | — OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256_GCM_SHA384 céfn | Di&hn | DM | — OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA 128 CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_.DES_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_ CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT_WITH_RC4_40_SHA — OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT_WITH_DES_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x00 TLS.NULL WITH.NULL NULL — OFF OFF OFF OFF OFF
0x00,0x2c TLS_PSK_WITH.NULL_SHA — OFF OFF OFF OFF OFF
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0x00,0x8a TLS_PSK_ WITH_RC4_128 SHA -— OFF OFF OFF OFF OFF
0x00,0x8b TLS_PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK_ WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK_ WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_ WITH.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK WITH.NULL_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK_ WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK_ WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK_ WITH.CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK_ WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK WITH_CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK_ WITH_AES_128.CCM -— OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_ WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_ WITH_AES_128_ CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_ WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH.MD5 — OFF OFF OFF OFF OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC_WITH_MD5 — OFF OFF OFF OFF OFF
0x05,0x00,0x80 | SSL_IDEA 128 CBC WITH_MD5 -— OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH_MD5 — OFF OFF OFF OFF OFF
0x07,0x00,0xc0 | SSL_DES_192 EDE3 CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA WITH.NULL MD5 -— OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH.NULL SHA — OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 — ON:1 OFF ON:1 ON:1 OFF
0x00,0x05 TLS_RSA WITH_RC4_128 SHA -— ON:2 OFF ON:2 ON:2 OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA — OFF OFF ON:3 ON:3 OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA -— ON:3 OFF ON:4 ON:4 OFF
0x00,0x2e TLS_RSA PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_.CBC_SHA B — ON:4 OFF ON:5 ON:5 OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E -— ON:5 OFF ON:6 ON:6 OFF
0x00,0x3b TLS_RSA WITH NULL SHA256 — OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128_ CBC_SHA256 B -— ON:6 OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_CBC_SHA256 E -— ON:7 OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA 128 .CBC_SHA B — OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256 CBC_SHA E — OFF OFF OFF OFF OFF
0x00,0x92 TLS_RSA PSK WITH_RC4_128 SHA -— OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK_ WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA PSK WITH_AES_128.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B -— OFF OFF OFF OFF OFF
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0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E -— OFF OFF OFF OFF OFF
0x00,0xac TLS_RSA PSK WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA PSK_ WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128_.CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK_ WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA_128_ CBC_SHA256 B -— OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256_CBC_SHA256 E -— OFF OFF OFF OFF OFF
0xc0,0x3¢ TLS_RSA WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK_WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA 128 GCM_SHA256 B -— OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E -— OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA PSK WITH_.CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK WITH_.CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128_.CCM -— OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128_CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES 256 CCM_8 -— OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_MD5 -— OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40 WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4 40_MD5 — OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0xle TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS_ WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA RSA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV -— OFF OFF OFF OFF OFF
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0x00,0x0c TLS_DH_DSS WITH.DES_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x0d TLS_DH_DSS WITH_3DES_EDE_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x0F TLS_DH_RSA WITH DES_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x10 TLS_DH_RSA WITH_3DES_EDE_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x000x18 TLS_DH_anon WITH_RG4_128.MD5 — OFF | OFF | OFF | OFF | OFF
0x00,0xTa TLS_DH_anon WITH_DES_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x30 TLS_DH_DSS WITH_AES_128_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x31 TLS_DH_RSA WITH AES_128_CBG_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x34 TLS_DH_anon WITH_AES_128.CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x36 TLS_DH_DSS WITH_AES 256 CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x37 TLS_DH_RSA_WITH_AES 256 CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x000x3a TLS_DH_anon WITH_AES_256.CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x000x3e TLS_DH_DSS WITH_AES_128.CBOC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0x3F TLS_DH_RSA WITH_AES_128_CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0x42 TLS_DH_DSS WITH_CAMELLIA_128_.CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x43 TLS_DH_RSA WITH.CAMELLIA_128_.CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x46 TLS_DH_anon WITH_.CAMELLIA_128.CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x68 TLS_DH_DSS WITH_AES 256.CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0x69 TLS_DH_RSA WITH_AES 256 CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0x60 TLS_DH_anon WITH_AES_128_CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0x6d TLS_DH_anon WITH_AES 256 CBO_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0x85 TLS_DH_DSS WITH_CAMELLIA 256 CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x86 TLS_DH_RSA WITH.CAMELLIA 256 CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x89 TLS_DH_anon WITH_CAMELLIA 256 CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x87 TLS_DH_DSS WITH_SEED_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x88 TLS_DH_RSA WITH_SEED_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA — OFF | OFF | OFF | OFF | OFF
0x00,0xa0 TLS_DH_RSA_WITH_AES_128_GCM_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0xal TLS_DH_RSA WITH_AES 256 GCM_SHA384 — OFF | OFF | OFF | OFF | OFF
0x00,0xa4 TLS_DH_DSS WITH_AES_128_GCM_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0xab TLS_DH_DSS WITH_AES 256 GOM_SHA384 — OFF | OFF | OFF | OFF | OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128_GCM_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0xa7 TLS_DH_anon WITH_AES._256.GOM_SHA384 — OFF | OFF | OFF | OFF | OFF
0x00,0xbb TLS_DH_DSS WITH.CAMELLIA_128 CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0xbo TLS_DH_RSA_WITH CAMELLIA 128 CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,06F TLS_DH_anon WITH_CAMELLIA_128.CBC_SHAZ56 — OFF | OFF | OFF | OFF | OFF
0x000xc1 TLS_DH_DSS WITH.GAMELLIA_256.CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0x02 TLS_DH_RSA_WITH CAMELLIA 256 CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00,0xc5 TLS_DH_anon WITH.CAMELLIA 256_CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0xc0.0x3e TLS_DH_DSS WITH_ARIA_128 CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0x00.0x3F TLS_DH_DSS WITH_ARIA 256 CBC_SHA384 — OFF | OFF | OFF | OFF | OFF
0xc0.0x40 TLS_DH_RSA_WITH_ARIA_128 CBC_SHAZ56 — OFF | OFF | OFF | OFF | OFF
0xc0.0x41 TLS_DH_RSA_WITH_ARIA 256 CBC_SHA384 — OFF | OFF | OFF | OFF | OFF
0x00,0x46 TLS_DH_anon WITH_ARIA_128 CBC_SHA256 — OFF | OFF | OFF | OFF | OFF
0xc0.0x47 TLS_DH_anon WITH_ARIA 256_CBC_SHA384 — OFF | OFF | OFF | OFF | OFF
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0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0e TLS_DH_RSA EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 40_MD5 — OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x2d TLS_DHE_PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE DSS_WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A — OFF OFF OFF OFF OFF
0x00,0x38 TLS_DHE DSS_WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_ 128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA A — OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A — OFF OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D — OFF OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_DHE_PSK_ WITH_RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK_ WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES 256 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A — OFF OFF OFF OFF OFF
0x00,0x9f TLS_DHE RSA WITH_AES_256_GCM_SHA384 D — OFF OFF OFF OFF OFF
0x00,0xa2 TLS_DHE DSS_WITH_AES_128_ GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE DSS_WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK_ WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK_ WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb3 TLS_DHE_PSK_ WITH_AES_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb4 TLS_DHE_PSK_ WITH_.NULL_SHA256 — OFF OFF OFF OFF OFF
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0x00,0xb5 TLS_DHE_PSK WITH_.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA_WITH_CAMELLIA_128_CBC_SHA256 A A — OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA_ WITH_CAMELLIA 256 CBC_SHA256 D D — OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA_256_ CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA_WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA WITH_ARIA 128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA_ WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK_WITH_ARIA_128_CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK_WITH_ARIA_256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6c TLS_DHE_PSK WITH_ARIA_128.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x6d TLS_DHE_PSK_WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA_ WITH_CAMELLIA 128_.GCM_SHA256 A A — OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA WITH.CAMELLIA 256_GCM_SHA384 D D — OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE_DSS_WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE_DSS_WITH_CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK WITH_GAMELLIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK_WITH_CAMELLIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x96 TLS_DHE_PSK_WITH_CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9e TLS_DHE_RSA_ WITH_AES_128_CCM — OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA_ WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA WITH_AES_128.CCM_ 8 — OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA_ WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_DHE_PSK_WITH_AES_128_CCM — OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK WITH_AES_256 GCM — OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH_NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_CBG_SHA ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBG_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA_ WITH_NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x0c TLS_ECDH_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128_CBC_SHA ciEmm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_ECDH_anon WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x16 TLS_ECDH_anon_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
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0xc0,0x18 TLS_ECDH_anon WITH_AES_128 GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 ciEmm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBGC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA_ WITH_AES_128_CBC_SHA256 ciémm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA_ WITH_AES_256_ CBC_SHA384 Fim | F&m | — OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_.GCM_SHA256 ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH_AES_128_ GCM_SHA256 ciEmm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256_GCM_SHA384 Figm | Fém | — OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITH_ARIA_128_ CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH_ARIA_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xde TLS_ECDH_RSA WITH_ARIA_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA_ WITH_ARIA_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA_ WITH_ARIA _128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA_ WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA_128_CBC_SHA256 ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256 CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA_ WITH_CAMELLIA 128_CBC_SHA256 ciEmm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA WITH_CAMELLIA 256 CBG_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_CAMELLIA_128_GGM_SHA256 ciemm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA_ WITH_CAMELLIA 256_GCM_SHA384 Fim | F&m | — OFF OFF OFF OFF OFF
0xc0,0x8c TLS_ECDH_RSA WITH_CAMELLIA_128_.GCM_SHA256 ciem | cam | — OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA_ WITH_CAMELLIA 256_GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBG_SHA AEM | ABM | secp256r | ON:1 OFF ON:1 [ ON:1 | OFF
1

0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA DB | D&M | secp256r | ON:2 | OFF ON:2 | ON:2 | OFF
1

0xc0,0x10 TLS_ECDHE_RSA WITH.NULL_SHA — OFF OFF OFF OFF OFF

0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF

0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF

0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA Al | A®m | — OFF OFF OFF OFF OFF

0xc0,0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA D&M | D&M | — OFF OFF OFF OFF OFF

0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 AEM | AEM | secp256r | ON:3 | OFF OFF OFF OFF
1

0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBG_SHA384 DM | D&M | secp256r | ON:4 | OFF OFF OFF OFF
1

0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 AEhn | Am | — OFF OFF OFF OFF OFF

0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF

0xc0,0x2b TLS_ECDHE_ECDSA WITH AES_128_.GCM_SHA256 BEM | ABM | ABI0 | secp256r | ON:5 | OFF OFF OFF OFF
1

0xc0,0x2¢ TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 aefn | DB | DB | secp256r | ON:6 | OFF OFF OFF OFF
1

0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_.GCM_SHA256 gem [ Agm | Al | — OFF OFF OFF OFF OFF

0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 cgm | Di&m | DM | — OFF OFF OFF OFF OFF

0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF

0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF

0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128 GBC_SHA — OFF OFF OFF OFF OFF
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0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256 CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE_PSK WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK_WITH_NULL_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK_WITH_NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA_ WITH_ARIA 128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA 128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_ CBC_SHA256 Al | Agm | — OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA_ WITH_CAMELLIA_256_ CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA_128_CBC_SHA256 AEhn | Am | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA_ WITH_CAMELLIA 256_CBC_SHA384 Di&m | D&M | — OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ECDSA WITH_CAMELLIA_128 GCM_SHA256 | &M | A&m | AEm | — OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH CAMELLIA 256 GCM_SHA384 | di&fn | D& | Di&m | — OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA_WITH_CAMELLIA_128.GCM_SHA256 Bgem | Agm | Alm | — OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA_WITH_CAMELLIA 256_GCM_SHA384 agm | D& | D&M | — OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK_WITH_CAMELLIA 256 CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH_AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH AES_256.CCM — OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH_AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH_.DES_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH.DES_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_GBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH.RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT_WITH_DES_CBG_40_SHA — OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT_WITH_RC4_40_SHA — OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT_WITH_DES_CBG_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x00 TLS.NULL_WITH.NULL_NULL — OFF OFF OFF OFF OFF
0x00,0x2¢ TLS_PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x8a TLS_PSK_WITH.RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x8b TLS_PSK_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
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0x00,0x8¢ TLS_PSK WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK_ WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK_ WITH_AES_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_ WITH_NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK WITH.NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK WITH.CAMELLIA_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK_ WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK_ WITH_CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK WITH.CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK WITH_AES_128 CCM -— OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_ WITH_AES_128_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_ WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH_MD5 — OFF OFF OFF OFF OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC WITH_MD5 — OFF OFF OFF OFF OFF
0x05,0x00,0x80 | SSL_IDEA 128 CBC_WITH_MD5 — OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH_MD5 — OFF OFF OFF OFF OFF
0x07,0x000xc0 | SSL_DES_192 EDE3.CBC_WITH_MD5 — OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA WITH_NULL MD5 — OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH.NULL SHA — OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x05 TLS_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x2¢ TLS_RSA PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_CBC_SHA B — OFF OFF OFF OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E — OFF OFF OFF OFF OFF
0x00,0x3b TLS_RSA WITH.NULL SHA256 — OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128_CBC_SHA256 B — OFF OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_CBC_SHA256 E — OFF OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA_128.CBC_SHA B — OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256 CBC_SHA E — OFF OFF OFF OFF OFF
0x00,0x92 TLS_RSA PSK WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK_ WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA PSK WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK_ WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B — OFF OFF OFF OFF OFF
0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E — OFF OFF OFF OFF OFF
0x00,0xac TLS_RSA PSK WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
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0x00,0xad TLS_RSA PSK WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128.CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK_ WITH_AES_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA_128.CBC_SHA256 B — OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256 CBC_SHA256 E — OFF OFF OFF OFF OFF
0xc0,0x3c TLS_RSA WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA_128_ GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA 128 GCM_SHA256 B — OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E -— OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA PSK WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_ CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK WITH_.CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK WITH_.CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128_CCM — OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128 CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_MD5 — OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40 WITH_ MD5 — OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x1e TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS_WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA_RSA WITH_AES_256 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS_WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV — OFF OFF OFF OFF OFF

T 7 AVRORET 6.7.12)S DL,

238




2.8 BiLH&4ERT Hitachi Load Balancer EL130

12 2.14-1 IANA TEZEINTZHEFBZAA—F~D3t)it

(B SERHERT

Hitachi Load Balancer EL130)

id IANA %52 = # #l n;;ff; tls1.2 | tlsl.1 tls1.0 sslv3 sslv2
0x00,0x0¢ TLS_DH_DSS_WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0d TLS_DH_DSS_WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0f TLS_.DH_RSA WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x10 TLS_.DH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_GBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x31 TLS_.DH_RSA WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x36 TLS_DH_DSS_WITH_AES_256 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x37 TLS_.DH_RSA WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x3e TLS_.DH_DSS_WITH_AES_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x3f TLS_.DH_RSA WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x42 TLS_.DH_DSS_WITH_CAMELLIA_ 128 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x43 TLS_.DH_RSA WITH.CAMELLIA_128_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_CAMELLIA_128_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS_WITH_AES 256 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x69 TLS_.DH_RSA WITH_AES_256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6c TLS_DH_anon WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x85 TLS_.DH_DSS_WITH_CAMELLIA 256 CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x86 TLS_.DH_RSA WITH.CAMELLIA 256_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH.CAMELLIA 256_CBG_SHA — OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x98 TLS_.DH_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0xa0 TLS_DH_RSA WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xaf TLS_.DH_RSA WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS_WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xab TLS_DH_anon WITH_AES_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbb TLS_.DH_DSS_WITH_CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbc TLS_DH_RSA WITH.CAMELLIA_128_CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_CAMELLIA_128.CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc2 TLS_DH_RSA WITH.CAMELLIA 256_CBGC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_CAMELLIA 256 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3e TLS_.DH_DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3f TLS_.DH_DSS_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA WITH_ARIA_128_ CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x41 TLS_.DH_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
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0xc0,0x46 TLS_DH_anon WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x47 TLS_DH_anon WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT WITH DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0¢ TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 _40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x2d TLS_DHE_PSK_ WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A -— OFF OFF OFF OFF OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_ CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_ CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128.CBC_SHA A — OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A -— OFF OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_ CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_ CBC_SHA256 D — OFF OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256_ CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x8e TLS_DHE_PSK_ WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A — OFF OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D -— OFF OFF OFF OFF OFF
0x00,0xa2 TLS_DHE DSS_WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE DSS_WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK_ WITH_AES_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
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0x00,0xb3 TLS_DHE_PSK WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb4 TLS_.DHE_PSK WITH_.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb5 TLS_.DHE_PSK_WITH_.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_ 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A A — OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA256 D D — OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA_ WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK WITH_ARIA_128_CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK WITH_ARIA 256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6c TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x6d TLS_.DHE_PSK WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH.CAMELLIA_ 128 GCM_SHA256 A A — OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA_ WITH_CAMELLIA 256 GCM_SHA384 D D — OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE DSS_WITH.CAMELLIA_ 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE DSS_WITH.CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK WITH_CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x96 TLS_.DHE_PSK WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK_WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9e TLS_DHE_RSA WITH_AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA WITH_AES_256_GCM — OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA_ WITH_AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_.DHE_PSK WITH_AES_128 GCM — OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK_WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_ CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH_DES40_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH.NULL SHA — OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA — OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_ CBC_SHA ci&m | c&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBG_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA WITH_.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x0¢ TLS_ECDH_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128_CBC_SHA ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_EGDH_anon WITH_NULL_SHA — OFF OFF OFF OFF OFF
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0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x18 TLS_EGDH_anon WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256 CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA WITH_AES_128 CBC_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH_AES_256_CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH_AES_128_GCM_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256_ GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4e TLS_ECDH_RSA_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA WITH_ARIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA_128 CBC_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256 CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA WITH_CAMELLIA_128_CBG_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA_ WITH_CAMELLIA 256 CBC_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH.CAMELLIA 128 GCM_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH.CAMELLIA 256 GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA_ WITH_CAMELLIA 128 GCM_SHA256 ciém | c&m | — OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA WITH_CAMELLIA 256_GCM_SHA384 Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITHNULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH_NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA AEhD | ABm | — OFF OFF OFF OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_ CBC_SHA D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBG_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256_ CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH AES_128_.GCM_SHA256 BEM | A | AEMD | — OFF OFF OFF OFF OFF
0xc0,0x2¢ TLS_ECDHE_ECDSA_WITH_AES_256_ GCM_SHA384 aBfn | D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_.GCM_SHA256 BEM | A | AEM | — OFF OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 céfn | Di&hn | DM | — OFF OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
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0xc0,0x35 TLS_ECDHE_PSK_ WITH_AES_128 GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256 CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_ WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK_WITH_NULL_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK WITH_NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_ WITH_ARIA 256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA_ WITH_CAMELLIA_128 CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA_128_CBC_SHA256 AEhD | ABm | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA_ WITH_CAMELLIA 256 CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ECDSA WITH CAMELLIA 128 GCM_SHA256 | B&#n | A& | A&m | — OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH CAMELLIA 256 GCM_SHA384 | ci&fn | D&M | Diégm | — OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA_WITH_CAMELLIA_128.GCM_SHA256 BEM | A | AEMI | — OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256_GCM_SHA384 céfn | Di&hn | DM | — OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK WITH_CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK_WITH_CAMELLIA 256 CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH_AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_.DES_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT_WITH_DES_CBG_40_SHA — OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT_WITH_RC4_40_SHA — OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT_WITH_DES_CBG_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x00 TLS.NULL_WITH.NULL_NULL — OFF OFF OFF OFF OFF
0x00,0x2¢ TLS_PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x8a TLS_PSK_WITH.RC4_128_SHA — OFF OFF OFF OFF OFF
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0x00,0x8b TLS_PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK_ WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK_ WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK_ WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK_ WITH_AES_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_ WITH.NULL_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK_ WITH.NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK_ WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK WITH.CAMELLIA_128_ GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK_ WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK_ WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK_ WITH.CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK_ WITH_AES_128.CCM -— OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_ WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_ WITH_AES_128.CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_ WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH_MD5 -— OFF OFF OFF OFF OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC_WITH_MD5 — OFF OFF OFF OFF OFF
0x05,0x00,0x80 | SSL_IDEA 128 CBC WITH_MD5 — OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH_MD5 -— OFF OFF OFF OFF OFF
0x07,0x00,0xc0 | SSL_DES_192 EDE3 CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA WITH.NULL MD5 — OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH.NULL SHA -— OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 — ON OFF ON ON OFF
0x00,0x05 TLS_RSA WITH_RC4_128_SHA — ON OFF ON ON OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA — OFF OFF ON ON OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA — ON OFF ON ON OFF
0x00,0x2¢ TLS_RSA PSK WITH.NULL_SHA -— OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_.CBC_SHA B — ON OFF ON ON OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E — ON OFF ON ON OFF
0x00,0x3b TLS_RSA WITH.NULL SHA256 -— OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128_ CBC_SHA256 B -— ON OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_ CBC_SHA256 E — ON OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA_128_ CBC_SHA B -— OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256_ CBC_SHA E — OFF OFF OFF OFF OFF
0x00,0x92 TLS_RSA PSK_ WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA PSK WITH_AES_128.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B -— OFF OFF OFF OFF OFF
0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E — OFF OFF OFF OFF OFF
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0x00,0xac TLS_RSA PSK WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA PSK_ WITH_AES_256_ GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128.CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK_ WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH.NULL_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA_128.CBC_SHA256 B -— OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256 CBC_SHA256 E -— OFF OFF OFF OFF OFF
0xc0,0x3¢ TLS_RSA WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK_ WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA_ 128 GCM_SHA256 B -— OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E -— OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA PSK WITH_.CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_.CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK WITH.CAMELLIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK WITH.CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128_CCM -— OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128_CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_.MD5 — OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40 WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1e TLS_SRP_SHA_RSA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA_RSA WITH_AES_256 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS_WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV — OFF OFF OFF OFF OFF
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0x00,0x0¢c TLS_DH_DSS_WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x0d TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x0f TLS_DH_RSA WITH DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x10 TLS_DH_RSA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4 128 MD5 OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x31 TLS_.DH_RSA WITH_ AES_128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x36 TLS_DH_DSS_WITH_AES_256_ CBC_SHA OFF OFF OFF OFF OFF
0x00,0x37 TLS_.DH_RSA WITH_AES 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x3e TLS_DH_DSS_WITH_AES_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x3f TLS_DH_RSA WITH_AES_128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x42 TLS_DH_DSS_WITH_CAMELLIA_ 128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x43 TLS_.DH_RSA WITH_ CAMELLIA_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_ CAMELLIA 128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS_WITH_AES_256_ CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x69 TLS_DH_RSA WITH_AES_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x85 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x86 TLS_.DH_RSA WITH CAMELLIA 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH_CAMELLIA 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x98 TLS_DH_RSA WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x20 TLS_DH_RSA WITH_AES_128_ GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa1 TLS_.DH_RSA WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS_WITH_AES_128_GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128 GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xbb TLS.DH_DSS_WITH_CAMELLIA_128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbe TLS_.DH_RSA WITH CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_CAMELLIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc2 TLS_.DH_RSA WITH CAMELLIA 256 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_.CAMELLIA 256 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3e TLS_DH_DSS_WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3f TLS.DH_DSS_WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x41 TLS_DH_RSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x46 TLS_DH_anon WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
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0xc0,0x47 TLS_DH_anon WITH_ARIA_256_CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA_ WITH_ARIA 256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA_128_ GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA_256_ GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH CAMELLIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA_ WITH_CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA_ 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT_WITH_DES40_GBC_SHA OFF OFF OFF OFF OFF
0x00,0x0e TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT_WITH_RC4_40_MD5 OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon EXPORT_WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA_WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_GBC_SHA 2048bit ‘331'\‘ 105'\‘ E’SN ON:1 | OFF
0x00,0x2d TLS_DHE_PSK_WITH.NULL_SHA OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128 CBC_SHA A 2048bit SSN ON:9 [ ON:9 | OFF OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA_ WITH_AES_256_CBC_SHA D 2048bit sz ON:3 [ ON:3 | OFF OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBGC_SHA256 OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA_ WITH_CAMELLIA_128_CBC_SHA A 2048bit 201{\‘ lo(;\‘ i’(;“ OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_ AES_128_CBG_SHA256 A 2048bit SZN OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_CBGC_SHA256 OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_ CBC_SHA256 D 2048bit ON:11 | OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA D 2048bit ?SN ON:4 | ON:4 | OFF OFF
0x00,0x8e TLS_DHE_PSK_WITH_RC4_128_SHA OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK_WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBG_SHA OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA 2048bit SSN ?7“ (1)7N OFF OFF
0x00,0x9e TLS_DHE_RSA_ WITH AES_128_GCM_SHA256 A 2048bit ON:4 | OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D 2048bit ON:1 | OFF OFF OFF OFF
0x00,0xa2 TLS_DHE_DSS_WITH_AES_128.GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE_DSS_WITH_ AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK WITH_AES_128_GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK WITH_AES_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xb3 TLS_DHE_PSK WITH_AES_256_CBC_SHA384 OFF OFF OFF OFF OFF
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0x00,0xb4 TLS_DHE_PSK WITH.NULL SHA256 OFF OFF OFF OFF OFF
0x00,0xb5 TLS_DHE_PSK WITH.NULL SHA384 OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_ CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A A OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc4 TLS_.DHE_RSA WITH_CAMELLIA 256 CBC_SHA256 D D OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA_128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x44 TLS_.DHE_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA WITH_ARIA_128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA_128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x6¢ TLS_DHE_PSK WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x6d TLS_DHE_PSK WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH_CAMELLIA 128 _GCM_SHA256 A A OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA WITH_CAMELLIA 256 GCM_SHA384 D D OFF OFF OFF OFF OFF
0xc0,0x80 TLS_.DHE_DSS_WITH_CAMELLIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE_DSS_WITH_CAMELLIA 256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK WITH_CAMELLIA_128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x91 TLS_.DHE_PSK WITH_CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x96 TLS_DHE_PSK WITH_.CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK WITH_CAMELLIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_DHE_RSA WITH_AES_128 CCM OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA WITH_AES_256_CCM OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA WITH_AES_128_CCM_8 OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_.DHE_RSA WITH_AES 256 CCM_8 OFF OFF OFF OFF OFF
0xc0,0xab TLS_DHE_PSK WITH_AES_128_CCM OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK WITH_AES_256_CCM OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE WITH_AES_128 CCM_8 OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE WITH_AES_256_CCM_8 OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH_NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA CiEm | C&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256 CBC_SHA F&mn | F&m | - OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA WITH NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x0c TLS_ECDH_RSA WITH_RC4_128 SHA OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128 CBC_SHA CiEfn | c&m | - OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256 CBC_SHA Figmm | F&mm | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_ECDH_anon WITH_NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA OFF OFF OFF OFF OFF
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0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_CBG_SHA OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128.CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Figm | Figm | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA WITH_AES_128 CBC_SHA256 ciem | ciEm | - OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH_AES_256. CBC_SHA384 Figm | Fgm | - OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_ GOM_SHA384 Fiam | FaEm | - OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH_AES_128_GCM_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256 GCM_SHA384 Figm | Fgm | - OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITH_ARIA_128_CBC_SHA256 OFF OFF OFE OFF oFF
0xc0,0xdb TLS_ECDH_ECDSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0xde TLS.ECDH_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF oFF
0xc0,0x5e TLS_ECDH_ECDSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x5F TLS_ECDH_ECDSA WITH_ARIA 256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITH_ARIA_128_.GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x63 TLS.ECDH_RSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA_ 128 CBC_SHA256 cim | cem | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256 CBC_SHA384 Figm | Fgm | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA WITH.CAMELLIA 128 CBC_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA WITH.CAMELLIA 256 CBGC_SHA384 Figm | Figm | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_CAMELLIA 128 GOM_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH_CAMELLIA 256 GOM_SHA384 Figm | Fgm | - OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA WITH.CAMELLIA 128 GCM_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA WITH_CAMELLIA 256_GCM_SHA384 Figm | Fgm | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RC4_128_SHA ie°p256r ;?é\‘ glN glN OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA ie°p256r %\‘ ﬂ\‘ (1)‘:\' OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA AsEhD | AN ie°p256' zolN ON:8 | ON:8 | OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA Di&m | D&M ie°p256' lo(;\‘ ON:2 | ON:2 | OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH_.NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA secp256r | ON ON ON OFF OFF

1 35 20 20
0xc0,0x12 TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA ie°p256' 20;\‘ loé\‘ g\' OFF OFF
0xc0,0x13 TLS_ECDHE_RSA_ WITH_AES_128.CBC_SHA AsEhD | AN ie°p256' %\‘ ON:7 | ON:7 | OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA D&M | D&M ieCF'ZE’Gr ON:9 [ ON:1 | ON:1 | OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA_WITH_AES_128_CBG_SHA256 AEm | AB ie°p256' 10;\‘ OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256 CBC_SHA384 D&M | D& ie°p256r ON:8 | OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 AEhD | AN ie°p256' loé\‘ OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 Di&mn | D&M ie°p256' ON:7 | OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES. 128 GCM_SHA256 piem | Asm | Asm | 3P | onis | oFF | OFF | OFF | OFF
0xc0,0x2¢ TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 wigfn | D&M | D&M ie°p256r ON:2 | OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_ WITH_AES_128_.GCM_SHA256 B&mm | A | AEin ie°p256' ON:6 | OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256 GCM_SHA384 aighn | DM | D&M ieCF'ZE’Gr ON:3 | OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RG4_128_SHA OFF OFF OFF OFF OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
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0xc0,0x35 TLS_ECDHE_PSK_ WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_ WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_ WITH_NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK WITH_NULL_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK_ WITH_NULL_SHA384 OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA WITH_CAMELLIA 128 CBC_SHA256 Aem | A | - OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 CBC_SHA384 Di&fn | D&M | - OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA 128 CBC_SHA256 ABI | AEM | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256 CBC_SHA384 Di&m | D&M | - OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE ECDSA WITH_CAMELLIA 128 GCM_SHA256 | B3&hn | Ai&mn | AEm | - OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 GCM_SHA384 oiBfn | D&M | D&M | - OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA WITH_CAMELLIA_128_.GCM_SHA256 BiEm | AlBm | A | - OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256 GCM_SHA384 oiBfn | D&M | D&M | - OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK WITH_ CAMELLIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH_AES_128.CCM OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH_AES_256_CCM OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH AES_128 CCM_8 OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH_AES_ 256 CCM_8 OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5 WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5 WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5 WITH_IDEA CBC_SHA OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_DES_CBC_MD5 OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128_MD5 OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5 WITH_IDEA CBC_MD5 OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT WITH_DES_CBC_40_SHA OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT WITH_RC2_CBC_40_SHA OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT WITH_RC4 40_SHA OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT WITH_DES_CBC_40_MD5 OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT WITH_RC2_CBC_40_MD5 OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT WITH_RC4 40 MD5 OFF OFF OFF OFF OFF
0x00,0x00 TLS_NULL WITH_NULL_NULL OFF OFF OFF OFF OFF
0x00,0x2¢ TLS_PSK WITH_NULL_SHA OFF OFF OFF OFF OFF
0x00,0x8a TLS_PSK WITH_RC4_128 SHA OFF OFF OFF OFF OFF

250




3z

id IANA %52 = # Sx—g | fs12 | ts1l | tls10 | ssiv3 | sslv2
0x00,0x8b TLS_PSK WITH_3DES EDE CBG_SHA OFF | oFf | oFf | oFf | oFF
0x00,0x8c TLS_PSK WITH_AES. 128 CBC_SHA off | oFf | oFf | ofFf | oFF
0x00,0x8d TLS_PSK_WITH_AES_256_CBC_SHA oFf | oFf | oFf | oFf | oFF
0x00,0xa8 TLS PSK_WITH_AES 128 GCM _SHA256 OFF | OFF | oFf | oFf | OFF
0x00,0xa9 TLS PSK_WITH_AES 256 GCM_SHA384 OFF | oFf | oFf | oFf | oFF
0x00,0xae TLS_PSK_WITH_AES._ 128 CBC_SHA256 oFf | oFf | oFf | oFf | oFF
0x00,0xaf TLS_PSK WITH_AES 256 CBC_SHA384 OFF | oFf | ofFf | oFf | oFF
0x00,0xb0 TLS PSK WITH NULL SHA256 off | oFf | oFf | oFf | oFF
0x00,0xb1 TLS_PSK_WITH.NULL_SHA384 off | ofFf | oFf | oFf | OFF
0xc0,0x64 TLS_ PSK WITH_ARIA 128 CBG_SHA256 OFF | OFF | oFf | oFf | OFF
0xc0,0x65 TLS PSK WITH ARIA 256 CBC_SHA384 OFF | oFf | oFf | oFf | oFF
0xc0,0x6a TLS_PSK WITH_ARIA 128 GCM_SHA256 oFf | oFf | oFf | oFf | oFF
0xc0,0x6b TLS_PSK WITH_ARIA 256 GCM_SHA384 OFF | OFF | oFf | oFf | OFF
0xc0,0x8e TLS_PSK WITH.CAMELLIA 128 GCM SHA256 OFF | OFF | ofFf | oFf | OFF
0xc0,0x8f TLS_PSK WITH.CAMELLIA 256 GCM_SHA384 oFf | oFf | oFf | oFf | oFF
0xc0,0x94 TLS_PSK WITH.CAMELLIA 128 CBC_SHA256 off | ofFf | oFf | oFf | OFF
0xc0,0x95 TLS_PSK WITH.CAMELLIA 256 CBC_SHA384 OFF | oFf | oFf | oFf | oFF
0xc0,0xad TLS_PSK WITH_AES_128 CCM off | ofFf | oFf | oFf | OFF
0xc0,0xa5 TLS_ PSK WITH AES 256 CCM OFF | oFf | ofFf | oFf | oFF
0xc0,0xa8 TLS PSK WITH_AES 128 CCM 8 off | oFf | oFf | oFf | oFF
0xc0,0xa9 TLS_PSK WITH_AES 256 CCM 8 off | ofFf | oFf | oFf | OFF
0x01,0x00,0x80 | SSL_RCA_128 WITH.MD5 OFF | OFF | ofFf | oFf | OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128 CBC_WITH.MD5 off | off | oFf | oFf | oFF
0x05,0x00,0x80 | SSL_IDEA 128 CBC_WITH_MD5 off | ofFf | oFf | oFf | OFF
0x06,0x00,0<40 | SSL DES_64 CBC WITH MD5 off | oFf | oFf | oFf | oFF
0x07,0x000xc0 | SSL_DES_192 EDE3 CBC_ WITH_MD5 OFF | oFf | oFf | oFf | oFF
0x00,0x01 TLS_RSA WITH NULL_MD5 off | ofFf | oFf | oFf | OFF
0x00,0x02 TLS_RSA WITH NULL_SHA OFF | OFF | ofFf | oFf | OFF
0x00,0x04 TLS_RSA WITH RC4_128 MD5 ?g‘ SSN g;“ ON:5 | OFF
0x00,0x05 TLS_RSA WITH RC4_128 SHA ;)7“ SZN gZN ON:4 | OFF
0x00,0x07 TLS_RSA WITH IDEA CBC_SHA OFF log‘ i’;\' ON:3 | OFF
0x00,0x09 TLS_RSA WITH DES_GBC_SHA off | off | oFf | oFf | oFF
0x00,0x0a TLS_RSA WITH 3DES_EDE_CBC SHA SZN ?é\‘ ?GN ON:2 | OFF
0x00,0x2e TLS_RSA PSK WITH NULL_SHA off | ofFf | oFf | oFf | OFF
0x00,0x2f TLS_RSA WITH AES_128 CBG_SHA B 207'\‘ ON:11 | ON:11 | OFF | OFF
0x00,0x35 TLS_RSA WITH AES 256 CBG_SHA E ?é\‘ ON:5 | ON:5 | OFF | OFF
0x00,0x3b TLS_RSA WITH NULL_SHA256 off | ofFf | oFf | oFf | OFF
0x00,0x3c TLS_RSA WITH AES 128 CBG_SHA256 B zog‘ OFF | oFf | oFf | OFF
0x00,0x3d TLS_RSA WITH AES 256 CBG_SHA256 E 105N OFf | oFf | oFF | OFF
0x00,0x41 TLS_RSA WITH CAMELLIA 128 CBC_SHA B ?g‘ ?ZN (1)2N OFF | OFF
0x00,0x84 TLS_RSA WITH CAMELLIA 256 CBC_SHA E ?7“ ON:6 | ON:6 | OFF | OFF
0x00,0x92 TLS RSA PSK WITH RC4.128 SHA OFF | oFf | oFf | oFf | oFF
0x00,0x93 TLS_RSA PSK WITH 3DES EDE_GBC_SHA OFF | oFf | oFf | oFf | oFF
0x00,0x94 TLS_RSA PSK WITH_AES_128 CBG_SHA oFf | oFf | oFf | oFf | oFF
0x00,0x95 TLS_RSA PSK WITH AES 256 CBC_SHA OFF | OFF | oFf | oFf | OFF
0x00,0x96 TLS_RSA_ WITH_SEED_CBC_SHA 301{\‘ %\‘ (13;‘ OFF OFF
0x00,0x9c TLS_RSA WITH AES 128 GCM_SHA256 B SSN OFf | oFf | oFF | OFF
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0x00,0x9d TLS_RSA WITH AES_256_GCM_SHA384 E loi\‘ OFF OFF OFF OFF
0x00,0xac TLS_RSA PSK WITH_AES_128_ GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA PSK WITH_AES_256_ GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK WITH_AES_256_ CBC_SHA384 OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH NULL_SHA256 OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA 128 CBC_SHA256 B OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256 CBC_SHA256 E OFF OFF OFF OFF OFF
0xc0,0x3¢ TLS_RSA WITH_ARIA_128_ CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA 128 GCM_SHA256 B OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA_PSK WITH_CAMELLIA_128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_ CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA_PSK WITH_.CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA_PSK WITH_.CAMELLIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128 CCM OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128_ CCM_8 OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES_256 CCM_8 OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_MD5 OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40_WITH_MD5 OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4 40 MD5 OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0xc0,0xle TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES 256 CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA RSA WITH_AES_256 CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS WITH_AES_256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV OFF OFF OFF OFF OFF
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0x00,0x0¢c TLS_DH_DSS_WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x0d TLS_DH_DSS_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x0f TLS_DH_RSA WITH DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x10 TLS_DH_RSA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4 128 MD5 OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x30 TLS_DH_DSS_WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x31 TLS_.DH_RSA WITH_ AES_128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x36 TLS_DH_DSS_WITH_AES_256_ CBC_SHA OFF OFF OFF OFF OFF
0x00,0x37 TLS_.DH_RSA WITH_AES 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x3e TLS_DH_DSS_WITH_AES_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x3f TLS_DH_RSA WITH_AES_128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x42 TLS_DH_DSS_WITH_CAMELLIA_ 128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x43 TLS_.DH_RSA WITH_ CAMELLIA_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_ CAMELLIA_128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS_WITH_AES_256_ CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x69 TLS_DH_RSA WITH_AES_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x85 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x86 TLS_.DH_RSA WITH CAMELLIA 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH_CAMELLIA 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS_WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x98 TLS_DH_RSA WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x20 TLS_DH_RSA WITH_AES_128_ GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa1 TLS_.DH_RSA WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS_WITH_AES_128_GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS_WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128 GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xbb TLS_DH_DSS_WITH_CAMELLIA_128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbe TLS_.DH_RSA WITH CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_CAMELLIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS_WITH_CAMELLIA 256 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc2 TLS_.DH_RSA WITH CAMELLIA 256 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_.CAMELLIA 256 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3e TLS_DH_DSS_WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3f TLS.DH_DSS_WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x41 TLS_DH_RSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x46 TLS_DH_anon WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
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0xc0,0x47 TLS_DH_anon WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x55 TLS_.DH_RSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA 256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x0e TLS_DH_RSA EXPORT WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon_EXPORT_WITH_RC4_40_MD5 OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon_EXPORT WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x2d TLS_DHE_PSK WITH.NULL_SHA OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128 CBC_SHA A OFF OFF OFF OFF OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES 256 CBC_SHA D OFF OFF OFF OFF OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH CAMELLIA 128 CBC_SHA A OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128 CBC_SHA256 A OFF OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D OFF OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH CAMELLIA 256_ CBC_SHA OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA D OFF OFF OFF OFF OFF
0x00,0x8e TLS_DHE_PSK WITH_RC4_128_SHA OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_ WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES 256 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128 GCM_SHA256 A OFF OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES 256 GCM_SHA384 D OFF OFF OFF OFF OFF
0x00,0xa2 TLS_DHE_DSS_WITH_AES_128_GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE_ DSS_WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK WITH_AES_128_.GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK WITH_AES_128_.CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xb3 TLS_DHE_PSK WITH_AES_256_CBC_SHA384 OFF OFF OFF OFF OFF
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0x00,0xb4 TLS_DHE_PSK WITH.NULL SHA256 OFF OFF OFF OFF OFF
0x00,0xb5 TLS_DHE_PSK WITH.NULL SHA384 OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_ CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A A OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xc4 TLS_.DHE_RSA WITH_CAMELLIA 256 CBC_SHA256 D D OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA_128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x44 TLS_.DHE_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA WITH_ARIA_128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA_128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x6¢ TLS_DHE_PSK WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x6d TLS_DHE_PSK WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH_CAMELLIA 128 _GCM_SHA256 A A OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA WITH_CAMELLIA 256 GCM_SHA384 D D OFF OFF OFF OFF OFF
0xc0,0x80 TLS_.DHE_DSS_WITH_CAMELLIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE_DSS_WITH_CAMELLIA 256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK WITH_CAMELLIA_128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x91 TLS_.DHE_PSK WITH_CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x96 TLS_DHE_PSK WITH_.CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK WITH_CAMELLIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_DHE_RSA WITH_AES_128 CCM OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA WITH_AES_256_CCM OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA WITH_AES_128_CCM_8 OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_.DHE_RSA WITH_AES_256_CCM_8 OFF OFF OFF OFF OFF
0xc0,0xab TLS_DHE_PSK WITH_AES_128_CCM OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK WITH_AES_256_CCM OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE WITH_AES_128 CCM_8 OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE WITH_AES_256_CCM_8 OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH_NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128 CBC_SHA CiEm | C&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256 CBC_SHA F&mn | F&m | - OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA WITH NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x0c TLS_ECDH_RSA WITH_RC4_128 SHA OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128 CBC_SHA CiEfn | c&m | - OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256 CBC_SHA Figmm | F&mm | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_ECDH_anon WITH_NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA OFF OFF OFF OFF OFF
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0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_CBG_SHA OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128.CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Figm | Figm | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA WITH_AES_128 CBC_SHA256 ciem | ciEm | - OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH_AES_256. CBC_SHA384 Figm | Fgm | - OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_ GOM_SHA384 Figm | Fgm | — OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH_AES_128_ GCM_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256 GCM_SHA384 Figm | Fgm | - OFF OFF OFF OFF OFF
0xc0,0xda TLS_ECDH_ECDSA WITH_ARIA_128_CBC_SHA256 OFF OFF OFE OFF oFF
0xc0,0xdb TLS_ECDH_ECDSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0xde TLS.ECDH_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA 256_CBC_SHA384 OFF OFF OFF OFF oFF
0xc0,0x5e TLS_ECDH_ECDSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x5F TLS_ECDH_ECDSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITH_ARIA_128_GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x63 TLS.ECDH_RSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA_ 128 CBC_SHA256 cim | cem | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH.CAMELLIA 256 CBC_SHA384 Figm | Fgm | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA WITH.CAMELLIA 128 CBC_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA WITH.CAMELLIA 256 CBGC_SHA384 Figm | Figm | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_CAMELLIA 128 GOM_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH_CAMELLIA 256 GOM_SHA384 Figm | Fgm | - OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA WITH.CAMELLIA 128 GCM_SHA256 cim | cem | - OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA WITH_CAMELLIA 256 GCM_SHA384 Figm | Fgm | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH_NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RC4_128_SHA secp256r | ON ON ON OFF OFF

1 13 14 14
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBC_SHA ie°p256r ?;‘ ?é\‘ (1)6'\' OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA AsEhD | AN ie°p256' 20(;\‘ lOSN g\' OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA Di&m | D&M ie°p256' loé\‘ lO7N %N OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH_.NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA secp256r | ON ON ON OFF OFF
1 14 10 10
0xc0,0x12 TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA ie°p256' 10;\‘ lozN ?ZN OFF OFF
0xc0,0x13 TLS_ECDHE_RSA_ WITH_AES_128.CBC_SHA AEhD | AN ie°p256' glN ON:11 | ON:11 | OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_ CBC_SHA DM | D&M ie°p256r ?7N ?SN (1),;' OFF OFF
0x0,0x23 TLS_ECDHE_ECDSA WITH_AES. 128 GBC_SHA256 Aem | Asmn | S°POT | on.7 | OFF | OFF | OFF | OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 D&M | D& iesz‘r’Gr ON:5 | OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 AEhD | A ie°p256' ON:8 | OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA WITH_AES_256 GBC_SHA384 D&M | D&M ieCF'ZE’Gr ON:6 | OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 B&mm | A | AxEin ie°p256' ON:3 | OFF OFF OFF OFF
0xc0,0x2c TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 aighn | DM | D&M ieCF'ZE’Gr ON:1 | OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128.GCM_SHA256 Bi&M | A& | AsEmn ie°p256' ON:4 | OFF OFF OFF OFF
0x0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 oigfn | Digm | Digm | 3°PP% | on:2 | OFF | OFF | OFF | OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA OFF OFF OFF OFF OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
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0xc0,0x35 TLS_ECDHE_PSK_ WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_ WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_ WITH_NULL_SHA OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK WITH_NULL_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK_ WITH_NULL_SHA384 OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA WITH_CAMELLIA 128 CBC_SHA256 Aem | A | - OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 CBC_SHA384 Di&fn | D&M | - OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA 128 CBC_SHA256 ABI | AEM | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256 CBC_SHA384 Di&m | D&M | - OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE ECDSA WITH_CAMELLIA 128 GCM_SHA256 | B3&hn | Ai&mn | AEm | - OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 GCM_SHA384 oiBfn | D&M | D&M | - OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA WITH_CAMELLIA_128_.GCM_SHA256 BiEm | AlBm | A | - OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256 GCM_SHA384 oiBfn | D&M | D&M | - OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK WITH_ CAMELLIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH_AES_128.CCM OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH_AES_256_CCM OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH AES_128 CCM_8 OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH_AES_ 256 CCM_8 OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5 WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5 WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5 WITH_IDEA CBC_SHA OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_DES_CBC_MD5 OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128_MD5 OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5 WITH_IDEA CBC_MD5 OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT WITH_DES_CBC_40_SHA OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT WITH_RC2_CBC_40_SHA OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT WITH_RC4 40_SHA OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT WITH_DES_CBC_40_MD5 OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT WITH_RC2_CBC_40_MD5 OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT WITH_RC4 40 MD5 OFF OFF OFF OFF OFF
0x00,0x00 TLS_NULL WITH_NULL_NULL OFF OFF OFF OFF OFF
0x00,0x2¢ TLS_PSK WITH_NULL_SHA OFF OFF OFF OFF OFF
0x00,0x8a TLS_PSK WITH_RC4_128 SHA OFF OFF OFF OFF OFF
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0x00,0x8b TLS_PSK_WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK WITH_AES_128_GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK WITH_AES_128_.CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK WITH_AES_256_CBC_SHA384 OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK WITH.NULL_SHA256 OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK WITH.NULL SHA384 OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_WITH_ARIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK WITH_ARIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK WITH.CAMELLIA_ 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK WITH_CAMELLIA 256 GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK WITH_.CAMELLIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK WITH_.CAMELLIA 256 CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK WITH_AES_128 CCM OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_ WITH_AES_256_CCM OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK WITH_AES_128_ CCM_8 OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK WITH_AES 256 CCM_8 OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH_MD5 OFF OFF OFF OFF OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC_WITH_MD5 OFF OFF OFF OFF OFF
0x05,0x00,0x80 | SSLIDEA 128 CBC WITH_MD5 OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC_WITH.MD5 OFF OFF OFF OFF OFF
0x07,0x00,0xc0 | SSL_DES_192 EDE3_ CBC_WITH_MD5 OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA WITH NULL MD5 OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH_NULL_SHA OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128_MD5 gg‘ ON:1 | ON:1 | ON:1 | OFF
0x00,0x05 TLS_RSA WITH_RC4_128_SHA ?SN ON:9 | ON:9 | ON:4 | OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA OFF ON:2 | ON:2 | ON:2 | OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA SA{“ ON:6 | ON:6 | ON:3 | OFF
0x00,0x2¢ TLS_RSA PSK WITH.NULL_SHA OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128 CBC_SHA B 205'\‘ ON:5 | ON:5 | OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E SZN ON:8 | ON:8 | OFF OFF
0x00,0x3b TLS_RSA WITH NULL_SHA256 OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128 CBC_SHA256 B 102’\‘ OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_CBC_SHA256 E ON:11 | OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA 128 CBC_SHA B ;N ON:3 | ON:3 | OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256_CBC_SHA E 203[\‘ ON:7 | ON:7 | OFF OFF
0x00,0x92 TLS_RSA PSK WITH_RC4_128 SHA OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA PSK WITH AES_128.CBC_SHA OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK WITH_AES_256_ CBC_SHA OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA gg‘ ON:4 | ON:4 | OFF OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B %“ OFF OFF OFF OFF
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0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E ON:9 | OFF OFF OFF OFF
0x00,0xac TLS_RSA PSK WITH_AES_128_GCM_SHA256 OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA_PSK WITH_AES_256_GCM_SHA384 OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128_CBC_SHA256 OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK WITH_AES_256_CBC_SHA384 OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA_PSK_WITH.NULL_SHA256 OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA_ PSK_WITH.NULL_SHA384 OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA 128.CBC_SHA256 B OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA_ WITH_CAMELLIA 256_CBC_SHA256 E OFF OFF OFF OFF OFF
0xc0,0x3c TLS_RSA WITH_ARIA 128 CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA_256_CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA_WITH_ARIA 128 GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA_256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA_ PSK_WITH_ARIA_128_CBC_SHA256 OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA_PSK_WITH_ARIA_256_CBC_SHA384 OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA_ PSK_WITH_ARIA_128_GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK_WITH_ARIA_256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA_WITH_CAMELLIA 128 GCM_SHA256 B OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA_ PSK_WITH_CAMELLIA_128.GCM_SHA256 OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA_PSK_WITH_CAMELLIA 256_GCM_SHA384 OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK_WITH.CAMELLIA_128_CBG_SHA256 OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK_WITH_CAMELLIA 256 CBG_SHA384 OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA_WITH_AES_128_.CCM OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_ CCM OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128.CCM_8 OFF OFF OFF OFF OFF
0xc0,0xaf TLS_RSA_WITH_AES_256_CCM_8 OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40_WITH.MD5 OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40 WITH_MD5 OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA_EXPORT_WITH_RG4.40_MD5 OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA EXPORT_WITH.RG2_GBC_40_MD5 OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA EXPORT_WITH_DES40_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA_ WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA_RSA_ WITH_3DES_EDE_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBG_SHA OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA_ WITH_AES_128 CBC_SHA OFF OFF OFF OFF OFF
0xc0,0xle TLS_SRP_SHA_RSA WITH_AES_128_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA_DSS_WITH_AES_128_CBG_SHA OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA_ WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA_RSA WITH_AES_256_CBC_SHA OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA_DSS_WITH_AES_256_CBG_SHA OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV OFF OFF OFF OFF OFF
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0x00,0x0¢c TLS_DH_DSS_ WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0d TLS_DH_DSS WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0f TLS_DH_RSA_WITH_.DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x10 TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4_128_MD5 2048bit ON:30 ON:18 ON:18 ON:18 OFF
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA 2048bit ON:32 ON:20 ON:20 ON:20 OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA 2048bit ON:31 ON:19 ON:19 ON:19 OFF
0x00,0x30 TLS_DH_DSS WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x31 TLS_DH_RSA_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA 2048bit ON:33 ON:21 ON:21 ON:21 OFF
0x00,0x36 TLS_DH_DSS WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x37 TLS_DH_RSA_WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA 2048bit ON:34 ON:22 ON:22 ON:22 OFF
0x00,0x3e TLS_DH_DSS WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x3f TLS_DH_RSA WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x42 TLS_DH_DSS_ WITH_CAMELLIA_128_ CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x43 TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_.CAMELLIA_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x69 TLS_DH_RSA WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x85 TLS_DH_DSS WITH_CAMELLIA 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x86 TLS_DH_RSA_WITH_CAMELLIA_ 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH_.CAMELLIA 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x98 TLS_DH_RSA_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xa0 TLS_DH_RSA_WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xat TLS_DH_RSA_ WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xbb TLS_DH_DSS WITH_CAMELLIA_ 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xbc TLS_DH_RSA_ WITH_CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_.CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS WITH_CAMELLIA 256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xc2 TLS_DH_RSA_ WITH_CAMELLIA 256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon WITH_.CAMELLIA_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3e TLS_DH_DSS WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x3f TLS_DH_DSS_WITH_ARIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA_WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x41 TLS_DH_RSA_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
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0xc0,0x46 TLS_DH_anon WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x47 TLS_DH_anon WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA WITH_ARIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA WITH_CAMELLIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA WITH_CAMELLIA 256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS_WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS_WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_DSS_EXPORT WITH DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x0¢ TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x17 TLS_DH_anon EXPORT WITH_RC4 _40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon EXPORT WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA 2048bit ON:29 | ON:17 | ON:17 | ON:17 | OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA 2048bit ON:20 | ON:8 ON:8 ON:8 OFF
0x00,0x2d TLS_DHE_PSK_ WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A 2048bit ON:18 | ON:6 ON:6 ON:6 OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_ CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_ CBC_SHA D 2048bit ON:17 | ON:5 ON:5 ON:5 OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA 128.CBC_SHA A — OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A 2048bit ON:14 | OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_ CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_ CBC_SHA256 D 2048bit ON:13 | OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA 256 CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA 256_ CBC_SHA D — OFF OFF OFF OFF OFF
0x00,0x8e TLS_DHE_PSK_ WITH_.RC4_128 SHA — OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK WITH_AES_128_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 A 2048bit ON:16 | OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 D 2048bit ON:15 | OFF OFF OFF OFF
0x00,0xa2 TLS_DHE DSS_WITH_AES_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE_DSS_WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb2 TLS_DHE_PSK_ WITH_AES_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
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0x00,0xb3 TLS_DHE_PSK WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb4 TLS_.DHE_PSK WITH_.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb5 TLS_.DHE_PSK_WITH_.NULL_SHA384 — OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA 128 CBC_SHA256 A A — OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA 256_CBC_SHA256 — OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA WITH_CAMELLIA 256 CBC_SHA256 D D — OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE DSS_WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA_ WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE DSS_WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK WITH_ARIA_128_CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK WITH_ARIA 256_CBG_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x6c TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x6d TLS_.DHE_PSK WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH.CAMELLIA_ 128 GCM_SHA256 A A — OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA_ WITH_CAMELLIA 256 GCM_SHA384 D D — OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE DSS_WITH.CAMELLIA_ 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE DSS_WITH.CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK_WITH_CAMELLIA_128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK WITH_CAMELLIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x96 TLS_.DHE_PSK WITH_CAMELLIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK_WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x9e TLS_DHE_RSA WITH_AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA WITH_AES_256_GCM — OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA_ WITH_AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_.DHE_PSK WITH_AES_128 GCM — OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK_WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_ CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_DHE_WITH_AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA EXPORT_WITH_DES40_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH.NULL SHA — OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128 SHA — OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_ CBC_SHA ci&m | c&m | — OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA WITH_.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x0¢ TLS_ECDH_RSA_ WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x0e TLS_ECDH_RSA WITH_AES_128_CBC_SHA ciem | c&m | — OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA WITH_AES_256_CBC_SHA Figm | F&m | — OFF OFF OFF OFF OFF
0xc0,0x15 TLS_EGDH_anon WITH_NULL_SHA — OFF OFF OFF OFF OFF
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0xc0,0x16 TLS_ECDH_anon WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon WITH_AES_128 CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon WITH_AES_256 CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH AES_128_CBC_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITHAES_256_CBC_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA WITH AES_128 CBG_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA WITH AES_256 CBG_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITHAES_128_GCM_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH AES_256_GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA WITH AES_128_GCM_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA WITH_AES_256_GCM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITHARIA_128_.CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xde TLS_ECDH_RSA_ WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA WITH_ARIA_256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH ARIA_128.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA WITHARIA_128_GGM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA WITH_ARIA 256_GGM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA 128 CBG_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256 CBG_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA WITH_CAMELLIA 128 CBC_SHA256 cim | ci&m | — OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA WITH_CAMELLIA 256_CBC_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_ CAMELLIA 128 GGM_SHA256 cim | c&m | — OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH_ CAMELLIA 256.GGM_SHA384 Fim | Fam | — OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA WITH_CAMELLIA 128 GCM_SHA256 ciEm | c&m | — OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA WITH_GAMELLIA 256 GCM_SHA384 Figm | Fam | — OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA WITH_RG4_128_SHA — OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA WITH_3DES_EDE_CBG_SHA — OFF OFF OFF OFF OFF
0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA AEm | A | — OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_ CBC_SHA D& | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA WITH_RC4_128_SHA 7“"256' ON:21 | ON:9 | ON:9 | ON:9 | OFF
0xc0,0x12 TLS_ECDHE_RSA WITH_3DES_EDE_CBC_SHA 7“"256' ON:19 | ON:7 | ON:7 | ON:7 | OFF
0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128 CBC_SHA Aehn | AsBA ?“"256' ON:8 | ON:4 | ON:4 | ON:4 | OFF
0xc0.0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA DM | D&M Te°”256' ON:7 | ON:3 | ON:3 | ON:3 | OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES._128 CBG_SHA256 Aem | AsEm | — OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH.AES_256_CBC_SHA384 D& | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 ABMD | ABAD Te°”256' ON:10 | OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384 DM | Di&Mm 7“"256' ON:9 | OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 gem | Agm | Aem | — OFF OFF OFF OFF OFF
0xc0,0x2c TLS_ECDHE_ECDSA WITH AES_256 GCM_SHA384 dgfn | D:&m | DiEm | — OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128_.GCM_SHA256 gEm | A& | A& ?“"256' ON:12 | OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 G&fn | D&M | DB Te°”256' ON:11 | OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
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0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_GBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128 CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA — OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE PSK_WITH_AES_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_ WITH_AES_256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_ WITH_.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK WITH_NULL_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK WITH_NULL_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA WITH_ARIA_128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA WITH_ARIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA WITH_ARIA 128 CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA WITH_ARIA 128 GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA WITH_ARIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA WITH_ARIA_128_.GCM_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA WITH_ARIA 256_GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA 256_CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA WITH_CAMELLIA 128 CBC_SHA256 AEhD | ABm | — OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA WITH_CAMELLIA 256 CBC_SHA384 D&M | D&M | — OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA_ WITH_CAMELLIA_128_CBC_SHA256 AEM | A | — OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256 CBC_SHA384 D&M | DM | — OFF OFF OFF OFF OFF
0xc0,0x86 TLS_ECDHE_ECDSA WITH CAMELLIA 128 GCM_SHA256 | B&fn | A& | A&m | — OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA WITH_ CAMELLIA 256 GCM_SHA384 | ci&fn | D&M | Di&m | — OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA WITH_CAMELLIA 128 GCM_SHA256 BEM | A | AEMD | — OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256_GCM_SHA384 céfn | Di&hn | DM | — OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA 128 CBG_SHA256 — OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK WITH_CAMELLIA 256 CBC_SHA384 — OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA WITH AES_128.CCM — OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA WITH_AES_256_CCM — OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA WITH AES_128.CCM_8 — OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA WITH AES_256_CCM_8 — OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH.DES_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA — OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5_WITH_.DES_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_128 MD5 — OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_ CBC_MD5 — OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA — OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT_WITH_RC4_40_SHA — OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT_WITH_DES_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 — OFF OFF OFF OFF OFF
0x00,0x00 TLS.NULL WITH.NULL NULL — OFF OFF OFF OFF OFF
0x00,0x2c TLS_PSK_WITH.NULL_SHA — OFF OFF OFF OFF OFF
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0x00,0x8a TLS_PSK_ WITH_RC4_128 SHA -— OFF OFF OFF OFF OFF
0x00,0x8b TLS_PSK_ WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK_ WITH_AES_256_GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK_ WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK_ WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK_ WITH.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK WITH.NULL_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK_ WITH_ARIA 256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK_ WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK_ WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK_ WITH_CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK_ WITH.CAMELLIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x94 TLS_PSK_ WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK WITH_CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK_ WITH_AES_128.CCM -— OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK_ WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_ WITH_AES_128_ CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK_ WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0x01,0x00,0x80 | SSL_RC4_128 WITH.MD5 — OFF OFF OFF OFF OFF
0x03,0x00,0x80 | SSL_RC2.CBC_128.CBC_WITH_MD5 — OFF OFF OFF OFF OFF
0x05,0x00,0x80 | SSL_IDEA 128 CBC WITH_MD5 -— OFF OFF OFF OFF OFF
0x06,0x00,0x40 | SSL_DES_64 CBC WITH_MD5 — OFF OFF OFF OFF OFF
0x07,0x00,0xc0 | SSL_DES_192 EDE3 CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSA WITH.NULL MD5 -— OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA WITH.NULL SHA — OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 — ON:24 | ON:12 | ON:12 | ON:12 | OFF
0x00,0x05 TLS_RSA WITH_RC4_128 SHA -— ON:23 | ON:11 | ON:11 | ON:11 | OFF
0x00,0x07 TLS_RSA WITH_IDEA CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA WITH_DES_CBC_SHA — ON:25 | ON:13 | ON:13 | ON:13 | OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA -— ON:22 | ON:10 | ON:10 | ON:10 | OFF
0x00,0x2e TLS_RSA PSK WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_.CBC_SHA B — ON:2 ON:2 ON:2 ON:2 OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E -— ON:1 ON:1 ON:1 ON:1 OFF
0x00,0x3b TLS_RSA WITH NULL SHA256 — OFF OFF OFF OFF OFF
0x00,0x3¢ TLS_RSA WITH_AES_128_ CBC_SHA256 B -— ON:4 OFF OFF OFF OFF
0x00,0x3d TLS_RSA WITH_AES_256_CBC_SHA256 E -— ON:3 OFF OFF OFF OFF
0x00,0x41 TLS_RSA WITH_CAMELLIA_128.CBC_SHA B — OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA WITH_CAMELLIA 256 CBC_SHA E — OFF OFF OFF OFF OFF
0x00,0x92 TLS_RSA PSK WITH_RC4_128 SHA -— OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA PSK_ WITH_3DES_EDE_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA PSK WITH_AES_128.CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA PSK_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA WITH_SEED_CBC_SHA — OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA WITH_AES_128_GCM_SHA256 B -— ON:6 OFF OFF OFF OFF
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0x00,0x9d TLS_RSA WITH_AES_256_GCM_SHA384 E -— ON:5 OFF OFF OFF OFF
0x00,0xac TLS_RSA PSK WITH_AES_128_.GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA PSK_ WITH_AES_256_ GCM_SHA384 — OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA PSK WITH_AES_128_.CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA PSK_ WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA PSK WITH.NULL_SHA256 — OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA PSK WITH.NULL_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA WITH_CAMELLIA_128_ CBC_SHA256 B -— OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA WITH_CAMELLIA 256_CBC_SHA256 E -— OFF OFF OFF OFF OFF
0xc0,0x3¢ TLS_RSA WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA PSK_ WITH_ARIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA PSK WITH_ARIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA PSK_WITH_ARIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA PSK WITH_ARIA 256 GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7a TLS_RSA WITH_CAMELLIA 128 GCM_SHA256 B -— OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA WITH_CAMELLIA 256 GCM_SHA384 E -— OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA PSK WITH_.CAMELLIA 128 GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA PSK WITH_CAMELLIA 256 GCM_SHA384 — OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA PSK WITH.CAMELLIA 128 CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA PSK WITH_.CAMELLIA 256 CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA WITH_AES_128_.CCM -— OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA WITH_AES_128_CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA WITH_AES 256 CCM_8 -— OFF OFF OFF OFF OFF
0x02,0x00,0x80 | SSL_RC4_128 EXPORT40 WITH_MD5 -— OFF OFF OFF OFF OFF
0x04,0x00,0x80 | SSL_RC2.CBC_128.CBC_EXPORT40 WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA EXPORT WITH_RC4 40_MD5 — ON:26 | ON:14 | ON:14 | ON:14 | OFF
0x00,0x06 TLS_RSA EXPORT WITH_RC2_CBC_40_MD5 -— ON:28 | ON:16 | ON:16 | ON:16 | OFF
0x00,0x08 TLS_RSA EXPORT WITH_DES40_CBC_SHA -— ON:27 | ON:15 | ON:15 | ON:15 | OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA DSS_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0xle TLS_SRP_SHA RSA WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA DSS_ WITH_AES_128 CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA RSA WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA DSS_ WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV -— OFF OFF OFF OFF OFF
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0x00,0x0c TLS_DH_DSS WITH_DES_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x0d TLS_DH_DSS WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x0f TLS_DH_RSA_WITH_.DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x10 TLS_DH_RSA_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x18 TLS_DH_anon WITH_RC4_128_MD5 - OFF OFF OFF OFF OFF
0x00,0x1a TLS_DH_anon WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x1b TLS_DH_anon WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x30 TLS_DH_DSS WITH_AES_128_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x31 TLS_DH_RSA_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x34 TLS_DH_anon WITH_AES_128_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x36 TLS_DH_DSS WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x37 TLS_DH_RSA_WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x3a TLS_DH_anon WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x3e TLS_DH_DSS WITH_AES_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0x3f TLS_DH_RSA WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x42 TLS_DH_DSS WITH_CAMELLIA_128_ CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x43 TLS_DH_RSA_WITH_CAMELLIA_128_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x46 TLS_DH_anon WITH_.CAMELLIA_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x68 TLS_DH_DSS WITH_AES_256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0x69 TLS_DH_RSA WITH_AES_256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0x6¢ TLS_DH_anon WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x6d TLS_DH_anon WITH_AES_256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0x85 TLS_DH_DSS WITH_CAMELLIA 256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x86 TLS_DH_RSA_WITH_CAMELLIA 256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x89 TLS_DH_anon WITH_CAMELLIA _256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x97 TLS_DH_DSS WITH_SEED_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x98 TLS_DH_RSA_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9b TLS_DH_anon WITH_SEED_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0xa0 TLS_DH_RSA_ WITH_AES_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0x00,0xat TLS_DH_RSA_ WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xa4 TLS_DH_DSS WITH_AES_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0x00,0xa5 TLS_DH_DSS WITH_AES_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0x00,0xa6 TLS_DH_anon WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa7 TLS_DH_anon WITH_AES_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0x00,0xbb TLS_DH_DSS WITH_CAMELLIA_ 128 CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xbc TLS_DH_RSA_ WITH_CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xbf TLS_DH_anon WITH_CAMELLIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xc1 TLS_DH_DSS WITH_CAMELLIA 256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xc2 TLS_DH_RSA_ WITH_CAMELLIA 256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xc5 TLS_DH_anon_ WITH_CAMELLIA_256_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x3e TLS_DH_DSS WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x3f TLS_DH_DSS_WITH_ARIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x40 TLS_DH_RSA_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x41 TLS_DH_RSA_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x46 TLS_DH_anon WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
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0xc0,0x47 TLS_DH_anon_ WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x54 TLS_DH_RSA_WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x55 TLS_DH_RSA_WITH_ARIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x58 TLS_DH_DSS WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x59 TLS_DH_DSS_WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x5a TLS_DH_anon_ WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x5b TLS_DH_anon_ WITH_ARIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x7e TLS_DH_RSA_WITH_CAMELLIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x7f TLS_DH_RSA_WITH_CAMELLIA 256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x82 TLS_DH_DSS WITH_CAMELLIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x83 TLS_DH_DSS WITH_CAMELLIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x84 TLS_DH_anon WITH_CAMELLIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x85 TLS_DH_anon WITH_CAMELLIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0x00,0x0b TLS_DH_.DSS_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0e TLS_DH_RSA_EXPORT_WITH_DES40_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x19 TLS_DH_anon_ EXPORT_WITH_DES40_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x12 TLS_DHE_DSS_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x13 TLS_DHE_DSS_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x15 TLS_DHE_RSA WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x16 TLS_DHE_RSA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x2d TLS_DHE_PSK_WITH.NULL_SHA — OFF OFF OFF OFF OFF
0x00,0x32 TLS_DHE_DSS_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA 1024bit ON OFF OFF OFF OFF
0x00,0x38 TLS_DHE_DSS_WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_CBC_SHA 1024bit ON OFF OFF OFF OFF
0x00,0x40 TLS_DHE_DSS_WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x44 TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x45 TLS_DHE_RSA WITH_CAMELLIA_128_ CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 1024bit ON OFF OFF OFF OFF
0x00,0x6a TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 1024bit ON OFF OFF OFF OFF
0x00,0x87 TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x88 TLS_DHE_RSA WITH_CAMELLIA_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x8e TLS_DHE_PSK_WITH_RC4_128_SHA -— OFF OFF OFF OFF OFF
0x00,0x8f TLS_DHE_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x90 TLS_DHE_PSK_WITH_AES_128_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x91 TLS_DHE_PSK_WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x99 TLS_DHE_DSS_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9a TLS_DHE_RSA WITH_SEED_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_DHE_RSA WITH_AES_128_GCM_SHA256 B 1024bit ON OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 o 1024bit ON OFF OFF OFF OFF
0x00,0xa2 TLS_DHE_DSS_WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa3 TLS_DHE_DSS_WITH_AES_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0x00,0xaa TLS_DHE_PSK_WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xab TLS_DHE_PSK_WITH_AES_256_GCM_SHA384 - OFF OFF OFF OFF OFF
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0x00,0xb2 TLS_DHE_PSK_WITH_AES_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xb3 TLS_DHE_PSK_WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb4 TLS_DHE_PSK_WITH_NULL_SHA256 - OFF OFF OFF OFF OFF
0x00,0xb5 TLS_DHE_PSK_WITH_NULL_SHA384 - OFF OFF OFF OFF OFF
0x00,0xbd TLS_DHE_DSS_WITH_CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xbe TLS_DHE_RSA WITH_CAMELLIA_128_CBC_SHA256 A A - OFF OFF OFF OFF OFF
0x00,0xc3 TLS_DHE_DSS_WITH_CAMELLIA_256_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xc4 TLS_DHE_RSA WITH_CAMELLIA_256_CBC_SHA256 D D -— OFF OFF OFF OFF OFF
0xc0,0x42 TLS_DHE_DSS_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x43 TLS_DHE_DSS_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x44 TLS_DHE_RSA WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x45 TLS_DHE_RSA_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x52 TLS_DHE_RSA WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x53 TLS_DHE_RSA WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x56 TLS_DHE_DSS_WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x57 TLS_DHE_DSS_WITH_ARIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x66 TLS_DHE_PSK_WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x67 TLS_DHE_PSK_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x6¢ TLS_DHE_PSK_WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x6d TLS_DHE_PSK_WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x7c TLS_DHE_RSA WITH_CAMELLIA_128_GCM_SHA256 B A A - OFF OFF OFF OFF OFF
0xc0,0x7d TLS_DHE_RSA WITH_CAMELLIA_256_GCM_SHA384 o D D - OFF OFF OFF OFF OFF
0xc0,0x80 TLS_DHE_DSS_WITH_CAMELLIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x81 TLS_DHE_DSS_WITH_CAMELLIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x90 TLS_DHE_PSK_WITH_.CAMELLIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x91 TLS_DHE_PSK_WITH_.CAMELLIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x96 TLS_DHE_PSK_WITH_.CAMELLIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x97 TLS_DHE_PSK_WITH_.CAMELLIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x9% TLS_DHE_RSA WITH_AES_128_CCM -— OFF OFF OFF OFF OFF
0xc0,0x9f TLS_DHE_RSA_WITH_AES_256_CCM - OFF OFF OFF OFF OFF
0xc0,0xa2 TLS_DHE_RSA WITH_AES_128_CCM_8 - OFF OFF OFF OFF OFF
0xc0,0xa3 TLS_DHE_RSA_WITH_AES_256_CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xab TLS_DHE_PSK_WITH_AES_128_.CCM - OFF OFF OFF OFF OFF
0xc0,0xa7 TLS_DHE_PSK_WITH_AES_256_CCM - OFF OFF OFF OFF OFF
0xc0,0xaa TLS_PSK_DHE_WITH_AES_128_.CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xab TLS_PSK_ DHE_WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
0x00,0x11 TLS_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x14 TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x01 TLS_ECDH_ECDSA WITH_NULL_SHA -— OFF OFF OFF OFF OFF
0xc0,0x02 TLS_ECDH_ECDSA WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x03 TLS_ECDH_ECDSA WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x04 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA CiEmn CiEmn - OFF OFF OFF OFF OFF
0xc0,0x05 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA Fa&in Fa&in - OFF OFF OFF OFF OFF
0xc0,0x0b TLS_ECDH_RSA_WITH_NULL_SHA -— OFF OFF OFF OFF OFF
0xc0,0x0c TLS_ECDH_RSA_WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x0d TLS_ECDH_RSA_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
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0xc0,0x0e TLS_ECDH_RSA_WITH_AES_128_CBC_SHA CiBmm CiBmm - OFF OFF OFF OFF OFF
0xc0,0x0f TLS_ECDH_RSA_WITH_AES_256_CBC_SHA F & F & - OFF OFF OFF OFF OFF
0xc0,0x15 TLS_ECDH _anon WITH.NULL_SHA — OFF OFF OFF OFF OFF
0xc0,0x16 TLS_ECDH _anon WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x17 TLS_ECDH_anon_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x18 TLS_ECDH_anon_WITH_AES_128_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x19 TLS_ECDH_anon_WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x25 TLS_ECDH_ECDSA WITH_AES_128_CBC_SHA256 CiEmn CiEmn - OFF OFF OFF OFF OFF
0xc0,0x26 TLS_ECDH_ECDSA WITH_AES_256_CBC_SHA384 Fa&in Fa&in - OFF OFF OFF OFF OFF
0xc0,0x29 TLS_ECDH_RSA_WITH_AES_128_CBC_SHA256 CiEmn CiEmn - OFF OFF OFF OFF OFF
0xc0,0x2a TLS_ECDH_RSA_WITH_AES_256_CBC_SHA384 Fa&in Fa&in - OFF OFF OFF OFF OFF
0xc0,0x2d TLS_ECDH_ECDSA WITH_AES_128_GCM_SHA256 CiEmm CiEmn - OFF OFF OFF OFF OFF
0xc0,0x2e TLS_ECDH_ECDSA WITH_AES_256_GCM_SHA384 Fa&in Fa&in - OFF OFF OFF OFF OFF
0xc0,0x31 TLS_ECDH_RSA_WITH_AES_128_GCM_SHA256 CiEmn CiEmn - OFF OFF OFF OFF OFF
0xc0,0x32 TLS_ECDH_RSA_WITH_AES_256_GCM_SHA384 Fa&in Fa&in - OFF OFF OFF OFF OFF
0xc0,0x4a TLS_ECDH_ECDSA WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x4b TLS_ECDH_ECDSA WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x4e TLS_ECDH_RSA_WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x4f TLS_ECDH_RSA_WITH_ARIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x5e TLS_ECDH_ECDSA WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x5f TLS_ECDH_ECDSA WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x62 TLS_ECDH_RSA_WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x63 TLS_ECDH_RSA_WITH_ARIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x74 TLS_ECDH_ECDSA WITH_CAMELLIA_128_ CBC_SHA256 CiEmn CiEmn - OFF OFF OFF OFF OFF
0xc0,0x75 TLS_ECDH_ECDSA WITH_CAMELLIA 256_CBC_SHA384 Fa&in Fa&in - OFF OFF OFF OFF OFF
0xc0,0x78 TLS_ECDH_RSA_WITH_CAMELLIA_128_CBC_SHA256 CiEmn CiEmn - OFF OFF OFF OFF OFF
0xc0,0x79 TLS_ECDH_RSA_WITH_CAMELLIA_256_CBC_SHA384 Fa&in Fa&in - OFF OFF OFF OFF OFF
0xc0,0x88 TLS_ECDH_ECDSA WITH_CAMELLIA_128_ GCM_SHA256 CiEmm CiEmn - OFF OFF OFF OFF OFF
0xc0,0x89 TLS_ECDH_ECDSA WITH_CAMELLIA_256_GCM_SHA384 Fa&in Fa&in - OFF OFF OFF OFF OFF
0xc0,0x8¢ TLS_ECDH_RSA_WITH_CAMELLIA_128_.GCM_SHA256 CiEmm CiEmn - OFF OFF OFF OFF OFF
0xc0,0x8d TLS_ECDH_RSA_WITH_CAMELLIA_256_GCM_SHA384 F & F & - OFF OFF OFF OFF OFF
0xc0,0x06 TLS_ECDHE_ECDSA_WITH_NULL_SHA - OFF OFF OFF OFF OFF
0xc0,0x07 TLS_ECDHE_ECDSA_WITH_RC4_128_SHA -— OFF OFF OFF OFF OFF
0xc0,0x08 TLS_ECDHE_ECDSA_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
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0xc0,0x09 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA AENN AENN - OFF OFF OFF OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA D i&hn D i&hn - OFF OFF OFF OFF OFF
0xc0,0x10 TLS_ECDHE_RSA WITH_NULL_SHA - OFF OFF OFF OFF OFF
0xc0,0x11 TLS_ECDHE_RSA_WITH_RC4_128_SHA -— OFF OFF OFF OFF OFF
0xc0,0x12 TLS_ECDHE_RSA_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x13 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA ABin ABin - OFF OFF OFF OFF OFF
0xc0,0x14 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA DEEY DEEY - OFF OFF OFF OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 ABin ABin - OFF OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 D &hn D i&hn - OFF OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256 ABin ABin - OFF OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 DEEY DEEY - OFF OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 REN ABin ABin - OFF OFF OFF OFF OFF
0xc0,0x2¢c TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 & D &hin D &N - OFF OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 REN ABin ABin - OFF OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA384 & D &hin D &hin - OFF OFF OFF OFF OFF
0xc0,0x33 TLS_ECDHE_PSK_WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0xc0,0x34 TLS_ECDHE_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x35 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x36 TLS_ECDHE_PSK WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x37 TLS_ECDHE_PSK_WITH_AES_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x38 TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x39 TLS_ECDHE_PSK_WITH_NULL_SHA - OFF OFF OFF OFF OFF
0xc0,0x3a TLS_ECDHE_PSK_WITH_NULL_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3b TLS_ECDHE_PSK_WITH_NULL_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x48 TLS_ECDHE_ECDSA_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x49 TLS_ECDHE_ECDSA_WITH_ARIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x4c TLS_ECDHE_RSA_WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x4d TLS_ECDHE_RSA WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x5¢ TLS_ECDHE_ECDSA_WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x5d TLS_ECDHE_ECDSA_WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x60 TLS_ECDHE_RSA_WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x61 TLS_ECDHE_RSA_WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x70 TLS_ECDHE_PSK_WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x71 TLS_ECDHE_PSK_WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x72 TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_CBC_SHA256 AEN AENN - OFF OFF OFF OFF OFF
0xc0,0x73 TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_CBC_SHA384 DEEY DEEY - OFF OFF OFF OFF OFF
0xc0,0x76 TLS_ECDHE_RSA WITH_CAMELLIA_128_CBC_SHA256 AENN AENN - OFF OFF OFF OFF OFF
0xc0,0x77 TLS_ECDHE_RSA WITH_CAMELLIA 256_CBC_SHA384 D &hn D &hin - OFF OFF OFF OFF OFF
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0xc0,0x86 TLS_ECDHE_ECDSA_WITH_CAMELLIA_128_GCM_SHA256 REN ABin ABin - OFF OFF OFF OFF OFF
0xc0,0x87 TLS_ECDHE_ECDSA_WITH_CAMELLIA_256_GCM_SHA384 & D &hin D &hin - OFF OFF OFF OFF OFF
0xc0,0x8a TLS_ECDHE_RSA_ WITH_CAMELLIA_128_GCM_SHA256 REN A BN A BN - OFF OFF OFF OFF OFF
0xc0,0x8b TLS_ECDHE_RSA WITH_CAMELLIA 256_GCM_SHA384 & D &N D &N - OFF OFF OFF OFF OFF
0xc0,0x9a TLS_ECDHE_PSK_WITH_CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x9b TLS_ECDHE_PSK_WITH_CAMELLIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0xac TLS_ECDHE_ECDSA_WITH_AES_128_CCM - OFF OFF OFF OFF OFF
0xc0,0xad TLS_ECDHE_ECDSA_WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xae TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xaf TLS_ECDHE_ECDSA_WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
0x00,0x1e TLS_KRB5_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x1f TLS_KRB5_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x20 TLS_KRB5_WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0x00,0x21 TLS_KRB5_WITH_IDEA_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x22 TLS_KRB5 WITH_DES_CBC_MD5 - OFF OFF OFF OFF OFF
0x00,0x23 TLS_KRB5_WITH_3DES_EDE_CBC_MD5 - OFF OFF OFF OFF OFF
0x00,0x24 TLS_KRB5_WITH_RC4_.128_MD5 -— OFF OFF OFF OFF OFF
0x00,0x25 TLS_KRB5_WITH_IDEA_CBC_MD5 - OFF OFF OFF OFF OFF
0x00,0x26 TLS_KRB5_EXPORT_WITH_DES_CBC_40_SHA - OFF OFF OFF OFF OFF
0x00,0x27 TLS_KRB5_EXPORT_WITH_RC2_CBC_40_SHA -— OFF OFF OFF OFF OFF
0x00,0x28 TLS_KRB5_EXPORT_WITH_RC4_40_SHA - OFF OFF OFF OFF OFF
0x00,0x29 TLS_KRB5_EXPORT_WITH_DES_CBC_40_MD5 - OFF OFF OFF OFF OFF
0x00,0x2a TLS_KRB5_EXPORT_WITH_RC2_CBC_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x2b TLS_KRB5_EXPORT_WITH_RC4_40_MD5 - OFF OFF OFF OFF OFF
0x00,0x00 TLS_NULL_WITH_.NULL NULL -— OFF OFF OFF OFF OFF
0x00,0x2¢ TLS_PSK WITH_NULL_SHA - OFF OFF OFF OFF OFF
0x00,0x8a TLS_PSK WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0x00,0x8b TLS_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x8¢ TLS_PSK WITH_AES_128_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x8d TLS_PSK WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0xa8 TLS_PSK_ WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xa9 TLS_PSK WITH_AES_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0x00,0xae TLS_PSK_ WITH_AES_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xaf TLS_PSK_WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb0 TLS_PSK WITH_NULL_SHA256 - OFF OFF OFF OFF OFF
0x00,0xb1 TLS_PSK WITH_NULL_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x64 TLS_PSK_ WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x65 TLS_PSK WITH_ARIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x6a TLS_PSK WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x6b TLS_PSK_ WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x8e TLS_PSK WITH_CAMELLIA_128_ GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x8f TLS_PSK WITH_CAMELLIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
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0xc0,0x94 TLS_PSK WITH_CAMELLIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x95 TLS_PSK_WITH_CAMELLIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0xa4 TLS_PSK WITH_AES_128_CCM - OFF OFF OFF OFF OFF
0xc0,0xa5 TLS_PSK WITH_AES_256_CCM - OFF OFF OFF OFF OFF
0xc0,0xa8 TLS_PSK_WITH_AES_128_CCM_8 -— OFF OFF OFF OFF OFF
0xc0,0xa9 TLS_PSK WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
0x01,0x00,0x80 SSL_RC4_128_ WITH_MD5 -— OFF OFF OFF OFF OFF
0x03,0x00,0x80 SSL_RC2_CBC_128_CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x05,0x00,0x80 SSL_IDEA_128_CBC_WITH_MD5 - OFF OFF OFF OFF OFF
0x06,0x00,0x40 SSL_DES_64_CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x07,0x00,0xc0 SSL_DES_192_EDE3_CBC_WITH_MD5 -— OFF OFF OFF OFF OFF
0x00,0x01 TLS_RSAWITH.NULL_MD5 — OFF OFF OFF OFF OFF
0x00,0x02 TLS_RSA_WITH_NULL_SHA -— OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA_WITH_RC4_128_MD5 -— ON OFF ON ON OFF
0x00,0x05 TLS_RSA_WITH_RC4_128_SHA - ON OFF ON ON OFF
0x00,0x07 TLS_RSA_WITH_IDEA_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x09 TLS_RSA_WITH_.DES_CBC_SHA -— OFF OFF ON ON OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA - ON OFF ON ON OFF
0x00,0x2e TLS_RSA_PSK_WITH_NULL_SHA -— OFF OFF OFF OFF OFF
0x00,0x2f TLS_RSA_WITH_AES_128_CBC_SHA -— ON OFF ON ON OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA - ON OFF ON ON OFF
0x00,0x3b TLS_RSA_WITH_.NULL_SHA256 -— OFF OFF OFF OFF OFF
0x00,0x3¢c TLS_RSA_WITH_AES_128_CBC_SHA256 -— ON OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 - ON OFF OFF OFF OFF
0x00,0x41 TLS_RSA_WITH_CAMELLIA_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x84 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x92 TLS_RSA_PSK_WITH_RC4_128_SHA - OFF OFF OFF OFF OFF
0x00,0x93 TLS_RSA_PSK_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x94 TLS_RSA_PSK_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x95 TLS_RSA_PSK_WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0x00,0x96 TLS_RSA_WITH_SEED_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x9¢ TLS_RSA_WITH_AES_128_GCM_SHA256 -— ON OFF OFF OFF OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 - ON OFF OFF OFF OFF
0x00,0xac TLS_RSA_PSK_WITH_AES_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xad TLS_RSA_PSK_WITH_AES_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb6 TLS_RSA_PSK_WITH_AES_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0x00,0xb7 TLS_RSA_PSK_WITH_AES_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0x00,0xb8 TLS_RSA_PSK_WITH_NULL_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xb9 TLS_RSA_PSK_WITH_NULL_SHA384 - OFF OFF OFF OFF OFF
0x00,0xba TLS_RSA_WITH_CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0x00,0xc0 TLS_RSA_WITH_CAMELLIA_256_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x3c TLS_RSA_WITH_ARIA_128_CBC_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x3d TLS_RSA_WITH_ARIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x50 TLS_RSA_WITH_ARIA_128_GCM_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x51 TLS_RSA_WITH_ARIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x68 TLS_RSA_PSK_WITH_ARIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x69 TLS_RSA_PSK_WITH_ARIA_256_CBC_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x6e TLS_RSA_PSK_WITH_ARIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x6f TLS_RSA_PSK_WITH_ARIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
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0xc0,0x7a TLS_RSA_WITH_CAMELLIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x7b TLS_RSA_WITH_CAMELLIA_256_GCM_SHA384 -— OFF OFF OFF OFF OFF
0xc0,0x92 TLS_RSA_PSK_WITH_.CAMELLIA_128_GCM_SHA256 - OFF OFF OFF OFF OFF
0xc0,0x93 TLS_RSA_PSK_WITH_.CAMELLIA_256_GCM_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x98 TLS_RSA_PSK_WITH_.CAMELLIA_128_CBC_SHA256 -— OFF OFF OFF OFF OFF
0xc0,0x99 TLS_RSA_PSK_WITH_.CAMELLIA_256_CBC_SHA384 - OFF OFF OFF OFF OFF
0xc0,0x9¢ TLS_RSA_WITH_AES_128_CCM - OFF OFF OFF OFF OFF
0xc0,0x9d TLS_RSA_WITH_AES_256_CCM -— OFF OFF OFF OFF OFF
0xc0,0xa0 TLS_RSA_WITH_AES_128_CCM_8 - OFF OFF OFF OFF OFF
0xc0,0xal TLS_RSA_WITH_AES_256_CCM_8 - OFF OFF OFF OFF OFF
0x02,0x00,0x80 SSL_RC4_128_EXPORT40_WITH_MD5 -— OFF OFF OFF OFF OFF
0x04,0x00,0x80 SSL_RC2_CBC_128_CBC_EXPORT40_WITH_MD5 - OFF OFF OFF OFF OFF
0x00,0x03 TLS_RSA_EXPORT_WITH_RC4_40_ MD5 - OFF OFF OFF OFF OFF
0x00,0x06 TLS_RSA_EXPORT_WITH_RC2_CBC_40_MD5 -— OFF OFF OFF OFF OFF
0x00,0x08 TLS_RSA_EXPORT_WITH_DES40_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x1a TLS_SRP_SHA WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1b TLS_SRP_SHA_RSA_WITH_3DES_EDE_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1c TLS_SRP_SHA_DSS_WITH_3DES_EDE_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x1d TLS_SRP_SHA WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x1e TLS_SRP_SHA_RSA_WITH_AES_128_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x1f TLS_SRP_SHA_ DSS_WITH_AES_128_CBC_SHA -— OFF OFF OFF OFF OFF
0xc0,0x20 TLS_SRP_SHA WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x21 TLS_SRP_SHA_RSA_WITH_AES_256_CBC_SHA - OFF OFF OFF OFF OFF
0xc0,0x22 TLS_SRP_SHA_DSS_WITH_AES_256_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0xff TLS_EMPTY_RENEGOTIATION_INFO_SCSV — OFF OFF OFF OFF OFF

KT 7 AHNVEDORRIEL 6.12.1 ZROZE,
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3. HEEHR
3.1 Cisco ASA 5512

o HmiFH
CISCO ASA 5512 ASA Version: 9.5(2)5

o ZEFER
ASDM #f# LTz CiscoASA5500 ¥!J—X oY T4 Fal—3r A4FK
Cisco ASA5505 74 w4 RB—k F4 K Version 8.0
Cisco ASA Series General Operations ASDM Configuration Guide, 7.5
Cisco ASA Series VPN ASDM Configuration Guide, 7.5
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3.2F5 % v 7—% X BIG-IP3900

* RMmiFH
BIG-IP 3900 Ver.12.0.0

o SEIFWR
BIG-IPLTM v b7 v FTH4 K (v15.5.1 ¥fi) PEOLD.ver2.0
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3.3A10 *v 7 —% X Thunder 3030S

o HmiFH
A10 # v kJ—% R Thunder 3030S ¥V 7 k7 7/3—2 3 U1 2.7.2-P7-SP3(build: 3)

o SEIFH
AlOnetworks Thunder 24 v 2 X2 —+rHA K
A10-DG-Apache_Web_Server_2.2.pdf
A10_Thunder_272_GUI_Ref-2014_06_16.pdf
A10 _Thunder_272_ CLI_Ref-2015 05 14.pdf

o SHEDYKR—MFE
HYR— FESIERM— ML SERDY ) —RIZTHRFE,
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3.4 BKS K7 Alteon VA

dRIEER
HAS Ky 7 Alteon VA Version: 30.2.1.100

SEB]

Radware Alteon Installation and Maintenance Guide
Alteon Command Line Interface Application Guide
Alteon Command Line Interface Reference Guide
Alteon Web Based Management Application Guide
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3.5 E1& IPCOM EX2700 IN

dRIEER
E1& IPCOM EX2700 IN 7 7 —L™ = 7hr#k: E20L32 NF0201 BO1
(E#HA T3> 1000BASE-TA VB —TJx1—AH—KB. BBEEH—KC.SSL7 5L —%
T3y

SSL7Y €S L— 3 dFRTAICIEX BEA—KRESSLT7TIESL—E2A TS 3 UABRE,

EE5h—FRICIZ3FEEHY. SEIX BEEH—FCl #BHE LTS,

HEEH— K A2] TBEEH— KBl TIEUTOEERAM— AR YR—bELG S,
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

LUTOMEDSSLT7 IS L—428ET IlBEEH—FA2) TBEEHh—FBJ IBEEH—FKCJ
% F AT EE,

IPCOM EX2700 SC. IPCOM EX2700 LB, IPCOM EX2700 IN.

IPCOM EX2500 SC. IPCOM EX2500 LB, IPCOM EX2500 IN

CUTOHED SSLT7 V5 L—2#EeT IlESH— K A2] TBSh— Bl ZFAREE.
IPCOM EX2300 SC. IPCOM EX2300 LB, IPCOM EX2300 IN

SEER

FUJITSU Network IPCOM EX2700 7 4 v 9 A2 — k4 K(E20L32 Rev.1)
FUJITSU Network IPCOM EX ') —X a1—%—XH4A K E20L32

FUJITSU Network IPCOMEX &!)—X avy—J)LY) 27 L2YAHA K E20L32

SHEOYR—NFE

- 2016 &£ 9 BLIEIZHR— F P EDHEERA— bk
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256 (l&2/H1— K C O#H)
TLS_ECDHE_RSA_WITH_AES_ 256 _GCM_SHA384 (lESH1— K C O#H)
TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384 (l§5H1— K C O#)
TLS_RSA WITH_AES 128 GCM_SHA256
TLS_RSA WITH_AES 256 GCM_SHA384

- 2016 £ 9 ALIEIZYR— T EDHERE

Y—NI 547 FOBEIRCLODFRTEHAE
E5AA — FDEEIRGI DR EHKEE
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3.6 NEC InterSecVM/LB V3.0 for VMWare

o HIIER
NEC InterSecVM/LB V3.0 for VMware
InterSecVM/LB V3.0 for VMware 7 v 77— FEP 21—/ Rel 1.0 #AK
InterSecVM/LB V3.0 for VMware | 7Y 77— FEPa1—J)L Rel 3.1 #8@ATAHET
TLS1.1. TLS1.2 BFIARIREE 4B,

o SEFR

InterSecVM/LB V3.0 for VMware v k7w JF|ERAE
InterSecVM/LB V3.0 for VMware 1—H—XHA K
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3.7 Array Networks APV 2600
o HmIER

Array Networks APV 2600
Y7 ko7 EJL FiE#R ArrayOS Rel. APV.8.6.0.14 build on Thu Mar 3 08:30:21 2016

o BEER
ArrayOS APV 8.6 User Guide
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3.8 HIL&{EFT Hitachi Load Balancer EL130
o HLIEH
BILB4ERT Hitachi Load Balancer EL130 ¥ 7 b = 7/\—2 3 >: 2.7.1-P6(build: 143)

o BEER
HA9HRE— KA R
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3.9 Barracuda Load Balancer ADC

o HmIER
Barracuda Load Balancer ADC 340 77—/ = 7/3—< 3 2 6.0.0.005 (2016-04-20 05:29:37)

o ZEER
Barracuda Load Balancer ADC 74 w92 X2 — hHA K
Barracuda Load Balancer ADC # > 54 ><%=a7IJL
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3.10 Barracuda WAF

o HLIEH
Barracuda Web Application Firewall 360 77—/, = 7/8A—< 3 >: 8.1.0.009 (2016-05-04
22:58:07)

o SEFH
Barracuda Web Application Firewall BAEtY 7 v THA K
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3.11 Citrix NetScaler MPX 8005c

o HIIEHR
Citrix NetScaler MPX 8005¢ 7 7 —A™ = 7/\—< 3 >: NS11.0 Build 64.34.nc

o SEFHK

NetScaler M)#iFRE & O— F/\S U HEERTEH A F Ver.1.6
SSL Offload ##8EEREH A F Ver.1.6
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3.12 4 a—v1) 12— 3 X Netwiser SX-3850

o HIIEH
Netwiser SX-3850 7 7—AL™ T 7/N\—2 3 > v7.3.20 built on 2016/03/16 17:03 (secondary
v7.3.20)

o ZEIFH
SX-3840,45,50 EXikEHEAE(SE 1.1 hR)
Netwiser SX-38 1) —X EA - ERDF3I(E 2.1 kR)
Netwiser SX-38 &) —X a3 KY 27 LU R(E 1L.4R)

o HFLI)—XIZDIT

TEoB S IE SX-38xx 1) —XH5E,
SX-3850/SX-3845/SX-3840/SX-3820

286



3.13 Imperva SecureSphere X2010

o HmIER
Imperva SecureSphere X2010 /\—< 3 >:11.0.0.30 Enterprise Edition

o ZERFW
Imperva SecureSphere X2 —+7 v THA K
Configuring Common Criteria Compliance
v11.0-Administration-Guide
v11.0-Web-Security-User-Guide

REABIZIZE TTYVYOE—F (EBE—F)] & TYUNR=—RTOFLE—-F] ’HY. &
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BL.TTYYSE—F] IESEEDHREI Web H—/N\DHREIZIKET H1=6. LIED
REFRIX. TUN—RTAFIE—F] CTHRHELEERZEHLTWS, [YNN—X 70
FOE—FR] ICBIT5HNEBEIEITREZSEBOI L,

o YN—RTOFXLE—KRTOFINEE

s 2MB L EDIETILF/IN—k Post YU TR kM, UN—RTOFVERTINETE
$ Drop SNDEEIEH D,

- Referer Ny A ICKXFAEEN TN HES. SecureSphere [N b EF/INXFICE
Tz 5,

-TagVlan, Y29 TF75 V=32, Nn—F2xT7INARRIEERYHR—k,

- B8 FIZIE SecureSphere [$E{E% Drop 35845,
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