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Si—4
0x00,0x0¢c TLS_DH_DSS_WITH_DES_CBC_SHA : _ ON OFF ON OFF OFF
0x00,0x05 TLS_RSA WITH_RC4_128_SHA : G —_ ON OFF ON OFF OFF
0x00,0x09 TLS_RSA_WITH_DES_CBGC_SHA ] _— OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA WITH_3DES_EDE_CBC_SHA : H —_ ON OFF ON OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128_ CBC_SHA : B B —_ ON OFF ON OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA E E E —_ ON OFF ON OFF OFF
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sslv3 OFF — 0
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id IANA %72 ] i3 ol tls1.2 tis1.1 tls1.0 ssiv3 ssiv2
FA—4

0xc0,0x13 TLS_ECDHE_RSA WITH_AES_128_CBC_SHA A B - pi=hi] secp256ri ON:8 OFF ON:6 OFF OFF
0xc0,0x14 TLS_ECDHE_RSA WITH_AES_256_CBC_SHA D& D& secp256ri ON:9 OFF ON:7 OFF OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 A B - pi=hi] secp256ri ON:10 OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 D i&fn D& secp256ri ON:11 OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 BEhn A B - pi=hi] secp256ri ON:12 OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 A& DRV D ;&hn secp256ri ON:13 OFF OFF OFF OFF
0x00,0x04 TLS_RSA WITH_RC4_128 MD5 -— ON:1 OFF ON:1 OFF OFF
0x00,0x05 TLS_RSA WITH_RC4_128 SHA G -— ON:2 OFF ON:2 OFF OFF
0x00,0x09 TLS_RSA_WITH_DES_CBC_SHA -— OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H - ON:3 OFF ON:3 OFF OFF
0x00,0x2f TLS_RSA_WITH_AES_128_CBC_SHA B B - ON:4 OFF ON:4 OFF OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E - ON:5 OFF ON:5 OFF OFF
0x00,0x3¢c TLS_RSA_WITH_AES_128_CBC_SHA256 B B - ON:6 OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E - ON:7 OFF OFF OFF OFF
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tls1.0 ON H— 2

sslv3 OFF - 0
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0xc0,0x09 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA ABi ABin secp256ri ON:1 OFF ON:1 OFF OFF
0xc0,0x0a TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA DRV D ;&hn secp256ri ON:2 OFF ON:2 OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA WITH_AES_128_CBC_SHA256 ABi ABin secp256ri ON:3 OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384 DRV D ;&hn secp256ri ON:4 OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 BEhn A B AEhn secp256ri ON:5 OFF OFF OFF OFF
0xc0,0x2c TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 agBin D&M D &N secp256ri ON:6 OFF OFF OFF OFF
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o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (o /) 13 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (& i&71)
B TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 5 &) 12 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 i&/)11)
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8 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
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B TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 i&/)11) 2 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 i&/)11)
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FOMERTRETH D, BERAM— FOEBEIEMIE, & 1.13.1-3 BEAMN A ELEDES (Bt
Fal)T 18, ECDSAGIEAZERER) DEHYTH S,

£ 11313 BEHSFSAVEDED (BEX21 T8, ECDSA EEHAERTEH)

TN—F REAA FTA DOt x= YT 8 (—H) o W5 A — b ERERE R
JIEAE
o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (o iE7m) 6 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (& &)
B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 i&/m) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 i&/i)
RENTA RTA v O@mEx =2l 7 4RI LS A4 1 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
-k 2 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
_ 3 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
4 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
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DH/DHE. ECDH/ECDHE M E
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Fabtani—oay, B85 XA — b, DH/DHE, ECDH/ECDHE OBEMNE > L H/EH 1 K54
VOBREERICEMLTVSEBDNLIBRE (BSRASM— F2EENIZRET 55F)
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BETH—/I\BETHY., TETEAHL,

V. BSAAM— FDEBEIECLDFE
IEESRA—FTHE LERBRIZL D,

VI. Extension Mi%5E
HETEAEL,
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o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (« &) 1 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (& 3&/111)
B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 i&/m) 2 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 i&/i)
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TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A i&/m) 1 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (A &)

A TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&/i) 2 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&/i)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A i&/i) 3 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A i&/i)
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TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&/n) 8 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&/n)
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TLS_RSA_WITH_AES_128_CBC_SHA (B) 4 TLS_RSA_WITH_AES_128_CBC_SHA (B)

° TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 6 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
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TLS_RSA_WITH_AES_256_CBC_SHA (E) 5 TLS_RSA_WITH_AES_256_CBC_SHA (E)
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TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A i) 3 TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 (A 5& /1)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D ;& /1) 4 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (D ;& /i)
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