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Security evaluation methods and the
design of cryptographic algorithms

« Generally - No definitive security proof of
a cryptographic algorithm against the
attacks

A cryptographic algorithm is considered
as a secure one only If it Is secure
against all known attacks




CRYPTREC

Cryptographic Technology Evaluation
Committee hosted by the Cryptographic
Technoloqy Investigative Committee
organized by MIC/METI on conjoint basis
and Cryptographic Technology Monitoring
Committee and Cryptographic Module
Committee organized by IPA and NICT on

conjoint basis.
MIC: Ministry of International Affairs and Communications
METI: Ministry of Economy, Trade and Industry
IPA: Information-Technology, Promotion Agency
NICT: National Institute of Information and Communicatjo

Technology V .




The Mission Assigned to The
Cryptography Research Group
of IPA Security Center

Ensuring the Security of
Cryptographic Algorithms
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What is “Ensuring the Security
of Cryptographic Algorithms”?

e 2000 ~ 2002 Cryptographic Technology Evaluation

e Feb. 2003: Publication of the e-Government
Recommended Cipher List

 Feb. 2003: Monitoring the Current Tendency of
Cryptographic Study

— Not only study the current tendency in cryptanalyzing

research for cryptosystems but also researches the ways
to cryptanalyze by ourselves



What Does The e-Government
Recommended Cipher List Look
Like?

Classification in

Technical Appellation
DSA
Signature ECDSA
RSASSA PKCS1vl 5
RSA-PSS
Public Key RSA-OAEP

Confidentiality RSAES-PKCS1 VL 5

DH

Key Agreement ECDH

PSEC-KEM

CIPHERUNIORN-E

Hierocrypt-L1

64 Bit Block Cipher MISTY1

3-key Triple DES

AES

Camellia

Symmetric Key 128 Bit Block Cipher CIPHERUNICORN-A

Hierocrypt-3

SC2000

MUGI

Stream Cipher MULTI-SO01

128-bit RC4

RIPEMD-160

SHA-1

Hash Function SHA-256

SHA-384

Others SHA-512

PRNG based on SHA-1 in ANSI X9.42-2001 Annex C.1

Pseude-Random Number | PRNG based on SHA-1 for general purpose in FIPS 186-2
Generator (+change notice 1) Appendix 3.1

PRNG based on SHA-1 for general purpose in FIPS 186-2




Part |l
Grobner Basis Based
Cryptanalysis of SHA-1

Joint work with Mitsuru Kawazoe (Osaka
Prefecture university) and Hideki Imai
(Chuo University and RCIS, AIST)



Hash function

o Cryptographic hash function y = h(x)
— Take a message x of arbitrary length

— Output a short value y of a fixed length .%.%’%ﬂ'
« Basic security property % “

Message: X

)
%
— One-way: giveny, hard to find x s.t. X =
(o U
— Collision resistant: hard to find x = y s.t.
h(X) = h(y) Hash function
. h(x)
« Applications
— Digital signature, password verification, @ Hash value:

key generation... h(x)
— Employed in almost all security systems
’ 9



Two major attacks on hash functions

ond) preimaae attack _ collision attack
(27) preimage Find two messages s.t.

Guess Message hash values are same
from hash value / \
L
A % AL %
Hash function Hash function

Hash function
Hash value Same hash value
& Greme e




Two major attacks on hash functions

(2nd) preimage attack Wetreat— ;" collision.attack......-----oovoeeee i

th.s attack FInd two messages s.t.

Guess Message hash values are same
from hash value

,@@z «@@z
Hash function Hash function

Hash function

1 N4
ash value ame hash \ﬁilueé




Wang’s attack, nonlinear code and
Grobner basis

Decoding problem
of nonlinear code

Wang's attack

applicable

robner-like method

 \Wang’s attack can be considered as
decoding problem of nonlinear code.
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Structure of hash function SHA-1

Initial value
|V(1§0bit)
Message Message |~ 32bit |—| 1s-step(160bit) A B c D E
M | expansion v Ll |
S —» 32bit |—»| 2"-step(160bit) I_f\w \ i
- / L T
512bit _ * _ F i
— 32bit | —>| 3-step(160bit) | v \
32 % 80 , N <<€ €=
— ! /! v
2560bit \ <<’< <—W,
—n 32bit |—>| nth-step(160bit) = v
X N \ \ <—K,
| % 9% % %
_ - — | a| B | c|D]|E
—n 32bit |—>| 80"-step(160bit) ‘
X A, B, C, D,E :32-bit words of the state
Hash results F : nonlinear function
<<<. left bit rotation by s places;
: addition modulo 232, 13

Kt :constant.



Definition of SHA-1

The hash function SHA-1 generates 160-bit hash result from message of length less than 2%
bits. It has Merkle/Damgard structure like other hash functions, and has 160-bit chaining value
and 512-bit message block, and initial chaining values (IV) are fixed. From 512-bit block of the
padded message, SHA-1 divides it into 16 x 32-bit words (mg,my,--- ,m5) and expands the
message by

m; = (Tni_g Dm;_g Dmi_14 D nlzj_lﬁ) << 1

for i = 16,---,79, where z <& n denotes n-bit left rotation of x. Using expanded messages, for
1= 1:2 3803

a; = (a;—1 K 5) + fi(bi—1,¢i—1,di—1) + €51 + M1 + Kk
bi =aiji—1, ¢C; = b-i—l < 30, d;-: =C—-1 €= d?ﬁ—l

where initial chaining value IV = (ag, bg, ¢y, do, €g) 18
(0267452301, 0ze fedab89, 0x98badc fe, 0210325476, 0xc3d2el f0)

and function f; is defined as in Table 1. In the following, we express 32-bit words as hexadecimal
numbers.



Description of SHA-1 algorithm

m; = (Mi_3 & Mi_g & mMi_14 D mi_1g) K 1

for i = 16,---,79, where *+ << n denotes n-bit left
rotation of x. Using expanded messages, for i =
1,2, ,80,

a; = (a;—1 K 5)+ fi(bi—1,¢i-1,di—1) + €1 +mi—1 + k;

bi = a;_1
c; = b1 <30
d; = c;_1
e; = di_1
where initial chaining value IV = (ag,bo, co,do, €o)
is (0267452301, 0xefedab89, 0x98bade fe, 0210325476,
0xc3d2el f0).
round step Boolean function f. constant k;
1 1 — 20 IF: (z A y) VvV (- A z) 0x5a827999
2 21 — 40 XOR: =zG® y P = Oxr6edBebal
3 41 — 60 MAJ: (z Ay) Al )Ny WV ze) 0x8 fabbede
4 61 — 80 XOR: =zG® y P = Orcab2c1d46 15

Table 1  Definition of function f;



A history of hash function proposals

and cryﬁtanaltlsis_ of hash functions
1 *90

Proposed by Dobbertin: semi-free start

Ron Rivest collision of MD5 ('96)

Wang: Attack Complexity
2°8 SHA-0 ('97)

e

Chabaud and J oux(’98)’J

Wang: 2 block collision
of MD5 (04)

Joux: 4 blok collision of
SHA-0(04)

Biham and Chen : collision

of 40-rounds SHA-1 (04)

Wang: Attack complexitiJ16

Proposed by )
NIST

SHA-224, 256, 384} 512 263 SHA-1 (05)




Differential cryptanalysis against
Hash functions

Initial value ; Difference of Initial
_____________ : IV(160bit) |77 _Value AINV=0 _
T ' i Difference of | i 1st é(l60bt) e 1‘SE“§'“a ------ '
: ] 2ohit | Expanded | .| 15-roun i) | -roun i
i Difference i Message Message |V|1.32blt \Message AM, ! : e hc i :__d_iﬂe_r_e_ng_e_A_hl___:
: of | M |expansion "Diference of} | v S, A .
| Message 132%16 |—» M.:32bit|— Expanded HZ -round(160b|t)._:__ﬂ: -2 -round i
A M = MM = 2 \Message AM,! value h, | :__d_lﬂe_r_e_gc_e: Ah,
|| blanit —) [Diference of} | 3 round(T60bM | | [ 3@ found
ISR M,:32bitT—i Expanded —» R !
3 'Message AM! | Valu*e h, ! :__d_l_ffe[_e_r{C_e__Ah_g__:
32x 80 | i .
2560bit el v N y
et M '32bit*: IExepraerng ¢ 1 [nth-round(160bit)| : _; nth-step !
Define sufficient conditions i \Message AM, | value h, . __difference Ah, __
so that expected chains of ——— | ! v
difference occurs \
B | gorround(To0nT| | B0 LE
M. -32bit— Expanded L .
Mo 32bit iMes);gzr:a imsd' | value h., 1. difference Ahg,

Problems are transformed
into decoding problem of
nonlinear code

sufficient conditions are determined
depending on differential values
(disturbance vector)

Hash results H |77

AH=0 =collision: H = H’



Wang'’s attack

Outline of the attack.

Find differential paths — characteristics (difference for
subtractions modular 232)

Determine certain sufficient conditions

For randomly chosen M, apply the message
modification techniques

However, not all information is published

— How to find such differential path (disturbance vector)?
« Candidates are too many
— How to determine sufficient conditions?

— What is multi-message modification?
» Details are unpublished

18



Disturbance vector and sufficient
conditions

Disturbance vector

 AM = Disturbance vector
— There exist messages m, m's.t. AM=m -m’

o SD: Sufficient conditions (w.r.t. AM)
— If a message m satisfies SD, then h(m)=h(m+AM)

Message modification
 M: arandomly chosen message
« M —>M'such that M' satisfies SD

19



Sufficient condition and message
modification techniques by Wang

chaining conditions  on bhits
variable | 32— 25 24 — 17 16 —9 8§—1
aq a00----= === 1-——- aa 1-0allaa
as 01110-— -—————- 1- Oaaa-0-- 011-001-
as 0-100--—— -0-aaad- --011i-- 01110-01
ay 10010--—- ail---011 10011010 10011-10
as 001a0--- --01-000 10001111 -010-11-
ag 1-0-0011 1-1001-0 111011-1 a10-00a-
a 0---1011 1a0111-- 101--010 -10-11-0
as -01---10 000000aa 00laalll ---01-1-
ag ~00-———- 10001000 0000000~ ---11-1-
aig | 0-———--- 1111111- 11100000 0-----0-
T e —— 10 11111101 1-a--0--
P T — 10--11--
g | TTTTTTT— TTTTTmms Tmmmmmem— 11-—--10
T T —— ——-0-1-
T e —— -———-1-0-
T e e —— -——-0-0-
L e —— —1-
ais e ————a---
a]_f_] _______________________ _-__-_0_
azxy | ———————— = -————-a—-
a2y | T/ T~ T—TT—————= o= 1

Method for
determining sufficient
conditions is
unpublished

20

Table 10 A set of sufficient conditions on a; for the 80-step differential path given in Table 9. b
denote the condition a1930 = a1s8.32



Many details are not public!!

1. How to find the differentials?

2. How to determine sufficient conditions
on g ?

3. What are the details of message
modification technique?

=>
We have clarified 2 and 3, and partially 1

21



Our Contribution:

 Developing the searching method for
‘good’ message differentials

 Developing the method to determine
sufficient conditions

 Developing new multi-message
modification technique

— Proposal of a novel message modification
technique employing the Grobner base
based method

22



Wang'’s attack and nonlinear code

 \Wang’s attack is decoding a nonlinear
code {a, m} in GF(2)32x80x2,

— Satisfying sufficient conditions
— Satisfying nonlinear relations between a and m

m; = (Mi_3 & mi_g B m;_14 B m;_16) K 1
for i = 16,---,79, where r <& n denotes n-bit left

rotation of x. Using expanded messages, for i =
1,2,---,80,

a; = (a;—1 K 5)+ filbi—1,ci—1,di—1) +ei1 + mi—1 + E;

by = a;_1
c; = b1 < 30
d; = ¢;i_1
e; = di_q

where initial chaining value IV = (aq, bo,co,do, €0)

is (0267452301, 0xefcdabl89, 0x98bade fe, 0210325476, 23
0xc3d2el fO0).



How to decode nonlinear code?

* A general method
— Grobner bases based algorithm

 Difficult to calculate Grobner basis directly:
— System of equations Is very complex

 How to decode?
— Employ Grobner base based method
— Employ techniques of error correcting code

— Note: Nonlinear relations between a and m
can be linearly approximated

24



Definitions of differential and
disturbance vector

Definition 1. Let m; and a; be as in the definition of SHA-1. When we consider a; as a vector
of B3, let a;; be the jth bit of variable a;. Let m! and a, be another pair and consider the
difference Aa; := a} — a;. Then for Aa;, we define the following notation.

I‘ ’r — 3 + — y ; — - . —
Atq. . — 1 dfa;;=1anda;; =0 1 dfa;;=0anda;; =1
?

= : A”a;; =
0 otherwise,

0 otherwise,

We define A*a; j by A*a; ; = Ata; ;&A™ a; ;. Moreover, we define Ata; = (A%a; 0, ATaiq, -+, A%a;31),
A~a; = (A~ aip, A" a1, - ,A"a;31) and A*a; = Ata; D A~a;. Similarly, for m,b,c,d, e, we

define ATm; ;j, A™m; ;, ﬂi:fn..;,,j, ATm;, A~m;, ATm;, and so on. Following Wang’s notation,

we call a vector in the form (A%m;, A*a;, ATb;, A*e;, A*d;, A*e;) a “disturbance vector”, and

(AT, A~my, ATa;, A”a;, A by, A7b;, ..., ATe;, A~e;) a “differential without carry”.

25



How to find disturbance vector?

See our preprint, but after that, some better
methods have already been published by
other teams.
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How to calculate sufficient
conditions?

27



Definition and proposition

Definition 2: For a message space M = Z/23%7, we
define function f : (M xM) — M : (x1,x9) — (z1—x2)

where we consider '—' as subtraction of Z/2%27Z. We

define differential 0M by 0M = (M x M)/ ~ where for
omq,0mo € OM, d0mq ~ dmso is satisfied if and only if

f(omq) = f(dms).
Proposition 1: oM = M

proof) This is obvious from the definition of 0 M.

28



Definitions

In calculation, we use the following steps.

e Calculate dm3g = (ATmg, A" m3) = dmq + dmg =
(Atmq + ATmo, A~mq + A" myo).

e Cancel the bit of (ATmg, A™mg): If ATmg; =
A~mg ; =1, change ATmg; = A" mg ; = 0.

We define operator — in dM as follows. For dmy =

(ATmq, A"mq), 0mg = (ATmag, A" ms),
dmy — 0omg = (ATmq + A" mo, A" mq1 + ATms)
In calculation, we also use the steps given below.
e Calculate dm3z = (A~ m3, A~ mg3) = dmq — dmg =
(ATmq + A " ma, A"mq + ATmo)

e Cancel the bit of (ATmg, A"mg): If ATmg,; =
A~mg ; =1, change ATms ; = A"mg; = 0.

In order to check whether dm; = dms or not, calcu-
late dm1 — dma and check dmi — dma = (0,0).

29



How to find sufficient conditions on
a; ?
e Ignore message expansion in this step

We will calculate sufficient conditions of chaining
variables by adjusting b;, ¢;, d; so that
(5f(’3, bz‘, Cj, dz) — 5{1-1'+1 — (6(11 <L 5) — (SEE' — ('i'?’?l-i.

In this calculation, we must adjust carry effect by
where we must take into account that when

hand,

da;+1; = (da; K 5); = de;; = om;,; = 0,
0 f(i,bi, ci,d;); must be 0, not 1. Adjusting carry effect
is difficult to calculate automatically.

30



Sufficient conditions of full-round
SHA-1 by Wang

chaining conditions  on bhits
variable | 32— 25 24 — 17 16 —9 8§—1
aq a00----= === 1-——- aa 1-0allaa
as 01110-— -—————- 1- Oaaa-0-- 011-001-
as 0-100--—— -0-aaad- --011i-- 01110-01
ay 10010--—- ail---011 10011010 10011-10
as 001a0--- --01-000 10001111 -010-11-
ag 1-0-0011 1-1001-0 111011-1 a10-00a-
a 0---1011 1a0111-- 101--010 -10-11-0
as -01---10 000000aa 00laalll ---01-1-
ag ~00-———- 10001000 0000000~ ---11-1-
aig | 0-———--- 1111111- 11100000 0-----0-
T e —— 10 11111101 1-a--0--
P T — 10--11--
g | TTTTTTT— TTTTTmms Tmmmmmem— 11-—--10
T T —— ——-0-1-
T e —— -———-1-0-
T e e —— -——-0-0-
L e —— —1-
ais e ————a---
a]_f_] _______________________ _-__-_0_
azxy | ———————— = -————-a—-
a2y | T/ T~ T—TT—————= o= 1

Table 10 A set of sufficient conditions on a; for the 80-step differential path given in Table 9. b

denote the condition a1930 = a1s8.32
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Sufficient conditions of message m
In 58-round SHA-1

message
variable 31 - 24 23 - 16 15-8 g8-0
mo —0=—=m=  mmmmmmm= | mmmmmmmm | mmmmmee-
mi T --01--1-
ma ~10--——=  ——mmm—m=  ——m————- —1-—-11
ms —=0-———= = - S
my 000--===  —————=—= - —0-—--1-
ms —Al-——m=  —mmmmmm= | mmmmmmmm | —mmme- 1-
Mg =SS e e e e 0
my | TTTTTTT TETESTTS SEEEmEsTE TS 1-———
mg | -——-——-—-- = = —————- 00
mo ~0———=m=  —mmmmmmm - -0-1--1-
mi0 =0======  mmmmmemes mmeeeeee =0======
mii 101—====  ———mmm=  —————— -1-1--1-
2 I e e e T e B
13 T T e
14 --0----- ————— e 0
mis —=0mm=m=  mmmmmmm= | —mmmmmmm -11-——--
Mg 0----=-- - e e 0
M1z T -1-—--0-
mis 00-——===  ——m—mm—=  ——————- -1-——-01
mio e —1-—-1-
gy o e e e 11
ma1 ~0=—====  —mmmmm—m=  —mmmm—- -0-——-1-
TTan M= e e =N====10
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Sufficient conditions of chaining
variables a in 58-round SHA-1

chaining
variable 31 -24 23 - 16 15-8 8-0
ap 01100111 01000101 00100011 00000001
a1 i6,——- ——m™——= @ —_——_——— -1-ai10aa
az 01100---  ------ 0- ----—a---  1--00010
as 0010---- -10---1a  ------ 0- 0a-1a0-0
a4 11010---  -01--——-—- O0laaa---  0-10-100
as 10-01a-- -1-01-aa  --00100-  0---01-1
ag 11--0110  -a-1001- 01100010 1-alii-1
asy -1--1110  alaiil11-  -101-001 1---0-10
as -0----10 00000002  a0O0lal--  100-0-1-
ag 00------ 11000100 00000000  101-1-1-
a10 0-1----- 11111011 11100000  00--0-1-
ail 1-0----- === i O1iiiii0 11----0-
aiz 0-1----=- === - -1--a---
aia 1-0----- - e -1---01-
a4 1--—= e -1---1--
ais 0------- = —mmmeee e 0--0
aie -1------ a-—-
aiy -0-----= = ----1-0-
ais 1-1----- = e ----a-0-
ftjg | TTTTTTT=  TTTTT=TT= TETmsssss mEmsmsme 0
20 _C__---- -------------------- A-—-
L I B ----a-1-
Ao ] mmmmm——_—— mmmm————— | e e m——— Ad -
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Procedures for Message
modification

e Our method

34



Two Elimination Orders

e Elimination order of m

Here we introduce elimination order of {m; ;}{i =
0,1,---,15,5=0,1,---,31} by

-m.;,qj, < m;_; if i/ <ior (i =1iand j’ <j).

e Elimination order of a

Similarly we can consider different elimination order
of a;;{i=0,1,---,15,j =0,1,--- 31} by

a.ifzj, <a;;ift' <ior (i =iandj <j).

These two orders are different but approximately simi-
lar because transformation between them is not so com-
plicated.
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Sufficient conditions of message

message
variable 31 - 24 23 - 16 15-8 g8-0
mo —0=—=m=  mmmmmmm= | mmmmmmmm | mmmmmee-
mi T --01--1-
ma ~10--——=  ——mmm—m=  ——m————- —1-—-11
ms —=0-———= = - S
my 000--===  —————=—= - —0-—--1-
ms —Al-——m=  —mmmmmm= | mmmmmmmm | —mmme- 1-
Mg =SS e e e e 0
my | TTTTTTT TETESTTS SEEEmEsTE TS 1-———
mg | -——-——-—-- = = —————- 00
mo ~0———=m=  —mmmmmmm - -0-1--1-
mi0 =0======  mmmmmemes mmeeeeee =0======
mii 101—====  ———mmm=  —————— -1-1--1-
2 I e e e T e B
13 T T e
14 --0----- ————— e 0
mis —=0mm=m=  mmmmmmm= | —mmmmmmm -11-——--
Mg 0----=-- - e e 0
M1z T -1-—--0-
mis 00-——===  ——m—mm—=  ——————- -1-——-01
mio e —1-—-1-
gy o e e e 11
ma1 ~0=—====  —mmmmm—m=  —mmmm—- -0-——-1-
TTan M= e e =N====10
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variables a

Sufficient conditions of chaining

chaining
variable 31 -24 23 - 16 15-8 8-0
ap 01100111 01000101 00100011 00000001
a1 i6,——- ——m™——= @ —_——_——— -1-ai10aa
az 01100---  ------ 0- ----—a---  1--00010
as 0010---- -10---1a  ------ 0- 0a-1a0-0
a4 11010---  -01--——-—- O0laaa---  0-10-100
as 10-01a-- -1-01-aa  --00100-  0---01-1
ag 11--0110  -a-1001- 01100010 1-alii-1
asy -1--1110  alaiil11-  -101-001 1---0-10
as -0----10 00000002  a0O0lal--  100-0-1-
ag 00------ 11000100 00000000  101-1-1-
a10 0-1----- 11111011 11100000  00--0-1-
ail 1-0----- === i O1iiiii0 11----0-
aiz 0-1----=- === - -1--a---
aia 1-0----- - e -1---01-
a4 1--—= e -1---1--
ais 0------- = —mmmeee e 0--0
aie -1------ a-—-
aiy -0-----= = ----1-0-
ais 1-1----- = e ----a-0-
ftjg | TTTTTTT=  TTTTT=TT= TETmsssss mEmsmsme 0
20 _C__---- -------------------- A-—-
L I B ----a-1-
Ao ] mmmmm——_—— mmmm————— | e e m——— Ad -
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Table 3. Sufficient condition on {m;;} and {a; ;} of 58-round SHA-1

message
variable 31 -24 23-16 156-8 8-0 chaining

mq ==0-==—= ——————mm —m——mmm o variable |31 -24 23-16 15-8 8 -0

mq —0l===== —mmmmmmm —mmmmmmm o 01--1- ag 01100111 01000101 00100011 00000001
g -10----= ——m—mm—m —mmme—m - 1----11 aq 101--=-== —==—-—mm —mmme— e - 1-allaa
ms e ———— 1------ a9 01100--- ------ 0- ---- a--- 1--00010
m4 000-==== =—======= ——-——--- - 0--—--1- asg 0010---- -10---1a ------ 0- 0a-1a0-0
mpg B T S — 1- ayg 11010--- -01---—- Olaaa--- 0-10-100
meg O — 0 ag 10-0la-- -1-01-aa --00100- 0---01-1
my  [mmmmmmmm mmmmmm e oo o 1----- ag 11--0110 -a-1001- 01100010 1-ailii-1
mg [ mmmmme e oo e 00 ay -1--1110 ataiiil- -101-001 1---0-10
mo =0--==-= -=—==--= ————-——- -Q-1--1- ag -0----10 0000000a a00ial-- 100-0-1-
m10 e —— Q------ ag 00------ 11000100 00000000 101-1-1-
m11 101===== ==—===== ———————— - 1-1--1- alg 0-1----- 11111011 11100000 00--0-1-
719D e @]l 1-0-==== ——-—-—- 1 01111110 11----0-
mi3 [ —— | a9 [ 1--a---
mi4 —=0===== mmmmmmmm —mmmmmmm - 0 a1g 1=0===== =—======= ———————— - 1---01-
mig e —— -11----- a4 R ——— 1---1--
mig O — 0 alp [ 0--0
mi7 e —— 1----0- alg B a-—-
mig Lo 1----01 a7 A — 100-
mi9 e ———— 1---1- ag o S — 00-
M)  |TTTTTTTT mmmmmm=s mmmmmm—m —-—e—- 11 alg  fmmmmmmmm mmmmmmmm mmmmmmmm mmmmm 0
moq —0====== mmmmmmmm —mmmmmem - 0-—--1- asq —Cmmm=== mmmmmmmm —mmmmmem - A-—-
M99 [ S 0----10 aoq] L it a-1-
mog 11---mm mmmmm s e - 1---0- L I Al-
MY, | mmmmmmmm mmmmmmmem mmmm—mem —m—e—ee 0 @9gg | mmmmemms mmmmmemm mmmmmmmm mmmeee 0
M5 “l-mmmmm mmmmem s e e 1- a4 SCTTmTmT mmmmsm—— mmemm—ee —mme—eee
mog 10--==-= —=-—mmm o - 0----10 ang =B-—---- mmmmemem —mmeee e a-—-
maoy I S —— -01---0- agg  |Tmmmmmmm mmmmmmmm —mmmm—em oo Al-
mag | 0 a7  [fmmmmmmmm mmmmmmmm mmmmmme e e 1
mag I S —— 1----0- aong R —— A-—-
ma3Q0 e —— 1----0- aog o A-0-
m3gq “l-mmmmm s e e 0- agQn | TTTTTmmm mmmmmmmm mmmmmmm— o 0-
L I 1- LY
LR R T Q=----- aga  |-—m—-—-- -————————— A-—-
m34 i i i- @33  [mmmmmmmm mmmmmmmm mmmmmmem e 1-
m3p O=m=m=mm mmmmmmme s e @34  |TTTTTmmm mmmmmmm= mmmmmmmm mm—mm——e
m3G e i- @agp  [mmmmemmmm mmmmmmmm mmmmmmmm mmmmmeee
mgay . Q------ a3p | TTmmmmmm mmmmmmm= mmmmm—mm —oee A-—-
Mgy  |TTTTTTTT mmmmmmmm mmmmmmm= —ommm—eo @gy | TTTTTmmm mmmmmmmm mmmmmmm— oo 1-
m39 S e e 1--—-—- agg | mmmmmmmm mmmmemm— mmmmm—e— oo A-—-
m4() e a39 B-====== mmmmmmmm mmmm—em e 0-
Mg] | mmmmmmmm mmmmmmme mmmm—mem 1===== aqq CESSSnniinmmem sl e e e e Sl A==
49 | it aqq | 0-
M4y [mmmmmmmm mmmmmmmm mmmmmmem - 1--—--- a@aqn Cmmmmmmm mmmmmmm e mmmmmm s —— e A-—-
mA4 l-mmmmmm e e e 1- @43 Brm=m=—m mmmmmmmm mmmm—m e e 0-
L aq4q Commmmmm mmmmmmmm mmmmme s —m e
M4 HESES anlimam e e e e e NS e aqn Bessssanle e Sl
m47 e e o a; (& > 46)|-—====== ——=mmmm— —mm—mmem ——m————

T T e ——
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IN

Notation

able 2, 3

at ;= a,

Al g = a1l

D@ = 8.1 (+2)mod 32
B &= a1 42ymod 32 T1

'C & = 8.2 +2)mod 32
Ca; = a5 +2moa 32 T1
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Two message modification
techniques

 Modification of a
— Decode as codes defined by a

 Modification of m
— Decode as codes defined on m

e \We use modification of a
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Relations in 0-15-round of m

 All conditions on 0-57-round of m can be
rewritten by 0-15-round relations

— Using the relations derived of key expansion
m; = (M3 ©@ Mg @ My, @ M) <<< 1
— Using Gaussian elimination

— Introduce elimination order of {m;;} {i =
01,...,15,)=0,1,...,31} by

mpy<smypifr<ior(r=iandj <))
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Relation of 0-15-round of m

m15.31 = 1,my15 30 = 1. m15 29 = 0, m15 28 + m10,28 + mg 20 + my 29 +
my 28 +mg 28 = 1, m5 27 +m14 25 +m12 28 +m12 26 +™M10,28 + Mg 27 T
mgq 25 + Mg 29 +mg 28 + M7 28 + My 27 + Mg 26 + M5 28 + M4 26 +M3,25 T
ma 28 + ™M1 ,25 + mg,28 = 1, m15 26 + ™Mm10,28 + M10,26 + Mmg,28 + mg a7 +
mry g7 + mg 29 + Mg 27 + M4 26 + M2.27 + M2 26 + MmMp,27 = 1, M5 25 +
mji1,28 +mM1p0,27 +™10,25 + g 28 + Mg 27 +mMg 26 +™M7 26 + Mg, 20 +MMg 28 T
mg 26 T M4 25 + M3 28 + M2 28 + M2 26 + M2 25 + M1 28 + Mg, 28 + M0,26 =
0,mjy5 24 +my2 28 + M1, 027 +™M10,26 +™10,24 + Mg 28 +mMg 27 + Mg 29 +
mg 26 + Mg 25 +my7 25 + mg 29 + Mg 28 + Mg, 27 + M5 25 + Mg 28 + My 24 T
mg 28 +m3 27 +mg 27 +ma 25 + m2 24 + M1 28 +m1 27 + mp, 27 + M, 25 =
1, m15,23 +m12,28 + m12 27 + m11,26 + m10,25 + m10,23 + m9,27 + mg, 26 |
mg 28 + mg 25 + mg 24 +m7 29 +my 24 + mg 28 +mg, 27 + mg,26 + m5,24
my 27 + My 23 +mg3 27 +m3 26 + M2 26 + M2 24 + M2 23 + M1 27 +M 26 T
mq 26 +"mp,24 = 1, mj5 022 + M4 25 +™M12 28 + M2 27 +7m11,25 +™Mm10,27 T
mip,24 + Mip,22 + Mg 28 + Mg 27 + Mg 26 + Mg 27 + ™g 24 + Mg 23 +
mg 28 + My a7 +myg 23 +mg 27 + Mg 25 + M5 23 + My 28 + M4 27 + 74 22+
mg3 26 + ™2 28 + Mg 27 + M2 25 + M3 23 + Mz 22 +m] 26 + Mp,25 + 70,23 =

0,mj56 =1, mi55 =1, mi5 4+tmi2 5+mMmip,4+my 5+mMyg 4+mg 5+mg 4 =

42



Advanced sufficient conditions of

message

message
variable 31 - 24 23 - 16 15-8 8-0
mq ==(===== mmmss—== sssemees mmmeeeee
M1 SHIECSS S --01--1-
) | b e e e e e —1—11
3 e I e
MLy 000--—--=-  ———————= ——————— -0----1-
ms Lil=====  ========  =—s==—=== —————- 1L
Mg OL------  —======= ———————= ——————- 0
T I e e I T e
1.8 e e T e I 00
19 LOL-——-——- ———————— -0L1--1L
M1 B S e -0L--——-L
11111 g e e e e e -1-1--1L
9 B e e e L
77113 OLLLLL-L e -OLLLLLL
M14 LLOLLL-L LLLL-— ——————- --LLLLLO
115 LLOLLLLL L= ————— -11LLLLL
mig e s e e I 0
M7 S s e e —1—0—
71118 M e e S e -1——---01
M9 -0-=——== ———————— e ——]——1-
Mmag | ————————  —————— ————— ———— 11
11121 e I e —0———1-
1199 B I e -0——-10
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Control sequence ()

Control
sequence
54

Control
bit
b:

3

Controlled relation r;

5120

216,31

mi5 31 = 1

5119

216,29

mig 29 =0

118

a16,28

™Mmi5,28 + ™M10,28 T Mg 20 + M7 20 T M4 28
tmg o8 =1

5117

a16,27

mis 27 + M4 25 + M12 28 + M]12 26 + ™M10,28 + Mg 27
+mg 25 + mg 29 + Mg 28 + M7 a8 + M7 a7 + Mg 26
+mg5 28 + M4 .26 + ™M3,25 + Mg 28 + ™My 25 + Mg,28 =1

£116

16,26

mj1s5 26 + M10,28 + ™M10,26 T Mg,28 + Mg 27 + M7 27
+mg 29 + M5 27 + My 26 + Mg 27 + Mg 26 + Mp 27 =1

115

a16,25

mi5.25 +m11,28 + Mm10,27 + ™M10,25 + Mg 28 + Mg o7
+mg 26 + M7 26 + Mg,29 + Mg 28 + M5 26 T M4 25
+m3 28 + m2 28 + M2 26 + M2 25 + M1 28 + Mg 28
+mg. 26 =0

£114

a16,24

mis 24 + M2 28 + M1 27 + ™10,26 + ™M10,24 + Mg 28
+mg 27 + mg 29 + Mg 26 + Mg 25 + M7 25 + Mg 29
+meg, 28 + Mg, 27 + M5 25 + M4 28 + Mg 24 T M3 28
+mg3 27 + mg 27 + M2 25 + Mg 24 + M 28 + M 27
+mg,27 + mg,25 =1

£113

a16,23

mis 23 + M2 28 +M12 27 + M11 .26 + ™M10,25
+mjp,23 + Mg 27 + Mg 26 + Mg 28 + Mg 25 + Mg 24
+mg 29 + M7 24 + Mg 28 + Mg 27 + Mg 26 T M5 24
+my 27 + my4 23 + M3 27 + M3 26 + M2 26 T M2 24
+m32 23 + m1 27 + m1,26 + mp,26 + mp, 24 = 1

£112

a16,22

mis 22 + M4 25 + M2 28 + M12 27 + ™M11,25
+mjp,27 + ™M10,24 + ™M10,22 + Mg 28 + Mg 27
+mg 26 + mg 27 + Mg 24 + Mg 23 + M7 28 + M7 27
+my 23 + mg 27 + mg,25 + m5, 23 + m4q 28 + m4 27
+my 22 + m3 26 + M2 28 + M2 a7 + Mz 25 + M2 23
+mg g2 + M1 26 + ™Mg,25 + Mmg,23 =0

5111

216,21
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Control Sequence (lI)

Control Control Controlled relation r;
Bequence bit

sS4 by

82 a14,30 mi4,3 +mM11,3 + M11,2
+mg o + my 4 +my o+ myq + mg o+ mg3
+my g+ m33+mgg+my 31 +my,3=0

581 ai5,2 mi4,2 +™M12,5 +mM12,3 +myp,4 + Mg 2 + M7 4
+mg 3 + my 5 +my 4+ my3+ mzga+ mos
+mg 4+ my 2 =1

580 ai5,1 mi4,1 +™M12,4 +mMy1,2 +mMyg,2 + Mg 3+ Mg 3
+my o+ mg 2 +mg 5 + My 2+ My 4+ M3 31
+mg 4 +mg3 2 +mg 1 +mg 4+ ma3+mpgg=0

S79 a14,27 mig 0 =0

S78 a13 26 mig3.31 =0

S77 a13,25 mj33.30 =0

576 a14,29 mj13,20 + mg a9 =0

275 a14 28 m13.28 + mg 28 + m2 28 + mp 28 =0

S74 a1, 22 mj3,27 +™m11,28 + mg 29 + mg 27 + Mg 29
+mg 28 + M3 28 + Mg a7 + Mg, a7 = 1

=73 a13,21 m13,26 + m11,27 + mg 28 + mg 28 + Mg 26
+mg 28 + mg5 27 + m3 28 + m3,27 + m2 26
+mj 28 + mp, 26 = 1

s72 a14,24 m13,24 + ™12 28 + M11,27 + ™11 25 + 710,28
+mg 27 + mg 26 + mg 20 + mg 26 + Mg 24
+my 29 + m7 28 + mg, 26 + m5,25 + m4 28
+mg ag + m3 26 + m3 25 + M2 28 + Mg 24
+my 28 + ™M1 .26 + ™p,24 =0

271 a14,23 m13,23 + m12,27 + m11,26 + m11,24 + Mm10,28

+mi0,27 + mg 26 + mg, 25 + mg,20 + mg 28
+mg a5 + mg 23 + my 29 + my7 28 + m7 a7

+1e ne + me ae + e aa + A ae 4+ A A=
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Control Sequence (lII)

Table 6
1 (III)

Control Control Controlled relation rj

sequence bit
4 bj
50292 ag5 25 mg 30 = 1
221 ag, 29 mg5 29 =1
520 ag, 1 mg 1 =1
519 ag 27 mg g +m3.9 +m1,31 =1
518 a4 26 myg 31 =0
517 a4 25 my .30 =0
516 a5 29 my 29 =0
515 a5, 6 my g =0
514 as 1 my 1 =1
513 a3 25 mg g0 = 1
512 a3, 24 mg a9 =0
511 ay 6 mg g =1
510 a2 26 mg 31 =0
sg a3 25 ma 30 = 1
S8 a2 24 mg og =0
s7 a3 5 ma26 =1
56 ag 6 mg g =1
S5 ag. 1 mg 1 =1
S4 ag. 5 miy.5 =0
s3 a1,.28 my.q =1
£9 a1 25 mj 30 =0
1 21,24 my a9 = 1
S0 a1,23 my o9 =1

Control bit and controlled relations of 58-round SHA-
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Improvement of Message
Modification technigue

e Success probability is not 1

— Control sequences sometimes rotate and do
not end

— Changing control bits may not affect leading
term properly

e New method

— Multiple control bits
e Use iterative decoding technique
» Use list decoding technique

— Controlling non-leading terms

47



Advanced sufficient conditions of

chaining variables a

chaining
variable 31 - 24 23 - 16 15 - 8 8-0
ag 01100111 01000101 00100011 00000001
ai 101V-=vV Y—— ——— -1-ai0aa
a 01100vVw —=====0- -———a--- 1-w00010
as 0010--Vv =il =—=la=————r 0- 0aX1a0WO
ay 11010vv- -01--——- Olaaa--- OwW10-100
as 10w01aV- -1-01-aa --00100- Ow--01W1
ag 11W-0110 -a-1001- 01100010 1-al1iWl
as wix-1110 alalili- -101-001 1---0-10
as hO0Xvvvi0 0000000a a001al-- 100X0-1h
ag 00XVrrvV 11000100 00000000 101-1-1y
aip Owl-rv-w 11111011 11100000 O0hWO-1r
ail iw0--V-V - - 1 01111110 11x---0Y
aio owlv-v - - -1XWa-Wh
ais 1w0--vv- Snhast s e e -1---01y
a4 irhhvvVh hh------  —-===-=-- -1ihhhihh
ais OrwhhhVh hhhh----  -===---- =-hhOhhO
aig Wiwhhhhh hhgq-q-gq- g--gq-qqq  -WWhahhh
ais S e e e e —=——=1-0-
ails iR s S T 0-
l1jg | TTTTT=—==  TSTT==s=T= TSEmsssss TmEEmsmsmss 0
azpn | TT======  =sssssss  Ssssssss SmEmsmsmssss=
a2y | ——————— ——————— = === 1-

48



Advanced sufficient conditions and
new message modification techniques

chaining
variable 31 - 24 23 - 16 15 - 8 8-0
ag 01100111 01000101 00100011 00000001
ai 101V-——vV Y----—— --———- -1-ai0aa
a 01100vVw —=====0- -———a--- 1-w00010
as 0010--Vv =il =—=la=————r 0- 0aX1a0WO
ay 11010vv- -01--——- Olaaa--- OwW10-100
as 10w01aV- -1-01-aa --00100- Ow--01W1
ag 11W-0110 -a-1001- 01100010 1-al1iWl
as wix-1110 alalili- -101-001 1---0-10
as hO0Xvvvi0 0000000a a001al-- 100X0-1h
ag 00XVrrvV 11000100 00000000 101-1-1y
aip Owl-rv-w 11111011 11100000 O0hWO-1r
ail iw0--V-V - - 1 01111110 11x---0Y
aio owlv-v - - -1XWa-Wh
ais 1w0--vv- Snhast s e e -1---01y
a4 irhhvvVh hh------  —-===-=-- -1ihhhihh
ais OrwhhhVh hhhh----  -===---- =-hhOhhO
aig Wiwhhhhh hhgq-q-gq- g--gq-qqq  -WWhahhh
ais S e e e e —=——=1-0-
ais 1-]l===—==  cmmcsmeae | csemmeaa em——— 0-
l1jg | TTTTT=—==  TSTT==s=T= TSEmsssss TmEEmsmsmss 0
azpn | TT======  =sssssss  Ssssssss SmEmsmsmssss=
a2y | ——————— ——————— = === 1-

1, 0, a: Wang'’s sufficient
conditions

w: adjust a,; ;soasm;; =0
W: adjust a;,;; so asm;; =1
v: adjusta;; ;soasm;;=0
V:adjusta;ssoasm;; =1

Proposition of the method to
determine sufficient
conditions and new message
modification technique using
Grobner basis
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message

variable [31 -24 23 -16 15-8 8-0 chaining
mg variable [31 -24 23 -16 156-8 8 -0
mq ap 01100111 01000101 00100011 00000001
i aq 101V==yV Y=mmmemm= —mm———— = 1-al0aa
ms a9 01100vVy ---—-- 0- --—- a--- 1-w00010
M4 a3 0010--Vv -10---1a ---—-- 0- 0aX1a0Wo0
meg ad 11010vv- -01----- Olaaa--- OW10-100
meg ag 10w01aV- -1-0l-aa --00100- Ow--01W1
meg ag 11W-0110 -a-1001- 01100010 1-alliWi
mg ay wix-1110 ataiiii- -101-001 1---0-10
mo i —— —0L1--1L ag hOXvvv10 0000000a a00lal-- 100X0-1h
miQ LOL--——= -===-——= ———————- -0L----L ag 00XVrr-V 11000100 00000000 101-1-1y
mi11 101-==== —===-=—m —mmm——— - 1-1--1L ai( Owl-rv-v 11111011 11100000 OOhWO-1ih
R P L aqq 1w0--V-V¥ --————— 1 01111110 11x—--0Y
mi13 OLLLLL-L LL---——— --——-——- -OLLLLLL a9 Owl-rV-V -—-———-—— - -1XWa-Wh
M4 LLOLLL-L LLLL---- ---—--—% -- LLLLLO aig 1W0--VV- -Tr—-—=—=—= ———————— — 1-qq0ly
mig e e e -11LLLLL a4 irhhvvVh hh------ qNNNNNgN Nihhhihh
m1g ais OrwhhhVh hhhh---N gNNqgNgN NNhhOhhO
miy7 16 Wiwhhhhh hhqlgNgN NNgNNqqq gWWhahhh
mig aq17 —Q=————= —mm—m——— 100-
L] J6?) a8  |l-l-==== mmmmmmmm mmmmmmm —m—ee 00-
H’LQD alg —————————————————————————— 0
mal asg G —mmmom —mm o y—
L) e I a-1-
m23 @99 |TTTTTTTT mmmmmmms mmmmmmme —mmee Ai-
m24 a23 ——————————————————————————————— 0
L 13 aoq —Qmmmmm= mmmmmmme mmmmmmm e
mog6 asg S e a———
Lo ird agg | mmmmmmmm mmmmmmmm mmmmmm—m ———ee Al-
m28 a27 ——————————————————————————————— i
m29 aog e — e —————— yy—
m30 asg Bo——mmm —mm—mmmm —mmmmom o =0
m31 a30 —————————————————————————————— 0-
'111.32 0531 ————————————————————————————————
m33 0:32 ———————————————————————————— A==
m34. a33 —————————————————————————————— i-
m35 agq  |-mmmmmm= mmmmmmm= mmmmmmmm —mmm-eeo
m36 agp | Tmmmmmm= mmmmmm—s —mm—e——e e
m3y @36 |mmmmmmmm mmmmmmme mmmmeemm oo
'111.38 Gl37 —————————————————————————————— i-
m39 a38 ———————————————————————————— A-—-
maQ agzg B-————== e e 0-
m41 aqqp e ——— A
ma49 a4 B-——mmmm e e e 0-
m43 aq9 e ————pe——————pm—SSSSSaS—— -
ma44q a4q3 B-———m— mmmmeme e e 0-
m4b aqq oo —mmmmmmm mmmmmmmm oo
mag aqs B======= mmmmmmmm e e
mqry a; (2 2 46)|-—=—==== —mmmmm—m —mm—mm o
m,; (i > 48)

Table 6. ’Advanced’ sufficient condition on {m; ;} and {ai ;}




Notation

In Table 6,

'w': adjust a;; so that m;,; ;=0
‘W’ adjusta sothatm;,,;; =1

v’z adjust a;; so that m; ;,o7ymogs2 = 0
V' adjusta SO that m; .27)modz2 = 1

‘h’> adjust a;; so that corresponding controlled
relatlon mcludlng m;,, ; as leading term holds

r': adjust a;; so that corresponding controlled
relation mcludlng M; +27ymoa32 @S leading term

holds
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Neutral bit

 Introduced by Biham and Chen

e Some bits do not affect relations
— Increase the probabillity of collision
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Semi-neutral bit

e \We Introduce new notion ‘Semi-neutral bit’

e Change of some bits can easily be
adjusted in a few steps of control
sequence

— Which means that noise on semi-neutral bits
can be easily decoded
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Sufficient conditions and new
message modification techniques

chaining

variable| 31 -24 23-16 15-8 8-0 1, 0, a: Wang's sufficient
ag 01100111 01000101 00100011 00000001 conditions
a1 101V--yV Y--omoom oo - 1-al0aa w: adjust a1, SO that m;; = 0
a9 |01100vVv ———=—-0- —-——a--- 1-w00010 W: adjust a,,,  so that m;, = 1
(3 0010--Vv -1(=--1a ====== 0- 0aX1a0W0 V- adjust a, .. SO that m.. = 0
a4 11010vv- -01----- Olaaa--- OW10-100 _ ; 2 W
a5 |10w0laV- -1-01-aa --00100- Ow--01W1 Vi adjust g;;5 so that m;; =1
ae  |11W-0110 -a-1001- 01100010 1-a1lliWl N: semi-neutral bit
a7  |wix-1110 alallll- -101-001 1---0-10

as h0Xvvv10 0000000a a00lal-- 100X0-1h
ag 00XVrr-V 11000100 00000000 101-1-1y
@10 Owl-rv-v 11111011 11100000 O0OhWO-1h

Proposal of the method to

a11  |[1w0-=V-V —====-- 1 01111110 11x---0Y . .

s [OWI—TV-V ———————- ———————- —TXUa—in determine sufficient

@13 |1W0-—vv- —Tr---—-- ———————- —1-qqO0ly conditions and new message
@14 |irhhvvVh hh------ qNNNNNgN Nihhhihh modification technique using
15 OrwhhhVh hhhh---N glliqgligN NNhhOhhO Grobner basis

16 Wiwhhhhh hhqligligN NNgNNgqq qWWhahhh

17 ) cmmccnne cmmcce—e c——- 100- 54
il e Dt ety 00-

flia |==———eea ccccccce e cme—ea 0



Algorithm 1

Algorithm 1 (Basic Message Modification) Procedures for message modification: Preset the
maximal number of trials M.

oo~

T

Set r = 0.
Generate (ay,as, -+ ,a1g) randomly.
Set i = 0.

Increment i until the controlled relation r; of s; is not satisfied. If all relations are satisfied
go to final step. If r > M, give up and return to Step 2.

Adjust control bits a; j of s; so that corresponding controlled relation and sufficient condition
on {a;;} hold. After adjusting, set i = 0 and r = r + 1 and go to Step 3 and repeat the
process until all controlled relations hold.

If all controlled relations are satisfied, check whether modified message yields collision or
not. If it does not generate collision, return to Step 2. If it generates collision, finish.
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Algorithm 2

Algorithm 2 (Improved Message Modification) Procedures for message:

s

o

Generate (ay,as, - ,a16) randomly.

Using the basic message modification described in Algorithm 1, modify (ay,as, -+ ,a1g) S0
that all message conditions and some chaining variable conditions from the 17-th round to
the 23-rd round hold. If this step fails, return to Step 1.

If remaining changing variable conditions from the 17-th round to the 23-th round are not
satisfied, return to Step 1 and repair until all conditions are satisfied (It can be satisfied
probabilistically).

Change values of semi-neutral bits and modify chaining variables using our control sequence,
and check whether chaining variable conditions from the 24-th round to the final round are
satisfied.

Repeat all procedure above until all chaining variable conditions are satisfied.
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New collision example of 58-step
SHA-1

M = 0x

leadb6636 319fe59e 4ea7ddcb c7961642 0ad9523a
fo8f28db 0adl135d0 e4d62aec 6c2da52c 3c7160b6

06ec74b2 b02d545e bdd9e466 3f156319 41497592
dd1506f93

M’ = 0Ox
ead6636 519fe5ac 2ea7dd88 e7961602
ead95278 998f28d9 8adl35dl e4d62acc 6c2dab2f

/c7160e4 46ec74f2 502d540c 1dd9e466 bf156359
6497593 fd150699

* Note that the proposed method is the first fully-published
method that can cryptanalyze 58-round SHA-1
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Cryptanalysis of 58-round SHA-1

We can achieve all message conditions and 8 chaining
value conditions in 17 — 23 round (success probabillity is

0.5)
29 conditions remained
— > exhaustive search (22° message modification)

Constant is practical?
— Utilization of Groebner base based method

— 222 message modification -> 28 message modification (symbolic
computation)

— However, complexity is exactly same
o 229 SHA-1 -> 229 SHA-1

— Complexity can be reduced employing a suitable technique of
error correcting code and Groebner basis?
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Using Groebner base based
method (Algorithm 3)

chaining
variable

31 -24 23 -16

15 -8 8-0

L1y

01100111 01000101

00100011 00000001

a1

101V--vV Y-—-—---

————————— 1-alQaa

Ly

01100vVv -==---0-

----a--- 1-w00010

=

0010--Vv -10---1a

—————— 0- 0aX1a0WO

a4

11010vv- -01-=---

0laaa--- OW10-100

x5

10w0l1laV- -1-0l1-aa

-=-00100- Ow--01W1

g

11W-0110 -a-1001-

01100010 1-al111W1

ar

wlx-1110 alalilil-

-101-001 1---0-10

(s

hOXvvv10 0000000a

a00lal-- 100X0-1h

[ ¥

00XVrr-V 11000100

00000000 101-1-1y

@10

Owl-rv-v 11111011

11100000 OOhWO-1h

a11 1wl==V=-V ~cemmm 101111110 11x---0Y
1o Owl-rV-V —====mem mmmmmmmn -1XWa-Wh
13 1wQ--vv- -rr----- -===-=-== -1-qq01y
(14 1rhhvvVh hh--=-=-- qNNNNNqN Nihhhilhh

15

OrwhhhVh hhhh---N

qliliqgliqll NNhhOhhO

16

Wiwhhhhh hhqligligh

NlgNlNgqq qWWhahhh

@17

_D ______________

———————————— 100-

118

T

_____________ GG_

[ R s"

Problem to determine
semi-neutral bits denoted
as ‘N’ is equivalent to
calculating Groebner basis
from algebraic equations
on variable denoted as ‘q’

or ‘N’

Calculation of Groebner
basis
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Algorithm 3

Algorithm 3 Procedures for message modification: Preset the mazximal number of trials M.

e~

n

Set r = 0.
Generate (ay,az, - ,a16) € (F3?)1°% randomly.
Set i = 0.

Increment © until f; 20 mod I. If all f; are contained in I, go to the final step. If r > M,
give up and return to Step 2.

For control polynomials {g;j,} associated to f;, replace appropriate g;1(X;1) by g;1(X; 1+ 1)
in I to satisfy f; =0 mod I. After adjusting, setr = r 4+ 1 and go to Step 3.

Solve a system of polynomial equations in Ra consists of all equations with respect to advanced
sufficient conditions on {a; ;} by using Grobner basis algorithm.

Check whether modified message yields collision or not. If it does not generate collision,
return to Step 2. If it generates collision, finish.
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In the case of full round SHA-1

e Success probability of message
modification I1s smaller?

— Control bits are insufficient
— Success probability is very small?

e NO semi-neutral bit remained?

« Complexity is 2% message modification,
not 2% SHA-1

— Message modification is too heavy ?
 Message modification can be improved?
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A message differential of full SHA-1 slightly

different from Wang’s (first iteration)

AT m AT m AT m AT, ATq A a
: = 0 |a0000003 00000001 0000002 : = 0 | 00000000 00000000 00000000
: = 1 (20000030 20000020 00000010 1t =1 | 0000001 0000000 40000001
: = 2 |60000000 60000000 00000000 = 2 | 20000004 20000000 00000004
t: = 3 |e000002a 40000000 a000002a 1 =3 |cO7Tfff84 8O3 ffFFf84 40400000
: = 4 |20000043 20000042 00000001 1 = 4 | 800030e2 800010a0 00002042
: = b [b0000040 «0000000 10000040 : = b | 08408060 08008020 00400090
: = 6 |d0000053 40000042 00000011 1 = 6 | 80003200 00001200 80002000
t = 7 (40000022 40000000 00000022 =T |0ffFf8001 08000001 O7fFf8000
: = 8 | 20000000 00000000 20000000 : = 8 | 00000008 00000008 00000000
: = O |60000032 20000030 40000002 : = 9 | 80000101 80000100 00000001
: = 10|60000043 60000041 00000002 : = 10| 00000002 00000002 00000000
: = 11|20000040 00000000 20000040 1 = 1100000100 00000000 00000100
1 = 12| 0000042 0000000 20000042 = 1200000002 00000002 00000000
: = 1360000002 00000002 60000000 : = 1300000000 00000000 00000000
: = 1480000001 00000001 80000000 : = 1400000000 00000000 00000000
: = 15|00000020 00000020 00000000 ¢ = 1500000001 00000001 00000000
: = 16|00000003 00000002 00000001 1 = 16| 00000000 00000000 00000000
t = 17400000562 00000002 40000050 1 = 1780000002 80000002 00000000
: = 1840000040 00000000 40000040 1 = 1800000002 00000002 00000000
: = 190000052 00000002 0000050 : = 1980000002 80000002 00000000
: = 20|a0000000 00000000 0000000 ¢ = 20| 00000000 00000000 00000000
: = 2180000040 80000000 00000040 = 2100000002 00000002 00000000
: = 2220000001 00000001 20000000 1 = 22| 00000000 00000000 00000000
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Sufficient conditions for the full
SHA-1 (first iteration)

message chaining
variable|31 - 24 23 - 16 15-8 8 -0 variable |31 - 24 23 - 16 15-8 8 -0
mo 1-1----= == e 10 agn 01100111 01000101 00100011 00000001
mq -=0--——= e - 01---- aq 010----0 -0-01-0- 10-0-10- ---a0101
mo -00--=== ——mmmmm— e e ao -100---1 Oaalfala 0lalaO1l 1--allal
ms 101===== =====—== ———————— = 1-1-1- asg 01011--- -1000000 00000000 O1--alal
m oy ==0===== —mmmmmes —me—e——— - 0----01 ay 0-101--a =---10000 00101000 010---10
meg 0-01---- -—m—m—mm - - 1-=-=-—-- ar 0-0101-1 -1-11110 00111-00 10010100
meg 00-0--—= ——-—-——— ———————— - 0-1--01 ag 1-0alala alalaaa- --10010- --01-0--
mry 00-0--== —-===m—m— ———————— - 1---1- az --0-0111 11111111 111-010- 0-0-0110
mg —=l--——= e e e ag -10---01 11110000 010-111- 1---000-
mg =10===== —===m—em —m—e——e— - 00--1- ag 00=----11 11111111 111----0 ----1-01
m1Q -00--=== —=---mmm —mmme——— - 0----10 al1Q -11----=- --==-=-= -—---a-- -1--1-0-
mq1 i it 1-=-=-—-- aiq 100--=-= —-====—== ——————- 1 -1--0---
19 001---== ——=—m—mm = = 1- a19 |mmmmmmm mmmmmmmm mmmeeme- - 1----0-
m13 -11---—= - e ——ee e 0- a3 O-====== = ———————— - 1-—-0--
M4 == s s e 0 al4 l==——mmm mmmmmmes mmmm s e 1--
- 0====- 3 - 0==0
mig |- —mmmm——— e —————— o1 al1g e e ittt 1-A-
mi7 -1----—= - === —{-1--0- a7y 00--==== -===m—m —mm e —e 0-0-
mig b St 1-=-=--- al1s 1-1-==== === —— - a-0-
mi9 111---== === ———————— - 1-1--0- alg 0-b—---= == ——— e 0-
m o 1-1--=-= == s e a9Q e e a---
moq Q=== s e - 1--=--- aoq e B 0=
mo9 |[-—-1l--——— ——m————m e e 0 a99 |mmmmmmm— mmmmm—mm ———mm—mm —mee aa--
mog |-—l--——= ————m——— e -11-=-=—- P L 00




Control sequence of full SHA-1

(first iteration)

ctrl. seq.|control bits|controlled relation

5168 15,8 agp,2 +tagga =1

3167 16,6 a25,2 + a25,2 =1

3138 @157 ag5 3 +ang g =10

31385 @13.7 anq 3 +ang g =0

8164 @13.9 ang p =0

5133 215,10 |a22,3 +az;p 3 =10

3152 215,11 2951 29 + asp,31 =0

3161 15,58 any 1 =0

8160 16,9 anp,2g =0

8150 #15,10  |220,3 ta193 =10

5158 215,11 |a219,31 =0

8157 @15.0 219,29 +ajg 31 =0

8156 a14.8 ajg,1 =0

8155 @14,11 418,31 =1

8154 415,14 |e1g,29 =1

3153 13,8 a1g,1 =0

8152 @13,11 aj7.31 =0

8151 213,10 |217,30 =0

8150 413,13 |2171 =0

5140 21,31 |mi15,31 =0

8148 41,20 |mi15,29 =1

8147 415,28 |mi15,28 + mip,28 + myg o5 + mo g =0

5146 a1g,27 |mi15,27 + mip,27 + mg aog + myq o7 +mg og + mo o7 +mpag =1

8145 @416,26 |™15,26 T™M1g,28 tmip,26 T mg o8 +mg o7 +my oy Fmpg o7 +my o +mg a7 +mag g+
mp a7 = 0

8144 215,25 mi15,25 + m11,28 + m1p,27 + m10,25 + ma,28 + mg, 27 + mg 25 + m7,26 + m5.25 +
mqg 25 + m3 28 + m2 28 + m2 26 + ma, 25 + m1,28 +mp,28 + mg 26 =0

8143 215,24 |™M15,24 + mi2. 28 + m11 27 + mig. 25 + mip,24 + mg 28 + mg 27 + mg 25 + mg 25 +
m7 o +mg 27 + mg5 25 + my 28 + my 04 +mg a8 +mg o7 +mo 27 + mg a5 +ma2 24 +
mq o8 + my a7 + mp a7 +mp a5 = 1

8149 215,23 |m15,23 + m12 28 + mi12 97 +m1] 25 + mipg 25 + mig 283 + mg o7 + mg ag + mg,

o
mg o5 +mg a4 +my o4 + m7 g+ mg a7 +mg o +mg 04 +my 27 +my 03 + m3z 2
ma of +ma a5 +mo 94 +ma ag +mq an +my ooy +mq a5 +mq n+mp oo +ma a4

g +
-+
=0




Advanced sufficient conditions and
semi-neutral bits of full-round SHA-1

message chaining
variable |31 - 24 23 - 16 15 -8 8 -0 variable |31 - 24 23 - 16 15-8 8 -0
m 1-1---== —=————= ———————— ————— 10 an 01100111 01000101 00100011 00000001
mq L-0-==== ———————— —mmm— - 01---- a 010-FrFO y0-01-0- 10-0-10- F-Fa0101
meo LO0===== —==—=--s mmmmmmes —mmme e L ao F100-Vvl OaalOala 0lalal011l 1-wallal
ms3 101---== ———————m —mm— o - 1-1-1L a3 01011VFV -1000000 00000000 O1FFaQal
m4 LLO===== ======== —=-————e - 0----01 a4 Owi0lv-a y--10000 00101000 O010XWF10
mg OLO1=-=== =—======= —--————— - 1-===- L ag Ow0101y1 V1-11110 00111-00 10010100
meg O0LO==== =—=====-= - - 0-1--01 ag lw0alala alalaaa- --10010F -WO1FOFh
my 00-0--== —==—==-= —m—————— - iL--1- a7 wwOwO111 11111111 111-010F OwOWO0110
mg e R T L--L ag w1lOwvvOl 11110000 010-111F 1-WhOOOF
MG | 00-L1L ag O0WV--11 11111111 111----0 ---F1FO1
M0 LOO---== —-——————= - -0OLLLL10 a1 Wilx-Vvy —-—==--—= —----- a-- —-lwwlhOw
m11 L B R -1LLLLLL all 100V---= —---——mm —mmm e 1 -1hhOhWw
m19 001--=== ——=—m=m= - -1LLL-1L a1o WWWF-y-= —-===—==— ——— - —1hhhhOh
mq3 L1iiLLLLL LLLLLLLL L-L----- --LLLLOL a1y OwW--V-- -F-F-F-- FNqliggqq q1hhhOWW
m14 iLLLLLLL LLLLLLLL L-LL---- -- LLLLLO a4 1WWhhhhh hhhhhhhh hNhNgNNg NNhhhiwh
miq5 LLLLLLLL LLLLLLLL LL-L---- L-OLLLLL als WWwhhhhh hhhhhhhh hghhgqqq qNwhOhhO
mqg |mmmmmmmm mmmmmmmm m——m——em —o——ee 01 alg wiWhhhhh hhhhhhhh hhNhqgqq hqwhihAh
mi7 -1------ ———————— ———————— =] -]--0- a7 00-===== ——m————— e — 0-0-
mqg e 1-====- alg 1-1--=== —----mmm —mmmmmes o a-0-
m1g O e 1-1--0- al19 0-b-—=== ——=————— ———————— ———— e 0-
M 90 1-1-=-== —=-—m—om e —mmmeee— anQ B e a---
moq Q=== - —mm————— - 1------ aoq —=b-==== —mmmmmm— e —mmeee 0-
mog |=—l-==== —-mmmmmm —mmmmmem —mm—eo 0 a9geo  |mmm-=-s== Sos-sssos mmm————— ——e- aa--
m9gg |-~l-———= -—m——mm —m—— -11----- agy |-——— - 00
moa l-————— - = - 1 aona —Cmmm-m= —-ossmss —sesm—se— —-e- a—--




Cryptanalysis of full-round SHA-1

(first iteration)

 We can achieve all message conditions and all
chaining variable conditions in 17 — 26 round

e 64 conditions remained
— > exhaustive search (254 message modification)

« Constant is practical?

— Utilization of Groebner base based method

— 2% message modification -> 2°! message
modification (symbolic computation)

— However, total complexity is still same

— Complexity can be reduced employing a suitable

technique of error correcting code and Groebner
basis?
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Example which satisfies sufficient
conditions until 28-th round

M = Ox
aa’740c82 9f91e819 84c3e50f a898306b
1e5b4111 1867d96b 0616ea95 014a2f32

7ae92980 d5e4d6c6 9d49d0ba 3b8087d3
32717277 edcec899 dc537498 63bcabls

 The above M satisfies all message
conditions of 0-80 rounds and all chaining
variable conditions of 0-28 rounds
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Summary of Part Il

* Proposed the novel method for finding the
differential pattern, method for determining
sufficient conditions and the novel method
for the message modification using
Grobner-like method

e Succeeded In finding collisions of 58-step
SHA-1

— Showed by experiments the efficiency of
proposed method
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Part |l
Hash Functions:
What's the Future?".
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A history of hash function proposals

and cryptanalysis of hash functions
MD4(C90) T

Proposed by y _: Dobbertin: semi-free start
Ron Rivest N collision of MD5 (96) |
T Wang: Attack Complexity

- / 2% SHA-0 "97) |

—/ Chabaud and J oux(’98)’J

Wang: 2 block collision

of MD5 (04)
Joux: 4 blok collision of

SHA-0(04)

Biham and Chen : collision
of 40-rounds SHA-1 (’Ofﬂj

\ Wang: Attack complexitiJ

\. ]
l SHA-224, 256, 384' 512 63

= ) ) .‘; 2 HA']. ’
Whats i S C05)

Who will propose? |Wat2 (WHERZ)

Proposed by )
NIST

Who and how?: collision of 0
SHA1 and SHA-2 (When?

7 Future



Hash functions in the future

 NIST admit to use SHA-1 for 5 years as it
IS

 NIST Is considering SHA-256 as a
replacement of SHA-1 and to be secure
until 2015

 Timeline was published by NIST
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Timeline published by NIST

Year1(20087)

1Q Draft and publish the minimum acceptability requirements, evaluation criteria, and submission
requirements for public comments. Announce a public workshop to discuss these requirements.

— 2Q Public comment period ends.
— 2Q Host a workshop to discuss these requirements.

— 3Q Finalize and publish the minimum acceptability requirements, evaluation criteria and submission
requirements. Request submissions for new hash algorithms.

Year 2 (2009?):
— 2Q Review submitted algorithms, and select candidates that meet basic submission requirements.
— 3Q Host the First Hash Function Candidate Conference. A nnounce first round candidates
— 3Q Call for public comments on the first round candidates.

Year3(20107)

1Q Hold the Second Hash Function Candidate Conference. Discuss analysis results on the first round
candidates.

— 2Q Public comment period on the first round candidates ends.
— 3Q Address public comments; select the second round finalists. Prepare a report to explain the selection.

— 3Q Announce the second round finalists. Publish the selection report, and call for public comments on the
second round candidates.

Year 4 (20117?):

— 2Q Host the Third Hash Function Candidate Conference. Submitters of the second round finalists discuss
comments on their algorithms. 2QPublic comment period ends.

— 3Q Address public comments, and select the finalist. Prepare a report to describe the final selection(s).
— 4Q Announce the new hash function(s).
Year 5 (20127?):
— 1Q Publish draft standard for public comments.
— 2Q Public comment period ends
— 3Q Address public comments.
— 4Q Publish new hash function standard.
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What's the difficulty to find collision

of 58-round reduced SHA-1?

e Wang found the collisions of 58-round

 Many researcher in the world failed to find similar
collisions, why?

Wang does not publish all the details of her attack
Attack is essentially mathematical
Need the knowledge of Grébner basis
Need the programming technique
e Sometimes need super programmer
Need so many human resources
* | spent 2000 hours to experiment and implement
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What's the problem in
standardization of hash function?

 No one could not implement Wang'’s
attack of SHA-1 properly

— Therefore no one can evaluate the complexity
accurately

— No one knows whether Wang’s attack can be
applicable to SHA-2 or not

— No one can propose new algorithms immune
to Wang'’s attack
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Grobner cryptanalysis of SHA-1

e Grobner base based cryptanalysis (simplification
of Wang’s attack) of SHA-1 can be easily
Implemented by everyone
— Everyone can evaluate the complexity accurately

— Everyone can easily evaluate the immunity of SHA-2
against Grobner base based attack (or Wang'’s
attack)

— Everyone can propose new algorithms immune to our
attack (or Wang's attack)

75



(Near) Future Work

 Find the collision of full-round SHA-1

— Use Grobner base based cryptanalysis
« As an improvement of Wang’s attack

— Community of symbolic computation has so
many good techniques

— Wang (probably) does not use such
techniques e.q. iterative decoding, list
decoding, Sudan algorithm, Groebner basis
based method
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Question:
Who and when will find the collision
of full-round SHA-17?

My (only personal, not public) conjecture

— Someone In the crypto community or the
community of symbolic computation

—In a few years, not in 10 years as NIST
considers
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Future work: Application to SHA-2

e Finding good sufficient conditions

— Difficult to find?

— Hint: Sufficient conditions do not need to be
inear relations on {m;} or {a;}
* Once good sufficient conditions are

determined, problems are degenerated
Into symbolic computation
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