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S AT TR A N AL LT, HARR
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2019 4F 12 A AgIcid, Hil s A7 228 & L7239
72 %227 SNAKE (B4, EKANS) o3
ARSI TWEH S, B2 &T:5 4 A 2 T OF
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BRALRCA VT Y M IR AN D A ETH D,

BHAOFEH AT LOEF1UT1
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AT, SN BT BHIES 2T A0RF 2174
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(1) KEBRFFOERY)HE A

KETIE, HBFNERD S L9, W358
PORDYBEDN RELVILEEA V7701 F 1) 74
AL B B ADH 572,

2019 4£ 4 H. DHS @ Cybersecurity and Infra-
structure Security Agency (CISA) 25, ERDZL4
PREE, #E3, DML - LAEDRERIZLEAT R
55 O e (function) ®—% [National Critical
Functions ] 5 RL*®, EEA L7550 RD[ R
T RITEETH L[ HERR ] THRE T 217
FLTW%, ZhUE, ERNROER B THEELG 25
W RETE D& ) A7 LAKAF B4R Z KD WG B IR L,
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[ Distribute | [ Manage ] [Supply ] ®WUDD X 512455
man, BRI TGRS M — 27— 20 &0
PiB1E Connect, [BCFE ] [£7E | R0 [ AN K506 2%
£71% Distribute. [ FAKOFH| [ERFEOFEME ] Fid
Manage. [7KERDHEME |[ 587 %1 Supply X455
LTwb,

5 AIZid. KIEESZARSESARAF 72T (NIST - National
Institute of Standards and Technology) %%, K[E
TERTHEHMITE RAHEATWS 0T (Industrial
Internet of Things) OV A/N—tF 1) 71k} &AL

3 %<, National Cybersecurity Center of Excellence
(NCCoE) 2L THRIZERMNTD oT LF2) 747
ARDREIHDHATVDZER WS HICL* Y,
A RZHD D558 ([ R A & 5 B T AL F — & 5
(DER) Y AT AMOT =554t | G TEHER Dk
Bl HEERH OWEE T A R F ) T8 ] [=v
T OB - Biik ] [ 7=y o toiit] [7—%
ZHDEF 2 TA G ) ICTA—H AT DT ETH b,
NIST ixF7=, 2017 45 9 AL - BEE R T o
A N—tF 2747 —27—2% [Cybersecurity
Framework Manufacturing Profile (NIST IR 8183) |
% 2019 4 5 HIZHEH L, PHOEEAAR (Voll), 7
T ARG SEANTFELREATAR (Vol.2), A S AT
FEEAAR (Vol.3) DFF 7 MREGEETRBL 2% %8,

2019 4E 12 VK E TRz L7z FE B MERR : [ National
Defense Authorization Act(NDAA) JiZi&, $4/3—
BCENSEIIM R #E T 54 [Securing Energy
Infrastructure Act|2SHAAFIz, MAAFN
BZ. DOE OE Wi 7eFT TR IO g5 1 2 PR3
YR IOVAR Ru P Nl WA VA SN p A E i i I
LVIBDT, ZOTUT T LD RERIZLI#EHITE-
Ty EIBBUFHERI & AV F — K I LS TERR S 72
BT AN —BEP LR T B0 D FE RN H
g snp™ ¥,
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RETIE, $I#Y 27 208F 207150 b 05 Hdt
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SEAHIRE Fon BB AT 2% ) O R F-
LOIIRIAE LD F Ly Y R=R /T — LT =7 Dl
AT BRSNS N0

2019 4£ 7 H. International Society of Automation
(ISA) #%, Global Cybersecurity Alliance (GCA) %
AL, GCA IE. FA (Factory Automation) %
PA (Process Automation) B A3EIZB1F %44 /3 —
¥ ) T ERETA N BEADI 2 210 F 357
B, ISO/IEC62443 DiF ] - #EOEAER, THH - H1
WwOIA, RANTGIT AR = VOSSR ToTY
o 2020 4F 1 HBIFE, 23 O3 - HREATA L N —LT20o
TWV5H,

4 10 AlCiE, OT ok 2) 74 EICH LT %
RHERRT H720I2, B - AR - KBHFEORILY—
EAERTAM - FAERO) =5 —ZEBTIAT VA
Operational Technology Cyber Security Alliance
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TADLIN) IV AN ZEDBIZDDTL— LT =
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Bk ] TH) LI CwaoT, 2h5E3sN/zvn, T
ST, BB AT L0121 TR LICBE 2 H
DHLAZ OV TN,

NE A N—tF )74+ — (NISC : National
center of Incident readiness and Strategy for
Cybersecurity) 2%, 2018 4E I BT AILDSEZ D %
CHAN—LF2) T T B8 LT 2018 4 7 J]
\FEERINT [TA N —tF )71 20181 123/ ITF BN
BAARNGREOE IR EE LDz [N —tFa
V7420197 %) (2018 47 BEHLE - 2019 4FEERHET) %
2019 4 5 JNTFERL7zo At EOHDPL, LM%
M AZFENT b0

2019 DO FELBIRELT, FEWFHEEABD [HEHFYA
Nt Fa) 710985 WGL] T, FRALDO%ANICEo
TH 7223 iz 811 9% [ Connected Industries ]
ZBITAY T IAF 2= DA N —LF 1) 715 e fq
SHELTIHAN= - 74V - £F 2)TAR T — 4
7—2 (CPSF) J %5 4 23 shi=* % (CPSF 122w
TI2[21.2(1) () WG 1(HIEE - Heaty - #28EAL) 121 6

6 HIZid, [W WG OENHTT—F 77 N—T128%
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(c)ES-C2M2 fEEH EH DA B WHOZIEAHIIC, [ES-C2M2] O3 U F =
[ES-C2M2] &1, DoE 75, KENOE &M 7y —1% 2019 4 10 AICARL22%%%, AEF N2
F2)TARAV AT 472012347 L 720D M5 528T, REIBAERVHATHDEF2) 710}
T PAN—kF2U)THAEET IV (C2M2: KR FLEEORNLNNVOFHE, FIUTLARIEOH
Cybersecurity Capability Maturity Model) ®—>T BER U B THH O BN DR E ST BEE %25
H%, IPAE, ENOTRES L TTEROLF )T
P
H H N otumn | | =
3
AVIFIMNAREICHED LR UM% =
2019 38 19H. /Iboxz—0D7)Ub=4EFEAF Norsk Hydro ASA DAKENEZE }EJI
I COVTLADI T DRBENDNFEEL., —EDTH TEENEIL. SRNEEEHNBEDFEE R
IBDTEICHEDE U, AVITUNREER., BHOREEIIB2ESEZAERE. BRex %

IOV, A VYT UNERZETERICA —T(CTD. Microsoft Corporation DA
N—tF 2T F—AICEHFERIBOXEZEF IS, LLVD=DDBIEZTRISRTE LR
Ufc. BIHDBERRCHWT. Facebook [CRFTIEHRZREL. EHREEDIXV/NEZE
TRV = A TR ZFHFMICR LI U, R, A CEeERRL. MERREZER
BEEICHDANFUC. W2 BEERD 4 B 2 BICIF. AT UNMIDWCERESDCBIE
7Z YouTube TRBELTWVWET s A VI FUNREERIC, BtthH Transparency GE8EM)
& Openness (FBF) ZRUY—EU. SEROWEBLIEDSE LT DICDBEHRAIFHDES

BU el slFE<FHmTNELIE ",

TFaAUTAAVITUMRIRKREINDE. EEOKMITTETDIENLVDTIN. E
HEEfME. AT UMRREICERUFELUR Y, Fe. BRIFID—EDRIGICLDT,
European Excellence Awards 2019 @ [Crisis Communications] BFS CxREFE
ERELFRUIC Y

CDZBHE. A VDT UNFREROBBNFIERFETN. EEOHRIFHEICKESTE
T EZERUCWVERT, A VT UNRERDURI =225 —2307%Z2EDKDITITOH.
PRELVCRICEMRLU. sTEULCHBLIENEECTT,

i InsuranceBUSINESS AMERICA : Norsk Hydro gets more cyber insurance compensation https://www.
insurancebusinessmag.com/us/news/cyber/norsk-hydro-gets-more-cyber-insurance-compensation-213096.aspx
(2020/6/25 #%3:3)

i Norsk Hydro ASA : Cyber attack on Hydro Magnor https://www.youtube.com/watch?v=S-ZIVuMOwe0O (2020/6/25
%)

iii  Norsk Hydro ASA : Hydro awarded for cyber-attack transparency https://www.hydro.com/en-NO/media/news/2019/
hydro-awarded-for-cyber-attack-transparency/ (2020/6/25 ##z3)

Microsoft Corporation : Hackers hit Norsk Hydro with ransomware. The company responded with transparency https://
news.microsoft.com/transform/hackers-hit-norsk-hydro-ransomware-company-responded-transparency/ (2020/6/25 #:3)
iv Bloomberg: NHY:NO Norsk Hydro ASA https://www.bloomberg.com/quote/NHY:NO (2019/3/20-2019/4/23)
(2020/6/25 ##3:3)

v EUROPEAN EXCELLENCE WARDS : Winnerlist 2019 https://eu-pr.excellence-awards.com/best-of-2019 (2020/
6/25 FE:3)
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