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Trust Rlelquirements' : Implications
Ass. Minimum M|n|mum Minimum Prevented : .
Level Target gf SEIVEle]] (Hardyvare) (Internal) Pote_ntla_l Security C2X Use Case
(TAL) Evaluation Assurance Secur_lty : Attacker Implications Examples
(TOE) Level (EAL) Functionality acc. to CC
0 Not reliable against [Some limited
isecurity attacks in  |e.g. using
general trusted C2I
infrastructures
1 I+ ITS Station EAL 3 Only software |Basic Not reliable against [Non-safety, but
lsoftware isecurity isimple hardware most privacy
mechanisms attacks (e.g., offline relevant use
flash manipulation) |cases
2 I+ ITS Station EAL 4 + dedicated Enhanced [Not reliable against [C2C-CC day
hardware hardware Basic more sophisticated jone use cases
security, i.e., hardware attacks |(e.g., passive
lsecure memory (e.g., side-channel |warnings and
& processing) attacks) helpers)
3 I+ private EAL 4+ + basic tamper [Moderate |C2X box secure as |Safety relevant
network of  ((AVA_VAN .4fresistance stand alone device, [relying not only
ECUs \vulnerability but without on V2X inputs
resistance) trustworthy
invehicle inputs
4 I+ relevant in- EAL 4+ + moderate — [Moderate— [C2X box is All
\vehicle (AVA_VAN.5high tamper High trustworthy also
lsensors and ulnerability resistance regarding all
ECUs resistance) relevant in-vehicle
inputs

H#8:S. Goetz and H. Seudié: “Operational Security”, C2C-CC 2012
A-3 C2C-CC |ZTE&ImH D Trusted Assurance Level
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