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2.5 TRUSTWORTHINESS AND ASSURANCE

The trustworthiness of systems, system components, and system services is an
important part of the risk management strategies developed by organizations.®!
Trustworthiness, in this context, means worthy of being trusted to fulfill whatever
requirements may be needed for a component, subsystem, system, network,
application, mission, business function, enterprise, or other entity.®*
Trustworthiness requirements can include attributes of reliability, dependability,
performance, resilience, safety, security, privacy, and survivability under a
range of potential adversity in the form of disruptions, hazards, threats, and
privacy risks. Effective measures of trustworthiness are meaningful only to the
extent that the requirements are complete, well-defined, and can be accurately

assessed.

Two fundamental concepts that affect the trustworthiness of systems are
functionality and assurance. Functionality is defined in terms of the security
and privacy features, functions, mechanisms, services, procedures, and
architectures implemented within organizational systems and programs and the
environments in which those systems and programs operate. Assurance is the measure
of confidence that the system functionality is implemented correctly, operating
as intended, and producing the desired outcome with respect to meeting the security
and privacy requirements for the system—thus possessing the capability to

accurately mediate and enforce established security and privacy policies

In general, the task of providing meaningful assurance that a system is likely to
do what is expected of it can be enhanced by techniques that simplify or narrow
the analysis by, for example, increasing the discipline applied to the system
architecture, software design, specifications, code style, and configuration
management. Security and privacy controls address functionality and assurance.
Certain controls focus primarily on functionality while other controls focus

primarily on assurance. Some controls can support functionality and assurance.

PM-11 MISSION AND BUSINESS PROCESS DEFINITION

Control:

a. Define organizational mission and business processes with consideration for
information security and privacy and the resulting risk to organizational

operations, organizational assets, individuals, other organizations, and the
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Nation; and
b. Determine information protection and personally identifiable information
processing needs arising from the defined mission and business processes; and
c. Review and revise the mission and business processes [Assignment: organization—

defined frequency]

Discussion: Protection needs are technology—independent capabilities that are
required to counter threats to organizations, individuals, systems, and the Nation
through the compromise of information (i.e., loss of confidentiality, integrity,
availability, or privacy). Information protection and personally identifiable
information processing needs are derived from the mission and business needs
defined by organizational stakeholders, the mission and business processes
designed to meet those needs, and the organizational risk management strategy.
Information protection and personally identifiable information processing needs
determine the required controls for the organization and the systems. Inherent to
defining protection and personally identifiable information processing needs is
an understanding of the adverse impact that could result if a compromise or breach
of information occurs. The categorization process is used to make such potential
impact determinations. Privacy risks to individuals can arise from the compromise
of personally identifiable information, but they can also arise as unintended
consequences or a byproduct of the processing of personally identifiable
information at any stage of the information life cycle. Privacy risk assessments
are used to prioritize the risks that are created for individuals from system
processing of personally identifiable information. These risk assessments enable
the selection of the required privacy controls for the organization and systems.
Mission and business process definitions and the associated protection
requirements are documented in accordance with organizational policies and

procedures.

PM-12 INSIDER THREAT PROGRAM
Control: Implement an insider threat program that includes a cross—discipline

insider threat incident handling team.

Discussion: Organizations that handle classified information are required, under
Executive Order 13587 [EO 13587] and the National Insider Threat Policy [ODNI
NITP], to establish insider threat programs. The same standards and guidelines
that apply to insider threat programs in classified environments can also be
employed effectively to improve the security of controlled unclassified and other

information in non—national security systems. Insider threat programs include

47




10

controls to detect and prevent malicious insider activity through the centralized
integration and analysis of both technical and nontechnical information to
identify potential insider threat concerns. A senior official is designated by
the department or agency head as the responsible individual to implement and
provide oversight for the program. In addition to the centralized integration and
analysis capability, insider threat programs require organizations to prepare
department or agency insider threat policies and implementation plans, conduct
host-based user monitoring of individual employee activities on government—owned
classified computers, provide insider threat awareness training to employees,
receive access to information from offices in the department or agency for insider
threat analysis, and conduct self-assessments of department or agency insider

threat posture

Insider threat programs can leverage the existence of incident handling teams that
organizations may already have in place, such as computer security incident
response teams. Human resources records are especially important in this effort

as there is compelling evidence to show that some types of insider crimes are
often preceded by nontechnical behaviors in the workplace, including ongoing
patterns of disgruntled behavior and conflicts with coworkers and other
colleagues. These precursors can guide organizational officials in more focused,
targeted monitoring efforts. However, the use of human resource records could
raise significant concerns for privacy. The participation of a legal team,
including consultation with the senior agency official for privacy, ensures that
monitoring activities are performed in accordance with applicable laws, executive

orders, directives, regulations, policies, standards, and guidelines

SA-23 SPECIALIZATION

Control: Employ [Selection (one or more): design modification, augmentation,
reconfiguration] on [Assignment: organization—-defined systems or system
components] supporting mission essential services or functions to increase the

trustworthiness in those systems or components

Discussion: It is often necessary for a system or system component that supports
mission—essential services or functions to be enhanced to maximize the
trustworthiness of the resource. Sometimes this enhancement is done at the design
level. In other instances, it is done post—design, either through modifications
of the system in question or by augmenting the system with additional components

For example, supplemental authentication or non—repudiation functions may be added

to the system to enhance the identity of critical resources to other resources
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that depend on the organization—defined resources

11 SI-18 PERSONALLY IDENTIFTABLE INFORMATION QUALITY OPERATIONS
Control:
a. Check the accuracy, relevance, timeliness, and completeness of personally
identifiable information across the information life cycle [Assignment:
organization—defined frequency]; and

b. Correct or delete inaccurate or outdated personally identifiable information.

12 Discussion: Personally identifiable information quality operations include the
steps that organizations take to confirm the accuracy and relevance of personally
identifiable information throughout the information life cycle. The information
life cycle 1includes the creation, collection, wuse, processing, storage,
maintenance, dissemination, disclosure, and disposal of personally identifiable
information. Personally identifiable information quality operations include
editing and validating addresses as they are collected or entered into systems
using automated address verification look—up application programming interfaces

Checking personally identifiable information quality includes the tracking of
updates or changes to data over time, which enables organizations to know how and
what personally identifiable information was changed should erroneous information
be identified. The measures taken to protect personally identifiable information
quality are based on the nature and context of the personally identifiable
information, how it is to be used, how it was obtained, and the potential de-
identification methods employed. The measures taken to validate the accuracy of
personally identifiable information used to make determinations about the rights,

benefits, or privileges of individuals covered under federal programs may be more
comprehensive than the measures used to validate personally identifiable

information used for less sensitive purposes
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