|PA =i sire
ICCK
VI ERHYTT7ED
MEss B ERERICEE T 4
&tk

[2019 56 2 M+H (4 A~6 A) ]

VI bz 7EOMSEEEERRICEAT SEHRRIZONT

BARIZHEITZ M HRBEREFROBIEFETHS IMEHREF1) T BYPE
B/IN— b=y TV (LU TRFIED ] (&, BEEEELEOETR P ITEDE,
2004 £ 7 R&KYEBERAINTULET ., RHEIEICE T, MILTEBUEANEHROIRHEE
R (LURE TIPA)Y) &—fg#tEEAN JPCERT a—T 43— avtr 32— (LI

[JPCERT/CC) (&, HESEMHEEFHRDEL DR O RIFHRDOARICFH T
ARG EDEBEERLTULET,

AIEETIE, 2019F4 51 BMS 201946 A 30 HETH. MBI EFR
[CEAT 3BHIKRICDOLNTER&HFLTULET,

MMIITBUENBIRNIBHEME vt T2V 2—
— etz A JPCERT O—F 42— avtr4—
20194 7 A 25H

OV EREX )T RHAERA— 2y THA KT
https://www.ipa.go.jp/security/ciadr/partnership_guide.html

https://www.jpcert.or.jp/vh/index.html
C2 HIEFKREE (VT YT 7EIEHMEEFERIRESE (2004 EEFEEXEEERE 235 SWH. 2014 &

BEEXEEETE 110 5) | OEFRICEDSDVTLELED, BEATEROERICESTVTVET,
- VI b0 7HGFORBIERERFRICEHT DMKRE] (T2 FREFEXRESTE 195)
- TZAHERVABKBEZEZEDSET] (FHILFRFEREETEL9S)



BR

1. YVIrOz7EOREBEICETHIMBRR BEE) ... 1
(B Bk b L) o a0 R 1
(BB T8 i o OO 2
1-3. AR BEFHEDEIRIRIT ..ottt 2

2. VIrOz7EOMBEICET IR G .. ... 3
21, VI R T TR DT ..ot 3

p T TR 1K kOO 3
212 VI ROz 7 ROEEMBHEER ... 4
2-1-3. BN RE - BB ... 5
2-1-4. JUN FRIRIEBEB ..ot 6
215, BB E TR AR — P 6
2-1-6. B EIE IR R D IR .. oo 9
2-1-7. ERRAFBERBEDIIERDIT ...t 10
22 T THA FOBETME ...t 11
2-2-1, BRBBARIT ..ottt ettt eaens 1
222, EETEROBBERBHBE ... 12
2-2-3. HEBBtEDTEE - REABHEEE ... 12
2-2-4, BEIETE TR oottt en et naen 13
2-2-5, REEL TS EHOBREBEE ... 15

S BAREBA D E . 16
KT B I i k- G 11— OO 16
B, B B oottt ettt ettt e eneaa 16
3.3, DA By R e e 16
Beh B R oo 17

&1, VI Mz 7R RO EORESE ... . 18

&2 Dz TdHA FDOBREBED S . .. 19

FR1. MEREFa )T+ BPER/A— F—2 v T (EBEEEEEROMRME) ... .. 20



1. V7 bz 7HOMRBIEICEET SMFRE (BE)

1-1. HaS5 1R E R D fE H KK

~ EBEOBRHERDOREIX 14,7124 ~

£ 11 EARFIEIZES (5RO EEDOHESS
MEEFROBHES. $LUVEHZMAHE
45 (2004 £7 A8 H) MoAWEHRFE
TORFZRLTVWET, ARFHDOY D
b 7RGICEY SEHE I 55 4.
DxIT7 TV r—ay (U Tz Ty
14 D [CET HfEHIL 444 . &5 499

®1-1. BEHHEK
vop ] AEEHEH|  RE
VAN R4 T 55| 4,328 #
v JHA b 444 #| 10,384 &
= 499 #| 14,712 4

#HTLf-, BHZMABRAEMNASDREET 147124 T, RREFVI bV 7HRICETEELD
4328, Tz YA MIBETHID 10384 TO . THA MIET IREEALADH 7 EE

HEOTVET,

M 1-1(38E3EFHOBEHEROEFMHCLEDHBERLI-LDTY . AEFHAF.
I7EEIYIIVITHAS MBEALTEKDEENHY FE LT,

JI kY
K12 (FTBE3IEBOMEE T

EDBEHORMAE SV 1 MEBHYDEHERDEB TS, ARFHREITO 1 REXBAHY

fEHEHHIE 4034 P TLT=,

MRy VIR TRE [ Lk 7 2 N REHEH
goopt - ==Y TbUTT7HEEG(RE) oz YA+ (RED) 10,38 12,0004
417 L0004
700# g 380 9,486 9537 9,566 9,595 9,628 9,715 9,767 9,830 9,866 9,940 10,000+
600%4 - : 9000&
i 1 8,000
500:: : 7,000&
4004 | 6,000
3,861 4,169 4,224 4,273 4,328! 5000
300# 3297 3,436 3,527 3,769 — 3'8.&&%43 4—'().53 ——— o— 4100(@
2004 | ° ® 3,000&
10044 51 87 49 74 55 2,000
O hadhashod it padze 122, 2202 2 ioR s A 526 2 e LO0OHE
3Q 4 1@ 20 3@ 4Q 1@ 2@ 3Q 4Q 12  2Q
2016 2017 2018 2019
H1-1. e OEHGEROEFHRAT DR
F1-2. EHEHK (GBE 3 FM)
2016 2017 2018 2019
3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q
B A (] 12,677|12,922(13,064|13,335(13,456| 13,526 {13,664 |13,822(13,999|14,090(14,213|14,712
15ERHY [#/8] 425 | 425 | 4.21 | 4.21 417 4.1 408 | 406 | 4.03 | 3.99 | 3.96 | 4.03

0 1MERHEYDOBEHERIE. TRFEHER / T/E

1

HEMAREASDMEBL ITTHEL.




1-2. FESBEDEBESE T KRR
~ VYIrIIFHBEBLUV T TYA FOBESKIIRE 9,534 4 ~
& 1-3 [FAMEEH., B FUVEHZMARE,

SAMEHRETOY 7 hIT7REEY T £1-3. BETT JVN LK)

JHA FOBERTHHEERLTLET, Y k) AmAEHGH | Rt

TJrOzT7ERDGE. BENTETTHE YIrHITHEE 3114 | 1,987 #
(E@AEDEENDHATTIOTSLEEBIEL I JYA K 174 4| 7,547
BWMGEZEED). MEHEMEROAEKRAELGE it 205 4| 9,534 i

ZJUNIZARLTWET,

AOFHICIWNARLEZY I bz 7EHEOBHRIE 31 H Y (REH1,987#) TL-, ZD
565, 1HIFRIRFEREICLIBHEROMBEDRBETLZ, 4H. BHEZZELTHS JUN
ARFTOEHMN 45 BLURDEDIL 184 (58%) TL1z, Fi=. JUN ARFIZEEA TS
EEENEBHENRERZBEIREL-OE. 04 (RET34#) TLE 9,

BERT Loz 94 FOBEIT 17444 (BREHT7547H) TLI-, BEZXTT L1744
D536, DxITF7TVr—2aVEBELEZLDE 169 (97%). BEAR—DZHIBRLIZLO
X5 (3%) T. ERTHEELELZIDEHY FEAT L, BH. BEEZET LI 174HDS
b, DY A MEEEAMBHREERFREEMLTNS 90 B O LRNICBENET LIZED
(X171 # (98%) TULT=. AMEEHIE, 90 BURIZIEESET LI=EIAA. RiEEH (27 4
23 (85%)) MotEmMLEL,

1-3. ER P RER G O HU KRR R

AHIETIE, ARKEI SERIRNGVESRAREE NERTREERKE] LU, EROAK
O%G5-0, ARERAFEELEZ AR L TERREBEROTVET 7, AGARELEZLR
. 3I-ARBLTLEARRRENSIEELNEONGNGEE. HRER REZOERNL £
MBELUN—23Y) 280RLET, TRTERENELONGWGEE. FRIBEOHR ZER
LETERIZEOHBRFE CICHARAREELN SBEN LGS (L, HRBBEHFEROLARICAIT,
MEREX2) T4 BHER/NN— =29 THA RSA V) ITESOOREEREHREZLTWS
NEXNRHEZEER ™ THELFET., TOHEEZHER. IPADRKRT 5 LHIE L HRIBHBEBER
[FJIJUN[ZARENFET,

AL, EERFEMAREL L THICHRMARERZARLEZEDEHY FEATLI,
AEFHAREF MO ERTEERARE ORI ARGRIL 251 HIZHY FT,

0 p7 R2-3BE

9 p.92-1-6 M

O SHMDBERIE. Y IYA MEEELNHEBEOBEMEZTTHS, 3SLAMAELTVET,

O EKTEERIRE —E | https://jvn.jp/reply/index.html

8 ERTERHFORBUERBREART INENEHET H-OIC IPANEBLET, EE. Y14/ —tFa
D74, BEZYVI LTRSS FOEMNLMBCRREAT 2EMAR. HD. AREHLATHROL
WETHERIATLETY,

2



2.V bz 7EOMRBIECET HIKKR (FH)
2-1. VY7 bz 7HAOKEEM

2-1-1. MEK K

21 FVI7 bz 7EHBOMBERBHONEKRIZONT, MFHILOHEBEZRLTLVE
o ANFHRFFRADBEDREE 4,328 T, AOFHICHEBEKFHREZ VN AKRLIZLD
(X314 (BEH1,987#) TL=. ZDS55., IUN ARFNZEEA 7 SBEEAMBERFRIFR
FEERBLEZLOE0H (REF3#) TL, HERARENIN KRZTHT MERIXE] L
3 DIEELS (RET 39 ). WAMFKEDN THBUETEGLY CHELZEDE 0 ¥ (REt 96
#) TLI=. - IFRHE] LL-L0E6 4 0 (Rt 481 ). TEERL] (T 1,725 8 TL
f=o 1,725 D55, ERFEERREE 0 —BE~FRICAKRLEZBLOEHY FEATLIZ, KM
FHIREF ST 202 4 "V #ERTREFARE—BE~ARLTULET,

P 2,397 ~
2018%F 1,811[50%] ' 1,658 ]
iy : 3891 457 s e — &3t 4,
6A% AL i EEARENEE 191 R 4,09
[ 2472 \\\ 3\
I
20184 1,872[51%] 1,697 =
il , 3994 467 e AR &%t 4,
OR* AR | EEREEET | O
— 2,542 A\ A\
[
20184 1,936 [52%] 1,682 s
S 3995 472 | 0 —_____~ R . Bt 4,224
12A X ELZN | LB RERIRE 191 ) a
— 2,566 \‘I 2\
20195 1,956 [52%] 1,707 .
_________ ] 0§ 475 tmmmsomm= o= ——- - &5t 4,2
e BEARAL *® EATEMRE 191 AE e
—BRLMET 2,603 (37) ) —
20194 AEFH 1,987 (31) [52%] R R\ 1,725 a5 4328
6A% R AE110), SN ) ERTRMEALL |
--------- { BRI IS 39(0) | HESETETIEALY | —
0 500 1,000 1,500 2,000 2,500 3,000 3,500 4,000
() DB+ S T HIMIEERE TH LIt T BB oo /-3
[ 1 AD MBI+ FHLA-BHD S LFL-FIE
(1] axEas : JUN THEBHEADHBRRE XK LI=HD
B  ARHEEERITEZHEIST, JUN TRARTHIENBHEHTS
R LR T < nr-to
1851 5 i CJUNARZTHY . HBRRESMERRGLEZH0
MEgstE TIEAR LY  HEFAREICI YRS TG EHTEA=ED
|| FEE  ETTEDDIBEHOMRICZALEVLD
| Eedk e : IPA. JPCERT/CC A"NEHERE . HafRENRE. MHEFOLO
| ERETEERE RRLTO55. BRFHEERE-BCTARTOLO

B2-1. VI oz 7HBBVBEORHLERT (T T EDHBE)

O MIRFALFLHADEHICE DL DH 0 #. ATEFHALURDEHICKL D EDA 6 #,

10 BRIEFARE—E~NODLARELUV—EL S DHIBRNERETOA - HRRAEEOARERIE. TORMZE
FELTLETY,

1 SERTERERREE —BICARPOHHT. B 2-1 OIRBEREIRVERTERREE INAHTT .

3



BHBABAN > AEEHRE TICREOH =Y T b T TREOHHE 4328 #0355,
TEEERU AL 3,847 #T LI, LB, FREERVBHISOVNTEM LE-HREREH
LFET.

2-1-2. V7 bz 7HEOESREHER

X 2-2, 2-3 1%, BHEIN-EHEEONRIEFANDARTT, K 2-2 (FWRZEFHNEEZE. X 2-
3ICITBE2 FROUER T LOBHERDOHEBRERLTVET,
AMFEHOBEGERICEWT M IT7TU5—3209 T C1#) 1 ARBEL. RNT
ML—42 (7 #) | £BH-TWET, REITIE. Dz T7TUr—>3>vI k) BRBEL
45%%F HEHTVET,

VIroz7HGEDOHRTEER OREHKR o5k
gz I 7 I)r—32 0k
m/)L—% O 45% I
15%

ORT—hTAAITTIY 0 % (45%) 100k
a4y IIL—7Hx7

; . O 2% 754
O77)5—avBis-E21T5E .|:| 2%
OfEHRE 2% 55

o 2%
BYTITS5YH 5 290 504
BO7A)VEEY T u4; E}
mO0S 0 4% 2584
N — S TH
OLRTLEE I~ o so H H a1
O7UFIAIVR) Tk O0s8% m sy S s e B
(8%) 8% 30 40 10 20 3Q 40 1Q 2Q
fo 0?11;3 % 5 e SN BYET . 017 2088 2019
XEDOMIZIE, T—aN—R e Lh . . ;
B SATHDRR, 757 DIENNIEETRE R ECOET) GBZE2 5RO fEHNER)
H2-2. BHRFH OB REHIBS E2-3. MEHT LD G IEE A B HiEE &

X 2-4, 25(F, BHEINEERESAEVRAOBEIZKY F—ToY—XYT I x7]
(0SS) & TENLS) THELTVET, 24 XBHBHO2EEE%E. K 2-5(2IF@E2
FHEOMNFHAC LDBHEBDEBRERLTVET,

AOEHIZEWNT A—ToV—RY T b9z 7) OEBIEF23EHY. BT 42%%F 5D
TWET,

A—=TV—RYIrI 7 D BIED BH KR

12544
oA—=>o Y—RY I I7
o-FhnList 1 | 1004
| 754
5ol [ 55
H = 5014
148| 11 13
= 23
- . HoH 254
16
39I 15.38.52.56.39. 26.32. ol
3Q 4Q 1Q 2Q 3Q 4Q 1 2aQ
2017 2018 2019
(3,847-DWER, 57 DFEIMAILFTRERE TOHEF) (BE2EFDFEHAR)
H2-4. BHRHOA—ToV—RYIL0z7EE E2-5. BEHIEDA—FT2Y)—RYI 91T
& HH#



2-1-3. lEBHEDRE - LB EH 43

2-6, 2-7 [&. BHENI=EBEDOREABNDARTY . X 2-6 [LEH R 5T DMESFIEDREHIE
A%, K27 12FBE 2 FROMF AT EOBHHEBOEREZRLTOEY “12,

AOFHE (D TT7TV 77— a v OIESEME GLH) 1 AZRELEL<. RVT TZ0MER
DOFRfE 21#) | LB TVWET, REITR. Dz IT7TV7r—2 a3 0 OMREE] A57% %5
HTLET,

V7 b7 B & 0 eSS 1 IR B Bl DfE H KR

ooz I7 T r—1a v OEE%E 1254
BIO7AILDINRE . ABRDFT v ID i
O/\vI7 DFTvIDOTAE 10044
Q7 7R FEORE
WEREORECET SR
|:| 0,
B EDOTRE 0 2% (55770/A; 75t
e : B 25% °
BZOMEELEOTE (%)
HKEDMEE EDORFICIE.
:—F*(:zi):’]‘xa‘zi’-’%ﬂ%ﬁ m )y 2544
TEREIHYVET, m 39
|:| [)
D S B,
(3%) 30 42 10 20 3 4 1Q 2Q
I(SS(;/t; 2017 2018 2019
B84THOMNER, ¥'57 DIEMNILFTRE B ETHHT) (BE24 R O & HMER)
E2-6. BH REDOIEHEMEORARNE S E2-7. MEHATEDMETE 14 D RE B B 45

X 2-8, 2-9 &, BHINMRBUEAL o THERNDRNRTY, K 2-8 [F/EHREFTOFZEH
BEE. M29ICFBE 2 FROEFH T EDBHERDHEBERLTLET,

AmEHIE. TEEORY )T FORT (154) INKILERVTIRYTEL (11 4) )
Tl RETRE MEEORY YT FOET] RIS, TBELHHDTVET,

VI 7 ROESELSL-oTREN DRBHRER

OEEORYITDEFT 12544
B {EEDITURDET
BIERORHE m 379 10044
oY ¥ EL 0 10%  (37%)
OEFEEDI—KFNDEIT O 3% 7514;
OY—EXT8E H 4%
B7 /L AHROER B 4% ot
BEBOITAADTILR|
05 —4RA—ZOFERE >%
D%G)ﬂﬂ D 8% 25{4"

O 8% T T T T T T T 1 014-

e 5, 3 4 10 20 30 4 1Q 20
(-9 ;)A A 2%:’) 2017 2018 2019
(RATHDRIR, 557 DEAAIFHIEEBETORT) | CARmEWMORHAR
E2-8. B R OMEBENL-OTHERES F2-9. MFFT LOMEHIEL LT R
J&B H -3

M2 ZNZThDIEBEMEDFHE L VSRBEICOVTIFR 1 ZSRB LTS,
5



2-1-4. JUN A F K5 Al 4 3

2-10 [X. BH2FRIEA S ALK F CIoEERE JVN 4K L= (1,987 &) I=
DT, ZFEBELTHALIVNLARTHETIZELE-B#HERLIZ3DTY,, 45 HURNIE 29%. 45
B%EEL-H3IE 71%T Lz, £2-113BE3IEMITHLNT 45 HURIZ IVN 2K L=HHD
BB ZOFHCLICRLIE-LOTY , HRREBIRBENBERSN-GEOEEEEHL.
RRGEXHREELCLDDELNHYET,

29% (458 IR DA R)

AY

XN
1194 1434 | 149 464 283 156 511
(1,987##) 1 14344 # # # # #
0~ 11~ 21~ 31~45H 46~100H 101~2008 201~ 3018~
108 208 30H 3008
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

BWO0H~10H 0O11H~20H 0O21H~30H 0O31H~45H 0O46H~100H 0O101H~200H 0O201H~300H MW301H~
E2-10. V7o 7HSOMHBHELARAH
£21. 45 BUARICJVN AR LE-EGHOBEIEHE (MEHTL)

2016 2017 2018 2019
3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q

32% 32% 32% 32% 30% 30% 29% 29% 29% 29% 28% 29%
2-15. ABH LUK LEKR— MK
JPCERT/CC &, AFIEIZE ITH o F-IRBHEFERDIFZH., BHOEZFAFKEE L CSIRT 2 EH
5>HRBHFEROREZZTT. BN OBERE LRBERNREROLARICAITHAEEZT-T
WEYT ¥, ThoDEFEEICHT 2HAMFEEDOIIRIKRIE. IPA & JPCERT/CC NHEHEE
L TL 35 RIFRAR— 42 JLH 4k IVN (Japan Vulnerability Notes) (URL : https://jvn.jp/ )
[CARLTUVET, & 2-2, B 2-11 (T, AREHEHRIBETAICEST L. AOFHOLAREH.
BEIFEFOEFE I EDOAREH 9 OHEBREELRLIZLDTY,
£2-2. fBHEORHTH MHEHELARLE— MR

iRt *;ffq R
ERAORRED 5ORME. HERRED > BHNBOREERT N T4 o
% U5t LA— :

=5k CSIRT /5 BB EBROBRER (T JUN TAE LEBBELA—F | 22 #1689 &
&it 45 {413,405 &

0 2 A e COERSNOERENDEL REtEH
S DCSIRTH DD ER

100 - 1503 1533 1,556 1,578 1,594 1607 1630 1,649 1,667 1,689 1,800
901+ - 1427 1471 4 / 4 1693 1,716  1,600%F
80# - 1,569 1,607 1,638 1,674 - 11,4004
7014._ a _1_444 1,504 1I532 ’ ’

1293 1,337 1,372) - 1,200
60 -

1,000
5044 -
401 - - 80044
2048 - - 40014
10% laa[37||44laa| [35/32|[7230| [60[23| [28[22| |37(16| [38[13] [31|23] [36|19| [19]18| |23[22| 200#
014: T T T T T T T T T T T 014:
300 4Q 1@ 2 3Q 4 10 2 3 4Q 1 2Q
2016 2017 2018 2019

H2-11. VI 7 2RO MEBHEX RIEFROLAREH

13 JPCERT/CC EENMIE [2019 £ 4 A 1 BH~2019 £ 6 A 30 B] Page22~27 (https://www.jpcert.or.jp/pr/)
ESHBTIL,

(10215 [FARLEZLE—FOBEEL LITHHBEHFHLLTVET, BHOBRIZOVWTEED LD LER—
FEARTIHEENHDE. BHDO IVN DFREHE IN ARLAR— MITELGLZBHRELGYVET,

6



(1) EANOERREMSORH.HREAREMISBHRSGOBHESRT IVN TR LS
HLHR—F
K23 FENDERELS FVHGRARENSZ(TEHIZONT, REFHIZIVN 2K LT
ML FRUAEDLANLBIRLTWEST  A—F 2 Y—R VYT b T7ICET HHE5EMEH 14
# (FR230#) | AERXEEENCEITON-BHEROMHEEN 14 (K 2-3 O#2)
BHEARE - ARICEELNHIMBEN 18 (R2-3D#3) | #HHAAY T Dz 7HADNE
BHEMN1LHE (R2-3D#4) HYFELTE,
5 2-3. 2019 £E%E 1 O HAIC IUN TARLEEBEARLE—

BE HE58 1R A TS IfEsstE VN CVSS
RIERATEE g ARE | BAME
g5 DEZNE=L NJL 1| (ZE). CVSS EXK{E=4.0~6.9
1 JUN#01119243 |Android 7 7)) TR EBA FIEETIER Ty 1@ (2019454 6.4
M7 TY] NMERTBAPIH—NIZF7 o XEERE |B1H
DHESEHE
2 JVN#25261088 | TGNU Wget] [2&F+5/8y 774+ —/N"—270—DK5 |2019 £ 4 6.8
{3 A3H
3 JVN#58849431 44 AR X Garoon] IZH T 5EHDHETEHE 2019 F 4 6.5
(#2) A25H
4 JVN#91361851 EFHRF-BH7ITVr—>3> #Ao54 U0 @ (2019 4% 5 6.8
AR M—=FI2H1T5 DLL HAAAIZEET HHE5MHE A10H
5 JUN#69903953 | TEFHE - BH7IUSr—T 3> 7754 U1 2 [20194 5 6.8
(15 DLL 5~ A AIZB8T B 554 A10H
6 JUN#71498764 | ['Apache Camel] 128115 XML S EREARSIB(XXE)IZ |2019 & 5 5.0
(#1)#3) B89 AHE351% A22H
7 JVN#57806517 |Android 7 7'') TTootdon for ¥ X + K>(Mastodon)] [2019 & 5 4.0
[2H1+5 SSL H—/\FEBAZ DRI HEDHETE M A 24H
8 JVN#58052567 | TlJoruri Maill 28+ 5EHMDMEE T 20194 6 5.8
(#1) A7H
9 JVN#29188908 | TJoruri CMS 2017 IZHBIT2 5 QRY A k- X2 1) T |20194 6 4.3
(#1) T4 U DI A7H
10 JVN#84876282 | TGROWI] 1281+ 5EH DM M 2019 F 6 4.3
(#1) A7H
11 JVN#89046645 |Minecraft H—/\[ll+ FS5 %' 4 > Dynmapl [2H+5 |[2019 4 6 5.0
(#1) 79t AHBREDHETEE A13H
12 |JVN#13555032 | TVAIO Update] 2T 5EH DM 2019 % 6 6.8
A21H
13 JUN#43172719 | TOMNYBZEIL— 2/ h—LF— k4] I2B1+58 (201946 4.3
(#4) MOMEEME B 27H
a5 DEZNE=L /L | GEE). CVSS £AX{E=0.0~3.9
14 JVN#87655507 |Android 7 ') TH )T A +SDAKXT T IZHEITS [2019F 5 2.6
79 AHBRAEDHETEHE A10H
15 |JVN#33652328 |WordPress 5% 4 >~ TWP Open Graph] IZH11% 2019455 | 2.6
(#1) HJORPAL - UYHIR b+ TA—D ) DIEHEMH A 23H
16 JVN#88962935 |WordPress 754 4 > [Zoho SaleslQ)] [Z&1T5# |20194F 5 2.6
(#1) MOHETEE A318




HE MEgS 1 i A F S iEsstE VA CVSS
PR RATES . A%A | BAME
17 JVN#95685939 |WordPress Fi 75 4 1 > TAttendance Manager] 128 [2019 & 6 2.6
(#1) [+ 5B H DI A108
18 JVN#96988995 |WordPress Fi 5 4 4 > TOnline Lesson Booking] [Z |2019 % 6 2.6
(#1) BT 5EHOMEE N B 10H
19 JVN#80925867 |WordPress i 754 4 > [Contest Gallery] 1281154 |2019 & 6 2.6
(#1) OXYA F-JHIITAM 74— DMfHMN A12H8
20 JVN#31406910 |WordPress 754 4 > Related YouTube Videos | 2019 % 6 2.6
(#1) 2BF270RYA r-YHIR - 74— YD | B 17 B
5514
21 JVN#88804335 |WordPress 75 % 4 > [Personalized WooCom- 2019 % 6 2.6
(#1) merce Cart Page] IZHF5 YV RARAYA L 1)U TR A 198
k- 4A—C DS N
22 JVN#49575131 |WordPress 7549 4 > THTML5 Maps) 1281154 |20194F 6 2.6
(#1) AR b+ YIIR b 74— DY B24A8
23 JVN#29933378 |WordPress i 5% 4 > [Custom CSS ProJ 2115 |2019 £ 6 2.6
(#1) HJORYPA k- YHITR - T7x—2 ) DIfeFEH B24H
(2) BN CSIRT A LHEHEMERORBHERIT IVN TARLEESBELR—F

5 2-4 (3. AEFHJIZ JPCERT/CC AVE4St CSIRT F L EE L THRY ko =SB D AT ALY
LARDIREZERLTEY . REFHIMEBMEFR 2282 /RLE L,

Android BIZEH f+> 0SS Z#ARAA L HMOMEEMEICEY 2AREFH TIE., HaMRAREHLF
HY 57 OTEOREKE. 1FIZEED KrCERT/CC ©HE® CNCERT/CC. 8E®
TWNCERT & MEENAFEZ TLET, ChbDiFEHRIEX. JPCERT/CC #MmBAREY X b
(O CERINFBREARE~BHMLIZSX, JUNIIEELTLET,

% 2-4. @5 CSIRT HF &EE LB S & UERR

RE el *F AR R
1 |ALBO V& CX-One [CHEMEH*EVER (use-after-free) MDAETEMH HERMFARE AR
2 |RY—kT#>7F1) TMyCarControls] IZEWTEEZEDRIFERN/\— FEEMBE L L TEH
Fa—FShTW5HE
3 |Intel ERIEHDMETEMHE EEME L L TIBE
4 O VPN 77U r—2 3 vI2BE Ty 3 cookie F#EYICR | BHMMRFEAKE LRE
#7958
5 |WPA3 70O oL EEREICHEFBDIESE M BHEGRRE LA
6 |Broadcom # Wi-Fi Fv 7w FRITOERD FS A NIZEHOMKENE |EHEKFARE LAR
7 |ISCBIND 9 [CHEH DM FEMUE & L TR
BHRESFRARE~BH
8 |PrinterLogic #! Print Management software 123115 SSL FIBAZHY 7 + SFEMIE & L TIBH
DITTYITT— FOEEHDOKRIEZE LA VRETE S
9 |#EHD Apple HRITHITHMEHEIZHT 57y TT— FEME L L TEE
10 |Intel B RICEFDHETME EEMGFEE L TRE

19 JPCERT/CC & @EAFE ") X k : https://jvn.jp/naviindex.html

8




HE

MEss 1%

PalTR 903

11

Cisco FSRFZUA—EPa—I)L (TAmM) [2HEFTEH3— FRIEFHKE LV
Cisco I0S XE Web Ul [ZH1T5 21— ANBIERHEOMTEHE

TR L L TRHE

12 |=&EHE MELSEC-Q > ')J—X Ethemet 1 27z —X2=y MIH |HERRARSE LR
[+ %4 —E XERHEDoS)DiEFEM
13 |Microsoft Windows # X9 X7 ¥ 21— (28T ERFEDHEBE M AEME & L TIEE
HEHMAREE~BEM
14 |BED Apple HRIZHITHHBEICHT 57y TT— b AEME L LTEH
15 |Quest & Kace YATLEBEET7 T54 7R (K1000) IZH T 5EHOM | ;FTEBREL L THH
EER
16 |Microsoft Windows J E— TR by TRy b7 —9 LR WBIEIC|EERE L L TEE
Windows Ay 9 X9 1)—2FINANA SN B[ERE HERMBARE~BH
17 |Intel B RICEHDHETEMHE FEME L L TEE
18 |Apple iCloud for Windows [Z#& T8I T B 7y TT7—F EEMGE L L TEBE
19 |ISCBIND 9 [ZH—ERXEBRHE (DoS) DifEFHHE AEME & L TIEE
BHHUSERE R
20 |Linux $ & FreeBSD A—RILIZHEITHH—ERERHE (DoS) DIESE | EHERHRE AR
k3
21 |Apache Tomcat [2HT5H—E R ERHE (DoS) DAEFEH AR S L TEE
22 |Apple AirPort Base Station [Z& T 55T 27y TT5—F AEMGE L L TBE

2-1-6. BRiRHRIRE OB

2018 F 4 A, RBUICEIIEROBELFITBDEFARGY—EAANDHEEZERT S
OIS, CINoDY—EXRZRMTIEES VI SFEEFTH L THBHERRERE JWN A%
RIICEBEMICRHELTVE T ARFHICEEFRRU LI OEFG, BHTEHIK (B
2. BFFHKE 14 Tl

¥ A AN—tF 2 )T 2= (NISC) DHEFDIEZA L IFDEHREF 1) T RICHEDITHFEITEDD
BERAUISERBFLLFEY,

9




2-1-7. T EEE MO NEIR R

X 2-12 (£, 2011 &£ 9 ARMN O AMEHRFTIC HEBTEERHRE] MBI THMYIK- 1=
251 OB RDHERERLIZEDTT,

THGRARERALR (D)), BLIUVHGRARELEZLARLTHLHGBAREN LDLENG
HEMERE L TART D HRLZAR ()] I220WT, KEFHITE T IHELAREIHY =
HATL R, . EREARELABNBRALEZIO (ARG (Q))) BLUAmEHD MFHR
T (@) [2oLWTIEFEEBNHY FEATLT

CORR. ALFHRBRATERTERESE (D+Q) (1914, AEBRALL-EH (B+@) (&
QB ARHTZESOHIFEICTIN ARNBEETHD EHE SN IN ARICES>F-EH(®)
1M ey FELR,

BH. DRITZFEXDHFEIZT JIWN ARNMBEETHLIEHESIN JWN ARICE- T
EH (®) 22T, ARFHIARLE-EHEHY FEATL,

ERTEEN GSERELERNAEAENY T FY T FREORBEEEL)

ERTRERREE—R

1 - -
| OB REARE LR WANRELSOBBERDHD) | S EE
...................................... _ z

BRENSHERERD BI-0) SRR

I 1 =

| ARYEERR N : ©F L Ly

| (BRLTROAEHE) | (RRBARE LM TS HRET)
@RBET

(B RBARE A DB DY . BRI REAREEML-2H)

2019% 1914 494 &5t
e (D1 @190%4) (@231 @264 ) 2514

20194 1914 494 &5t
FE2m 31 (D1 @190% ) (@234 @264 ) 2514

E2-12. BT EREOLERR

10



2-2. 974 FOMEHE
2-2-1. JLEEK 5

E2-13 &, Dz 754 FOIEHEEBREOMEBRRICOVWT, MEHILOHBEZRLEZELEDT
T, AEEHRFAOBEDRFE 10, 384 BT, ALEHAFICERFWVERT LI-E£ DI 189 #
(REF 9,774 1) TL e CD5H MEERET) L3 DIE 1744 (REH7547#) . [EEM
1 ITKYVREBERY OOH-EL0 7 (X 0H (REF1,130#) ( IPABLUD Tz ITHA MEEE
M THESSMETIEGLD) EHBTL-4DE 144 (RET6374H) TL ., Dz TH A MEEEFE~DE
WFEEALZWG E TEIRTFRE] LB L-EDF 04 (REH2084) TL =, BH. Dz THA
MEEEANDERISEE A —ILTITL., ERISENGEVSEEICEFOBETOERLITOTLE
T, Tz FRE] LLE1DE1H “® (Rit252#) TL R, BIRWERT L8R5 9,774
HDS5H MBESTETI THEHEMETEGL] OEE 8,184 HIFE£T. Dz JHA MEEFELN LD
H. HBLLEIPADHIBRICEKY . IERLI-ANESA TS I LR INZLDTY, 485
MEERETIDNSE, Dz TH A MEEENURR—CFHIBRLIZBDIE5 4 (F51 1,092 #) .
VIS MEEENERICIYBEEZEBLI-LOE 0OH (REt324) TLT

p 9,353
2018% 7,193 [76%] 1,130 1o |414 &%t 9,7674
6 AX ’ > ’ 596 | 243 e

pe 9,487 \
20184 204

76%

. 7,298 [76%] 1,130 609 | 24 &5t 9,830

y. 9,555 \ \L
20184 207 11 -

o, P

A% 7,346  [76%] 1130 | ||,E1# 5t 9,866

pe 9,585 \
2019 208 _

F 7,373 [76%] 1,130 |355 &3t 9,940

3AX 623 | | 251

| s &T 9,774(189

MIET 0,774 s — - W35 T AL e
2019% BT 7,547 (174) | BBA—JHIR | | ERCHE | SEBME oy | | | gq0| FAT 103844
6AX [74%] |__L0%2(5) 11 32000 | 1,130 | (14) %—%
Enik A EE 208(0) [ A~5238 252(1
T T T T T T T T T L

0 1,000 2,000 3,000 4,000 5,000 6,000 7,000 8,000 9,000 10,000

() ADEEIL S P9I IEZAE TLI-H 3
[IADENEZRIELI-IEH DILIEETT LEIE

([ ]BE=RT L I JYA FEEEICLYRBHABESRELD
______ LFR—TEHIR L BERTDS35. 4BR—CFHIKRLELD
B TEE . BERTOS55. ERICLYKRELZEBLTNDLD
L= D IPAICK BEEMETAC HEERER L%, MEZRMYOHEHO
mmug7<___%%ﬁfﬁﬁu L IPABEUY T IH A MEEENHBEEBEVEHBH LD
|| miRTEE D Yz JYA MEEEASDEEL G, BIRLANTELZLLD
DY MEEENRG LAV L0
- 1 IH A FMEEEADERFRNTVEHELIZL0
\| | Fz= :nftmméﬁmwﬁ%t&ébnut@
0 e AL IPA DABHERS., v TH4A MEEENRAE. HEFOELED

E213ﬁ17#4b%ﬁﬁmF&Mﬂﬁ&wl#%%mﬁ

M TEHMDY T THA FMIBLWTHASATWS Y 7 r9z 7RRIBETOSTSLANERAIA TV &
Wot-lEHEAH 56, MEMICANBET 516 NEEBRE] 2/0KRTIHIEHIHYET, T5L5
&, MFEBRE] 23 >-THEREOLEBZIMY POHEFT,

C18) ERFAREEHDBHEICESH0 144, BIEEHLENZXL 23 DH0 4,

11



BHZARENSALEHARETICBEDH > TH 4 FOMESEM 10,384 HD S5 6, FF
BEBRO-HHIT 10,132 T LT =, LI, FZEBZBRVV-BHICOWTERL-HERZRELF
ED

2-2-2. BEEXHROEENBHESK

B 2-14 &, BEINBHEEDOD = THA MEEZHRDEREICOLT., BE 2 FRIOREEYE
BOHEBZOFHILITRLTUVET, AOFHFEHI 443 HHY . TD56HK 8 EEZER
ENEHTLET,

o gf 500#
O
= R ssok —
.ﬁg_im*&&] 40014 ||
il 3504
m ih 52 EA 3004 n
O (ZD 1) 2504 i
DR FLD) |o0m i
B (%K - L15) o i

10044

504 = ﬁ_ﬁ
ot : : =
1Q 2Q
2017 2018 2019

B2-14. P¥HATLDEE T HROTEFREH B

2-2-3. et DiEYE - REREHAEHK

B 2-15, 2-16 (&, BHEIN-REEOEENORNRTT, B 2-15 (LBEHOEHIBE .
2-16 [ZIX@E 2 EROMEHH L OBHGAHOHEBRERLTLEYT (19,

AREHI THOORYA LRV YTF42T (415#) | MEREZL. RWT T I274LDR
ST-B G #) 1 LBoTWET, RETIE. 1VBRYA - XV YTF42T] EITT5T%
ZHHTHEY. RNT IDNS EHRDERERTE] EGE>TWWET, DNS HEHRDERERE D 13%
[&. 2008 FEM 5 2009 FITMFTTELBEHINFILDHARBMEINTWET, BH. COMEHED
FMAICHE->TIE, XHEICEITHEHOBERITHS ZLEICTEELZSLY,

)Y A DIEBEDIEER O E BT 5004
OY9ARYA-ROJTFT4T 443 ;5o
ODNSTERD X EAE = 5

msQL oy iay - 4004

mI7AILDR->T=1F - 350
OT4LIR)-bSA—H)L 0 129 !

OHTTPS D A& 72 I F 12% B s7% 00k

OZDH 0 2% [ 250
) :b-

= Sg/o/ 13 2004

- 15044

B 11% - 10044

(11%)

— - sof
I=|I=|ﬁ|=| = y

o
30 4Q 1Q 20 3Q 4Q 1Q 2(1

O 13%

(14‘7) 2017 2018 2019

? GBE2EEORBHEAR
(101324 DIIR. 55 05 (23178 50 % T 245 BE2FMORHAR
E2-15. BH R OB HEOEENSS H2-16. MEHRZE DT DO FEE A BH 4

M9 ZNZTIDIEHMEDEE L LSRBEICOVTIEFR 2 2BB LTS,
12



B 2-17, 2-18 &, BHIN-HHEEN LS TEZERNDORNRTT, X 2-17 (FEEOZEHE
B%. K2-18ICIXBE 2 FROMEEH L DBHEROHBRERLTLET,

AMEHT TRYY A FE~ADBFEHRORT (4154#) 1 AREEL. RWT THRYIFTEL
O#) | £ TVWET, BT, TAYY A FELADBBEBRORT] . [FAL VIERD
BAl . [T—20%HEA. BE] KNEAOHN8EZLHHTLET, Chlk, TYRRYA
b= ROYTT42%]1 TDNSIEBOBERE] SQLA Pz v iar] BEITKYRET
53MDTY,

7Y ArDOIEBEN LIS TR R OfRFEH KR

B AMF AR E~OBEROER 443 i:g
OR AL ERDIEA E_9 400
BF—S0UE A HE [
OY—/\NIT7MILDiFE O 2%0 8% O 55% L 300
m EAANEHRORHE 2% 54%)
mEYTEL L 250
O Cookie B MRS o it 200
OZ0i - 150
- 100
o = B e 1
(14%) 30 40 10 20 3Q 4Q 10 2Q
2017 2018 2019
(10,1328 DR . 55 IO A AFTIEEHE TORD) (B2 EMOBHAR)
2-17. BHRE OEBENL-0TRERZIS 2-18. ML DORBIENL-5TEER

JB H %

2-2-4. BESETHKR

2-19 (X, BE3SFMOY T ITHA FOEBEOBERTHHEREHLITRLTVET,
AMEHIBEERTLERE 174 055 171 # (98%) [F. vz JH A MEZEEAMTERS
EEREBEMLTHS 90 BUAIZEENET LELZ, COBIEIK. AIEFEE (27 b 23 #)
D 85%MHEMLELz, £26(F. BEIEMIBENET LEZZ2BENSH, vz ITHA +
EEHITEMLTHNS, 90 HURIZBENET LERBEORFS LUV ZTOEIGEmMELH T LIS
RLIEEDTY, AEFHADEIEIL 66%T LT,

U HHES C—0-90BLIA  C—191-300BMA  —3301HL L 5T 8 HAE) SETHHR) REHHE
2008 10810 679 6984 7,022 7,082 7,05 7,142 7,193 7,298 7,346 7,373 7.547
2 - 7,00044%
1/ 174
1504 - - 6,000%
105 105 - 5,000
1004 A 4,000

504 -

=

2Q
2016 2017 2018 2019

H2-19. 9z 7 H A MORETBEDEBEST T 4

&2-6. 90 BLUAICEBERT LE=RHB LU ZDEEDHER

- 3,000
- 2,000

78 )
60 60
38 51 48
23
- 11,0004
o |_'_|_| ,_|_l_||_|_l_\ EIi.L 712 1 o
3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q

2016 2017 2018 2019
3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q
BIET T HH 6,819 | 6,879 | 6,984 | 7,022 | 7,082 | 7,105 | 7,142 | 7,193 | 7,298 | 7,346 | 7,373 | 7,547
90 BN D% | 4,471 | 4,514 | 4,602 | 4,613 | 4,646 | 4,660 | 4,689 | 4,729 | 4,762 | 4,798 | 4,821 | 4,992
90 HUAM®DEIE 66% | 66% | 66% | 66% | 66% | 66% | 66% | 66% | 65% | 65% | 65% | 66%

13




2-20, 221 (%, Dz TH A MEEEICHRBHEERREZEML THLBESNSETICE
L-BHZMBEDOEENHEL. TOEMZERLTVET 20, 240 47%DEHA 30 B
L. 20 66%DEHA 90 BLAIZEBEISNTLET,

66%(90H LI MDIEIE)

I .
4 7%(B0BHLUNOMIEI) —_—
OZ0h(4a3%H)
14008 (| QAL HaOREYILFIA(EsH)
Oosavy R4y oxhi g (854)
1,2004 BHTTPL 27> X5 El(1044) &
O FREEIZRE 9 5 A% (10944)
B 77 1IILDER>T=22F(2014F)
1,000 OTF 4L I8 bS53 —H )L (2154)
! O DNS|EER D 5% & A~ % (55014)
BSQLA> P TH a2 (8954)
OYORY Ak RDUTT42 4 (4,8034)
80044
60014 -
40014 -
20014 -
01¢ T T T T T T T T T T T T 1
0R 18 2H 3H 48 68 11H 218 318 S51H 918H 201H 301H~

~5H ~10H ~20H ~30H ~50H ~90H ~200H~300H

E2-20. 9z 7Y A DBEEICEL-BH

JRARY A RG)TTF 424 (480314)
sQLf> 2z az (8954)
DNS{E¥ROD 3 E T~ i (5504)
FTALIMN) - :S58—H )L (2158)
T7AIL DRI FA(2014)
FREEICRA 9 % Ak (10944)

HTTPL R R 53 El(1044F)

Tyl ar EEO A E944)
0SaATURA Ty av(85)
YF ALY DT Y FIF (484F)
ZDith(4434)

0% 20% 40% 60% 80% 100%
B0~10H O11H~20H O021H~30H O31H~50H O51H~90H O091H~200H B201H~300H l301E|~|

BE2-21. 9T YA DB EICELI-IEEEIELE RO B B OMER

(20 BEEMNSEBETZTORENH LD, LU, BBEMEEShI-L IPATHE L3 DLEHTE
LTWET, 4H. 0 BIXRBHREEFRZBML-BBICBESA-L0. FETEEEMHEBELREER
HREBANT DHNEBESI=2DTY,

14



2-2-5. REEL TV RHOMBZEBAHK

D IJHA MEEENOHBHEEBE LI-EOMENLEGEE. IPAX1~2 # BEIZA—)LY
BiE. BELEDFERTYI IV A MEEFITRYRLUERERHA. BBENRKOEREFEL T
WET,

B 2-22 &, Dz J7H4 FOIREEDS B, BIRLWAREELTWLWSEHD (IPANGLD = THA
MEEEAEEMEEEERZBHLTH DS, 90 BUEEE LE-EDHMENEL) 12DV T, F@
B#ADOUEHZERLEEDTT, ChODEEHT 279 4 (BT HAIL 268 #) & 747 YBT3l &
YMIELTLET, ChoDS5b, SQALA V2292 avEVNSRIEDEVHRBHEOEESEL
AN 23%FHOTVET, COMBHEIEL. Y THA FOBBITMESNTLES HEDRER

EAENEHEDTY,
220 (RE1E 552794 209
20044 Oz 0 —
iggﬁ msQL v Yriiay 81
o BYARY ARG TTaY .
12044
10044
=
60 —
40& 14 3 14 5 9 2 3 6 9 82 [
20 == 2 == 3 1 1
014-' 7/ 7| ?‘I T 9 T +2| $7| 1 2 T ?3| *ql 1
90~ 200~ 300~ 400~ 500~ 600~ 700~ 800~ 900~ 1000H
1990 2998 399H 4990 599H 6990 799H 899H 999H  Llk

B2-22. vk VAR EAIE(90 B Ll L@ LTS /E H OEREE B #iL st niEsE

x2-7 &, BE 2 EFRONFHPRFER TREVFORELE S, RIRLDARBELTOHSEHOH
. BLUZDEEERLTLETS,

F2-7. BIELWVAEHEL TWAEHEHS SUEIAOmMEHZ L DHER
2017 2018 2019
3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q
kLD H-3 406 399 428 413 342 311 355 610
EHELTUL 8% 342 333 329 334 259 265 268 279
E#ELTWREES 84% 83% 77% 81% 76% 85% | 75% 46%

15




3. ARE~NDEE
MESBHEDEBERED-OD. HERAFRE~DELRFIRDELYTT,
31. oz dHA MNEES
ZLDVTTHYA FTHRALTWAY I Yz 7HBIZHBHEARREESATHES, BEDY
TTHYAFTEDESBY T LIz T7HFZEZFALTVEIMBIEL., MBI REEET 2FH
ETY., MHEOERE - AERIZH->TIE. RO IPARET ST UIYNFATEET,
THI>TWETH?HEBEE (FL Lo <ELV) 1 hitps://iwww.ipa.go.jp/security/vuln/vuln_contents/

W
=
= [Z&iEo T THA FDEY A : https://www.ipa.go.jp/security/vuln/websecurity.html
= [R£74 SQL OFEUH LA : https://www.ipa.go.jp/security/vuln/websecurity.html

= [Web Application Firewall 54 ] : https://www.ipa.go.jp/security/vuln/waf.htm|

= [REGVTTHA FOERBEEICAITTD 2045 ~EF a1 UTAREDF v IRSAY b~

https://www.ipa.go.jp/security/vuln/websitecheck.html

U

NPA ISR T Y1) 77 L2 X] hitps:/iwww.ipa.go.jp/files/000051352.pdf
Y—/AA—ToV—RY T Iz 7ICETRHEAERE S UtEF ) T4 ERR—)

U

https://www.ipa.go.jp/security/announce/sw_security_info.html

T, Dz THA FORBUZHEREICHI->TIE. ROAVTUIYNFATEET,
= [ JREZWIH] - https://www.ipa.go.jp/security/vuln/websecurity.html
= THETHMALS ' VARYA + - RV UTTAVTOHEE ] B75)

https://www.ipa.go.jp/security/keihatsu/videos/index.html#eng

3-2. BEARE

JPCERT/CC (. V7 bz 7HRADHHMHEERFRE, [RARAFEEFEYRA b ITEDIE, —#
ANREADHAEFZTVFET, MRGRENED NS LS. THAERFEZEVR M IZEHLTLE
LY (URL : https://www.jpcert.or.jp/vhiregist.html) , E71=. B RRAFEEB SN BHE A DM HEEE
BHREZRRL-GHEY. ARFERZMABABNT LH-0IC JUN ZFRTEENTEET,
JPCERT/CC £ LLIL IPANEHRK L TLFZELY,

THE. BERARICH--TE, ROIVTUIYNFATEES,
= ToTBARIZEFHEFa ) T 1 EEFTDOF5EIE ] : https://www.ipa.go.jp/security/iot/iotguide.html
= TloT &G - Y—EXMEHMXIEH A F1 : https://www.ipa.go.jp/files/000065095.pdf
= D705 BEHBERIICKRMOMEEEEAH DT & S 1 hitps://www.ipa.go.jp/security/vuln/fuzzing.html

3-3. — DAV E—3y ba—H—

JVN %> IPA, JPCERT/CC %2 & MEBHIBEHOMKFEREARL TSV THA FESHEL.
Ny FOERGE, BRENBEF 1V TAHREBI AN OLATEIRENHYET, VI b
TT7EFRTAEEE. BBMNKRERRELTHLGFALTIESL,

BHE. — A8 —3xy bA—F—@ITIZIE. ROYV—ILERELTLET,
= IMyJVN ffE 53t  HRIEHR 7 « L2 ) > FIRE Y —)L (mjcheck3) | : https://jvndb.jvn.jp/apis/myjvn/mjcheck3.html

HESB MR RIBFRME D ENICIRET 5D Y—IL,
= MyJVN /N\—2 3 > F = w71 : https:/fjvndb.jvn.jp/apis/myjvn/vccheck.html
= MyJUN/N\—2 3 > F v H for NET] : https://jvndb.jvn.jp/apis/myjvn/vccheckdotnet.html
FAZBOPC. Y—NLEIZA VR F—LENEY T Iz THREDN—Da VERBICF T VI T 25 DHEE,

16



3-4. RE

MBS E A ROBEONATED =, B LB MEEEERICOLTIE, BBMEMABESA
BETIE. EZFBITRAEVES ., BHICEEL T,

e, RREAFICUTOaLTUYEABLTLET,

= TEBHEEERE L TRYRIENBEDE X HORB] -

https://www.ipa.go.jp/security/vuln/report/notice/handling_notaccept.html

17



&1 VI b 7REOHRBEDRESE

- BHEIZSIT
73 5o
hREEORR 557 xR
BERORR
TOtXﬁ%Mﬂt77txﬂm€ﬁ5&%@ﬁEBuTJ’Eﬁ?$%¢ﬁ

i

I RFEHARIL TS,

FEEDRY )T FDOEST
RELER DR

oz IJ7 )y —
T arvDlHEHE

DI IJT7TUr—avicL . ABEh
- EHROABDEIROBILHERO KL,
HAOBOWECHENH D, [V ORYA
RO TFA V0TI RENTSQL A >
DT avIREREIZFIASATLE
jo

7 9 & AR o [a] 8
MEEDHRTA
H—EXTEE
BRI
EZRBORE

IEERD IR
tylarngTruy
BIEDARIEFH#H
HmYTEL
FEDOaTY FDOET
FEDODRY )T FOEST

FEOIT7AILADTIER
BEERORR
RFC 20/ & ff- 446 (<M L T . 5% | 4 — & R Rk
L O R S AR, MEAELAL0. |EEOHS
LT TSHHBA— LI ST kY
SAEQRIEICE| 7 AR SRS A AN EE S TR ORERE
e TIAL. Fold. BEAE L < Fbhd | YT L

2. ROIAEZEZITLVRATLES,

t¥al)TqaY
THEALDERD
T

AEBELWLWHROHSEF2 YT
THXRAFTERFE S NESNEZE EOFIRD
TFaAVT4aVTFAITRELTL
iao

TITUr—avnEE
1EERDFTH
FEDI—FDEFT
FEEDODRY ) T LDEST

®’T

NYIT7DFITvy
9 DA

BHENDODRESODAANTOAEBEIC.E
SEFvIETNYITFICAALTL
T35, Ny I7A—nN—270—] WE(IC
FAIhTLES.

H—EXTEE
FEEDOI— FDET
EEDaAT L FOET

T74ILDINRE.,
REDFZzVvID
&

MIBOEDINSA—2ELTHEESNT
WBTA LY R)BRT7AILVE. 774
IWORBREFzv I LTV EEDT
ALY F)DIFAILERETETLE
W TFoLY kY - FSN—H)L|] HE
[CFIRESNTLES, T . BELT7
AIPREICESBION-T7/4IL%
WIBL-BICFEENEL S,

FIVr—2a v DEERT
H—EXTHE

BRI
FEODI7ALANDTIER
AR DIRE

18




& 2. Dz THA FORBEOHE

MESBIEDES

R E

B2l

BHIZENT
BEIIh-BE

TJ74ILDE =4
B

it

—BICARATRETHEVL T 7ALHL
FahThY., BRIZCEAETZ 5IKEIC
HoTLh3,

BEANIFRORR
Y—INAT7 A ILDIRHE
T—30OHRSA. HE
BYFEL

INRZINTS A—R3D
RKFTVY

i}

A—YOhSLDANENET HED/INS
A—RELTEESATWS T 7ML
%, A—YHLEEL, vz TH—/\L
DIEEDTALI FIDIT7AIL %R
ETETLES,

H—I\RAIT 71 ILDRHE

TA4LYRY- RS
IN—H)L

it

DI —NEDTALIFIDTY
TRAEZEA T, REFASA TN SE
BENDTA LY FIIZTOERTES,

BAIEHRD IR
Y—N\RAT 7/ ILDiFH

vy avEEDOR
%

it

Tyl a  EEIC, #HARRTEREE
ALTWA1®H., thd1—FOERI’E
BICHERTE, D1 —HITHYTEL
T. Y—EXRZFATHENTED,

Cookie [FHR DR R
BANERORFER
BYUFTEL

SQL MYz o3
N

i}

ANTA—LEEASQL ATV K (F
—AR—Z~ADHH) EAAL. T—4
R—RAHNDOEROBE. FH. HifgiEE
MTED,

EPN Y5 ]
H—N\RAIT 74 ILDRHE
T—RADHRETA. BE

DNS &R D& E ik

i}

DNS H—NIZHABEURIFHRNEHE S
TWBT=, BE=ZBNED A ED
BHLEETHIMDESITSADFEATL
el

AL VIRHRDEA

r—Jonxy

NEBOE=FICEY ., DY —N~D7
DR EHRMTEY—NELTHRAS
N FAET7ICRGEDRIZT VAT
ERT-ODBEABICENTLED,

HHE

JO0XYA k-
ROV TTFa0Y

d1—4H® Cookie EHRZESHLNS BIC
ESIERY. BOBHRERTIERY
TEHE5LBED O HF1—HFIZH Y
vy 3E, BABEREZELIENTE
b,

Cookie TE¥HR D iFwH
Y—NAIT 71 ILDRE
B ANFHRDRE
T—ADHRZA. BE
BmYUFTEL
A4 F EADBIER
DRR

PJABRXYA -9
IRk TH—vx
1)

A—HEEDR—JIZFEST H LT,
FDA—YLEBEEHDY A FZUVF
MZTOEREE, BERBEROLEEOHE
RDBAZEIEDLENTES,

T—RDREA. BE

10

HTTP LRKRU X5

&l

HEENI—HIIXHL. BEEOHDIER
DT T —NIZEETDHELSI2HEM
22T, 9 TH—NR\HLDEEE
NESETCHRERRZTYEZ., 21—V
IZXH L TRODR—CFERTSEHIE
mTEd,

IR S R L {0
TYUEZ

11

X1V TAHRED
FEILGEE

A—HxLl,. YVIrHDIT7EA VR
—ILEERY, TSO¥DEF) T4
LRILVETIFAHLKSETRTHETY
SATUMPCOEFXA) TAREEER
T35,

FMRAZEOEX2UTAL
NILOET

12

VEA LY 2 DTRE
172 FI A

YT —NIZRELYTALI A
NEEHD) VI~NDEHEBIZESNT
Y. Z0ozTHA FETHDOY A +E
DR—UERREELNTLED,

e o)
AYH A FE~NDRER
DRT

19




- BHIZENT
) ¥ X
HasBtEDESE R E 2iEA 185 X - H
DITHA FDY—EXDLTIOHD
N e LTR#ESATWLS 77 L42 ) [FIAEDEF2YTa L
13 55@7}4»9U ~7 08 B VTBENEEINLIEE, CNICK | NILOET
Y, XRFBREINBETOV T IR—=D | HYFTHEL
ZRIELTLED,
REENVIITT TV r—aveERn
0S DT e g U LTY T TH—AD0S a7 KEET
CH AN B | TETCLHREWN Y—\HAI7MILOBEE | EEDIT Y FOET
PORTLEE FELTOT S LOE
ThEETHNTLED,
FABEBNANLI-ANBREZEEENETE
15| A—LOEZED | E | NEORBENREA—LT FLRE| LTI ATAOTES
BHICIEETETLEL, REA—LE
EOBAEICERINS,
HTTPS l:%: HEEEIEE LTLSA., BF
R SORROFEH+HTHMN Y,
16 |HIPS OFBAL | 4g | 2554 b TO1—FAOBBIME|BYTEL
WAHD, Fl=lF. VT TH A FOFKE
£, A —HSFEHENIHERTELL,
LavEYIHYA MMIBLT, @EEER
. ENFAERTEZTMAOND, EEH] | .
17 | EFOBX4 B icszmeEd. vz ovq rcRE |7 2 OHEA
=Nhd,
- API : Application Program Interface - RFC : Request For Comments
- CGlI : Common Gateway Interface - SQL : Structured Query Language
- DNS : Domain Name System - SSI : Server Side Include
- HTTP : Hypertext Transfer Protocol - SSL : Secure Socket Layer
- HTTPS : Hypertext Transfer Protocol Security - TCP : Transmission Control Protocol
- ISAKMP : Internet Security Association - URI : Uniform Resource Identifier
Key Management Protocol - URL : Uniform Resource Locator
- MIME : Multipurpose Internet Mail Extension
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