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Identified by both STPA and FTA Identified by STPA only
Controller • ISS component failures • ISS crew mistakes in issuing commands

• ISS crew process model inconsistent
Activation 
Command

• Activation command missing/inappropriate • Activation command delayed

Controlled 
Process

• HTV component failures
• HTV state changes over time
• Physical disturbance

• Out-of-range radio disturbance

Acknowledgment 
of Control Action

• t , x  feedback missing/inadequate
• t , x  feedback delayed
• t , x  feedback incorrect
• Flight mode feedback missing/inadequate
• Flight mode feedback incorrect
• Visual information missing/inadequate

Other Controllers • Wrong information/directive from
• JAXA/NASA GS

• ISSCF5=
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���Hazard Analysis of Complex Spacecraft using Systems Theoretic Process Analysis AIAA Journal of Spacecraft and Rockets , 2013.
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WOCS 2016, Nancy Leveson Key Note�������������	�
:
STAMP (Systems-Theoretic Accident Model and Processes)

 .!-(3:
STPA (STAMP-Based Process Analysis)

����������,����

%*��� .�"��
�
%*���� .�"��

%*
��� .�"��

��������23-.1/0 + �$%*&" !(������������
	� �##�&" !('�&�'�&)�� �



 �
x�+\ZIM��[*caX\wx

��
dfjrt

�KZIX
nium

�K_baX
nium

�SOH&SOH#,�WH
nium

�SOa��H(SOa'�WH
nium

hptmv �a]N��d
fjrtMZIX
YJZaLw

�$M#UT��df
jrtM�"QbT

�[YJZaLw

�	RZIkeqtgW�
�dfjrtM��Qba
XYJZaLw

��dfjrtM%�W�^U
VR^UT`H(PLLUVR
^UT
�\YJZaLw

����������������� ����	
��
�����#!�%$�������"�

�����

�1�89467sufjrlo G 5@AFB><=D-0./2-�!���)��� 4??-B><=DC-B;C;BE;: 3




0�.� A 2".+�)��
���0����
0�1�01���,L


0�.�� ���0��� 	��.�,L�
��A 2"8'�40


0�.�� 3C1����0���
��0���-5���

A 2"!#%��40


0�.��C1.7�-5

��
bL�.%�,Og=A�����X��$;3�-;+_`
�YB��������ef�D^��$;3�-;+>�
�����@D��&'*592 8�KM�YB��

�����3��[S�TW U�$;+:�7�GP
	����������������UCA
 ]Q��

Control Loop<�'()*8'�2S��UCA ]Q���
R��)0+"#!�/6�4;�Vc��Ic����$;
+:�7�Z?���
	����CN�1:('�TW

�ih�����V��Ic ]Q��

.%�,Ic Jd�a\�����HEJF ]Q��

����������+���

�����������	�
:
STAMP (Systems-Theoretic Accident Model and Processes)
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STPA (STAMP-Based Process Analysis)
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