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A requirement definition method to integrate functional safety
and security for vehicle software development

Toru Sakon ™', Yukikazu Nakamoto ™'

We propose an integrated requirement definition method the functional safety based on ISO 26262 and the security
functions based on the risk assessment guide JASO TP-15002 in vehicle software development. We define a behavior
model and a development process model. The security risk assessment is performed depending on the development
phases in the functional safety. The threshold of risk scores are determined corresponding to the severity and evasiveness
to be used when ASIL is derived. The risk scoring is carried out when the specific threats can be derived. With the
score, the threats to be dealt with are identified and the security functions for the threats are obtained.
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