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Validation and Verification of Safety Requirements for the
System of Systems involving Automated Vehicles

Satoko Kinoshita, Hidekazu Nishimura, Sunkil Yun, and Noriyasu Kitamura
Graduate School of System Design and Management, Keio University

There are efforts to introduce automated vehicles for the realization of safer traffic environments. However, this cannot
be achieved just by introducing automated vehicles into the environments. Accordingly, it is necessary to ensure
the safety of a traffic environment considering a traffic system including automated vehicles and the surrounding
systems. This paper treats those systems as a system of systems (SoS) and introduces the system models. First, safety
requirements derived from the system models are validated with descriptions of assurance cases. Second, by using
model checking for a CSP (Communicating Sequential Processes) model, we verified that the system model satisfies
the safety requirements relating to interactions between the automated driving system and the driver, which are
constituent systems of the SoS.
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act[Activity] [ £ Functional Flow of CS in SoS Involved in Automated Vehicles(Only ADS)] J
EVD state(d) Tis info(d) | Sm driving state info(d) | {%Lisc'm?og(rsted ‘ EV driving state (t)
s [ EV driving state (d) [ Tis integrated info (t) B
riving state is integrated info - -
g g [ Sm integrated info(t) Pe |fo(d)

[ identify traffic environment (d) - detected information J

(t) - transmitted infomation

ADS support info(t)

EVD - Ego Vehicle Driver
ADS - Automated Driving System

L]

j [EVD distracted or drowsy]

[override request] [] [

communicate
with driver |
execute ;
O minimom risk [no response in AT]
] maneuver |
ADS support info (t) (MRM)

[EVD normal state]

[EVD normal state] [EVD distracted or drowsy]

execute (1
ADS control delegate driving
authorit to ED

[override

request] ™ ADS control
[no override ADS support info(t) cmd

C]
)

[
ADS support info (t

request] [re-attentive or re-awake in allowed time (AT)]
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AC1:G_5,G_6,G_7 BEEES AT LDT 722 noENNBREMEKRERLS Involved in Automated Vehicles
— ' ! ' '
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State Machine Diagram:
Description of Ego Vehicle
Driver and Automated Driving

System state
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CSPETIVOREKZ R 51C/RF. T DCSPE T IVIEHERK

VAT L (CS), HEhELY AT LIRS HU (ADSProc),
R A DR # > (DriverProc) D K&/ 3 DD a4 X
BSOS ENTWS. chs0 7ot ZARHICSPOIiTT
B W TSoSERD T v AE KT 5. UV
&, b7 TRRRAZEL, BHENES T T2 RO R
KBMAEHAZRT ZOOF v 1V RS, Fz, FRO
KHNZ, 7o Aominekd. £, AEEIES X7 L
LRI ANNDHER S AT L B OIGHZ R L, ZOF5R,
TNTNOIRENET S, TT T, HIE#ERY X7 L
& R ANDIREED AL R ELR 2 H Il d & 2
R d BlzdIc, TNENOIREEZHE LTHIDES.
R Z A NDIRBEDZEY (evdstate) 1F, X4 DIREEDEFHE K
D, K OEELN T X ZIKAE (normal) L ARV - HEERGEB L
W R 2 9 B 1T I3 fE R 7 IR RE (abnormal) 2l & U THE
D. ¥z, HIENEIZY AT LOIREE (adsstate) (&, JRAEE
BOZMKD, HELEIZA ]EE/RIKRE (automated) & H
FEHE DS R HEZCIRAE (limited) ZfE & UTHRD. X4 [ TE#
ENB ALY AT LOIKETH % HEEIR S AT LD
R 29 % IKAE (adsdriving), R Z A7\ iEiiz 7z 9 % {KfE
(evddriving), KU/ X 7 KA (Minimum Risk
State) % [ Hiftj (EV) DJEHLZDIRAE (evmode) & U TEET

stm [State Machine] [ ‘5’ Description of Ego Vehicle Driver and Automated Driving System state] )

ADS on ;/

Estimated Ego Vehicle Driver state

[Gaze direction == dispersed]

[distracted
over AT] / MRM

Estimated Ego Vehicle Driver (EVD)state & Automated Driving System (ADS) state

[else] / CWD

[Blink rate == low]

[Drowsy
over AT] / MRM

[Distracted within AT] / BBDNS

Distracted

[Distracted within AT] / BBDNS

[Drowsy within AT] / BBDNS

[Drowsy within AT] / BBDNS

Automated Driving System state

[else] / CWD

deactivate ADS % Automated Driving

[drowsy or distracted
within AT] / BBDNS

ADS functional limit/failure or
SoS communication failure/error

[noresponse over AT]|/ MRM

[no response
W over AT] RM

Manual Driving

[else] / SDA

[drowsy/distracted
within AT] / BBDNS

Minimum Risk State

[No response in AT] / MRM

BBDNS : Bring Back Driver in Normal State, MRM : execute Minimum RiskManeuver
CWD : Communicate With Driver, SDA : Support evd to Delegate driving Authority
AT : Allowed Time before a traffic accident occurs

X4 BEhEERE %) % < System of SystemTD K51 /NE BENEER S X T LDIREEERE
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MIRNT &2 W5E T E % [Sun2008]. LTLRDERICK T %
Tt ANH 550, PATHENKT %7 0t XDz K
Ble UORY. oIz 2T Lickh, ZelEER
2l TRV AT LET IV EORIST Badid e iEtd 5.

XY, ReMEOROZYN 2R LK 35, MEES
NELZRNEERZAMICST 5. M3Dd—)b 1 G_4KTG_8
NHROONZLENIERZE LD D L, HE#EIZS AT
LDV DOk Z TERWVEEE, EHORED KT A3
W29 %, KIEERN) AT IREBICHATT 2 05
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NS DOLREMERZRB LI LTLADHIZ K 8 IC/Rd .

ADSProc l
adstoevddel
CS ii DelegateAuthority
DriverCheck
CS1 CSs2
cstoads Delegate
ADSPerceivelnfo =t ADSDecision RestoreEVD Authgrity <*~:
Awake !
/:'\
cstoevd MRM J/—‘
evdtoadsoverride :
/P ADSControl
evdack :
____________ adstoevdawake
adstoevdjudge LT
. 1
DriverProc
DriverDriving DriverDecision DriverRecover
J/ ! N
Vi adstoevdmode
DriverPerceivelnfo Driver evdtoadsoverride
7N adstoevdjudge adstoevd

K5 CSPETILOIEK
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[evmode==evmrs] (adsdecision09 -> MRM) ;

ADSDecision = [evmode==evddriving && evdstate==normal && adsstate==automated] (adsdecision01 —> ADSPerceivelnfo)
[]1 [evmode==evddriving && evdstate==normal && adsstate==limited] (adsdecision02 -> ADSPerceivelnfo)
[evmode==evddriving && evdstate==abnormal && adsstate==automated] (adsdecision03 —> RestoreEVD)
[evmode==evddriving && evdstate==abnormal && adsstate==limited] (adsdecision04 -> MRM)
[evmode==adsdriving && evdstate==normal && adsstate==automated] (adsdecision05 -> DriverCheck)

[evmode==adsdriving && evdstate==abnormal && adsstate==automated] (adsdecision07 —> DriverCheck)

]
]
]
[1 [evmode==adsdriving && evdstate==normal && adsstate==limited] (adsdecision06 -> DriverCheck)
]
[1 [evmode==adsdriving && evdstate==abnormal && adsstate==limited] (adsdecision08 ->MRM)

]
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Driver =

(
(

[1 (followads02 -> DriverPerceivelnfo)
[1 evdtoadsoverride!1 —> adstoevdjudge?x —>

[1 (adstoevd?y —> followads01 -> DriverPerceivelnfo)

adstoevd?y —-> evdtoadsoverride!1 -> adstoevdjudge?z —>
[z==0] (overriderefused —> DriverPerceivelnfo) [][z==1] (driverctr1 {evmode=evddriving;}-> DriverDriving)))

([x==0] (refusecmd —> DriverPerceivelnfo) [] [x==1] (driverctr2 {evmode=evddriving;} ->DriverDriving) ) ;

K7 KRIAN\OTOEXERTCSPETILO—EL

#define dangerous3 (evdstate == abnormal) ;

#assert SoS |= [] (dangerous3 -> <> ExceptForDriver) ;

#define ExceptForDriver (evmode == evmrs|| evmode == adsdriving) ;
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