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Finding Hazards and Threats in Concept Phase

Masao Ito™ ®

Abstract

In this paper, we propose an approach for finding hazards and threats. Those are relating to safety and security
respectively, that become important in especially the software-intensive embedded system such as ADAS
(Advanced Driver Assistance Systems). The definition of the concept phase is the process in which we consolidate
the requirements and create the specification. There is no appropriate method that we can apply in this phase
to find both hazards and threats. Because the hardware-centered system usually evolves gradually, but recent
new software-intensive systems born out of scratch and need the method to analyze hazards and threats. In this
paper, we mainly focus on finding hazards and threats to assure the system safety and security. We use the item
sketch and goal model and apply the guide words. We use the standards and example of the automobile for the
explanation purpose, but we believe that we can apply this method to various domains.
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