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What is NIST?

e U.S. National Institute of Standards and Technology
e A non-regulatory agency in Dept. of Commerce

e 3,000 employees + adjuncts

e Facilities in Maryland and Colorado

e Primarily research, not funding

e Over 100 years in standards and measurements:
from dental ceramics to microspheres, from quantum
computers to building fire codes, from body armor to

DNA forensics, from biometrics to text retrieval.
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Why? A Geometric Intuition
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Naive Test Approach is Sparse

o Test all off, all on, each one on
— 7 tests total

R5 FANPZTO—F%ZHEBICED

How Many Tests Does it Take?

e There arez[lg] =120 3-way interactions.
e Naively 120 x 2° = 960 tests.
e But each test exercises many triples:
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We can pack many triples in one test, so
what’s the smallest number of tests we need?
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All Triples Take Only 13 Tests!
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What is the SAMATE Project?

» Software Assurance Metrics And Tool Evaluation (SAMATE)
e Itis sponsored in part by U.S. Department of Homeland

Security
e Current areas of concentration

— Web application scanners

— Source code static analyzers

— Static Analysis Tool Exposition (SATE)

—~ Software Reference Dataset (SRD)
Research into software assurance and tools
Software labels
Malware research protocol

http://samate.nist.gov/
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Software Labels

e Software should list facts like a nutrition label
or material safety data sheets (MSDS)
¢ Like food, it does not say everything about
the software, but gives key content, e.g.,
— Is default installation secure?
— Accessed: network, disk, ...
— Certificates
* One step toward market for better software
s Cautions: labels may
— Give false confidence,
~ Shut out better software, or
— Divert effort from real improvements.

https ://www.aspectsecurity.com/
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%8 http://csrc.nist.gov/
%9 SATE : Static Analysis Tool Exposition
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Static Analysis Tool Exposition
SATE

e Events
— We choose programs with security implications
— Participants run tools and return reports
— We analyze reports
— Everyone share observations at a workshop
— Release final reports and all data later
e Goals:
- Enable empirical research based on large test sets
— Encourage improvement of tools
- Speed adoption of tools by objectively demonstrating
their use on real software

e NOT to choose the “best” tool

10 SATE&E
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Example: language standard vs.
convention, from SRD case 201

typedef struct {
int int_field;
char buf[10];
} my_struct;

int main(int argc, char **argv){
my_struct s;

s.buf[10] = 'A’';

return 0;

}
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| 5| Software assurance
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Source of Software Assurance:

e Quality of development process (p),
e assessed quality of software (s), and
e execution resilience (e).

e Mathematically,
A =f(p,s,e)

where A is assurance of software function.
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¥1 MBD : Model-Based Development

%2  ECU : Electronic Control Unit

%3  UML : Unified Modeling Language
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TLEETI VIS BHDOLRSE.

%5  SILS : Software In the Loop Simulation

%6  MILS : Model In the Loop Simulation

%7  HILS : Hardware In the Loop Simulation
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