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[Usage conditions]
The copyright to this document is held by the Information-Technology Promotion Agency, Japan.

This document is protected by the Copyright Act of Japan and other international copyright protection
conventions and treaties. Except for the exceptions listed in item 3, modification, public transmission, sale,
publishing, translation, and adaptation of this document, in whole or in part, without the explicitly written
permission of the Information-Technology Promotion Agency, Japan, is strictly prohibited, regardless of

whether or not said actions are performed for purposes of profit.

The Information-Technology Promotion Agency, Japan grants users of this document to perform the two, and
only two, actions mentioned below ((1) and (2)), provided that the following copyright notice is clearly
indicated.

Copyright notice: Copyright © 2010 IPA

(1) Duplication of this document, in whole or in part.

(2) Free redistribution of duplications of this document on the condition that the parties to which the

duplication is redistributed are put under the same obligations as described on this page.

The Information-Technology Promotion Agency, Japan makes no guarantees of this document containing no
infringements of the copyrights, patent rights, or other intellectual property rights, such as utility model rights,
of third parties, nor does it assume any responsibility for possible errors contained herein. The
Information-Technology Promotion Agency, Japan makes no guarantees that the content of this document will
conform to the legal requirements for export, technology transfer, and other national laws and regulations of

any country or region.

Other than the exceptions specified on this page, the Information-Technology Promotion Agency, Japan does
not grant any rights nor any license relating to copyrights, patent rights, or other intellectual property rights,

such as utility model rights, of the Information-Technology Promotion Agency, Japan or of third parties.
The Information-Technology Promotion Agency, Japan shall, in any case, not be held liable for damages which
may result from, but not limited to, using this document in system development, the use of the resulting

developed systems, or the inability to use said systems.

Please contact the Information-Technology Promotion Agency, Japan's Software Engineering Center with

inquiries regarding this document.
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About the Non-Functional Requirements Grades Usage Guide [Usage
Manual]

The Non-Functional Requirements Grades Usage Guide is, as the diagram below shows, composed

of the "Usage Manual" and the "Description Manual".

Non-Functional Requirements Grades Usage Guide Structure

Non-Functional Requirements Grades
Usage Guide
[Usage Manual]

(This document)

Non-Functional Requirements Grades
Usage Guide
[Description Manual]

Figure: Non-Functional Requirements Grades Usage Guide [Usage Manual] positioning

The objective of this manual is to indicate how to utilize non-functional requirements grades for
visualization of system infrastructure outsourcer requirements.
Please refer to the "Description Manual" for an explanation of the background behind the creation

of non-functional requirements grades, details regarding individual tools, etc.

The expression "non-functional requirements grades" refers to the Non-Functional Requirements
Grades Usage Guides and the following 3 tools:
m "System Infrastructure Non-Functional Requirements Related Grade Table" (hereafter referred
to as the grade table)
m "System Infrastructure Non-Functional Requirements Related Item List" (hereafter referred to
as the item list)
m "System Infrastructure Non-Functional Requirements Related Tree Diagrams" (hereafter

referred to as the tree diagrams)

Intended audience of this document

This document is targeted primarily at persons responsible for placing or receiving orders, and
who are involved in the provision, proposal, or determination of non-functional requirements during
the requirement definition phase or similar phases of the development of information systems such
as corporate business systems. This document refers to those placing orders as "users," and those

receiving orders as "vendors".
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How this document is organized

This document is organized as shown in the table below.

Table: How this Non-Functional Requirements Grades Usage Guide
[Usage Manual] is organized

Chapter ) .
number Chapter title Overview

Chapter 1 | Non-functional requirements Provides an overview of individual non-functional
grades overview requirements grades tools, and explains the intended

users of those tools, etc.

Chapter 2 | Relationship between the Explains the processes for which non-functional
development process and requirements grades use is envisioned, an overview
non-functional requirements of usage, etc.
grades utilization

Chapter 3 | Basic utilization examples Provides an explanation of typical usage of
non-functional requirements grades.

Chapter 4 | Further utilization examples Provides an explanation of other examples of
utilization in accordance with relevant
circumstances.

Chapter 5 | Points of consideration Provides an explanation of points to consider when

using non-functional requirements grades.
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1. Non-functional requirements grades overview

1.1 Using non-functional requirements grades
This section explains the basic concepts behind and key points of non-functional requirements

grades usage.

(1) Stepwise refinement

Before we explain details of non-functional requirements grades usage in Chapter 3, the basic
concept of non-functional requirements grades usage is presented below.

As Figure 1.1.1 shows, non-functional requirements grades assume stepwise refinement of

requirements and agreements.

(1) Model system selection

Select a similar model system based on your

Model system sheet conceptualization of the system to be developed
(Grade table) (general non-functional requirement state).
— (2) Level determination of important items
Il 1|}
EE Utilize tree diagrams, and determine the levels of
important items using the base values of the
Grade table / selected model system as a reference.

W

(3) Level determination of items other
than important items

Decide requirement levels for all non-functional
requirement items.

Iltem list /
Tree diagrams

Figure 1.1.1 Stepwise utilization of non-functional requirements grades
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The following information is presented to supplement the terminology used in Figure 1.1.1. Please
refer to the "Description Manual" for an explanation of non-functional requirements grades and

other terminology.

* Model system
Any of the three system types determined based on the Ministry of Economy, Trade and

Industry information system reliability improvement related guidelines and IPA critical
infrastructure information system reliability research reports, with specifically defined

non-functional requirements.

* Metrics
Indices used to quantitatively express non-functional requirement minor categories. Unit of

consensus for non-functional requirements.

* Important item
Item with significant impact on quality and cost during system infrastructure non-functional

requirements consideration.

* Level
Value, from 0 to 6, corresponding to metrics. Specific implementation levels defined for each
metric are referred to as level values, and the level values assigned as default values to the

model systems contained in the grade table are referred to as base values.

There are many ways in which non-functional requirements grades may be used, and confirmed
information (non-functional requirements grades input) will vary based on usage situations and
timing. Non-functional requirements grades assume stepwise refinement of evaluation materials
used in considering non-functional requirements depending on usage situations and timing, and
provide tools which can be used in accordance with those situations.

For example, when only general non-functional requirements have been decided, as shown in
the (1) "model system selection" step of Figure 1.1.1, it is best to start from selecting a model
system using the model system sheet. Conversely, if non-functional requirements have been to
some degree clarified, as shown in the (3) "level determination of items other than important
items" step, it is possible to use the item list to decide the requirement levels of individual

non-functional requirements.

(2) Non-functional requirements grades application

Requirement items are listed in the grade table and item list of the non-functional requirements
grades. Not all requirement items are necessarily uniquely determined for systems when actually
confirming a system's non-functional requirement items. For example, as Figure 1.1.2 shows, in a
case where a system is composed of 3 sub-systems, and each sub-system has differing
non-functional requirement levels, non-functional requirements grades requirement items are

confirmed separately for common system-wide items, and specific sub-system items.

Copyright © 2010 TPA
2/32



Non-Functional Requirements Grades Usage Guide [Usage Manual]

Sub-system A Sub-system 8 Sub-system C

o E— Set for individual
I sub-systams
J } Set for entire
h system
Il Il

Figure 1.1.2 Non-functional requirements grades application method

As the figure shows, non-functional requirements grades must be applied for each unit with
differing non-functional requirement levels, such as sub-systems, servers, and service provision

functions.

(3) Non-functional requirements grades utilization sheet

A non-functional requirements grades utilization sheet is provided in spreadsheet form, unifying
the grade table and item list. It is intended to be used by entering requirement item consensus
results as part of the consensus formation process, and for creating unique grade tables, as
explained in Section 4.1. Please refer to the usage terms and conditions listed in the

non-functional requirements grades utilization sheet for specific usage terms and conditions.

Grade table (POF format)

Utilization sheet
(Skreadsheet format)

D =

Item list (PFDF format)

|
Input is possible
Customizable

Figure 1.1.3 Non-functional requirements grades utilization sheet provision

(4) Intended users

The conceptualization of the user/vendor relationship in this "Usage Manual" is based partially
on "Management Participation in Securing of Requirement Quality, Second Edition (SEC
BOOKS)." The divisions and roles in "Management Participation in Securing of Requirement
Quality, Second Edition (SEC BOOKS)" (in Japanese only) are as shown in Figure 1.1.4. The
"Usage Manual" envisions information system divisions and vendors as users and vendors,

respectively. This is not to limit who can use non-functional requirements grades, nor how they

Copyright © 2010 TPA
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can be used, but is used purely for convenience in Chapter 2 and onwards.

Divisions, etc., / Roles Requirement definition contents

President [ﬁ
Management
Cfficer
Division manager Operation
; Business implementer requ!re_r_"rlent Busine
B;S_In_ess P definition
visien System implementer

Related companies \,—/

Information Division manager (reqslﬁf;emn; "
system | system developer iti
department definition
System subsidiary
Prime vendor
Vender  |Qutsourcer
Sub-vendor

(Source: "Management Participation in Securing of Requirement Quality, Second Edition")

Figure 1.1.4 User/vendor divisions and roles
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2. Relationship between the development process and non-functional
requirements grades utilization

This chapter provides an overview of envisioned non-functional requirements grades usage

processes, users, and how the non-functional requirements grades are used.

2.1 Processes and users using non-functional requirements grades

Non-functional requirements grades are envisioned to be used in processes and activities which
deal with non-functional requirements during the planning processes, requirement definition
processes, and development processes of "Japan Common Frame 2007"". The upstream processes
shown in the "Japan Common Frame 2007" are divided, in "Management Participation in
Securing of Requirement Quality, Second Edition (SEC BOOKS)," into the processes shown in
Figure 2.1.1, from the vantage of securing requirement quality.

This document uses the process examples from "Management Participation in Securing of
Requirement Quality, Second Edition (SEC BOOKS)" for the processes for which non-functional
requirements grades usage is envisioned, primarily from "systemization direction" to "requirement

definition" (see Figure 2.1.1).

> Systemization direction Systemization planning Requirement definition System design
] 3 3 3
g g 3 S
Manage- =18 - 5 ° ° °
ment 0 2|le 155 & 2|l = § 5 §
5 8 || |58 [ 5 | §
5 s|_] Hse g = = gE
<] S ¢ = w2 = ER == = ol e= )
a | |88 S 2% @ = & & = == S
2= = =2} @ & 5] 5 25
NI ~ || § o = B 55 E =B <8
Busness ||'s | |42 z || 5 2 225 : 35 5 Bk
@ @ Q L = £=4 o —_ = —_ -
o |28 E ||a]||ls Cleg|e 5|3 S2E = 52| € o S|ieel | S
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- lies| | 5 £o S ||158 — g 5_||8 eS| sllglz| — Y
Information PN 8 ; 5 — ° 23 3| =5 = g c|lsg |3
sysem |8 B | § 5 E|p= S SE (|8 8| 125 &
S_= | 2 o = ||1s S 3
deparment][=E] | § g g g £33 ®| o2
E9|| £ = > <) o= |2 o
S g o (] a 12 é
© PN I | |~ |
d T
Vendor - - ] g -
—| %3 — £ 8 ssgfss g2 <3| =5
g8 g8 E=gd 5= g3 og| loc
=25 =i BES == =g 23523
o = a2 3 o, » 2 x =
Sub-vendor] we we g°g | e° M S22
Levelof ] —
€velol rovisional prelimin Preliminary Approximate Final estimate
estimate galculation estimgs alculation estim estimate
N V
Contrad A Consultation A Consultation f E Rzihf';;?[?gﬁm i} System design || Development
o contract contract e contract contract

Processes using non-functional requirement grades

R ——

Figure 2.1.1 Processes assuming usage of non-functional requirements grades
(Based on "Management Participation in Securing of Requirement Quality, Second Edition")

1 Please refer to "Description Manual" 5.2 for the relationship between non-functional
requirements grades and the "Japan Common Frame 2007."
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The objective of non-functional requirements grades is a shared recognition of non-functional
requirements by users and vendors during upstream processes. Specifically, the item names, levels,
and similar descriptors defined by non-functional requirements grades are envisioned as being listed
in documents such as RFI (Request For Information), RFP (Request For Proposal), requirement
definition documentation, and estimates, and included in agreements as part of system design
contracts. Their use is primarily envisioned in upstream processes, but contents organized with
non-functional requirements grades can also be used in system design and testing, so please make
use of it as necessary.

The information system departments of users, and corresponding vendors, are envisioned as the
users of non-functional requirements grades. User information system departments can use
non-functional requirements grades to build consensuses with management and business
departments while coordinating user non-functional requirements, conveying the results to vendors
and performing further refinement. The information system departments ultimately determine
non-functional requirements. In actual use, either the user or vendor will be the primary user of
non-functional requirements grades, depending on project situations, etc. Please refer to the usage
examples in Chapter 3 and Chapter 4, and use non-functional requirements grades in accordance

with actual circumstances.

2.2 Processes using non-functional requirements grades, and overview of usage

Generally, until the methods for actually implementing non-functional requirements are
determined, they are considered in stepwise fashion as described below.
1) Grasp the general sense of scale and the objectives during consideration phase of the
business which will undergo systematization
2) Clarify the service levels required by business services, and basic quality approach
3) Establish consensus with regard to the non-functional requirement level based on specific
non-functional requirement definitions

Non-functional requirements grades are based on the assumption of this stepwise refinement
deliberation approach. Specifically, for individual upstream processes, non-functional requirements
grades can be repeatedly used to perform refinement, until, in the end, all non-functional
requirements are decided. Figure 2.2.1 and Table 2.2.1 show examples of using non-functional
requirements grades in requirement definition processes.

This diagram references a diagram in "Management Participation in Securing of Requirement
Quality, Second Edition (SEC BOOKS)," adding the following 3 phases of implementation items
and non-functional requirements grades relationships as the basic usage concept of non-functional
requirements grades.

(1) Model system selection
(2) Level determination of important items
(3) Level determination of items other than important items

Copyright © 2010 TPA
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The implementation items for these three phases are not performed exclusively during

"requirement definition," but may also be performed during "systemization direction" and

"systemization planning." As non-functional requirements become incrementally clearer, the tools

used also become more detailed, moving from model system sheet to grade table, and from grade

table on to item list.

When
Who > Requirement definition >
1 1 1 ,—ll
Management 1 T / Implementation| Approval
. . - L + .- circulation ———"—=——
Business Ogeration requirement defipjtion | Review 1 and
division Bysiness requirement defipjion I (Requirement 1| rRFP dgcl;s'on Approva
: - definition d t/ ;] Jraer
Information system] 4 : +Systegwe;ﬁ1qiggﬁmem e Egen o '] ®) | |defiberation
department B : ™ k
.I ﬂ b ﬂ 1 A D
vendor  pil oemese Bl eorem, | | ——
:,4 definition creation g? definition creation | ' . . Proposal
Sub-vendor E) support 3 support : :s
.................... 1.:!'....................1....................r..................?1
% :— (2) Level hE 5 (3) Level determination
- .
Implementation : Sa)k’;ictjiiz' system Qetermina_tion of : d-' _of items ot_her than
. importantitems # importantitems
item I J! |
e e e, e — e T T
i ! | i
1 1 1 1
= I |
Tools used : e | : :
1 | — 1 1
|
: Moderl‘ syftem | Grade Tree : : Item Tree
| (Grasd:teable) | table diagrams | | list diagrams
1 | 1 1

Figure 2.2.1 Overview of usage of non-functional requirements grades during
requirement definition process
(Based on "Management Participation in Securing of Requirement Quality, Second Edition")
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Table 2.2.1 Non-functional requirement related requirement definition
process and overview of usage

Non-functional requirement

Task performed related requirement definition Overview of usage
process
(1) Model During business requirement Using the model system sheet, select a model
system definition phase, clarify basic system closest to the system to be developed.
selection policy related to service levels and
quality required by business
services, and extract information
necessary for establishing
assumptions of the system.
(2) Level During system requirement Use tree diagrams to gain an overview of
determination | definition phase, decide levels for | overall non-functional requirements
of important the most critical non-functional (important items are shaded). Use grade table
items requirement items. to determine the specific levels of important
items, using the selected levels displayed for
each model system selected in phase (1) as a
reference.
(3) Level Crystallize non-functional Use item list to reach user/vendor consensus
determination | requirement items not determined | regarding all item list items, including items

of items other
than important

items

in (2), and determine requirement

levels.

other than important items. In the event that
there are items which cannot be decided upon
due to the need to decide design specifics,
reach a consensus regarding when and how

the decision will be made.

8/32
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3. Basic utilization examples

This chapter provides detailed explanations of basic usage examples for each of the three phases

shown in Table 2.2.1. Figure 3.1 shows an overview of non-functional requirements grades usage.

3 Basic Phases of Non-Functional Requirement Confirmation

Phase (1) Model system selection:
Select model system that is the most similar to systemto be developed

J Use the model system sheetand selectthe model systemthatis the most

similarto systemto be developed
— —
ke | B |l
Model system == >
sheet - — - e - - D - —

(Grade table) Systemwith Systemwith oSV System with very
almostno social limited social significantsocial
impact impact impact

Phase (2) Level determination of important items: Use tree diagrams to gain a bird’s eye
view of the entire system, and use the grade table to determine level values
2

Example of "recovery time objective (RTO)" for a "system with limited socialimpact”

Grade table /

Level 2 Level 3
Tree diagrams

Recovery within 12 Recovery within 6
hours or less hours or less

eveladjustmentbased
requirements

Phase (3) Level determination of items other than important items:
Determine requirementlevels for non-functional requirements using item list

Example of deliberation regarding non-functional requirementitems
(-] concerning "availability”, otherthan importantitems

Middle Minor - LevelO Non-redundant

[ category }[ category ][ Metrics ] Low design
Fault Redundancy Level 1 Redundant

‘ tolerance ‘ ‘ Server H (equipment) ‘ l [ design for Sele@

Item list / Disaster — ;pZCIflg setrgerS_
i counter- System Recovery policy High Leve edundantdesign
Tree diagrams measures for all servers

Figure 3.1 Overview of non-functional requirements grades usage

In reality, there are a variety of methods for carrying out system development, so please consider
usage methods that fit ones individual system development approach, using the basic usage

examples for reference. Chapter 4 introduces further utilization examples.

3.1 Model system selection

During model system selection, use the model system sheet and select the model system closest to
system to be developed. Figure 3.1.1 shows an illustration of the model system sheet. There are three
model systems: "Systems with almost no social impact," "Systems with limited social impact," and

"Systems with very significant social impact" (please refer to [Description Manual] 2.1.1).

Copyright ©2010 IPA
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Model system sheet

No.

Major
category

Property

System with almost no social impact

System with limited social impact

System with very significant social impact

liustration of the model system

-ni'l n-.'i'l

General description of the model system

[This type of system is used within a specific department of a company 10 a
relatively limited extent. Whenits functions become degraded or unavailable, the
specific department will be significantly affected while others will ot

The system assumed here is a very small scale system that is opento the
Internet.

This type of system provides the infrastructure for corporate activiies. When s
functions become degraded or unavailable, such corporate activities as well as
external users including suppliers and

The system assumed here is a mission-critical system that is restricted 1o a
corporate network.

This type of system provides the infrastructure for people’s fives and
socialleconomical activities. When its functions become degraded or
unavailable, both of these will be significantly affected.

The system assumed here is aninfrastructure that is used by the general public.

1 |Availabilty |Uptime ratio |+ Downime of Up to several days per year is accepted (99% Uplime ratio) ~ Downiime of Up to approximately an hour per year is accepted (99.99% uplime |+ Downime of Up (o Several minutes per year is accepted (99.999% pime
ratio). ratio).
2 Recovery |+ Restoration of data from a weekly backup will be the T - ata within one b daywill be the i - data (0 the point of outage within several hours will be the
objective restoring data upon system recovery. restoring data upon system recovery. recovery objective when restoring data upon system recovery.
3 Large-scale |+ The system is expected (0 be rebuitin the event of a large-scale disaster. - The target recovery ime is within a week in the event of a large-scale disaster. |~ Business continuity is required at a DR (Disaster Recovery) site in the eventof
disaster a large-scale disaster.
- A backup center is established in anticipation of a large-scale disaster.
4 + A general Objective is set, butis less important than other + A performarce senice level is specified. + A performance service level is specified
and scalabity [objective requirements
5 Scalabilty |+ Scalability is not considered. An expansion plan for the system is established + An expansion plan for the system is established.
6 |Operabiliyand |Operating |+ Senvice is provided during work hours only, and the system is notin operation |+ A system outage window is secured between the completion of the nightime |+ The system operates 24/7 (o provide nornterrupted service.
maintainabilty ~[hours during the nightime. atch process and the beginning of business operation.
7 Backups < The of the department up only Y A dally backup of the entire system is performed automatically + A backup site (DR site) with alldata synchronized with the operation site is
established
8 Operation |+ Alive monitoring is performed using various types of hardware and software |+ Each business function of the application is monitored to see whether they are |+ Performance and resource Usage is monitored (o detect indications of failure.
monitoring ~ (logs. operating normally.
9 Manuals + Manuals are created independently by the administator of the department. |+ A mainienance manualis prepared along a |- customized of
senvice desk is established to carry out maintenance work. the data center.
0 Maintenance |+ Maintenance work is possible whenever necessary. + Shuting down the system for Work is possible as long as + Allmaintenance workis performed while the system is oniine
operation during work hours is not affected.
1 |Migratabiity  |Migration |- There are no rules for migralion schemes (an agreementis reached based on |+ Applications are proactively integrated and modified to streamiine business |+ The system is migrated in phases (0 feduce risks.
scheme the scheme proposed by the vendor). operation.
specification - System cutover is performed all at once.
12 Migration |+ A sufficient number of days for migration is secured. + System outages due (o migration are possible. + System outages due to migration shall be at minimum.
schedule
3 Equipment and|~ Equipment and data are newly developed. + Equipment and data will have modifications. + There is migration of equipment and data. However, in order (o maintain data
data consistency and compatibility with other systems, changes to the database
structure are limited.
14 [Securty Disclosure |+ There are no critical assets that require security measures - There are criical assels thal require security measures, but connections are |+ There are criical assets thal require security measures, and senvice is provided
of (Critical assets refer to information assets that require high security, suchas [ imited to specific parties. to an unspecified number of persons.
critical assets [ personal information, sensitive information, information with high negotiability,
15 [System Restictions |+ There are no legal or regulatory restictions, etc. ~ There are some legal and/or regulalory restricions, etc + There are legal and/or regulatory restrictions, efc.
and
ecology
16 Earthquake |+ A minimum level of earthquake resistance is necessary. + A regular level of earthquake resistance is necessary. + A highlevel of earthquake resistance is necessary.
resistance

Figure 3.1.1 lllustration of model system sheet

Model system selection is performed with the two steps shown in Table 3.1.1.

Table 3.1.1 Model system selection steps

Model system selection step

Selection method

Select model system

Use the model system sheet to select a model
system based on system roles and the
magnitude of impact that would be caused by
reduced system functionality or system outage.

Confirm differences between
selected model system and system

to be developed

Use the model system sheet to compare the
non-functional requirements of the selected
model system and the system to be developed
and determine requirement differences, in order

to confirm the validity of the selection.

Copyright ©2010 IPA
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[Step 1  Select model system]

In the model system selection step, one selects a model system based on the roles of the system
being developed, and the amount of impact that would be caused by reduced system functionality or
system outage. The model system sheet provided by the grade table is used when selecting a model
system. Compare the overviews of the model systems described in the model system sheet with the

development project and select a corresponding model system.

For example, if the system to be developed is an order receipt system for receiving orders from
specific clients (hereafter called the "example order reception system"), it is assumed that if the
example order reception system becomes unusable, there would be a significant impact both within
ones company and to the clients.

Comparing the example order reception system's overview with the model systems on the model
system sheet, one sees that the example order reception system is a system used in corporate
activities, and that if the system became unusable, such corporate activities, as well as external users
including suppliers and customers would be significantly affected.

Figure 3.1.2 shows an illustration of the model systems indicated in the model system sheet.

V N
5 ML Property| System with almost no social impact ( System with limited social impact \ Shem Wi vgry5|gn|f|cant Sl
category impact
llustration of the model = ero—
| EE P D
General description of the [This type of system is used within a specific § This type of system provides the This type of system provides the
model system department of a company to a relatively infrastructure for corporate activities. When fjinfrastructure for people's lives and
limited extent. When its functions become its functions become degraded or social/economical activities. When its
degraded or unavailable, the specific unavailable, such corporate activities as wellf functions become degraded or unavailable,
department will be significantly affected while f as external users including suppliers and both of these will be significantly affected.
others will not. customers will be significantly affected. The system assumed here is an
The system assumed here is a very small The system assumed here is a mission- infrastructure that is used by the general
scale system that is open to the Internet. critical system that is restricted to a public.
torporate network. }
- >

Figure 3.1.2 Model system overview

The "system with limited social impact" model system is one which serves as the infrastructure of
corporate activities, and whose corporate activities as well as external users including suppliers and
customers would be significantly affected if the system's functionality degraded or the system
became unavailable, and is envisioned as a mission-critical system that is restricted to a corporate
network. Based on the above, the "system with limited social impact" model system is the closest
match, so it is selected as the model system.

[Step 2 Confirm differences between selected model system and system to be developed]

In the step where the non-functional requirements of the selected model system are compared to
those of the system to be developed, the 16 properties listed in the model system sheet for the
selected model system are compared with the non-functional requirements of the system to be
developed, in order to confirm the validity of the selection. Non-functional requirement differences

are also confirmed. Adjustment of these differences is performed during the next phase.
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Table 3.1.2 shows a theoretical non-functional requirement overview for the example order

reception system.

Table 3.1.2 Example order reception system non-functional requirement overview

No. Major category Requirement overview

1 Availability The system is powered up 24 hours a day.

There are no orders received between late night and early morning.
These hours may be used for batch processing, backups, system
maintenance, etc.

If a system outage occurs during business hours, the system should
be recovered within 5 to 6 hours when at all possible, and all
processing completed within the same day.

It should be possible to recover the system after a large-scale
disaster in approximately 1 week.

2 Performance and | Considering the possibility of future growth, the system should be

scalability able to accommodate the number of clients doubling over the next
5 years.
In order for order reception entry to be handled smoothly, 95% or
more of order reception processing should have a response time of
3 seconds or less.

3 Operability and The system should be monitored, and, in the event that the system

maintainability stops, the operation department should be notified immediately.
Backups should be performed automatically at night.

4 Migratability The client and product master data used in order reception will be
migrated. Clients should be notified of the migration, and the
migration should be performed on a non-business day.

5 Security Only connections to specific clients should be permitted, and data
such as client and product master data should be protected.

6 System A regular level of earthquake resistance is sufficient.

environment and
ecology

The example order reception system non-functional requirement overview shown in Table 3.1.2 is

compared with the properties of the "system with limited social impact" listed in the model system

sheet. Table 3.1.3 shows the results of availability comparison.
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Table 3.1.3 Comparison of model system and example order reception system
non-functional requirements related to availability

No. Major
category

Property

System with limited social

impact

Example order reception

system

1 | Availability

Uptime ratio

Downtime of up to
approximately an hour per
year is accepted (99.99%
uptime ratio).

There is no established

uptime ratio.

Recovery Restoration of data within The recovery objective is 5
objective one business day will be or 6 hours.

the recovery objective

when restoring data upon

system recovery.
Large-scale The target recovery time is | It should be possible to

disaster

within a week in the event

of a large-scale disaster.

recover the system after a
large-scale disaster in

approximately 1 week.

The above comparison is also performed for each performance and scalability, operability and

maintainability, migratability, security, and system environment and ecology item, and the

differences between the non-functional requirements of the model system and the example order

reception system are confirmed. Table 3.1.4 shows the comparison results.

Please note that the goal of model system selection is not to select a model which perfectly

matches the system to be developed, but to narrow the amount of grade table adjustment by selecting

the model system that comes closest to the system to be developed.
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Table 3.1.4 Comparison of model system properties and example order reception
system non-functional requirement overview

Major

alarge-scale disaster.

No. category Property System with limited social impact Example order reception system
1 |Availability Uptime ratio « Downtime of up to approximately an hour per year is « There is no established uptime ratio.
accepted (99.99% uptime ratio).
2 Recovery objective « Restoration of data within one business day will be the [+ The recovery objective is 5 or 6 hours.
recovery objective when restoring data upon system
recovery.
3 Large-scale disaster « The target recovery time is within a week in the event of | It should be possible to recover the system after a large-

scale disaster in approximately 1 week.

4 |Performance
and scalability

Performance objective

« A performance service level is specified.

* 95% or more of order reception processing should have
aresponse time of 3 seconds or less.

5 Scalability

« An expansion plan for the system is established.

« The system should be able to accommodate the
number of clients doubling over the next 5 years.

6 |Operability and
maintainability

Operating hours

* A system outage window is secured between the
completion of the nighttime batch process and the
beginning of business operation.

« There are no established operating hours.

streamline business operation.
« System cutover is performed all at once.

7 Backups « A daily backup of the entire system is performed « Backups should be performed automatically at night.
automatically.

8 Operation monitoring « Each business function of the application is monitored to |+ The system should be monitored, and, in the event that
see whether they are operating normally. the system stops, the operation department should be

notified immediately.

9 Manuals « A maintenance manual is prepared along with the « There is no established manual.
operation manual since a service desk is established to
carry out maintenance work.

10 Maintenance « Shutting down the system for maintenance work is « The hours between late night and early morning may be
possible as long as operation during work hours is not used for system maintenance.
affected.

11 |Migratability Migration scheme specification [+ Applications are proactively integrated and modified to [+ There is no established migration scheme.

12 Migration schedule « System outages due to migration are possible. « Clients should be notified of the migration, and the
migration should be performed on a non-business day.

13 Equipment and data « Equipment and data will have modifications. « Client and product master data used in order reception
will be migrated.

14 |Security Disclosure scope of critical « There are critical assets that require security measures, |+ Only connections to specific clients should be permitted.

assets but connections are limited to specific parties. « Data such as client and product master data should be

protected.

15 [System Restrictions « There are some legal and/or regulatory restrictions, etc. [+ There is no established restrictions.

16 enV||r0nment and Earthquake resistance « A regular level of earthquake resistance is necessary. |+ A regular level of earthquake resistance is sufficient.

ecology

3.2 Level determination of important items

For level determination of important items, tree diagrams are used to get a bird's eye view of

overall non-functional requirements, and specific requirement levels are determined, using the

selected levels shown for the model system selected with the grade table.

Tree diagrams show requirement items for each major category on a separate page for improved

readability, and indicate important items with shading. It provides an overview of the position within

the overall metrics of important items displayed in the grade table. Deliberation priority is also

checked (please refer to "Description Manual" 2.1.3 regarding tree diagrams).

The grade table shows selected levels and selection conditions for each model system. Figure

3.2.1 shows an illustration of the grade table (please refer to "Description Manual" 2.1.1 regarding

grade tables). Specific requirement levels are determined, using the selected levels and selection

conditions shown for the model system selected with the grade table.

In the case of the example order reception system, a "system with limited social impact" was

selected as the model system. Figure 3.2.1 shows part of the availability section of the grade table.
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The outlined area contains the selected levels and selection conditions for the "system with limited

social impact".

2| > g a
B A s Level 8
g|e| 8 = 53
No. | & g8 Minor category description 3 Metric g8
o | o o ag
s|s|¢g & 0 1 2 3 4 5 S
Tl | b =3
S5 |2 3 5
Alll |2 [2 % Information regarding system operating Operating Not During Outage only |Possible outage |Possible Uninterrupted [Overlapping
E g |hours and operation outage. hours specified business at night for outage for a {24 hours C.1.1.1. "Oy
5 § (normal) hours (9:00 to approximately 1 |brief period deliberating
O |c (9:00 to 21:00) hour (9:00 to 8:55 “availability
£ M 17:00) (9:00 to 8:00 the |the next
g next day) day) [Metric]
] "Operatin'
[Level]
The time
Al12 Operating Not During Outage only |Possible outage |Possible Uninterrupted [Overlay
hours specified business at night for outage for a {24 hours C.1.1.2
(specific hours (9:00 to approximately 1 (brief period deliber
days) (9:00 to 21:00) hour (9:00 to 8:55| "availa
X 17:00) (9:00 to 8:00 the |the next
next day) day) [Metri
"Spe
the r
Frid
A113 Existence of [Possible Possible No planned [Ow
planned planned planned system C.2
system system system shutdown be
shutdown shutdown  [shutdown is
X X
schedule schedule [
can be cannot be \
I
Grade of "system with limited social impact"
.
System with almost no social impact System with limited social impact System with very significant social impact
Selleevcet?ed Selection conditions Sell:vc:d Selection conditions Selected level Selection conditions
em] 2 |Outage only [No businesses are done during nighttime 7 |Possible Uninterrupted 24 hour operation is not Uninterrupted | There are no time periods during which
rating at night and thus system shutdown is possible. outage for a [necessary, but continual operation to the 24 hours the system can be shut down.
tes the (9:00 to brief period |extent as possible is desired.
| of 21:00) [-] Business is performed during a more (9:00 to [-] There is a regular period during each
ability, limited amount of operating hours. 8:55 the [-] Long periods of operation outage, such as day when operation can be shut down.
:m which [+] When considering uninterrupted 24 hou next day) |[not permitting access at night
nsidered operation or only short interruptions for [+] Uninterrupted 24 hour operation
2rating reboot processing, etc.
ability and
né‘llem‘] o 0 [Not There are no specific days with operating 2 [Outage only |During weekends, only backup operations 5 [Uninterrupted ~ (There are no time periods during which
Operating specified hours that differ from normal days. at night are performed, so the system is shut down at 24 hours the system can be shut down.
dicates the (9:00 to night.
level of [+] There are specific days with operating 21:00) [-] There are regularly scheduled days
availability, hours that differ from normal days, such a: [-] There are no weekend backups or batch \when operation is stopped.
n item which backup operations performed on processing, etc, and operation is stopped on
2 considered weekends/holidays .
leliberating [+] The system is used for business by
operability and employees who come in on
ainability related 'weekends/holidays, so the system operates
Jpment costs on weekends/holidays as well.
ineration cost
fapping Item] 0 |Possible System shutdown is possible if consensusll 1 [Possible Uninterrupted 24 hour operation is not 2 [No planned There are no time periods during which
1.1. "Existence of planned is gained in advance. planned necessary. There are hours during which system the system can be shut down.
ined system system system outage is possible, and planned outages are 'shutdown
tdown" indicates shutdown  [[+] When it is sufficient with only outages shutdown  [possible. [-] There are times within the operation
possible level of (operation  |during non-operating hours (operation schedule during which outages are
stem availability, schedule schedule [-] There are no times within the operation possible, and there is a need for
«d is an item which can be cannot be  |schedule during which outages are possible, planned system shutdowns.
ust be considered changed) changed)  |but outages possible if coordinated in
/hen deliberating advance.
bout operability and [+] When uninterrupted 24 hour operation is
maintainability related required
. )~ — 4

Figure 3.2.1 Grade table

During model system selection, the model system's properties and example order reception system
non-functional requirement overview are compared, and the differences between them confirmed.

Table 3.1.3 will be used in an explanation of grade table adjustment.
First will be an explanation of the differing recovery objectives (RO). The selected level for
"A.1.3.2 Recovery time objective (RTO)" for a "system with limited social impact" in the grade table
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is, as shown in Figure 3.2.2, "2" - "Within 12 hours".

System with limited social impact

Selected level Selection conditions

2 Within 12 | Determine based on system scale, taking the
hours recovery point objective into consideration.

[-] The impact of business outage is small.
[+] The impact of business outage is large.

Figure 3.2.2"A.1.3.2 Recovery time objective (RTO)" selected level and
selection conditions

There is a description of [-] and [+] items in the selection condition area. The recovery time
objective of the example order reception system is 5 to 6 hours. When the impact of recovery within
12 hours for selected level 2 is great, the grade table level is referenced, and the selected level is
adjusted to 3. Figure 3.2.3 shows the levels for "A.1.3.2 Recovery time objective (RTO)" shown in
the grade table.

Level
0 1 2 3 4 5
1 Within 1 | Within 12 | Within 6 | Within 2
business | business | hours hours hours
day or day
more

mmmmd [ cvel adjustment

Figure 3.2.3 Levels for "A.1.3.2 Recovery time objective (RTO)" shown in
the grade table

As Figure 3.2.4 shows, the adjusted results are for level 3, within 6 hours.

Selected level

2 Within 12
houts

3 Within 6
hours

Figure 3.2.4 "A.1.3.2 Recovery time objective (RTO)" selected level adjusted result example

Next will follow an explanation regarding the undetermined uptime ratio. As Figure 3.2.5 shows,
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for a "system with limited social impact,” "A.1.5.1 Uptime ratio" has a selected level of "4,"
"99.99%," and the selection conditions indicate that approximately 1 hour of outage per year is
tolerated. The level explanation in the notes area indicates that for a system operating 24 hours a day,
365 days a year, an uptime ratio of 99.99% works out to 52.6 minutes of down time per year.

/ System with limited social impact
Notes Selected . -
Selection conditions
level
[Lewel] 4 199.99% [Downtime of approximately 1 hour per
For 24/365 operation, annual business outage totals are shown below for each lewel. year is acceptable.

95% ..... 18.3 days

99% ..... 87.6 hours
99.9% ..... 8.76 hours
99.99% ..... 52.6 minutes
99.999% ..... 5.26 minutes

For a system which operates 8 hours a day, 5 days a week, the relationship between
senice switchover time and uptime ratio is as shown below.

1 hour per weeK ..... 97.5%

1 hour per month ..... 99.4%

1 hour per year ..... 99.95%

Figure 3.2.5"A.1.5.1 Uptime ratio" notes and "system with limited
social impact" contents

The example order reception system operating hours is not yet set, so "A.1.5.1 Uptime ratio"
cannot be set, but if it is assumed that the system will operate 24 hours a day, 365 days a year, and
will stop once per year, then, as the previously discussed "A.1.3.2 Recovery time objective (RTO)" is
within 6 hours, the amount of time that business is interrupted must be that or lower. Taking this into
consideration, for "A.1.5.1 Uptime ratio" the selected level's numbers will be retained, with the
understanding that they may be revised when the operating hours are decided. In order to determine
the uptime ratio, the operating hours must first be specified.

Lastly, for "A.1.4.1 Recovery objective (In event of large-scale disaster)," the model system's
selected level and the example order reception system's non-functional requirement contents are

largely the same, so the selected level will be left as-is.

Next, let's look at a different major category, "performance and scalability." One of the example
order reception system's performance and scalability requirements is that "95% or more of order
reception processing should have a response time of 3 seconds or less" (Table 3.1.4 item 4). "B.2.1.1
Adherence rate of response during normal operation" is used for this requirement. For the "system
with limited social impact" model system, the "B.2.1.1 Adherence rate of response during normal
operation" selected level is "3" - "90%." In the case of the example order reception system, an
adherence rate of 95% or greater is required, so the "B.2.1.1 Adherence rate of response during

normal operation"” selected level is raised to 4, and a target adherence rate of response of 95% is set.

As illustrated above, specific requirement levels are set for all important items, using selected
levels and selection criteria shown for model systems in the grade table as reference.
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3.3 Level determination of items other than important items

During this phase, the item list is used to decide requirement levels for all non-functional
requirement items. Specifically, for item list metrics other than those for important items, system
requirement contents are confirmed, and an appropriate level is selected and decided from a
maximum of 6 levels for each metric (please refer to "Description Manual" 2.1.2 regarding the item

list). Along with level selection results, the specific contents must be confirmed.

For the example order reception system, if "A.1.5.1 Uptime ratio" is set to 99.99% during
important item level assignment, system redundancy design will have to be considered as part of the
system's fault tolerance (please refer to "Description Manual" 2.2.1). For servers, "A.2.1.1
Redundancy (equipment)" and "A.2.1.2 Redundancy (components)" must be decided. Redundancy
must also be considered for storage and the network. For example, Figure 3.3.1 shows metrics
"A.2.1.1 Redundancy (equipment)" and "A.2.1.2 Redundancy (components)" for the item list's
minor category "Server" under "Fault tolerance."

§ £ Level 9
X =8 S o
Major Middle | Minor LIy gz Metric 2 z
e category |category |category GGy g g 3 2 Rotes
9 description | € | § 0 1 2 3 4 5 |g®
g|E - g
3 o
A2.11 |Availabilty |Fault Senver IR 0 Non- [Metric]
tolerance maintain the design for |design for all and i  indicate the units of
requested design specific senvers redundancy. Equipment redundancy refers to providing multiple units of
senice when a seners equipment; component redundancy refers to providing multiple
failure occurs on components which make up a unit (disks, power supplies, fans,
a sener. network cards, etc.).
By applying virtualization technologies, multiple server functions can be
aggregated in a single piece of hardware, resulting in a decreased
amount of hardware necessary for redundancy. Either way, equipment
redundancy must be considered in order to fulfill hardware business
continuity requirements.
[Level 1]
"Redundant design for specific senvers” refers to using different
redundancy approaches for different types of seners which are used in
a system (DB seners, AP seners, monitoring seners, etc.).
\When requirements are not for individual servers, but redundancy for
business or functions, set levels based on the servers which is
assumed will handle these business or functions.
A212 Redundancy |Non- [Level 1]
design for |design for all This assumes redundancy for the components which make up a sener
design specific components (internal disks, power supplies, fans, etc.) as needed (for example,
components mirroring of internal disks, dual network interface cards, etc.).
only

Figure 3.3.1 Metrics and contents for item list minor category "Server"

If level 2, "Redundant design for all servers" is selected for A.2.1.1 server redundancy in order to

increase reliability, multiple servers must be prepared for all servers. As seen, redundant design

relates to system cost.

If the cost does not fall within the budget, or the system design is excessively complex in

comparison to "Continuity" requirements, the redundancy level value must be reconsidered. In the
case of the example order reception system, level 1, "Redundant design for specific servers," is
chosen for A.2.1.1 server redundancy, and consideration is given to whether or not redundancy can
be implemented in specific servers, such as servers for client entry, database servers, and the like.
During these considerations, attention should also be paid to the contents of the notes area, which
says "By applying virtualization technologies, multiple server functions can be aggregated in a

Copyright ©2010 IPA
18/32



Non-Functional Requirements Grades Usage Guide [Usage Manual]

single piece of hardware, resulting in a decreased amount of hardware necessary for redundancy".
For the example order reception system, let us assume that it was decided, after deliberation, that
the processing of input from clients would be distributed over the network among multiple servers,
and that the remaining servers could take over in the event that one server suffered a malfunction.
This decision relates to the performance and scalability metric "B.2.1.3 Adherence rate of response
during degraded operation." This metric relates to performance, in systems in which processing is
distributed among multiple servers, when one of those servers fails. Please note that there are related
metrics which will require consideration when level values and implementation methods for this

metric have been decided on.

As described above, in this phase, the item list is used in the deliberation and determination of
non-functional requirements of the system to be developed. Even after they are decided, they may be
affected by other metrics, requiring review and revision. This process is repeated until all metrics are
decided.

Optimally, all item list requirement contents are checked and decided during the requirement
definition process. However, there are times when requirement levels cannot be decided even when
given due consideration. If it is not possible to decide requirement contents, it is important to clarify
when and how the metrics will be determined, and to carry this over into the next process. Attention

must be given to the fact that failure to decide items may affect costs.
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4. Further utilization examples

This chapter provides the following 4 non-functional requirements grades utilization examples.
» Example of utilization when a common infrastructure already exists
» Example of non-functional requirements grades utilization in system expansion development
* Example of utilization in creation of requests for information (RFI) and requests for
proposals (RFP)
» Example of utilization when information security related regulations, etc. exist

4.1 Example of utilization when a common infrastructure already exists

When there are already facilities within a user's organization or company which can be shared,
such as backbone networks or data centers, it is efficient to separate non-functional requirements
when constructing a new system into "items which have already been decided system-wide" and
"items which are adjusted individually for separate systems," and to decide on them separately. That
is, items such as infrastructure specifications, for which levels are not separately decided for
individual systems, are defined in advance using the item list.

For some users, there may be individual companies’ own system category definitions (often
referred to as "importance rankings" or the like) which resemble the model systems. When this is the
case, the companies' level sets can be created instead of using the model system sheet and grade
table provided by the non-functional requirements grade, to be used as an internal grade table.

This section provides an example where the 3 hierarchical categories shown in Figure 4.1.1
below are used to redefine overall items. In this example, we have chosen to call these categories

n"non;

"common infrastructure,” "internal grades," and "individually adjusted items".

Individually adjusted items
Items whose levels vary depending on the system to be constructed
Ex.) Number of users, number of simultaneous users, CPU / memory scalability,
adherence rate of response

(Consider, adjust, and decide on levels each time individually)

Internal grade A Internal grade B Internal grade C
Systems with social / Systems with impact on Internal organization |
economic impact continuity of companywide division local systems

business

Internal grade
Items whose levels vary based on system category definitions of individual
companies
Ex.) Operating hours, uptime ratio, recovery time objective. backup intervals
(Create sets which define levels of items for each internal grade)

Common infrastructure

Items whose levels have been determinedin advance, such as common
infrastructure, company regulations, etc.
Ex.) Disaster countermeasures, operation management policy. security
prerequisites. equipment installation environment

(Decide setting values using item list)

Figure 4.1.1 Hierarchical overview of division of items into 3 categories
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By defining items with these categories, one increases the number of common items decided in

advance, making more efficient non-functional requirement deliberation possible.

Specific examples are shown below. This example assumes the following type of company.

» A company with its own data centers, and an established backbone network

* A company with internal regulations and guidelines about security and operation for information

system

* A company which considers server equipment specifications separately for each new project

» A company with system category rank definitions equivalent to grades

When actually applying this example, add or remove items in accordance with the actual
conditions of individual companies. (A non-functional requirements grades utilization sheet can be
used to simplify application.)

(1) Common infrastructure

Common infrastructures contain items defined by company regulations and industry guidelines, as
well as items whose requirements have been made clear by data center specifications and existing
network facility specifications. Common infrastructure related items do not depend on individual
system specifications, so setting values for corresponding items should be confirmed in advance, and
a table created.

In terms of major categories, system environment related items which pertain to the "system
environment and ecology" major category, and items conformant with company regulations and

policies which correspond to the "availability," "operability and maintainability," and "security"
major categories may exist.

Table 4.1.1 shows an example. For common infrastructure items, it is not sufficient to merely
assign levels; instead, specific internal conditions, such as guideline names, must also be set. For
example, in Table 4.1.1, as shown in minor categories such as "information security related
compliance" and "configuration management," multiple items, such as related internal regulation and
guideline names, can be set as setting values. As minor categories such as "network" and "planned
system shutdown" show, it may be desirable to use organization and internal company terminology
when describing system infrastructure specifications, so in order to improve column readability,
setting values are entered for each minor category. When actually applying grades, it is important to
refer to the item list and be aware of the metrics included in each minor category when entering

setting values.
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Table 4.1.1 Example of common infrastructure items and setting values

Major
category

Middle category

Minor category

Setting value example

Availability

Fault tolerance

Network

According to company backbone network
specifications, all network paths have
redundancy. (Line redundancy is only used
when path redundancy is not possible)

Disaster
countermeasures

System

Large-scale disaster countermeasures are
not implemented. (Reconstruct at a later
date under a separate contract)

Externally archived data

Backups are stored on media in a separate
center in case of large-scale disaster.

Ancillary facilities

Data center provides earthquake / fire /
power loss countermeasures.

Operability
and
maintainability

Normal operation

Time synchronization

Servers inside network synchronize times
with external standard time server.

Maintenance
operation

Planned system
shutdown

Planned system shutdowns are scheduled
on an annual basis, and can be performed
given 1 month of advance notice as long as
they do not affect service provision hours.

Patch application policy

Validated patches are applied regularly.

Scheduled maintenance
frequency

Scheduled maintenance is performed once
every six months for servers installed within
the data center.

Other operation
management
policies

Internal control support

Internal control support is performed in
accordance with company regulations.

Service desk

The existing company service desk is used.

Configuration Performed in accordance with common
management work procedures (XX standards).
Security Prerequisites / Information security Performed in accordance with company
restrictions related compliance information security policy and industry
XXXX guideline.

Network measures § Network control Transmission control is implemented in
order to shut down unauthorized
transmissions.

Denial of service (DoS) Measures are implemented to handle
attack avoidance network congestion attacks.

Malware Malware Antivirus software is used, and real-time

countermeasures countermeasures scanning and weekly full scans are
performed.

System Conformity Product safety standards | Not specified (no standard required)
environment | standards _ = _
and ecology Electromagnetic Not specified (no standard required)

interference

Conditions of
equipment
installation
environment

Copyright ©2010 IPA

Earthquake resistance /
seismic isolation

Support of earthquakes with intensity
equivalent to 6-upper (data center
specifications)

Space 19 inch rack mounted (installed in data
center)
Weight 1,500Kg/m? (data center specifications)
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Compatibilities with
electric facilities

Sufficient electrical capacity has been set
aside, and there are no particular limitations.
Power loss countermeasures have been
implemented. (data center specifications)

Temperature (range)

20 - 28 deg C (data center specifications)

Humidity (range)

30 - 70% (data center specifications)

Air conditioning capacity

There is sufficient available capacity, and no
particular limitations (data center

specifications)
Environmental Energy consumption Not specified
management efficiency
Amount of CO, Not specified
emissions
(2) Internal grade

In the event that ones company has system categorization definitions equivalent to grades, for

items which do not correspond to the common infrastructure items in (1), one should identify

corresponding non-functional requirement items based on internal definitions, and create an internal

grade.

In this example, let us assume that a company (Company A) has defined "reliability ranks."

Table 4.1.2 shows a sample internal grade created primarily from the perspective of reliability.

Optimally, one should make effective use of non-functional requirements grades to create a table

such as this which corresponds with the grade table.
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Table 4.1.2 Example of internal grade established from perspective of reliability

Company Areliability rank

Major category c’\aAtI:;clﬁy cgf:;(:ry Metrics Rank A (high reliability) Rar:l;lli?:al()rir:;)c,i)lum Rank C (low reliability)
Selected level Selected level Selected level
Availability Continuity ~ |Operation Operating hours Uninterrupted 24 hours Possible outage for a Outage only at
schedule 5 brief period nighttime
(9:00 to 8:55 the next (9:00 to 21:00)
day)
Business Affected business External online External batch related 2 All internal businesses
continuity scope businesses businesses
Recovery Recovery point Up until the point at Up until 1 business day| |Up until 5 business
objective objective (RPO) which failure occurred 2 prior to outage 1 days prior to outage
(When (Recovery from daily (Recovery from daily (Recovery from weekly
business backup + archive) backup) backup)
outage Recovery time Within 2 hours Within 12 hours Within 1 business day
o 4 2 1
occurs) objective (RTO)
Uptime ratio  |Uptime ratio 5 99.999%| 4 99.99% 99.00%,
Fault Server Redundancy Redundant design for Redundant design for 0 Non-redundant design
tolerance (equipment) all servers specific servers
Storage Redundancy (disks) Redundancy with Redundancy with Non-redundant design
2|RAD1 HRraDS 0
Operability and |Normal Backups Data recovery scopg 2 Recover all system 2 Recover all system Recover necessary
maintainability |operation data data data only

Backup interval

Synchronous backups

Daily backups

Random backups
performed in situation
such as system
configuration changes,
etc.

=

Operation to

System fault

On-site arrival time

Maintenance staff

Maintenance staff

Maintenance staff

ensure detection 5 stationed on-site arrive before start of arrive within days of

business handling next user business day| ~|fault detection

continuity after fault is detected

Operating Establishment [Presence of Establish development Establish development No system

environment |of development environment identical to environment limited to development
development [environment 2|operating environment | 1|part of operating 0|environment
environment environment established

Support Lifecycle Lifecycle period 3 10 years or longer P 7 years 0 3years

structure period

Security Fraud Fraud Fraud monitoring Entire system Scope which includes Scope which includes
tracking / monitoring scope highly important highly important
monitoring assets, and external 1 assets, and external

connection related
areas

connection related
areas

(3) Individually adjusted items

Individually adjusted items cannot be defined by the common infrastructure or with internal

grades, and their levels must be individually adjusted in accordance with the system to be created.

The major categories of individually adjusted items generally correspond with performance and

scalability and migratability, and consist of items whose values must be defined for each system,

such as number of users, number of clients, performance objectives, and the like, or which span

different levels based on their position within a single system.

When considering individually adjusted items, the method of using the item list to determine

non-functional requirement levels is the same, but, as common infrastructure and internal grade
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items have already been decided, the number of items to be considered for each project is greatly

reduced. Table 4.1.3 shows an example.

Table 4.1.3 Example of individually adjusted items and setting values

Level Level setting
Major Middle Minor . value
Metrics s
category category category 0 1 2 8 4 5 (specific values
also acceptable)
Performance |Business Business Number of Specific users only |Upper limit is fixed |Usable by
and scalability [processing volume during |users unspecified Level 2
volume normal number of users
operation Number of Access limited to  [Limited number of |Access by Level 1
simultaneous  [specified users only [simultaneous unspecified (Up to 500
users users number of users simultaneous users
(license limitation))
Number of Business functions (A list of confirmed |There is a list of
business are organized business business
functions functions has functions, but have Level 1
been created yet to be
confirmed
Number of Number of Number of
batch processes is processes is
processes defined for defined for Level 1
individual primary
processing units  [processes
Business Expansion rate |1-fold 1.2-fold 1.5-fold 2-fold 3-fold 10-fold or
volume of data volume greater Level 3
|expansion
Retention Retention 6 months 1year 3years 5 years 10 years or Permanent
period period longer retention Level 3
Performance [Online Adherence rate [No defined 60% 80% 90% 95% 99% or greate
objective response of response adherence rate
during normal Level 5
operation
Resource CPU scalability |CPU utilization |80% or greater Between 50% and [Between 20% and |Less than 20%
- Level 3
scalability 80% 50%
Memory Memory No addition capacity|1 open slot 2 open slots 3 open slots 4 or more open
scalability addition slots Level 2
capacity
Operability Operating External Existence of No connections Connected to Connected to
and environment |system external system|with external external systems |external systems
maintainability connection connections  |systems inside the outside the Level 2
company company
Support Maintenance |Maintenance |No maintenance Maintenance Multivendor Multivendor
structure contract contract scope [contract contract with each|support contract ~ [support contract
vendor for its own |(some exceptions |(extending to all
products allowed) products which Level 1
make up system)
Migratability — |Migration System Number of No regulations, as  |Simultaneous Less than 5 steps |Less than 10 Less than 20 20 steps or
scheme deployment steps for site  |there is only 1 site |deployment steps steps more Level 1
scheme deployment
Migration Equipmentto |Equipment / Nothing in migration [Hardware Hardware, OS, Total system Total system
scope be replaced device scope replacementof  [and middleware  |replacement of [replacement and
(equipment) migration equipment / replacement of equipment / integration of
contents devices in equipment / devices in equipment / Level 0
migration scope  [devices in migration scope [devices in
migration scope migration scope
Migration Migration data |Migration data |Nothing in migration|Same format as | Different format
scope (data) |volume format scope migration than migration Level 0
destination destination
Security Access / Authentication |Authentication [Notimplemented |1 time Authentication Authentication
usage function of agents with performed multiple |performed Level 2
restrictions administrative times multiple times (Authentication must
rights using different be performed twice
authentication for administrators)
methods
Usage Operation None Only minimum
restrictions limitations necessary
placed by amount of
system program
measures execution, Level 1
command
operation, and file
access is
permitted
Data Data encryption|Encryption of ~ |None Only Important
confidentiality stored data authentication information is
N C Level 1
information is encrypted
encrypted
System System Number of Number of Specified clients Upper limit is Usable by
environment  [characteristics|clients clients only specified unspecified Level 2
and ecology number of clients
Geographical [Geographical |Inside site Within 1 city Within 1 Within 1 region |Domestic International Level 4
spread spread prefectural area
Multi-language |Number of Only handles 1 2 5 10 100 Level 1
support languages numbers, etc. (National language)
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4.2 Example of non-functional requirements grades utilization in system expansion
development

When performing system expansion development for an existing system, the existing system's
non-functional requirements must be carried over. Deliberation regarding non-functional
requirements related to system expansion development is performed by first confirming existing
system non-functional requirements, and then considering the non-functional requirements of the
segments of the system for which expansion development will be performed. In the end, both are
taken into consideration, parts of the existing system which can be shared are used, and
non-functional requirements needed by the segment(s) being developed are finalized.

1) Confirm the existing system's non-functional requirements.

2) Deliberate regarding the non-functional requirements of the segments of the system for
which expansion development will be performed.

3) Decide on the non-functional requirements of the segments of the system for which
expansion development will be performed.

During the first step, confirming existing system non-functional requirements, sometimes existing
system non-functional requirements are clearly defined, while sometimes they have been
implemented based on implicit knowledge. In the case of the former, confirm the defined existing
system non-functional requirements. In the case of the latter, the item list must be used to confirm
existing system non-functional requirements.

Next, deliberate regarding the non-functional requirements of the segments of the system for
which expansion development will be performed. Use the aforementioned item list, check existing
non-functional requirements, and clarify the non-functional requirements of the segments of the
system for which expansion development will be performed. For example, if the objectives are
improved availability and performance, the requirements related to availability and to performance
will differ. There are already requirement levels for the existing system's non-functional
requirements, so make sure that the non-functional requirements of the expansion development
segment do not conflict with the requirement levels of the existing system.

Lastly, take both the existing non-functional requirements and the developed segment
non-functional requirements into consideration, use the sections of the existing system that can used
in common, and determine non-functional requirements for the developed segment. For example,
when network and networking equipment are shared, security and availability can partially use
already implemented levels.
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4.3 Example of utilization in creation of requests for information (RFI) and requests
for proposals (RFP)

Item lists can be appended to requests for information (hereafter referred to as "RFI") and requests
for proposals (hereafter referred to as "RFP"), with non-functional requirements listed therein. The
information and proposals provided in response to RFIs and RFPs can be used to adjust deficiencies
or excesses in level values set in the item list in order to complete non-functional requirements.

For example, if a non-functional requirements grades is used, when a model system is selected as
described in Chapter 3, selected levels will be displayed within the grade table. Those levels can be
adjusted to clarify non-functional requirements. Also, levels for non-functional requirements other
than important items can be selected for each metric in the item list, and requirement contents
clarified. The item list can then be appended to an RFI or RFP. The non-functional requirements
shown in the item list will be further deliberated on with the information or proposals supplied in
response to the RFI or RFP.

Next, an overall view is required of non-functional requirements being considered. A tree diagram
is used for this. In the tree diagram, metrics for each major category are shown on one page, and
important items are shaded for easier identification. Depending on the tree diagram, you can gain an
overall understanding of non-functional requirements, the position of non-functional requirements
specified in RFI or RFP, as-yet undecided non-functional requirements, and the like.

Again, non-functional requirements tend to undergo stepwise refinement, so it is important that
non-functional requirements be presented from an early stage. By presenting them from an early
stage, you can receive appropriate proposals from an early stage, resulting, ultimately, in improved
system quality. If you use the basic utilization examples in Chapter 3, and the further examples in 4.1,

you can present non-functional requirements from an early stage.
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4.4 Example of utilization when information security related regulations, etc. exist

Corporate information security policies, "Standards for Information Security Measures for the
Central Government Computer Systems," "FISC Computer System Safety Measure Standards for
Banking and Related Financial Institutions," "PCI DSS," and similar industry-defined standards,
guidelines, and regulations contain information security-related requirements. As such, in order to
create conformant information systems, non-functional requirements related to security must be
established such that regulations, etc. are satisfied.

This section provides examples of utilization when there are regulations, etc., containing

information security related requirements.

(1) Process of utilization when information security related regulations, etc. exist
The basic utilization steps are the same as the steps shown in Chapter 3, but when there are
regulations related to information security, etc., when setting security item levels, the items shown in

Table 4.4.1 must be performed.

Table 4.4.1 Utilization steps when information security related regulations, etc. exist

No. Step name Step contents

1 | Confirmation of security | Confirm security related requirements defined in information
requirements put forth in | security related regulations, etc., such as information security
security related policies.

regulations, etc.

2 | Confirmation and setting | Confirm which of the grade table and item list security items

of items which correspond to the requirements confirmed in step 1. For items
correspond to whose levels have been clearly indicated in security related
requirements of regulations, etc., set levels which correspond with those
regulations, etc. requirements.

Some regulations clearly separate "requirements which absolutely must be implemented" from
"other requests," using expressions such as "essential," "recommended," and "voluntary." When
there are "requirements which absolutely must be implemented," when adjusting levels, special
caution must be taken to avoid contradicting those regulations, etc. Appropriate level adjustment,
taking into consideration services to be implemented, and other requirements, must be performed for

"other requests."

(2) Detailed utilization step example
The "Standards for Information Security Measures for the Central Government Computer

Systems (Fourth Edition)" will be used as a specific example for steps 1 and 2 listed in (1) above.
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[Step 1 Confirmation of security requirements put forth in security related regulations, etc.]
Requirements are identified in order to satisfy security requirements defined by security related
regulations, etc. Sometimes, conformance is required with more than 1 regulation, etc. When that is

the case, confirmation must be performed for all regulations, etc.

For example, when the requirements in "Standards for Information Security Measures for the
Central Government Computer Systems (Fourth Edition)" are confirmed, the following items

corresponding to non-functional requirements grades requirement items can be identified.

* Measures based on information security requirement clarification
— Information security related functions (agent authentication function, access control
function, authority management function, activity trail management functions, etc.)
* Information security related threats
— Security hole countermeasures, malicious program countermeasures, denial of

service attack countermeasures, etc.

[Step 2 Confirmation and setting of items which correspond to requirements of regulations, etc.]
Check which of the security related requirements confirmed in step 1 correspond to item list

requirement items. We will use the "agent authentication function" as an example. Figure 4.4.1

shows an excerpt of the "Authentication Functions" section of the "Standards for Information

Security Measures for the Central Government Computer Systems (Fourth Edition)."
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2.1.1 Information Security Functions

2.1.1.1 Authentication Functions

Compliance Requirements

(1) Introducing the authentication functions

[BASIC Requirements]

(a) The information system security officer must consider whether authentication is required for

every information system. He or she must determine that an information system that handles

classified information requires authentication. Underlined section A

(b) The information system security officer must provide functions for identification and

authentication for the information systems for which authentication is required.

[ENHANCED Requirements]

(i) For the information systems for which authentication is required, the information system

security officer must establish a function to perform multiple factors authentication method.

’ Underlined section B

Figure 4.4.1 Excerpt from the "Standards for Information Security Measures for the
Central Government Computer Systems (Fourth Edition)."

Underlined sections A and B in the figure above correspond to the item list's "E.5.1.1

Authentication of agents with administrative rights" and "E.5.1.2 Authentication of agents without

administrative rights."

As such, one would confirm whether information requiring protection is handled, and, if so, set

appropriate levels for "E.5.1.1 Authentication of agents with administrative rights" and "E.5.1.2

Authentication of agents without administrative rights" in order that agent authentication can be

performed.
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Figure 4.4.2 shows an example of level setting.

For underlined

The minimum level for
section B, it is "level 3"

underlined section A of Figure
4.4.11s "level 1"

> 2
2|2 5 g I Level\ /
S| 5 =
o |2 Mi Q. = :
2 inor 3 P gl € Metric \/
No. | 8|8 Minor category description 18 g &
5 | @ | category T | 5 0 1 2 3 4 5
S|z > a
g\ g © £
=5 — — —
E511 |2 |2 [|Authentication |This item confirms whether or not agent (user Authentication of | Not performed |1 time Authentication M Authentication
E % function and equipment, etc.) authentication is performed agents with performed performed
& |= in order to use assets, and, if so, to what degree. administrative multiple times Imulliple times I
§ The effectiveness of deterrence can be raised by X rights using different
3 performing authentication multiple times. Iaulhemicaliun
g Authentication methods include ID/password methods I
- authentication and IC card authentication, etc. l
P
8 ' ]
ES5.1.2 3 Authentication of | Not performed | |1 time Authentication |Authentication
< agents without performed performed
administrative multiple times  |multiple times
rights using different
authentication
methods
i

Figure 4.4.2 Setting requirement item levels

For example, since systems which handle information that require protection must at least
conform with basic requirements (underlined section A), as Figure 4.4.2 shows, a level where agent
authentication is performed, level 1 or higher, must be selected. When conformance with enhanced
requirements (underlined section B) is required of sections relating to agent authentication, level 3 is

selected, as multiple agent authentication elements are required.
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5. Points of consideration

This chapter provides an explanation of the points to consider when using non-functional

requirements grades, shown in Table 5.1.

Table 5.1 Points of consideration

No. Item

Points of consideration

1 | When there are non-functional
requirements that do not exist

in the item list

Universal and level-assignable metrics have been selected
for the non-functional requirements grade. As such, there
may be specific and particular requirements for specific
projects. When this occurs, it is recommended to organize
the non-functional requirements that are not in the item list
as individual requirements, and use them together with the

non-functional requirements grade.

2 | When using with a project that
does not correspond to a model

system

There may be cases where the non-functional requirements
grades are used for a system that does not match the three
model systems defined by the non-functional requirements
grade. Even in this situation, the non-functional
requirements grades may be used to directly specify

non-functional requirements.
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