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System Infrastructure Non-Functional Requirements Related Tree Diagrams Legends

• Tree diagram legends

• The tree diagrams graphically organize and represent the major categories, middle categories, minor categories, and metrics (see Figure 1).
• The tree diagrams illustrate the relationships between items so that people can obtain a bird's-eye view of non-functional requirement items (see Figure 2).
• Furthermore, items in a tree diagram are arranged from upper-left to lower-right to show the general coordination procedures between the user and vendors
  (see Figure 3).

Figure 1. Symbols used in the tree diagrams Figure 2. Representation of major category, middle category, and metrics

Figure 3. The layout indicates the general coordination procedures between the user and vendors

Major category

Middle category

Minor category

XX period

XX-ability

X.1.1.1　System XX period
X.1.1.2 Days/times when system shutdown is possible

X.1.1.3 Existence of parallel operation

Major category:
Broadest category for
non-functional
requirements
systematically

Middle category:
Category indicating
which minor
categories should be
grouped to be
considered as a
single unit

Minor category:
Item indicating a non-
functional requirement
for which a consensus
should be reached
between the user and
vendor

Metric:
Metric  is used to
quantitatively express
minor categories.
The beige boxes show
important items, which
are included in the grade
table.

  No. Metric
  No. Metric (Important item)

Availability

Continuity

Operation schedule

A.1.1.1 Operating hours (normal)

A.1.1.2 Operating hours (specific days)

A.1.1.3 Existence of planned system shutdown

Business continuity

A.1.2.1 Affected business scope

A.1.2.2 Service switchover time

A.1.2.3 Required level of business continuity

Recovery objective
(When business outage occurs)

Fault tolerance

Server

A.2.1.1 Redundancy (equipment)

A.2.1.2 Redundancy (components)

Terminal

A.2.2.1 Redundancy (equipment)

A.2.2.2 Redundancy (components)

Networking equipment

A.2.3.1 Redundancy (equipment)

XX schedule
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System Infrastructure Non-Functional Requirements Related Tree Diagrams Availability

Availability

Continuity

A.1.1.1 Operating hours (normal)
A.1.1.2 Operating hours (specific days)

A.1.1.3 Existence of planned system
             shutdown

A.1.2.1 Affected business scope
A.1.2.2 Service switchover time
A.1.2.3 Required level of business continuity

A.1.3.1 Recovery point objective (RPO)
A.1.3.2 Recovery time objective (RTO)
A.1.3.3 Recovery level objective (RLO)

A.1.5.1 Uptime ratio

A.1.4.1 System resumption objective

Fault tolerance

Server

A.2.1.1 Redundancy (equipment)
A.2.1.2 Redundancy (components)

Terminal

A.2.2.1 Redundancy (equipment)
A.2.2.2 Redundancy (components)

Network

A.2.4.1 Line redundancy
A.2.4.2 Route redundancy
A.2.4.3 Network segmentation

Storage

A.2.5.1 Redundancy (equipment)
A.2.5.2 Redundancy (components)
A.2.5.3 Redundancy (disks)

Networking equipment

A.2.3.1 Redundancy (equipment)
A.2.3.2 Redundancy (components)

Data

A.2.6.1 Backup method
A.2.6.2 Data recovery scope
A.2.6.3 Data integrity

Recoverability

A.4.1.1 Recovery operations
A.4.1.2 Alternative business operation
             scope

A.4.2.1 Confirmation scope

Disaster countermeasures

System

A.3.1.1 Recovery policy

Externally archived data

A.3.2.1 Level of storage decentralization
A.3.2.2 Archival method

Ancillary facilities

A.3.3.1 Disaster countermeasure scope

Operation schedule

Business continuity

Recovery objective
(In event of large-scale disaster)

Uptime ratio

Recovery objective
(When business outage occurs)

Recovery operations

Availability confirmation
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System Infrastructure Non-Functional Requirements Related Tree Diagrams Performance and scalability

Performance
and scalability

Existence of bandwidth guarantee functionality

B.4.1.1 Bandwidth guarantee
             establishment

Performance testing

B.4.2.1 Measurement frequency
B.4.2.2 Confirmation scope

Load spike handling

B.4.3.1 Transaction protection

Performance objective

B.1.1.1 Number of users

Business volume during normal operation

B.1.1.2 Number of simultaneous users
B.1.1.3 Data volume

B.1.1.5 Number of batch processes
B.1.1.6 Number of business functions

Retention period

B.1.3.1 Retention period

CPU scalability

B.3.1.1 CPU utilization
B.3.1.2 CPU addition capacity

Memory scalability

B.3.2.1 Memory utilization
B.3.2.2 Memory addition capacity

Disk scalability

B.3.3.1 Disk utilization
B.3.3.2 Disk addition capacity

Online response

B.2.1.1 Adherence rate of response during
             normal operation

Batch response (turnaround time)

B.2.2.1 Degree of response adherence
            during normal operation
B.2.2.2 Degree of response adherence
             during peak times
B.2.2.3 Degree of response adherence
             during degraded operation

Batch throughput

B.2.4.1 Process margin rate during normal
             operation

B.1.1.4 Number of online requests

B.1.2.1 Expansion rate of number of users

B.1.2.2 Expansion rate of number of
             simultaneous users

B.1.2.3 Expansion rate of data volume

B.1.2.5 Expansion rate of number of batch
             processes

B.1.2.6 Expansion rate of number of
            business functions

B.1.2.4 Expansion rate of number of online
             requests

B.1.3.2 Scope

B.2.1.2 Adherence rate of response during
             peak times
B.2.1.3 Adherence rate of response during
             degraded operation

Online throughput

B.2.3.1 Process margin rate during normal
             operation

B.2.3.2 Process margin rate during peak
             times
B.2.3.3 Process margin rate during
             degraded operation

B.2.4.2 Process margin rate during peak
             times

B.2.4.3 Process margin rate during
             degraded operation

Form printing capacity

B.2.5.1 Printing margin rate during normal
             operation
B.2.5.2 Printing margin rate during peak
             times
B.2.5.3 Printing margin rate during
             degraded operation

Network

B.3.4.1 Networking equipment installation
            scope

Server processing capability enhancement

B.3.5.1 Scale up
B.3.5.2 Scale out

Business volume expansion

Business processing volume Performance quality assuranceResource scalability
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System Infrastructure Non-Functional Requirements Related Tree Diagrams Operability and maintainability

Normal operation

Operating hours

C.1.1.2 Operating hours (specific days)
C.1.1.1 Operating hours (normal)

Backups

Operation monitoring

C.1.3.1 Monitored information

Time synchronization

C.1.4.1 Time synchronization scope

C.6.1.1 Existence of internal control
            support implementation

C.6.2.1 Presence of service desk

C.6.3.1 Incident management
             implementation

C.6.4.1 Problem management
             implementation

C.6.5.1 Configuration management
             implementation

C.6.6.1 Change management
             implementation

C.6.7.1 Release management
             implementation

Planned system shutdown

C.2.1.2 Advance announcement of
             planned system shutdown

C.2.1.1 Existence of planned system
             shutdown

Operation load reduction

C.2.2.1 Maintenance work automation
              scope

C.2.2.3 Terminal software update work
             automation

C.2.2.2 Server software update work
             automation

Patch application policy

C.2.3.3 Patch application timing

C.2.3.1 Patch release information
             provision

C.2.3.2 Patch application policy

C.2.3.4 Performance of patch validation

Maintenance during operation

C.2.4.1 Scope of hardware maintenance
             during  operation

Scheduled maintenance frequency

C.2.5.1 Scheduled maintenance
              frequency

C.4.1.1 Presence of development
            environment

C.4.2.1 Presence of test environment

C.4.3.1 Manual preparation level

C.4.5.1 Existence of external system
             connections

C.4.4.1 Remote monitoring site
C.4.4.2 Remote operation scope

Recovery operations

C.3.1.2 Scope of Alternative operation
C.3.1.1 Recovery operations

Fault recovery automation scope

System fault detection handling

C.3.3.3 Average SE on-site arrival time

Securing of replacement materials

C.3.4.1 Maintenance part securement
             level
C.3.4.2 Availability of backup equipment

Operation to ensure business continuity

C.5.3.1 Lifecycle period

C.5.1.1 Maintenance contract (hardware)
            scope

C.5.2.1 Maintenance contract (software)
             scope

C.5.4.1 Division of maintenance work roles

C.5.5.1 Division of first-line support roles

C.5.6.1 Number of vendor side stationed
             assigned personnel

C.5.8.3 Implementation frequency of
             operation training

C.5.8.2 Operation training scope

C.5.8.1 Division of roles for operation
             training implementation

C.5.9.2 Report content level

C.5.9.1 Implementation frequency of
             regular reporting meetings

Operability and
maintainability

C.1.2.1 Data recovery scope
C.1.2.2 Possibility of using external data
C.1.2.3 Backup usage scope
C.1.2.4 Backup automation scope
C.1.2.5 Backup interval
C.1.2.6 Backup retention period

C.1.3.2 Monitoring interval
C.1.3.3 System level monitoring
C.1.3.4 Process level monitoring
C.1.3.5 Database level monitoring
C.1.3.6 Storage level monitoring
C.1.3.7 Server (node) level monitoring
C.1.3.8 Terminal/networking equipment
             level monitoring
C.1.3.9 Network/packet level monitoring

C.2.4.2 Scope of software maintenance
            during operation

C.3.2.1 Fault recovery automation scope

C.3.3.1 Support hours
C.3.3.2 On-site arrival time

C.4.5.2 Existence of monitoring system
C.4.5.3 Existence of job management  system

C.5.6.2 Vendor side support time slots
C.5.6.3 Vendor side support personnel
             required skill level
C.5.6.4 Escalation handling

C.5.7.1 Deployment support period for
             system test operation
C.5.7.2 Deployment support period for
             system entering production operation

Preventive maintenance

C.2.6.1 Preventive maintenance

C.1.2.7 Backup method

Maintenance operation

Other operation management policies

Operating environment

Support structure

Internal control support

Service desk

Incident management

Problem management

Configuration management

Change management

Release management

Maintenance contract (software)

Lifecycle period

Division of maintenance work roles

Division of first-line support roles

Support personnel

Deployment support

Operation training

Regular reporting meetings

Maintenance contract (hardware)

Establishment of development environment

Establishment of test environment

Manual preparation level

Remote operation

External system connection

3/6 Copyright © 2010 IPA



System Infrastructure Non-Functional Requirements Related Tree Diagrams Migratability

Migration period Migration plans

Migration scheme

Migration scope (data)

Migratability

D.1.1.1 System migration period

Migration schedule

D.1.1.2 Days/times when system outages
             are possible
D.1.1.3 Existence of parallel operation

System deployment scheme

D.2.1.1 Number of steps for site

D.2.1.2 Number of steps for business
            deployment

Equipment to be replaced

D.3.1.1 Equipment/device migration
            contents

Migration data volume

D.4.1.1 Migration data volume
D.4.1.2 Migration data format

Migration media

D.4.2.1 Volume of migration media
D.4.2.2 Number of migration data media
             types

Converted objects (DB, etc.)

D.4.3.1 Volume of data to be converted
D.4.3.2 Difficulty of migration tool(s)
             (number of conversion rules)

D.5.1.1 Division of migration work between
             user and vendor

Rehearsal

D.5.2.1 Rehearsal scope
D.5.2.2 Rehearsal environment
D.5.2.3 Number of rehearsals
D.5.2.4 Joint rehearsal with external
              entities

Problem handling

D.5.3.1 Existence of problem handling
             specifications

Migration scope (equipment)

Migration work division
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System Infrastructure Non-Functional Requirements Related Tree Diagrams Security

Prerequisites / restrictions Security risk analysis

Security

E.1.1.1 Existence of applicable company
             regulations, rules, laws, guidelines,

etc.

E.5.1.1 Authentication of agents with
            administrative rights

E.5.1.2 Authentication of agents without
            administrative rights

E.5.2.1 Operation restrictions placed by
            system measures

E.5.2.2 Operation limitations placed by
             physical measures

E.5.3.1 Management rule establishment

E.2.1.1 Risk analysis scope

E.4.1.1 Security risk review frequency

Security risk countermeasure review

E.4.2.1 Risk support scope after system
           starting the operation

E.4.2.2 Risk countermeasure policy

Security patch application

E.4.3.1 Security patch application scope
E.4.3.2 Security patch application policy
E.4.3.3 Security patch application timing

Network control

E.8.1.1 Transmission control

Fraud detection

E.8.2.1 Fraudulent transmission
             detection scope

Denial of service (DoS) attack avoidance

E.8.3.1 Network congestion
            countermeasures

E.6.1.1 Transmitted data encryption

E.3.1.1 Existence of network diagnostics
             implementation

Security diagnostics

E.3.1.2 Existence of Web site diagnostics
             implementation
E.3.1.3 Existence of database diagnostics
             implementation

Security risk review
Data confidentiality

E.6.1.2 Encryption of stored data
E.6.1.3 Key management

E.7.1.1 Log acquisition

E.7.2.1 Digital signature usage
E.7.2.2 Confirmation interval

Fraud tracking / monitoring

E.7.1.2 Log retention period
E.7.1.3 Fraud monitoring scope
            (equipment)

E.7.1.4 Fraud monitoring scope
            (network)

E.7.1.5 Fraud monitoring scope (intruders /
             unauthorized operations, etc.)

E.7.1.6 Confirmation interval

E.9.1.1 Malware countermeasure
             implementation scope

Malware countermeasures

E.9.1.2 Real-time scanning implementation
E.9.1.3 Regular full scan check timing

E.10.1.1 Measure enhancement through
               secure  coding, Web server
               configuration, etc.

Web measures

E.10.1.2 WAF implementation

Security risk management

Access / usage restrictions Network measures

Malware countermeasures

Web implementation measures

Security diagnostics

Security risk analysisInformation security related compliance

E.4.1.1 Security risk review frequency
E.4.1.2 Security risk review scope

Authentication function

Usage restrictions

Management method

Data encryption

Fraud monitoring

Data validation
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System Infrastructure Non-Functional Requirements Related Tree Diagrams System environment and ecology

System environment
and ecology

Space

F.1.1.1 System construction restrictions

System construction restrictions

F.1.2.1 Operating restrictions

Operating restrictions

System characteristics

F.2.1.1 Number of users

Number of users

F.2.2.1 Number of clients

Number of clients

F.2.3.1 Number of sites

Number of sites

F.2.4.1 Geographical spread

Geographical spread

F.2.5.1 Use of specific products

Specification of specific products

F.2.6.1 System utilization scope

System utilization scope

F.2.7.1 Number of languages

Multi-language support

conformity standards

F.3.1.1 Standard certification

Product safety standards

F.3.2.1 Standard certification

Environmental protection

F.3.3.1 Standard certification

Electromagnetic interference

F.4.1.1 Earthquake resistance intensity

Earthquake resistance / seismic isolation

F.4.2.1 Installation space restrictions
             (machine room)

F.4.2.2 Installation space restrictions
            (installation in office space)

F.4.2.3 Parallel operation space (migration)
F.4.2.4 Installation space expansion
             capacity

Compatibility with electric facilities

F.4.4.1 Compatibility with supplied electric
             power

F.4.4.2 Power capacity restrictions
F.4.4.3 Parallel operation power (migration)
F.4.4.4 Power loss countermeasures
F.4.4.5 Prospective installation location
            voltage fluctuation

F.4.4.6 Prospective installation location
             frequency fluctuation
F.4.4.7 Grounding

F.4.5.1 Temperature (range)

Temperature (range)

F.4.6.1 Humidity (range)

Humidity (range)

F.4.7.1 Air conditioning capacity

Air conditioning capacity

F.4.7.2 Air conditioning facility restrictions

Environmental management

F.5.1.1 Degree of compliance with
            environmentally preferable
            purchasing law

Measures to reduce environmental load

F.5.1.2 Expandability of the existing
            equipment

F.5.1.3 Equipment lifecycle period

F.5.2.1 Energy consumption targets

Energy consumption efficiency

F.5.3.1 CO2 emission targets

Amount of CO2 emissions

F.5.4.1 Noise value

Low noise

F.4.3.1 Floor load limit

Weight

F.4.3.2 Installation measures

System restrictions / prerequisites Conditions of equipment installation environment
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