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3. CRITICAL SUCCESS FACTORS

To successfully address evolving cybersecurity risks throughout the supply chain,
enterprises need to engage multiple internal processes and capabilities, communicate and
collaborate across enterprise levels and mission areas, and ensure that all individuals within
the enterprise understand their role in managing cybersecurity risks throughout the supply
chain.

Enterprises need strategies for communicating, determining how best to implement, and
monitoring the effectiveness of their supply chain cybersecurity controls and practices.

In addition to internally communicating cybersecurity supply chain risk management
controls, enterprises should engage with peers to exchange C-SCRM insights.

These insights will aid enterprises in continuously evaluating how well they are doing and
identify where they need to improve and how to take steps to mature their C-SCRM
program.

This section addresses the requisite enterprise processes and capabilities in making C-
SCRM successful.

While this publication has chosen to highlight these critical success factors, this represents
a non-exhaustive set of factors that contribute to an enterprise’s successful execution of C-
SCRM.

Critical success factors are fluid and will evolve over time as the environment and the
enterprise’s own capability advances.

3.1. C-SCRM in Acquisition

Integrating C-SCRM considerations into acquisition activities within every step of the
procurement and contract management life cycle process is essential to improving
management of cybersecurity risks throughout the supply chain.

This life cycle begins with a purchaser identifying a need and includes the processes to
plan for and articulate requirements, conduct research to identify and assess viable sources
of supply, solicit bids, evaluate offers to ensure conformance with C-SCRM requirements,
and assess C-SCRM risks associated with the bidder and the proposed product and/or
service.

After contract award, ensure that the supplier satisfies the terms and conditions articulated
in the contractual agreement and that the products and services conform as expected and
required.

Monitoring for changes that may affect cybersecurity risks in the supply chain should occur
throughout the life cycle and may trigger reevaluation of the original assessment or require
a mitigation response.

Enterprises rely heavily on commercial products and outsourced services to perform
operations and fulfill their mission and business objectives.

However, it is important to highlight that products and services can also be obtained
outside of the procurement process, as is the case with open source software, relying on an
in-house provider for shared services, or by repurposing an existing product to satisfy a

new need.

C-SCRM must also be addressed for these other “acquiring” processes.

In addition to addressing cybersecurity risks throughout the supply chain and performing C-
SCRM activities during each phase of the acquisition process, enterprises should develop
and execute an acquisition strategy that drives reductions in their overall risk exposure.

By applying such strategies, enterprises can reduce cybersecurity risks throughout the supply
chain, within specific procurement processes, and for the overall enterprise.

Enterprises will aid, direct, and inform efforts to realize targeted risk-reducing outcomes by
adopting acquisition policies and processes that integrate C-SCRM into acquisition
activities.
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Additionally, by adopting C-SCRM controls aligned to an industry-recognized set of
standards and guidelines (e.g., NIST 800-53, Rev.5; NIST CSF), the enterprise can ensure
holistic coverage of cybersecurity risks throughout the supply chain and corresponding C-
SCRM practices.

C-SCRM controls may apply to different participants of the supply chain to include the
enterprise itself, prime contractors, and subcontractors.

Because enterprises heavily rely on prime contractors and their subcontractors to develop
and implement ICT/OT products and services, those controls implemented within the SDLC
are likely to flow down to subcontractors.

Establishing C-SCRM controls applicable throughout the supply chain and the SDLC will
aid the enterprise in establishing a common lexicon and set of expectations with suppliers
and sub-suppliers to aid all participants in managing cybersecurity risks throughout the
supply chain.

C-SCRM SECURITY CONTROLS

FAMILY: ACCESS CONTROL

[FIPS 200] specifies the Access Control minimum security requirement as follows:
Organizations must limit information system access to authorized users, processes
acting on behalf of authorized users, devices (including other information systems),
and the types of transactions and functions that authorized users are permitted to
exercise.

Systems and components that traverse the supply chain are subject to access by a variety of

individuals and enterprises, including suppliers, developers, system integrators, external

system service providers, and other ICT/OT-related service providers.

Such access should be defined and managed to ensure that it does not inadvertently result

in the unauthorized release, modification, or destruction of information.

This access should be limited to only the necessary type, duration, and level of access for

authorized enterprises (and authorized individuals within those enterprises) and monitored

for cybersecurity supply chain impact.

AC-1 POLICY AND PROCEDURES
Supplemental C-SCRM Guidance: Enterprises should specify and include in
agreements (e.g., contracting language) access control policies for their suppliers,
developers, system integrators, external system service providers, and other ICT/OT-
related service providers that have access control policies.
These should include both physical and logical access to the supply chain and the
information system.
Enterprises should require their prime contractors to implement this control and flow
down this requirement to relevant sub-tier contractors.

Level(s): 1, 2,3

AC-2 ACCOUNT MANAGEMENT
Supplemental C-SCRM Guidance: Use of this control helps establish traceability of
actions and actors in the supply chain.
This control also helps ensure access authorizations of actors in the supply chain is
appropriate on a continuous basis.
The enterprise may choose to define a set of roles and associate a level of authorization
to ensure proper implementation.
Enterprises must ensure that accounts for contractor personnel do not exceed the period
of performance of the contract.
Privileged accounts should only be established for appropriately vetted contractor
personnel.
Enterprises should also have processes in place to establish and manage temporary or
emergency accounts for contractor personnel that require access to a mission-critical or
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mission-enabling system during a continuity or emergency event.

22 For example, during a pandemic event, existing contractor personnel who are not able
to work due to illness may need to be temporarily backfilled by new contractor staff.
Enterprises should require their prime contractors to implement this control and flow
down this requirement to relevant sub-tier contractors.

23 Departments and agencies should refer to Appendix F to implement this guidance in
accordance with Executive Order 14028, Improving the Nation'’s Cybersecurity.

Level(s): 2, 3
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