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FH/80%

KA : BITER P81 :+Xxa )T+ (ERGE EMLAILY

1. Rt Y T4
[B4E]
> FEREX=2VT oD EE"J{ EZ2F, BEEEEAEEL, &ENHT S,
> EWMEFEICHT DEE, Meggltks ERRBFEOREAZESL, EIDSAT S,
> FHtEx=U 7 0 ICBETIEMOMEE, A, RN, ZoEEsERA+TsZ L
T, COXIREBEIETE 20 E2ESEL, &EIDCHT S,

(1) E/EF)V T DENEERA

MO EME (Confidentiality), 584t (Integrity), RIHAME (Availability) Z Hefs,
HEFRFT D2 L0k o T, B RBBOOIERY AT AR OMEREEHEL, BRI AT LDE
MmO D 2 L BT 5,

et (Confidentiality), 784t (Integrity), WM (Availability), X
M (Authenticity), ¥ AEB B (Accountability), 7538 Bh 1k (Non-
Repudiation), {E#HM: (Reliability), ZEMH, X2 U T 4 AT WA
(B a7 A FHFA D), FIAN— A FHFA o OBCD e U= 3 ¢

WAV RIS N 1 & S N N, S S | =St R N A =S ROA
(2) EHEEX LT DEEN
HEOFRy MU —=Z40ITfE, BREICE > TEHREF 2V 7 1 OKEED E S 3T O
[l LICoen D 2 &, Y AT LAREO RN FEEDIR LG T ARERSH D Z Lk,
Bt x =7 0 OEEMLZBET D,

FEEG] wvE, Bk, WesshE, o o8 — e
(3) BE

O Z ot

THERE PFEIC R D& 72 B A PR 5,
i, SE s RBEEE, EE BA, RET /bR, GE A0TEL, &S
bo, TT—, IT RS, EYVRAA—VFE (BEC), HEMRFK, e, [7]
U A ROBHE, ok, B, BHR, FERR, Y—twAmrY=T Uy
7, SRR, W, Bk, B, NERIE, BEfTA, SNS OEM, BahA,

KA = <X/\DA)L AL 1Zxf9 28, W~ kL (Attack Vector), Iﬁzﬁ{*l
‘)ﬂ'%ﬁﬁ'lﬂk (7 % v 7% —7 = A : Attack Surface) ‘

@ ~LyxT « RAETu ST A
VNI 2T c RET ST LAOEBEEZORDIFENEEHEST S,

FEEH| = Ea—HXTUANLR, w70 UAf)VA, U—Lh Ry b (Ry bFxv b, =
@%T@@W%/VX‘ (RAT : Remote Access Trojan)|, C&C H—/ %), a7 " Xw 7,
[VAR—22 =1, [hafOkE, A M YT, FVHbay=T, F—nh—,
N—hrxy b, Ny RT7, AT VAHIMN (RIVE—T7 v 78, A2E—T 4
v IRIEN), T7 ANV ATALY =T, T AT a4 ba—FK, =7 A7 0]
F& > b
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4) MEFE
B 2T LOEHE X2 U T BT DKM, FTEEE - s 2 o Mk T o R,
DE B ~DORBUE T L ONsFoMe 2 BT 5.,

BEB| N7, BX VT o A—, NEMESSME, [PNEEHEIO AN, e F—IT, RNy 7
7 =T —, A - HE[R - 7’7JZX%|J1EI]@TTF, R 2 AHERS, /" ATU— KD
SN P:‘—]\, nunEODj(ﬁu ﬁgfﬁ%’(@i}f“(@%f i"{m, 1/“—23‘/?\4)?/
g 2, OWASP Top 10

5) FEDAH=X L
RIEATARIRET 5 ER, NEREC LR %2 U7 ¢ Fl - FEORERIET
1 DB D % 7 % BT 5,

RG] FEDRNIA T (B2, Bk, TNk, RRALIE T, B,
BB

(6) HMEEDEE, WEOEH
EEA G T WBRE O, K OEENRIE - 058 - WBA1T O B8, fih, ¥
—EHET 5,

A7 VT NXT 1, Ry bo—F— NI, WL, FE0, &L, 4—7
Y7, BB, | E A (XA A P—va), INITFAERA, W
AN=Fa Y ZXn, [U=2H%A b, BEREFV T, A A—F L Fx—1,
MITRE ATT&CK, MITRE CAPEC ( Common Attack Pattern Enumeration and
Classification)

(1) WEF&

TEIS AT &, AN OMEANA~ORIERTT 2 & FiEZ R 2,

FAEEDHI - FEESCR, REY (F—bhTa—R) KB, UNR—RT)— h T 4 — R
B LA VR—TF—TNKE, RAT—RYX KB (VLT v AL
I uAY A NRZVTT g7 (R, B, DO N—2X), 7Y A |
VI2R T x ==V, 7V 00 T%v X, RIALTRAL LT u—F,
SQL A ¥ =7 vay, HITP Ny XA vyl val, 0S avy R Yxy
vay, FALIRU RTA—HA, Ny Trd—n—Ta—| d—7 4
W rs o
- F]#E (Man—in-the-middle) Z¢®%, MITB (Man—in—the—browser) M(¥&, & =%
Pk (F—7 v ) L—), IPAT—=T 427, NS F ¥ viakif =27, [
hvvr 7 R33N, feyvarnd Py v s, Eyiar ID O
[EEfl (Session Fixation) M(E, )71/4’151%2‘ RAAL v T7a T 4 /7Ijz|
%, ZEHFAFIE) L Multi—Factor Authentication Fatigue Attack) |

« DoS (Denial of Serv1ce : ‘U‘*I:Xﬁjjﬂi) W DDoS M (= /L F 7 LAY

1Z7°), [DRDoS %%, & [E4ETCMP Flood %%, Smurf %%, U7 L2
va VB, DNS 7k &)Iﬁa% (FUFLYT KA VKE), 7V T PPy vF

N

- FEROTECEE (APT (Advanced Persistent Threat), KERASGARIKEE, <00 Hub Al
BeEF AN, SEO A X=2 7]

CRRTAKE, A NF o RABE (TN K, T u— TR 2o 3|
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s, BARNKRERY), =7 Xy v 7T K8, - 2RRY 7
M =7 OMEEOTER (RLO (Right—to—Left Override) ||, A —7 11UV
IVNOERIE)), N—Vara—N\y 7K
AT ZEA LS00 EWEKE . 7 v 7 - RUTE LT, <Ly
=7 (RN T (HfE) OER, VAT LOWEFERROEIIEN), T
(A =TT A7, W7V (Adversarial Examples), @7 bAoA
xvay, T=ERAR=ZVT, ETNAUNR=Va VB, A=V y
7 e
CRBEOWE (T FTV T 4T, = P ARy IFD
|as a Service), 77 TN L—T Ak

, RaaS (Ransomware|

8) fEHEF )T 4ICBHT HHHT

O 2225700
Rt A0 AW SN A RS oOER 2 g+ 5, £7-, B fbofE,
K elE 5 O A, FHdE RS 5,
GiEad CRYPTREC W5 50 2 |, B (WL (580, 15 (560, Smuns s
F Ghamdk), ABHSER 55 (ABHSE, MEHE) ), RSA K5, * F Hh BRI
(ECDSA), #tdtAy, Diffie-Hellman (DH) #dt %?j;‘t AT 7 Bk B (PFS
Perfect Forward Secrecy), ~A 7V v NWEE, ZRIFE 5 (|mu AEAT X WS 5 |
AEAD Authenticated Encryption with Associated Data), FLEE4y ﬁﬁ (& %il %),
PG A (BB 2, ERIRIRE 55 =0), it &K= (PQC (Post
Quantum Cryptography : i & 77 & HERF &) 10|, /> ¥ = B% (SHA-256
(SHA-2), SHA-3, —JFImthk, 2 R RN EEvE, frsess RIREErEIZ2), 7 e
v 755 (AES (Advanced Encryptlon Standard), Camellia (X7, KE=FIHE
— K (CBC, CTR 1373, A VU —AKEHE (KCipher-2 1373, [BEithis, AR,
SECUELER, ELEAERL, %%ﬂlﬁtiﬁézﬁi%g (PRNG), #&EH, 2 L —TW51k, 7
7 A G, fail, € oAEE, Yy s Fx—, SSL/TLS MEERE S
UL aA bRy R, EHER (F—F—8), WEmE (v e
Be= V7 1), iGN, FHERRZ 2

© FWIEHEA
RAFOFRSE, A, B, ZB AL T 572012 80 X 5 RFEARE A WSS ),
oS ﬁ&ﬂ'ﬁb)ﬁé’pﬁﬁﬁ‘ aYiR %ﬁﬁgﬁ %) °

TVENEL (B4, BGEE), XML T VX NVEL, TTA 2V REL, Tv—T
%Zl, NV va B, HALAX T (REAFRGE),
= A N, | A vEB—88EF, MAC (Message Authentication Code : X w & — I FREE
%ﬁ%) HMAC, [CMAC, |7 4 > A7V b, Fx LV VAR AGRGE, VAT~

— AL, . TUT 4T 4 7R

@ FIHAERE
FIMATBRED T2 OIHA S D B O, (LA, FFEE B D,

FREEH| =271 (FIE ID LX2U—F), 77 8AEH, IC h—F, PIN a—F,
Kerberos /73, LDAP % —/STORFE, Vo ¥ A LRATU— R, LHEEHGE GLlE,
ih, BN, ZEME Emtn RAT— N L AFGE (FIDO[ UAF, FIDO U2F, F1DOZ,
WebAuth, Mv3nt%;7(wt%172o V47/7474
P (OpenlD Connect, SAML), IdP (Identity Provider),
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2 Service), [y 7 VYA Ay, CAPTCHA, AAA (GRBEF, ZBR], THU LT 4V

, eKYC (electronic Know Your Customer)

@ ARFRRERLIHT
FIRFHERICFIH SN D HATO—2>Th 5 AEBEEEMT O, (1HA, Frigca #fg 4
D

FEEEH ki (B S & — > RRGE, ITRRRAE, BGRAE, MISRAEIEN), FTEIRE
B GERGRRE, BABAEED), ANEEH FRR)] A2 A (FAR) |

® NBRfEFE
PKI (Public Key Infrastructure : APASRIEE) OfMEA, S8, &A% %= BfET 5,

FAEEI PKI (Public Key Infrastructure : APR#EESE), 5 U X LFEAE (APIHETEHRA
#), v— MERE, [FFX T U — (BEOED), TR CA GEHE, BF—
SEAE, 7547 NAFBE, o— RY A =2 Z A E, CRL (Certificate
Revocation List : sEBHZESAN U A 1), 0CSP, CA (Certification Authority : 78
GF &), VA (Validation Authority ), GPKI ( Government Public Key
Infrastructure : BURERAEEAE), BCA (Bridge Certification Authority: 7V
v VREER), ITU-T X.509, FEMFE S ZAMGE, 7Y =2 K, CP/CPS

, CAA (Certificate

Authority Authorization), gEHH 3 B &3 41T (SCEP : Simple Certificate

Enrollment Protocol, ACME : Automatic Certificate Management Environment),

CA/Browser Foruﬁ

HHREX2 T4 BEE

[(B#]

> BHEX=2 VT BHOBZ FEBEEL, BEDSHT S,

> U RToHT LR E D, FIREZESEL, RBESHT 5,

> HHREX=2 VT RO B 2 HEBEREL, BEICSHT S,

> HHREX V7T o HRE (B2 70 R U —2E50MBNERE) BB,
E2FHEBERL, RESHT S,

> %%?#:U?47*?%/FVX?A(BM)%%%?#;)?4 CEART B #
DDOFEEDE X F, FHEx =2 U T 1Mk - EOKREIZESR L, SEIZSHT
Do

1) FHREX2LVT1BEE
MBROFERE X 2 U 7 ¢ MR 2B OGS ERT 572012, FReEX2 )T 4%
BOEZ T, 1EREER EOREN S ZBFET 5,

FEH] HHmtx T R TS EROEE, HWEE, VAZ XU AL b
(JIS Q 31000), BEH, 1HMEx=V T 0 FR, HREeX2V T 04T Uk,
THT L MER, FRET 72 AMEDER (need—to—know (/MEFR) DJFANE
), Ry —tv2OEFEFET L, Voo ) 7 R|, HNEZE
FEX/ 57 P —EXOFIHBHCE T 2 EX 2 VT 1, FA =g P—

(2) V)R 54 &M
O THREEOTA
HHREX=2V T4 VAT TEAA L NEOEHREX 2T 4 U AT RSICHE 20, 1FH#
BRE (WM AT A, T—4, XEID)) 2FELTCEHTCT L2 E2HMT 5,

_5_
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@ fEHEEDHEENM o
Rk, ek, T%ﬁ@@ﬁ# HHREEORBEME MG L, HHREELRET O
OIZ, EDHNIZEEITHESWTIEREEZ 2T 5 2 & 2B 5,

BRG] wemtk, seatt, AN, EHRARESIE

@ U A7 OFfEE
A L7 EEEL I B BRI 5 U A7 OfFEZ BifT 5,

FEEMI| EEHELe, EEEK, MUINEOMER, ARIRE, VA7 OfE (FSL—iaF
NYVRT, T T4 F ==Y RT, S —EAFHDOY A7, SNS 12X D1
WIEOY 27|, WECEH ) 2 2)@E0), RUA, ~HF—F, EFANF—F,
R TRRBRREE, Sk, oA NER

@ HEHREX2VT A VR TERAAL B

VA HREL, TDOY A7 DELRLT I KOERICAELTZEGAICEZ VELEREE
R SUTEMER mﬁLT)X7V“W%&EL,ﬁﬁﬁm@ﬁ)x7xﬁﬁﬁuﬁo<
P AT 5 2 & 2B,

B U As M () Ry SREE, BREX2)TF 0V RS T AR Y FEERTS
72O AE), VAT LY, YRATZ< N w7 X, URZFEH, VAZH,
VA TEAA MOT R (VURATEE, UAZ0N, UAZRHME), U A
7 iSikE, U AT &L, VAT OFEMRISHT, U AT OEERIIHT

® HREx=2V T 4 U A7 508G
BREX 2T 4 VRITERAZA L NOEREZBE LT, @UIREHREX=Y T 0 U X
7 XIGDERIG A TRE L, OB O EM I LB EHRARE TS 2 & 2HET 5,

BEH] VAravbn—n, YURI~AYD, URIT Ty A Fr v T, A 8~
U A7k, U RIHE (VA8 URAZHE), VAZRA, U ATHEL,
FRRR VU A7, U A7 %bhinatE, VA7 BEE, VAZala=/lr— g

Q) R Ex )T« E

MRS R 2R DL (B 20, fERESUTIEE) IS FRBICH A T, X =V 7 1 ki
(it L7212 U 7 4 OB ZMEFRICT 27007 nt R) Ao FEkE~ 1 ¥
A2 DU AT MM B IA T LB 2 BR S D,

EETEFEa , BASSEE (2T v Yy —FRE), EIRFRE, 5
EHIA, A/77/7 TR DR, HERROPFEFE

4) HHEEFL)TAHERE (FEEtEX) T4 R) O—Z2ETHBARE)

2 7 BHICBTSEHREX 2T RN —0 K, B0, Fhtx=l
T4 RY =W o THRNEE 2 BT S, £, MO HREF= U T 4 B, EEDD
- BELFIE, B2 )T 0 PR R E A RRINCED D T L 2 BT 5,

G| X2V 0 e, W) T B, S o ) T o L, 1
WOEEHR, WEEE IR, CEESEHE, HRtxa )T 4T U R
SRR (v w7 = 7RO, RS2 ) 7 HEORE, 77
AN —RY v— (BRI E), BEsHE, SR0BR, a0
B, B OB, BHAEHORE, HEROERTE, Y—YYLATF 4T HA K
FA4 2 (SNSFJHARY v—)

5) FHEXFLVTAIRDAY MR TL (ISNS)
MEEICB TRt T BHOKEZESD, MHEL, &FL TV ISMS

.6.
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(Information Security Management System: [FHREF 2V T 4 ~RKI AL N AT L) D
R A % BRARE T 5

FEEGI ISMS EREE, V—x— o7, FHE, GER, 74— ARl (PEREAT,
YRV AY ML E 2T, BGE (REA K OVEIEALE, fkerdE), S8
By, =7 o FER RO R, AREER, PSR, Bl
W), [EER XA~ (PBE, B, BIE), YA "\—tx = )7 (A GH
I, B5i, B, kbE, IR, M, TSMS @A MEIEMEIE, ISMS FR:E, JIS Q
27001 (ISO/IEC 27001), JIS Q 27002 (ISO/IEC 27002), fF#HtX¥= VU7 ¢ HN
F o2 (JIS Q 27014 (ISO/IEC 27014)), JIS Q 27017 (ISO/IEC 27017)

6) HHREXLUT 1 BRIZCB TSIV T RER
AL UT U NREENSIRERE TCO—HEDO 7 —ThiA[ Ty NEMEHET 5,
AT AR T (B EEZA, NIVT—Y, AT M LUAR
YA (GHE), WS TEWRAR), AT

(1) 1{EMEF) 71488 - #ES
RIET 7B A X HWEZAOXIE, HHEYIEOZOORE, FHtx=V 7 1I12B8T2
EFETEB 2 E2AT O W =2 U 7 1 #fk - SRBEOR&RE], K OBEE Y % il 2 BifF4 5,

EBREF VT A EES, EHBEF YT BEHEME (CSIRT, PSIRT, S0C
(Security Operation Center)), FHFR~DOFRENPHEEINTWAHED (abuse@
RAA 2%, noc@ RAA 4, security@ KA A 4), 4
j]‘—‘
s HAN—E X2 YT BRIEAES, WY A S—tF=2U T k¥ — (NISO),
IPA ©¥% =2 U7 ¢ & —, CRYPTREC, K[ [E 72 He AR 22T (NIST),
MITRE, FIRST (Forum of Incident Response and Security Teams)|, JPCERT =
—T 4 x—vartrZ—, JCSIP (FANNERLEEA =TT 14 7), A
N—L 2F 22— (J-CRAT)| Trusted Web HEiE k2

s O VB a—HRET 7 ABEHIE, ara—2 oA VA mEHEIE, VT

v = 7 5 O s M B T B B B I, [ ) T — e UL

fHiRtEX o )7 o P —ERBEBEGHIE, HlRtXa )7 o — U RELHERES
P—E AU XK, ISMAP (BUESR Y AT LD OEFX = U7 ¢ FHllHE),
V7 by T BB E OWEss R s (ISO/TEC 29147), MagstErs sk FE
(ISO/IEC 30111), NOTICE, SECURITY ACTION, W§#it 3= U 7 ¢ R < —
FF—< w7, ISAC (Information Sharing and Analysis Center : %=V 7‘|
| I mat A s |

| (8) 1EME¥xl) T «IBEd B E#
Wt = U7 ¢ (CBI3 2 5L, fRetA BT 5,

FREH| |=> va— 2o L AR, oL Va— X RIET 7 ARRERE, Y7 by
. 7 B S O WEEH M B EE W B3 A R EE, BURHERISEOE#REX =2 ) T ¢
SR DI DR —IYERE, YA NRN—tF2 VT A RETA RTA 2, FUNMEED
ERE X2 VT A ETA RTA, ToT EX 2T A HA RTA L, AN
— e T4 VI X2 VT AR T L — LT — T RS o o — 2
AT B DL R ELE - fFaiE, PCI DSS, YA NR—t X2 UTF 4 7L —LTU—
2~ (CSF), NIST SP 800 + U —=
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3. tF¥aUT « BfTEE
(B#F]
> X2 VT s HAEHEORR, B, BAGEEZERL, sEOSHAT 5,

M Ex2) 741 FMEEE
EHREEDOARE T —RRUSAR ERSEX 2 U T o8O, X2 VT 0 KEEZMD
72o0vXa )T o HEHEO B, &2 77, WA B2 S,

FREERI FEfi5 s, B2 U7 o FEREE, ?%19?4%ﬁ£#,%ﬁVNw,RWP
(H%%:E‘:\)J“‘/Vuit%&t)\nu nEﬂ%l r) 77#%?‘/\‘1‘—‘11/@’[23'\"1 U7« gfk%%ﬁ
(FIPS 140), Tfit# >, ITHEOFEICBITA X2 U F 2 FEY 2 |k

(2) 180/1EC 15408, 1S0/IEC 18045

TERBET =2V 7 ¢ OBLEDS, FREINICEE L7285 MOy 27 A E YRGS
, ELLSEESNTND Z & &M% IS0/IEC 15408 (227 4T V7)) O
E BT 5.,

CC (Common Criteria: =EY 7 FAF U 7F| ISO/IEC 15408), SFE—L(Seeusity
Toarget -z 1o ¢ b o) L) !PP (Protection Profile: w7527 i 3 ‘/’
‘70 o7 7 A)), ‘CEM (Common Methodology for Information Technology
Security Evaluation : I iH FF ISO/IEC 18045|), EAL (Evaluation
Assurance Level : gHHfRFLEL~V), JISEC (IT &% = U 7 1 #FAli & ORERER )

) FIHRTFLDEFY) T 1 S

FREDPEER A — b A —Y 3 KR OMIEI > A5 2 (IACS : Industrial Automation and
Control System) Z %% & L7= CSMS (Cyber Security Management System : H A /N—t %=
VT4~ AY RV AT L) 7ol AT LA ROEEAS 7 708%2 Y7 4 O
I BT 5

FAEEMI  CoMS A VEALAMGHIEE, CSMS FREFHYE (IEC 62443-2-1), EDSA F2:F, WEA L 7
TOYAN—EF 2T 4 &M LSOO TL—LT—7

4) MESEtEREMmoER
TH# s AT L ONasatE x4 2 Rl FiE 2 B 5,

JVN (Japan Vulnerability Notes), CVSS (Common Vulnerability Scoring
System : @ ME T HERFEM > 2 5 &), CVE (Common Vulnerabilities and
Exposures : H:i@fEg5) pﬁja%'[]%) CWE (Common Weakness Enumeration : Fi@MET
Py A7 — %) X2 VT

Tk FIE), CPE (Common Platform Enumeration), KEV (Known Exploited

Vulnerability), WESatEmr, ~x bL— a7 2 b, WEISHEHIELHIE (N

TIRNG T 4T T T h)

(5) ¥ YT« WWIBFEMN
YA N—BOEEIRE T D AL, T 520 Ok 2 B 5,

TAXII (Trusted Automated eXchange of Indicator Information : MaZENHEAZ(E
HEASHLFNE), STIX (Structured Threat Information eXpression : B |H it
iE Ak FC b P X TLP (Traffic Light Protocol ), ToC (Indicator of]
Compromise), A>T VU= A (0SINT 72 &) OFIH

.8-
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4.

BHtEXa U T+ E

[B4E]
> AH, HifR, HEOEX 27 OfE»SERES 2V T o R EBEL, &
EIZSHAT 5,

(1) FHEF1) 71 HEOES

O ANHIEX 2 U T 1 %155

ANBIEF 2T 5K E LT, AR, RiE(TH, B#, Y—ryrz o v=71 v
T EDY R BT DT DDOHE k”ﬁ FIRRFHU X L T EFE 2 R/ NMRICT D72
D ORER =BT D,

G| BT DNEBARE LA T A 2, fEdtd a7 % (BE, @i
, A7 4 TIEH), fﬁ?&“fZ%l U7 ¢ a3l (AR A — V2R3 B3I, L
RF— LB IED), BAETE & O E Y “C&U\”xfﬁl UBA (User Behavior
Analytics), UEBA (User and Entity Behavior Analytics), Ex=2VUs 427 U 7T
J LA, RN - S0 H

@ A X =2 U T ¢ 65
it X2 V75 o %5\ LT, Y7 R =T, 5—X, PC, H—, Xy NU—2 7
CITHINHI R A BT 5 2 L2k o T, VAT LS, EAERR LITHRENKET S
ZEERBS I EEREET S,

B (Bt = U T ¢ xR ORE)

77X TRER, NET 7B AXE, HHRRAWVKEK, vLrve7 - RET R
7?Aﬁ%(vw¢:7ﬁ%77kmﬁﬂ,v»?:?i%774wwﬁﬁ&
), , 3-2-1 JL—JL,
Once Read Many) *ﬂ%ﬁb, A2 a—HT NN I T v,
B—rwyFU Tk B BT (EZ ta—URT 1 vk,

*ﬂv»?m?ﬁﬁ%&,%%%ﬁ,%%%ﬁﬁﬁxumH¢ Ak i
By, [EAlboTiE CAARIR/ L a— AR, CABIR, Ry GREa) o
7 4 IR PO MR TFEDED, EALR EOBERTFELEDR), |7
7% R, BRHERIT 7 AMEDEH, v VB MEgsrEEE (0S 7 v 7 — k,
WBME LT 0I5 (=20 F 43y F) O, Y7 kY= 7 HRSH
(SCA : Software Composition Analysis), SBOM (Software Bill of Materials)
AR LMt @), oy NU—Z BB, T/ v AORE, BAM,
RABGIE, DMZ (GEREEHIAT), MERy NU—2, B A—/L-Web ODEFx =2
T4 (ARG, A= VFRIRERER, RL7 4 vZ V7 (Web 7 4 &Y v
7Y, ATV T 4R T T ad k), R (HEEERS, Av—
K7y, 7Ly MRERIEN) OXF=2UT 4, "—~Fu=zT70OktF2VT 4
(E¥x=27=— 1L A b, TPM (Trusted Platform Module), SED (Self Encrypting
Drive : HEWEE{L KZ A7), INC (Trusted Network Communications : E{E#E %
vy U —27)), % =27 7 — b| (UFFI : Unified Extensible Firmvard
‘Interface)‘ ‘T B AT, B bigZ% (CE : Cryptographic Erase), |7 =
7R =t 20XV T 4, ToT OEFXFaUT 1, HIEHS AT LOEX2 U F
4, BAENL, TUVANLTF LYy 7 A GHMERIZD), ct ¥
= U T ¢ 84l (AT for Security), Al DL DEFLHEF = U T 1 Bl
(Security for Al), AW, [EEl (N—F=27), TrFFR FT—%F
?‘?%ﬂ, g~ T 47 (Threat Hunting) ‘

(B = U7 ¢ 8/ - =1 X]
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<~V U T XHY 7 ~, EDR (Endpoint Detection and Response), [XDR
I (Extended Detection and Response), MDR (Managed Detection and Response),
DLP (Data Loss Prevention), SIEM (Security Information and Event
Management), 7 7 A 7 7 % —JL, WAF (Web Application Firewall), RASP
(Runtime Application Self-Protection), IDS (Intrusion Detection System :
B AMRE S A5 L), IPS (Intrusion Prevention System : {ZABHIET 25 L),
UTM (Unified Threat Management : fE&&BEH), ZFrfU A K (X2 Y R K1),

HESEVAL (Tay 2 URAN), YIxFXM, 7)<V, T —NVAXHT
AT, TH—IVAKRIT 47, SSL/TLS 727 &Z 1L —&—, MDM (Mobile Device
Management), CASB (Cloud Access Security Broker), ICSPM (Cloud Security
Posture Management), SSPM (SaaS Security Posture Management), CWPP (Cloud
Workload Protection Platform), ISASE (Secure Access Service Edge)|, Web 7
YV L —3 3>, SOAR (Security Orchestration, Automation and Response),
MSS (Managed Security Service) ‘

MBI 2 ) 7o xR E LT, MO OIRA, WEE, KE, KE, HE, KIIGY%,
JBAE, KRR EDOIHFRI AT LEREL, [HFRE AT L2OERME, aTHMELZHRT 57
D OISR & BFT 5,

RASTS (Reliability, Availability, Serviceability, Integrity, Security),
RAS Bfff, WA AR, UPS, ZHALEL, 2 ML—YOIT—V Y, ATV
ek a )T, V74V —=7, Jfin A7, %2 V7147 —F,
TUFRANY Y, Ao H— s, MR, ARG, R, 207
?x7-7U7z7)~y Ny 77 v, USB ¥—, ¥Xa VT 44—
M, FCBEAOER, EEOEX 2 U T 1 R 20V XOTHEFIH

5. t*al) T4 EEHIN

(4]

> VAT ALADOBRRE, EHICBIT2EX2 ) T kRS2 T OS OfH A, FEER
ifr, ZWEREESEL, BESHT S,

> Xy hU—, T—HRXR—RZEET X2 T ¢ RO, FEEMN, %
REESL, BEICSHT S,

> 77U r—varbXa )T o ORKROMEMAR, FEEN, REERL, HEIC
ST 5,

M Xaz7z7aral
WET—ZOWEE, REBGZYI<SEXa7 7 e ha)LofEE s B2 R+ 5,

FAEE®I| IPsec (ESP, AH, IKE), SSL/TLS, STARTTLS, SSH, HTTP over TLS (HTTPS),
QUIC, MPAZ, WPA3, PSK (Pre-Shared Key),

(2) FERI=te-+
72T F LIC KD ARERR, — Y AORERMMZP FRAE - 72l S fitE & 2h 34 Bl
it 45,
FZEFl A RNLKHE (AT T4 0NE ) T, EETT KA A 3EE, SPF, DKIM,
DMARC, [SMTP-AUTH, OP25B, IP25B, PGP (Pretty Good Privacy), S/MIME (Secure

MIME) %7>), OAuth, DNSSEC,
Protocol), EAP-TLS, PEAP, RADIUS, Diameter

-10.
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Q) Sotxal)Ta
SDEXF2VT 40, EXa2UT 2L LT-0S THDHEX 2T 0S OAFLA, FEAEHI,
L& BfRE 5,
MAC (Mandatory Access Control : 5&fi| 7 7 & A#4#l), RBAC (Role—Based Access
Control : B —)L_X—RT7 7 ¥ AHil4#), H/NFitE, -7 A7 > KOS

4) Ry bFI7—9€Fxa)T«
Sy NI —ZIZKTHRIET 78 A, RIEFIH, —E2AOEEITAELR EOZBICKT 5
KR ORI, EEETHEE, SRR 5,

Ry NTANB ) T, AF— R IARry h T 4 AR )7, MAC T R L%
(Media Access Control address) ZA4NWWZ V7, TV br— g F—hry
A FR, Xy NU—T 8T 7 4 v 708, RAEY—/%, NAT, IP v~ A B L—F
(NAPT), #8FE VLAN, VPN (U R_R—27 X H, R—r7xU—F 4 7K,
274U —F 47 FHR), U X—2FmF, DNSBL, DHCP A X —t' > %, R
rU— 7 MigatE A, R— FAF ¥ AL DA

(5) F—ER—REFXaT«
T2 RXR—=2 T HRIET 7 A, RIEFIH, R EOFBA~ORROMFA, ik
Tk, R EEET S,
Fe B _R= 2B, T E =T 7w A, T NR—ANY I T VT,
o 7 DR

6) PFUH5r—Lavexa)Tq
TV —v a7 N2 TICT AR ENG T 57 7V r—varkXa T 4D
SR O A, FEIEFHE, R E2HET 5,

Web AT LDt F 2V T 45H, X7 7ur T I, WitEmaHi
(V—Aa— FEBURRAS (SAST : Static Application Security Testing), 7' &
7 AO@ENAIRZS (DAST : Dynamic Application Security Testing), A v % T 7
TATT TN r—aX%a VT oA (IAST : Interactive Application
Security Testing), Web 7 U — g V7 by =7 OigEMHmE, 772
ZNEN), a7 F X2 T ¢, Same Origin Policy, CORS (Cross—Origin
Resource Sharing), /SAT—RZ7 J v %K (Y)V b, A MLy TF U TIED),
Ny Ty d—n_"—Ta—xtK, 7aAYA NAZUTT 075K, SAL A Y
g R (L —RABRNAVEIEDY), cookie D Secure BMEFEE, HSTS (HTTP
Strict Transport Security), HSTS 7’V m— R, ’CSP (Content Security Policy)),:

LHUID (Ilndveraally Tlnsana Tdapnt i 03 o00) ANE
= I R e e b et S Yar]

o Tt

(7) <IV2 = 7@
NN = TR O, v VT = TR O FIE R BT D, £, itiE~or
7 = 7 NERE, ET DAL BT D,
YU RRy 7 A, N"=—=Ry b, "=y b, NTy hRYTF¥, AT
fENTY — v, TR T, TNy 7, fENTORE (v h—, #EFilk, TN
v O, <~V 2T RE Y 7 FOEIED), ’PE (Portable Executable) 7’
[7 4 v, PE~v 5]

(8) IoT YRTLDERE - HARIZHEITHEF) T+«
ToT VAT L, ToTHEERDRE « BARICOWTHREINT-KHEOIEE « A FT7 4 v 2 Ffg
T 5,
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SRIN DR OBRIEE, ToT BIRICEBIT 2%V F 1 ZEHOTFE| X, ToT &
X2 UTF A HA RTA

-12.
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KOEI: BWER 998 10: 2y b7—9 (BERZH B#fiLAIL4)

1. 2y bI2—9AK

(B4]

> LAN & WAN OfEfE A, 558, EXEEFEEVDRMET 20— ROFE, 82 ES
L, BEZSHT 5,

> A#RLAN &R LAN, se#a o 7, FEzER L, sEICCHT 2,

> [EREE, F—¥ &, BEREOBREER L, SEISHT S,

> AU HA—Fy MEIROLEM, BEEEEL, BECSHET S,

(1) BERY FT—Y OKRE
WEFR Y N =7 PRIEFEENER, Ry PV =T EEPELE LGS O EO

K& I 2HET 5,
Sy b —7 %4, ICT (Information and Communication Technology : & @[
F87)

(2) Ry b7—9 DEE L
LAN & WAN DAL 7, Frif, FERRER, EMEMN 2R 5, £/, WANZHRT 561
FIHT 2 BRBEFEE P ORES N TV O — 2 ORI & A BE T 2,

AU B —Fy = 2T a( K% (ISP), fERH, H%EEE 4, IDF
(Intermediate Distribution Frame), MDF (Main Distribution Frame), /X477~
b2k, [RIARASHARE, L Y—Ry U —7
(3) HHLAN
AR LAN DAL A, HERREER, Fa P95,
[Fihr—7 v, KOX#, 77 AN r—Tn
(4) #&# LAN
IR LAN DR 2, R, R A B 2,
FEEG] B, FAMNE, RN T ERARA L, AV TFARNFTIFE—F, TR
Ry 7E—F, SSID, BSSID, fEhusmARE, =56 UinARE
(5) Z#AK
[EHRASHL L R AR, Fra BAR T2,
/3> I, VoIP (Voice over Internet Protocol), SIP
(6) ERIZCBET HEHE
IR, 77— & &, EERMOBEREZEE L, 5 ohBfREsE, 7 —% &, R

BN DA ORI GELZ BT 5, £z, BET D NI 7 4 v 7 BNOLERREIR]
WE 2 F T 2 L2 BT 5,

Bl ([GE#E), bps (bit per second : B R /F), BBEE, By b
M, N7 74y 8, FE, EE, 7T—7 2B (T —7 o EN),
T—7v, NT7T7 4y 7EGEr, YERERHM
(N €422 —=xy b
J—RiZix, AT B LRDIPT RLARE DY TEND Z LITK- T, HAMENA]
BRERoTWNDHZE, TRLVRAEMETHXY NU—2 7 RLALARARNT KL ZADEE,

_13_
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IP Xy hDV—TF 4 T OEME, 1Pv6 O VEEME & B & Fifif4 5,

FEEGI 1Pv4, IPv6, T KL AV T, ZJu—LIPT RLRA, FI3A4_—FIP T KL
A, IP~AHL—FR, NAT, A—/"—L A Ry hU—2_  DNS, KAA>, FQDN,
TLD, QoS (Quality of Service : —ERHE), T EXH R, NR—_( T, &
X2 UTFa7mban, 7747 74—/, RADIUS

2. T—HEELHE

(B4]

Xy NI =0T —X%T7 7 F ¥ DEZT, BEME, HRZESL, SECLHT S,
frEFR L B O, FEEESEL, SEICSHT 5,

Xy NU— 7 Bt E O, FEEERL, SESHT S,

X v hU—2712B1F 5 REFOLHEEEOMML, HEMEESEL, &EICNHT
Do

\7\7\7\7

) 2YI—=DF7—FTIF~x

O xy hU—7 bRy

REM 2Ry MU — 7 EERROFEFE, R, SR, RN ED0 X5 BB TR I
LR, Ay RU— 7%&!@@&%&%@%#6oit,%ﬁﬁ B D EEME L EE
REOENEDE W Z BT 5,

FREEB] A1 b= b (2 HURRIEEGE), YU, N2 Ry Y s

@ OSI EAZWET L
SO REELT- TRENORDLIZR Yy NT—0 T —%T 7 F % ThDH 0SI EARBHEET LD
£ B ORE, £ E oM o BG5S,
REG| wEE, T2V V@, v NU—2E, T AK—LE, ke @, 7
Vo Tr—vavE, T =g B

© BEAEAL D EH]
WAN 2B 58E 71 b 2 /LOFERLN ITU-T ICBWTRESNTWA Z L 2R+ 5,

FAER| X V—X, Vi U—X, v )—X

(2) EEAR EER
Ty MU =7 THEA SN D RERROME, @E75X, K7 AR & R & BT 5,

Hm, Y-8, 4 8, WM (Wavelength Division Multiplexing : J&/43%E
yELTwACWAomm Vo7 70— ay, B, N7y ARH,
NHRIERR, AR, EIfE(E (PLO)

Q) Ry FI—H EHK
LAN PNEEfE, LAN [8EE, LAN-WAN BEi OMEE OREE, 5, SREEOAEN, 0SI HAZ
MET LD EDRBIZHINT 20 &R 5,

BEs| Ve—%, T, B A — FHEERE, Automatic MDI/MDI-X, AA v F 77,
N—5, FlRER A, VA v —2 (L2) AA v F, LA ¥—3 (L3) AA vF,
TV wY, Febumd, TaEsP—n, UA—2TaE PN, m— kA
So—, AR=UF Y Y —, VRRP

4) {RiEHH
EZAEE DM TT — & ZMEFRIUnET 5 72 OflEHEE T o D InkfEH O 2, Frigz

-14.
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3.

BHES 5,

Fe B Y LI, A—T 4 v TR, T a— I, R, ~— v 7 I,
avrryvar R, R=Vo7 /v o747 hK, HDLC, ~VF VU 7 F
g, FAFEE, KGR, axrzvarFR, axrsyarb xR, RN T4
F w7, CRC, "I U7 E, By FADE, SN [, 77 7H#, 7L —A
[ 34

(5) AT4 7TV EARHE

T DEZGHECE Y M HER E A2 HET D MAC (Media Access Control : A5 4

7T AGE) O E R E BT D, £, TR AREOBR, 77t AH#EF
TEORKR 2T LALA 2 B 5,

CSMA/CD, CSMA/CA, h—2 8w, fEi%2

BEZ7ARaNL

[B#ZE)
> RFEHL T FaLTHD TCP/IP 28 0ST HASBBETF LD L DOREEOKRE S EH L
TWAD, FOEENIMMAEEEL, SEISHAT 5,

(1) Fabajéao42x—2

@ TCP/IP

TCP/IP % OSI BEAZBMET /LD 7 Mg & % SR8 5, K@i B9 %8, #@t LT
WHA BT 2—AEHEST 5, £72, RENRYT—EROR—F+EZ (T /) 7R
— N R EEHMRT D,

Ty N, Ny B —

@ F—2Y) DT a han
ARP 72 Y, TCP/IP X v hU—ZIZBWTHHEINAT—Z ) 7L~ L7 a haj
D&E], FEEZ BT 5,

RARP (Reverse Address Resolution Protocol : 7 RU AR L =22)1),
L2TP, PPP, PPPoE (Point to Point Protocol over Ethernet), IPoE (IP over
Ethernet), VLAN, IEEE 802.1Q, 7 w733  ARP

@ Xy hU—rEOFa haji
1P OfEl, Heez BRI 5,

IP7 KL, 7%y b7 FLA, 7%y hv27, YT RLA, L—F 4
Y7, a=%xy AL, Tr—FX*x¥x A K, vAFF¥ AL, ICMP (Internet
Control Message Protocol), ICMPv6, IGMP, CIDR (Classless Inter Domain
Routing), IPv6, IPv4/IPv6 IL{FHiffr (IPv4/IPv6 b7 AL —3 3 ),
IPv4/IPv6 F 2 T IV A X v 7, 6tod)

@ rFAR—RFEOTa kan
TCP & UDP D#E], HREZHMT 5,

R— bEZ, Vv NUHIE, #RISE, 71y ariR—h

G 7V =g rEoa han
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Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2023



4.

HTTP, SMTP, POP, FTP, DNS 7 & O, #nea#fi7 5,
TELNET, DHCP, IMAP, NTP, SOAP, RTP, HTTP/2, HTTP/3

® VT 477 a han
N—T 477 a halokd], HEREEZEET D,

OSPF, RIP, RIPng, BGP, MPLS
@ LAN & WAN DA > & 7 = — A

A —H x> b, MR LAN, ISDN, PRI (Primary Rate Interface A WREEA BT 2 —R)
728, LAN & WAN TEH SN A REM A 7 72— ADOKE], HEEXZEET 5,

10BASE-T, 100BASE-TX, 1000BASE-T, [[0GBASE-T, |IEEE 802.1la/b/g/n/ac/ad)/ax,
Wi-Fi [4/5/6/6H, % v = Wi-Fi

CORBA

CORBA 1371 /T ARy N —27 7 b oL ICEEET, BRERSEEREICBIT

BYAT AEEOEMEDEZ FH L LTHFTE 5 2 & 28T 5,

AT Vs N, 2 IA4 TV N, AT VxS =R, UIZARTS
Ubr—arF 7oy h

2y FD—O B8

[B4E])

> v NU—VERAEHOEHIER, BEAEEZEEL, BEICHT S,

> Ry NT—ZEEOEHOY—)L, 7u haLoikhe, A, FAEEEEL
BESHT 5,

(1) ry b7—YVEREHE

@ MRk B
RERRIE WA ffERr L, AW Z it d DM E B OB B E 2 BT 5,

Ry NI — KRR, N—U g
© MERE

BEE O, 8T, MIGEIT O FEE RO GIEEZEET S,
FREEBI fEEUE, REOYING, BEERKORE, EINEE, ik, SRR
@ PEREEBE

NI T 4 B EEERHOBROST 2 I L D3y N U—27 OPEREOEH I A, I
QxR y Y —7 ROV —= ORI TFIEZ BT 2,

FREEB] 77« v /B, AR ONS T vy Ry, DNS Y —f5ikldns)

(2) Ry bI—YEFAEEY—)
Foy b U — 2|0 g B ﬁl ﬁﬁ ENTVWDY— LR —T 4 U T | DA, {LHLA % B

ERAR

ping, ifconfig, arp, netstat, nslookup, |ip, ss, dig, [traceroute, syslog,
IPFIX (Internet Protocol Flow Information Export)|, /%% v k7 F 7 A #—
‘ (tepdump, Wireshark 1E7») ‘
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5.

(3) SNMP

X NI — 7 BERT O EERERT LI OO T e harTHD S\ & MIB
(Management Information Base : BWREEM-~N—R) ZHHA L N7 7 ¢ v 7 T 715 % PifiR

T 5,

SNWP =— x>k, SNWP BT — = >, MIB (Management Information
Base : FERHHN—R), get TR, put R, trap ZoK

4) FEERY F7—5

v MU =7 OFEBIEOHA T, FF, HERERZ BT 5,

Fy U 7, SDN (Software-Defined Networking), SD-WAN (Software Defined
WAN), OpenFlow, NFV (Network Functions Virtualization), VXLAN

v bI—9 A

[(BE]

> AL F =2y FTRHAENTVDEF AL Web 72 E DA, Hilk, HREAES
L, ®mEIZSHT,

AV RTRXy b ATy NOMMAR, FEEESL, BEICERT 5,
Xy hU—7 0S OftHA, FE#, BEEEZESEL, SECSAT 2,
REFEWZZBEEV—CAOHSE, U, MiE, BEFEZEBEL, BEISHT 5,
ENA NV AT DOHFS, FHEEESRL, BESHT S,

YV VV V

M A18—=2vF

O \E AN

B A=Y AT DI A—NY =R A= LT AT N THERENTEY, BELE
A—JUI A= NP — R0 B A — L — N~ L— R CEEINA A THL Z L, &
T AV AT LOFHY, EEEBRT D,

SMTP, POP3, TMAP4, MIME, base64, HTML #—/sL (MHTML), Web #—/i

@ Web

WWWiEA > 2 —>y b ECREENDINANR—=FTF A NDTV AT LATHY, Webh— 3L
25347~ (Web 7T W) ZRMALTTZEATEHZ L, Web _X—I T HIML, XML 72 &
D~—0 7T v T EETRB I, NAN=V 7 THEIZHORXR—=VE2 SR TE 52 L0,
Web 77V r—a U AT LD, RS, BEREAZEMRET D,

FAZEE{HI| HTTP, HTTP over TLS (HTTPS), CGI, cookie, URL, & v < = > ID, REST,
WebDAW, QUIC (Quick UDP Internet Connection)‘

@ 77 A NEk
FTP H— L7 54 7 v F OIS Web ~DHIATL TR OMART:, Hrisk, HEHRE 2 FRfR
T2,

REfl| 77— F, Forno—R, 7U/F4T7E—FR, Ny TE—F, TFIP
(Trivial File Transfer Protocol)

@ WMBET T

Web OBRETHIHA INAIRERLBET 0 O, Fi a5,

SRHA, Fpbes b U oR y MY
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2) 4132y b+
A Z =%y NOHIREZEENL Y N =7 OBEIISH LTcA » F T 23y SO,
Fris, FEREZ PR 5,

VPN, fHEMEEHR, 7S94 X—hIP 7 FL A, NAT

Q) THVRFIRY
BEDOA L NI Ry NEFAESER LTcm 7 A NT %y O, R, HREZERT S,

EC (Electronic Commerce : EEFpEELS|), EDI

4) =y b27—%0S
Fy N =7 EHCEEY—EADRMEAEFEMIITH) VY 7 h =T THDH Ry hT—2 0S
DAL, K, HREZHET 5,

ET7YV—ETIRR, 7 T4 T =B

(5) BEH—ER
RERLBIE Y — A O, #5, BERE, RIS, —u2@R Lo EHEZ R
ERAR

[REB] FHmy— R, SRS —E R, sy M —E R, 1P B, P 2
kL w2 A, IP-PBX, xDSL, FTTH, #fE@EV—t X, l%LF% ER, R
Ethernet, IP-VPN, XX hxZ 73—}, <w/LFHK—I 7

(6) BINALILVART LA

O RS NVBEEYT—E A

ENAVEBET—EAORE, R, -t XABR EOEEFHEZBEMT S,
RG] BokmEHEES, (ABBIKEEFEH (MVNO : Mobile Virtual Network
Operator), LTE, VoLTE, 56 (% 5 MABBI@E L AT L), [2— /L 56, SA
(Stand Alone) 7, NSA (Non-Stand Alone) K, Xv hU—7 AT A
J, Fx VT TV =3, SIMA—E, [eSIM (embedded SIM), [IMET, ISM
N R, Y7 GHz #F

@ ENA NV AT IERESE
ENA VT AT LORERRESE, FFH, WREZ P D,

FREER] HHm, 7= bbb, SHR (EHES, A~v—b7ar, 7Ly MR
E0), TV T, TLr~eT 47 A
@ EA JLIEEHAfT
MR LAN &30, SERGE(E T &1 2 HARRR O K & R %,

NV RA—R—, m—3I 7, MINO, E/AVilfE OB EICHEMN (HKR3ZE,
eDRX, =07, |[R—=<r k (FUVPFR—=23), PSMIED)

@ IoT VAT DRy NT—7
[oT VAT AZHE L3y NU—7 OFH%, WET 528 E 5,

IBEE®I] LPWA| (LTE-M, NB-ToT, Wi-SUN, LoRaWAN)] , R
7’1 k=)L (CoAP, MQTT), NB-IoT (Narrow Band-IoT), HZ =2V 0, H5 =V M,
IoT= U7Xy hU—2
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()
MEf L ~v 3] O OO & TR SIS HFHREMNE AR (AP) LR%STY,
LIFIE AP /7/\7\O)V\]é§%%0)iii‘%$ﬁbfwi¢o

KO3 : BINER PHEI: T—2~"—X (HEiMiLAIL3I)

1. F—48~R—ZAK

[BE]

> T—AXR—ADFEHE, B, T—HFRXR—RADET)N, 3 BAX—~DEX T EES
L, HT %,

> T HAXR—ZEHRAT LADHK, EEEZESL, WHT 5,

(1) F=—4R=X

O F—=F =AD& FFi%

REW R T = RXR—2ADMEH, 7—FHEDORE, L =— FROBEM T DL S
T LR, BAONEEMRIS U TRERT — A X— A2 RRL, REHIEMT5Z
& HRET D,

RDB (Relational Database : BIfe7T — &% X — ), #iEM ST — % X— 2 HDB
(Hierarchical Database : @M 5 — % ~N— =), NDB (Network Database : fg%!

— A N—R), CODASYL (Conferenece on Data Svystems Lansuases) Hl5. 2

=—=2_00DB (Object Oriented Database : &7 ¥ =7 MMEHT —HX—R), ==L

SR P SN I ML S =N P N ST JE I =
st ML T A N— A, BT =N, R a AL MEMT =2~
—Z, FHENT —FR—R, 5 T7F—A_R—2, =N 5 —HF—HX— 2,
AVAEY T —HR—2R

Q@ FT—HAR=ADIBAF—~T —FT7 7 F v (BRBAF—~HEE)

F—BR=ZTlL, VAT LOHAERLT 0T T AN AT —FDEH GMEAF—
~), WmERA T — 2 S (SR X —~), WENLT — 2 (NAS—~) O 3 &
ZXAT DL TTF = OMNMEERD TS L, HFAX—~DOREFIEZHMT S,

BaAF—~, HifAFx—~ FIAF—~), NFAFT—~ GEEAX—)

B F—HR—ADT—HET )L
F =B R—= A D T — A E 2 KRBT 572007 — 22T )V OfE, Fi, LS,
FHTX HNE, Rz ifgd 5,

RE| s —sTF, BT — 4T, BRETL, BEESL, Ry hT—2
7 , P9 IRMOF—HEFN (FasF 4757, FITLA

@ BfRET IV

BRET MZEBWT, T—2BEDLHIICREND DD, KOWK, Bz, HEOE
ORI 2B FET 5, 72, HAONTEEHIISCT, HEORTEEZFERL T —%
HigE A2 KRBT 52 L AT 5,

FEF| BE (VLr—say), #7040 (7, ), BYE B, 74— FK), EBUE, &
T (FAAY), BFREAXF—~
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2.

(2) F—ER—REBIRT L

O T—FR=REH AT LOHK
DBMS @ HH, RFEAIHEEE L & 612, DBMSIC G PEEA, M, BRMINH 5 Z &, DBMS
DR A MEREE T — X X—ABARCRSFICRI 5 2 & 2 8fiET 5,

BB 7— xR EHERE, T2 AR, T — 2 N — AR, (R
BE, 7 — ZHREREREE

@ [RIEESEATHIE (e )
EEONT o7 a BN —2DFT —HRXR—=Z|ZFIFIZT 7 AT 5 & &I HE 22 I
TR D,

BEE| rorFrvar, nys, FyRavr, ACIDEME, 7R

© FEERIE
TS R= R EE DI LT 6 OFEEF R RRE & 018 FIH 2 BT 25,

@ FT—FtEX=2UT+
F B EETABICEE LA X2 ) T A RO OO EA BT 5,

© F =5 <=2 27 L DT & R
RFEH 72T — 2 _X— 2B AT AOFESE L 51K, BRT —F N—AFH AT L
NoSQL DT —H X—ZAEE L AT AL OEV, RO FCOREFHE, B 586
RS S,
BEEHl [4a7 — % ~—2 (MySQL, PostgreSQL, SQLite (E72), NoSQL 7 — & ~— X
‘ (Apache Cassandra, Apache CouchDB, MongoDB, Redis, Neo4jlEnh») |

T—8 N—RERE

(B4F]

> FAORTOELFEERL, EAT S,
> FoyR—RORFHOELY, FlE, FELEGL, BAT5,
> F—XOERLOHN, FELERL, EHT5,
> T REROFIE, FEHEEERL, EAT 5.
ey Lo g S BB S
() F—553H

KREBITE > TRBERT —ZIIMD, HT—FNREDL I RERLEELZ L >TWDH)

REDOHT LM, BEREE, FERBHEORELMRA DT —FHADEER L, 77—
IR EATOBRDEZ TG 5, e, 7—FFTNVOERFETHL by T HE T
Ta—F LR NLT v T T T u—F 2Rt 5,

FEG| 72 EEOHR, AXTF—%, F—EF s aF

(2) F—&_—Z D

O F—H2_R—2BR TR
BRI NT R, ANERERER, WEEREN, oI AEl, TA N, BITICELAE TCOTF—
A R—ABRO T L FIE, FIEE2FMET D,

FREEBI AT oo, BERER, RET—XETIN, THETN, MET—HETL,
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WL — & ® T, WET -2 TV, RIRFES], EIE, DOA (Data Oriented
Approach : T —X LT 7 —F)

@ T &“\‘—X@ﬁﬁgﬁ‘n

ARRERT L, BRE éhﬁ_ — X I H L, /XT-ZA%’E\EE&LD-I‘@IVT ¥AELE
THEHEEE LD, T— &@E£%%mﬁ¢é & EHRET D, E£72, DBMS (THRKAFE L7
W — X O Z I T 5 FiEE LT, ER XS UML 2 L7k R, B, BEEo
# LK, B, H—T 47V 7 0 (X1, 1 3%, £%1%) 7282 8HET 5,

BT =BTV, Ny, =T 0T «, B, VL—varvoT

@ T —FRX—ADimPFT

T2 DOEESCTFENBELRNT =T (R) ZitoB 2T, Ex—, Mx—7e
@mﬁ,*Eﬁﬁ%(*%@ﬁ%,iﬁﬁ%,@ﬁ%ﬁ&&)@%ﬁ%@%ﬁéoit,
v o —DORERE L ERE RS D,

FREEH wm¥T —x €70, BEET— R, Br&ESIER, BrEs, %Kil 74— K
(EH), La—F, Z77A/, NULL, —&MEHig, o os— -

(3) F—2DIEHIE

ERUED BEY & FIE, 5 1 1E8UE, 552 ERF, # 3 ERRR LSBT S, 72, EHM
IbDEZ T U7z, BARB 7RG E _ifl/Tfﬁi%ﬁffé%ﬂE*F‘i EfIZ2 E DR L, 72
Rt &AT o Z L BT 5,

SERBIEER, WO RMEILE, HBBIEEE

4) F—AR—Z2MINTH+—< o RAHFH
MERDO @S LD T-OI2H 2 TIERLZITH T, OB LM EZ BT 572 L, X
T =~ AEER LT — 2 R— AR DE 2 T RS 5,

FHIERUE

(5) T—E2R—XDMERA

T AN ZAOYEEREN T, 77 B AR, REROME N DT —F = A DKL
XD LEHRET S, £, BK ?427LLEféhéﬁﬁ% w7 — 2 W I DM ELT
—AE~D B TR, TN 2O ERIEIE ZRE T D BRO R B & PR
o

F A ERERAEY, T — A EO~ v BV S, T 7 AR, T ey
7 G, MEAL T, T%%ﬁ avFlyvay, Taryiyvvar, M
WERA N, AV AFYT—HRX—2R

(6) T—HAR—XDEMFIE
T— A R—RABREOWE(E, AT —% O, T — X X—ADER, T XD, T—
B _R— ZADIGFEIR E DD T — X X— A DVERFNE % FLfgE+ 5,
BEH| F—r~—2ERER, La— FER, BTG, X—E, EERK, A v —
T R77 A4

(7 7‘" A2 R—2 D - EF
—H X=X OMEREFMI S BB L, IS RIC K > TETF 2 —= 0 7wk ED
xTFG%?%M%“CE%é & A PiRET 5,

F B N— 2O - RS
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3.

T—5 &1

(B4F]
> BT — X207 —Z OBELESRL, IEHT 5,

> FT—AN—RSFEOMME, SAL XEEHL, AT,

(1) T—E8R—XDEE
R T — 2 N—207 =2 OEfEL LT, £AHE (fn, & M (@), PIREE (2
R, &g, ®ia, mb, BB L2 5,

MR
(2) T—4~—REHE

O F—H#_X—RASFEOEHE

F— B _X— A ZEE1X, DDL (Data Definition Language : 7 — X EFSZE) & DML (Data
Manipulation Language : 7 —##{F53h) ZREICKMEINDZ &, /o, TN HITITSAL
FZHIMCHEAT M EiE AL, ho7e /I AS5Emr AT IBEE NS5 Z
L EHBRT D,

FEERI SFEmSQL, HLAZSQL, EY2—AEH, avr NAR, 74—24, Bt (2
T )

@ F—#—2F5E (SQL)

(a) T—H EHRSEE

AFx—=, T—T ), Ea—, WEHHRLYEFKT D AL XEEHET D, iz, 7—
AL B, BRI OERFE, Ca—0FE (FHaie/r e o — & HHHREes
E=—) %@ﬁ@ﬁ_éo

RG] Ex, ta—F, CFH, KN, B, —EMEHIK, SRR, R,
JENULL %), 7 2 &AM, CASCADE, TRIGGER

(b) 7 —XHEfESFE (SELECT 30)

PR ENDHT —F ZIBIRT 572912, SELECT T2 X AR D HiE, S isE L
TR EATOM DERIR, £ DRSS, BETWEEN <2 IN 72 K okiEfeE, £58%, /71—~
b, V4 Ry, WEZREZHRS D,

FEEGI R, Sx— T, M4, RIS, MBIRIRTAE], v o K

(c) ZooT — 2 HIES5E
INSERT 3C, UPDATE SC, DELETE 3¢, GRANT /e &> SQL SC4 BRfig 3%,

(d) HELIAZx SQL

T— YV VEME, FE— Y VERE, BIERELE O Y, AL SQL IZX BT —H
TEOMHH A, Flf, FIREEZHERT S, 72, h— Y VRIECBWNT, I—YILDE
=, BMEOBG, KT, SOAAREITO 708D SQL LA BFET 5,

= v
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rSoHHS L a0l

(B4F]
> T—IRN—AOFRBFETHE (P, BEREOS 2, (LazERL, K
M+ 5,

> b VBT a ER, T RAERN EDOEOOEZIFEERL, ISHT 5,
> FT—HIkTEHT 7 AHEONES, RERRT 7B AMREZESL, KA
}:)O

(1) FEFRITHRIE (Pt FI)

T2 DEEMEROT-DIZ, BEO N T YT v a URERFIICT = R—=ADT — X &
BET 52 NI BRVWE DT HRIRFETHIE i) oB2 5285, £z,
a2y 7GR, B 74N, 2 Iy ALY M, ZRERFETHIE MVCC) DAL B
fiR$ %,

MiES| Htnor, Kfuys, no sk R HoyX s 70ban, Fy Rey
7, Wait-Die 75X, Wound-Wait Hak, pdas s bt och 94HaIv b AV R,
F—F 4 U—F, JLYE—ZTNY—F, 772 hAU—F, WREEEAKYE, H
B~ W7 g, TCC/NZ—, Saga /SH—>, AFx =2— (skew) ‘

(2) BEEE
PEEIHA TNy 7 7 v 7O, EBOE 2T, BEERAEEATORRE S THEZX
2V AN YIBOMH A, T —F N— 2O BB O RS, T 7 & AHROM EDOTZHDFF
WA 7R & DF 2T, AMAHZERT D,
BB o r T T, ERNY I T T, BBNY I T T, BT T AN, Y
ARNT, T=ET4VI MY, PY—FNTrAL BT T7AN), Fxv7
AV b, PHU=FU BN (e=n7x+7—FR)], [Sv 27 0—=FUH Y
[(r—no 2] v Fo~=28, [or—2282—F, a—L RAF—F

Q) FSU¥HL a3 EE
T B R 2 IE ORI AE NIRRT 7 B AT 50T, v 7% 723 ALBERIZIE ACID
FEMEDSRD HILD 2 L, TUD DD & 2 4 5,

4) F—ER—Z2DMHRER L

F B R—=Z~DT 7% ZNRE LD DIZ, AT v 7 A FNTERT 552528
i+ %,

BE| 1.7y A, A, == AV Ty IR, I TABA VT v I R B
tree { > T v I A, Ev Ny T AT TR, Nyaf LTI A, JINY
VIALT v A, WEA LT v I A

(5) F—2~DT YR

FIR#E Z iz, F—2IdT 257 7 B A %175 REMRHD 2L, 77 AHRE L
TIRTF = _N—2 T HDHR, T— 2 2RBT MR, 7— 7 2 s 28R, 7
— X BT DR EM B D 2 k|, SAL T L AR ESE L AT O LA BET 5,

BIRHERR, fRANENR, HIERMERR

_23.

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2023



5. T—4AR—-RiHA

(B4F]

> TIN—AOISHXE, ISHTEEERL, ISHT 5,

> TET—FX—AOFHH, HRELERL, ST 5,

> THRFEEHOMMAL LT, VRV, T—F7 47 aF ) &2ERBL, &
R34 %,

1) F—2R—XDOIEH
F—=H T T NTA, F—H<—1], OLAP (Online Analytical Processing), 7 —%~A
=7, T EON L TCAENERT AHEIMOFHL, b OEMNREERF AT A,
HEEH S AT LR ETHELONLTWAZ L, ZOISAGEZHEFET 5,
FHEEHI OLTP (Online Transaction Processing), ETL (Extract/Transform/Load),
‘ (Extract/Load/Transform), |7 —X 7 Lo vF, v r7ryr—XF, WEEHS
AT b, EHEIAET AT A

(2) FBT—H~R—R
BEDY A MCEE SN2 BT — 2 _N—AORHS, RS, B> EcoESEE, &
A FHATOT =2 O, B HERE, EHMNT —F N—2 L OENEZBET S,

BHEYE, 7 T4 T bRy vy ia, a3y PAY M, 2 Iy R AV R,
Ay h—r A, RRFETHE, VU r—a s, KEGE, EEDE,
FOoHEe UK, EHE), o@ed, MEEE, 2w b7 o7 ay,
‘U v "7 LA >, OSI-RDA (Open Systems Interconnection—Remote Database
Access : B v AT AR AR T — X X—AT7 7k R) Tmr han,
Tyl Fe—NIBT AT — AN AEEN (AT AT Y XA,
T AT UT 1FDY), ST L — AT —2 (Apache Hadoop, Apache Spark
(E7), CAPEBH, BASE #5ME, #ERIEAME, P v—7F 1Y)

@) T-L4EREH

T2 D@, BWRARE, BWSEHTRE, T2 2EHT OO0 HR (AT —4) &
W&, EHLT =274 7vaF )R, Y7 MU= THFEEERTFICBIT DML 2 EHRE—
THNCEH T 2V RY M) 2 BT 5,

IRDS (Information Resource Dictionary System : [EHEIRFEE T AT L), /7K
77/(/1/“/7(7‘.A‘ (HDFS (Hadoop Distributed File System), Ceph, GlustorFS‘
EN)|, 777 T —=FX=R, VT 7 LU AT—H X=X, FT—=H_N—AH—
VR, #ElT — %, PEE kT — %, ElELT—%, ANV —I 7T —#,
F—Z VA7, KT —%ty b= (Apache Hive, Presto &i’
7>)
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KA 4: RREBEM FE12: SRTLRAREN (EifTL~L3)

1. YRATLEHEE VIV IT7EHTES
[B4Z)
> VATFARG/XIEY T MU= TEEEROE LS, FE, FE BWERHEHEE
BL, AT 5,

(1) PRTLEHEEDZRY
VAT LEMELRTIE, YATLOEROERE, VAT LEOERE, VAT LEMFEOFF
fii, A7 LEMFEORFVE2—2Rd 5 & L2HET 5,

(2) SRATLOERDOESR

D VAT LOEROEZROHEM
FIEBERE TN E LTERIN, FHORMEOER T U A ISV CTHRERY 7058
RETEHRT DL E2HFT D,

FREEB| FIHORSB, EHF YA, APL, GUL, A2 HT=—RAT 7 A/, F—ER

@ AT 2o BHE L et S
VAT MMED BEE, XREFH GHRER, MNRME) vE LD EEEET D,

Q) SRATLEHOES

O VAT LOEEK OHES) D EF
VAT LOREEAN, MRRE4EE L OL T AT D,

FIEBBI o 27 LMEREHRE, LAKL ZZA L, AA—Tu k

@ W - ML ORI RE OZE

FIHZE OEBLIFNE, ANEIIEREM, BEEME AT 28FA A=) DEHRR
L, ¥R, Mk FABENSOERFEEE AT ARBEOHEBIIHIR S, I ER
HT LRI S, Flz, BRMRT AT A0 BRI R AL EZRAE, o8 L CESZH
H L, 5W2H (Why, When, Where, Who, What, How, How much) O#sih>& BAREIC SCEA(T
HZ EEHRET D,

RG] MEAEEUE, T X N—REE, FANENE, BX 2 VT EE, BTENE, EA
gipk SEATIE, EARE, (RSP, AN, EERS, B®E, s B,
RSFOICEE, (RSFOHX A 7, CRUD~ U 7 A

@ ZofhoEit
AT MERREME, BEROEEOHKISM, UX (User Experience) % ZJE L7 E(H
D3, [ESIERERELE (BIRT 2 AT AR ARERGE Th D T L 2 MR 5 M)
DIEF, PRBEORMNREETH 2 & 2T 5,
RSB =ATmBEEME, FOA & 7 = — AT, WEEM, MAEEE, JERAETE, %
T BRATHES) « PERE  SEFIRE OSBRI BB (37—~ 2B, [

Frio, a—7vrreaga

4) YRATLEHOFERILE 21—
VAT DB AT DO LR BFES D, £, VAT LAEMFEREOMERE, VA
T LDOREE R OMGEN LR TLE2—%21T9 2 L 2 BRI 2,
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FER] A OEBRATREE RO R L—H e T ¢), —EME, 7R RAREN, v
AT NEREFOEBLARENE, GER R OMESFOEHAREN, L Ea—BNF, L=
—HR] TvaT I A=

B) VIFIIT7TEHBEREDARARY
V7 M2 THEMERETIE, Y7 MU 2TOBEROEE, V7 MU =T EEOTEE, VT
7 =T BEOFME, VT =T EHOKFELVE -2 ET 5 L AR T D,

6) VILIz7DHERRUVEHDES

O V7 U =T OERKOEHOERD B

V7 Ny = T EHERTIE, EBETT, w7 X ETNVEEKRLT, VAT AEHE
BT DY 7 N 2T OER, V7 MU =TICROONDLEEE, BEH, A E T 2 —ARY
EREL, Y7 MU TERHEEDDLZ EEBETS, 12, BHEEEOZDOEEIN
21X, DFD, E-R[X, UML 72 & Do, REFEEZEHT 52 L 28RT 5,

FREEG| Tk (RN, EBRIERL, Y7 b7 =7 EHE - 7 A b r— & - ERIEH ~0
B TEENE (RL—HE VT 4), BIEFE), [Fr—HY T ~hI 22, 1Y

T, bk (usability)

@ V7 NI =T OBREHAEE FDA B2 T = — ZADAEED R
VTR = T OMSEERE L F DA L H T = — ADMRER BT B —EOTES) & S I
BT D,

REG| ——2r—2, 2—F—X+—Y—, F U, DFD, E-R [¥, WML, EMAORE
REE—F, $7RTLGH, FT AT MRELRER, TS AT A
B 7 =—AERK, YT UATLAREM, V- RAOER, FIEHRISEME, B
M, ToT

@ EBETINET—HET LD
T o =Y T AT AMOBREN S EBET L E T — XTIV EERRT D B OTE
B L REEFIE, F—XET VOREL & x ORI EPRET 5,

Rl FREETT L, MEET L, ¥EBEET VU, Tol, MiEakst, RERG, (R
i, TEETV T, VAT LREE T —, THER, T—HHE T—X
B, T —F_X—AIT —ZMEFFOEY, 22— —A 27—, FIHEH
CEH, FIRHEOHE K

@ ¥V T o BIFEOHH]
EEOFEHREF 2V T ARV —IZAILTcEF 2 U 7 BEREICEI T 2 iREHRRI L OV F
Rtk 218 e L CRIENAN. 2 S D158 & B FHZ BT 5,

[FREEB] fEmEx=y T 5ok XU T 4 EE, ¥ a )T EEGR, RRMERE,
(ERMEI, BEHRR (R/NROKFH], ZE#H, 227 AYp—E2~DT /&
AHIR, AT A~OWBIZ S 6 S D BERE O RAMER OPIE), 3 EHEE
(TXAZ VT ¢, FEEFEME (M), #ootE (resilience))

® RFHEDEE

T B IR O FHERE D BN K OBEFAERE DR T IV B2 T A M 2, 2 #1535
7= DOFEF EORE O VBN 2 BT 5

FEEGI MERUEME, B OGDARME, RENSME, SRR, BEEME, B
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(M) VI rI27EHORBRULE 21—
WELTZY 7 Ny =T BNV AT DEFIZER L TWDED, EBAENRE, Y7 Y
= 7 B AT D RO, VT by = T B EREOERE, AT AORH KO
BHEBLEFATLE 2— %479 2 & 28R 5,

REEB] WrmoEE TR RO N L— YT ), S, B,
FA MR, V7 Y= VAT AOERAENE, [FL—F VT~ PV
2, R OMBESFOEBREN:, L E2—5MN#, Lea—FR], 7275
AT — A

(8) EBHHPEMHERICAL LI ST

ORYRN
V7 R 2 TIIRER ST AN EHLNI L, BfgT27-0120%, FAE»SO
ET7 VIR ENTHDLZ L, e TV TEROFINE, £z ITE2HEMET 5,

FBEE| vV s, v TV SR

@ 22—l —2R
=R — R, —ODOHEREEENRTDHOOFHEL AT LDV 2EHKT D
T2OICHWA Z &, ZORH%, B, 22— A —RX%hi< FiEZ T 5,

BEE| 7o x—, EE, -2 —2[

@ ETEvIT v T ROITa hEAT

V7 MU = T ERGHTIZEBWT, SN ARG, (AR DmL, FEBATRENEZR & DFE
lizATV, PR ZHSTEDICE Yy I T v 7Tk T e N2 A TEERTHZENHDH I &,
Ty I T v ROT 0 A YT DR R BRT D,

REG| o by A THGHE, T 0 2 A 7, KT a2 A ]
@ DFD

EH T Y AT A OWMNITER LTRIT 55, DD 2EH7 5 2 & 28§
éo

BEB| F—sALT, F—sTa—, TuvR, BREWIL, AMBEER, TR L
ATV Tk, I=ASy s, BRI, MELOIE 7277167 4

® ERK
EBTHOIERERSIL L, EIRK (=T 47 4) EEKRMOBEE (Vr—rariy
7)) ERBTIHIHEAEI, ERXEFEHT L Z L 2T 5,

| =k, BlE, F—x fubiEat
©® UML

F 7Y MERRG OB SN EZRRIEE LT WML 355 Z &, ML THWA X
OFEFE, R, UL ZHW T AT AR E FHL T 5 k2 BfE 5,

FREEB] 7 72K, BfE B n—A%, Ry —UR, TITF T4, =AY
—2Z[, AF—hvL U, v AE, 23 a=s—v g/, ANy R
B—H, Nv s hFvr, arvihr—ATu—, HFLEHOREINE, =—
Yx v MER, BT, JL—LTU—7

@ 2P p— -
VT Y= T BT I LTa— ek k) — 5 T & I 5.
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AER| —vvs, a—F—2b—V—, RAr—=U—KAgr b, TOFI RNy

® oo FiE
F O, EBESHTRPELERICHN SN D FIELHFT 5,

REH| wiER (FvYarT—7N), Sysi, REEBK, REEBHHE
2. E/E

(B4#F]
> VAT LR/ XITY T by =T REOEZT, FIE, Fik, BEFHZERS

L, @HT %,

(1) PRTLBEOERY
VAT ABGENTE, VAT ARG MAEHSCEE (BER) OfER, VAT ARGHORE
fili, >A7LFFOIkF L Ea—2FEET D L AIET D,

(@) YRT LA

O AT LEFOEM

VAT LFEEITCIE, VAT AEMEAN—~Ry T, V7 huT, FEEED ST,
FNOEEBRTHEDICHERVAT AOBRGMEZRETH &, VAT AERAAEN
FHHTEXDL), VAT REERER UBIRORRIITEED, R 2E M OYRSTFN T
XD E, VAT AEFRGTHBRCEE T REAEHRET D,

BER| ~— R =TS E, Y7 by = TR E, B R, FEE, MR,
IR T

@ N"—=Fy=7 - Y7bu=7 =X FEEOBEIENE
N—=FU=7, Y7 bru=T, ¥—ER, FEEOHWENTIZ, EBDR, (EXAM,
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(6) V7 hoxT7e&et
O V7 =T RE
V7 MU= TEETCIE, YT MU = T EFEREL LIS, HRUMOEANLY 7 MY 2
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(12) &L B/AA
Y7 by =T Ok & R OLEME, Fan O &R, MG OREFE, V7
N =T Ry = VORI MIEEZ BT 5,

aUHE—RU R 2T, RUA MR I A, TRy s AR, 15 AT4
TV, FHEAL =, LHY—F v | OIS (Comercial OFf-The|

13) F—FTOFv\E2—>
T =T T F e RE— NI T NI 2 THEED R — L Th DB L EORMERSE 2 T,
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(5) BANZR

O VAT LR/ IV 7 b= TOZ AN L E2—ET AR

VAT LR/ TV 7 by =T OfEE L, BISEICIIZANL 2 =T A M e
TETDHL, ZARLE2—F 2 FOHEM, YOXOICERTLONEEET S, £
7=, BEEE, E oz ANZEEZ T, KRV Ea—, VATLARY/ XY 7 by
=7 DZYBEMERT A FOFREEZBE LT, T ANDOHER, T ANLEa—, 7 A NET
W, fERESCE(LT S L AT S,

| T ANTFIE, TASIENE, ZANT A b, BN, R LYE
@ VATLAERN/ XTIV T N T =T OMALEZ AN

VAT AR T Y 7 =T OEE, BEFEIE, BYTORENEEBICV AT
AR/ NIV 7 F 2T REELTWAZ & EZFHAL %?EL“(%NAL, ZIFANSHZ L

A EiET 5,

RG] = AN, FIERGEOAE, WH MBS WHmO bL—3 )7
+£)

OF- s}

VAT LRSS T b U =T OfFEE L, BUSEITH LT, 91 Ok R 72 ]
DO DHEFR, ZEeRMIT 2528, BUSE MG HE OSHR 2520 TERHI O E, 2
BAlROFHE, Eiiz1T> 2 L2 MR 5, £, HFIMOBE, WA, HEE, A,
il R DRI ST 14 2 BE S5,

HEAE I, BEINE O, BEFIMRSE], HE S RO L, BE
Il A7 L (e-Learning, Web Based Training)l, J—27 /XKUY wo @ﬁjﬁ:@ﬂ
RO 4 B 7Y

@ FIAFERCERE FIRE~==271)

VAT AR/ XX T N =7 OBSEEOER, a2 a—XEE, AT A#ERR
FOFNEZFAZ A CER FIRE~=2T7 ) L LTXENT AL, FHE S CEH
FIHE~=27 V) TV AT LARFEILY 7 b7 = 7RIS SR A ER L, BI%
OHEITIZHE > THEEHT D Z & 2PRT 5,

FEESI SEASRE, M= RN E OB (V4 PR, FHE (Fa— b
WTN), Ao~V T), FATER, SV SCEE, AT SFIFSCE,
Y7 Ny =T RIASCE, CEEOT A

(6) ZuMEHRETR

O 4R T A b OEfE
EFHLIBREICB W TR UMEMRT A NOFIELZEf+T 5 2 L 2PET 5,

FREEHI 4R SN S B (FRFEE), BEET LERY, Z4M%/#RT A o HIY,
RENIEYE (WS AR, WH T2 4R T 2 FofE, HnEET5HA
X=T VT VAT A (Misk - Bl - Has), SELAMMRET A N EFE/T 57
D D ERIE S

<D£é$%&?XF®%%®%@

FMPEFRIRT A M Lo THBISNTZA VT NROEE L, F0 OffkR%
BT AL, RO YMHER SNV AT AEEO NL—Y B F o 2T 52 0 %
MRS 5,
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FEG| REAORAFRRE, RIEAR, KEE, WEEE, FAREIIORE, M
OB ATREME FHO S L—YE Y T 1)

@ ZYMREGRT A b OFETHIE
ZUMEMERR T A B THW D FEXIBIE L PRS2,

BEE| ERET AL, V7 Ry =T ORITRIN (N—FF A L, ERRET A N, FIF

]\5
FT AN, ZANT AN, Hr, FEEME - R, BEICEA5EEE, v Ia b
—va

6. fR5F - BEE

(B4F]

> WREEOBEZT, 44 TROTGE, FIE, BERHEREERL, AT 5,
> BEEOEZT, FIE, BEFHEZERL, AT D,

(1) RFDAERY

ST BHJR Y — B A LoUL 7 E OIRSTF A2 52T D0 FER, 15T &2 #1244 2 [0 ZHLES
EHAEF LT, RTFEEZRETH 22T 5, £, RFCIIREDORA, thiE,
BERENLIE TR 2p D% & LT, BEES AT AR/ TR Y 7 b = 7 DRtk 5
FFLODBIERLERZ1TH 2 L 2 BRI 5,

BB (RerFE, fRAEORE, RITEOEBARES, BT AN, BRTAN (VL y
avTFAN), V772800, V=22 v=T )y

(2) BEDRRY

BEFECIE, AR OMRSFOMMIC L - CHEMPOXEEK Z DD, T EBEZITDH VA
TLAELLIIY 7 b =T HREOREEICL, v, BEIEL TCHLEMICKEO RV REEIZ L
T, EEIREEICLEZD, RLTZY, WOBRWE=D 352 L2 BT 5,

BB MfkOTEH O (integrity)
) RFDE A TRURRE

PREFE ED XL DICEMT D0, RTFOX A T ROIEHE, FOBRORBESFIHE, ENE,
EOBE N E BT 5,

FEEBI| (RSP, RAFEMOER, N— RU o TRSE, BEAR, RIERSTE, QLR
TRHIRSE, TSRS, 52 UIRSE, A4 MRESE, mIRERSE, T4 7% A 7L
DA

4) RFOFIRE
@© 577" 1t A BAR O i
RSP EB B DIZ O DU 21T 9 = & 2 BfFT %,

RREEBI PR T e A0 b ORSFICHE R R OBIEE, FEROTEOMER, MES
FLFROWST, EEEEOEHE, 50700 EER

@ R L OMEE D537

RSP DL AT AR/ XL Y 7 b0 = 7 O RESCUE 2R A gk 3~ 5 e 4 Bfg 4
60

FBEEG] FIEmE OB EMEO SN, FEOFSUIMEE, EIEEEORREO NS

@ EEDFEN
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EIER S NR £~ 7248, BIEA ST iR 2 B 5,

FEH] BEET 2 AT AR/ LY 7 by = 7R SCEOWRE, SR, Mk
B, MBEORIE

@ TRSTF L E 2= RO/ Iz AN
BEISNIZVATARR/ XXV 7 NU =7 OBEMZRESCE T OERBEIT O 2 & % Mg
T 5,

BAER| BESNEIATARD/ XUEY 7 Y =T 058N (integrity)

® IR O FE

MO FFL LD T= 8, RG22 FEET 52 12X > T, WBARKOHH,
MR FESORAEDFREMZ BRI L, VAT LR/ LY 7 by =T DRESL~=2T )b
R EOUWETEATO 2 EEHMRT 5,

VAT MEREVED 72 OFRFTEE (FTA, FMEA, STAVP/STPAlEA), W71 O iR

"REME (WHFMO RL—HE YT 1)

® BT
VAT LBITRO/ TV T N 2 TBAITOFNE, VAT LR XIEY T T =T D
FERVEDHERE, EH~DORER EBATOBROYEFHELBMHT 5,

BATRHE O SCEAL EREE, PAMRA R ~OBATRHME 22 £ O, HINREOWAT
& IRREEOIE L, BREEB~OBITO®A, BATHROWEE, BT,
IHEREEREE T — & OURFF & 2 MR

(5) BEXE
VAT LAROSANEY T DT =T OBARLEF R E N, REER STV AT AR
S LY T WU = T OBEFEO FIEEEfRT D,
6| Feitmio R, FesEitm/e L ORIAFE ~OmE, BHIHBREO W TER LRI
OHBE N, BIURERE~OBEFEOME, FEIEEET — ¥ O &7 7 & A HE
P DR
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KoE4: ARBEH F2E13: VI MY 7REETERMN BEHFLAILI)

1. BRIO0+X - F&%

[BE]

> VI7 My THBE e RCET I FEDE XS, FHREESEL, IHT 5,

> TUXANDOE, 7o ANYT7 MU TBRRFIEOEZT, FEEESL, Ik
A7 %,

(1) VI +oz7HEFE

O V7 ry=TRRETIL
V7 "o =T RBOYMRLWE R EODICHNONDE Y T F U = TEETILDE
Z2H5, VEMABEL, V7 NY TR ETVOESAE RS S,

FREEH| T4+ —HX—TF—VETI, Ta XA TETI, TV %A/, DevOps,

MLOps, |V 7 ho=T77uXr b4, EREAET I (Incremental Model),
HREAE T L (Evolutionary Model)

@ 7VxAN
UGS Y 7 N U = TR ZAT O BERBBEFIETH LT Vv A NV ORFE A B
ﬁ?j‘éo

(a) 7% A /VOREE
TOYANOMEL LT, TVYANY T Ny =T RBEFIEOREE R &2 HiET 5,

BEB| 7O ANV TN THRES, TOYANALY 7 b7 O 120K, XP (T
JARN) =T TTIT), AT TN, V=V T My TR, [—H—

FEREERBIBR % (FDD), |7 & MERBIBE%E (TDD), ~VF, Mo bF v a7 vk,

=P b=V —, [INEST, |7 T =2 T R—h—, A LRI A, N—r
B Fe—h, Ravrg, [ET7T0sII00, Vs s B2, S0 H
zZ0 (LhaxrXr5 7)), KPT (Keep, Problem, Try), F#ERIA > T 7 L —
a v (C1), M7 U NU — (CD), =¥ —TF T4 X7 Vv A L (SAFe,
‘LCSS (Large—Scale Scrum), Scrum of Scrums), DA (Disciplined Agile) ‘

(b) XP (27 ANV =270 lTI7) O
XP (27 ANV —LT7 0TI 0) ORFFEEBRRT S,

EOOffifE (2 a=b—ay, Yo T, 74— FAyr, BR, 4E),
RFEOTZ 7T 4 A, BHOTT 7T 4 A (7 A NEEBEF (TDD), X7 7 m s
FIvT, V7o x Yy, Y—2a— ROWFEFE, A o7 71—y
a ¥ (CI), YAGND), BHED TS FZ 7T 4 A, BEDT T 7T 4 A, AT L—
SV

(c) A7 T LDFHK
A7 T DOFHE BT D,

RER| =77 rF—n (Fugy bd—F—, BRE=LE 2/ Tnwzx—), 2
TV, APV NT T =0T, TAV—RT T A, ATV R Ea—,
ATV RN AR T 4T, TaX s v Ny ruay, ATV RNy ras,
ARV
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(3 DevOps
B F— 2 LHERF— LN L, O FEIC Y 7 h Y = TBIFEETT S DevOps O
VA B D,

&I CAMS 7L —AU—2 (Culture (3ZK), Automation (FIEH{L), Lean (U—>), |
Measurement (H|ZE), Sharing (#:4)), SRE (Site Reliability Engineering :
A Mg =T V) ), A T 7 L—2 3y (CL), fkReT U
N — (CD), M7 7 aA, 7 A NEREIPHSE (TDD), AR V=7 U
7', Four Keys (F7vA OHE, BEDY —RFX A L, BHEEER FLHEHE
] (MTTR)), A7 H— eV 7 ¢ (AIBLIME), OpenTelemetry, DevSecOps

@ v—=—F/ "/ —=a—FH
MR 2—F v 7 ORI R 2 Th Y 7 Ny =T ORENR L b n—2
=/ —a— FBRORM, FlE, BEFEZEMT S,

Y7 b= T A

V7 N =T ORFEAEENECHRE R OO, M ECHEAANKETH Y, Hdh
fbzeed BRI, HamTmAH S D & D B ICAL » TREFC/ERIZ TR Y ML T e L FE A
bHZL, VT MU =T Ry =V rIET L2 EICL o T, BARAENCAEN B3]
BRICRD Z R EXMRT 5, £7, V7 My =T EMOMEE, Fr¥, WSRO RA o
N EEMRT 5,

(a) HB&H DT & R
Y7 b U =T e O & R A PR D,

REEH] B, A7 V= Ml (FTATATTY), F— s, Tt A,
WERE G EHUABE, 7T v VAR 7 AL, AU A MRy 7 A, T R
Uy ZE, XTI AN v L, 7R — X RV AT A, AT
AT LER AL

(b) WREhREFDAE
EROFMMAA RIS U, REHEED B, AAZHMHT 5,

BER| Vo —NOMSIE, WRZYA R, FATFY, LB

afe] vs—rxr =7V

BAFD Y 7 b T =T Zffhr LT, AROHES R EOBREHGD U AN— AT V=T
Vo I WRbHE, V=R =T o FTOFRERICESNT, TO Y7 T =7 O
FIBEOBARL Y7 by =7 2B%, BT 5 &, TORE ORI % 25T 5 ThE
MERD D&, FRATFHEENICE T, IN—R= V=T ) v 722 E LTV D 5E
bHDOT LR ERHET S,

BEs| A, a—Lr 5o

vy var v

~ v aT v AL, BEROBMITIZE D APT ZHAELEH LT, HILn—bE 2%
ERTAHFETHDLIZ L EAHET S, 77, ~v a7 v 70OEZT, HFEME, SWEHRT
DOFHE, BEFHAZHEMT S,

BeEp| LvrTr—ar~viaTy S, FHvviaTy s, aVy vy
T T

R B AT TV r—var VT h =T H%
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ENANT TSV r—2a Y7 vy 2T BOFIE, BEFHEHABERET D,

BEB| TN Web TV r—a YT I =T, FATATT TV r—sar
Tho=2T, NAT YV RT7TFVr— a7 =T, (Progressive|
‘Web Apps : 7l Lo T o277 7)), ‘User*Agent N—3 v g VHER,
SRR (T4 AT LA YA KED) OEFE~ORNE, 77V r—var 7
b7 = TEWER OB SNE « EEREOXS, TV r—v a7 U= T 5RE,
TV r—a Y7 Ny T A

(2) WELEFZE

KLY AT BROEMERFRN Ik L Clb R B 2k L, £72, a7 7 A0%

SERGITTHOITHELFENHOND Z L, WELTFEDE AT, i, FIE, %
R, HEFHZHMHET D,

FEEHI BEEtsdb, BMEGERE, #EbF v — , REEREX, HIPO (Hierarchy
plus Input Process Output), DFD, Y 7 b v = 7

(3) BAFE

B F1E (Formal Method) 1%, JBRATARGE R SFELEH L C— it » T I e

L, Y7 U7 OREERBDIIODFETHDLHZ L, ETNVOREEZTLRTHZ LICHE
HMEBWTWALZ L, ZOMHIERBREFETH S VDM-SL (Vienna Development Method -
Specification Language), VDM++D* z J5, R4 Pifig9 5,

BEs| =7 hE,

| 57, SPIN

4) FARFTOtR

O VY7 =T IAT7HA I NVTrERA
SLCP (Software Life Cycle Process : Y7 " o =7 IA4 7% A4 77 avR) ORRE
PIRG A BRET 5,

FREEMI JIS X 0160, JIS X 0170, Fr& R, 7/ F 4T 4, BRAY| GiET oA, |

M7 2 A x—=T V7T akvR, T/ = ﬁwvz/f/h7ntx,

Fr=hnr7uk X, FotREE (Tailoring), %2MA, BEES, SLCP-
JCF (5@ ~7 L—4)

@ 7uARRRE

BARS L IRSFO T v A R FHl, ST HI0 N oT, YATAWKES Y 7 b= TR
%méﬁﬁ%‘7nkxﬁﬁf@m/%$¢~W1%PWT%# *b'ﬁ%ﬁ7t@d
NEAE T L N |7 v & = et D ﬂ%%j&ﬁ@¥&#f an
@%%#LT@M®Lm%rLt £k HEROME I;mmﬁwvxwmé?
DI OB IT R P D,

IREEHI IS X 33001, JIS X 33020, MfEOEWET 0t R, T ok AYE, Rikihs o

A, [EESNE TR R, FEINETaER, LS aE R, FRlE
RERTav R, FHLTWSL et R, M

2. MPAMESREE
[B4ZE)
> 77k?m?%%l&f%%k&éﬁ%%@%®ﬁ%,%ﬁ®ﬁ%,%2%%@%
, T 5,
> /7b?17%%1&1%@Ltﬂ%%#%@%é@t@@%ﬁ%% L, JoHT
50
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(1) EHEEEE
PRS2 Y7 MU =7 OEEEORBOBEA TG EBML, 707 T haMET L5608
HHHZ BT 5,

Fu s T AOERY, BEEE

(2) FerEE

Y7 b =T RETERTEELLEAZRET DIZOOFIEZHES S, V7 by =T B
FERHME D b DR FF 2R T 2 B E U GE1E, EHF#EE2Z T O0NERSH DL 2 L%
BT 5,

FREEGI e, SN, OE I Hie

3) 1t REH

Y7 by =T RBEIC, BESHEREZTTALRNY 7 My =T 2R 2 LERAE U
BIETA B AT HUERDL L, BELIET A 2 RTHOW T A SR A
BRTA v A THESNTEABTEBARWE BT 20 ERHD L 2RSS,

FAELH—, T —

4) EHRofREE
VT YT T Y I EORMBIMIEZ BANRICRE T D FEORE, AR, BEFE
He PR %,

FER| =v—H—F, DRI, 7275 1~—3 3>, CPRM, AACS

3. FARRIEERE

(B4F]
> BARBREEOHW), Bx7, FE%, FEEERFL, WHT 5,

(1) BARRIEEE
RO DI21L, BARAN— R =T, Y7 =T, Xy hU—2, ¥ Ia2L
— X =7 EORIE Y — VB BRI A DY CHERT S Z L 2T D,

FREG| S H, Y7 b =7 IR, SO (Source Code Management : Y — A =
[— REE), 27—V VEE

(2) EEANR

@ BAZEBRBER@IR L E B
BE IR D T2ITIE, ar B2 — 2GR, B3R Y —/ 7 Eib) 2 PSRBT O UE
HALETHDZ &, FEROBERIZEIIEE, EFEIT 52 L2085,

R ik

@ FEtT— 2B

WAL DA e T — 2 DR —T g VIERL, Ty s NCORGER, BB
E, BEtT— X 2EET L LR T D, o, BERESCEAERNSEENTNDT
— 2%, #HERWOMO B THA L0, RE R Lol S AN RN 8 & iE

T B - & A BT D,
RG] FHEEGE, 7w AREE, B3 AR R
@ V— I EH
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ZEDONDPRBIZEDL5E, ABICHHT Y =10 —D g URRERLZLITE-
T, B LY 7 b =7 ORBMEORENEC2BZNNH D Z L a8 i+ 5, F7-,
V— LICEBRT AR X2 T 4 R — A DOFAERE, V— L ORIRIC & > TR %4
DY T Ny =T OEFEEICEEEZ MFTEENRH DT, EHTLIY —0oNN—T g
DI—T2 &Y — VBT D Z L BT 5,

FEG] Mk E, N—Ya R

@ TA o AEH

T4 AKEISER LZAIZARERNICY 720, AEFITEETA & L TERL
SIOXMBELERD LB T S, £2, TA BV AONEREZHMEL, EHHIZA A b—
NEERETA o A REMRT 572 E, WIEICHEH L TWANE I »EHERTH 2
L EHRT D,

RIEae—, N—va UEHE, i

4. HEEEE-ZEEHE

(B4F]
> WEREHLELZFERORR, B27, FIEEZEEL, WHT 5,

(1) BEEE

HREBCIE, Y7 N =7 2N ED X D A B OMAEDOE TR STV D)
WV RERGRAE R EMESL L, E ORERGEIEROERDO FIEZH G L B CEEZLT
)z EEHES S,

V7 N = TRERER, Y7 MU = TR E, SLCP (Software Life Cycle
Process: Y7 bW =T A4 7HA /LT rtR), HAEHE, <—2F 1] ]
SBOM (Software Bill of Materials) |

(2) TEEE

@ HEECRILDFEE

HHEZ 725 TND Y 7 b U = THERGL BIZOWT, RISCEEZ BB L SCE T2 2 &,
TuYxl MIBTLEREE, EHON—T gy, BITRIUR EOYBICEICTEET D
NEZBRT 5,

@ Y7 bv TR B OsEeMERE
V7 bU = TRERG B OFSRER) 2R se et L ERR e e e AT E, RAET A2 ETh D
L, RO OV 2RSS,

R e, Eert
@ U U — R O
V7 R = TR H OSSR S LT, VT b = 7SR STE OB LK

OH7R EOFREZEITOZE, VI 2T Da— R RRLEEZIY I NI =T OHEMDH5H
MRS 5 2 & 2R 5,

N—=Ta SER, RE I
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IROAVMR

RKOPEE: U —ERTRU AV E BHPHFI5: Y—ERIRTA M HEBTLARILLI)

1. Y—ERIRDAVF

[BE]

> Y—bER=XTALNOEW, BExFHFEEEL, @HIT 5,

> P —VE AR AL NV AT LAOMEN, Ehn, HERR ORISR ED S 2 5 2 ES
L, #WHT 2%,

(1) Y—ERIRDAVFOBENEERA

P—ERwRX DA M, EZEMETS20, - ROFENE, &Eh, BT, #2it
M OYEED -0 O OTEE S VG4, R L, 4L, —EORANTT R TH
DT L BRI D,

REH| %, PoERarR—RU b, P ARE, PEAYEIAC L, B
—ERATA YA I NORME GHENZZE, B&r, BT, @t o8

(2) H—EBRIRC AV N ORTFLOWEIL, =i #EFERUBGEHHE
P—BE AT R AL N AT LB L, Fha L, HEEFL, MEANZEET 5 72D O
WX T ABREFEIHEICOWT, JISTHELTWASZ & 2HET 5,

FER| V—tAYHTRAL N RAT LA, B ROERFIE, FE, — b ARME,
JIS Q 20000 DHFIA&EE (1SO/IEC 20000 >V —X)

) ITIL

P —ERASTRXAL NDTL—LT—7 T, BUfE, 77727 NAZ X —RELTHRT
EHESN TS ITIL (Information Technology Infrastructure Library) O HMI, &z )7
LT 5,

(4) SLA

P —E R L ~YLEEZE (SLA : Service Level Agreement) X, V—ERARNZEDOEEIN
TN T =< U ABRELE, MEBERELOBORENETHAZ LAHMET S, £/,
RFEW R —E A VL~V HEEZ BT D,

SLA, BLO, SLI, Wr—e R mr bk, fSHbE, ¥—© ARER, IRaHR, —E 2

BROP—E RS RIA L N AT LDINT —~ A
2. Y—ERIRDAV P RATLOHERVER

(B4F]
> YP—ERYRXVAL VAT AOFHE R OEHOZERFHEZERL, BHT D,

(1) Y—ERIR DAY PR TLOHEEXE
P—EAY RV AL bV AT LAOFHEZAERK, Sk OHERFT 5 2 & ZBRT 5, KT,
P—EAZRY AL PV AT ARUY — EAOER &2 R 512 DI LB M2 IRE L,
MEFFS D 2 & BT D,
FAZEHI PDCA, JIS Q 9001, v YAV hV AT A, &K, HE, Rk, 23a=r—v
2y, CEL L7, Ak

-46.

Copyright(c) Information-technology Promotion Agency, Japan. All rights reserved 2023



(2) Y—ERDFE
Y —EADQERFHZIE L, MAARLERLZFZEL T, LHEILRLEUH Y —E AKX
[TV — B AL HEORROERMENATT 21T 5,

FEH] V— b AOEREE, BFER, y—EAR— b7+ VA, PR [ TT
A, =t AOMRRE GHEid, BT, BET, FElkad)

Q) Y—ERDA2OJEERE

BEICHRMET 20— ROV TOXEN L ERE LT, P—EROEX LR ER O
Y= AMOKRFREREZRATAEREED T, =2 &2 a7 2ERL, #HEETs2L
PR S, £, HE, FHAEROCZOMOFERBEICH LT, P—E2A DX 07D
By~ 7 7 v A E T 5 Z L 2RSS,

P—EAH LT

(4) BEEH
P—ERATRX AL b VAT AOFHEIZEBIT HERFEKLORE ZHMI-T 720, —E2R
ZiRET 27 OIS N TV D ERELMEIRICERT 5 2 L 28 T 5,
BHREEH (IT7®y b~ A~ (ITAM : IT asset management)), Y 7 b7
=T THy bR P AL (SM), FAELAwHP AL B, JIS X 0164 > ) —

(5) HRLEE

Hepkhn B 250!, Foék, §E, BEIROWGEL, Y — v X CEE T D MEE A BT S
LR D, £, EOLNIHEMT, MREROEREZREET 22 8, BHEIST
T, MREREMOY —E A~ VA MEBTRHMWREE 5 2 L 2 BiE 2,

[FREEGI MR, MRS (CD, MEARIEE, SCERShMRIER (B T
— K =2 (OMDB)), K (N—a ), M — AT AL, R, MR
#

(6) BRBEIRER

BERERAEIRL, BEmEZHERL, BMELOMOFNERGRE LOMDaIa=r—
3 DIODORRDEHELT HZ 2T 5, £, P—ERAD/NT p—~< U AHE KL
P—EADKED L E 2 —Z1T\, P —E AR EORE, h— bRk 55 E 0B %
179 2 L 284 5,

FIEEGI FEBIREE, BUABIR, WAL, VR,

(7) Y—ERULRILEHE

F—ERA VLNV EER, AR, R OEHET L0, BR R 5 — Xz
TSLA ZAETHI LRI S, £77, HO0LCOPROONT-MET, Y—EAL~ULH
FEIZHD LT 7 4 — v VAR O EEO M2 b 2R L, v Ea—L, #iET5,

FER| A LNLEE, PR LALERE, A LU, T e
A

(8) ftigHEHE

SEREREE OFEL L LT, SMBftiaE & OBER, RO E DT 4 —~ 2 2%
B 2 L2 T o, M KOS & L TITEN T 2% OF#E L LT, ¥—t
2L~V AR OBRER O 2 7 == AZERT DODOEELELFLL, AETD
L, RORT =~ U AT H 2 L 28 R+ 2,
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PSR (iR, AR, WEBHGE, HeE L LTITEIT MR, BN, T
KNy — > 7 OFA, SaaS, PaaS, laaS72 XD F 7 R¥—t 2DOF|H

(9) Y—EXDFREEBERUESHER
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