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4 | ERIEHS AT AOREER | ERERS AT AOREEIICHET 5 1A FT741 > 41N
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o [ BN R A
> E—REEIOT T EBEI TR BT AT VN
722U, TLS 1B Tk, BUROF] HERE A A, BE 1L I 72 RFC2246 %381
> TONDUVZBEE T DA R
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(1) 77—tz (BED: HEFREERE)
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1 | BET7LI) XLEZTZH L TCHEHE - T4 RIA4 0 DLFR O —

2 | HAETHESE - BIBLTCWVWAIE ST LY X4 @) —
BIE S 2T ARG T A TY X NEELEELTWD Z L 2 IRCE

3 | BENDIER, £7-. FOEHRE AFAIRERATHRSM: O —

GEMZR . £ 8)

4 | JRRETCHESE - BB L QWD EBEUEIRR . EERM 2 R % O —
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6 | s - ©

242 AMEERAE
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WA ZEML -, B RO EBERE g 2L 1712, FEERRRESEEE 1812, B Ak 2
# 19157,

(1) 2ARERAENSE (A D EREERRE)

# 17T AREHRHAE AE D : ERMEERRE)

No, 3l B M (N—2a )

1 ISO/IEC9796 Digital signature schemes giving message recovery 2:2010. 3:2006

2 ISO/IEC9797 Message Authentication Codes (MACs) 1:2011, 2:2011, 3:2011

3 ISO/IEC10116 | Modes of operation for an n-bit block cipher
2006, Cor 1:2008

4 | ISO/IEC10118 | Hash-functions 1:2000, 2:2010, 2:Cor 1:2011, 3:2004,
3:Amd 1:2006, 3:Cor 1:2011, 4:1998

5 ISO/IEC14888 | Digital signatures with appendix 1:2008, 2:2008, 3:2006, 3:Amd
1:2010, 3:Cor 1:2007, 3:Cor 2:2009,
3:Amd 2:2012
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No, Al £ FR M (N—2avF)
6 ISO/IEC18033 | Encryption algorithms
1:2005, 1:Amd 1:2011, 2:2006,
3:2010, 4:2011
7 ISO/IEC19772 | Authenticated encryption 2009
8 ISO/IEC29192 | Lightweight cryptography 1:2012, 2:2012, 3, 4
9 ISO/IEC7816 Identification cards — Integrated circuit cards — 1:2011, 2:2007, 3:2006, DIS 4:2005,
4:Amd 1:2008, 5:2004, 6:2004, 6:Cor
1:2006, 7:1999, 8:2004, 9:2004,
10:1999, 11:2004, 12:2005, 13:2007,
13:CD Cor 1, 15:2004, 15:Amd
1:2007, 15:Cor 1:2004, 15:Amd
2:2008
10 | ITU-TY.2704 Security mechanisms and procedures for NGN
01/2010
11 | ITU-TH.233/ Confidentiality system for audiovisual services, 11/2002
ITU-TH.234 Encryption key management and authentication system for 11/2002’
audiovisual services
12 | ICAODo0c9303 | Machine Readable Travel Documents Part 1Machine Readable Passports

Volume 1Sixth Edition - 2006,

Part 1Machine Readable Passports
Volume 2Sixth Edition - 2006,

Part 2 Machine Readable VisasThird
Edition - 2005,

Part 3 Machine Readable Official
Travel Documents Volume 1Third
Edition - 2008,

Part 3 Machine Readable Official
Travel Documents Volume 2Third
Edition - 2008

(2) ABIEER

#FENZR (AE D ERNERREE)

£ 18 ABIEHRFALE GAED : EBRMRMAKSE)

No,

gk

AHAR SR — B

AR

ﬂ%\

IETF TLS

RFC2246, RFC2712, RFC4162, RFC4492, RFC4785, RFC5246, RFC5288,
RFC5289, RFC5469, RFC5487, RFC5489, RFC5932, RFC4680, RFC4681,
RFC5746, RFC5878, RFC6066, RFC6176, RFC6460, RFC6367
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IETF IPsec

RFC2403, RFC2405, RFC2410, RFC2451, RFC2857, RFC3526, RFC3566,
RFC3602, RFC3686, RFC3948, RFC4106, RFC4196, RFC4301, RFC4302,
RFC4303, RFC4307, RFC4308, RFC4309, RFC4312, RFC4478, RFC4494,
RFC4543, RFC4615, RFC4621, RFC4806, RFC4809, RFC4835, RFC4868,
RFC5282, RFC5529, RFC5996, RFC5998, RFC6040, RFC6379

34

IETF S/IMIME
CMS

RFC3560

RFC2311, RFC2312, RFC3565, RFC3657, RFC3853, RFC4056, RFC5083,
RFC5652, RFC5750, RFC5751, RFC5752, RFC5753, RFC5754, RFC5990,
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IETF PGP

RFC3156, RFC4880, RFC5581

IEEE802.11i

Enhancements

IEEE 802.11i-2004: Amendment 6: Medium Access Control (MAC) Security 1

RSA PKCS#11

Laboratories

PKCS #11 Mechanisms v2.30: Cryptoki — Draft 7 29 July 2009 RSA 1

EMV

Requirements November 2011 Vsersion 4.3

EMV 4.3 Book 1 - Application Independent ICC to Terminal Interface

EMV 4.3 Book 2 -Security and Key Management Version 4.3 November 2011

3GPP

TS 33.105 3G Security; Cryptographic algorithm requirements Vers10.0.0.

Algorithms;Document 2:

TS 35.202 3G Security; Specification of the 3GPP Confidentiality and Integrity

3GPP2
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TSG-S S.S0053-0 v2.0 Common Cryptographic Algorithms 2009/05
TSG-S S.S0054-0 v1.0 Interface Specification for Common Cryptographic




No, AR AR SR — Lk
Algorithms 2002/01
TSG-S S.S0055-A v4.0 Enhanced Cryptographic Algorithms 2008/01

10 | OMA DRM Specification V2.0 Candidate Version 2.0 — 10 December 2004 1

11 | IETF DNSSec RFC3110, RFC4033, RFC4034, RFC4035, RFC4431, RFC4470, RFC45009, 10
RFC5074, RFC5702, RFC6014

12 | IETF Kerberos RFC3962, RFC4120, RFC4537, RFC5021, RFC5896, RFC6111, RFC6112, 9
RFC6113, RFC6649

13 | IEEE1619 IEEE Std 1619-2007 IEEE Standard for Cryptographic Protection of Data on 1
Block-Oriented Storage Devices

14 | Trusted Trusted Computing Group TPM Main Specification Version 1.2 Revision 116 3

Computing Group | -Part 1 Design Principles, -Part 1 Design Principles, -Part 2 TPM Structures,

-Part 3 Commands

15 | = ofh RFC6272, RFC4055 2

(3) ARt

HAENZE (A& D FEFBRRBEE)

® 19RENS GRE D : REHAERKSE)

No 4 Bl
1 | ZigBee ZigBee FaRfbAfE
SIG-Japan (ZigBee Specification Document 053474r17 January 17, 2008)
http://www.zbsigj.org/download/085224r00ZB_MG-ZigBee-Specification-053474r17_Japanese_08
120.pdf
2 | Bluetooth SIG, | Bluetooth {4k
Inc (BLUETOOTH SPECIFICATION Version 4.0 [Vol 0])
http://www.bluetooth.org/Technical/Specifications/adopted.htm
3 | Wi-Fi Alliance WiFi {TEE
(Wi-Fi Simple Configuration Technical Specification Version 2.0.2)
https://www.wi-fi.org/knowledge-center/published-specifications
4 [IPTVZx—7 | FVHLTLE Fy hU—7(FVXNT L EFERILHFES IPTV Forum Japan)
N IPTVFJ STD-0001~0009
https://www.iptvforum.jp/standard/about.html
5 | Digital Cinema | FU XL 3~ A7 MMEEE & 1K 2005457 A 20 H
Initiatives, LLC | Digital Cinema System Specification Version 1.2 March 07, 2008
http://www.dcimovies.com/specification/
6 | AACS AACS fLEE
(Advanced 1) Elements Book
Access Content | 2)Blu-ray Disc
System) 3)HD DVD and DVD)
http://www.aacsla.com/specifications/
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# 20 ##E EHiE
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1 A2 AR 2012 £ 7 H~9 H

2 | WAL AT e

3 FAERR B IEE XN A —T =270V = 7N (CRYPTREC I 5 EHZEEAZEAIZI>THREX
NiA—Tvv—27ay s e ED) GEISR:E 21)

4 EEREWARES © BHREN-Y3aVDY—AI—RICBWTHBEN RS 7NV TV A L% HE
REHER 2 S r = DI & ENROBINEY 2 — USRS

5 S WRES © BN RA =T VY= ATTOY 2 NMIB W TR FE AN DA S RS TV T A LR S
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Linux %7 Debian I, M IR EINTWIIHETE 1 LHEH(GE 21 0F M)
Thunderbird, Firefox, & U NSS i, TNWEDIHDOEBUIHIEINTHBHETE 1 LHEGH (R
21 DFE M)
Qmail %0 OpenSSL &, M HIZFHEINTWRIGEAETE 1 LEEH(E 21 OFR M)
JESEENODIERMNH>TH, RAE CTHEE VR TSI -20DIE Y FH) — AD—RIZDOWN
THRNETD
HEEFHZRIZ720 MA—T V=270V 27 MEBDY — AT— R AR EN TG
& EFY—AT—RIIOVTER G T3
> Bz Android Tid. BL R DA (flibcorefluni/sre/main/) TIXZARW, external 16 D74
WA Camellia 23F1ET %A%, Android (2D Tk Camellia 2S5 I N TV B L IEFRDZ
W,
[fexternal/lbouncycastle/, /externallipsec-tools/, /external/openssl/crypto/evp/ |
BRME Iz a->T0d Y —2a—Rigxd gt e 35
TUT AT A RdEE, ISO/NEC9798 SEDHIRAVENZD, SR HET D
F—=T V=270 Y 7 k% 0SS #4 1. Linux, Debian, FreeBSD, Android, NSS,
OpenSSL, GnuPG, Mcrypt % 0SS B 5EY 2—)V | LU TEE!

(1) LAEEBAENE BEE: 4F—F>V—XFaV1TH k)

I =T V=270V 7 NGB G, EREIC R S A —T VY — 270 Y 27 N (CRYPTREC
G EHEEARE RS TIREINA—T V)= AT 0V 27 e 50 L U, B R TR L EN
—VavEREL AR FEEL, £ 21 ISHENROA—T Y =270V 2 I RON=V av&mT,

£ 21 AHERAEZ GAEE . A—Sv Y —XFud=7 )

Y —)L4 N= g &
1 Linux 3.4.7
2 Debian 6.0.5
3 FreeeBSD 9
4 Android 4
5 Java SE 7
6 Bouncy Castle (jdk15-17)1.47
7 PHP 545
8 Subversion 1.7.6
9 Eclipse 4.2
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YV — V4 N—= g v
10 | Samba 3.6.6
11 | Tomcat 7.0.29
12 | Apache 2.4.2 (released 2012-04-17)
13 | Webkit r125966
14 | Thunderbird 14
15 | Firefox 14.0.1
16 | NSS 3.13.5
17 | Qmail 1.06
18 | OpenSSL 1.0.1c
19 | GnuPG 20 (2.0.19)
20 | Mcrypt 2.6.8
21 | MySQL 5.5.25a
22 | PostgreSQL 9.14
23 | OpenOffice 3.4.0
24 | 7-zip 9.2
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31 HEEFEREGR AEARR)
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Uo—ETE 1) GLEFIA O o 0 0 1 0

2) Enccoro-128v2 O O 0 0 0 0
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15) REA-PSS O o 1 0 1 0
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BAREEEEHII=
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Tl EE
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# 23 ILBEFHRMAE GAZ ASRBIE

BET7ATY RAL ISR GEMBUEA - HE4)
MISTY1 EN TIA < i T D IEABI S
Camellia -TV-Anytime Forum: TV-Anytime Rights Management and

Protection Information for Broadcast Applications,
IETF: RFC3713,
IETF: RFC5528,
IETF: RFC4051,
IETF: RFC6030,

ISDB-Tmm
CLEFIA IETF: RFC6114
RSA-PSS IEEE1363A
PSEC-KEM IETF: RFC4051
RSA-OAEP IEEE1363,

W3C XML Encryption Syntax and Processing,
SET (Secure Electronic Transaction)
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