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1. ST #E% (ST Introduction)
ARETIE,. ST SR, TOESE, TOEMIE, LU TOE sikicoWCERHR TS,

1.1. ST 3= (ST Reference)
AREITIE ST D AITEHRERIR TS,

BARIL- Xerox PrimeLink C9065 / C9070 with Fax
t¥a1)F8-5vh

N—=I3: V 1.13

#1718 202347 A 14 H

tRRLE EEIMVLE IR IR —VavkR it

1.2. TOE B (TOE Reference)
AEITIE TOE OFANEHRZEE R T D,

TOE 4 : Xerox PrimeLink C9065 / C9070 with Fax
TOE O)N\—J3v: Controller ROM Ver. 1.3.5, Fax ROM Ver. 2.2.1

A TOE [E,. UTFOWINDDERTHS, Fo. A TOE [CIEEBRDAMH Y AN HET B,

7 A N=33y
Xerox PrimeLink C9065 with Fax (1 Line) | Controller ROM Ver. 1.3.5, Fax
Xerox PrimeLink C9065 with Fax (3 Lines) | ROM Ver. 2.2.1
Xerox PrimeLink C9070 with Fax (1 Line)
Xerox PrimeLink C9070 with Fax (3 Lines)
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1.3.
1.3.1.

TOE #1Z (TOE Overview)
TOE DOf&RI (TOE Type)

A TOE [, HHEO-DILIV7 XY DD (LAN) AEEfSN , JE—H#8E. AFvURae. TV MERE. T

POAERE. XEDRFEIDL UKEE. YR— 9% MFD TH3,

1.3.2. TOE OERAEEELF1T1148E
(Usage and Major Security Features of TOE)
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— 4RI
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EEE
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\Ruko-5
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—BRRIAEISATUR ) |
_————
- FYUB— RS54 i :
-Web 7570 L JPA7
: A= ]
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/
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97\7—-—-["%:;5; '
A7V S O\ o TOE
L. T~ N FIRINEEH
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MFD (&, 774707 — VLT, S 8RRy MDD o B SNIZB RO—DILIV7 2y D -0 (LAN)A
BERSNIRIETHERASND,
F.IPIOAERERETHE AR, AR EFERRBICHEFREINS.

FIAEE. MFD ORI —RFIAE D172 bD Web T50HRTUUE—-RANERLT,
MFD D& EEAEEEZFAT S, T, YVATLEEEL, MFD OFERIPIATLEEEIFMA7
VD Web 7595 %4 LT, MFD OEEEEEEFIRT 3,

MFD (&, FIRZEOHFOIXEICK U, AE—, AFvUEE. TV M A, T7DATORERE. XEORRE
EBNHL. BEDKREER T D, CNoDXENDRS . BAVEHRLLTBTH. MFD (. FIREZHE
BRI DHEAE. HERRICE KX ET - APHABEICKH T E7 VAR, MFD ADA ML —YICRE-BIRS
NHIREFBPXET - HOESIE, LAN LOBET-I0FRE, EEECRE LX) TR EH
B&. MFD OFIAEEE MFD REICREFT 5 —A . EDFIAEEE MFD M E0EEY—/\hoEZR
VU593t F1) T4 EEWAE. TSF EITI1—FE TSF 72D LM REE. TSF 71— F7vTJL—
REFOEITI— FOEEMREE. 77D ABSRE LAN O BEBERE. AL — JICERSNLERFEBRIFER
DEEEHEMEEZERT S,

A TOE MY M. FBEEAXEL T, RREREECHMBEREEE Y R — M T B M, & TOE 52 %E Tld
KIFTDAEDHEFEAT S,

x)

-BERAYIAILE SA, —RFAAEMERTIEARRNYIAE BHEBEMERTIHERRR
VOAN BB, A TOE TRHMIVATHERBRRYIZADFAEZEIELTNS, L. A STATHEA
SNBTHEBAVIA IV AEIEABRERRIDAERET

-FIRED, MFD (CEAMIBAR —ITINAAGR=BTIVIZYVIARIT M A%H) &tk T 5105871
— Al SN,

1.3.3. TOE LSNADN—RII7#EREY T bIT7# AL (Required Non-TOE Hardware
and Software)

1 ISR FIAIREICHT TOE (& MFD THD, FEED TOE LISADON—FOI7ELUY T RO 7H
FEIS

(1) —ERIAEISATUL
N=E9I7IERAD PC TH3.
FUVEDSA 7Y FELTRIAT 3B A(E. MFD (L TXETF—A0TYY FEREFTIEH, PC (ClET
UUB— RS54 NEA VAL TBBERDD,
MFD ® Web % —)\#ae2FI T35S (&, PCICA VAR =ILENTIVS Web 505 %ERAT 3,
(2) YATLEBEDSATY
N—E9I7IEARAD PC TH3.
TOE (3 LT TOE B EF—SDBBPLEE, 77— LITPOEHETIEHIC. Web ISP RBE
&3,
(3) Mail 9%
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AFVUNXEEA-ITEETBICE, Mail Y—N\DeEER S, N\—FD17/0S ([LRAD PC Fz3Y
—I\THN. TLS 1.2 TIRFESNZ SMTP JO ML ZTR— % Mail Y—ERZA VAL T B
EhHd.

(4) BEEY-N
MFD TRAEUVCEEFZRENETSH. BEY -/ \WnEELS, N\—FI17/0S [LRAD PC &
I3 —N\THD. MFD BEEEY—NDEXRICEUT, HTTPS FOMIVERNT, BEEY - /NICE
AT MEEEITI.

A TOE OFHfICld. EEEDON—FII7HLUVYVIFII7ELT, LT ZFEAT S,

(). Q)O—EFIBEIFMT7V NeVATLEEBEDF47V bD OS [ Windows 10 %, Web 757
H#&ULT Microsoft Edge #{# A7 %,

(3)? Mail #—/il& Cent OS 7.6 &. Postfix version 2.10.1 #FH73,

(4)DEEY—)\® OS (& Windows 10, OJERNDH LOESTIREE LT PowerShell Version 5.1
®EATS. T, VATLEBEN TSIV AH - THER TS0 EDE ULA®D PowerShell 2ADUF +&
HRETIDLENDD,

(DIZBWT. EHTBTIUE—ES54)5E Xerox Corporation HMRt T 252 L#EFERDLLT K31
ZEATS,

“Xerox <7 4> PCL6”

EFIVA
PrimeLink C9065
PrimeLink C9070

k54 )\—=N1\—Y3>:5.718.0.0N 2020.01.14
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1.4. TOE &t (TOE Description)
AETIF. TOE OFIAERE, TOE OHRIBMFERE. bLUMEMFECOV TR T3,

1.4.1. TOERB:E0NFIAE®RE] (User Assumptions)
AR STT.TOEI(CRULTHEETSFIAERE|Z Table 1 (CEEh TS,
Table 1 FIAHE®ZE

B FMAET 575 &
U.NORMAL —RFIRE BAISN. RFEESNEFAET, EEERE
ERFLBVAIRE
U.ADMIN BEE BAISN. RSN F AETERE R

BOoFRE

(TOE MZEET(E, Key Operator & SA &
LWOBREINBD, A ST £ TIE U.ADMIN &L
THMIND, )

1.4.2. TOE Mi#EMEE (Logical Boundary of the TOE)

2 [CTOE ORI EEC IR T B,
AmIEREEFC L ORSNIZHAED S, TIRELDKEEIE AR, TROVOHAEEGTF1UTHREE

&7,
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o 222 4] 5 B

TOE
FAIERE AV
NRETEHE —> POCARE AFvY | —EmRE
YAFLEEE
F—HEEEAL -
—RFIAE
PSTNJ77DA-%v b T7DA P HIA4TF b
i I\ VLB SR A
: : DI -Web 7594
Mall*j'—{\ ) NEDREFEE
EEY-/ =isEmER DL
N—ET4RD0E SIEEEE 91;1_\%:!;%
- > HS4 7Y
e ‘Web 754
PEIUTAER
i) EE
A=Y
ME% | X® | EE | TOE
»xE | TR ng | BE
F-5 75 75

2 TOE DFRIBAIME K

1.4.2.1. TOE hMR#t93E KHERE (Basic Functions)
(1) FUubh: —RRFIREBEBDFMT7IMDT)IB—RSA N oEONEBEFXEERTID £z, 121F
RRIVDDDIETRICHE., ZITEOEEFXENTILE1—. BLUN-RIE-BAANEHRT S,
(2) AFvy: BERRIDLOIERICHEN, AFvF—LON-FIE-XEEHHAH . EFHHAA
T, AFv I UEXERFTLEI-RTRTIENTED,
AN TOE TlE. A v B RE(CINEENLEF X EICH L. Mail -/ HEE. XEOR

FEMOH U BEICINBR BRI AICRET SHAENTFET B,
(3) JE—: BESRIDLDIERICHEL, AFvF—LEON-FIE-XEEHERT S,

-6 - Copyright®2023 by FUJIFILM Business Innovation Corp.



(4) PSTN J7D2E1E: BIESRIDDDIETRICHEL. AFv— LDRFEZFHHAH . BHE PSTN
779270V ZAWT PSTN #2HT PSTN 770 ADSEENEET D, HiHANEXEF. E
ERICTILEI—RIRTBENTED,

(5) PSTN J7HDA%{E: PSTN ZH TEBMHEFHNOEONLIFIVIIXETHEZEL. XE
DRFEMDH UHEREICED ., VAT LB BB ICL O THEESNTZHRRINVDANENT S, HERRY
DAlL SA HMERK LIEHRINYD AEIEE T B

(6) XEMREFEMONLEL: BEFXEEHRRVDACREFL. BERIDLDIER, Fld—ARF
FREDSM47bD Web T30 o0IERICETE, RESNLEFXEICHLT, LTOLOE
1RIFERTREC T HHAETH D,

A TOE Tl BRRVIAICRESNIEFXER . AFvUHBEICI TAF Y USNEEFX
£.PSTN 7D AR EHAEICL TRIELETPDVIUXET-IDVNTNITHS,

TUE21— B NRIDLOIETRICEN BERNVIAURESNLBEFXEEILEI-RTTS.
ENR: $RESRIDBDIERICED BERYIAICRESNEEFXEET IV S,

BDHL: —&FAEIS170 D Web T30 DoDIERICED, —EFBEDIS17Y i
N9,

HIBR: BRIV —RRFAEDS172 D Web T30F D00 RICED RESNLEEFX
EEHIFRT 5.

1.4.2.2. TOE MR T3EF1UT1#8E (Security Functions)
1.4.2.1 OEKHEEEZIET M. TOE (. L FOEF1THERERIRET S,

(1) #|AIERE
F AEOHAEEEE. RUHERM 53, MFD O#kgeN, EEE(CLO THERM SSNIZFIREDHIC
POEARRECHBEERIET B, FIRMEBDHAERL . 7O AR EEE REORMWELTE
FASIN., tF1)TEESERE MFD O AZHEOF AE(CEEM TP L TOXEICLES. @&
RIEEREEE . MFD (C&2TERITSNS,
TOE [$3BAIFREE S B720(C, BE IV, RIAEDSMT7V b)) Web T30, TIVA—-RA N BEE
Y—N\D 4 FEFEHHD., ID &NAT—FDANZRL. SAT—FAARNAT— FEIRTEHICFRLX
FERTI 57— FINWDDBEREE . BRAEA TR B L CGRREE R LIS & | SRELERITEZ (311 (T
BB HAEEIRA TS, Fe, &/NIAV - FRERET SHAE. AT 1 U RIC—ERFRIREOEL
SEICEBMICOTIVED )P HHEEZRA TS,
A TOE 2R HH M. FBEEAXEL T, RKERERCHMBEREE R — M T %h, &N TOE BRET
IRFZEEDH ZERAT B,

(2) 7OLAH
POLAHEE. XEPXENEBICEETFER. LFX1UT(BET -3 BULBT7 O AERER
DHRABEDHICTIOEARBETHHEZIRELET B

(3) TAES{E
TRESIEld. TOE AERICRFT ST —APRIET RS LT, KBENRIERS V71—
POEATERNEZREET B,
- RUY—(CED, TSN R - R AT R TER M AN —IT I (A LOXERUMEDY
AT LIRHRERELLD. COLB TN AN MFD DMofRESNENTBIE AL, COLIBT—SERE

-7 - Copyright®2023 by FUJIFILM Business Innovation Corp.



FBREHICFEREND,
- TAREEDA M. BRMICERRINEBEES 7TV LOERICENRIESNDS.
- A=Y ORE S, HEREHRFFZE TIHEEARORECR T IERZUVZIRICERmSN ., TRt
RPEFAIREG TR ERMEA N —JAICHEBIELTREINDG, TIHHEROEREICRTIERZEZTSC
ET. REFORSRIEEEIN, FLBEESRIERIND, T, BEDE SR, ERATUICR
SN, TOE OERMICLNIEE NS,

(4) SEEEE
NERYII—DEICHFERTIXET A, VaTFH. EEOTBLU TOE BET—RELVWRIET—
B% TLS 1.2 7ORIUCE-TRET S,
— AR B EESE@BIE ORIV (TLS/HTTPS, TLS)ICR ST %,

(5) tF¥1UrEHE
VATLEBEEVCGENBLURIISNEFREZEOH N, BIENRNVELZIATLEBEZEDIAT
D Web 7595 hb, TOE OtF1UT#8EICRAT IR EDSBELUEEZRHEICT D,

(6) TFIUT(EE
WD, EEN, EDIIBEEZITOENEVDBR(BIZE, 1-H— 2. EELPEREERE)L. EE
OJELTEEY— ) \hoIMBEREZ(TIEERY - \NEESNREIND, EEOVEERI
HTTPS 7O UL -THESESN B,
Fz. BEENVIE TOE REBICHETET S ENAIRET. YATLEBEEL GRAIGRIISNZFIRED
HNIATLEEEDFM47 D Web T30t Aory0—F332ENTES, TOE NEBICREFS
NEEROTNERICEREE. HILLERDT IR H VERDJ(CLEEZSN. EAOTDIELE
FHIE T 5HEREZ A TLVE,

(7) =EERZER
MFD ADJ7—LII7D7YyF7T— &, 7y7T7— bOBARICY I MIIT7DEIE M ERIETHICHKR
FESND, £ MFD (&, TDERN R H Al e EEFICIN P SN BV CEZRIET 5720, BECT
ANEETTD,

(8) PSTN J7DA-2v cI—DfED 5 B
MFD (&, PSTN 279 A-2y rO—DREID 7 BE(CBAL. PSTN 70AEF Lh* PSTN & LAN EO7—
BJUyIERERTIEHIERBNEERIET S,

(9) V—FF1ADDOLEEHE
IE—. IV MBIV ARV EDBHEEDEMER . ABBANL—JICEESNFIAEHOXET—4
DEEEFHEZITI, T MFD &, BFZIFEEFLIIYZ17IIERT. REEREXEZHIRL. £ &
F;HE%1TO On Demand Overwrite #aEEIR T3,

1.4.3. TOE O#)Epy&iF (Physical Boundary of the TOE)

TOE O¥EMIBIRRAIF . MFD HE2ATHS, T1ZIvFDLF1UTA/ICIERRFRDOA T Va7 R
VI, TOE [C&FBL), Table 2 i Table 3 [C TOE Z#&Er T 3 EIVIR—2R Y MR T B,

Table 2 TOE Z# 3 3MEHIVR—R Y F(MFD Z{K)

.V N—=3Y = BT AE
Xerox PrimeLink C9065 | Controller ROM Ver. IMFAVERKDT7—L | BithZ(HEL

-8 - Copyright®2023 by FUJIFILM Business Innovation Corp.



with Fax (1 Line) 1.3.5, D17 EHANZIN—

Fax ROM Ver. 2.2.1 k17
Xerox PrimeLink C9065 | Controller ROM Ver. MFPVEROT7—L | BZ(FHEL
with Fax (3 Lines) 1.3.5, D17 EHANIZIN-

Fax ROM Ver. 2.2.1 ko177
Xerox PrimeLink C9070 | Controller ROM Ver. MFPIERXOT7—L | B2 (HEL
with Fax (1 Line) 1.3.5, DI7E HANTEIN-

Fax ROM Ver. 2.2.1 ko177
Xerox PrimeLink C9070 | Controller ROM Ver. MFPIERXOT7—L | BithZ(HEL
with Fax (3 Lines) 1.3.5, DIV E AN

Fax ROM Ver. 2.2.1 Fox7?

A TOE OHAHY A%, Table 3 [Z5RT,
Table 3 TOE Z#ER T3 WEHIVR—V M(HIHVR)

EEx = i it A& R VYE: NyafE
VERSION PDF 774Jl | Web 470 | Xerox PrimeLink ef0a28042f5c052d
2.0 —F C9065/C9070 Printer 381fb8cee57a12le

User Guide 76800a30136473d
7ad5d2fc5567bc25
7
VERSION PDF 774Jl | Web 470 | Xerox PrimeLink 87eabd79818cc6f4
2.1 —F C9065/C9070 Printer ce9d003b12d2eabf
System Administrator 44afb000d9c34bb1
Guide 89ffe172ff94e8af
Rev A i AV B s2(7EL | Xerox More Information -
Version 1.0 | PDF 774JL | Web 40 | Xerox PrimeLink 15008f3795fecc71
(20230714) —F C9065/C9070 Printer dcfff5e537576d2dd
Security Function 5c0bd2d3e968179
Supplementary Guide cad924blecc7ca7f
-9 - Copyright®2023 by FUJIFILM Business Innovation Corp.




2.1.

2.2.

#A X3k (Conformance Claim)

CC#E&E5E (CC Conformance Claim)

A STHLU TOE M CCEBERIE. UTDESNTHS,
ST TOE W#E&EEIRTS CCON—-Yav:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST [F. Ti2 HCD-PPAORLBEEZERT %,

"4 kL: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\wr—iIZEsk (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

A STHLUTOE &, PP HERTIEHZEHELTLVD,

PP HERTILUTOEHEEEEL. PP DERENExact ConformancelThd, TN, TOE &
AllE PPE—EB LTS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFaUF1ERETEZE (Security Problem Definition)
RETH, BE. MBOTFIT 4, AREHIONTRBTS,
3.1. Z&RB (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
& TOE MRS 2 EE LU FOEBNTH.

Table 4 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 5 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is

neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE [Cxt92&EBiZ. Table 6 [CERi T 3,

Table 6 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE's interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE's interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+1U71A8t (Organizational Security Policies)

K TOE W lESF LB NS LRSI EF1) T A 8% Table 7 [CEEiR T3,

Table 7 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
& TOE Ok, BA. bLURIAICET 311254 %, Table 8 (CFik T3,

Table 8 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to

be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. tFa)r1xEKAE (Security Objectives)

AETIE. ERAREV XTI EHEHITONTER TS,
ERARBEOEF1UT4 XK A% Table 9 (CERih T3,

Table 9 EABREBEOLX1UT1 xR A

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the

competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

WRaRIVIR—2 Y FEZE (Extended Components Definition)
ZOBOIEIV K~V M, HCD-PP TEBEENELDTH.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer

needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:

- 17 - Copyright®2023 by FUJIFILM Business Innovation Corp.



HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES_256_CBC_SHA

TLS DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE_RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC_SHA256

TLS _RSA WITH_AES_256 _CBC_ SHA256

TLS DHE_RSA WITH_AES_128 CBC_ SHA256

TLS DHE RSA WITH_AES 256_CBC_ SHA256
TLS ECDHE RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE RSA WITH_AES 256 CBC _SHA

TLS ECDHE ECDSA WITH_AES_ 128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES 128 CBC _SHA256
TLS _ECDHE RSA WITH_AES 256 _CBC _SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES _256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES 128 CBC_SHA256
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TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
#ONE” "%”, "AT N&”, TR NN, ") [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.

tF*1)71EH (Security Requirements)

AETR, VTR ES . tF 1) TRIIESHS LU EF 1T BB RRUOVTERR TS,
BE.AETHEATIABOERIUTOESNTHS.
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 10,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 10, [assignment: no other relevant information].

Table 10 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

- 30 -

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the

event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"”] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

s
RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement “"NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_ EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
Ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS_RSA_WITH_AES_256_CBC_SHA

TLS _RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA

TLS _ECDHE _RSA WITH_AES 128 CBC_SHAZ256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS _ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE _RSA WITH_AES 256 _GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE_ECDSA_WITH_AES _256_GCM_SHA384
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 11 and Table 12.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 11
and Table 12.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled

objects using controlled operations on controlled
objects specified in Table 11 and Table 12.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of

subjects to objects based on the following additional

rules: [assignment:_none].

Table 11 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
. View image i Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
. scanned i
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax i
: . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: ) Release . _
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
. Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Table 12 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . ,
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied
ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . } . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.

Note 5: With Folder I/F, Key Operator can operate the DOC of all users, while SA
can operate the DOC of his/her own only. With On Demand Overwrite I/F, Key
Operator and SA can delete all the DOC of all users.

FDP_DSK_EXT.1 Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in

accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

FDP_FXS_EXT.1 Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when

[selection: an
administrator configurable positive integer within
[assignment: 1 - 10]] unsuccessful authentication
attempts occur related to [assignment: User
authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

1, the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
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(for O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_ATD.1.1 The TSF shall maintain the following list of security

attributes belonging to individual users: [assignment:
User Identifier, User Role].

FIA_PMG_EXT.1 Password Management
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_PMG_EXT.1.1 The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, “@”, “"#”, "$”, "%”, "~N", "&”, "*”,

+ V/ AN\ /4 “_

"(“l “)/I, [assignment: ” (SDace)lll “/I/I, “I/I, n f 7

n w 7z “/// W,/ w,/7 1 7o NW_ /7 Vb Y /4 “/'" wyz7 w 7//
VARSI SR A SR AR B S
n I/ AR\ /4 “{'“ "l ” “}// " /I]] .
~
L V4 L L L 7

Minimum password length shall be settable by an

Administrator, and have the capability to
require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [assignment: storing

the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.
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FIA_UAU.7

Hierarchical to:

Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:

Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Web UI: @
Local UI: asterisks] to the user while the authentication
is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
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subjects acting on the behalf of users: [assignment:
none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table 13] to U.ADMIN.

Table 13 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Hard Disk enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data

Access Control SFP to restrict the ability to [selection:
query, modify, delete, [assignment:

creation]] the security attributes [assignment: the
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security attributes listed in Table 14] to [assignment:
the roles listed in Table 14].

Table 14 Security Attributes and Authorized Roles

Security attributes Operation Role
User identifier (Key Operator modify Key Operator

case)

User identifier (General case)

modify, U.ADMIN

delete, creation

User Role (Key Operator case) query Key Operator
User Role (General case) query, modify U.ADMIN
Folder Selector for Fax receive query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 15.
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Table 15 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Private Charge Print qguery, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on On Demand Overwrite guery, modify U.ADMIN

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear qguery, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 16].
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Table 16 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA guery, modify, delete
creation

Data on User Authentication query, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication
Data on Private Charge Print query, modify
Data on Trusted communications qguery, modify
Data on date and time query, modify
Data on Auditing guery, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Hard Disk guery, modify
Data on On Demand Overwrite query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test query, modify
Data on Access denial due to guery, modify
authentication failure
Data on minimum user password guery, modify
length
Data on Autoclear guery, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify
Folder Selector for Fax receive query, modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.
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FMT_SMR.1.2

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct

operation of the TSF.

Trusted Update
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Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 20minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:

Inter-TSF trusted channel
(for 0O.COMMS_PROTECTION, O.AUDIT)

No other components.
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Dependencies:

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and

audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.
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FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TFi1UT/REIEH (Security Assurance Requirements)
Table 17 [CEF1UT1REEEHZRRT D,
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Table 17 £X1)T1{RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
. the operational
Security Target .
Evaluation enwronment.
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFIUTARIEEHEERTHIRNI, R/NROECFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVB L, TOE [CEIPERRROLF1UTDEHESN TSI, i TOE B HOff

EICRE2TIVBEERSINTLVBETHS,

6.4. tF1UT 1 EHBI (Security Requirement Rationale)

6.4.1. {&KFHEDMREL (Dependencies of Security Functional Requirements)

TFIVTERREMMREFELTO SRS SITREFRFRERR UG VMERRELGL . IRFEFRNE
EESNBTHREN B VR#LE, Table 18 [CRE# T B,
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Table 18 £¥1UT a1V K—% O

BREEHIVR—RVF EEHOMEEHIVR—RVF
EHBIUEHAT PP THRESNTWSEH | & ST H@rTikEM TR
FAU_GEN.1 FPT_STM.1 FPT_STM.1 oK
BEET-AER
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 oK
FIFIE B A E4ROBE S | FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 oK
YREE : SVERESEIEEMSMY | FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 oK
BEELEL—
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 oK
BREEERLEI—
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 oK
RESNTZEE LIS
FAU_STG.4 FAU_STG.1 FAU_STG.1 oK
BEET-EKROML
FCS_CKM.1(a) [FCS_COP.1(b) #kIF | [FCS_COP.1(b2) oK
EERAERGERTMEA) | FCS_COP.1(i)] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) #kl# | FCS_COP.1(a) oK
g R (R AR AR) FCS_COP.1(d) #kld |FCS_COP.1(d)
FCS_COP.1(e) #kl¥ |FCS_COP.1(f)
FCS_COP.1(f) %kl |FCS_COP.1(g)
FCS_COP.1(g) #%l¢ |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
BRI F72(3 FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) #% |FCS_CKM.1(a) oK
YhIE RESEMEOKE | @ FCS_CKM.1(b)] |FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK
EEIRE(RFARIS 2L | FCS_CKM_EXT.4 FCS_CKM_EXT.4
Es)
FCS_COP.1(b1)) FCS_CKM.1(a) L J7—LIITDE L
ESIRE(BR%ERREL) | FCS_CKM_EXT.4 FECEASNS AR
R7$. TOE #ATAY
H—HhYER L. TOE A
(CRRERRERFLEVE

- 58 -

Copyright®2023 by FUJIFILM Business Innovation Corp.




BEEEHIVR—2RVE

REEOMBER ATV R—2 b

BEUHBIUEHATR

PP THRESN TS EH

& ST Wl ¥ ik

FERE

8.
FCS_CKM.1(a).
FCS_CKM_EXT.4 [C

&KEFLEL,
FCS_COP.1(b2) FCS_CKM.1(a) FCS_CKM.1(a) OK
ESIRE(BREM#&RSL) | FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c1) L -
EEERE(\WYATITIX
L)
FCS_COP.1(c2) U -
ESBRE(\YYATIVTIX
L)
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) OK
E51&1E(AES T—385S | FCS_CKM_EXT.4 FCS_CKM_EXT.4
b ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) OK
B5 1R (BRIES1E) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) OK
EERIE(BMT)\vYaAvE | FCS_CKM_EXT.4 FCS_CKM_EXT.4
— JF8EL)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS_EXT.1 OK
PLeR  ERSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F%I& | FCS_COP.1(f) OK
I g FCS_SMC_EXT.1 #Ff&
(&
FCS_COP.1(i) Fl&
FCS_KDF_EXT.1
RU - Fd
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Yok BE SR (BLBEY b E
B
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) OK
YLk EIRSNZ TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 OK
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BEEEHIVR—2RVE

REEOMBER ATV R—2 b

EHBIUEHET PP THRESNTWSEH | & ST H@rTikEM TR

HJty 7Ot A%
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 OK
tF1UTABHICEZPIEA | FMT_MSA.3 FMT_MSA.3
il
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
Yhik: T4 AD LT —HR{RE
FDP_FXS_EXT.1 {8 -
YRsR: J7D A5 B
FDP_RIP.1(a) {8 -
Bty MNRTFIERIRE
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
SRR R BRBFDER DR LY
FIA_ATD.1 KL -
FRERMER
FIA_PMG_EXT.1 L -
Pisk: N\AD— REE
FIA UAU.1 FIA UID.1 FIA UID.1 OK
0L E )
FIA UAU.7 FIA UAU.1 FIA_UAU.1 oK
RESNTZT4—F)\WD
FIA UID.1 KL -
BAIDRLIIH
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 oK
FRAE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 oK
EF1UTAEEDSBEDE | FMT_SMR.1 FMT_SMR.1
b
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 OK
tFITAEROEE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 KL XEF-HOREES
BB FMT_SMR.1 RIEROT 774 MEE

EEIHELRTERL
7zh. FMT_MSA.1 (C
KELLBL, . FTE
HHAFERDOT 77
MEZZ BRI 1X

BB FELLELVESD,

FMT_SMR.1 [C{k7F
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BEEEHIVR—2RVE

REEOMBER ATV R—2 b

BERBIUVEHRHEZWM PP THRESNTLIEH | & ST @7 &FHE TR
LizLY,
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 OK
TSF F—R0DEE FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 BL -
BT
FMT_SMR.1 FIA_UID.1 FIA_UID.1 OK
t¥a)T11%E
FPT_KYP_EXT.1 BL -
L3R MR UBEBMEORE
FPT_SKP_EXT.1 BL -
L3k TSF F—AD{R#E
FPT_STM.1 BL -
=S8R LAY
FPT_TST_EXT.1 BL -
#5538 TSF FAb
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) oK
iR BE@|PYIF—F | FCS_COP.1(c) FCS_COP.1(c1)
FTA_SSL.3 BL -
TSF #2ENICLZHRT
FTP_ITC.1 [FCS_IPSEC_EXT.1., |FCS_TLS_EXT.1 OK
TSF MIEEBET I Frl& FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
Feld
FCS_SSH_EXT.1.
Feld
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1., |FCS_TLS_EXT.1 OK
=EE/ A (EEER) Frlk FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
Feld
FCS_SSH_EXT.1.
FrelE
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, |FCS_TLS_EXT.1 OK

=EHESACGEEERER)

Fzld
FCS_TLS_EXT.1.
FelE
FCS_SSH_EXT.1.
Fld

FCS_HTTPS_EXT.1
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BEEEHIUR—2 b REEOMBER ATV R—2 b

BEUBIURMHAH PP THESNTVSEM | & ST HEBLTIKEFH FERE

FCS_HTTPS_EXT.1]

6.4.2. tFi1)TRIEEHIRI (Security Assurance Requirements Rationale)

oD EFIUTARIEEHEERT RS R/NROCFLITAR-AFI VB KR BEDEESNDE
BLAINCETNTVSCE, TOE (CHE TP ERRROLF1UTDERSNTHD, 1D TOE B X Off
EICREITVBEERINTBETHSD, PP DHoPBECAICHBIRIETITAETA > EF2TAREE
BEHEERTIHDAEGIFEICOVTOREEDOT I AV AR T HEHICERSN TS,
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1.1.

TOE E#4+#k (TOE Summary Specification)
ARETI&. TOE MR T2 X1 T4 HEEDERIMERRICONVTERRR T B,

¥ )T7188E (Security Functions)

Table 19 [CTOE tHa)T# Rt X1 )T REEHORITERT .
AETHIITS TOE LH1UTrHEEM 6.1 BCRBENZLF1UTMREBEHEBLTLOTHD,

Table 19 TOE a7 18set X 1T 8 BEE DXL B R

X2l T1HRE
-
R
S
o
D4
l AT
SN
A i
= =
fa B Y| e
it i X | ©
~ & ~ HE e o ~
Ik I Ik Bt ifly flu P~ ~
i o ~< o 3 0 E'H.ﬂ N ik
B2 | N Ho| B B | =z | =
I I N B o N B L | - |
SFRs B 0» | N | & E || E| & | Z
FAU_GEN.1 v
FAU_GEN.2 v
FAU_STG_EXT.1 v
FAU_SAR.1 v
FAU_SAR.2 v
FAU_STG.1 v
FAU_STG.4 v
FCS_CKM.1(a) v
FCS_CKM.1(b) v
FCS_CKM.4 v
FCS_CKM_EXT.4 v
FCS_COP.1(a) v
FCS_COP.1(b1) v
FCS_COP.1(b2) 4
FCS_COP.1(c1) v
FCS_COP.1(c2) 4
FCS_COP.1(d) v
FCS_COP.1(f) v
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i Y < Y {0 .EE ['Eg (Y 13}
R2 M N H R\l | Bz R
m N iy s o | o U|_') [
SFRs B0 » | N | & E || E | & | Z
FCS_COP.1(qg) v
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1 v
FCS_RBG_EXT.1 v v
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v
FDP_RIP.1(a) v
FIA_AFL.1 v
FIA_ATD.1 v
FIA_PMG_EXT.1 v
FIA_UAU.1 v
FIA_UAU.7 v
FIA_UID.1 v
FIA_USB.1 v
FMT_MOF.1 v
FMT_MSA.1 v
FMT_MSA.3 v
FMT_MTD.1 A
FMT_SMF.1 v v
FMT_SMR.1 v
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1 v
FPT_STM.1 v
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tFaUT 185

B
R
S
o
Do
] o
D ow
-£ {Mm
> Y
¥l il ¥ | s
it _ | ~ I
~ § ~ HE = o ~
| E [ | B oo o ¢
i ) ~< o -i'\' .EIEE ['H.Eg N ik
R H AN AR = | B ]| =z A
= + Iy + i | i s |
SFRs -3 BN ANl N | BE | ik | IE | & =
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 4
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. EBIGREE

HAIEREEAR AR . EFRI SN2 E DRI AETZIFIC MFD OHREEE R T HERZHLEHHIC, 121
12V, FBEDSAT7V D Web UI(*), TUVE— RS54 \h61—-%—ID £1-Y—)IA0—- FEA SIS
BCEHRIREE T HAETHS.

MFD [CESFHSNTVSFI AEFEREEAL T, B#AIRLEEITO,

(*):MAFEDFMTV PC D Web F50H5%N Uz MFD OH — ) \#gE, " Lt TM13—2ybMF—E
ALEVDB TR NS REICBWTEIARELE, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (F2iE&BEFDEINKLY)
TOE FFIAEN TOEAPDEATBHIIC, FIAEDORIZITON, SRR 1TRFDFREE K BRI TG
BEEIRIELTLVS,
FAEORARILICH TR XM ERE L, PIEAEB R THESN TS EE(1~10 @)
DEFTKISET DL, B ABEOREAERIICEILTIE. TOE OERUIE/BERAFTZHTIE
133,

(F8:&E¥ % TSFI)
BAENSRIL O RIERE
Web UI O 5IF2E
TUVVR—=FIAN
HEREEY—N
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(2) FIA_ATD.1 User attribute definition F|A&EEM4EEZ
FIA_USB.1 User-subject binding FIRA&E-S7J1H MEE
TOE FFIAEICK LT, 1—H—ID tZEZRBMELTER L. TNOEH BRI LR AEICKL
TEF133,

[FIA_ATD.1 [CEd:&Y % TSFI]

BN EEREEE

Web Ul OEEHEE
[FIA_USB.1 [CB§:&Y % TSFI]
BRIV DRI FRE

Web UI O 5IFEE
NEEEY-N

(3) FIA_PMG_EXT.1 Password Management /i27—RFEHE
TOE [CEWVT, WM EEZED)NAD— FERER, FLEARKRRAOF AEEFZ-EERFO/IAT-F
. LTOXFOEHEDETHERTHENTES,
NAD— RICHEE ATRER X F !
PIWITPRYMDRXFENXF, HF . RURDEFFHXF
(“17, @7, “#7, “$7, “%7, N7, U, RT N, 1), T (space)”, N N N N

\\¥ [/2\% N /AEA\Y V2 \ NN /A \ W\ A\Y | ” \\ ” \\ II)

A\ \\ A\ /B \ N N /A \ U / S \ U / § \\<II w__#m7 \\>II A\So T/ B\
I 4 r — 7

rootI root I 4 4 4

Fe. VATLEBERRD I IAT-FRE0~63 X%(DEEIEI'C E?’ét_th‘?%%o
TOE [FCOHRFEICLD 15 XFLLICRET S ENTES,

(BH:&9 % TSFI)
BAERRIOEE KR
Web UI OEE##E

(4) FIA_UAU.1 Timing of authentication EBEEDR/1IVY.
FIA_UID.1 Timing of identification ERINDZMIVY

TOE (FFAZEDOHANFRIEAREL T, KRR AR ZTR— T3,
BRI EERSNB M VAT~ AL NIV FIREDFA47V MO Web T30, FUUa—F
AN EE'EY—)N\D 4 7 EFEENHD,
BENRIL. FIREDSAT7Y MO Web F50HTId, MFD BEEDREREFRI T 5 HIIC, ID &/TAD
—RFEADEEBT. AHASNE ID EINAT—RA, TOE [CEFIN TS FIAEFRE—HTIEE
REEY %,
BEEY-NTE. VATLEEED ID £)\AD— FZEE# Lz PowerShell 297 baHoh UhEEfE
L. BE&EY—/\LTZD PowerShell 277 M&3%£179 %, PowerShell 207 beE1T 8Ll
N, BE&EY—)\hn TOE I https 7OV ET ID ENAD—FHEESH ., TOE (FZ2{ELHE ID &V
A= RICEDEHANRIZEITT .
:‘H‘:s D47V PC DT M TF=RICfF5EEND ID ENAT— RICEDT 54 K= T M DRI
FRREN ITONS,
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FREE(FIA_UAU.1)&8 50 (FIA_UID. 1) [ EBFCETSN ., A - FREEDE AN DI LIzkDd 12

EDEFRIEN S,
AREFRN DD FAX OZIEICOVTIE, TOE (3, BAIFREIE T2, FAX T—5% 21T 5,

(B8:&E9 % TSFI)
BAENRRIDHAERE
Web UI Dz AIE25
TVR—=FF4N
SEEEEY N
AREBFEER

(5) FIA_UAU.7 Protected authentication feedback {RESNZFREET1— /v
TOE [F1—Y—ZBFERFIC, SAT—RERRTHIC, IAT—FELTA RSN X FHER DI L

F(RE)E. BENSRILP Web J50HICRRTDHAEEFIRHT S,
*F: #BENRIVTIE "+ (asterisk)”, Web 7595 T(E "@ (bullet)” #XRTRT3,

(BH:&E T3 TSFI]
BENRIVDOERIZEE
Web UI @uﬁkﬂljub A8

(6) FTA_SSL.3 TSF-initiated termination TSF #2E)CL3# T
TOE (& Web 7594hn Web UI (C—EBHE(20 2 EE)D7I AN EIMEE(EOT 1V (FRELE

vaV)&H7 LB RIIEEKRT B,
FERESRIDO—ERERE(10~900 TR ETRE) DIRIENEWMG ST, BENRILDOEREND

UPSNFREIEEANRS.
TVUB=RANEDEYVaVBREFEY . TV FOBEKRMBRZIZE(CEYIaVER T T3,

(B8:E 3% TSFI]
1:*1’E/ ﬁ? )l/o)nﬁk}nﬂ] Gt A
Web UI 051325

1.1.2. £¥a1U74%
TFIVTAEEMEER. YATLEEECLSRECHEL, ?N'CG)TOE FAFECKLT, L2, #EN &
DEIBAERETOINEVIBR (BIZIE, - —1B/F. EEPEREERE) &, BHFLETHLHD

HREEIRIET D,

(1) FAU_GEN.1 Audit data generation (BE&EF—3%R)
FAU_GEN.2 User identity association (F|fH#&#A1EROBEER(T)
TOE (&, Ya7D#E T I AEDHEA R OKRE. #A RSN AFCLIEEREEDF AL
E.Table 20 [CRTEEMROBRIOVNT, BEENJERRT D, FLREETHCE. FTERHE
OB, EROER ., FRESIFECLZFIAE (ATEETHNE) . BLUEROBERNEHRSN
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G
TOE BEFRINCEENREREEENTELTCREHRT SF(C. TDRELELIF AE OH A HHR
(CREE (T (TR LTS,

(B8;:E9 % TSFI)

% 1’E/W~)W):.§ki':'lm,n

Web UI DOz AIFEE

TIVE—RFA4N

BENRIOEEEEE

Web Ul O EEBHRE

BIRRYY

BAENRIIOIE—HEE, TUV MERE. AFvUEE. AFvURYDARFHEEE. J7D AMEE. XER
D LiRE

BAENRILD I TIREE - BEDRTHEEE

Web UI Y37 iR - BED R T RE

Web UI OFRERYDANDDXET—2EDH LikaE
HEREEEY—N

Web UI O77—Lo177v7T— MgEE
NREBEEEIR

Table 20 EE&EOYJ DEEH

RHRER RHRNIETERA EREERFEM

B R MBEDREENEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested

JaJnET Job Status/ Completed, Print

Job Status/ Canceled by User | Copy

Scan

Fax

Mailbox [Storage and
Retrieval Job &9

FIFAE R LB, Login/ Failed

P A BRI KB (Invalid UserID),
(BN, BEEY—)V | Login/ Failed

hi) (Invalid Password)
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FIRERELK.
| A 3 K B
(Web UI)

Login/ Failed,
Login/ Failed

FIRERERE
FIRE A KB
(FV8—=F311\hb)

Job Status/ Print /Aborted

EEEREDF

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZEESNEEMELTID,
“Password”, “Name"Hhie#kshn
3]

Device Settings/ Add User

Device Settings/ Delete User

Device Config/ Software

Audit Policy/ Audit Log/
Enable,
Audit Policy/ Audit Log/
Disable

RED—ETHFAE

Device Settings/ Edit User

-7 0%
[ZEINEZEMHEELT Role"h' 5 £k
N3]
BZINZEE Device Settings/ Adjust Time
YAV DR Communication/ Trusted Failed
(TLS) Communication (ORI, BEIESLR. READIER

HIR7F]

(2) FAU_SAR.1 Audit review (Bi&LEa1-)
VATLEEBEE. Web UL TOYM V. Web Ul hboDIREICED. TOE RERICREFSNETAT
DEEOTEHRHHTENTES,
BEEOJRIATRUINDOTFAI7MILELTADYA— FEND, EEOTEADYO—- T BI5E(1E. TLS
BENMMICEEINTWVSBILENDHD,
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(RH:&9 % TSFI)
Web UI OEE##E

(3) FAU_SAR.2 Restricted audit review ([REEZ&ELE1-)
TOE RERICRFSNLEEODT DA H UBEER . RREISNE VAT LEBEDHICRESND,
F  BEEOTADOTPIEAZ. Web Ul OH#FERAFRET, BIESRINDTIEATHIEFH KL,

[RH:& 9% TSFI)
Web UI OEEHERE

(4) FAU_STG.1 Protected audit trail storage ({fRESNEEEEILIEHR)
TOE MEBCRFSNEEEOIANDTHLEAR., FH i UEEEDH THY. BB LMEEHREIFE
LW ChIZED. EEOT DR ELHIBRERENHIRESN TV,

[E5:&9 % TSFI]
Web UI O&IEH%RE

(5) FAU_STG.4 Prevention of audit data loss (BZ&ET—518%K0ALL)
TOE RERICRFSNEEEDTE. &K 15,000 4EEREFTIENH KD, BEEOATNEFICH-
iGE. RUECGRBRINEEER T ACLEEELT. HLVEEDTNMER TR ELGEHRIND,

(BE&E9 % TSFI]

BENRRIOHRIZRE

Web UI O 5I525

TIVB—RIA4N

BERRIOEEYRE

Web UI OEE#EHE

BIRRIY

BAENRIINOIE-HEEBE. 7YY MERE. AFvIUHEE AF v VRV ARTFRERE. J7D AMEE. XER
D Lk RE

BENRIDOIITIKEE - BEOR R

Web UI O Ja74KEE - EED R RHLEE

Web UI OFRBRYDANMSDXET—2EDE Likae
SEREEY N

Web Ul O77—LO177v77— MikkE

DR EBIEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BES 2 ST HA
TOE REEEH— )\ oBEEENTNEBEREZ(15E. TOE ICRFSN TS L2EEDT TR
DTFANTPAINELT, BEEY—)INEH T3, BEEY— ) \NEH T3, TLS/HTTPS FOMILT
EEiEENd. BEEOJTOEH ., RSNV ATLEBREDHICRESIND,
TOE AEIC—FBRESNIEEDTHROIANY FORKEHE. RRGHEEBBLZRHOEEL.
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(5) FAU_STG.4 [C@Ritan3,

(R8:&¥ % TSFI)
HNEEEY-N

(7) FPT_STM.1 Reliable time stamps ={E#E31 LAV S
EENCEERNRBRZEEOTELTCRERT$HF(C. TOE N2 TWVSIOYIMEEIC LS M LA
ST EFHITT DHRERIRIR TS,

BFETOERELEFEF FMT_MTD. 1 ICED VAT LEEBEEOH N AIEETHD,

(B9 % TSFI)
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7°%

1.1.3. 7HuAHIH

HAGEEEDN RN LRI AE OH N T iE D RE R AR REET3 %, TSF [PV EAT B/ VRTI—ACE(C,

FIFARTREICG D HEREN BT3B,

a) AKEBEENRILTHIEISN D HERE
AE—#EE. 7D AEBE(E(E). AT vUikEE, XEOREFEEDE UEE. T MERE(TUUA
— FIANTOREEE DR E N KM THOENRIFFIRE) R TRIET 5. RELLBIMGSIZED
RSN, ), EHRKEOR TR, VaT K& - BENKRTHEEE. £7& TOE RET 4D /K
EEE (VATLEEEDH)

b) Web UI THlfElshd#kaE
HHIREORR. VaTRE-BEORTHEEE. BRNYIANODXET—5EH Li#EE. TOE
BRETHADSR/REMEE(VATLEEEDH) . 77— LII77v7T— MERE (VAT LERE
EDH)

c) FABIFMTUIDTIIE— A NeERT HHAE
FABEBNRAZEDIIAPU DT IVE— RAN TR EEERE LK TTIY MERET 3L,
MFD (3 RIFREEN B LIEH B (COH ZIET —REEY My TT—AICEH(TIVR-X)LTa
—Y—ID CEORERIRY MIICETET B,

(1) FDP_ACC.1 Subset access control 7ty 7ot Al

FDP_ACF.1 Security attribute based access control tF¥iUT1BIEICLEZ 7D AHIH
TOE (3. Table 11, Table 12 [CfiEL), BFEEXBEED V3 TEXET-ADTHEAKIHES R
J0 LT, XERN()HD note Ditikld Table 11, Table 12 ® note 8B LTLV3,
BREERBEETHENONDG VaTEXET G, EHREEEEE LR RAEES—F—ELTEIDRF T, 7
—F—FR VAT LEBRELZINPOEAREEG S, 2L, EfTh YT, — A AENEETS
CENTED, 2, I7DAREDROT A, VATLEBEL TNV E AR REEL D,
TIVMEREICH VT, D317+ PChotR AN TV MTF—ARNICHIAEEHFE T %D 1—
H—ID &FENd, T)V MEREICH TR VadBEER., TV MTF-RICEFNS 1T —ID [CLoT
HESND, (note 1)
AFvUEE. JE—HEEBE. D7D AEEREBEICHTR Y37, B COT 1V Lz a—H—1D hi,
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EDNA—F—ELTEINDIFONS, (note 2)

TPHAZEFDYITR., I7VAEEERE VL ABEMFETELLVEY., REEEN T —F—&
LTEINDFoN%, (note 3)

TPIAZEVTREINSI7IAZET AR RETIHRENVIACEINE ToN TS 1—F—ID
HA—F—&LTEINDFbNS, (note 3)

TPDAZETHEREFTIHERRVIAL. SA MERRTILENDHSD, (note 3)
TPHAZIENY3TET—4% TOE SihoiEondih, TOE DFIAETHILVITNhO1-H -, 77
DARED I TELUT—AZER TS TELL, (note 4)

XEORFEIMNH Ve, AFvUXE. I7VAREXEORBRVIARTFEZOENE UEE
BATREE T B, AFvUMEBEICH TR, T BRICOTI VIRIENBETHD . BERYDAICAF I
EFEZRETIR. BHEEEITATOREBRYDAN ., —RABAELE SA SBEENETIH
BARYDARIHEIRATEEE D, FIRBERAT Y X BELRGFITIRBRVIATEIRNL, A v iRk
EETTIN. ERUVEBEERVI A EBNAF v XEDREEICES, (note 1)
HERYDARESNET-AOEDE L, FLE1—, FUV MER. Bk, 7V MERTEOVER %
PREOERE. FEEFLIEMEBEELINETTES, SARVATLEEELN, th AOH
BRYDANDT—RIBETELL, 2. On Demand Overwrite #geaFIHT318 4. BEE
(FEFZIIE R FEEIZa7IVERICED BNV ARNICRFEINLT A %HIBRTIENTED,
(note 5)

TIVR AFvY, IPDAREDEEXET-ADTLE1— . REEFLE VAT LEBELINE
1CE3,

TIVE, AFvy, IE—, I7DAEE. 77D ARE XEORFEMNH L. WTNOBEEICENTH,
XETHERETIHEEFIRBINEL,

AFvY, TPDREE. T7DAZE. XEORFEINH LORIE VI TR ETIHEEGIRESNE
LYo

(R8:&¥ % TSFI)

TVIB=RAN

BAENRIVOIE—HEE. TV MERE. 2T vUREERE. AXvUIRVDARTFHEE. D7D A AR XEM
N Ui ge

BAENRIND Y TIRE - BEDR THAE

Web UI O Ya74KEE - BED R THAE

Web UI OFRRYDANGDXET—FEDH Ui AE

NREFEER

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior t¥aUr(#8EN53F\D
=g
FMT_MTD.1 Management of TSF data TSF F—20D&EE
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes t¥ai)T1EBHENEE
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FMT_MSA.3 Static attribute initialization FHIEME#IHAE

FMT_SMR.1 Security roles t¥1JF71 D& Z|
TOE (AR SNLE VAT LEEENDH(IC, TEE Table 21 [I5RT TOE t¥a) 74 #aE(CRE %
TR3CFA)TAEBBREENDSBERTELE R, hLURHEEOHMERERETd1-Y—10871—
AEIRET S,
F BRI ENE—RFIAEIESDIAT—-REREDHAIHETHD,
CNODHEREICED, BRENZCF1)T1 BB A IRE TS,
HBEEERIOSHEL., #EESEENMEE)RIVBLY Web UL hoadM1 o LERICERTRSND
BHEBREFEORTELOCHERTS,
TOE (%, Table 11, Table 12 (ZfitL), BRIEERBEEETIROND I3 TEXET-HDF B EH I
TRERDT 74 MEELT, BREEEEB LR AEBANFERZRTE T D, 3FME. 17.1.3. 7HE2
### (1) FDP_ACC.1 Subset access control 7ty 7Dt A%l FDP_ACF.1
Security attribute based access control t¥iUT(BH&(CLZ7OLAHEH I ESBOIE,
TOE 3. B EEE. SA. VATLEEE —RFIAZEOKRINEELLF AECREEMT. Tne
95, ®EE, 1—Y—ID &EDLTHN, TOE (FATA Y LEFAZEICI—Y—ID (LT 5%
gz 3133,
TOE (&, FIAFERBNCEALELF T BHEOT 74 MEELT, —fEFIAEERET S,

[FMT_SMR.1 [CBH:#ET % TSFI]

Web UI O AIFEE

BIENRINOFRIERE

[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 (CB§:& Y% TSFI]
BENRIOEERERE

Web UI OEIRH#EE

[FMT_MSA.3 (CE8:#9 % TSFI)

AOVE A

BENRIIOIE—BEBE. AFvUBERE. AFv UV ARTFHERE. 7D A EE

NREFEEIR

Table 21 tXi1UT1EEHEECR/ERTRER Ul

¥ )T1EEHIEH BENSRI | Web UI

N=FT412A0D L EEFHEKREDRTZSRU. B/ EX. LEZE v 4
HOEREEIT)

ARL—UBEBLREDEREESRL. B3/ BHOEREEITY v -
KAENRRIDbDREEFFDNNAD— FMEADEREZSRL. BR/EM v -

DEREZITO

FIRBRAERICLIVIEAEGHREZSRL, A/ E. IEEE v v
HOHTEEZITY

BMERE ID ES\ATV-FOEFEET) EHMEEEDH ATHE v 4
A& ID O, R, HIBRZ1TI. NAT—-ROERZ1TI. F. v v
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FAZCRDS TRREZS R, SA TR —RFAAEDOREICE
B33,

14— 120 FOBRMXFHHIRESBLREET Y d

AN
AN

BIETIBSILHMEEDXRTEESEL. A5/ EDHLUHMIBERD
REEIT
TLS H—)\iIBAZNHRTEESHEL. ER/ BEFH DR EEIT. - 4

A BRI REDER EES U AMRFEEL/ M DREZTTI
THAR=-TIV MEREDREES L. B/ HRIOKEETD

B, Bl e SR UREZITI

AN RN
1

BETAMEREDREESRL. AN/ EIDKEET

I7—LOIP7YIT - MEREDREES R, AR/ EIDREEITI v*1 v*1

Z—rDUPHERE BRE)1RIV) DS HREERTE v -

LR— M ADOZREESRU, VATLEBERE/FIREOHREEZT 4 -
)
NARR—IVIZ 7R EHIBE DS BER TR TO(MEEDE /& 4 4
S/ BRSFISAD—R)
X TAEEREDEREESBULAEN/ ENDEREEITD - v
(BB, EEOVZATRYUINDOTF A I7MI T, EEY—NITE
ET3 N mTRE, )

On Demand Overwrite #8ENEEES R L. B/ EDHHLUVHI v v
BREFZIDER EZ1TD
TP ABHRICH TR RIERVIANS BEREEITI. HEEDF =/ & v v
MBELUZIERVDADIETE) *2

*1) I7—LOI77y7T— MERER. B4E)IRILE EWS OmAEFELLIZE(C. ARELDE
T, EEON—ARITERELTE, T7— L0177y 7T — MERRRERICBNE .
*2): ZERVDADIEEL . SA PMERLIZHRBRYIATR INIEB I,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AN{R#
TOE (%, #2558 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIREFETBH ., TRTOF
RAECRLT, COSREFRHLETEHDIUATI-AERELTVEL, £, NVRAM2 Kl3AKED
(FEINTWBERIE. AL —IEBBIELEERTIIREL,
AML—UmE S8 (DEK: Data Encryption Key)l&, £52® KEK T AES-CBC AR THES1EL
T.NVRAM1 B U HDD IZ{&7F 9%, HDD (LR 7FE T % DEK ORI /N\YI7YITHB,
TOE DEEENEFF. NVRAML [CIRFSNLESILSNZA N —JES#(E. NVRAM2 (CHZBIES
BTESLIN. BEPIEFEXDIKET DRAM [LEFIND,
L. IRTOFAFICK LT, TOE (&. DRAM [CRFSNEFEXDA N —IBEESRERHZTA
URII-ATRBEL TG, Fo. DRAM CRFESNTVRIEXDA N —IBE R, BRZEET
CEICENEESEND,
TLS BIEF(CHEATIMERTEOFIAEE. 7.1.6 (15)DHBICINIESIESNIKEET
NVRAML [CRFTFSN. TATOFAEBICH UTHEREFRH HTAUA71—ARREELTLVED,
BEICFIASNS TLS tyYaviER U TLS EC Diffie-Hellman #ZF{E(XFE X T DRAM [CRTE
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SNBH, IXTOFIAACK LT, TOE (&, DRAM [CRFENZEXD YAV BEFRHTLTA3
TI—AZREL TG, Fo. DRAM [CREFSN TS EX Dy aVv§Eld, BIREFET EICLD
WEIND,

(BE5&E9 3% TSFI])
HHIHL

1.1.5. SEELER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF (& Controller ROM & Fax ROM D220 77— LII7ICENERSNTHD. hn220T77—
LUI7DEEMERIITRECLD, TSF OIEESERRIIT S,
TOE [3#2EFF(C Controller ROM (& 4byte dF1v74 L. Fax ROM (& 2byte OF 19D LZEt
HEURMENBEE—HTINEHRL. EERFIEE RIS -2RRUEBZELTS, Fk.
DRBG [CBULT [1]11.3 [CEBEDAIATAIEEITL. TAMKK LGSR
BENRRVCIS-Z2RRULESZE1LT S, 5H DRBG OE#k(% 7.1.6 TRY,

(R8:&¥ % TSFI]
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update &{E®E7YST—F

FMT_MTD.1 Management of TSF data TSF F—30EE

FMT_SMF.1 Specification of Management Functions EE#&EENDHE
VATLEEER  ARENRIDODBRELCED BESRIETHRBPOI7— LI 7 N—JaVehE
RIBENTED, T, BEERTEYANEEIFH A TBRLICE THIREB D TOE 28T 577~
LOIPON—I3V e ERTRENTED,
Fz. BRIFERESNTZ VAT LEEBEOH N, VATLEEEDISM17> D) Web UI hib, Controller
ROM, Fax ROM #/\wr—J Ui\ )74 V% TOE (LRET B 2ElCED, 77— LI17&7Y7T
—;FBIENTES,
TOE (&, YATLEEEDIZA7V D Web Ul hoEESNET7—LI17 &L\ M HI)I71 )\ 2%
ET3E. MFITPANNSRASNZEFERZIRELL. REEICKKR LB &R, 7yTT—MedLE
LB ERRIVCIS—@BEULTELET S MM FYTPMNIU ESNTWBEFEANL. MM FUT71)L
% SHA-256 T/\wablz/\WwialEx# K 2048bit D ZEHE THES1E L= RSASSA-PKCS1-
v1.5 XD RSA FIRIVEL THD. LOTRIIDFIEE. 1)) M FITPAIUHFSNEEFE
BET77— LIV ERWRIIA RSA ARKRBICTES. 2))\M1HYI774 )& SHA-256 T/\w1, 3)
BEEHRENYDUETLEL, —HINERIADI. S —HTHN SR XKLL D,

[(FPT_TUD_EXT.1 (CBd:&YF % TSFI]
BIENRINDT7P— L7 N— Y3V FER
Web UI O77—LDI77v7T— MékE
(FMT_MTD.1, FMT_SMF.1 [CR8i# ¥ % TSFI]
Web UI O77—LOI77v7T— MéEE
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1.1.6. 7—hEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4%
B GEXFREE)
TOE [# TLS & S5@{ED#HEI (EC Diffie-Hellman) TRV IEMFRREELT, [2]ICSEH0ME
MR ERD, FEAEROERAEE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 [CHE
5, TLS EC Diffie-Hellman #ZZ{E(Z. Linux ®/dev/random hoigE%EY— KeT3(14)IC
SCE D AES-256 CTR DRBG THRUEELETHD . FBHB#RELT [2]Appendix.D [CEEE;
M P-256. P-384. P-521 #HiRk—kUL, TLS 2TV I—Yav@ETHIATEZ—ONRFES,

TOE (3 TLS H—/)\GERAZ(CRIRAT2IERMBEL T, [2]ICERERDFEMBERE. L LUF. [4]I
SCEHM) RSA BEA S, CNHDIERFEE Web UI hboD1—H—$5 R TEREIND, FEABhIR
BOERAEGE [3]15.6.1.2.2 RU [2]Appendix B.4.2 [#5, RSA (3 [4]6.3.1.3 &
ERAECHRD, Z0HhTEONZFRHIE [2]0 B.3.6 (CLDEREND, FEABRIRELT
[2]Appendix.D [Z52#id P-256. P-384. P-521 %. RSA &£ LT 2048bit. 3072bit %4
iR— kU, Web UL ho1—H—H\INH—2FIEE LTERIERT %, Fo. REEHDEL LR
[213(14)I25280 AES-256 CTR DRBG %f1\3,

ERROBERICHNT, TOE HADILRPRBEORERTL,

(B8:E ¥ % TSFI]

Web UI O AI52E

TIVB—RFA4N

Web UI OEE#HE

BENRRIDORE Y HEEE

Web UI @ Va7 ikEE - BEOR ~&HE

Web UI OB BRYDANLDXET—FERDH Likhe
SNEEEY-N

Web UL ®77—Lo177v77— MEEE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BES# 4
(X8 F)

TOE RAM -V ERRUSEBEEENTYYIVRELT. FRENEY MIDELEERALS, B&
BICid. ARL—YUBE S8 (DEK: Data Encryption Key)® 256 v, DEK #8551t 37HD
#2558 (KEK: Key Encryption Key)® 256 Ewk, TLS tyvavinIA—LTxI VI~
VIV TREUVERSARICIEUT 128-256 EV M ENENERKT S, ELEII(14)ICEEEHD AES-
256 CTR DRBG TXE T35, BH. D DRBG W'IFUHINZDIE., (12)ICERE LR FIM %
AR, RU.TLS BIEETy aVvRR R THE,

(BH:&9 % TSFI)
Web UI D51 F35E
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TIVR—RFA4N

Web UI & EH#RE

BIRRIY

BENRRIOAF v EE

Web UI ®Ya7ikEE - BEOR R~&HE

Web UI OFBRYDANLDXET—FERDH Likhe
HEEEY-N

Web UL ®77—L177v77— MEEE

(3) FCS_CKM.4 Cryptographic key destruction FES#H3E
FCS_CKM_EXT.4 Cryptographic Key Material Destruction RS E#HOWKE
TOE BEXBREFENZIERUVEMBEREICL LA THETS(*), TOE [CEXREFEINDE
RUBMBEEDIEFEREZ Table 22 (TR, Fo. INoDHE R UEM M IG5 NEOEITHEIC
RAM EDTI—DABIUNENIE-SNTHIASNSN. RAM LOT—4(4 TOE OERETEELICAE
EBNEIRSNS,

(F)ARL—URES8(E NVRAM1 R U HDD [CERTFSNSH, (10)ICEEEDBIEESILSNBH.
REHORRNET D, T, (1)ICEEHD TLS ¥ — ) GERE(CFIATIIERFHEIE. (15)DANZ
ALICED NVRAML LICEESELTRESNDLD . KREHDRHRNET D, T7— LVIPERIREL
(CAWBARRE, MER., T51 - MESE. BSI)T L EF1) T/ 5 30NN ER S

LBLVEhERZHDH RN THD,

(B8:&9 % TSFI]

BIENRILDEEKEE
BIRNEY

Table 22 FXRENIERUBHBOWESE

e | REFLE WEHACHEERR

BERE S5 NVRAM2 | B{ENRIOEBEAZ1-h o TIGHEROKE
(KEK:Key (CRTHERELEZRR. T—3%Z(14)ICEEHD DRBG T
Encryption Key) ERUEELBT1E EEETS,

TIHHAEROREICRT CERTI AV LOETOT
—HEWETIEEEKRL, T AMERLEEESE
HERN—T123aV2RILE SR TESTILEND
LVz#h, DEK B U KEK [FFEICBS,

TLS Ty avig RAM TOE DERMICHRET S,
TLS EC Diffie- | (%)
Hellman f##{E TOE [FERETOFF R THRIG TLS tyYavzfU

37128, TLS tvYaviE R U TLS EC Diffie
Hellman MZE{ERFREICE D,

- 77 - Copyright®2023 by FUJIFILM Business Innovation Corp.



(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESREIMRIESI1EES)
TOE (3 TLS Oxt#rgrg S /85 ELT [5]ICEREHD CBC E— FRU [6]ICEEHEHD GCM E—FD
AES(128bit. 256bit)&iR—F3%, AES (& [7]EHTHS,

(BiEY % TSFI]

Web UI D525

TIVVR—=FIAN

Web UI OEE###E

BAENRILDAF v UHERE

Web UI O Ya7KEE - BED R TH#E

Web UI OFRINYIANGDXET —SERDH LI RE
NEEEY-N

Web UI OT77—LOI77y7T— MiRE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) MESE/E(BRERK.REE)
TOE [377—LDI77y7T— FOEEMFRIECH VT, [2]ICEEEHD RSA TIAILELEYR— T
%, B2RK(L 2048bit Thd, BRIA—IvE [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5(C
€,

[E9:&9 % TSFI)
Web Ul ©77— L7177y T— MRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESRE(ER LR HKREL)

TOE (3 TLS O4EFEREE. RU, EFEBRER/MREECHIVC, [2]ICEEHD RSA TIRIILEL R
UHEAHERT VAV E R ICRIG LEE R E MR THRIEZ1T). BH. RSA B#&(E 2048bit F7z(F
3072bit, NIST ¥ #h#&(3 P256., P384, P521 #HiR—F93%, RSA TIRINERDEL T+ —
IyME [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (L), F=. f5AMRT I B L DE S
A R/IREEE [2]6.4 (S5E5. Chbld TLS BIERICRBEMRFLORTIVI-Yav, EFELL
BEFICE - —DIEEICLD. TNENFERATIER ARNRES,

(R8;:E9 % TSFI)
Web UI OEE##E
BAENRILDAF v UHERE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) S84 ()\voa7
VIYZXL)
TOE (&. 77— L0177y T — FOBEEMEIIRFDI7— L0177V I T— MA=IT A0\ Y15t
HIZCSHA256 #FIFHT%. CO SHA256 \wY1{EEERED RSA EEH#HERELKTIETE
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BREIEEITT . BH. \vYa7)ITUILIF [8]ICEMT B,

(RH:&9 % TSFI)
Web UI O77—LoI77v7T— MéEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) ES&#4(/\v>a17
IVTUZL)

TOE [F(11)ICEEED TLS [CHF2BFEAVE—IEREEAR D)\ V15T EIC
SHA1/SHA256/SHA384 &#HiR— g3, @IEICERTS/\a7)I TV LEBHEFELEEOXT VI
—VaVICE TRET D, . TOE (FBEFERER/RIED/\vYaETE(C
SHA256/SHA384/SHA512 &#HiR— L. BRERFO1I-—Y—DEEICLNERTS/\va17
WIVZXLWRET B,
TLS [EBF5 8 EAE—IFRREA XD\ V15t BEBFERER/IREED)\ VY15t HIF L
THNEHRICHEAENBEENTES, BH. N\vYa7ITUXLIE [8ICERLT S,

(B8:&9 % TSFI)

Web UI Mz 5IEEE

TIVR—RFAN

Web UI OEEREE

BENRRILDOAT v UHEE

Web UI O Y37 K& - BEDR ~HERE

Web UI OFRERYDANbDXET—AEDH LiaE

SEEEY-N

Web UI O77—LD177v7T— ME#E

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
1% (AES T—AmES{L ES)

TOE (FAML—YUREB OIS AKELT, [9]ICEE INE AES, RU., JOYIRESE—FELT
[10]ICEE&E SNz CBC &HR— 193, BRIE 256 EYNTHB, IV BAN—IDEHAIBEEE
DEK ZtiCEH T3,

(R8:&E¥ % TSFI)

TVIB—=RAN

BRI OIE—HEEE. TV MERE. AT vUMEE. AXvUIRVOARTFILEE. D7D AMEE. XE R
N Ligae

BAENSRIND Y TIREE - BEDR T AL

Web UI OFRRYDANGDXET—HEDH Ui #E

NREBIEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BESigE (BIES

1t)
TOE ($(12)ICEEEMD@ED ., ArL— YRS 1LHEED DEK(256bit)% [9](CEE& SNz AES A
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THES LT3, BRI 256bit THH., TOYDEIESE—FE [10](CEEH SN CBC 29 R—+F3,
BERE 256 EYRTHB. IV [F(14)ICEEED AES-256 CTR DRBG o B &L THS,
(12)(CEEHMAED, AML— YRGS 1LiAED DEK(256bit)2iES1LT5D(E. AL —VBESH#T T
1UH3 TOE O EEEIRECTHB,

(R8:&¥ % TSFI)
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) BESEEERT) W1 AvE—JFREE)
TOE [F TLS [CH 12 fF EAE— IR ARELTUTEYR— T3,
& (bit): 160, 256, 384
N\y1:SHA-1, SHA-256, SHA-384
H*vt—IH1 I AMR(bit): 160, 256, 384
NyoaZ)VIVZLE [11]. B EN\Y D1 Ave—IRRRE 7TV L(HMAC)(E [12]IC#EMT B,

(B8:&¥ % TSFI]

Web UI 0525

TUVVR—=FIAN

Web UI OEE##E

BAENRILDAF v B RE

Web UI O Ya74KEE - BED R THAE

Web UI OFRRYDANGDXET—FEDH U RE
NEEEY-N

Web UI OT77—LOI77y7T— MERE

(12) FCS_KYC_EXT.1 Key Chaining #FIAY
TOE [ M — Y& 542 (DEK) R Uf DEK %8521 T3 D82rs S8 (KEK) ERF 1/ VET 3,
BHEMICIE TOE BA N -V ERTIM/ VB VEBRF(EAMICIE. THEEMRESR.
. RENRIOBEEEA 1N IIHEHAHOREICRTIRIEE LR OREN)IC(14)(C58E
® DRBG T DEK & KEK #4 L. DEK [¢ KEK [2&D(10)(C4->THEE4EL NVRAM1L B U
HDD (2, KEK (3 IKBET NVRAM2 [C, ENENZRTFT D, 2 B B IO ENFF(E. NVRAM1
(CHEE1E UTR#FL DEK Z NVRAM2 hoiids i Lz KEK T(10)ICHE-TEB T3, R
DEK. KEK £4(Z 256 By FC#H3, DRBG [Cl3(14)[CR# LB+ HEIY FOE— RN
EHBENREL 256 EVRTHD, BFIM4 DT 256bit BENHEIFIND,

(B8:&9 3 TSFI]
BIRRAY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material BRU#EMEDFE

TOE (¥(12)ICEE & LIz@D. AL— IS H#TI( UG TOE OF)EIREENFFC#E RO DRBG T
DEK & KEK 24 /L. DEK (& KEK THES{ESn T NVRAM1 KU HDD (2, KEK [ XIRRET
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NVRAM2 [CENENRFEFT D, DDA ML —IUIZ DEK, KEK HMREFSNBEIFB LY, NVRAM2
(PR ZIAFIREA ML — I THRIH, (12)DRTIMVD—EN R ZBATREB A L —YICFEX
TREFSNBERBLY,

(R8:&¥ % TSFI)
BIRRAY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R ELBEY MERD

TOE [$EL 84 FRIC [1]10.2.1 [C##8L% AES-256 CTR DRBG %F|FH¥ 3, -0 DRBG (4
Derivation Function, Reseed #8E% & L. Prediction Resistance #EEEFLL, T
Linux A—%JL®/dev/random ho i3 ELEEY— kET S, /dev/random DIZ LT THD
Linux Random Number Generator(LRNG) & U LRNG [Z3EA T 3009000 ADEH H L
FifE/ A A2 SHieAEIY AE—RET S, D/ XFV I P17 ICENERMICHEROELSDEE
H#4ET5LDTHP, DRBG [E/dev/random h o #aEnizo— k& entropy_input U
nonce ELTHIATSN, ELBOIV bOE—E(F 256 EYbx1.5 %8, [1]8.6.7 DEEHH+
NEEZB,
TOE [3C0 DRBG ZRAWCTA ML —UREEHE. TLS v aVvizEHT 3,
(12)ICEBE0ED. AL — IR SHEHOEHIC DRBG HiEEcNdDIE, A — ISR FI(
UM TOE OFEIREENRFTHD .

(BE:&E9 % TSFI]

Web UI 055285

pOVE SR IA

Web UI OEEH#RE

BIRRIY

BENRRIDORE U HEEE

Web UI QY37 iKEE - BED R RHEEE

Web UI OB BRI ANODXET—FERNHE LHEEE
SEEEY-N

Web UL ®77—L177v77— MEEE

(15) FDP_DSK_EXT.1 Protection of Data on Disk T1AD EDTF—5{R#
TOE BAM—IF A ALDT—ATOVD B THEBL/ES1ET S, BAMICE. AR —IF )
ALDBEFAERIRIN—T4 03V T2 I71 I RUEAIT—A0 Read/Write 2N LTTF—4DE
FL/BEBILERL. Bik/\—T42avICxd LTTF—A70vH% Read/Write 3%, BESL AR
FCS_COP.1(d)IZfD, BEBIEXIRIN—T1 a3V ECA N —ITF N AR A AT RETS
NVRAM1 B U HDD T#&%h. NVRAM1 B U HDD UUAMIIR AT RER A ML — YT )11 Al
LYo
LEOAN-IUEEE. BEEFICIOTAMN - I BLHEEN A MR ESNLEZ ., TOE #[E
BN OBNET D, IEE1L/ESLICFIATS DEK (F(12)ICEEEH LED. SR F M UM
EBERFICERIND,
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ETCHOEXDOFAET 2, EXOWEND TSF 7—41% NVRAM1 XU HDD EDBEFS1ExR) -
TADAVICEFRAINDILHIEF1LENS, NVRAML R U HDD EDOIEREBIEIRDN—T123Y
(CE. TATSLAA=T HlHH)I5A—3% KEK Z8#EL(10)(CEEHEDBENIESLEN Tz DEK OHHF
SN, EXOFABEXET ARVEXDWED TSF T-AEEFH . BH. DEK OIS 1L
($(12)ICEEE Lz@D TOE RS RF M VN B EBRICITONS, Tz, X KEK OfREFLT
H% NVRAM2 (3R BIREB A FL— YT N ATIEB LY,

(R8:&¥ % TSFI]

TVI8=FAN

BIRNIY

BAENRINOTIE 1R, TV MERE. 2T vUREEE. AXvUIRVDARTEFHEE. D7D AMEE . XEM
N Ui ee

BAENRIND Y TIREE - BEDR THAE

Web UI OF RN ANGDXET—HENH LiEE

NREBIEER

1.1.7. SE8EEE

(1) FCS_HTTPS_EXT.1 HTTPS selected Z#iREh7z HTTPS
Web F50%, BoUICEE Y- NeDETDEIE F571490% HTTPS TEX17FvRILETBLIIC
EHITIERENATRETHS . COREE Web UL o BEEEDHNITAS. HTTPS (& [13](CHE-
ERETHS.
D347k PC D Web J509h b ERZ2Z(5E, TOE D317V h PCRET TLS BIEOXT
VI-aveEHESL L, HTTPS BIEERIRT %, V347V PC hod TOE M Web UI [CH(T5E
AR LVITARTOVE- MEEICH LT, HTTPS BENERINS, I, BEEY /W oEEEN
HTF—SMBERERZT. EEOITREEEY—NGEH T3, HTTPS BENEAINS.

(BE:&E9 % TSFI]

Web UI 035585

Web UI D EEHERE

Web UI O Ja74KEE - BEDR RHLEE

Web UI OFRBRYDANSDOXET—SEDHE Likae
SEREEY N

Web UL ®77— L1777 7 — MRE

(2) FCS_TLS_EXT.1 TLS selected @iR&n TLS
TLS ®EELT [14]0 TLS1.2 YK~ 193,
TLS BIETHERATIEEA— MDA 7Y b =)\ED TLS IRHYavdhcxTVI—-bah3,
TOE (& TLS ZFI AT %:EEICHTIE. TOE FHEEEICIEUTOIM47Y MIHH—NICHBNES, i
ZIE. Web UL 7O ATIEY =N, AR v XEA—ILEERFICEIDI17V FeLTRD ED,
TOE (D347 M oiRESNLE S A — O hotiR— b2 E 0% 1 2:ERT S, TOE
HFiR— BB A — MILL T THD,

- 82 - Copyright®2023 by FUJIFILM Business Innovation Corp.



TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:E T3 TSFI]

Web UI Dz AIE2E

TIVE— R4

Web UI O EEHERE

BERRIOAF v HHE

Web UI @ J37iKEE - BEOR ~HEEE

Web UI OFRBRYDANODXET—FERDH Likhe
HEEEY N

Web ULl ®77—Lo177v77— heE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF S {EEFvRIL
TOE (& TOE £E2&EY—/\. Mail Y—)\eDfET. U TOSEEEETOMN I ETR— T3, ThiC
N IV RRIV POBRIEBIET - IDRBERS N ODRENRIISND,
EEE&EY—)\: TLS/HTTPS
Mail #—/\: TLS

(B8:&¥ 3 TSFI]
BAENRIOAE v HEE (Mail 9—)Y)
NEEEY-N

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{E#8/\A(EHEER)
TOE REEENDVE— FPCHODEPIEAMVATI—AILK L, LTOSEREE IO ML TR
— ;% INICED. TV RRIY FOFERIEBIET - IDRBEHS DO DRENRIISND,
Web UI: TLS/HTTPS
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(B8 ¥ % TSFI]

Web UI 05525

Web UI O EEH#RE

Web UI @ Va7 ikiE - BEOR ~&HE

Web UI OB BRYDANODXET—SERDH Likhe
Web UL ®77— L1777 7 — MRE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) SE{E%E/\2AGEEEER)
TOE (FIEBEEED)E— FPCHODRTFILAMVATI-AICK L. L TOEEEEEIONIILEY
R—bF %, CNICED, IV RRIV FDEFNEBIET —HADRBERS AN DD RENMRIIEND,

Web UI: TLS/HTTPS
TVIR—=FS4 I\ oDENRI: TLS

(R8:&¥ % TSFI)

Web UI 051385

TVIB=RAN

Web UI O Ya74KEE - BEDR T AL

Web UI OFRRYDANGDXET—HEDH Ui #E

1.1.8. PSTN 77DA-%y b )—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77925 B
TOE (. 77DAERT LHRER S ARBEREIREN LT, I7DAT - ADEZEHEEZIRET S,
HiR—rF370MUE ITU-T G3 E—FOHTHB.
TPHAA VR TI—ATEZENHFINTNIDE. FIAZEDI7DVIVXEDH THB.
T—HET LBSREIFL T M oD B BT —ABEIVY FME— IR (R Fa s T7DAREED
b TOE [CRIECTHEATRIEETER L, Fo, TOE (3. AR BIERBRBERERY F)—DETT
—REZFETHETLLEVVEYD, ARBERRZENZEVCAREHRT —2IREBRYEI—D
EETELREL,

(RH:& 9% TSFI)
DR BEEER

1.1.9. N—FT4ADDLEEHRE

(1) FDP_RIP.1(a) Subset residual information protection %7ty NETFiERIEE
TOE [F. YATLEBEICINVI TR TERDON-FT1ADD L EFHEREENAMEINTIDE,
JE—#aE. T MEEE. AFvUEE. J7DABBEDE Y3 T RICHEN- FTAADEEICETE
SNEFRAFHAXETHIELETHETD,

NEQRFMBETHASNEXET -G BERYIZA LM ORI VERERDEH UERIE. HIBRIE
EICE-THIRREN., 20k, TOE (L EEHEEERT S,
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A TOE Tlk, YATLEBRENRELCRLFLEY 27 IERTRERV I ANDZEEEXE
PERT)D X EZHIFRT S On Demand Overwrite HREN RSN B A, HIBRSNZETEX
ECEAETET R N-FTIRAOD LEEHEHBOREICE N EEETHENERAINS.
N—FF42DNDLEEHEMECLE LEEZRES 1 B(("0(EN)"ICLH LEE)E. 3 H(0-1-ELEICK
5 EEELIREL) OFIRDVHERD, 22U, BSEHEENERIESNTISIEE . HELAITE, H
=750, 1, BB FESESNIRETESAING, Fo. N\—FT1AVEE LI, EEEH
EFEOFABZHNETIN—EZHS5. TOE BEBRKIC—EEZFIVILT BERTOFRAFH
XETHWFAETIEER. LETHELEEZRITIS,

(BH:& 9% TSFI]

BRNY

BAENRIOIE—HRE, TV MERE. AT vUBERE. T7DARE, XE D Uikae
BAENRIND Y TIREE - BEDR THAE

Web UI O Ya74KEE - BED R THAE

Web UI OFRRYIANGDXET —REWNH LiRE

BAENRIDOEE R

Web UI &R #E
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8. STH&EE-HEE (Acronyms And Terminology)

8.1. HR&EE (Acronyms)
K ST [EHTRREEEELLTICEREAT B,

B EHEAR

CcC JEVD347U7(Common Criteria)

DRAM HA4F39D5058 L7HtAAEY(Dynamic Random Access Memory)

FIPS PUB K E OEFFRNIBIZ LD ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FIB)#E A #(Multi Function Device)

NVRAM TERMSVH LT7DEAAE)(Non Volatile Random Access
Memory)

PDL R—YEeak §i&(Page Description Language)

PP 075370774 L(Protection Profile)

SFP &) 7188 A #t(Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP EFA—ILEETORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"v M Security Target)

TOE 1@ %t % (Target of Evaluation)

TSF TOE 1)) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITPRAFEELUTICEREAT S,

g EXEA

HETS T7AIVDAT L BREATIDNOR ROBEEEUNGVLIITHET I EEIET .

KEK Key Encryption Key OB, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB, ZETld. AL —IBEROCEZIET,

72V AEY SD F7=(3 eMMC %387,

Web UI FIEAEZEDSA17Y D Web 505N UT, TOE [CRTRIEENTERMVITI—ATH
%,

HERYDA BRRYDREERHANEAF v U XEF I T7DARZIENXER TOE NICRET S5

ATDCE,
FERFETILITRCEBRRYIAICHEMSNEXEL. AFvIXED., T7IAREX
ENCLOT, FIRERBCS UL TEETH D

TIAR—=bT)U b
(Private Charge
Print)

TV MEREICB T, FIRIT—3%T IViR— AL TR LIZEY by T T 5%, MFD DA
F—IRE[C—BEREL. ZBEESNRAEMEERIVINIE T 5 E THIRIZ5A
33TV A&

FRFEHXET R

EBAICET-AEBERELTVSREONET—S,

XET-4H
(Document data)

—#%F A& (U.NORMAL). SA h* MFD OOE—#gE. 7> MEEE. AFvUREE. 77
DAEE. XEDRFHEEEFI AT SMRIC. MFD REEERBT £ THERIERES
U7 A& MU TXETHERELT S

AFVUNXE AFVUBEECIO T, BFHAANEBRINEXET -5, A TOE [FAFvUXE% Mail
Y= INEE LD XEORFERDH UREICLNHERIRVDAICRT T S AEEHR O,
TPDAREXE TrDAMEBEICL O TRIESN . A TOE THRONSGEFHXOXET -3 THD, A TOE

Tld, REFKORECLD, RIELLTPDAT-HEHON UHERESNIHRBRYDAICEK
FIBENTES,

SZERRAIRNYD AL
LoB—

(Folder Selector
for Fax receive)

TPDAEHRICH T B RIERVIAEIRE T SHHE,

BEEOY

WD, FEDY, EDLIBIEREITOINELIER (FIZE, 1—— 1245 EEPERE
BRE)E. BHEEHINTT 4,

FRERE HAIGRRELERIAECEINZ ToN 3RS, A TOE TlE. WM EEE®RE. SA KE.
(User Role) — M AERINERIN TS,

HMEREERE HHMEEREN TOE 2R ATIEICLERERZR T, SFR ATIE Key Operator
(Key Operator role ER¥ENS,

role)

SA #%%E| SA N TOE ZF AT 3RICHELIEREZRT,

(SA role)
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— A AEERE
(U.NORMAL role)

—R&FIAE(U.NORMAL)N TOE 2#I AT 3MRICHERBERERT,

FIREHAEHR
(User Identifier)

FIREEHANTIHOFER, 1—F—ID,

BB A AR
£

(Key Operator
identifier)

HREEERINEZDL TONEI-Y—ID, SFR NT(& Key Operator Identifier
ERBEND,

HWMEEE
(Key Operator)

MFD O##HEE® TOE tX1UT(HEEDREZITOEEE,

SA

WM EEEHDIERCIER SN SA BT7HDY MeERLT HTENTE, MFD D4
EEP TOE tF1UTIHREEDREETOEES,

VATLERE Key Operator & SA D#F5,

(U.ADMIN)

1—t—zms TOE O&#aezFE AT aI1C. FIHAEZE DR FREIZ1ToT TOE OF| FHEGE(CHIFREZH
(TB7=hDIEETH D,

(User

Authentication)

NERFREEA T AV EA VA R—ILTBIEICED . RIRZBFEEN ERRIEDN2DDE— FEHIR
— ;g 3h, K TOE TIIARIAEEEE— FTEMET B,

ARIKEER
(Local
Authentication)

TOE G)J_ﬂ- s nIEfé MFD (;%fibr 1— ﬁ_'lﬁiﬁﬁﬁ% LI_CDL. nIEMEE&{[?5:E I“

%ﬁr‘nu Y]
(Remote
Authentication)

TOE G)J_ﬁ nl.. nEEg*ﬁBnu nE'U- }\(‘_ﬁfi br 1— ﬂ_'lﬁiﬁgﬁﬁq LJ_CnL. HEMEEE'IT
5:E_ Fo

N—FTFAADDLEZE
HE

(Overwrite Hard
Disk)

N=FTAADEE LICEESNIEXET - FEHIFRTBMRIC, TDT-HEEERET 4
TLEETIHEEETRT,

ARL—YBES

REBED—BEREFIIAN-—VERESILTIHAEETT,

FIUR— Atk

R—VE EFE(PDL) CHRSNTZENRIT—3% T L. EV Iy TT—RICEH T D1

)
AEo

FAVR—X

TAVIR—ZAREEEIC LD R—JFEh FEFE(PDL) CHE RSN T —3Z @ L. Ev by T T
—BICEMTIE,

ZA— DT HRE
(Auto Clear)

BAIENRILBLY Web UL Mo REELBLVRETC—ENRRENRBLELE. B
RIICEREEN' DT 7 FSNBHERETH D

AAMNR—TIVIZ?

(Customer MFD QR=F/1EEZTIIVIZY

Engineer)

WEE WEEHLE,. TOE FRRESNTVVBEECFEBFEREZELTTIEATEIETHD,
(attacker) WEEICL. RBESNCRHABTEIHSN ., EDERFRERLTIIERATEIELEFNS,
BIENRI MFD OREICHERRIY VT BvFNRRIVT1AT VIO ERESNEZ/ %IV,
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(Control Panel)

—IRFAEDIATY
k

—MRFIAREDNRATEIIMT Uk,

VATLEEE
D47V

VATLEBENRFETEDIMT7VE, YATLERET Web F50H%ELMFD (C
N UT. TOE RET—ANFEZRDPEEFRZIEIT.

T)R—=FF4N
(Printer driver)

—MRFAEDSA7 b LDT %, MFD DMEIRAT GG — Y icik S 5&(PDL) THEAK
SNTZENRIT—RICEMT BV I MIIF T MABISFMPVNTERT S,

MFD DMEIRATREBAR— Y EL R E55(PDL) THERINTZT -4, HIRIT—4(Z. TOE ®

ENRIT—% FAVIR—XHEETE Y bRV T T—RICEHEN S,
JE—BEBEICENFHAFNET 2, BLUTUY MEBEICEDFIAEZE D17V Mok EE

EvbvIT—4 NEEERIT 22T AV R—AEEECERLET -2, EvbyITF—amB A X TEZ
EMULTN—FTF1ADEE(CHEMNEIND,

=t OE—#EET IIT hoDEFHAAH DR REBI N EPRE. EEREETRT,

TOE 55 NIE TSF T7—30—ERTHN. TOE [CL>TERR SN H TC_)E [CRALTHER SN T—
BTHN. TOE OEF1 )T HEEICHEE 52D HEEDH DR ET .

co g BEIERIND 256 EYRDT—8, AR —JEBEAOXET-IDRERIC. COH#ET
—REFEALTEEIEETI.

*yrI—=5 HNERXYEI—DERBRY M) —DEBETEI—RMICHERATIEEORE,

NERRYRI—=D

TOE zEEHI MR TR EENHRGL., AERYFI-DLUNDORY FI-D%HET,

RERRY FD—D

TOE 'SR ESN A EBOMERCHD ., SRRy D —DD oD EF1)TADBBICK L TR
EINTLR XY MI—DAD. MFD & MFD A7DE AWM ER)E—- OB ERGY—N
P47 PCRIDFrRIVETRT

AREEEIR TPOAEE . TPDAZEDT-ANANSEIREIBR NS,

AREEE IR

PSTN

(public telephone

line)

ARERT—H TPDAD N RERBERNSERIEDT S,

(fax data)

SFERE ITU-T #&ED X.509 [CEZERSNTHN, KA FER(FTEMAR. BAl4. 21F). 2H
8. BDEAR. DITPINF VN, DTRFYENREFNTVRIER.

Data on TOE BRET—ATHD . KARIRFCHITEFAED/ AT - FEREHROR/NXFHD

minimum user
password length

EE

Key operator TOE SRET—ATHD. B EBE RN HD) S A7) — FELR

Password

SA Password TOE FRET—HTHN. SA BIEEDT=HD) A — FIER

U.Normal TOE EBET—ATHN. — A& FIAHE(U.NORMAL)ZEEEDHD/)\AT— FiF R
Password

Data on access
denial due to

TOE 5RET—HTHN. FIAE ID LR KICEHRT M EEDH R/ BHDIFERE KK
B $41E &R
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authentication
failures

Data on Auditing

TOE BRET—HTHN. L\, N, EDLIBERETNELVOERWBIZE, 1——
BIE.BEPEREERY)E. BIGCET 2HEEDE S/ EHDIFH.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AFvUHaE. J7DAMBES LUT )Y Mikae
ERATAHMRIC, 1Y —FRELEMICCEREL I SHERE DB 2/ BB LURE DER

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BEET—HTHD. RKNRI D bDFREERF D/ AT — R
FRHRED A2/ B DIFHR.

Data on Private
Charge Print

TOE BRET—HTHN. TUV FTF—IRERCTIMR— UV MIEBRSESI D EIRISE
SO DR EIEH.

Data on Trusted
communications

TOE BRET—ATH. AEBRYFI-DLICHERETIXET—H. VaJEH. EEOTS
LU TOE BRET - RV ILBIET —HERETILHICH LT 5 —RIMBEESERIET
ArILOEZ/ EBNSLVREDIERSLUERAE. R A/ES 1L/ IA0— K, @i
AVOLIN 8

Data on TOE BRET—ATHI DA —IVIZVREHIREBED B 2/ B O HIHR R VRSF
Customer NAD— RFDIER,

Engineer

Operation

Restriction

Data on TOE BRET—ATHI. N—FFAADD EEEHEMREICBIR T 2HEEO B/ ESHD

Overwrite Hard
Disk

L

Data on Storage
Data Encryption

TOE RET—AHTHN, ArL— YRS IEHEEEIC
BRI 3 AEDH 2/ BHDFER.

Data on date and
time

TOE BRET—ATHD. 3 LY —V/YI—31 LR EFMEBRERZIT-ATHS.

Data on Auto
Clear

TOE BRET—HTHD. BIENRIA— MUTHEEOE R/ BB LU 7R OEHR.
BLU Web UL 07— MUPHREDH 3/ BANDEBRE LU DT EOIER

Data on Self Test

TOE BRET—HTHD. BCTAMEREDE M/ EIDIFH.

Data on Report
Print

TOE ®E7—4THN. Lifi— M NEEORE R,

Data on
Firmware update

TOE BEF—4THN. 77— LIT7Py77— MEROREEH.
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