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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AREITIE ST DA FHELIRT D,

PYASE Xerox PrimelLink B9110 / B9125 / B9136
eV E LI

N—=3v: V 1.08

FATH: 202346 A 29 H

tERLE - EEIMVLEIR M IR—vavit &t

1.2. TOE B (TOE Reference)
AREICIE TOE OFAITEHRZEL DR T S,

TOE £&: Xerox PrimelLink B9110 / B9125 / B9136
TOE ®)N\—Y3av: Controller+PS ROM Ver. 1.3.5

A TOE 3. UTOVWINHDERTHDo F/z. A TOE (CEHEFFERDIM AV ANMTHES B

P fh N=v3y
Xerox PrimeLink B9110 Controller+PS ROM Ver. 1.3.5
Xerox PrimeLink B9125
Xerox PrimelLink B9136
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1.3.
1.3.1.

TOE #1% (TOE Overview)
TOE D#&ERI (TOE Type)

A TOE (&, HHERA-NILIVPxy k7—D (LAN) NS . E—#EE. A vUikae. TUV Mgge. X

ENRECMDL LEE, £9R— M3 MFD TH3.

1.3.2. TOE OEREEEELF1UT1HERE
(Usage and Major Security Features of TOE)

- -
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~
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—RFIRE

— AR FAE D ”M—Jlf
Q VAT LERE \ 1 .
TLE= 1
’jj’f)/_ - ~\\\ TOE
A -Web 7594 LAN ‘, FIRIAEE
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TEE —wr
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YATL
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1 TOE 0EFE T 3 ERIRE
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MFD (&, 774707 — UL T, S 8RRy MD—Oh o Bt SNIZBIRO—DILIV7 2y D—D (LAN)A
BEMCNIIRIETREAINS,

— & FIAEL. MFD DIZME)SRIDP—RFIRED 172 bD Web T30 RTIUE— R4 NENL
T, MFD OFEEAEEEEFAT S, T, YATLEEEE. MFD OISR IATLEEEDS
172 b0 Web 7595 LT, MFD OB E#EEZFIFA TS,

MFD (&, FIRZEOHZIXZ(CK L, JE—, AFvUEE. TUV M A XEORFERMDLH L. BEDH
BEEHT S, NOoDXENHE ., WAVERFIET 3728, MFD (3, FIREZHAIEIL T 2HAE. #EIR
(CETXETAPEEEICKTZT7IEARIE. MFD RO FL—JCRTEF - EFESNIHREFRPX
ET-H0ESIE. LAN LOBET-I0RE., BEEICRELLtF1TREHEE. MFD OFIA
Bz MFD RENCREFTE— A . EOFIAEEZ MFD S8 DEEY—)\hoEZRUU T35+
TAEEEMAE, TSF R1T71— FE TSF T—ADFTEEMAREE. TSF £71— FPyIJL— FEOEITI—F
DEIEMREE. AP —VICERSNIERFERIFRO LESHEMEEZRT 5.

A TOE =M dH M. BAEAXELT, RAFRELLHMAREREL 2 R — M T %1%, & TOE ERZE TlE
RIRBEIDHEFERT B,

)

-HRINVDAICE SA, —IRFIREMERT HEARBRYIAL BB EBREMERTIHARENR
VDAL HBN, &R TOE TRAMIVATHERBRVIADF AEE LTS, LI, KX ST ATHEA
SNBTHERYIA IV RFERBEABRRRYIAERET .

-FIAED, MFD (CEANBIBA N —IT A AGR=ETINIFVVIARITIMAE) eI 510571
— Al LN,

1.3.3. TOE LSADN—FI17HEREY T MO 7# K (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TEEd TOE USNDN—FIIPHELVYT by ?H
#ETS,

(1) —MERAEDSATYH
N—F9IP>AAD PC TH3,
FUUEHFA 7Y FELTRIAT 318 E (3. MFD (L TXEF—A0TYY FEREFTIED, PC (CI4T
YUB— K54 N4 VAL T BRENDD.
MFD M Web H—)\#ae%2F AT 315 & (& PCICA VAR ILENTIVS Web IS5 05 %EHAT 3,
(2) YATLEBEDSATYH
N—=F9IP>AAD PC TH3,
TOE [CxtLT TOE BETF—ADSEBRLEE, 77— LI 7OEHFETIEHIC, Web F5HFHBE
£,
(3) Mail 4%
AFrYUXEEA— IV TEETB(CE. Mail Y—/AHRBEEES, )\~ F917/0S [ZRAD PC i
—THN. TLS 1.2 TIR#EENE SMTP JOMILEYR— M3 Mail Y—E2EAVA—ILT B
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EhH3.

(4) BEEY-N
MFD TREUVCEEERENETILH. BEEY-/\DPBEERS, N\—FU17/0S ([LRAD PC F
3 —NTHD, MFD BEEY-NDERICELT, HTTPS JOMVEAWT, BEEY-NICEE
OJDEEZEIT,

A TOE OFHfICld. EEEDON—FII7HLVVIFII7ELT, LT ZFEAT 3,
(D). Q)O—MEFAEZEDFMTI eI ATLEBEDZM47V ) OS (& Windows 10 &, Web 757
&L T Microsoft Edge #{#HT 3,
(3)? Mail #—)\[& Cent OS 7.6 &. Postfix version 2.10.1 Z#EHY 3,
(4)DEZEY—)\® OS [F Windows 10, OV ENH LOESTEREELT PowerShell Version 5.1
BERAT?, £, VATLEBENTIAVAICHK-STER 200 BNE UAD PowerShell 207 +&
HETIVENDHD,
(DICBVT., FHHTEZTUUS— L5153 Xerox Corporation 2T 254 UHFEADLLT K51\
EFEAT %,

“Xerox <ETIV&> PS”

T4

PrimeLink B9110
PrimelLink B9125
PrimelLink B9136

54 )\—=)\—=23>:5.718.0.0N 2020.01.14
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1.4. TOE §&;t (TOE Description)
ARETIZ. TOE OFIAE®KE. TOE OREMEE . HLUYEMEREICOVTEERT S,
1.4.1. TOE BBEDFAE®El (User Assumptions)
A STT.TOEICHULTEETSFAEREIZ Table 1 [CEE#hT 3,
Table 1 FIAHE%&E

L] FIRET 55 &
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=% T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥EMEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X
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i 222 Y 65

— iR A&
VATLEEE

Mail 5—)\
BEEy-—N

1.4.2.1.

(1) FUub: —BABEBIFAT7VIDTIVA—RANDOEONZBEFXEEZ(TIS, . B1E
RRIDHDIERICHEL, ZHELZBEFXENTILE1— BLUN-FIE-HBAANEHLT S,

(2) AFvy: BENSRIIDLOIETRICHEL, AFvF—LEON-FIE-XBZHHAH . EFHAA
EH#T D, AU UEXERTVE1-RRTHENTED,
A TOE Tld, AFvUHEEICINEMSNEEFXEICH L. Mail J—)INE3HaE, XEDK
FEMOH UHBEICINBE BRI AICREF T AN FET B,

c BAENRKIVDODIERICRED, AFvF—EON-FIE-XEEERT S,

(4) JE—FHE (Store File) :#4E)\RIMHOIETRICHL, AFvF—EON—-FIE-XEEHHA
#. BFHAANERT S, RRSNLEFXER. XEORFEIMOH UHEECED, HERYDA

— R AE

D347k
UVE S SR A
*Web 759#

VAT LEEE
b4 7k
-Web 759%

TOE
HERIERE wAOVAS
7’7137\%“&“ 7\:\:\4‘/
T—HkEE1E F—
E—&iE
XEDREFE
=155 LERH WO L
N—FT12D0E =EEEE
EEHE
£¥aUT1%
tXiVT1EE
A=Y
MEE | X® | EE | TOE
HXE | T8 0y o BE
TR T8 0 T4

2 TOE DmI2aIE Ak

TOE HE#t 35 E A#aE (Basic Functions)
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(CRTFSND,
QAE-EFEHEEER . AFvF—LEON-PFIE-XEZEFHEAALHRTIENIRICH T, HCD
PP TEZRINL" AT v U "CFMDOHRETHS. )

(5) XEMRFEROEL: EFXEEZHRRVDACREFL. BIERIDLDIER, FE—A&F
REDIF470 D Web T30 bDIERICETE FRESNLEFXELCHLT. LTOLG
IRFETIREE T BHEAETH D, A TOE TIE BRNYIAICRTFSNSGEFXER. AFvUae
(CLOTAFYVSNEBEFXE. IE-BR(CIO AR VENEBFXEONVTNNTHD, SLE
1— R ENRIDODIERICED BERRYDACRFINLEFXEEZILE1I-KRTT 3,

ENRl: B2AERIDLDIERICED . BRAVIACREINLEFXEEZTIV M S,

EOHL: —FAEFEIFA7Y D Web T509hb0DIERICED —EFIREIIA7V bAE
DY, IE-FBRE(CIOTAFYVSNEBFXER—RFAEISM 7Y Mo BN UigtEZtE

RCERLY,

wE: IE-—BRICLOTATvISNEEFXECRD. BERIDLDIERICED. RYDAICER
BEINLBEFXENEMIEA RA-JBA/HIRR. BREZIT,

HIBR: BRIV —RFAEFEIS17V D Web T30 o0DiERICED REFSNEZEFX

EEHIBRT 5.

1.4.2.2. TOE W@t 3% +1UT1#8E (Security Functions)
1.4.2.1 DEAXRHEEEEZIETE7H. TOE [F. U TOCF1UTI#EERIRH T3,

(1) :|AIEEE

FFAZE OB EEEE . R UHERT 53, MFD Ot8EN, EEE(CIO THER T SSNIZFIREDHIC
POUARTRETHHEERELT B, FIAE DA DL, PO AFIHEEEERIIDRMELTE
FIRASN. tF¥1UTEESRRE MFD OFEREREOF AECEEMTH LTOXIEICLES, #
RIEFREEE . MFD (L& TERTSNS,

TOE (F3BAIEREES Bth(C, ##14E)SRIL, RIAEDSA 7V +D Web T508, TIVA—RAN BEE
Y—)1\D 4 FEFEHHD. ID & NAT—FOANERL. NAT—FA AT D— F’EBH?T HICIRLX
FERTI ST~ FINVOOEEEE . FRRER TR U CGRRAER R LIS & . BT 2 R (T4 (T
BLBBWEEERA TS, T, &/INAD—- FREFTEY SHERE. D’J’f/fﬁ(u TE RO L
SEICEBMCOTIVED)7SHHEEZRA TS,

A TOE &8I 8 M. FBEEAXEL T, RRBELESMREREEE Y R — FF B h'. KA TOE BRET
IRAKELDH 2 ERT B,

(2) POtAHE

TOLAHEIE XEPXENEICEET ER. tFX1UTBET -an' BUIB 7O AERER
DFABEDHTIEATEECHE_LEIRILT D,

(3) TAES(t

THEESEE. TOE RARICIREFT BT —APRBIET AICH LT, WEBENTRIELBAVATI-AND
POEATERWIEEREET B,

- RUY—ICED, TR SN R - R AT RE G TEREA N —IT )M AL OXERUFBEDY
ATLIERERELLD, COLSBT )M AN MFD hofRESNENT IS E(C. COLOB T ERHE
FRILHICEASNS,
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- TARESEDFE M. BEMICRRBINLES 7TV LOERICEINRIEENS,
- AN USSR, FIREERFFLE TIGH RO EICRTIE RZLERICERSN ., BHith
RPAMRER N ERMEA N —JRNICEEELTREFESIND , TIHHAHOREICRTIERETSC
ET.BFOBESRITEESIN, FIELIEESRIERSND, T, BIEOHESHIT. EHRATUICR
FSN ., TOE OERETICLDIEESIND,

(4) SEEEE
NEBRYII—DEICEETIXET A, VaTlFlH. BEEOTHLU TOE BRET—RELWEEET—
A% TLS 1.2 7ARIUCEL-TIRET B,
— AR B RS S BIE /O PV (TLS/HTTPS, TLS)ICH T %,

(5) EFaUT(EE
VATLEBBELVCHABLURISN LR BAZEOH D RENRVFEZB VAT LEBEIZAT U+
D Web 7395 hn, TOE DtF1) T #EEICRAT IR EDSBBLVEEZRIHEICT S,

(6) t¥a1UT(EE
WD, DS EDLOIBIEEEITOENEVVDBR(BIZLE. 1-F—1R/F. EEPEBREERLY)E. BEE
AJELTEERY— ) \DoIFEREZ(TIEET Y — ) INEEINREIND EENY EERFL
HTTPS 7O RILICE-TEEB1EEN B,
Fz. BEENOVE TOE NEBICHLEFETHCENTIRET, VATLEBEEEL GRAIGREISNZFRIRED
HNIATLEBEDZM7V D Web F308hotADY0— T3 EnTESD, TOE NEBICRFS
NEEEOTNERICE TGS HLLEENTERVEVEEDYICLEEZSN. EEOTDIELE
FHlE I B EREZIBA TL\D,

(7) BIE¥ERER
MFD ADQ 77— LOI7D7YFT—ME. 7y77— rOBEARICY I MIIPDEEMERIET27HICHR
FEENd. 2 MFD (3. ZOERANEH ATRE B EF(CLD PN GV CEZREET S, BET
AMEETTS,

(8) \"—RF1ADDLEZHEE
JIE—. TV MBSV ARy EDBHEEDEN R . NEBA M —JICEESNZFRAEHOXET—H
DEEZEEHEETI, F2. MFD (3. BZIEEFREIZa7IIERT, RIEEEXEFEIKRL. £2
FHE%ETT) On Demand Overwrite #aEEIR T3,

1.4.3. TOE O¥Epy&iFE (Physical Boundary of the TOE)
TOE O¥EMIERIE. MFD 2R 2ATHd. 71 ZIvFOCF1UTA (LI EBEROA T a7 B A

VlE. TOE [C&E &3, Table 2 i Table 3 [C TOE Z#8p 9 ¥V R—2 Y MEFEH T 3,

Table 2 TOE Z# k¥ 9 ¥IRHIVR—2RY F(MFD A{K)

AR N=33y = Blft A&
Xerox PrimeLink B9110 | Controller+PS ROM MMFAVRKDT7—L | Bit=(FEL
Ver. 1.3.5 D17 EHANEN—
Fox7”
Xerox PrimeLink B9125 | Controller+PS ROM MFPIERDT7—L | B#Z(FEL
Ver. 1.3.5 D17 EH AN
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Foz7
Xerox PrimeLink B9136 | Controller+PS ROM MMFPIERXDT7—L | WZ(FEL
Ver. 1.3.5 DI EHANEN—
k17
A TOE OHM1H VA%, Table 3 [RT,
Table 3 TOE Z#8p 3 MV R—R Y M(H1HVR)
REES fiz=k Beft A%k EE Yy NoYafE
VERSION PDF 774Jl | Web 40 | Xerox PrimeLink e82clalbed7c412
3.0 —F B9100/B9110/B9125/B913 | 1f727f972e13e304
6 Copier/Printer f980d8cee3ac2173
User Guide 1la2e2270b7d64ca
a0

VERSION PDF 774Jl | Web 40 | Xerox PrimeLink e€81be2405d0710e

3.0 —F B9100/B9110/B9125/B913 | d250edacdeccldel
6 Copier/Printer 44284e217696295
System Administrator fdc2b35d242cd33d
Guide a4

Rev A HRIEIK H#=Z(FEL | Xerox More Information -

Version 1.0 | PDF 774JL | Web A5>0A | Xerox PrimeLink 3e3a6bc70f8a7b3a

(20230629) —F B9100/B9110/B9125/B913 | 218ec58d4031a8e
6 Copier/Printer bb397736526409e
Security Function 56956f069589b41
Supplementary Guide 4e7
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2. 1.

2.2.

#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—JZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP A ERTILUTOEHEEEEL. PP DEXRENExact Conformancel Thd, TNz, TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite

- 10 - Copyright®2023 by FUJIFILM Business Innovation Corp.


http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFi1UT1iRRETEZ (Security Problem Definition)
AETIE, ZB. BOEF1UT A8, ATREMHICOVTRER TS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
A TOE MRETIEERUTOEENTHS.
Table 4 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 5 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE%. Table 6 (CEEihT 5,
Table 6 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

A TOE HlESFLB N0 RO X1 T4 8t%Z Table 7 (CEEiR T %,

Table 7 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally
mandatory)

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.IMAGE_OVERWRIT
E

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image

(optional) data from its Field-Replaceable Nonvolatile Storage
Devices.
3.3. HMREMH (Assumptions)

A TOE OEhE. ER. BLUFIRICET daTiRS 4%, Table 8 (SR T B,
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Table 8 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. EF1UT4xEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
BERRREOTF1) T x5k A 8% Table 9 (CEET B,

Table 9 EREEOCF1UT I E AL

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE
CTION

The Operational Environment shall provide network
security to protect the TOE from direct, public access
to its LAN interface.

OE.ADMIN_TRUST

The TOE Owner shall establish trust that
Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

YRsRIVIR—2V bEZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer

needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC _SHA256

TLS_RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES_ 128 CBC_SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA
TLS_ECDHE ECDSA_WITH_AES_128 CBC _SHA
TLS_ECDHE ECDSA_WITH_AES_256 _CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS _ECDHE RSA WITH_AES 256 _CBC_SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS_ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 CBC _SHA256
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TLS ECDHE ECDSA_WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
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Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:

Passwords shall be able to be composed of any combination of upper and lower
case letters, numbers, and the following special characters: [selection: "/, "@”,
“#N$” ", N N&”, R NN ") [assignment: other characters]];

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
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Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
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symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.
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This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators
can update the TOE firmware/software, and that such firmware/software is

authentic.

Component leveling:

FPT TUD EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software

updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.
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Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.

PX1UT4EH (Security Requirements)

AETE, tFa )T ES. tF1 )T RAEZEHS LT T ZEHRIUCONTEERT B,
BH. AETHATSAENERLLUTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TR FLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—-F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR O# R Z, ReFaUT43—-TvMIH
WOERSN., M0/ FEFFTEMRSNT SFR ADTXANERT,
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RS

(E. XEFIUTI3-DYMIBNT, BIRSNGH-%Z SFR ROTFANERT
18YwD & P =54 2 REF1UTAR—HYMIBVTEIDM FoNz SFR ROTFAMETRT

ENRLO(a). (b)IE PP TERINTLBED, SHICEMRTHAE(al). (a2)DEIICLTLVS,

tXa1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 10,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 10, [assignment: no other relevant information].

Table 10 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
“"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
sighature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_SHAZ256

TLS ECDHE _RSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 11 and Table 12.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 11
and Table 12.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing

access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 11 and Table 12.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 11 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) (note 4)
U.ADMIN (note 3) (note 5) | (note 3)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Table 12 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy or retrieval Job.

Note 3: With Folder I/F, Key Operator can operate the DOC of all users, while SA
can operate the DOC of his/her own only. With On Demand Overwrite I/F, Key
Operator and SA can delete all the DOC of all users.

Note 4: Job owner can modify the stored copy DOC of his/her own only. On the
other hand, scan DOC cannot be modified by anyone even if its owner.

Note 5: Key Operator can modify the stored copy DOC of all users, while SA can
modify the stored copy DOC of his/her own only. On the other hand, scan DOC
cannot be modified by anyone even if Key Operator or SA.

FDP_DSK_EXT.1 Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in

accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.
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FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when

[selection: an
administrator configurable positive integer within
[assignment: 1 - 10]] unsuccessful authentication
attempts occur related to [assignment: User
authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
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User Identifier, User Role].

FIA_PMG_EXT.1 Password Management
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_PMG_EXT.1.1 The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: "7, "@”, “#”, "$”, "%”, "N, "&”, "*”,
(", “)”, [assignment: ” (space)”, """, """, "+”, ", "-

n w 7 “/// w,7 w,/m7 n 7 o n_ w7 I\ V4 “/'“ n 77 N 7//
L 7/ L 7 L 7 < L ' > L ? L L ¥ L L

n /AN \ /4 “{“ "l 7 } ” “N //7 .
L L L L L 7

Minimum password length shall be settable by an

Administrator, and have the capability to
require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [assignment: none] on

behalf of the user to be performed before the user is
authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
(for O.USER_I&A)

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication
FIA_UAU.7.1 The TSF shall provide only [assignment: Web UI: @
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FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

Hierarchical to:

Local UI: asterisks] to the user while the authentication
is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel].

Security Management

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
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Dependencies:

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 13] to U.ADMIN.

Table 13 List of Security Functions
Function Operation
User Authentication enable, disable
Auditing enable, disable

Trusted communications

enable, disable,

modify the behavior

Storage Data Encryption

enable, disable

Overwrite Hard Disk

enable, disable,

modify the behavior

Firmware update

enable, disable

Self Test

enable, disable

FMT_MSA.1

Hierarchical to:
Dependencies:

FMT_MSA.1.1

Management of security attributes
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 14] to [assignment:
the roles listed in Table 14].

Table 14 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case

User identifier (General case) modify, U.ADMIN
delete, creation

- 49 -

Copyright®2023 by FUJIFILM Business Innovation Corp.



User Role (Key Operator case) query

Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 15.
Table 15 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password

modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL
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Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN
Data on use of password entered | query, modify U.ADMIN
from MFD control panel in user
authentication
Data on minimum user password | guery, modify U.ADMIN
length
Data on Private Charge Print qguery, modify U.ADMIN
Data on Access denial due to query, modify U.ADMIN
authentication failure
Data on On Demand Overwrite qguery, modify U.ADMIN
Data on Customer Engineer query, modify U.ADMIN
Operation Restriction
Data on date and time query, modify U.ADMIN
Data on Autoclear qguery, modify U.ADMIN
Data on Report Print query, modify U.ADMIN
Software, firmware, and related configuration data
Controller+PS ROM modify U.ADMIN

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 16].

Table 16 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA query, modify, delete
creation

Data on User Authentication query, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify

MFD control panel in user

authentication
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Data on Private Charge Print guery, modify

Data on Trusted communications qguery, modify
Data on date and time query, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Hard Disk qguery, modify
Data on On Demand Overwrite qguery, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password guery, modify

length

Data on Autoclear query, modify

Data on Firmware update qguery, modify

Data on Report Print query, modify

Controller+PS ROM modify
FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
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FPT_SKP_EXT.1

Hierarchical to:
Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.
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FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI. 20minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)
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Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT(RILEH (Security Assurance Requirements)
Table 17 [CE¥ 1T REBHETRT 3.
Table 17 tF1VT/(RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for

Security Target ]
the operational

Evaluation )
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
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Assurance Class Assurance Assurance Components
Components Description
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoNEFIVTARIIZHERIRT SR, Z/NROTLF1IITAR-AFM VIR BEDORESNS B
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TS, 12 TOE B H Off
BICREI TV EEZRSNTBETHS,

6.4. tF1UT1EHEH (Security Requirement Rationale)

6.4.1.

IREFMEDREE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV HRERELG L. RERBRNE

IEENBCTEHREN G MRHLE ., Table 18 (CEET 3.

Table 18 #¥1US (BB H I~y bt

BEEEHIVR—2RU b

EEEOBBEHIIR—KVF

EUBIUEHATF PP THESNTVSEY | & ST Imicd kit F R
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEET %R
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FIREHAEWROEEST | FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
Yok - 51 BB B S RAS A FTP_ITC.1 FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BEELE1—
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
REBE&ELELI-
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNTE &M
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BREZEHIVR—2RV b

RFEOBBEEHIVR—RU b

BEHBIUEHETH PP THESNTWSEH | & ST G TkEFM TR
FAU_STG.4 FAU_STG.1 FAU_STG.1 oK
BEET-EKROMGL
FCS_CKM.1(a) [FCS_COP.1(b) #f(& | [FCS_COP.1(b2) oK
S 2R (GERFMRA) | FCS_COP.1(i)] FCS_CKM_EXT.4

FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) #%i¢ | FCS_COP.1(a) oK
B4 A B (R AR AR) FCS_COP.1(d) #%l¢ | FCS_COP.1(d)
FCS_COP.1(e) #i(@ |FCS_COP.1(f)
FCS_COP.1(f) #%l# | FCS_COP.1(g)
FCS_COP.1(g) #fi¢ |FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) oK
E 2RI F1=4 FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) F= |FCS_CKM.1(a) oK
YhIE RS SEMEOWE | FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) oK

SRR RIE Sk
'=)

FCS_CKM_EXT.4

FCS_CKM_EXT.4

FCS_COP.1(b1))
BESIRE(BRERREL)

FCS_CKM.1(a)
FCS_CKM_EXT.4

3L

I7—LOI7PDERIR
SECERASNS B
K7L, TOE 4+ TRV
H—hErk L. TOE
(CRREREHIVE
H.

FCS_CKM.1(a).
FCS_CKM_EXT.4 (C
IRIELILN,

FCS_COP.1(b2)
EEIRE(BRER.REL)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

OK

FCS_COP.1(c1)
EERE(\WYITITIX
L)

3L

FCS_COP.1(c2)
EERE(\WYITITIX
L)

L
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BREZEHIVR—2RV b

RFEOBBEEHIVR—RU b

BEHBIUEHETH PP THESNTWSEH | & ST G TkEFM it i
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
g1 (AES F—4B5E2 | FCS_CKM_EXT.4 FCS_CKM_EXT.4
it/ ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
B4k (RIS 2 1L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
B 2R (BRI \wYaivt | FCS_CKM_EXT.4 FCS_CKM_EXT.4
—YEREE)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS EXT.1 oK
Yiok FERESNSE HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #fi¢ | FCS_COP.1(f) oK
YRER BRF IV FCS_SMC_EXT.1 %k
(%
FCS_COP.1(i) kI3
FCS_KDF_EXT.1
kU FI&
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
ViR BE SR E (BELEEY b E
)
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YRER BIRENE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
PRSI AL L
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
tF1UF B LB PIER | FMT_MSA.3 FMT_MSA.3
kil
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK
Yisk: TAAD EDT—RRE
FDP_RIP.1(a) L -
BIy M EFIRRRE
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK
AL R B BFDER DKL
FIA_ATD.1 L -

FIRERMEES
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BREZEHIVR—2RV b

RFEOBBEEHIVR—RU b

BEUBIURHBHF PP THEShTVSEM | £ ST IFELTIREME FERME

FIA_PMG_EXT.1 3L -

/0 SUAWAPR - &

FIA_UAU.1 FIA_UID.1 FIA_UID.1 OK

REEDAIIVY

FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 OK

REESNTZT1—FN\vD

FIA_UID.1 3L -

#Hrlns13vY

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 OK

FAFE-YTVIOMNES

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 OK

THITAHEEEDSDFVDE | FMT_SMR.1 FMT_SMR.1

H

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 OK

XTI RIEOEE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 3L XET-ADFREEH

FEEMEHE FMT_SMR.1 REEDT 74 Mig%
EEIBHILRFTELL
7z%.FMT_MSA.1 (C
REFELLBL. I TR
HHAIEROT I
MEEZE A Rel3 %
FLFELLBLESD,
FMT_SMR.1 [C{&k#F
Lizly,

FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 OK

TSF T-30EE FMT_SMR.1 FMT_SMR.1

FMT_SMF.1 3L -

EEEEEORE

FMT_SMR.1 FIA_UID.1 FIA_UID.1 OK

X1 T1RE

FPT_KYP_EXT.1 3L -

ik B R UMM ORE

FPT_SKP_EXT.1 3L -

YR3R:TSF T—A0D{RE

FPT_STM.1 3L -

=SB LAY T

FPT_TST_EXT.1 3L -
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BREZEHIVR—2RV b

RFEOBBEEHIVR—RU b

BERBIUEBRATF

PP THEShTVSEM | £ ST IFELTIREME

FERME

Y3k :TSF TAk

FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) OK
iR -SSP T T —h FCS_COP.1(c) FCS_COP.1(c1)
FTA_SSL.3 3L -
TSF EBNCLHHRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 OK
TSF S EETvRIV F FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
FlE
FCS_SSH_EXT.1,
F3
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, |FCS_TLS_EXT.1 OK
SEEA(EEER) F3 FCS_HTTPS_EXT.1
FCS_TLS_EXT.1,
FelE
FCS_SSH_EXT.1,
FelE
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, |FCS_TLS_EXT.1 OK

SIEBIAGEEEER)

Fr(4 FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
FrlE
FCS_SSH_EXT.1.
FrlE
FCS_HTTPS_EXT.1]

6.4.2. tX1VT(RIEEHIEM (Security Assurance Requirements Rationale)

NoDEFIVTARIEEHZERT 3RS R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITHERRIROLF1UTDERSN TS, 12 TOE B H Off
EICRE TV EERINTNBETHS. PP DHLBZETAICHIRIEPITAETAIEF 1) TAREE

BEHEERT SIHDRAEGHAFEICOVTORIOHMF AR ETIHICEASN TS,
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1.1.

TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
¥ a1UT1#8E (Security Functions)

Table 19 [CTOE t¥1 e X 1) T HBEEEH ORI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 19 TOE t¥al)T1#aet X1 T4 BEE H DXt IS B &R

tFa1UT #EE

B
H

3 =
ot A,

RE13 B

=]

f
f

7Dt A I
t¥a1l) 74 BHE
N=—FT4 2D 0D LEZHEE

28 Al

=
=]
T

=
=1

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)
FCS_COP.1(c2)
FCS_COP.1(d)
FCS_COP.1(f)

i
<l XY 714 EE

NANENANENENENENENENEN
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tFa1UT #EE

=Y

SFRs

28 Al

EEDEPE

N=—FT4 2D 0D LEZHEE

7Dt A I
X1l 74 EE
e

FCS_COP.1(g)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

NENENENENANEN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

NENENENENAN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

<\

FPT_STM.1

FPT_TST_EXT.1
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tFa1UT #EE

#
v
o
_|_|
K B S
it $n o
~ & ~ HE £S ~
I~ E I~ b o u ~
i D P< oD .'I;b: .EE [’E! =||\
R R A N I A N S 2
e R S T L - A I A
SFRs - S NN | PE | iR | fE =Z
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. #=HHAIZEE

R FREERERE(R . BFRI SN EDFIAEBZFIC MFD OREZE AT SR ZHIZEBTWIC, #B1E
NIV, FIREDFAPY MO Web UI(*), FUVE— R34 1\Ho1——ID £E1—-H¥—-)\A0—-Fe A BT
BCHRIRRL T HAETHS.

MFD [CEFSNTVSFI AEFEREFEAL T, HARLEET,

(*):FAEDFM47V+ PCD Web T35 &MUz MFD O —/\#aE. R L. TMU8—RyF—E
AJEVVIB IR TIRESNSD KECHVTIEIARIELIEE, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (FREE&BEDEDIRLY)
TOE 3FIAEN TOE A7DEAT BHIC, FIAEDRELZ1TON, FRELEA TR D EFREE K B [
REEIRIEL TS,
FRABEORARRILCH TR RN ERE L. PIEAESEHMTEESN TS EZ(1~10 E)
DEFMEIIGES DE. BELFIAFEOHAIRIEICRALTIE. TOE OERUIE/ BRAFTRZIF I
B,

(F8:&9 3 TSFI]
BAENRIVDERIRE
Web UI 0585
TVU8—=RAN
HEREEEY—N
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(2) FIA_ATD.1 User attribute definition FIfEBHES
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
TOE BFIAEICR LT, 1—H—ID £ZENZRBMHELTER L., ENLEHAIFRIELZFIAEICKL

TEINfIB.

[FIA_ATD.1 [CBH:&E9 3 TSFI]
BENRIOE IR

Web UI Q& AR
[FIA_USB.1 [CR8&9 3 TSFI]
BENRIVDOERIZEE

Web UI 051525
SHEEEEY N

(3) FIA_PMG_EXT.1 Password Management /27— REE
TOE ICBWT. M EEED/ AT — RERER ., FLEARRDAOF AEZHF-EERFO/TAT—F
(. LTOXFDHAEDETERTEIENTES,
INATD— RICHETE T RE XXF:
PILTPRY DRI FEINXF | BF . RURDFEFHRXF
(“17,f@”, “#7, “$7, “%7, AT, D, KT A, )7, " (space)”, M, Y, N+ Y,

/

A\SER\Y A\RN /AR \N N/ AR\ U/ S\ A\ < ” \\ ” \\ > ” \\ ?II nruw \\¥II A\Se /Y I/ \ N/ A\ N A\ A\
4 4 4

r " root I r 7 I_l 4 r —

F. VATLEBEIHRD) ATV -FRE 0~63 X%@ﬁﬂ.f;ﬁi?éutb\rgéo
TOE [(FCOHERFEICED 15 XFLLLICRET S IENTES,

| ” \\ ” \\ II)

(F8:&9 3 TSFI]
BRI DOEEEE
Web UI OEEHEE

(4) FIA_UAU.1 Timing of authentication FREEDZ1IVY.
FIA_UID.1 Timing of identification BEAID2M1IVY

TOE FFIAZEDEANRIARELT, KRR AKX EYR— M3,
BRI EERSINBM VATT—AICE ARENRIL, FIREFEDFM47V MO Web T304, FUUa—F
AN, BEEBEY—-N1\0D 4 FEENHD,
BENRIL, FIAEZEDFM47V MO Web T50HTlE. MFD #EEDIREEEFRI T 3RT(C. ID £/3AD
—READSET. AHASNE ID EINAT—FH, TOE [CEFINTVSFAEFRE—HT I LE
REET B,
BEEY-NTE. VATLEEE® ID &/SAT— FEiE# Lz PowerShell 207 baHoh UhZEE (&
L. BE&EY— )\ ETED PowerShell ADU7 b&XE179 %, PowerShell A0UT MeEITTHIEICL
N, BE&Y—)\h5 TOE [C https 7OV ET ID E/SAT—EHAEESN., TOE (FZELE ID &/
AD—RICEDEH AR EEITT 5,
Fz. D347V~ PChoDFIY bF—RICfF 5ENS ID &E)NAT— RICENTIA R— FTUY MDA
nwfth‘ﬁbﬂé
EREE(FIA_UAU.1) &SR (FIA_UID. 1) IERIBFICESTEN. Al - FREEDM A H T LI DH 18
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ENEFRISN S,

(B8:&9 % TSFI]
BENRRIDERERE
Web UI D RI25
TIVB— R4
SHEEEEY N

(5) FIA_UAU.7 Protected authentication feedback {RESNERIIT—F/\wD
TOE (31— —ZBFERFIC, SAD—REIRTHIC, )IAT—FELTA AENTEXFHER DI L
FOE)ERENRILD Web T50HICRRTIHBERIR T,
*F: BENSRIVTIE 7 * (asterisk)”, Web 7595 T(E "@ (bullet)” #XRET3,

[F8:&9 % TSFI]
**«Elﬁ*)l/@n&g” [ty I:l
Web UI Dz AIERE

(6) FTA_SSL.3 TSF-initiated termination TSF E&)CL5#ET
TOE (& Web 754%hn Web UL [C—EFFHE(20 2 EE)D7H L ANE MG E(EOT1 V(R
vYav) el V7 UBRRIEEERT B,
FRE RN o—E R (10~900 FTEREFTRE) DIRIEDNE MG S (F. 1R1E) IRILOREND
D7 SNEEREEEANRS.
TIVRA—=RIANEDEYYaV B ERFET . TV MOBERDBERIZIZEICEYaVER T T5,

(BHEY% TSFI]
?*'T'F/Y*le@uﬁﬁuuu AR
Web UI DOz AIERE

1.1.2. £F¥1)T(1EE&

PXIUT/EEEREER . YATLEBREICLIRECHKD, TATO TOE FAECK LT, L2, M. &
DEIBAEREEATIINEVIER (BIZIE, - —1#/F. EEPEBREERLE) &, BIF LT HD
HREEIRIT S,

(1) FAU_GEN.1 Audit data generation (BS&ET—H34%R)
FAU_GEN.2 User identity association (FI|f&#71&EHROBEER(T)
TOE (&, Y37 0# T PF AE DR A RN K. AR SN R AEICLIEEEREOF AL
E.Table 20 [CRTEEMROERIOVNT, BEENJERHRT D, FLREETHICE. FTRHE
OB, EROER . BERE5IFRLLFAE (ATRETHNE) . BLUEROBERNEHESIN

%o
TOE BERINEENZEREHRENTELTEEET SR, TDRE L1 AE OH R FHR
(CREEfTTTRREL TS,
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(BH:&E 92 TSFI)

BIENRIOBRIERE

Web UI Dz AIERE

TIUR—RFAN

BENRIOE R

Web UI @FE:EE*% AE

BIRNAY

BAENRILOIE—HEE, JE—-ETEEAE. TUV MEEE. AFvUBEE. A v Uy AR FHEE. XE
B0 UiaE

BENRIINDIITIKEE - EE DR RS

Web UI @ Y37k - [BED R RikEE

Web UI OB RYIANDDX ET—IEDH UHERE
SEREEEY N

Web UI @77—L7177v7T— Mk

Table 20 EE&EOJDEEH

HNREER EHENIEEERA EEEREFME

EEEHREDREIEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested

JaJOERT Job Status/ Completed, Print
Job Status/ Canceled by User | Copy [IE—Y37. E—-&#&Y
3T D5 T BHIZ DI FHINEE 8%
En3]
Scan

Mailbox [Storage and
Retrieval Job #%& 9]

FI AR K. Login/ Failed

I A& A1 < B (Invalid UserID),

(BE1S RV BEEY—)V | Login/ Failed

hio) (Invalid Password)
FIFAE IR ER Login/ Failed,

FIRE A KK Login/ Failed

(Web UI)

FIRE IR Job Status/ Print /Aborted
FI A& BRI KB
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(FV0B—=E31 1\hb)

EEAEOF A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[EEINEEMHELTID”,
“Password”, “Name"hsefxsh
3]

Device Settings/ Add User

Device Settings/ Delete User

Device Config/ Software

Audit Policy/ Audit Log/
Enable,
Audit Policy/ Audit Log/
Disable

RED—ETHEFAE

Device Settings/ Edit User

HI—-TneRZE
[ZEEINZEHEELT Role"h'5E %
h3]
BZINZEE Device Settings/ Adjust Time
tYavHEIL DK Communication/ Trusted Failed
(TLS) Communication [FORIL. BIEFE. KDEH
LIRE]

(2) FAU_SAR.1 Audit review (BE&ELE1—)
VATLEEE(T, Web Ul TOYM V. Web UI hoMDi24EICED, TOE RERICERFESNLEIAT
DEENT&HHHTENTED,
EENJREATRUINDTEAI7MIELTAIYO—-FenNd, EEOT#AI00-FT315E(%. TLS
BENMDITHEEINTVILELNDHDS,

(R8:E9 % TSFI]
Web UI OEE##E

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TOE MERICRFSNLEEOTDFH H UKEER . FREISN LY ATLEBEDHICRESND,
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Fz. EEOTADTPIE AL, Web UL OHERTIRET, B SRIINEPIERTBHER>HERGLY,

(RH&E9 % TSFI]
Web UI OEE##E

(4) FAU_STG.1 Protected audit trail storage ({RF&ESNIZEE T IEHHEHA)
TOE ABICRFSNZEENTIANDTPHEAR. Fid tH UHEEDH THY. HIBRHS LB EHEERTFE
LB, ShIZED. BEEOTORELBHIBRERENHIRESNTS,

(RH&E93 % TSFI]
Web UI OEEEE

(5) FAU_STG.4 Prevention of audit data loss (B&T—A4E%kDMHLL)
TOE REBICRFSNEEEDVE. &K 15,000 HE2REFTIENHED BEEOTHEFCH-
ESE . RUEGRRSNEEET A LEELT HLLWEEDTHMBEL TR EBERERENS,

(BH:&E9 % TSFI]

BRIV DERIERE

Web UI 0#RIz23

TVIB=FAN

BRI EEEEE

Web UI OEE##E

BIRNEY

BRI OIE—HEE, JE—BHEMEE. T MERE. AT vUHEE. AFvUINVD A RTFHEE. XB
ERDH Uikee
BAENRINOYITIRE - BEDR THAE

Web UI Y37 IKEE - BEDR THkAE

Web UI O#FRiNYIANGDXET—RENH LiAE
NEEEY-N

Web UL O77—LD177v7 7 — MkRE

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #\&} 252 SEBRAE X
TOE BEEEY— )\ 0BEENTORBEREZ(TDE. TOE [LRFESN TV LEENT TR YN
DTHFANTFAIELT EEY— )\ NEHT D, EEY— )\ NEHTIE. TLS/HTTPS ORI T
EEiband, EENVOE RS, RBESNEIATLEEREDHICRESIND,
TOE REIC—FRESNIEEODTHROIAY FORKEHE. RAGHERBBULFOEIEL.
(5) FAU_STG.4 [CEikan3,

(RH:&E9 % TSFI]
NEEEY-N

(7) FPT_STM.1 Reliable time stamps &{EE31 LAAVT
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EENCEENREREREEATELTELET H8F(C, TOE Mo TLVS IAVIHKEEIC LS54 LA
BUTERITT DMEEEIRIET B,
FrEtDEREZEF FMT_MTD.1 L&DV ATLEEEDH N AIBETHS.

(RH&E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:& TSFI [C#3°%

1.1.3. 7HEAHI{H

A FRREN' RN LI FI RE OB W T L DR e AR ReCad, TSF (L7 DT AT B/ AT1— AT,

F AT REICT B HEREN RS,

a) AEEBEESRITHIESN 2 HEE
OE—-#aE, BB AL, AT vURRE. XEORFEMDL UEE. TV MEgE(TUVA—F
T4 NTOFBEEE DR FE WG THIENRIERFCIRIE/ IRV TFRELT %, RELBLMS SRS
NGV, ). BIIKEBORR, JaSIKE - BEORRHEEE, &2 TOE RET-ANSR/REH
BB (VATLEEEDH)

b) Web UI THIEHSNS1E8E
HHIREORR. YaTRE-BEORTHEE. BRRYIANODOXET—FHH Ui EE. TOE
BRETHADSR/REHREE(VATLEEEDH) . 77— LII77v7T— MERE (VAT LERE
EHDIH)

c) FABIFMTUIDTIIE— A NeERTHHEE
FABEBNRRAEZED ATV DT IVA— RANTRAEEEERE LIRRETT IV MERET BE.
MFD (3R RN Y LIEIH B COH ZET —REEY by T T—AICE#(TIVR-X)LTa
—H—ID CEQRERINY MIICETET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control tXiUT(4BH&(CLZ 70t A%
TOE (3. Table 11, Table 12 (ZfEL), BFEEARBEED VITEXET-ADTHEAKIHES I
J, LT XERD()HND note MECik(& Table 11, Table 12 @ note #5MBLTIL\3,
ERERBETIRONG JaJEXET -4} BT EES LR AEZS —F LRI T. 7
—F—FRVATLEBELINTO L AR §EEL D, 220, T Yad . —RAAELFEETS
_ENTES,

TV MEREICH VT, D317V b PC oI ASNSTUY M —AAICFIABZRHET 572D 1—
H—ID H'&FEN3. TIV MEREICH133 YaTmBEER. TUV M —AICEFEFNEI—TF—ID [CLoT
HESND, (note 1)

AFvUiEe, JE—#ae, QE—-BEHEECHTB YT BEEARIUIOTM LI —ID W', #
DA—F—ELTEINDFBNS, (note 2)

XEORFEMNH UHEER ., AFvUXE . IE-BERXEOHRERYIARFEEOMNE UikeeR
AlREET B, 122U, AE—BREMREICSOTREFSN T A& —BFIABZ D17V M oEDE LR
EEIERTERL, AFvUHEE, BLUIE-EEHEEICHVTE, BT FRICOTA VIRENRET
Hd. BERRVIAUCAF I E (FRIE-BBXE) EEE IR, MMEEZEITATORE
NN, —FIAEBEFLE SA BESIETIHERVIAZ TN RIRARELR S, FIREFA
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FrUXE (FRIE-EEXE) 2REFTIHEERNVIAEERL, AFvVRE (FLFIE-EFEER
) 2ERTTE0 . BIRUVEBEBRRVDAOMEBEEN AF v XE (FLRIC-EREXE) OFEE(ICL
%, (note 1)

BERRDACRESNET-I0OEWNE L, FLE2—. TV METR. HIFR. 7YY METRT3EDER 5k
PRBDERIE. TBEEFLEEMEBRELZITNETTES, £LEL. AE-BEBEHEECI TRES
NET—A0—RFAEDIFM17Y MroOERDH LSEEF IR an a0y, JE—BREHEEICLO>TRES
NET-R0T)V MERBIEE . BHEEENETTES, SARYVATLEEELL . th AOFH
BRyDANDT—R(ZIEETERL, £2. On Demand Overwrite #EE2F| AT 3156, BIEE
(FEFZIEE FLFIZa7IERICED RERYDARNICRFESNZT —AZHIR T 5N TES,
(note 3)

TV AR VDB EXETANTLE1—(F. FIBEEFZE VAT LEBELINETTED,
Fr, IE-EEXEOREER. BIENRIDODIREICLD, IE-ERXELRE ((EHIEA
IR—JHEA/EIRITEGREFLD TES EEL. AFAY U XERFZOMBE B CTH>THLIREIRIETELLY,
(note 4)

B EEER., BIENRIDODIRECLD, TATOIE-BEXEERETED, SA L. BENFR
FETHDIIC-ERBXELTERETED, L. AFvUXER . HHEEE THO>TH SA THo
THRERIETERL, (note 5)

TVUR ZAFvy, IE—, WTNOHEEICHWTEH, XETAERET IR IRESINE O,
TPDEERRE. BLUT7D AR ERREF RSN,

AF vy, XEORFEEINH UORIE T2 E T IHEEFIREENEL,

(BH:&9 % TSFI]

TVB=FAN

BAENRIOIE—HEE, JE-BTEMAE. TUV MERE. AFvUHEE. AFvURYD A RTFRHEEE. XE
ERDH Uikee

BAENRIND Y TIRE - BEDR T AE

Web UI O Ya7IREE - BENDR RHEEE

Web UI OFRRYIANODXE TR Ui#E

1.1.4. £X1)71EHE

(1) FMT_MOF.1 Management of security functions behavior t¥iJT(#EED53FL\D
&
FMT_MTD.1 Management of TSF data TSF F—A20E &
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes t¥1)T/BIHEDERE
FMT_MSA.3 Static attribute initialization F#EIEMHE#IHAE
FMT_SMR.1 Security roles t¥1)F7/D&EE|
TOE [FAIEREESNTE VAT LEEEDHIC, TEE Table 21 [T5RY TOE ¥ 1UT/#4EE(CER R
LX) TAEEBEEDSREEREE R, FLURHEEDFFRFEREZEZE T —1 0871
AZRHT B,
F, BRI EN L —RFIAEIESONRAT—-FEREDHAIHETHD,
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CNODBEEEICED ., EREINZTF1IUT1 EEBBEETIRE TS,

BHEEERIOSEIE., HEEEENMRENRILBLY Web UL ho0JM1 o UERICERTREINDS
HHEEEORTELOCHERT S,

TOE (&, Table 11, Table 12 [Zf L), BRIEEARBERETIRIONDG V3 TEXET-ADM A EH I
RERDT 74 MEEL T, BHEETEB LR AEFANFERZHRTE T D, 35F. [7.1.3. 7HER
#fE (1) FDP_ACC.1 Subset access control 7ty 7D A%l FDP_ACF.1
Security attribute based access control C¥a1UT(BHICLZ7OEAFIEIESEBOE,
TOE [I. M EEE. SA. VATLERE  — A AEORIZEL LR AECEEMT. TnE
T, ®ET, 1—Y—ID MBS THD, TOE (FAYM1 Y LEFMAE(CI—Y—ID (LT 3%
B|&#3113,

TOE (F. FIAERBNCEALELF 1) T BHEDT 74 MEEL T, — MR FIAEERET S,

[FMT_SMR.1 (CBE:&ET % TSFI]

Web UI Oz 5IF2E

BRIV DR ERE

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 (CF8:&9 % TSFI]
BRI DEEKEE

Web UI OEE#EE

[FMT_MSA.3 [CR8#E Y 3 TSFI]

TIVR—=FSAN

BAENRIOIE-HEE. JE-BTEMER. AFvUHEE. AT v IRy A RTFHE AR

Table 21 t¥1)F(EEHEECIE{ERIAER Ul

tX1UT(EEIEE #B1ENRIL | Web UI
N=FFA2ADD L EEHEMREDREESRU. AR/EY . LEZE v v
HOETEEIT)
APL—URESLHREDERE TSR, B3/ BUOREEITO 4 -
KAENRIDDDREIFFD) AT — MERADREZSEL. BR/EM 4 -
DEEEIT
FRAERMERRICIZTIEAERREZSRL. BN/ES. IEERE v v
BOFEZIT
HWEREE ID &\AT-FOEEZT)Y HHEEEDH THE v v
FIRE ID O1ERL. EE. HIRREITY. NAT—FOEEZITI, . 4 4
FAFCENSTEREIZSHRU. SA FLE—RFIAEOREICE
B33,
A-H—-NAD—-FOR/NXFHHIRZSRBUREEITD 4 4
BIET RS LKEEDREESR L. AR/ EDHLUFEMAIERD v v
BEETO
TLS H—)\FEBAEDHZREZSRBL. EB/ EH DR EZIT I - v
AR BE DR EZS R U, KRR/ BNDEREEITD v v
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TIAR— TV MEBEDER EES L. ER/HRIDREEITD v -
BT, BRIESRUEREZIT v -
BETAMEREDREESRL. A3/ BENOEREEITD v -
T7— L1777V 7T— MEBEDREESRU. B/ EHDOEREZIT v*1 v*1
A= FOU7HERE GRERIV) DS BERTE v -
Lik—FE QDR EESEL, VATLEBRERE/FIAE DR EET v -
p)

NAMY—IVIZPREFIREED S BER ERITO(MRED A 5h/ 8 v v
h/RSFISAD— )

X ITEEREEDREES R LA/ BVNDEEEITD - v
(BB, BEEOTEATRDDTF AN IPAIL T, BEEEY — )Tk

{E33 N I8E, )

On Demand Overwrite #8EDEEEZS R L. B/ EHHLUVHI 4 4
REFZIDEEEZ1TD

*1) 77—LOI77y7T— MERER. #B4E)IRILE EWS OmAEEMELLIZS(C. ARERNE
T, EBoh—ARITERRELTE, T7—LDIP7y7 T — MERERBERNCBNEE A,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AMD{R#E
TOE (3. #2558 (KEK: Key Encryption Key)%3¥3X T NVRAM2 [LIRETBH ., TRTOF
RAFECRLT, COBSREFRHETEHDIUATI—AERELTVEL, 2. NVRAM2 KlFAED
(FEINTLBERIE. AL —I% B RIELEER TG,
ARL—UREE##(DEK: Data Encryption Key)(d. £52® KEK T AES-CBC AR THES1EL
T.NVRAM1 RU HDD IZ{&7F9 3., HDD ([CR7E T3 DEK ORRIF/N\WO7yTITHD,
TOE D#2EIFF. NVRAML [CRFSNEEEELSNEA N —JRESHE. NVRAM2 [CHDRIFE
BTEBILIN. BEPEFEXDIKET DRAM [CRFSND,
EREL. IRTOFAZCK LT, TOE (&, DRAM [CREFSNLEEXDA N - I EREGZHETA
RII-ATRBEL TG, Fo. DRAM CRFSNTVSEXDA N U B RIE, BRZEET
CEICENIEESND,
TLS BIEFICHEATIMERFNZOIAEG. 7.1.6 (15)DHEBICEINEES{ESNIKEET
NVRAML [CRFSN., TATOFIAEFICH L CHERZRH HTA 71— ARRFHLTLVEL,
BEICFIAINS TLS tyYaVviE kU TLS EC Diffie-Hellman ##Z{E(XF X T DRAM IR TF
SNBAW, TRATOFIABE(CK LT, TOE (3, DRAM [CIRFESNEEXD LY YaVBERAETIUE
JI—AZRELTLEN, Fo. DRAM [LRFSNTVSIFEXD YV aviE, BREHRETECLD
WEIND,

(BS5&9 % TSFI]
HIZRU

1.1.5. SIERELER

(1) FPT_TST_EXT.1 TSF testing TSF 7Ak
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TSF (& Controller+PS ROM 77— LJ17ICENEREINTHD. COT7— LI 7 DL &AL T
BCEICED. TSF OIEBEERRIIT S,

TOE (3#2Ef%(C Controller+PS ROM (& 4byte OF 19O LESHE LRI EDEE—T EH\ERE
U, EBFERENRIUCIS— 2R RUEEIZEL TS, £/z. DRBG [CBILT [1]11.3 [CEEE
DANIVATARERITL, TAMKBUESE &S RESRIVCIS— 2R RUBEBIZZELETD, BH
DRBG ({t#kl% 7.1.6 TR,

(F8:&9 3 TSFI]
BEIRNIY

(2) FPT_TUD_EXT.1 Trusted Update S{E#E7v77—h

FMT_MTD.1 Management of TSF data TSF F—20 & &

FMT_SMF.1 Specification of Management Functions EE#EEDYEE
/7\7'/,\‘”%@%‘(; BENRIDDDRECED BN LTHREFOT7— LOIT7N— I3V %
RIBIENTED, T WEERRTEYANENFH AT BREILI TERERB D TOE ZH T 577—
LOI7DN—23VetERI BN TES,

Frz, BAEREISNZVATLEBEOH N, YVATLEBEEDFM47V D Web UL hi,
Controller+PS ROM &/\yr—J Ul N1 774 )& TOE [SEET BTN, T7— LI 7 %7
vIT— b BIENTED,

TOE 3. YATLEEEDIATV bD Web Ul hoEEENET7—LIIPEEC)I\MF)I71 2%
ET3E. MMFIITPACHRFSNZEFEREWRIEL. #REEICRB UGS}, PyTT7— Merik
U BENRRIVCIS—@BEAULTELT S, MM FIT7NUT ESNTWBEFELX. NMMFIT71)L
% SHA-256 T/\woale\valEE# K 2048bit ik Z#E THES1E L7 RSASSA-PKCS1-
v1.5 AX®D RSA TYRIINELTHS, SOTRIEDFIER ., 1)\ FUTPMIUSHRAASNEEFE
£2277— LI 7E AR RSA ARRICTES. 2))\1F+)774)%& SHA-256 T/\wYa, 3)
BEEHEREN\YYAEZLERL, —BINIEERIERY . F—HTHNEHRIALRKRER S,

[FPT_TUD_EXT.1 CB8:#E 9 % TSFI)
BENRINDI7— LI 7 IN—=IaFER

Web UI O77—LII77v77— MEEE

[FMT_MTD.1. FMT_SMF.1 (CE8:&E T3 TSFI)
Web Ul ®77—Lo177v77— MEE

1.1.6. T-HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
B GEXFREE )
TOE (3 TLS KES-@IENHEFEL(EC Diffie-Hellman) TRV IERFRHEELT, [2]ICSEHOIE
MRS EAND, FEAMBKREBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [CHE
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random hoBEEZY—FETE(14)(C
FLEMD AES-256 CTR DRBG TH R ULZELE THD ., FEMBAERELT [2]Appendix.D [CERE,
® P-256, P-384, P-521 &#4iR— kL, TLS 2IVI—YavBIETHATE—OHRF3,
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TOE (3 TLS H—/\SEBAZICH AT IR FREELT, [2]CREOEMEE. <3, [4]1C
S0E D RSA BERHS, CNoDIEXFRERIE Web Ul hoD1—H—3ERTERMINS, {EAER
WO EE [3]5.6.1.2.2 RU [2]Appendix B.4.2 (243, RSA (3 [416.3.1.3 €0
ERAEICHEND, 2R TEDNDRHIT [2]D B.3.6 [CIDERSNS, FEHBIEEELT
[2]Appendix.D (Z32#;M P-256. P-384. P-521 %, RSA #E£ LT 2048bit. 3072bit &4
R—bL. Web Ul Mo 1—H—HWFNH—2FEE L TERIETRT %, . TEURFHOEL AR
[Cld(14)(C32#;0 AES-256 CTR DRBG ZH\3,

EEEDBEAERICHNT, TOE HFADILRPRBORERTGL,

(B8:&E9 % TSFI]

Web UI O AI585

TIVB— RS540

Web UI Q& E#AEE

BENRIVDAT v HERE

Web UI O Ja74KEE - BED R RHEEE

Web UI OB BRYDANLDXET—SERDH LHEE
SHEREEEH— N

Web Ul O77— L0177y 7— MégE

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) B55 4 pK
(RIFEEA)

TOE BAM—VRBERRUSEEEENTYYaVEELT. FIEZOEY MIDELHZA VS, BK
BIICIZ. AFL— YU E8#(DEK: Data Encryption Key)® 256 £y k., DEK &5t T 376D
fErES82(KEK: Key Encryption Key)® 256 Evb, TLS tyYavBOIAA—ELTRIVI—
VAV TREUVEES ARG UT 128-256 EVMEENENERKT S, ELEIT(14)ICECEHD AES-
256 CTR DRBG THE T3, adH. CW DRBG NIEUHINZDIE., (12)(CER&HLBFI( V%
AR, R, TLS BIEty avkE R THD,

(BH:#E9 % TSFI]

Web UI #5125

TUI8—=FIAN

Web UI OEEHEEE

BIRRAY

BAERINDAF v B HE

Web UI Y37 IKEE - BEDR RikAE

Web UI OFRINYIANGDXET—RENH LiRE
HEREEY N

Web UI ®77—LOI77v7T— MéRE

(3) FCS_CKM.4 Cryptographic key destruction B5E =
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction B5&## ¥ 0OHE
TOE I XRBFESNZIBEVBMHERECB A TIHETS(*), TOE (CEXREFEINDE
RUBMBEEDIEFEREZ Table 22 (TR, Fo. SN oD R UHEM FHIME S NEOETHIC
RAM EDT—DARINENIE-SNTRIAENEN, RAM LOT—4(F TOE OEREECHICAE
ERDEIRENS,

(F)ARL—URESE(E NVRAM1 R U HDD ([CfRTFSN MY, (10)([CREEMBENEE S LS ics.
AEHORARNET S, Fo, (1)ICEEEHD TLS Y—)\GERAS(CRIRAT I FRERL, (15)DANZ
ALICED NVRAML LICEESIELTRESNSTY . RAEHDMRNET B, T7—LVIPERIRAL
(CAWSAREE, MER., TI1R- MESE. BSI)TOLEF 1T 5 0N TNICEHEE S

LBLVESOEREH DR RN THS.

(F8:&9 3 TSFI]

BRI DOEEEE
BIRNIY

Table 22 FXRFNIBREUBMHOBESE

BEFE A REFEE WE A ACHEERR

BERE S 5 NVRAM2 | 1 RIDEBEEZEAZ1—-h o TIHHFEROKE
(KEK:Key (CRTIETRELEZRE. T—5%(14)[C5EH D DRBG T
Encryption Key) ERUEELBT1R EEETS,

THHFAROREICRT LTI AV LOETOT
—HEWBETH_EERKRL, TAHEREESIE
HEN-T10aVeRIUBSRTESTILENG
LVeth. DEK B U KEK I FEICTZS,

TLS tyvavi RAM TOE OEFEM CHRET S,
TLS EC Diffie- | (1B%)
Hellman #%Z & TOE FERMOE A TEMG TLS yYay%ERL

31z8.TLS EyYaviER U TLS EC Diffie
Hellman MZERIFREICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B S RE(CIMBEFS1E 8'5)
TOE (3 TLS Oxi#rigrg 5 /E5ELT [5]ICEiEED CBC £— FR U [6]ICEEHD GCM E—FD
AES(128bit. 256bit)ZzHR— 3%, AES [ [7]EMTHD,

(R8:&E9 % TSFI]
Web UI D523
TUVR—=FSAN
Web UI OEE##E
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BENRIDOAF v UHEEE

Web UI O Ja74KEE - BEED R RHLEE

Web UI OFBRYIANODXET—SERDH LHEE
SEEEEY N

Web Ul ®77—Lo177v77— MEE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) BES&E(BL £/ RET)
TOE 77— L0177y 77— MOEIEMRIECHE VT, [2]ICEEHD RSA TYRIIER T R— T
%, BE(L 2048bit Thd, B/ I+—IvME [2]5.5(f)ICFEED RSASSA-PKCS1-v1.5 ([

3,

(RH:&9 % TSFI]
Web UI O77—LOI77v7T— MéRE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) BESEE(ERER.KREL)

TOE (3 TLS OAEFEREE. U, EFERER/ARIECHNT, [2]ICEEHD RSA TIRIIER K
UHEABRIRT YA EB RIS IGLIZE R E MR VIREEZ1TD. BH. RSA R (L 2048bit FzIS
3072bit. NIST #5M i fRld P256., P384. P521 #HR— 9%, RSA T URIERDERL T4—
Iy MME [2]5.5(f)ICEEED RSASSA-PKCS1-v1.5 [CHED, £z, FEHBIRT JAIIELDESA
A R/HAREER [2]6.4 (L6, Chbld TLS BIERICERERFEOXTVI-Yav, EFELLE
BEFICIE - —DIEEICLD. ENENFEATIE L ARXNRES,

(BH#E9 % TSFI]
Web UI OEEHEEE
BAESRIVDAF v UHERE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BEES#/E ()\wYa7?

WIVZL)
TOE (&, 77— LOI77y7 T — FOEEMRIERDT7— LOIT7 PV I T— MA-IT-3D)\ya1Et
HIZSHA256 ZFIAY %, C0 SHA256 \WwY1{EEERED RSA ESHERELEKTSETE
BRREEEETT D, 8. N\vDaP?ITUZLIE [8]ICEMT S,

(BH&E9 % TSFI]
Web UI O77—LOI77v7T— Mk

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) &4 (\va7?
IVIYZXL)
TOE (F(11)ICEEED TLS [CHFHRFFEAvE—IFRREA KD/ \WIaFHEIC
SHA1/SHA256/SHA384 ZHiR— 9%, BIEICERTE/\WIa7I TV LIIHEF HEOXTVI
—VaAVICE TRET D, . TOE FBFE R ER/RIED/\WYaETEIC
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SHA256/SHA384/SHA512 & R— L. BRERKO1I-Y—DEEICIVERTS/\vYa7
WIVZLHRET B,

TLS [CB1FBBAFEAvE— YRR A XD\ Y 1FTREBFER ER/REED)\y V1t EIIIHIIL
THNEBICHEBEDERENTES, BH. N\oYaPITUILIE [8]ICEMT S,

(B8:&E9 % TSFI]

Web UI O 5HI523

TUVB— R4

Web UI OEEE#RE

BAENRRIDAF v U EE

Web UI Y37k - BEDR RHEHE

Web UI OEBRRYIANLGDXET—FEDH LHkEE
HERBEE Y —N

Web UI ®77—LI177v77— MEEE

i

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
S (AES T—AmES{L ES)
TOE (FAML—UREBOEEARELT, [9]ICREEHSNE AES, RU. JOYIREBE—RELT
[10]ICEE&E SNz CBC &HR— 13, BRI 256 EYNTHD, IV EAN—JDEHAIBEEE
DEK ZTtICEH T3,

(BH#E9 % TSFI]

TUI8—=FIAN

BRI OIE-H#eE, JE—BHEMEE. T MERE. AT vUEE. AFvUINVDARTFHEE. XB
ERDH Uiee

BAENRIOYITIRE - BEDR THEAE

Web UI O#F RN AN X ET—HENH LikeE

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) BS54/ (SEHES
1)
TOE [F(12)ICEEHD@ED. AL —UBEE1bHEEED DEK(256bit)%® [9]ICEE& SNz AES AR
THES1ET 3. R 256bit THN. TOYIEEFE—RIE [10](CERE SNz CBC ZHiR—+T 3,
BRI 256 EYNTHD, IV (E(14)ICEEED AES-256 CTR DRBG W' ELETH D,
(12)ICEBFH D@D, AML—UREEL#EED DEK(256bit)&iEELT2DIE. AL —IEERTT

1UH3 TOE OFEHREERF CHB.

(R8:&9 3 TSFI]
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message

authentication) RESE/E(BEMT\vIaAvE—IEREE)
TOE (3 TLS ([CH(12 84+ EAvE— VB AKELTUT EYR— 13,
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%5 (bit): 160. 256. 384
\y¥1:SHA-1. SHA-256. SHA-384
Hvt— U84 YA ME(bit): 160, 256, 384
NyYaPITUZ LG [11]. BFEN\9Y1AvE— VR PILTUXL(HMAC)(E [12](C##73,

(B8:&E9 % TSFI]

Web UI 051525

TUVR—=RS1N

Web UI DEE#HE

BENRRIDAT U EE

Web UI Y37 iKEE - BEDFR RHEEE

Web Ul OEBRYIANLGDXET - H LikEE
HERBEE Y —N

Web Ul O77— L0177y 7 — MékE

(12) FCS_KYC_EXT.1 Key Chaining #F1M>
TOE [FAML—UkE S8 (DEK) R U DEK ZiE S 1L I3 Dig S (KEK) 2@ F 11T 3,
BEARMICE TOE BAMN —IBEERFIM VNG IESIF(BEAMICE. THAEVREBIR., It
(F.BENRINOEBEAZ 1o TIHHEAHOREICRTIREE LR OEBNMF)IC(14)IC50E
M DRBG T DEK & KEK #4& B L. DEK (3 KEK [C£D(10)(CH-TRES 1L L NVRAM1 R U
HDD (Z. KEK [FFEXXIKEET NVRAM2 ([C, ENENRTFT S, 2 B H LIEOREEFFE. NVRAM1
([CRES1ELTER7ELE DEK & NVRAM2 hoiiid i Uiz KEK T(10)IC€-TEB T3, KL
DEK. KEK &8IC 256 B FCH3, DRBG ICIE(14) ISR & LI@D+ 5B IV hoE—-hitfaans
TeHBDEEL 256 EYNTHN, BF14/ VDT 256bit BENHiFSIND,

(F8:&9 3 TSFI]
BRI

(13) FPT_KYP_EXT.1 Protection of Key and Key Material X% UM KD{RE
TOE (F(12)ICEE& L@, ARL—IREE T4 N TOE ORI ENRFIC#Z @) DRBG T
DEK & KEK Z4 L. DEK (& KEK THEE1EaN T NVRAM1 R U HDD (C, KEK [FFE3TIKEET
NVRAM2 [CENEFNREFT D, ZDMDA L —UIC DEK, KEK iMRFFESN S ElF L NVRAM2
(FIRMRIBFATREA L — I THATH. (12)DEEF 1MV D—EH IR R ATRER A ML — VITFE X
THRESND LR,

(BH:#9 % TSFI]
BRI

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1R 4E (ELEEY MR
TOE (FEL 4 AKIC [1]10.2.1 (C#HLL7 AES-256 CTR DRBG #FIf¥ 3. 20 DRBG (3
Derivation Function, Reseed ##t%#& L. Prediction Resistance #ge&iFiial\, Fz.
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Linux #—xJL®/dev/random Ho1&zEL.#Zz Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) &R U LRNG (AT 30090890505 H H L
Mg/ M A& &HiceAEIY ME—RET S, D/ XEV T o1 7ICENERMICHEROELDEE
FHETREDTHD., DRBG lF/dev/random hoitiaEn iz o — k& entropy_input XU
nonce ELTHIATEH, ELEDIV MOE—=(E 256 By b x1.5 ##8Z. [1]8.6.7 DE#EH L+
NEEZD,

TOE 30 DRBG ZHWVTCA ML —VUREE#E, TLS tyav#sE8H T3,

(12)ICEBEm@ED ., AFL—UmESRBEHDZHIC DRBG WiZ&sndDIE, AL —JBESBFI(
UhiE TOE OF)EIFREENRF CTHD.

(BE:&E9 % TSFI]

Web UI O 5AI585

TIUR—RIAN

Web UI OEE#AE

BIRNIY

BENRRILOAF v HEE

Web UI O Ja7iKEE - BED R RHEEE

Web UI OB BRYDANLDXET—SERDH LHEE
SEREEEY N

Web Ul ®77—Lo177v77— MEE

(15) FDP_DSK_EXT.1 Protection of Data on Disk T4AD LDF—H1{R#
TOE AR —ITNAALDT—RTOVD B TS L/ ES LT, BARMICIE, AL —IF )1
ALDIEBAE X RIN—T1 AT B TP/ IV R UART—A0 Read/Write B/ LTTF—A0DE
Sb/EBELERL,. 5%/ -T2 avIixt LTTF—270vD% Read/Write 3%, lES{L AR
FCS_COP.1(d)Ic#5. BEIE R S—T10avEE AN —IT M AFR R aT5El
NVRAM1 B U HDD THND. NVRAM1 B U HDD LISMIIR AT AT gER A FL—UF M Ald T
LYo
EEOAN—-UREEElE, BIEEICLOTAMN - IUEELHRENB R E SN, TOE #)E
EEENLEIET S, BES1E/ESEICRATS DEK (F(12)(CREHLEED. BSE®BF A UH 0
EHFCERINS,
2TOEXDHFAET—S, EFXDMWED TSF 7—4E NVRAM1 XU HDD LOrES X&) —
FAYIVICEEAFNZEHIEELENSE, NVRAML XU HDD LDOFEREEALRED)S—T1 3y
(Cl&, 7ATS LA A=Y, HIE/INFA—5% KEK Z282EL(10)ICEREHDEDIE S LEN = DEK OH N
BARSN., EXDFIABEXET ARV EXDOWEZED TSF F—3%&FE\, BH. DEK DIFS1t
(£(12)ICEEEH LZED TOE DR SR F 14 Uh GV EIBFCITONDS . T, FX KEK DRFEXT
Hd NVRAM2 (FIFH R ATRELG A ML— I T NA ATIE G,

(BH:#9 % TSFI]

TUI8=FEIAN

BEIRNIY

BAERIOIE-HAEE, JE—BFEMER. TUV MERE. AFvUEE. AFvURvD A RTFHEE. XE
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1.1.1.

ERDH Uiee
BAENRIDYITIRE - BEDR THEAE
Web UI OF RN AN ET—HENH LikaE

=SHEAE

(1) FCS_HTTPS_EXT.1 HTTPS selected #iRSh HTTPS

Web 750, GoUVICEEY - NeDETHEIE 57190 HTTPS TEF17FvRIUETBLIIC
ST SR ENFIRETHD . DR EIF Web ULl Mo BIEEDHNITAS, HTTPS (X [13](CHE-
LRETHD.

D347k PC D Web 505 hoiinBEREZ(IHE. TOE £D347V + PCREIT TLS BIEDRT
VI-aV kL L, HTTPS BIEEFIRT %, V517V PC hod TOE @ Web UI [CH(T5E
RIS LUTATOVE— MEEICH LT, HTTPS BENEREINS, T, EEY—/)\h0EEED
DTF—AmEGERZRT. BBV T-IEEET-NCEHT I, HTTPS BENERAINS,

(R8:&9 3 TSFI]

Web UI Oz 5IEFER

Web Ul OEE#EE

Web UI Y37 IKEE - BEDR RikAE

Web UI OFRINYIANGDXET—HENH LiAE
HEREEY N

Web UI O77—LOI77v7T— MéRE

(2) FCS_TLS_EXT.1 TLS selected @i{R&nf TLS

TLS BfEELT [14]D TLS1.2 &YR— T %,

TLS BIETHERAT RS A — MDA 7Y b H—\E O TLS %D Yavh(CxTYI-beh3d,

TOE (3 TLS ZFIAI S RIECHNTIE, TOE (ZHEBEICIE LTI 7Y MY —NITE B, B

A& Web UI POEATRY -/, AFvUXEA-IEERICRIDIM 7Y FeLTRA D,

TOE 395470 M oIRESNTEES A1 — bOFH Y IR— F BB E D% 1 2:8IRT S, TOE

PHR— RS AM— MILLTFTHD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
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TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:&E9 % TSFI]

Web UI O 5HI523

TUUE—RSA4N

Web Ul DEE#AE

BAENRIDRF v RE

Web UI Y37 iKkEE - BEDFR RHEEE

Web UI OFRRYIANLDXE T -2 H LikEE
HNEREEE Y — N

Web UI ®77— L7177y 7— MEEE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF BI&{EEFv+Il
TOE (3 TOE £EEY—/\. Mail B—/eDET. LTOSE@EAEEIOrIIEYR— 3, ChiC
ID. IV RRI Y FDERICBIET —IDREBEER SN DR ENRIISN S,
EZ&EY—)\: TLS/HTTPS
Mail #—=J)\: TLS

(B8:&3 % TSFI]
BAE )RV DA v B EE (Mail 3 —)Y)
NEEEY-N

(4) FTP_TRP.1(a) Trusted path (for Administrators) &S/ \A(EEEMH)
TOE [IEEEDYE— FPCHHODET7HERMVATI—AICH L, UTOSEE&EE IO ETR
— ;9% CNICED. IV FRI Y MDBBIEBET —ADRBERS VN ODRENMREESND,
Web UI: TLS/HTTPS

(B8:E 9% TSFI]

Web UI 0#RIE25

Web Ul OEE#HE

Web UI Y37 ikEE - BEDR RHEHEE

Web Ul OEBRYIANLGDXET -2 H LikEE
Web UI ®77—LV177v77T— MR

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={EE/\AGEEEERR)
TOE (FIEBEBED)E— FPCHLDETHEAIVATI—AICK L, U TFTOEEEEETO L EY
R—FFB, TNICED. TV RRAY FOBRICBIET —IDRBERS WD DDRENRIIEND,

Web UI: TLS/HTTPS
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TIUB—=RES4 N o0 TLS

(B8:&9 % TSFI]

Web UI O 5I525

TVR—=FZ4N

Web UI OJ37 1K RE - BN RHEHE

Web Ul OEBRYDANLGDXET—FEDH Uikae

1.1.8. N=FFTARDDLEEHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty NEFIEHRIRE
TOE [F. YATLEBEICINVITETHDN-FT1ADD L EEFHEBENE I EINTINSE,
JE—#8E. 7)o MERE. A v VB EEDE V3T T RICHEN— RTA ADEBICEESNLRRAF
HXET-HELEEFHETS,

XEDRFHREETHASNEXET A, BRRNYIALNOOENRHRERIRDE UIR1E. BIRRE
EICL-THIBREN ., ZD% . TOE F L EZHEEERT D,

A TOE Tld. VAT LEBENRTE VERZFLRIZ17IERCHERYIANDEEETEXE
PERET)Y X EEHIRTS On Demand Overwrite #EehZ2 N3N, BIRESNEERX
EICEETETAUE. N\—FTFAADD L EEFHEMEEDREICE I ELEFEENERIND,
N—FF42ADDLEFHEMEEE EEZRESH 1 B(("0(FA)"(CLH LEEF)E. 3E(0-1-ELEICE
B LEEFLRIL) OEIRNE KD, EL. BEESEHENEIEENTWRIEE . MELAILTIE. E
=750, 1, ELE) FEEBLSNRETEEFRAEND T, N\—FT(AVEE LI, LEEH
EFPENFAEAXET-IN—EREFS, TOE 2EBFC—EEFIVILT HERTOMEFEH
XETF-INGFETIEAR. LEZEELEEETTS,

(BH:&9 % TSFI]

BIRRSY

BRI DIE-H#EE, TUV MERE, AFvUiaE. SXEENH Ui aE
BAENRIOYITIRE - BEDR THAE

Web UI O U7 IKEE - BEDR TikHE

Web UI OFRRYDANEDXET—AEDH Ui#E
BAENRIDEEKEE

Web UI OEEHEEE
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ST B&&E - F&E (Acronyms And Terminology)

& (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

A EEAR

CcC JEVD3547)7(Common Criteria)

DRAM HA4+39D5 5 L7DE2AEY(Dynamic Random Access Memory)

FIPS PUB K EDEFRFRLIEIZ D H ¥ (Federal Information Processing
Standard publication)

IIT B A H3—3F)L(Image Input Terminal)

MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP 7075370774 )L (Protection Profile)

SFP t¥1)T1#8ES $1(Security Function Policy)

SFR X1 T HEEE H(Security Functional Requirement)

SMTP BEFA—ILXETOIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y M(Security Target)

TOE FTifxf % (Target of Evaluation)

TSF TOE tF1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

S B

WET? TPAIV AT L BREATIN O ROBEEERUNGVLIITHETEIEETET .

KEK Key Encryption Key D&, AETIE. AL —URESREMBSILTSZHOESHEOD
CEEHET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI FAFISIM7V D Web I35 &N LT, TOE [CRTRIRIENTEZIVATI—ATH
®o

HERYIA FHERYDALIERHANVEAT X EFEFIE-ETEEE TOE NICRET 5T

DIE,
FRBFETILITRCRBRNYDAEMSNEZXER. AFvUXEN, IE-BREXE
MMCEDT, FIAERBNCIS R EN TR THS.

TIHAR=FTUV b
(Private Charge
Print)

TV MEREICH VT, IR T -7 IVR—ZX U TR LIZEY bRy T T—5% . MFD O
Fo—YURE[C—BEREL. BEESNZRAEMEERIVINIE TR 2 E THIRIZF A
3T AE.

FMAFHFXET—H

MFD DAL — JHECEREN L., FIANE T LI7ALBHIRENEH, ALY
HENICET—SEBEREL T IREOXET 4,

XET-R
(Document data)

— 3% A% (U.NORMAL). SA H* MFD OIE—#éRE. T MégE A vUEe. X
EZNRFHEEEFIRTIMEIC. MFD RS%E8T 2L TCOERIERESLT 4%,
MUTXET-RERET S,

AFrUXE

AX v UEREIC LS T, BFHAANEMSNEXET . K TOE [FAF v X EE Mail
Y—=IINEELIEN . XEDRFEEDH U REICIDHRIRYD AICRF T S AEE R O,

AE-BEXE

AE-ZBREEEECSID EFHAANEBRINEXET -, A TOE FIE-BEXEEL.
XEORFERDH UREICLNH RNV D ACRTF T SAEEE D,

EENY WD, BED. EDLIBEREEITOENELVIER (FIZE. -1 EEPERE
BRE) e, BMEHEINLT 4,

FAEEE HAIEREELERIAECEINZ TONSRE|, A TOE Tld. M EEE®RE. SA &2,

(User Role) —RFABREDERINTND,

M EREERE WHEEEN TOE 2R AT RRICLERIERZERT . SFR ATIE Key Operator

(Key Operator role £XRIFSNB,

role)

SA #%EI SA N TOE ZFIAT 3R ELBIHERERT,

(SA role)

—fRFIRAERE
(U.NORMAL role)

— & FIAE(U.NORMAL)HY TOE ZFI AT BRICHERBERZRT

FIAEHAER
(User Identifier)

FIREEHANTIHOER, 1—F-1ID,
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W EEEHAE
#

(Key Operator
identifier)

MW EEERIERNY TOHNEI-Y—ID, SFR AT(E Key Operator Identifier
ERBEIND,

WWEEE
(Key Operator)

MFD O#EE® TOE tF1UT DR E 2 TOEES,

SA

W EEEHSVMIBRICER SNz SA B TPHVY MelER T HENTE, MFD DR
EIEP TOE tFa1 T HEEDR EETOEESE,

VATLEBRE Key Operator & SA D#FF,

(U.ADMIN)

Qs TOE Q& HEEEE AT BRIIC. FIFAE DB R £1T>C TOE OF A ECHIREH

(User (FRTZHDHEEETHS

Authentication) SNEREREEA T Va3V EA VA=V TBIEICEN . RARFREIESNEREREE D2 DD E— FEHR
— ;BN K TOE TIRIARARFBIIE— FTEIET S,

N H

(Local TOE M1—HY—525F% MFD (L& & L1 —1EREFERAL RIS EETIE—F,

Authentication)

%ﬁﬂnu A
(Remote
Authentication)

TOE o)l_ﬂ- nLnE%g*anhnEﬁ /\(L%ﬁfibrl 'Ij- 'IH*EEE%LI_CnLnIEMEE&
2E-FK,

N—FT42ADDLEE
HE

(Overwrite Hard
Disk)

N=FTAADEE LICERNLEXET —HEHIFRT BFRIC. EDT—FEHERET 4
CTLEEETTIHAEETT,

AL—-URES

REEEOD—HERFIDIAN-—VERESILTIMAEERT.

TAVIR— X aE

N— YRk & 55 (PDL) THEABSNICENRI T -2 &MU, EY by TT-RICEBT I8

)
AEo

FAVK-Z

FAUR—XHEREIC LD, R— USRS 55 (PDL) CHEREN =T —REMEHT L. EY YT T
—RICEHTBEE,

#A— D)7 HRE
(Auto Clear)

BAENKIBLU Web UI hofilt 242 LEB KB T—EDR RN @ LIEE, BE)
HIICEREEN' DT 7O FENBHRETH D

NARR—-IVIZ7

(Customer MFD QRsF/MEEBEITIIVIZT,

Engineer)

WEE WEELE, TOE FLRIRESN U BEECTELGFEZELTCPIEATEIETHD,
(attacker) WEEHICE. RBENLIHAETEHN ., EOERFRERLTTIERATEIELEENS,
BRIV

(Control Panel)

MFD OBEICHERINEY . FVT  BvFRRIVTAAT VA BRE SN/ R,

—RFIREIFATY
S

—RFIREDNRATEIIIATU L,
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YATLEEE
DTV

VATLEBENFRTSIIAT7U L. YATLEEEE Web T30 MFD (C
*fUT, TOE BRET DR PESHRAEIT,

TVUR— R340
(Printer driver)

—EFAEIIATV FLDOT 3%, MFD DMEIRATBELBR— VUi E55(PDL) THERL
SNTEERIT—RCE#TZYIMIIT T, FAEDIA PV NCERTS,

MFD W2 eI ge B — VR E55(PDL) THERENET -4, HIRIT—4(X, TOE O

EIRIT—43 FaAVR—ZHEETEY F Iy TF—RICE#EN S,
IE—#EEICENFEHAENET -8 BLUTUY MERECIORIBE DS/ 7Y MR {ES
By kv IF—4 NERIF—2%FIVR— AEETERLET—4, Byt IF—aMBE AKX TES
EMLTN— FF 2D EBIKMHENS,
[t JE—#EET 1T hBDOFH AH DR RERZ X EPRE ., BELHEERT,

TOE &EF—4

ZhIE TSF 7—30—#THY. TOE [C&>THMENTN TOE [CELTHEMENET —
5THN. TOE Db F1UT AL BE 5 A BT REMOBERET 5.

CRCFiH

BEARMINS 256 EVIDT—H, APL—IRENOXET-IDRERC, CORT
—REEALTESIEEITI,

AN

SRRy RD—DERERY M) -DEBRETI—RIICHEATIEEORER,

SLERRY R =D

TOE =BT MR TRHEENERGL., AERY I-DLUSNDORY FI-D%HET,

RERRY FI—D

TOE h'ERE SN2 BBORERICHD, SAERRY M) —Dh oD X1 T1DEBICH L TR
ESINTLRRYMI—DRD, MFD & MFD A7DE AWM ER)E—- FOSERBEY—N
PHOS47U b PCRDFYRIVETRT

SFERE ITU-T 815D X.509 [CEESNTHD. AANIFHR(FTEMARL. #A 4. BETF). 26
B, BDHR. JUTINFUN, VTRTFYEREINTOSIER,
Data on TOE RET—HTH. RRZBEFICHIIBFIAED)IAT— FRERDR/NXFHD

minimum user
password length

L

Key operator
Password

TOE BRET—5THY. WM EEREZRDTHND) AT — FiFHR

SA Password

TOE BRET—ATHN. SA FEEDHND) AT — FiETR

U.Normal
Password

TOE BRET—ATHN. — ik FIFAE(U.NORMAL)ZEEDTHD) AT — FiFEHR

Data on access
denial due to
authentication
failures

TOE RET—ATHI. FIAHE ID REERKRICERT RN AT/ I DIFEHREK K
(B 34 1R ¥

Data on Auditing

TOE BRTET—HTHN. L2, #EH, EDLIBERETINELWOERBIZE, 1——
BIE EEDERERELRY) 2. BILIRT SEEED AR/ BIDIEHR.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AF v MRS SUTUY MEREEFI AT S/
(C. I—Y—EREEEMICCEREE T LR E 21/ B SUREDER

Data on use of
password
entered from
MFD

TOE BE7—5TH. KA/ SN EOREE D) SAT— K
Rt EEOE S/ EHOER.
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control panel in
user
authentication

Data on Private
Charge Print

TOE BRET—HTHN., TV bF—IZERICTIMIR— UV MIBRSESINEIRISE
NN TE FH

Data on Trusted
communications

TOE BRET—ATHN. REBRYFI-D LICHEETIXET—4. JVaJlEH. EEOTH
LU TOE BRET—RELVWTLBIET —HERET DO T 5 — RGBS SLRIET
AFIVOER/ BINESLUVREDIERSLUVEEAE . RELA/ESE) AT K, i@
AV L8

Data on TOE BRET—HTHN. DAY —IV Y71 EHIRIEREDE 5/ B DIFHR B VRS
Customer N2AD—ROTER

Engineer

Operation

Restriction

Data on TOE EBET—ATHN. N\—FT1ADD L EEHEMBECRIRT IEEDE X/ EXD

Overwrite Hard
Disk

LE 8

Data on Storage
Data Encryption

TOE BRET—HTHN. AbL— UGS ILHEEE(C
BfR T 2 EEDH R/ BEHDER,

Data on date and
time

TOE BRET—HTHN., 34 LY —V/YI—31 LEREHMERERZIT-HTHB,

Data on Auto
Clear

TOE BRET—HTHN. BENRIA— MUTHEEDE R/ BB LU 7R EOEHR.
BLU Web Ul OF— MUTHEEDE R/ BHDIERS LUV 7RI DEER

Data on Self Test

TOE BRET—HTHN. BETAMEREDER/ENDIER.

Data on Report
Print

TOE BRET—ATHN., Lik— M NHEREDRE IFH.

Data on
Firmware update

TOE BRET—ATHN, 77— LOI7 7PV T— MEREDRE 1FH.
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