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A TOE |3, MFD O 5 LETF— 2tV 7 4 ITHETLIRET — 2 FEalk
T DI, WA PP OERZET 28X U 7 4 HRe ARt T 5,

AKTOE ORMT 52x =2V 7 s HiEO L LT, KTOE BWEET S, FHHE
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#®3-1 FABEDORE
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ik

A User who has been identified and authenticated
and does not have an administrative role

Normal User

B WORERE S MR, BELE RS 2R ORI

A User who has been identified and authenticated

Administrator .. .
and has an administrative role

2%, ATOE TlE $HE | O % [ 257 LEME | LIFATEY . A
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®3-2 REEE

£ i3] EE
D.USER FMET —4 TSFOEMEICHEZ KIF S 720, FIFEOT=IF]
JHIC £ > TR S T T — ¥
Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 —% TSFOEMEICE L 52 56 LitZewy, TOEDTZ
DDOTOEIZ L » TER E =T —#
Data created by and for the TOE that might affect
the operation of the TSF
x3-3 REFEFBAET—2)
& X &
D.USER.DOC | FIHEGET — | B EIE— Fav—olX T, FIHEOGE
7 IZEENDHEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | filHi# Y a7 FIRFEOSCEFE I I3CEE Y 9 72 BT 5 1
F—
Information related to a User’s Document or
User Job Data Document Processing Job
®3-4 REEETSFT—%)
£ E EE
D.TSF.PROT | ff# &7z TSF | T — X OFTA#E CHEBEREICTH W HEIZ X
T4 HUENNTOE OB F = VT ¢ ICEELE RIETTHh
HLNARWD, BEIFFTFATEDL TSFT—%
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7— | T— X OpiA#H CHEBEREICTH W HEIZ X

7

Confidential TSF
Data

HEBELITIUEZANTOE O F 2V T ¢ (2R
ZRIETHE Lt TSF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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EFE

T.UNAUTHORIZED_ACCESS

YeE 1L, TOEDA v Z 7 = — A %@ LT, TOEN
DORHEXLET -2 ~T 72 (HE, K&, /-
IXHIER) . £ITRAEY a 75— 2 2 E (WA
T2ITHIBR) 5000 Lty

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

WEF 3. TOEDOA v % 7 = — A% LU T, TOEN
DOTSFTF —ZIZARIET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDHEN T -84, TSFOBEMEENC L -
T, BX2 VT s OBKEZGIEEZT S LivZew,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEzHIT, TOEICARERY 7 =T A VA h—
VT B0 LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WEgET, *v N —JHWEEE=X L=V #EL
FO+AZ LT BEFOF—FIZT7EALED,
TOEDY X =V 7 4 &G L2035 Ll
A

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

HEBDEX1) T4 58t

AKTOE ICESRSNHHfOE X 2 U T 1 452 % 3-6 12577,
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# 36 HMBOtE{aT 1A

E2 E&
P.AUTHORIZATION FIRFE T, SCELPE K OV B RE & F1T 3 D Al

R A5 ST i b,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X UT BT T o BT s ITERE IR TR
X759, 20X 5T v aron iR
S, ANEIT= T 4 7 4 ~EESNRTER S
QAN

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOE!Z. LAN EDODT A 2 & H & 27k T & 72
FHUTR B 720,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENFIA#E LET — & £7213MEDOTSFF — 4 %
B A Ha n[ BE 7R RHEFREME A b L — U T A R TRATF
T 2584, TOEIZZNHLDT N, A OGS T —X
R SAbT D2 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL R SCET — 2 £7213E OTSFT — % OBLHIZZ
BARTRER NHEREME A R L— Y D72 DG S#ED Rk
WCEHET DO 7%, Fxxod, 7~X 7 G
FITZOMDEH B W HEIX, RIERT 7B D
RESINRTNERDRD, DOEDA RN L—UF
WA A BRI N TR D220,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

PIMAGE_OVERWRITE SCEMFR Y 5 7O T 213 IEORIC, TOEIXZ#
DB AW FREIR AR FERIEA F L —TFT A4 2 LD
BAFWEG T — % % EEIWEELRITE R B0,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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AR &M & ST MR D AR

ARETIE, BET 25E A TOE OF| oA M etFHh s LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

FERARVIREICET SAREH

K TOE ZEH T HBROAHERM 2K 4-1 11T, TS DORHRRMENM - S
e KTOE Ot ¥ = U7 BERENANTEET 5 Z LIFRIES 7R,

x4-1 EHREH

E=L]

—=—=3
EFE

A.PHYSICAL

TOEX O'TOEMRAT & 721 3LEE T 25 7 — & OAELC
Aol x =2 T 40, BREICK - TRt

noZ e ElBET 5,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK

EABEEIL. LANA VX 7 = — A~DOHIEEN DS DE
VDT 7B ANLTOEZR#ET 5 Z L 2ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHE X, V1 hOEX= VT ¢ HEHITHEST
TOEZEH T 5 &, BEHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SNRIHEZ, VA bovx =2 T 4 FTEHS
> TTOEZMEMT 5 L 5 AT S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.

B IR & MR

A TOE OET 2R A X 4-1 1273, K TOE X724 7 ¢ RZF%iE
S, MfEONE Ay FU—2 ThDH LAN ([T L T SN 5, FIFEIEL. K
TOE O#EE/ SR LAN I8 ST=2 747> s PC (—RFIHE Y 74T >
NV AT LEBRE T FAT 2 N) BRIEL TR TOE #EHT %,
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—EFAE AT
FEE

X4-1 TOEMEMRIEIE
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(1) —FIHEZ 747 b

—RFNHEPMEHTHULHD PC THDH, Web 77 % & TOE HOT'Y 4
RIANNUETHD, KFHMETIELL TFO Y 7 bo =7 &M,

+ OS : Windows 10

+ Web” 7 74 : Microsoft Edge

c TV UHRTAN (BELETANVAE TR AL ) _R— 3 UML)
Print Driver plug-in module for Adobe PostScript Version 7.0.4
(Build 5 : 1033.0)

(2) VAT LERE I FAT B
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AT LNEREDMERTH2ILHDO PC TH5DH, Web 77 U HFNNETH S, K
M TIELL T D Y 7 N =7 Z

+ OS : Windows 10
- Web 77 7 ¥ : Microsoft Edge

(3) Mail #—

TOE oA HE O ET — X 25 ET 2581 HT 5, TLS 1.2 &Heo
SMTP 7u fa)aH R —1rs325Y7 U= T RETHDH, Kl TIXLL T O
VT N =T B,

+OS: Cent OS 7.6
« Mail #—/3 : Postfix version 2.10.1

(4) B Y —

TOE O L7 Ed v 7 2 R/{GFT HH— Th 5, TLS 1.2 kit~ Syslog 7
0 haEYR— THY 7 N 2T RMETHDH, AT TIILLTFO Y 7 K
v =7 B,

+OS : Cent OS 7.8
- BEAE Y —/3 : rsyslog 8.24.0

BB, AERITRENTWD TOE S ON—FT =7 KOV 7 by =7 OfFHE
PEIATHIOFEME TIX 22 (H3ICEHTE2b0E D),

4.3 EBERBREIZHITATOEEEH

K TOE ORI DHERE. KT, AFHM THRAE S L5 A TOE OREREIZIE, LT D
HFID D D,

(1) HFEYF—KON7 F747 K PC

TOE &3l L CBMET 28— 2 74 7> FPCAE X 2 TITEMA S
HZliF, BHEOEMETH D,
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5 T—%TUFvICET HER
A#TIE, A TOE Ofi[H L F B %30T 5,
5.1 TOEER L VR—FR 2 MERK
TOE |%, %ERA T a o 2## L7 MFD O2KTh 5,

TOE O#Eftd 5 HaIE. MFD OREARREL X2 U 7 s B TR SN 5,
MFD OREARETH H 2 B —HRE, A% v 4B, 7'V v MEE, SCEORF L
By H UEERBIZ W TIE, 11 =A2 S, LT, TOE Otx =2 U7 4 EEIC DN T
AT %,

(1) BRI AE

AHEREIZ, TOE OFH#E %2, FIHE D ID &L /X2A U — R CilBlIREEES 2 HRE
%, AREEEIL. LIRS TOE OfEARFZET SN 5,

- FIHEDN., MFD O#E{EXV, 7T 4T 8 PC DO Web 77 7%, 754
TURPCOTY U ERTANNG TOE ZEHT 5 & X,

AHEREIE, FRBIRRREZ AR 572012, LU T OMREME &M 2 TV D,

- /IR T — REOHIIR,
° ‘ﬁfﬁ_zﬁ L/f;nu HLE%E&H#OD%%UWL uEOD{'?JJ:
- WRERK IR, —ERFEEEDR R WG D' v v a YT

(2) 7 7 & Ak bE

AHEREIL. MFD OIAMRE CRIME T —# 28T 5 L iz, FIET —4
DT 72 A ZATOMEETH D, 77 8 ZHlEL, FIHET —2 O A #1E#
& FIHE OFHIE B OEENZ SN TTThL S,

(3) 7 —Z s 5 LbkRE

AFEREIL, TOE WESICIRAFT 27 —Z L ONBIE T — ¥ i 5L T DHEETH D,
RAET —# O IL #EK 256 £~ D AES CBC £ — F& ¥ 2, BE7 —
Z O FALIE [(4) SEFEEERE] O 5E[E7 R =L TR SR,

T, HEROREEZR 557w b r B — 2R osl A s 2 VT AR S
ﬂ’béo

(4) mEHEBRIGHEEE
AEEREIX . TOE & K IT Has & O OBET —# & kil 7' e b 2/ TLS
1.2 TRET HHRETH 5,
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(BG) BX =2V T ¢ EPEERE

AHEREIE, X2 ) T A HRROREFE T AT LEHAEICHIRT SHETH D,
7L, —BFIAFL. AADOSRAT — ROEENARETH D,

6) B =T 1 BEARERE

RBEEIE, £% = ) 7 WIEICBIT DB RS litin 7 L LCER L, Bk
P ICREET HHEE T 5.

o, A shiciEEr 713 TOE WEIC b IRFSh, REREZBZ 256
WZIER b T WREEAZHEL T LWEEr 7B RFEN D, RMFESNICERR 7
. 7747 FPCOWeb 77 0N, VAT DEREZTNA T o a— R
THIENTE D,

(7) =5 EE A GE
AKEREIZ . TOE ENWEIC 7 7 — AT = T OF = v 7 ¥ AR OELEAE R O 15 )

fEET A DT oMREL . 77 — AU = 7 WHRICHEHMN 7 7 — LV =7 OBEFH
& E AL HHRETH Do

(8) A ML —V D FEXWEIEE

AHEREIL. TOE DIEAKERED I T £ 72 13FIH#H OB K> T, TOE 2
FIRHOXET — 5 £ HIRT 2B, XHET— 2 2 M S LTz TOE Mo
N—RT 4 AV EBEOFEE Y FEXEET OHETH D,

5.2 ITIREE

TOE 1. LAN # 4 L CEFEY— 127 74 7k PC Li(E%1T 9, TOE D l(4)
EEHEIRIEIERE) 1. 0 ITHEES & B L CEE SN, UTFD 71 b3z
A+ 5,

7747 K PC (Web 77 v+#) : HTTP over TLS
7747 FPC (FY & RZ43) : IPP over TLS
. BEAY— N : Syslog over TLS

+ Mail #—~3 : SMTP over TLS
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AT rFa AL

K TOE OHA 22 AD#R %3 6-1 127T, TOE OFHEIL. ALt a7
T TR FX 2 A2 bOF43 7B L BT NEREN D,

F6-1 HAHUR(CEER

&% N—o3Y
Revoria Press GM1422E5-3 Edition 1

E1136/E1125/E1110/E1100
Reference Guide Main Unit

Reference Guide Operations GM1424E5-3 Edition 1
Revoria Press E1136
Revoria Press E1125
Revoria Press E1110
Revoria Press E1100

Revoria Press E1136 FD1108E5-3 Edition 1
Revoria Press E1125
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CC Common Criteria for Information Technology Security
Evaluation (&% = YU 7 ¢ Gl L)

CEM Common Methodology for Information Technology Security
Evaluation (&% =V 7 ¢ i J51%)

PP Protection Profile (7m7 7> a 7w 7 7 A)L)

SFR Security Functional Requirement (&% = U 7 ¢ #EEZEA(})
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MFD

Multi-Function Device (5 ¥ Z V15 E51%)
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AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator
ECDSA Elliptic Curve Digital Signature Algorithm
GCM Galois/Counter Mode

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

1PP Internet Printing Protocol

RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security
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