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A User who has been identified and authenticated
and does not have an administrative role
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Administrator
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A User who has been identified and authenticated
and has an administrative role
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Data created by and for Users that do not affect the
operation of the TSF
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Data created by and for the TOE that might affect
the operation of the TSF
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7 IZEENDHEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
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F—
Information related to a User’s Document or
User Job Data Document Processing Job
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T4 HUENNTOE OB F = VT ¢ ICEELE RIETTHh
HLNARWD, BEIFFTFATEDL TSFT—%
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7— | T— X OpiA#H CHEBEREICTH W HEIZ X

7

Confidential TSF
Data

HEBELITIUEZANTOE O F 2V T ¢ (2R
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TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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IXHIER) . £ITRAEY a 75— 2 2 E (WA
T2ITHIBR) 5000 Lty

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.
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WEF 3. TOEDOA v % 7 = — A% LU T, TOEN
DOTSFTF —ZIZARIET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDHEN T -84, TSFOBEMEENC L -
T, BX2 VT s OBKEZGIEEZT S LivZew,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEzHIT, TOEICARERY 7 =T A VA h—
VT B0 LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WEgET, *v N —JHWEEE=X L=V #EL
FO+AZ LT BEFOF—FIZT7EALED,
TOEDY X =V 7 4 &G L2035 Ll
A

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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AKTOE ICESRSNHHfOE X 2 U T 1 452 % 3-6 12577,




JISEC-CC-CRP-C0771-01-2023

# 36 HMBOtE{aT 1A

E2 E&
P.AUTHORIZATION FIRFE T, SCELPE K OV B RE & F1T 3 D Al

R A5 ST i b,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X UT BT T o BT s ITERE IR TR
X759, 20X 5T v aron iR
S, ANEIT= T 4 7 4 ~EESNRTER S
QAN

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOE!Z. LAN EDODT A 2 & H & 27k T & 72
FHUTR B 720,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENFIA#E LET — & £7213MEDOTSFF — 4 %
B A Ha n[ BE 7R RHEFREME A b L — U T A R TRATF
T 2584, TOEIZZNHLDT N, A OGS T —X
R SAbT D2 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL R SCET — 2 £7213E OTSFT — % OBLHIZZ
BARTRER NHEREME A R L— Y D72 DG S#ED Rk
WCEHET DO 7%, Fxxod, 7~X 7 G
FITZOMDEH B W HEIX, RIERT 7B D
RESINRTNERDRD, DOEDA RN L—UF
WA A BRI N TR D220,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

PFAX _FLOW TOEPSTN 7 7 7 Ak&RE & #4584 . PSTN
7 7 7 A[AlfE & LANORI O 4 Bl 5 (553 5.,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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CEAIRY g T O T E7ITP L DOERIZ, TOEIZ#
DHHAZHEATRE R ANHRENER S L — PT84 X ED
BAFEG T — 2 & EESHELRITIEZR B0,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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x4-1 EHREH
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A.PHYSICAL

TOEX O'TOEMRAT & 721 3LEE T 25 7 — & OAELC
Aol x =2 T 40, BREICK - TRt

noZ e ElBET 5,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK

EABEEIL. LANA VX 7 = — A~DOHIEEN DS DE
VDT 7B ANLTOEZR#ET 5 Z L 2ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHE X, V1 hOEX= VT ¢ HEHITHEST
TOEZEH T 5 &, BEHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SNRIHEZ, VA bovx =2 T 4 FTEHS
> TTOEZMEMT 5 L 5 AT S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.
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- OS : Windows 10
+ Web” 7 74 : Microsoft Edge
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TV BRTAN (BETANDEDRAL ) RX—= g 4EfE)

PCL6 Print Driver Version 7.0.2
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- OS : Windows 10
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