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1. ST #EER (ST Introduction)
ARETIE,. ST SR, TOESE, TOEMIE, LU TOE sikicoWCERHR TS,

1.1. ST =M (ST Reference)
AREITIE ST D AITEHRERIR TS,

FUJIFILM Apeos C4030 / C3530

B4R JE—. UV TP AFvY . ARL—ID L EEHEBEREETI
t¥1UT153-5vh

IASEVE V 1.06

#478: 202343 A9H

fERE B IMVLE IR I R—YavikR &t

1.2. TOE £ (TOE Reference)
ARHEITIZ TOE OFANEHZEC R T,

FUJIFILM Apeos C4030 / C3530
AE—. FUVR. T7DAR, AFv Y, ANL—ID L EFBEMEREH TSI
TOE m)\—%3>: | Controller ROM Ver. 1.20.5

TOE £

A TOE 3, LTFOVNITNADERTHS,
BAREET

[SLE N—=3y

FUJIFILM Apeos C4030 dE—. FUV k. 77D A, A¥+v> ., ARL— | Controller ROM Ver. 1.20.5
JDLEEEHEMKEREETI
FUJIFILM Apeos C3530 JE—., JUV b, 77D9A. AFv, AkL—
JDLEEEHEREREETI

BARLSMERT

7 ah N—=3y

FUJIFILM Apeos C4030 dE—., UV b, 77D, A¥+v>, AkL— | Controller ROM Ver. 1.20.5
JNLEEFHEMERERETI
FUJIFILM Apeos C3530 JE—., JUV b, 77D9A, AFv, AkL—
JNEEEFHEMERRETI
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&xl (TOE Type)

A TOE (&, HEO-DIIVP Ry FD—D(LAN) NS JE—H#RE. AT vUikae. T Mige.
POAERE. XEDRFEIDL UKEE. YR— 9% MFD TH3,

1.3.2. TOE OERAEEELF1T1148E
(Usage and Major Security Features of TOE)

T nm
\ #vko-n
-
|
|
g — R FIREDSA P ) .
—_———
A |20k : ;
-Web 7574 L P !
—BFAEE ) Sl |
Q YATLEEE ) 1 -
ATk JUTS TN - TOE
| ] > N FIURES
VAN P T~ N \T""ﬁ”*&
YAF Ly J . , "
wwmE O T
| ERRY
( &&9-1 )
[ AREBE
N §R L g Q
—BAAE  ua5L
EIE

1 TOE 0B FET 2 ERIRE
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MFD (&, 774707 —IUCED T, S 8RRy N =D o B SNIZE RO—DIL TP 2y D -0 (LAN)A
BHRCNERETHEAINS,
F.IPOAEERETHH A}, ARBERREICERINS,

—&FIAE L, MFD ORI P—RFIREDSM 7Y bD Web T50HPT)UA— 54 N&AML
T.MFD OFEEAREEEEZRAT S, T, YVATLEEEL MFD OBESRIVDPIATLEEREDS
172 b® Web F595 %N LT, MFD OB E#EEZFIFA TS,
MFD (&, FIRZEOHOIXEICK U, AE—. AFvUEIE. TV M A, T7DATORERE. XEORHE
EBNHL. BEDKREER T D, CNODOXENKRS . BAVEFLLT 7. MFD (. FIAEZHE
n.,nIET’“%)%% HERRICEI(XET-APHEECH T B7IEAKIE. MFD RO M —YICRTF - BIES
REFMPXET -HOESIE, LAN LOBET-I0RFRE, EEE(CRE LX) TR EH
B&. MFD ORI AEEE MFD RECREFT S —A . EDFIABEEE MFD AEOEEY —/\NEET
5t=\'—1UT4 S AEMAE, TSF RIT1— FE TSF T-ADFZE £ M MREE, TSF RITI—-FPyITL— FEOD
73— FOEIEMREE. 77D AEKRE LAN O BtEEE, AL —YICBERSNCERFEZFERO L
%‘&ﬁ%#ﬁ% BEETS.
REERERO LEETHEEREZFATIICE. T-ILEEHEEFIINEEAL, AL-YDLEE
HERBEADLITILENDD,
ZF TOE ZHER T 2R (3. SMEREREEA T Vav &8 MM VA M-IV T BIEICED, BBEEARKELT, KK
RN EREREEE Y R— 13BN, K TOE B E CEIARARENDH EEHT 2.

x)

SRYDAICIE SA, —RFIREMERT HEARVIAE M EEENMERTIEERNVIANHEH,
A TOE TRAMFVATHBRYDADFIAZEIE LTS, LUBE., & ST ATEASNBIINYIR1ELD
RRERMEARNYDAERET,

- RIETPIAT-HERTFTHINVIAL . MHARER(C SA MERKULIERYDAZIEE SN, $EE LRy
DAEERPICEETHE>TEGL,

-FIAEN, MFD (CEANBIBA N —IT A AGR=ATINIFVVIAR)T I A%F) it T 51 0371
— Al SN,

1.3.3. TOE LSADN—FII7HEREY T oI 74K (Required Non-TOE Hardware
and Software)

1 (ISR FIRIREICHT TOE (& MFD THD, TEED TOE LISADON—-FOI7HLUY T oI 7hH
#ET S,

(1) —RFMABEIFATVH
N=FOI7[ERAD PC THB.
TVIBFATRELTHIRT 315Gk MFD (CHULTXET 30TV FEREITIEH. PCICIZT
UIB—=RIANEAVAM=NTIRBEN DD
MFD @ Web #—)\#8e2FIFA T 55 E (. PCIAVAR—ILENTIS Web T30 2ERT %,
(2) YATLEEBEDFM7UH
-3 -
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N—=FDI173ARA®D PC THS,
TOE [CxUT TOE FRET—ADSHBPERE, J7— LIOIPDEHEITIEHIC, Web T505H B E
&3,

(3) Mail #—/%
AF v IUXEETA-INTEIETBICE, Mail Y =N\ EERS, N\—FU17/0S (LAB? PC Fizl3H
—NTHN. TLS 1.2 TIREENE SMTP FOPULESH— M3 Mail Y—EREAVA—ILT B
EhrHd.

(4) BEEY-N
MFD THRAEUVEEBSERFMETIH. BEEY—)I\HEERS, \—FHI17/0S ([FRAD PC £
feldH—INTHN. MFD 1F Syslog 7O FLVERVT, TLS 1.2 [CRELTNBEEY—NIcEEDY
DEEEITI

A TOE OFFHfE Tld. LEEDN—RII7HLVYIIIIPELT, UTEFERT S,

(1). (2)D—EFIREDIFATY MV AT LEBEHFATY M OS ([ Windows 10 %, Web 757
#&ULT Microsoft Edge #{#A7 3%,

(3)® Mail #—/J3lE Cent OS 7.6 &. Postfix version 2.10.1 ##E RT3,

(4)DEAEHY—/)\E, Cent OS 7.8 £, rsyslog 8.24.0 THEMINEERY—N\&EHT 3,
(DIEBWT FERTRTIVA—RIINRBELIMILEIRAM ) R=0avt MR T2 LERD
UTRSAN—&EHATS,

HA4{Em(F: “ART EX Print Driver Version 7.0.0"”

BALSMERIT: “PCL6 Print Driver Version 7.0.0”
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1.4. TOE &t (TOE Description)
ARETIE. TOE OFIAERE. TOE OFmEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOERB:E0NFIAE®RE] (User Assumptions)
A ST T.TOE (CHULTEETZFIAEREIE Table 1 (5T 3,
Table 1 FFAZE&KE

A FIRET -5 E B
U.NORMAL —RFIRE #AlSn, FRAESNZRAE T, BEEERE
EREBVRI AE
U.ADMIN EEE #alen, RSN ZAAETEREREE
FORAE

(TOE MZEET(E, Key Operator & SA &
LWOBREINBD, A ST £ TIE U.ADMIN &L
THMIND, )

1.4.2. TOE Mi#EMEE (Logical Boundary of the TOE)

2 [CTOE ORI EEC IR T B,
AmIEREEFC L ORSNIZHAED S, TIRELDKEEIE AR, TROVOHAEEGTF1UTHREE
®Y.

-5-
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SHIE A
TOE
#7285 VL
AR BEEERA > POEARE ¥y -
YATLEEE
F—AEEE1E -
—BFIAE
PSTNZ7HA-%w b I7D A B347Yk
= o 7395
Mail 57 ], XENREL
EEY—/ == 8t E R ERDHIL
ARL—JD L EE BiE@EEE VAT LEEE
N HF4PU+
i -Web 7594
tXiUT1EE
EF1UT1EE
ARL—Y
FIA & BE TOE
BXE 75 [:C B
75 —5 75

2 TOE DFRIBAIME K

1.4.2.1. TOE hMR#t93E KHERE (Basic Functions)

(1) FUuk: —RRFBEIFAMPVIDTIVE— RA NDoENTLEFXEEZ(TIS, T, ##1F
RRIDHOIETRICHE. ZIERZBFXEETLEI-RR. BIUN-FIE-BHAZHRY

3o

(2) AFvy: BESRIDLOERICHELND, AFvF—EON-FIE-XEEZHHAH . EFHAA
KB, AFvIUEXERTVEI-RTRTBHENTES,
A TOE TlE, AFvUBEECINEHMENTEEFXECH U, Mail —/INEDHEE. XEDR
FERDH U BEICEDINYD AICRTF T DL REN FTE T B,

(3) JE—: BESRIDLDIERICHEL, AFvF—LON-FIE-XEEZERT S,

-6 -
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(4) PSTN 77D2E1E: BIESRIDDDIETRICHEL. AFv— LDRFEZFHHAH . BE PSTN
779270V ZAWNT PSTN ##2HT PSTN 770 ADSEENEET D, A ANEXE. E
ERICTILEI—RIRTBHENTED,

(5) PSTN J7DA%{5: PSTN fZH TEBEMHEFHNOEONLIFVVIIXET-HEZEL. XE
DIRFFERMDE U REICED, FIHIERER(CYAT LEE B ICI THRESNIZNYIANE T B,
BISNIEXERTVE1-RTIBENTES iINVI AL SA BMERLIZNYD AR E T D, 15
EULERYDAZERAPICEETH LRI TERL,

(6) XEORFEMNHEL: EFXEERVIACREFL., BENRIDODIER, FE—KFIAE
D347V +D Web T30 oDERICEIE, RESNLEFXECHLT, LTOLIGERE

AJRECT B HAETHS.
A TOE Tl iNVIAICRFESNSBEFXE . AFvIUBEECL TAF v SNEBEFXE.
PSTN 770 AR EWRECL TRIELIZTPDVIUXET-IDVTNITHS,
TUE1— BENRIDLDIERICED RVDARBFSNCLEFXEZTILE1-RTT S,
ENR: 22 AE SR IUDDDIERICED RYDACRFSNZBEFXEET IV T3,
BOEL: —RRFAEIIM7V MO Web T30FDoDERICED, —BFIAEDIM17Y bAED
HY,
HIBR: #B1ERIL. —RFIAEDS17V D Web 50D b0 RICED . RFSNLEFX
EZHIFRT 5.

1.4.2.2. TOE RT3 tF1UT1#8E (Security Functions)
1.4.2.1 OEKEAEETIET R, TOE ($. L TOEF1UTH4aEEIR TS,

(1) #AIERE

FRAEDHE AR . RUERS 5(E. MFD O#gen', EEF (LI THERMT SSNEFIAEZEDH(C
POCATBECHIEZREAIT D, FIAEDOHEAEERILE . PHEAFIEHEEEERBIORMELTH
FIASN, 1) T1BEERE MFD OFEREHFEOF RAECREEM TP L TOXIEICEES. #
AESREEE, MFD L& TETSND,

TOE (3 AIFREE T B72(C. 8 1ERIL. FIAEZEDFM47V bD Web T30, FUVA—F341\0D 3
EfENHN. ID t/ﬁl'?— h@)&jj’éﬁb NAD—RAHBFCNAAD— FERI DR L FERTRT
%714— RNNvOOHgReE . FRAEA TR EiR U R R UGS . BRARTER (I I 51
EHEATWS, £z, R/MNAT—-RFREFRFETIHEE. OJM VR IC— ERMREOEVES(CEE
BICOTAEDU 7T HHEEEZ IR A TLVD,

A TOE 218 T 2B Mm%, S EREREEA T avE BMA VA M-IV T3 ElCED, FBEEARELT. K
IRSEEEESMVEREREI &Y iR— F T3 H, A TOE SR E CIIA KRR DH EHERT S,

(2) 7HERHIEH

POEAHEEG, XEPXELECREETIER. CX1)T/BE&ET AN, BUILB 7 AERER
DHRABDH PV ATRETHIERIRIET o

(3) T-HAREE1E

T—RAEEEE. TOE REBICIRFET I T ALEET AR LT WEENRERGAVITI—AND
TOEATERNWCERRILIT,

- R)Y—(CED, FAE SN R M- RELGFERMEA N —ITF M ALOXERUBEDY

-7 -
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AT LIBHRERELLD. COLB TN AN MFD MofRESNENTBIHEE(C. COLIBT—ERE
FRILHICEASNS,
- ToRES LB BRRICEBINEES PV TV LOFERCIVRIEENS,
- A -V ORGSR, MEEBF L THHFAROREICR T REVERICE RSN, Rit
R|AREB R ERMEA N —VAICHESIELTRESNG, THHAROKREICR T ERETSC
EC, B0 SRIIHEESN, FILBESRINERINSG, T, BIEME SRS, ERATUICRK
FENh. TOE OERFMICENEESNS,

(4) BIEFEERE
RERYII—D EICHFEETEINET A, VaJEH. EEATH LU TOE RET—HELVVTLBIET—
5% TLS 1.2 7O VCE-TREET B,
— RIS SEBETOML(TLS/HTTPS, TLS)ICHET %,

(5) EF1VT(EHE
YATLEBBELTHANSLURBEESNTERAZEOH D RERNFER AT LEBEEIF(T b
® Web F599 05, TOE OtF1UT/H#RECRAT SR ENSBBLULEREAHECT 5,

(6) EF¥a1UT1EEE
WD, FEDS, EDLIBEEZITOENELVIBR(BIAL, 1-Y— 1R BEPEBREELRL)R. BEE
AJELTERY — ) INEESNRFEIND EEAYEERIE TLS 1.2 JOMIVCL TESESN
%o
Fz. BEENYE TOE NERICLBEI BN TRET, YATLEBBELUCGHAIR SN LRI AED
BT LEBEDSATV D Web T30 M3 00— FFHENTES, TOE MERICRAEFS
NEEBEOTNERCBEBE . HILLWEEDTRIREHVERDJCLEESN. EEDTDEXE
LT BHREENRA CTLVD,

(7) &IEEER
MFD AD77—LII7D7YFT—MEI. 7y77— bOBRARICY I I 7 DEIEMERIET H72HICHR
FESNB, Fio MFD (3, ZOERN R ATRE G IEF CLN BTSNV CEEREET ). BET
ALERTT S

(8) PSTN J7792A-2ykD—DREID 5 B
MFD (&, PSTN 770 A-%y bI—DREID 5 B (CEAL. PSTN 779 2ET LAY PSTN & LAN BT —
BTy EER T BIHICERAGNCEZREET B,

(9) APL—YDLEEEHEE
AE—. TIVEBLIVAF vV EDEHEEDEER . REIA ML —JICEBRSNEFRAFHOXET S
D EEEHEET,

. TOE 0¥ ErIEEE (Physical Boundary of the TOE)

TOE O¥EMIBIRRAIF . MFD HE2ATHS, T1ZIvFDLF1UTA/ICIERRFRDOA T Va7 R
VI, TOE [C&ZBL), Table 2 i Table 4 [C TOE Z#E T3 EIVIR—2R Y MR T B,

Table 2 TOE Z#E 9 3 MEHMIVR—% Y F(MFD A{K)

ftmE PN N=J3v = Beft A%
A&/ FUJIFILM Apeos C4030 | Controller ROM | N +URKDT77—L | BHith=Z(FiEL
BARLS | AE—. FUVM TPDAL AFY | Ver. 1.20.5 D17 EHHIANIZN-

- 8 -

Copyright®2023 by FUJIFILM Business Innovation Corp.




FUJIFILM Apeos C4030/C3530 #2718 f

VAN YD EEEHER
BEHTTI

B&/
BALS

FUJIFILM Apeos C3530

JE=. IV TPDAR AFvy
VAN —JDLEEHEY
REREETIL

Ry
Controller ROM | NMMFIVERDT7—L | TWitZ(FEL
Ver. 1.20.5 D17 ERHANTEN—

Ry

A TOE OHA5V AL, Table 3, Table 4 (CRT &N, BAFEREEFZRAHD . BARLERITIZBAREE
iR, BARLSMERIFEEEBROFIAEICER A SN,

Table 3 TOE ## Y MBIV R—K Y (B ARERIIHVR)

RERES i Beft A% A3V A% NyalE
GM1643]1-1 | PDF 771U | Web E{ DIPLIATA R 0db089ff78c3d138
%1k Apeos C4030 4e34672f99bfedb9

Apeos C3530 b1e6256963a4717
b5e3ec604713887
28
FD1192]1-1 | #E3E(K Hihs2(7EL | Apeos C4030 / Apeos —
£ 1R C3530 / ApeosPrint C4030
/ ApeosPrint C3530
kR EAE
GM1645J1- | PDF 774J)L | Web &4t Apeos C4030 / C3530 685153485cd6603
1_20230210 THIUTHERERE N K 04ca424710f1bc58
£ 1k bb0b46c51cffc95b
8ad5f0f75479dfo8
3
Table 4 TOE Z#E 3 MBI VR—R Y M(EEBIRFIHVR)

RERES i Beft A% A3V A% NyalE
GM1643E2- | PDF 774JL | Web & { Reference Guide 9206353c4730c2c
1 Edition1 Apeos C4030 b2cOelflfaalf768f

Apeos C3530 07bc0f7925dd86db

69a3c88b56fc0939

FD1192Z77-1 | #KiE{K Bz (+iEL | Apeos C4030 —
Edition 1 Apeos C3530

ApeosPrint C4030

User’s Manual
GM1645E2- | PDF 771JL | Web B2 Apeos C4030 / C3530 4206729b3dfdeb8c
1 20230210 Security Function 518682d1ff479c5e
(Edition 1) Supplementary Guide 4240507808b064d
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2.1.

2.2.

FUJIFILM Apeos C4030/C3530 #2718 f

#A X3k (Conformance Claim)

CC#E& 5 (CC Conformance Claim)

A STHLU TOE M CCEBERIE. UTDESNTHS,
ST TOE W#E&EEIRTS CCON—-Yav:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST [F. Ti2 HCD-PPAORLBEEZERT %,

"4 kL: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\wr—iIZEsk (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

ASTHLUTOE (X, PPHERTIEHEHELTIVD,
PP MERTILUTOEHEEFREL. PP DERKENIExact Conformancel THd., FDzsH. TOE &
Alld PPE—ELTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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3. tFaUF1ERETEZE (Security Problem Definition)
RETH, BE. MBOTFIT 4, AREHIONTRBTS,
3.1. Z&RB (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
& TOE MRS 2 EE LU FOEBNTH.

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is

neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE [CxtTBERZE. Table 7 [Ci2ib T3,
Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE's interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE's interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+1U71A8t (Organizational Security Policies)

K TOE Wi ESF LB NS LR EF1) T A 8% Table 8 [CEEik T3,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
& TOE Ok, BA. bLURIFICET 31125 H %, Table 9 (CFB T3,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to

be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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PXa1UTaxtskAE (Security Objectives)

AETIE. ERAREV XTI EHEHITONTER TS,
ERARBEOEF1UT x4k A &% Table 10 (CEEd TS,

Table 10 ERREOCX1) T4 X KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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WRaRIVIR—2 Y FEZE (Extended Components Definition)
ZOBOIEIV K~V M, HCD-PP TEBEENELDTH.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:

-17 -

Copyright® 2023 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos C4030/C3530 #2718 f

Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
- 18 -
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES_256_CBC_SHA

TLS _DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE_RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC_SHA256

TLS _RSA WITH_AES_256 _CBC_ SHA256

TLS _DHE _RSA WITH_AES_128 CBC_ SHA256

TLS DHE RSA WITH_AES 256_CBC_ SHA256

TLS ECDHE RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE RSA WITH_AES 256 CBC _SHA

TLS _ECDHE ECDSA WITH_AES_ 128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES 128 CBC _SHA256
TLS_ECDHE RSA _WITH_AES 256 _CBC _SHA384
TLS _ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES 128 CBC_SHA256
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TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
#ONE” "%”, "AT N&”, TR NN, ") [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"”] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)

- 35 -

Copyright® 2023 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos C4030/C3530 #2718 f

Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

s
RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement “"NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,

- 38 -

Copyright® 2023 by FUJIFILM Business Innovation Corp.



FUJIFILM Apeos C4030/C3530 #2718 f

FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_ EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
Ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE _ECDSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA

TLS _ECDHE RSA WITH_AES 128 CBC_SHAZ256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS _ECDHE _RSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE _RSA WITH_AES 256 _GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE_ECDSA_WITH_AES _256_GCM_SHA384
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
. View image i Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
. scanned i
Submit a . Modify Delete
. image or
Operation: document for stored stored
i Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax i
: . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: ) Release . _
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
. Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . ,
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed

- 45 -

Copyright® 2023 by FUJIFILM Business Innovation Corp.




FUJIFILM Apeos C4030/C3530 #2718 f

Storage/
Retrieval

View Modify Cancel
. Create storage | storage / storage / | storage /
Operation: . } . . .
/ retrieval job | retrieval retrieval retrieval

log job job

Job owner (note 1) denied

U.ADMIN denied

U.NORMAL denied denied

Unauthenticat | denied denied denied denied

ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to a specific SA user.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].
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FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.

No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management

(for O.USER_I&A)

No other components.

No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:

n I 7

[selection: "/”,

7 7N AR\ VARV A [\ 34
@ 7/ # / $ 4 /0 / 7/ & 4 /

+ I/ \ /4 “_
L

“(“, “)I// [assignment: ” (SDace)lll “////, “///, n f

n w 7 "/I/ nw,/7 w,mw7 wn < 7 N_m7n > 7 ?// "/'“ “¥/I n ]//
V4 LI 2 L LI 4 L 7 L —— V2 LA L V4 L

n /AR \ /4 “{“ n | 77 N } ” “N //7 .
L L L L L ’

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication

(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on

behalf of the user to be performed before the user is

authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
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subjects acting on the behalf of users: [assignment:
none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
guery, modify, delete, [assignment:
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creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case

User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
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Table 16 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Private Charge Print qguery, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer guery, modify U.ADMIN

Operation Restriction

Data on date and time qguery, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM modify U.ADMIN

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions ‘ Operation
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Registration of U.NORMAL /SA query, modify, delete
creation

Data on User Authentication query, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user
authentication

Data on Private Charge Print query, modify
Data on Trusted communications query, modify
Data on date and time guery, modify
Data on Auditing query, modify
Data on Storage Data Encryption guery, modify
Data on Overwrite Storage guery, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test query, modify

Data on Access denial due to qguery, modify

authentication failure

Data on minimum user password qguery, modify

length

Data on Autoclear query, modify

Data on Firmware update guery, modify

Data on Report Print query, modify

Controller ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)
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Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of

the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT(RIEEH (Security Assurance Requirements)
Table 18 [CEF1UT1REEEHZRRT D,

Table 18 TX1UT1{RIIEH

Assurance Class Assurance Assurance Components
Components Description
Security Target ASE_CCL.1 Conformance claims
Evaluation ASE_ECD.1 Extended components
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assessment

Assurance Class Assurance Assurance Components
Components Description
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey

oD EFIUTARIEEHERT BRI R/NROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVB L, TOE [CEIPERRKROLF1UTDEHESN TSI, i TOE B HOff
EICRE TR EERINTBETHD,

6.4. tX1UT EHBI (Security Requirement Rationale)
6.4.1. {&KFHDRELE (Dependencies of Security Functional Requirements)

THIVTERREMMRIFLTO SRS SITREFRFRERR UG VVEREEGL IRTFEFRENE
EESNBTHREN B LVR#LE, Table 19 [CRE# T B,

Table 19 £#%1UT (BB IV K% rOHKIEHE

HEEEHIVR—2 U RAFEOMEEZEAIVR—FV b
RUHIUEKREH | PP TRESNTVIEN | & ST Wl TIRFH FREME
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BEET-SER
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
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BEEEHIVR—RV b

EEFEOMEERH I MR-V

BEUBSIUEHRET PP THREINTL\SEH | & ST HELTREFHE FERHE
FAEHFERORME FIA_UID.1 FIA_UID.1
fFF
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
ViR S ERBEEREIME SN | FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fkld |[FCS_COP.1(b2) |OK
BB R4 R (FEX FREE FCS_COP.1(i)] FCS_CKM_EXT.4
A) FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BEELE1-
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
BEEELE1-
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNEEE IS
FAU_STG.4 FAU_STG.1 FAU_STG.1 OK
EET-HEKOML
FCS_CKM.1(b) [FCS_COP.1(a) ¥ |FCS_COP.1(a) oK
=2 (R FAE) | FCS_COP.1(d) #:l& | FCS_COP.1(d)
FCS_COP.1(e) %l# | FCS_COP.1(f)
FCS_COP.1(f) #%l | FCS_COP.1(qg)
FCS_COP.1(g) (& FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) OK
E SRR $7:14 FCS_CKM.1(b)] | FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) Fkl& | FCS_CKM.1(a) OK
Yok BB RBMFIOHE | FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) OK
EERIECTABERE 51t | FCS_CKM_EXT.4 FCS_CKM_EXT.4
/185)
FCS_COP.1(b1) FCS_CKM.1(a) 1L REHEL
EERE(BRERK % | FCS_CKM_EXT.4 77— LII7DERIRIET
alE) FERASNSARBEAT(E.

TOE 4V TARUS—HMERK
L. TOE NICHZEBE=FFT-
B,
FCS_CKM.1(a).
FCS_CKM_EXT.4 [CRk7E
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WEEEHIVR—RVE EEFHOBEEHIVR—RIE
EHBIUEHETH PP THRESNTWSEH | & ST i@ TikEN FTRMY
Ly,
FCS_COP.1(b2) FCS_CKM.1(a) FCS_CKM.1(a) oK
2R VE(BRER ] | FCS_CKM_EXT.4 FCS_CKM_EXT.4
i)
FCS_COP.1(cl) L -
EEEBE(\YaT7IVTY
Z1s)
FCS_COP.1(c2) L -
EERE(\YYaTILTY
Z1s)
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
%2124E (AES T—4B5 | FCS_CKM_EXT.4 FCS_CKM_EXT.4
St 1ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
B iRk (B E1E) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
S 2RV (BT \9 YAy | FCS_CKM_EXT.4 FCS_CKM_EXT.4
t—VEREL)
FCS_HTTPS_EXT.1 |FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
Yi5E BRSNS HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #il¢ |FCS_COP.1(f) oK
YRER - BF IV FCS_SMC_EXT.1 (&
FCS_COP.1(i) kI3
FCS_KDF_EXT.1
RU . FhF
FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Pk BE SR 4E (BLEEY
MERL)
FCS_TLS EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YL SBIRINAETLS | FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
$7ty PO
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK
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BEEEHIVR—2RVF EEFHOBEEHIVR—RIE
EHBIUEHETH PP THRESNTWSEH | & ST i@ TikEN FTRMY

tF1T/BHEICLZTY | FMT_MSA.3 FMT_MSA.3

2 A

FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK

Yhik: TAAD LDT—RR
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attribute based access control t¥i1UT1BHCLZT7VEAHIEH I ESROE,

TOE (. W EEE . SA. VATLEEE  —RINAZOERINZELALRRAECEEMST. Thz
x93, ®RET, 1—Y—ID LR TTHN., TOE FOYA Y LEFRAECI—F—ID (It T 3%
%4513,

TOE IF. FIAE&KREICAALEF1IUT BHEDT 74V MEELT, —REFIREZRET S,

[FMT_SMR.1 (CR8:& T3 TSFI)

Web UI 0 RI525

BENRIDERRE

[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 (CE8&Y 3 TSFI]
BENRIOE AL

Web UI OEE#ARE

[FMT_MSA.3 CR8:E T3 TSFI)

TIVR—=RF4N

BENRIIOIE—BEBE. AFvUBERE. AF v UMY ARTFHERE. 7D A EE

NREFEME R

Table 22 X171 EEHLARELIR{FRIAED UI

tF1UT(EEIEE #BIENRIL | Web UI
APL—IDLEEEFHEREEDETEZSRL. BX/EMN. LEZEHK v v
DFREEIT
APL—UREBLRENREESRBL. AR/ BUNDEREEITD v -
KAENRIDLDOFREIFDINAD— MEFADEREEZSEL. BH/EM 4 -
DFREEITD
FRBERARRICLIVIEAIEGREZSRL. B/ E. EEE v v
HOETEEIT
HWEERE ID &S\AV-FOEEZT) HWMEEEDH ATHE 4 4
FIRAE ID O1ERL. £E. BIRRE T NAT—ROEEEITI, T2 4 v
FAFCBINLTEREZSHEBL, SA FE—RFABOHRBICE
®93,
A-H—NAD—-FOR/NXFHHIRES B UK EEITD v v
BIETIRSILKEEDREESRL. AR/ EVDHLUFHMIERD v v
BEEIT
TLS H—/)\GEFAENEREEZSRL. ER/BEH DR EZITI, - v
AR BE DR EZS R L. KRR/ BENDEREEITD v v
TIAR— TV MEREDEREEZS R U, ER/HRIOFZEZITD v
Bit. BZIZSRBUREZIT v -
BEeTAMEREOSREZSRL. BN/ EHDOHEZIT 4 4
I7—LI7P7PVv7 T MERRDERTEZSRU. B/ BEVOERTEZTO 4 4
A—FOU7#EE GRENRILB LY Web UD) DS BEERTE 4 v
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LiR— bR ADFREESEL, VATLEEERE/FIAEDHREET v -
)

NAMR—IVIZ 7R EHIBHEEEDS REREETIHEEDH /& v v
B/ BRFISAD—R)

TXITEEREEDSRERTEETI HEEDF R/ EDE LY v -
Syslog X {EDERE)

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—AN{R#
TOE (&, #2558 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIRFET B0, TATOF
RAEFICHLT, CORBFEREFRHLETHDIVITI—AZRELTULEN, £, NVRAM2 HRAET
(FEINTLBEMRIE. AL —I% B RIELEER TR,
AL—YrEE 8 (DEK: Data Encryption Key)ld. E32M KEK T AES-CBC AR THES1EL
T.NVRAM1 BEU HDD [L{&7F T3, HDD (LR 7FE T3 DEK ORI N\YI7YITHB,
TOE D2, NVRAML (LIRFSNERESIESNEZA N —URES#(E. NVRAM2 (LHZHEES
BTESIEEIN. BEDIEFEXDIKEET DRAM [CRFEND.
RL. IRTOFAFECR LT, TOE (&, DRAM [LIREFESNEEXDA N —IBESRERHLETA
VRII-ATRBEL TG, 2. DRAM [CRFESNTVIEXDA N —JBEEHIE., BRZEET
CEICENEESEND,
TLS BIEFICERT2MHERTEDIAEE. 7.1.6 (15)DHIBICLDIEBILENTIREET
NVRAML [CRFFSN., TATOFIRAB (S LTMEHERBERH B TA 71— AFRELTLELY,
BEICFIASNS TLS £y aVv# R U TLS EC Diffie-Hellman #Z{E (L 3X T DRAM [LRTF
SNBN, IRTOFAEFCK LT, TOE (X, DRAM [LIRFSNEEX DY VaVBEFRHETIUS
JI—2EREL TG, £z, DRAM [CRFSNTWBEXDEYIaVERIE. BREEET EICLD
BEIND,

(BE&E9 3 TSFI]
HIHL

1.1.5. SE#ELEER

(1) FPT_TST_EXT.1 TSF testing TSF Tk
TSF [377— L7717 T%H% Controller ROM [CENEIRSNTHED., COT7— LIIT7DTEEHEHREE
FBHEICLD, TSF DIEEESERIRT S,
TOE (I, #28)F(C Controller ROM (& 4byte OF190Y LEEHE LRI EDIEE—ET 2N EHER
L. EERFERENSRIUIIS-ERRUEEZZEIETS, . DRBG(CEALT [1]11.3 [CEEHD
ANVATAMEEITL, TAMMRR LIS ERIRENRIVCIS— 2R RUEE ZELT D, BH
DRBG (Oft#l% 7.1.6 TR,

(RH:& 9% TSFI)
BRRAY
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(2) FPT_TUD_EXT.1 Trusted Update S{E@E7YIF—

FMT_MTD.1 Management of TSF data TSF F—30EE

FMT_SMF.1 Specification of Management Functions EE#REDYEE
VATLEBER ARENRIDODBRECID BENRIETHEE PO T7— LI N—JaVEH
RIBIENTED, Fo. ERERRTEIAMZENIFH NI BEICI THEE D TOE 218K T % 77—
LOI7DN—93VetERTHENTES,
Flz, BRFRAINLEVATLEBEOHA N, VATLEEEDZM172 D) Web UI i, Controller
ROM &)\ —J LI\ M+ YUT74 )& TOE ([SEETREICED. I7—LV17PE?yTIT—hF3len
TZ%,
TOE (. YATLEBEDSIAT7V D Web Ul hoifEENE 77— L1728 \MMFI)I71 Ve
BT3E. IMMFITPANIUSRAFSNTEEFER RV, BREECKB USRI, 7yTT7—bed L
L IBENRIVCIS—BEULTELET S, MM FUTPMIU ESN TSR EFEAIE. N HUT71)L
% SHA-256 T/\woallz/\vo1E%# K 2048bit DFkZHE THES 1L L7z RSASSA-PKCS1-
v1.5 AX® RSA TIRINELTHD, LOTRIEDFIEIZ . 1)\ FIIPMIUSHASNEEFE
2E77—LVI7ELIRILA RSA 2FRICTES. 2))\1F)774)L%& SHA-256 T/\wYa. 3)
EESHREN\YDUEELEERL. —BMINEREERLD . F—BCHNITRIELKETD S,

[FPT_TUD_EXT.1 [CEEH:&E9 % TSFI)
BENRRIVDI7—LOIT7 N—Ja iR

Web UI B77—LD177v7T— MkkE
[FMT_MTD.1, FMT_SMF.1 [CEH:&E$ % TSFI]
Web UI 77— L7177y 77— MkRE

1.1.6. T—AEEE1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) REES#4
F(IEx#raE )
TOE (3 TLS EE S BIENHEFEL(EC Diffie-Hellman) CAWVZIERFHEELT, [2]ICEEHNIE
Meh#R =RV, FEAMEEOERAEE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 (5
5, TLS EC Diffie-Hellman ##Z1{E(Z. Linux ®/dev/random hoGEEY—FETE(14)IC
FCE (D AES-256 CTR DRBG TARULELETHD, FEFH#KREELT [2]Appendix.D (CERE
M P-256, P-384. P-521 #HiR—tL, TLS 2TV I—2aViBETHIAT 3 —DONiRES,

TOE (X TLS —/\GIBAE(ICRIATIIERMBEELT, [2]ICRBLDFEMBRIRSE. £ LT, [4]IC
SCED RSA #BERVS, CNHODIERFREE Web U oD 1—H—HRTEREND, FEABhER
BOERAEE [3]15.6.1.2.2 BRU [2]Appendix B.4.2 [T#5, RSA #(3 [4]6.3.1.3 &
ERAECHD, Z0hTEONZZRHIE [2]0 B.3.3 (CLDEKENDS, EABRIRELT
[2]Appendix.D [C32#;D P-256. P-384. P-521 %, RSA #E£LT 2048bit, 3072bit &4
R—kL. Web UL hod1—H—HWIFND—DFIEELTERIETRT D, T, REURMOEL B AERK
(C(X(14)ICE2 &M AES-256 CTR DRBG ZHRL\%,

EERDOBRERICHNT, TOE FAHDILRPRBORERTL,
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(BdiEY % TSFI]

Web UI 051525

TUVVR—=FIAN

Web UI OEE##E

BAENRILDAF v UHERE

Web UI O Ya7KEE - BED R RHRE

Web UI iRy An6DXET—FERDH UiaE

Web UI ®77—LOI77v7T— MékE

X &2, FAU_GEN.1, FAU_GEN.2 OB:&E TSFI $ &%,
(BEEATNERSNSE. TLS BIETEEY —)INEETRN, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) FESH4Rk
(X8 R)

TOE BARL— VIS ERRUSEEBENTYYIVRELT. MENEY MIOELBZR S, B&
BICid. ARL—YUBES 8 (DEK: Data Encryption Key)® 256 v, DEK #8551t T 37HD
%2558 (KEK: Key Encryption Key)® 256 Bk, TLS £yYavEnIAR—ELTRI VI
Va3V TREUVEEESARICIEUT 128-256 EVMEENENERKT S, ELEIE(14)ICEEEHD AES-
256 CTR DRBG T4 /T %, iH. Z0 DRBG HIFUFHENZ DI, (12)ICREHLEBTF (V%
AR, R TLS BIEEwy avRR R THD,

(BE:&E9 % TSFI]

Web UI 055285

pOVE S R OA

Web UI OEE#AE

BIRRIY

BENRRIDORE v HEEE

Web UI QY37 iKEE - BED R RHLEE

Web UI ORI ANoDXET—SERDH U EE

Web UI O77—LII77Yy7T— MEEE

¥&hIZ, FAU_GEN.1, FAU_GEN.2 ORS:E TSFI £ &%,
(BEEOTNERSINDE, TLS BIETEEY—)INEETIENH,)

(3) FCS_CKM.4 Cryptographic key destruction B5S#KZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction RS OHKE
TOE G EXBRENIBEUVBMBERE (B ATHRETS(*), TOE [CEXREFESNI S
RUBMEEEOMER L% Table 23 (TR, £, INoDHE R UM FHIFE B L EOEITHFIC
RAM EDD=DAEIANENIE—SNTHIASINSH, RAM LDOT—43(% TOE DEREEELICAE
ERDBIREND,

(F) ARL—URES8(E NVRAM1 KU HDD [CfRTFSNSHE, (10)ICEEEDBIRESILSNBH.
REHORRNET D, T, (1)ICEEHD TLS ¥—)GERAE(CFIATIIERFHEIE, (15)DANZ
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ALICED NVRAML LICEESELTRESNSTD . KAEHDRRNET D, T7—LVIPERIREL
(CARVSARRIE. R, TI3MRX-MESE. BSIUT AL EF1ITANSAIONTNICHE S
LBLVEhARZHDOR RN THD,

(R8:&¥ % TSFI]

BAENRIDEEEE
BIRNIY

Table 23 FXRENIBERUBMHOWES X

BEFE A REFE B R EEH

BERE B 52 NVRAM2 | B1ERIDEEEAZ1—H o TIHHERFDEE
(KEK:Key [CRTIERZLERR. T—3%(14)ICE2ED DRBG T
Encryption Key) ERUEELBT1R EEEZTS,

IHHFROREICRT EITIADLOEZTOT
—HEWBETH_LERKRL. TAMEREIESIE
HEN—-T12aV R UESRTESTIVLENG
LVzsh, DEK B U KEK [IFEICB S,

TLS ByYaviE RAM TOE OEREICHHET S,
TLS EC Diffie- | (%)
Hellman #2E TOE FERMOBF LA THEZIG TLS £y avzEAL

31z8.TLS tyYaviE R U TLS EC Diffie
Hellman #MZEERFEICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
EERIECIMRES 1L 85)
TOE (& TLS O* #r g5 /E 5L T [5]ICEEEHD CBC - FRU [6]ICEEH D GCM £—FD
AES(128bit, 256bit)&HiR— 93, AES (& [7]EHTHD,

(BE:&E9 3 TSFI]

Web UI 055285

TIVR—RFA4N

Web UI OEEH#AE

BENRRIOAF v UHEE

Web UI O Ja74KEE - EEED R RHLEE

Web UI ORyDIANHDLET—2ENE UiEE

Web UL ®77—Lo177v77— MkEE

¥&h(Z, FAU_GEN.1, FAU_GEN.2 ORS:E TSFI £ &%,
(BEEOUNEREINDE. TLS BIETEERY—)INEIETIENH, )
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(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) FEER{E(ERERKH&REL)
TOE 77— L9177y 77—FOEIEMRIECH VT, [2]ICEEHD RSA FIRIINELEYR—T
%, BRK(L 2048bit Thd, B R IA—IvE [2]5.5(F)ICEEE D RSASSA-PKCS1-v1.51(C
w2,

[E5:&9 % TSFI]
Web UI 77— L1777 57— MkkE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESRE(ERER/RKHKREL)

TOE (3 TLS OAEFEREE. R U, EFEBRER/MREECHIVT, [2]ICEEHD RSA TIRIIER K
UHEAERT VAN EBRICHIGLZER ER KR PREEEITI, BH. RSA S R(E 2048bit F7z(3
3072bit. NIST t5Meh#&(Z P256, P384, P521 #HiR— 9%, RSA T IR ELDEL I+—
Iy hMME [2]5.5(f)ICEEE D RSASSA-PKCS1-v1.5 (5D, . FEHBIRT VIILELDESR
A R/HREER [2]6.4 [C6E5. Cnbld TLS BERICERBEEMEFEOXTVI-Vay, EFELAE
BEFICRI-Y—DIEICLD. ENENERTIER ALXNRES,

(R8:&¥ % TSFI]

Web UI OEE##E

BAENRILDAF v B RE

¥ &2, FAU_GEN.1, FAU_GEN.2 OBS&E TSFI £ &%,
(BEEOTNERSNSE. TLS BIETEEY —)\NEETBH. )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) ES#&E (\yoa7
WAL
TOE [, 77— L0177y7T— O R EMEEEBFDI7— LIIT7 7Y T T— M A—ITF =D\ Y15t
HICSHA256 &FIFAT %, 20 SHA256 /\wY1fEEERED RSA ESHERELLERTIETE
BRREIEETI D BH. N\wya7)VT)ILIE [8]ICEHMT S,

[E5:&#9 % TSFI]
Web UI 77— L1777 57— MkE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) S #84E ()\voa7
WAV L)
TOE ((11)ICE2HED TLS [CH1FBBEFEA - IR ARDN\Y V15T EIC
SHA1/SHA256/SHA384 & R— 133, BIEICHERTSE/\v 17N T)ZALEHEFEEOXTIT
—VaVICE TRET D, . TOE (FEFE R ER/RIED/\vYaEtEIC
SHA256/SHA384/SHA512 #HR— L. ERERBEO1I—F—DIEEICINERTS/\vY17
WIVZLHRET S,
TLS [EHF38FEAE—IRBAARD/\W Y1 REBFE R ER/REED) \W Y15t EIEHMIIL
THNBEHICHAENERIENTES, IH. \va7ITVXLIE [8]IC#EHT S,
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(B8:&9 % TSFI)

Web UI 0585

T)R=FFAN

Web Ul DEEH#EE

BIENRIDRAF v UBEEE

Web UI I3 iKRE - BRE DR R HE

Web UI ORI 2AoDXET—SERDH UHsE

Web Ul O77—LO177v77— MkE

X EhIZ, FAU_GEN.1, FAU_GEN.2 OB:E TSFI £ &8,

(BEEOYHERENDE. TLS BIETEERY—/INEETILENH, )

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
SiEE (AES T-AESEES)

TOE (FAM—UREBOREEARKELT, [9]ICEREHSINSE AES, RV, 7AVIREEE—RELT
[10]ICEE&E SNz CBC #Hih— 9%, #RIE 256 EVNTHD, IV IEAM—IDEHAIEBE
DEK ZxtiCEH T3,

(BE&E9 % TSFI]

TIVB—RFAN

BAENRRIINOIE-HEERE. TUV MERE. AFvIUHEE AF v VRV ARTFRERE. J7D AMEE. XER
N LigkRE

BENRIDOIITIKEE - BEOR R

Web UI ORI ANMbDXET—EDH UHRE

NREFER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) IESig{E (BES
1E)
TOE (Z(12)ICEE D@D, AL —IURES1E#EED DEK(256bit)Z [9]ICEe& SNz AES A=K
ST %, RE 256bit THN. TAYIESE—R(E [10]ICEEEH SN CBC 2HiR— 3,
BRI 256 EVNTHD, IV IE(14)ICEEED AES-256 CTR DRBG h'oiFELEITHD.
(12)ICEBED@EN, AFL— UGS 1L #EED DEK(256bit) 2GS 1L T2D(E, ANL—IREEH#FT
AUh30 TOE O EIEEIFRF CHB o

(R8:&¥ % TSFI)
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESRE(BMT/\vDaAvtz—IEREE)
TOE [F TLS [CH 128 fFEAE— IR ARELTUTEYR— T3,
& (bit): 160, 256, 384
N\wa1:SHA-1, SHA-256. SHA-384
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Ayt —UH4 Y1 ME(bit): 160, 256, 384
NoYAPIIIZLIE [11], BAENYY1AE— IR 7L TUXL(HMAC)(E [12]IC4£#7 3,

(BE:&E9 % TSFI]

Web UI 05525

TIVR—RFA4N

Web Ul O EEBHEE

BRSOy UHEE

Web UI O J374KEE - BEDR RHEEE

Web UI ORyI AN ET—2ENE UiRE

Web Ul O77—LO177v77— MEE

¥ &h(C, FAU_GEN.1, FAU_GEN.2 OESE TSFI £ &%,
(BEEOUNERSINDE. TLS BIETEERY—)INEETIENH, )

(12) FCS_KYC_EXT.1 Key Chaining $#F1/Y
TOE 3R L — YRS S 82 (DEK) R U DEK #BE 5L T 27D S (KEK) 2R F 11087 3,
B{RHICE TOE (FA M —VBEBSRTFIM/ VNG VVESIRF(BAMICIE. TISEEMRES. £
F. BRENRINOEBEAZ1-D o TIHBHABOREICRTIREZLLZDEENIRF)IC(14)ICFE S
?® DRBG T DEK & KEK 4R L. DEK (3 KEK (Z&D(10)ICHE>TREE1EL NVRAML B U
HDD (. KEK [ F3REET NVRAM2 (2, ENFNRET S, 2 @ B LUEORZEEEE. NVRAM1
[CEEE1ELTHRFLE DEK & NVRAM2 hoiid i Uiz KEK T(10)IC-TER T3, BE(E
DEK. KEK &%I(2 256 Y T#HB, DRBG (CIE(14)ICEREHLEEND+ 2 BIY bAE-H#EENn3
ThBEDIEE(L 256 EVITHD., BF 140D T 256bit sEEIHIFIND,

(R8:&¥ % TSFI)
BIRNIY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material ##EU#MHOFRE
TOE [F(12)ICE&H LEED. AN —IUREERFIM U TOE 0¥ EIRESNRF(C#£ 38D DRBG T
DEK & KEK 4R L. DEK (& KEK THES1EEN T NVRAM1 KU HDD (Z, KEK (&3 3CIREET
NVRAM2 [CENENRFT D, ZDMDA L —IIC DEK, KEK hMRFESN S LGB, NVRAM2
(FIRHAIIRFFTREA FL—ITHBILH., (12)DRF AV O— AR I ATREB A ML — JITFEX
TREINDIEEGL,

(R8:&¥ % TSFI]
BIRNIY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
R GELBEY MR
TOE (FELEAERIC [1]10.2.1 [C#EHLT AES-256 CTR DRBG #%|FH9 %, c® DRBG (&
Derivation Function. Reseed #&E%& L. Prediction Resistance #8eZ 7\, Fk.
Linux I—%JL®/dev/random Mo #BEL.#ZY— T3, /dev/random DIRETTHS
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Linux Random Number Generator(LRNG) &R U LRNG [SEATI0O90HIVA05FH H L
R/ A A e &HiekEIY MAE—RET S, 2D/ XFV I MII7ICENERMICERDESDEE
HETB2EDTHD, DRBG [d/dev/random hrioft#aEnizo— k& entropy_input U
nonce ELTHFIBATZH, ELEHDIV OE—=(E 256 Eybx1.5 284, [1]8.6.7 DE#EHL+
NEERD,

TOE [3C DRBG ZFHWCA ML —JEEHE, TLS vy avigeEH T3,

(12)[CERHDED, AL — YRS HBEHDHIC DRBG hi2Ecn2nid, AL— VS #FI/
Vh't 0 TOE OFEIEEEIFE THD.

(BE:&E9 3 TSFI]

Web UI D@ AIEEE

T)R—=FFAN

Web UI OEE#EEE

BRI

BIENRIDAF v HEEE

Web UI Va7 iKEE - BEDFR RHEEE

Web UI ORI AN6NDXET—SERDH UHEEE

Web UI O77—LD177v77— Mk

¥ Eh(C, FAU_GEN.1, FAU_GEN.2 OEfZE TSFI £ &%,
(BEEOTWEREINDE. TLS BIETEERY—/\NEETILH, )

(15) FDP_DSK_EXT.1 Protection of Data on Disk T1AD EDTF—H{R#
TOE AN —IF I M A LDT—RTOVD B TRE1L/ESILT . EEMICIE. AN —IFT)N1
ALDOBEBAEIERN—T1 AV TR T71 I R U AT —H0D Read/Write 2+ LTT—20D1E
Eb/BEEILERL. 2%/ \—T12avICx LTT—A70vD% Read/Write 7%, lES L AR
FCS_COP.1(d)ICED. B EIEREN—T1VaVvaSTA N —IT N1 AZTR R AT BER
NVRAM1 B U HDD T#&%hD. NVRAM1 B U HDD LUAMIIR AT RER A ML — I T I M Al
A
LEROAN—-IBEEE, BEEFICIOTAMN - I BLHEEN A MR ESNLEZ . TOE #[E
EERHOBNET D, BB E1t/ESEICFIATS DEK [F(12)ICEE & ULEED. SR F 1M UH L
EEIRFICERIND,
L2TOEXDHAET—H. FXOHEZED TSF 7—4(E NVRAM1 R U HDD LOREEExtR/N—
7"493)(2%%5&&*1,6#&)13“%1[:3*1,5 NVRAM1 R U HDD LD3ERESILRE DI —T123Y
(ZIE. TATS LA A=Y, HlE)IIFA—43 KEK Z8EL(10)ICEEHD@NIE S 1L SNz DEK OH N
RSN, IF)‘CGWJH?%X%T ARUVEXDWEZD TSF F—REEFE, BH. DEK DIEF1E
(%(12)ICEE&E L7z@ED TOE DRE ST 14 UN G VEEIRFICITHONS . T2, FX KEK ORFLET
$H3 NVRAM2 (FIRH R ATREG A L — I T NA AT KLY,

(B9:&E9 % TSFI]

TVVE—=FIAN

BRI

B \RILOIE—BEEE. TV MEEE. AFvUHEE. AXvUIRYDARTFHEEE. D7D AkRE. XEM
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D LiaE
BRI YITIRE - BEOR THRE

Web UI DiNyDANbDXET—HENH LikEE
DR EBIEER

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected ®EiR&hi HTTPS
Web 750HENETDIEIE F571490% HTTPS TEFa7FyRrIWET B LI585 T 2R ENAIAE
Thd. COFREF Web UL Mo BEEBEDHNITAS, HTTPS (& [13]ICHE-EETHD,
D347V~ PC D Web 750D 0igiiERkE=(7dE. TOE US4 7 Y PC T TLS @IEDRT
VI—2aVeREL L, HTTPS BEZRRT 3. D317V PC ho® TOE M Web UI [CHIT55
BRI HLUVITATOUE— MEEICK LT, HTTPS @EMERAIND, T, YVATLEEEN
TOE NERICHEMSNTZEIZOS % Web UI hoiAsH IR, HTTPS BIENEHAINS,

(B8:&9 % TSFI)

Web UI 051525

Web UI OEEHEEE

Web UI O Ja7iKRE - BREDFR R EE

Web UL ORyIAN6DXET—FERNE Ui EE
Web UL 77— L0177y 7T— Mg

(2) FCS_TLS_EXT.1 TLS selected &iR&n# TLS

TLS @EELT [14]0 TLS1.2 BHik— T3,

TLS BIETHEARATEIHES AN — DS A4 7Y b H—)\ED TLS IRDVavdh(CrTVI—- N3,

TOE (3 TLS R AT 3BIEICHVTIE. TOE [FHEEEICIE LTI 7Y MY —NICHBDES, 5l

ZIE. Web UL POLATIEY =N, AFvIXEA—ILEERIICEDI17 U e LTIRD ED,

TOE (D347 M oIRESNZRE S A1 — rOhhotiR— 38T EE0% 1 2:FRT S, TOE

Y R— T35 A1 —MILL T THB,
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
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TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8 ¥ % TSFI]

Web UI 051525

TIVB—RIA4N

Web UI OEE#HE

BENRRIDORE Y HEEE

Web UI O Ja7iKEE - BEDR RHEEE

Web UI ORI ANoDXET—SERDH UBEEE

Web UI O77—LD177v77— MEE

¥&hIZ, FAU_GEN.1, FAU_GEN.2 OR:E TSFI £ &1,
(BEEOTNERINDE, TLS BIETEEY—)INEETIENH,)

(3) FTP_ITC.1 Inter-TSF trusted channel TSF & {EEFv=RIl
TOE (& TOE £EEEY—/\, Mail Y—N\eDE T, LTOFEERBREIONEYR— TS, TS
N IV RRIV PDBRIEBIET—IDRBERS VN LDIRENRIIEND,
EEY—)\:. TLS
Mail #—/%: TLS

(B9 % TSFI)
(&Y —/)\) FAU_GEN.1, FAU_GEN.2 OBE:& TSFI [C#3'3

(Mail 5=)Y) BENRIVDAFvUHEE

(4) FTP_TRP.1(a) Trusted path (for Administrators) S{EE/\A(EEER)
TOE FEEEND)E— MPCHODRTPIEAIVETI— ALK L. U TOBREREEE IO ILESR
— ;% INIEED. TV RRAY FOFERIEBET —IDRBEHS D ODRENRIISND,
Web UI: TLS/HTTPS

(B8:&9 % TSFI)

Web UI O#;RI1525

Web UI OEEHEEE

Web UI U3 iKE - BR DR RIEHE

Web UL OiRyI2AN6DXET—FERDHE UiEE
Web UI ®77—LI177v77— MERE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E%8/\AGEEEER)
TOE BIEEEEDIE—FPCHODETIEAMVAITI—- ALK L, LTOEERERETO ML EY
R—bFFB, TNICED IV FRAV FOFERNERIET - INDRBERS D DDRENRIEEND,

Web UI: TLS/HTTPS
FIUBR—ES54 )\ pOEIRI: TLS
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(BH:& 9% TSFI)

Web UI 051325

TVIB=FAN

Web UI O Y374KEE - BEDR THAE

Web UI DiNyDANbDXET—HENH LikEE

1.1.8. PSTN 77DA-%y h)—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation 77925 B
TOE (. 770ART LHRER S ARBERIREN LT, I77DATADEZEREEZIRET D,
HiR—rF370MUE ITU-T G3 E—RFOHTHB.
TPHAA VR TI—ATEZENHFSNTNZIDE. FIABEBDI7DVIVXEDH THD.
T—AET LBSREIFL T MDD BT —ABEEIVY FME— IR Fa Vs T7DAREED
5 TOE [CRIECPHEATEIEFTERGL, T, TOE ($. AR BERBHEENERY NI—HETT
—REZTEITHETLLEVVEYD, ARBERRZENZEVCAREHRT—2EREBRYEI—D
EEITELBL,

(R8:&¥ % TSFI)
DR BEEER

1.1.9. APL—YDEEEHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty NETFiE#RIEE
TOE (. VATLEBEICLNVITRTROA N —ID LEEHEKENESLSNTNSE, OE
—HEEE. TUY MERE. AFvUBEE. JPDABEED R V3T T RICKREN\— FTFIAVEBICETRES
NERRAEHNET - AELEETHETD,

NEORFEMEETRASNEXET -G RyDAENOOENRIRMEPCEDE UIR1E. HIBRRMEICK
STHIBRSN., Z0%. TOE (G LEFHEEERET 3,

AML—YDLEEFHEEHEEG EEEEE 1 B(70(TFA)"(CLP LEEF)E. 3 EI(0-1-ELEKICLD
EEEEREL) OBIRNHEKD, 22U, BEEIEHEENAENIESNTVSIGE . MELAILTE, E
E7-5(0, 1, ELE) BREBLSNIIKREBTEERAEND, Fo. N\— T AVEBELC. LEEH
EFEDFRFHNET-IN—EEEFS. TOE BEHBIC—EEFIVILT HERTOF AFH
XET-ANEFETIEHER. LESHENEZETTS,

(R8:&¥ 3 TSFI)

BIRNIY

BRI DOIE-HEE, TV MERE. AFvUHRE. J7DAMAE. XEENH LiaE
BAENRINOYITIRE - BEDR THAE

Web UI O Ya7KEE - BED R RHRE

Web UI OiNyDANbDXET—HENH LikAE
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ST B&EE-FHEE (Acronyms And Terminology)

B&ZE (Acronyms)
A STICHITBMEFEELITICERBAT %,
B EENE

CcC JEVD347U7(Common Criteria)

DRAM HA4F39D5058 L7HtAAEY(Dynamic Random Access Memory)

FIPS PUB K E OEFFRNIBIZAENDH ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FIR)#E A #(Multi Function Device)
THERMSVH LT7DEAAE)(Non Volatile Random Access

NVRAM
Memory)

PDL R—YEeak §i&(Page Description Language)

PP 075370774 )L(Protection Profile)

SFP tXa1UFs#EE S (Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP EFA—I)LEETORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"v M Security Target)

TOE 1M xt % (Target of Evaluation)

TSF TOE 1)) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITPRAFEELUTICEREAT S,

g EXEA

HETS T7AIVDAT L BREATIDNOR ROBEEEUNGVLIITHET I EEIET .

KEK Key Encryption Key OB, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB, ZETld. AL —IBEROCEZIET,

72V AEY SD F7=(3 eMMC %387,

Web UI FIEAEZEDSA17Y D Web 505N UT, TOE [CRTRIEENTERMVITI—ATH
%,

RO YD AERFEHANEAF YU X EPTIPIAZIENER TOE RICREFTIIEFDIE,

FERFETBILEITHINYIACKEMSN X EERY M-I EOIVE1-SNbENH S
CENETRETHS . IRVDAIL, HEFEREC ClAMFolder )£V B FFCIR SN S,

TIAR=+T)U b
(Private Charge
Print)

UV MERECH T, EIRIT—3%7 IV R— XL THER LEEY by T T—5% . MFD DA
Fo—YKEIC—BERL., BAESNZRABMRENRIVINIETT S THRIERHE
EE POV Wb

FRFEHXET

EENICET—IBEBELTLSREOX BT,

XETH
(Document data)

— % F A& (U.NORMAL). SA h* MFD OOE—#8E. 7 MEEE. AFvUBEEE. 77
DAkEE. XENRFHEEEFI AT SMRIC. MFD RAE BB T2 TOERIEHRES
T 5%, BMLTXETHERELT S,

AFvIUNE AFVURREICSES T BFRAAEBINEXE TS, A TOE FA*vrXEZ Mail
B—=IINEE LD, XEORFCENE U EEICEIDRYD AR EFT SHEEZEF D,

TPIAREXE TPDAMEREICLH>TZIESN .. KA TOE THRONBEFHRRAOXET—LTHD.

TPHAZIERRYIA  I7DAREXELREFITILHIC. MEARERFCIEESNE SA 1-Y-HFRETIHRY
D2, LNV AR ERARICER T B TERLY,

EEOY WD, BN, EDLIBEEEITOENELVIBR (FIAE, -1 EEPHERE
BRE)E. BMEERINEZT—4,

FRERE HAIGRRELERIAECEINZ ToNSEE, A TOE TlE. WM EEE®RE. SA KE.

(User Role) — M AERINERIN TS,

HmEEERE HWEEEN TOE ZFI AT 3RICHELIERZRT . SFR N TIE Key Operator

(Key Operator role EXRI|WSN3,

role)

SA #%%E| SA I TOE ZFIAJ 3MRICHELBHERERT,

(SA role)

— R AEERE
(U.NORMAL role)

—R&FIAE(U.NORMAL)N TOE 2FI AT 3MRICHERHERERT,

FIFAEHAER
(User Identifier)

FIRAEEHANTIHDIFEHR, 1—F—ID,

- 88 -

Copyright® 2023 by FUJIFILM Business Innovation Corp.




FUJIFILM Apeos C4030/C3530 #2718 f

HWEBREHANEF HREEERIEENE Tonk1—-Y—ID, SFR WTId Key Operator Identifier
# ERBEINS,

(Key Operator

identifier)

W EEE MFD DHHE L TOE tF1UT( e EEITHOEEE,

(Key Operator)

SA

HEMEIRE HBVMIBEICERENTE SA B 7HYY M tER T BENTE, MFD DO#445
EIED TOE tXaUTHEENR EEITOBT RS,

VATLEBE Key Operator & SA D#AFR,

(U.ADMIN)

I _gm TOE D& BEEEERTBHIIC. FIFAEDHEA BRI Z1T>C TOE OF| AR ICHIEEN
(FHTzHDEETHB,

(User

Authentication)

SNEREREEA T Va3V EA VA=V T BEICED . RARIIEN SR EREED20DE— FEY R
_I‘?éb\ ZKTOE _C(gzzkﬁsmbnl—tf |“C§JJ1’F3'5

¥ N7
(Local
Authentication)

TOE O1—%—525t% MFD [CEHFLZ1-Y—EHREEALGREEEEZTIE-—F,

%ﬁnuh Y]

TOE O)J—ﬂ' i uIEfé%tBnn.. uIE-Ij- }\(;ﬁfibr 1— ﬂ_'lﬁiﬁﬁﬁm LJ_CmL.\g.EE%:EE&{f:J—

(Remote - .
. 2E-FK,
Authentication)
AL—URES REEED—HERETIAN —JEHEBILTIHEEERT,

TAVR—XHERE

E(PDL) CHERSNZENRI T -3 L. By bvTT—RICEM T 55

R—YiEh EEE

‘b
AEo

TAVR-X

FAVR—THERE(C LD R—Usgh =5
—RICEHMTIE,

E(PDL)CHERENZT—3&EMTL. EvhIvTT

ZA—MDUTHERE
(Auto Clear)

BENRILELY Web UL ol EELBLVREC—ENRRINRBLEEE, B
HIICEREEN DT 7 SN BHBETH S

DANI—IVIZT

(Customer MFD QOR=F/EEZTIIVIZY

Engineer)

WEE WEELE, TOE FLERESNTVDEECTEGFEZELUTIPILATIETHS,
(attacker) WEEICL. RRSNCRABETEIHSD . EDERFRERLTIIERATEIELEFNS,
BENRI

(Control Panel)

MFD QREICBHERIREY SVT  89FRITAAT VA EBRE SN IRV,

—MWRFAEIIATY

—IRFARENFATEIIIMT Vb,

|~
VATLEEE IATLEBEERFARATEIIAMTU . YATLEEEILZ Web 7505 %FE LV MFD (2
D347k ¥ UT. TOE BRET—HDHERPEEFMRZIEITI,

TVR—=FF4N
(Printer driver)

—RFAEDSA7 b LDT 5%, MFD HEIRAIREIA— YLk 555
SNTZENRIT—RICE#T BV I MIIP T, FIREDIA7V MTERAT 3,

(PDL)TH#RL
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MFD DMEIRATREBAR— YL E55(PDL) THERINTZT -4, HIRIT—4(Z. TOE ®

ENRIT—4 FAUR—AEETEY by T F—A(CE#EN D,
JE—HEBEICENFHAFNET 2, BLUTUY MEBEICEDFIAEZE D17V Mok ES

EvbvIT—4 NEENRIT =327 IVR—AHEETE R LET -4, EvbeyT TR HmB AKX TEIR
EMULTN—FTF1ADEE(CHEMNEIND,

"% JE—#EEET IIT MDA AH DX REB DN EPLICE ., BEREETT,

TOE 55 NIE TSF 7—30—ERTHN. TOE [CL>TERR SN eh TC_)E [CRALTHER SN T—
STHN. TOE DF1)T1HBEICHEEE 5 AS R DH IR ET o

. BEIERIND 256 EYRDT—8, AR —JVEBEAOXET-IDRERIC. COH#T
—REFERALTESIEET,

*9kI—=D HNERYFI—DERF RV I—DEEETEI—RMICERTIEEORE,

HERRYRI—=D

TOE =B ISR TR EENHRGL., AERYFI-DLUNDORY FI-D%HET,

RERRY FD—D

TOE 'SR ESNHEBOMERCHD ., SRRy bD—DD oD EF1)T1DBBICK LTR
EINTLR XY MI—DAD. MFD & MFD A7DE AWM ER)E—- FMOFERGEY—N
P47 PCRIDFrRIVETRT

AREFEER TPDAEE. T7DAZIEDT AN RN EIHREIERR SN DM,

AREBIELIRE

PSTN

(public telephone

line)

ARERT—H IPDANARERBEERNSGEZEDT—3,

(fax data)

S[ERZE ITU-T #1&ED X.509 [CEERSNTHED. KANFR(FTEHER. BiRl2 . BE1%F). 20F
8. BSEAR. DITPINF VN DTRFYENREFNTUVRIER.

Data on TOE {ET—ATHN., RNMARIIRFICHT2FIRAFDNAT— FEREFOR/NIFHOD

minimum user
password length

EE

Key operator
Password

TOE BRET—ATHN, M EEEZILDTZHD) AT — FIFH

SA Password

TOE BRET—ATHN. SA FRELDTZH D)\ AT — FIEH

U.Normal
Password

TOE BET—ATHN. — M FIFAE (U.NORMAL)REEDTZHD/ AT — FIEHR

Data on access
denial due to
authentication
failures

TOE 5RET—HTHN. FIAE ID LR KICEHRT M EEDH R/ BHDIFERE KK
B $4 1% &R

Data on Auditing

TOE BRET—HTHN. L\, N, EDLIBERETNELWOERWBIZE, 1——
BIE.BEPEREERY)E. BT 2HAEDE 2/ EHDIFH

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AFvUHRE. J7DAMBES LUT Y Mikae
ERATAHMRIC, 1Y —FRELEMICTEREL I SHERE DB 2/ BB LURE DER

Data on use of

TOE BEET—HTHD. RKNRI D bDFREERF D) AT — R
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password
entered from
MFD

control panel in
user
authentication

FATEREDH 30/ S DIEER o

Data on Private
Charge Print

TOE BRET—HTHN. TUV FTF—IRERCTIMR— UV MIBRSESI D EIRISE
SNDRE IFHR.

Data on Trusted
communications

TOE BRET—ATH. AEBRYMI-D LICHERETIXET 4. VaJlEH. EEAVS
LU TOE BRET - RV ILBIET —HERETILHICH LT 5 —RMGIESERIET
ARILVOER/ ENESUREDERSLUEAE. BELA/MES L/ SAT— K, Hi@fE
N2 — FIEER,

Data on TOE BRET—ATHD DA —IVIZ7REHIRERED T 2/ B D IFHR B URSF
Customer NAD— FDIER,

Engineer

Operation

Restriction

Data on TOE BRET—ATHD. AL—IDLEEHEKEECREZRTIEEEDE R/ BUDE
Overwrite .

Storage

Data on Storage
Data Encryption

TOE EBRET—HTHN. AbL—IURES{LHAE(C
BT 3 EEDH R/ BHDIER,

Data on date and
time

TOE BRET—ATHN. 84 LYY=V /HY—51 LR EFEREBERZIT - THS.

Data on Auto
Clear

TOE BRET—HTHD. BIENSRIA— MUTHEEDE R/ BB LU 7R OEHR.
BLU Web UL 07— MUPHREDE 3/ BANDEBRH LU DT R REDIER.

Data on Self Test

TOE BRET—ATHD. BCTAMEREDE M/ EDDIFH.

Data on Report
Print

TOE BRET—ATHN. Lik— M NDEEDREIER.

Data on
Firmwareupdate

TOE BRET—HTHN. I7—LII7T7vTT— MEREDERE 1R,
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