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R HILNTED,
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TOE D7 7— Ay xT 77T — NG DR, 7y 77— N RO7 77— L0 =7 OEIEMZ R
AEL, ZNDNIEHROL DO THDHZ LA ﬁ“éfakéﬁbo

o H O 7 AMHE
TOE FEHFIC TSF FATa—RBLOTSF 7 —2 D5 2MEAMFEL . TSF O1E F 8 {EE ik Di%
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HBo

1.4.4 TOE OFI|H#H

A TOE OF|HE (U.USER) 1Z, LLFOHERZ /L—7" (authority groups) (Z533HES D,
e U.NORMAL (—fi%FIIH# [ a normal user)

FRBISHL, FRAES IR A C, BHEE RS E R VR,
e U ADMIN (ﬁif!'é% / an administrator)

NS, BRESNIZFIHFE T EEE LB BIORTORME T =2 ~D7 72 AHERRZ RO F
M, TR AR :%ﬂ@ﬂiﬂtﬁfi‘% (CABE, MLUAZAE PR LIP5) T Maedie,
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2. WE TR
A STIFLLF 27 L T D,

2.1 CC e ik
AKSTBLONTOE S ZEETSHCCONR—Vay  BLOAKRST O CC /38— 2 BIUVS—F33E
AP, LTI EBYTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP FiE
A ST BLOTOE 23532 PP IZLL TR T LBV THS,
e PP 4 #5: Protection Profile for Hardcopy Devices

e PP /N— 521 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST PITISUNT, BRI D7 RD LRI B PP LIRS,

2.3 N\olr—T
K ST BIOTOE 1%, w7 —Uil A a EELZN,

2.4 JE SR
A ST BEUTOE 13X, PP M ERTHLL T DA 2L, PP O RiEY “Exact Conformance” Tk
%, TDT, TOE FRI1E PP &—EL T\,
e Required Uses
* Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses
« Storage and retrieval, Field-Replaceable Nonvolatile Storage
e Optional Uses
¢ (None)
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3. XV REHER
AKE L, TOE OEF 2T (i ElE EFT D,

3.1 TOE D1R-EE pE
AR TOE BRIRETHEFEE L, L F DI EEND,
e D.USER (FIH#E T —%4)

TSF OEAEIZEEE RIFS72\0, FIFE OT-DIZF A > TERS =T —4,
e D.TSF (TSF & —%)

TSF OEEIZ A 5.2 573 LR TOE D723 TOE Ik TR SN -7 — 4,
FREOFIHE T =X, LT O OB DR S LD,
e D.USER.DOC (FIH#FH #E T —4)

B EIIN— Rt =D T, FIHE O CEICE TNHEH

e D.USER.JOB (R # Va7 5 —4%)

FIRZE OSCEF T ST a7 | 23 A1
RO TSF 7 —21%, LA FO —SORERINHRERSND,
e D.TSF.PROT (fR#Zi7z TSF 7 —%)

T —HDFTAHE TH7L, FRITEEEREG 2720 \%I FH#E I T S ASNIZ TSF 77— 43

TOE DX VT 1185 K| iTM)Lquvﬁx FBIZOWTIFRTELLIR TSF 7 —4, K

TOE THHT —ZIFLL Ty,

o WERFERERIAF ORI AE T A4 WEFRRERIE ORI V—7 | Bidka s 3931:-5‘6?}/]5 Hi
INRRT — R RBIRERE T A MERRY v —7° BAHIREZ], HEins 7O R TR AR, 323
= R—=FRTE, IP TRUAGE, A= VIEE— N —RE, Axy T —Hlill 77— =7, 7J >h
HilfH~ 7 — L7 =7 MFD A& Boot fillfHl 24 TOAMKEIIE T 7— L7 =7 MFD ARARDAA il
EATOARNKENE 7 7 — L0 =7

e D.TSF.CONF (F4# D TSF 7 —%)

T —HDFTAE THL, FEEREIG R WA A IC LS T S ASTe TSF 7 —#03, TOE

DX VT TR E M i@“ﬁ%bhm \E972 TSF 7 —#, A TOE THHT —HIZLL F D

o NERFRGER| /S AT — K. H ok

3.2 B
TOE (Zk}9 5% @i% Table 3.1 (27”7,
Table 3.1: &
2 EF%

An attacker may access (read, modify, or delete) User Document Data

or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

TUNAUTHORIZED_ACCESS | 013 TOED A2 57 = — 228U T, TOENOFIIH CEF
—HA~T A (BRSO, FITHIER) L EIRAE a7 T —
Z 5 B (SR E TV THIBR) T 205 LAL7aw,

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEF T, TOED AL AT =— A% T, TOENDTSFT —&~D
RIEZRT 7R AZARD DS LR,

T.TSF_COMPROMISE
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B

l==g==%
FEF%

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDHAEN T AT ESNT- e TSFOREMEENC LT, EX 2T+
DIBIAD|ZEZTE LR,

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WEEEIL . TOEICARIERY 7 NI = T A AN— L5058 LR
A

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEEEIL . Ry NI —VBER T =X — LIE0EELTDT AL T,
EEROTFT =T 7BALIEY, TOEO X 2T 22 ELT-0T
DE LR,

3.3 fHikDOEX VT 4 FEt
MR DX VT 4 Ji$t% Table 3.2 (27”7,

Table 3.2: #HfkDOEx=VT 1 S5t

A5

[==g==%
JEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

AT, SCEALEL K OVE B RE & ST 9 D RN RZ AT B-Sh el
AUTIRBIRN,

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X VT ABET VT AT TR SN IIERG T, 220D
T arouZIE#ESIL, INRIT= T4 T~ EESNR TR
AN SY AN

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOEIZ, LAN EDOMLOD T/ SAZEZHVEH A CERT U bl
AR

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOEFIHE CET —H E-ITMBEDTSFT — X 2 HL I AZ 2 v FE/2 AR
FRBMEARN — VT NARURATT D6 TOEIXZNHD T /A Ak
DZDIH7eT —HEki b 3528,

P.KEY_MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

R #E SCETF — 2 £ 13 OTSFF — 2 OB A 7] GE7/2 N H 5%
AN =2 D= DR DAL % 535897, Lok, 7
VA7 EE FFFEOMOBHLPAEIL, RIERT 7B ANLIR#ES
NZRTF IR RB720 D ED AR =T SA A EICBRIES N TR D
AR
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3.4 HIHESAE

TOE Ofifi [, 3EFIEIZ, Table 3.3 TR TABRBEN M B LS,

Table 3.3: RSt

g4z B

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL | 10, R OTORMMRAF -1+ 57 — F DI R A 7= % =)
TAD, ZOBREIZ > TRt Z e BET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

A.NETWORK

EHBREEIL. LANA L Z T = —A~DINERI DD EFED T 72 ASTOEZ R
HTAHLEAEET D,

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEE A 1L, A hEX 2T HEHIE> CTTOEXE 4 2L, FHESNT
W5,

A.TRAINED_USERS

Authorized Users are trained to use the TOE according to site security policies.
FFAISNIRIBFE L, P AN EX 2T HFEHIE> CTTOEZ I3 2 KO H
AT TND,
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4. BX2 VT 4 %RK T E

AREL, XTI

BIFAHEFRIZHOWTIRARS,

EHERBEO X 2T %K 54 Table 4.1 1279,
Table 4.1: EHBREDO XU 7 %1 6t

AP

[==g==%
JEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

i BREEIL, TOE, K U\TOENMRAF EI2 13T 5T — X OfifEIZ AL
Bl X 2T 4 2R AL 2 TR B0,

OE.NETWORK_PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

HEHEBRETIE, LANA L Z T 2= ADINE NS DEIED T 78 A5
TOEZ R T DIy NI —7 X 2 VT A4 LT uE e b7
Uy,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTA# X, BEA DX OHEIRZEEH S B LanEn)
AN L2THIERBR0,

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTA & &, FIE DY A MeX 2074 HEHABAREL . ZHUTHE
N EEFFS>TODIEERFELRITIUFRB7R0 Y,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA# T, BELE BN ANeX VT 78t 2 BRfRL . TOEZ 1ELL
REL, AT —R LG ARE T D7D IS DA X 2%
G T 501 BaF> TWAIEERAELARIT T e D7,
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5. LR A R— U NER
A ST IZLL FOYRIEa R— R M EF T D, ZILBIX PP TEFRSINTZHLDOD—H TH D,

e FAU_STG_EXT — External Audit Trail Storage

e FCS_CKM_EXT — Cryptographic Key Management

o FCS HTTPS EXT — HTTPS selected

e FCS_KYC_EXT — Cryptographic Operation (Key Chaining)
e FCS_RBG_EXT — Cryptographic Operation (Random Bit Generation)
e FCS_SMC_EXT — Submask Combining

e FCS TLS EXT — TLS selected

e FDP_DSK_EXT — Protection of Data on Disk

e FIA_ PMG_EXT — Password Management

e FPT_KYP_EXT — Protection of Key and Key Material

e FPT_SKP_EXT — Protection of TSF Data

e FPT_TST_EXT — TSF Testing

e FPT_TUD_EXT — Trusted Update

5.1 FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU_STG_EXT.1: External Audit Trail Storage 1|

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
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This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 \

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.
Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1|

FCS HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS HTTPS EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS_TLS _EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
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Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

54 FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1|

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the

PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COPR.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple

layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed

in the FCS class with a single component.

5,5 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:
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FCS_RBG_EXT.1: Random Bit Generation H 1 \

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FCS RBG _EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [selection: 1SO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG
(any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based
noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to

the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions™, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_SMC _EXT Extended: Submask Combining

Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than one
submask being used to derive or protect the BEV.

Component leveling:
FCS_SMC_EXT.1: Submask Combining H 1 \

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a predictable
fashion.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_SMC_EXT.1 Extended: Submask Combining
Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection: exclusive
OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
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Rationale:
Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.7 FCS_TLS EXT Extended: TLS selected

Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.
Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(REC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128 CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS RSA WITH_AES 256_CBC_SHA
TLS DHE RSA WITH _AES 128 CBC SHA
TLS DHE RSA WITH _AES 256 CBC SHA
TLS RSA WITH_AES 128 CBC_SHA256
TLS RSA WITH_AES 256_CBC_SHA256
TLS DHE RSA WITH AES 128 CBC SHA256
TLS DHE RSA WITH AES 256 CBC SHA256
TLS ECDHE RSA WITH AES 128 CBC SHA
TLS ECDHE RSA WITH _AES 256 CBC SHA
TLS ECDHE ECDSA_WITH_AES 128 CBC_SHA
TLS ECDHE ECDSA_WITH_AES 256_CBC_SHA
TLS ECDHE RSA WITH_AES 128 CBC SHA256
TLS ECDHE RSA WITH_AES 256 CBC SHA384
TLS ECDHE RSA WITH AES 128 GCM_SHA256
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TLS ECDHE_RSA WITH_AES 256 GCM_SHA384

TLS ECDHE_ECDSA WITH_AES_128 GCM_SHA256
TLS ECDHE_ECDSA_WITH_AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH_AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH_AES 256 _CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.8 FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1|

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use

a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform

to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no plaintext
User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.
This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.9 FIA_ PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.
Component leveling:
FIA PMG _EXT.1: Password Management 1|
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FIA PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA PMG EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection; “I””, “@”, “#7, ““$”, “%”, N7, “&”, “*7 “(”, 7,
[assignment: other characters ]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
FPT_KYP_EXT.1: Protection of key and key material H 1 \

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_ KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:
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Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11FPT _SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.
Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT_TST_EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
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Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT _TUD _EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT_TUD_EXT.1: Trusted Update 1|

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [selection: published hash, no other functions ] prior to
installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU_GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion / a7 DT FDP_ACF.1 Type of job / ~= 7 F5I]
Unsuccessful User authentication / F)H#E IR |FIA UAU.1 None
Unsuccessful User identification / FI) F & 5B 5Bk FIA_UID.1 None
Use of management functions / & EFEREDF| A FMT_SMF.1 None
Modification to the group of Users that are part of a
role | BEID—H THBRIFE /N —F DEE FMT_SMRL | None
Changes to the time / BRFZ|DEE FPT_STM.1 None
FTP_ITC.1, .
Failure to establish session / &3/a FESLD KK FTP_TRP.1(a), ;eggég for failure / <R
FTP_TRP.1(b)

Note: FIIFHE B FRIIFHEFIEFG LB T, BEHPEL L OO FRELLT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information
Software update /| 7,z T T 77— FPT_TUD_EXT.1 |#HIHX—T=ar
FAU_GEN.2 User identity association

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_GEN.2.1

FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 External Audit Trail Storage (for O.AUDIT)

Hierarchical

to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_STG_EXT.

FTP_ITC.1 Inter-TSF trusted channel.

1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f

AREITIL, PP 23D 20 12 8455 FCS (Cryptographic Support / 554K —k) 77 ADHHE
%3tk 5, il 6.2.9, 6.2.10, 6.2.11 L1 6.2.12 DA HiIZH —# D FCS B3 H5,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for

Hierarchical

0.COMMS_PROTECTION)
to: No other components.

Dependencies: [FES—CKM-2-Cryptographic-key-distribution;-or

FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for

Hierarchical

0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
to: No other components.

Dependencies: [FES—CKM-2Cryptographic-key-distribution-or

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified

cryptographic key destruction method [

e FFor volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation ]1].

e For nonvolatile storage, the destruction shall be executed by a [ single ] overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1), a static pattern ], followed by a [ none ]. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard ].

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FBDRIFC I tmport-of user-data-witheutsecurity-attributes,-or

FDPITC 2 tmport-of user-data-with-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode ] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-38A, NIST SP 800-38D ]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FBPATCHmpertof-user-data-withoutsecurity-attributes,-or

FCS—CKM-L-Cryptographickey-generation
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
witha [
e RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [ 2048 or 3072
bits ]
e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [ 256, 384, or
521 bits |
] that meets the following [
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e FIPS PUB 186-4, “Digital Signature Standard”
e The TSF shall implement “NIST curves” P-256, P384 and [ P521 ] (as defined in
FIPS PUB 186-4, “Digital Signature Standard™).

1

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] using [ CTR_DRBG (AES) .

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ [ single ] hardware-based noise source ] with a minimum of
[ 256 bits ] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the keys
and hashes that it will generate.

6.2.3 WZH FDP Zif4

ARETIL, PP 23 E D DM ZE FRIC B3> FDP (User Data Protection / Il & 5 — 2 {5::#) 77 A0
BB AR 5, T 6.2.9 FilZh —H#D FDP EAF2365,

FDP_ACC.1 Subset access control (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization
FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table 6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none ].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none ].
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
Ovperation: Submit a documentView image or Release| Modify stored | Delete stored
Print P "| to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
.. ISubmit a document , . . Modify stored| Delete stored
Scan Operation: for scanning View scanned image image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. \View scanned image or| .
Operation: Sub:cnlt a document Release printed copy Modify stored | Delete stored
Copy or copying output image image
Job owner (note 2)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / i Retrieve stored Modify stored| Delete stored
retrieval Operation: | Store document document document document
Job owner (note 1)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6.4: D.USER.JOB Access Control SFP
“Create” “Read” “Modify” “Delete”
Print Operation: | Create print job View prllgéqueue / Modify print job{Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View scla:)réstatus / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Copy Operation: | Create copy job View COI% status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied
Storage / Ovperation: Create storage /| View storage/ |Modify storage /|Cancel storage /
retrieval P | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.
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Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, or
retrieval Job.

6.2.4 ZH FIA 2fF
AHITIX, PP 23 E D HMZEHEIZESH% FIA (Identification and Authentication / #%5l &FERE) 7T AD
R (208 975, Ml 6.2.11 #ilch—¥ 0 FIA EiF:013H 5,

FIA_AFL.1  Authentication failure handling (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1  The TSF shall detect when [ [ 3 ] ] unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication ].

FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been [ met ], the
TSF shall [
e Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

e Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

FIA_ATD.1  User attribute definition (for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FYFE D14, HRIAL—7"].

FIA_PMG_EXT.1 Password Management (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “$”, “%”, “/”,

“27 0 N T e e L ) B, “~7, and the space ] ;
e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided ]
to the user while the authentication is in progress.
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FIA_UID.1  Timing of identification (for O.USER_I&A and O.ADMIN_ROLEYS)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA UID.1.1 Refinement: The TSF shall allow [ nothing ] on behalf of the user to be performed
before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

FIA_USB.1  User-subject binding (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FYFE =14, HRZL—7].

FIA USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA _USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT 244

AREITIL, PP NED DM FHIRICEI S FMT (Security Management / 23527 ¢ HE) 75 2D KE
AR T 5,

FMT_MOF.1 Management of security functions behavior (for O.ADMIN_ROLEYS)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [ enable ] the functions [
e Initialize Private Data / Data in Machine (A 188 & (XEKEEP 7 — 5 D ETEIHE)
]to U.ADMIN.

FMT_MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control;-ef
FDPFC1-Subset-information-flow-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, [ create ] ] the security attributes [ Security attributes
specified in Table 6.5 ] to [ Authorised roles specified in Table 6.5].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
AYEBRAEFfHE DFfHZ 22124 | create, modify, delete U.ADMIN
create, modify, delete U.ADMIN
PSR AR 2 DR L —7° U.ADMIN, the owning
query U.NORMAL

FMT_MSA.3 Static attribute initialization (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
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Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive ] default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)
- o . create, delete U.ADMIN
PYERB AL # AT —F modify U.ADMIN, the owning U.NORMAL
BN — R modify U.ADMIN
BEERAE L = modify U.ADMIN
A 1115 modify U.ADMIN
BB EEHERE query, modify U.ADMIN
BBz 70 MER] query, modify U.ADMIN
TR create, modify, delete U.ADMIN
ABAE T —N—FRIE create, modify, delete U.ADMIN
IP 7R REIE modify U.ADMIN
R—IVEIG YV —N—FIE query, modify U.ADMIN
XF ¥ F—HIH 77— AT modify U.ADMIN
Y MIEITZ 7 — A0z T modify U.ADMIN
MFD A DBoot &1#1 2775 :
KB 7 — AL T modify U.ADMIN
MFD AL DAL 21T .
AL A EI 77— ALz T modify U.ADMIN

FMT_SMF.1 Specification of Management Functions (for O.USER_AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10].

© 2022-2023, >+— 72 F4 (Sharp Corp.), all rights reserved. 34



Table 6.7: List of Management Functions Provided by the TSF (1)

HERE ZE/SFR B HLHEHE/management functions fiii & Inotes

FAU GEN.1 None —

FAU GEN.2 None —
FAU_STG_EXT.1 | s &/ {5 O E s SRR X TLSHE A L [
FCS CKM.1(a) [None —

FCS CKM.1(b) |None —

FCS_CKM_EXT.4

o (B8 N1 S OABEN 7 — 2 DAL O L E)

FCS_CKM.4

o 8N 1E M OB 7 — 2 DL O EE)

FCS_COP.1(a)

None

FCS_COP.1(b) |None —
FCS RBG_EXT.1 |None —
FDP_ACC.1  |[None —
FDP_ACF.1  |None IR rTHES OFLAIZ L
FIA AFL.1 None BMEE T 7 a3
° WHBH‘U‘DiE*IJ)EH%@;(f%

FIAATDL L pimsse i ORI L — 7 DL E —

FIA PMG_EXT.1 o /N SAT —R EDZH —

* ulk)njljmu uIEjiJCO)BTE

FIA UAU.1 [ RBREY— N— D E FRRERTT 7 a I E E
o NETRRRER A SAT —RDE

FIA_UAU.7  |[None —
® n%ﬁ)%”munftjiﬁ@wﬁ
o = — — *“"_'_’

FIA_UID.1 W :’:uﬁgﬁﬁgﬁa)%ﬁ/ﬁ 5 BT 7S e
'Wuﬂmuuﬂﬂsl %D74/%@WE

FIA_USB.1 None PV NEMETEE

Table 6.8: List of Management Functions Provided by the TSF (2)

BERE ZH/SFR & BF&HE/Imanagement functions fifi & Inotes
FMT MOF.1 |None BEN 7 N —T VL[ E
FMT MSA.1  |None wE 7 N—7 LA E E

BENTN—T T T FINVRERIE,
FMT_MSA.3 None BEO. AN EE

FMT MTD.1  |None BEN 7 N — T VL[ E
FMT_SMF.1  |None —
FMT_SMR.1 | #EfR7 L —T7 DB —

FPT SKP _EXT.1 |None —

FPT STM.1 | HAH/EEZI DR E —

FPT TST EXT.1 [None —

FPT TUD EXT1 P 77 —AU =7 DO FH —
FTA_SSL.3 | HERZ T NEFH ORRE —

FTP ITC.1 None —

FTP_TRP.1(a) |None —
FTP_TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HERE ZE/SFR & B R BE/management functions 1§ % Inotes

FPT_KYP_EXT.1 |None —

FCS_KYC_EXT.1 |None —

FDP_DSK_EXT.1 |None —

FCS_COP.1(d) |None —

FCS SMC EXT.1 |None —

FCS TLS EXT.1 |None —

FCS HTTPS_EXT.1/None —

FCS COP.1(g) |None —

FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

HERE Z4/SFR & ER R BE/management functions 1§ % Inotes

— e 7 R AIRD % B —

— e IPTRLZADFETE —

— o A VKRV — /N —DRBIE —

FMT_SMR.1 Security roles (for O.ACCESS_CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 WZH FPT 2

AETIE, PP AED DM RIZEII5 FPT (Protection of the TSF / TSF (O 1:7#) 75 ADHEHEE(:
ZRLIN T D, T 6.2.9 HilZh—#ED FPT EE13 55,

FPT_SKP_EXT.1 Protection of TSF Data (for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT_STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 TSF testing (for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.
FPT_TUD_EXT.1 Trusted Update (for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
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FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions ] prior to installing those updates.

6.2.7 WZH FTA B4

AREITIL, PP NED DM FHRICBE 5 FTA (TOE Access / TOE 7271 R) 75 ADHEREE 470k
—a—éo

FTA SSL.3  TSF-initiated termination (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
e 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
@ 300 seconds, for sessions via web interfaces

1.

6.2.8 MZH FTP Ziff

AREITIL, PP NED DM FHERIC B 5 FTP (Trusted Paths/Channels / iE{E 48, SAIF ¥R V) 7T A
OBEREE ARk 375,

FTP_ITC.1  Inter-TSF trusted channel (for O.COMMS_PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS _EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use [ TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, [ audit log server, ftp server, mail server ] ] that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP_ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service ].

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS _EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification of
the communicated data.
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FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [ remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 SR MZHESN: BL
AFITIE, PP BNED LRI EMHRDD G | TS ATRE R AN HIEEA N — VT /A X EOFE
BOT —H B M REE A RN 35, il 6.2.10 HilZh | AHENCBE T DR E O —E 2 D5,

FPT_KYP_EXT.1 Protection of Key and Key Material (for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [ intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key combining as
specified in FCS_SMC_EXT.1 ] ] while maintaining an effective strength of [ 256 bits ].

FDP_DSK_EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [ perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.10F 4R — 2 EfF: D1

AFITIE, PP BNED LIRS — DL | BUHI A /] REAR R FENMEA N — 2 T S A R LD Fb s
DT —ZZBbABREE A R0IR 35, fliZ 6.2.9 filch | AT A E 0 —H23H 5,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FBDRIFCImport-of user-data-witheutsecurity-attributes,or

FDPITC 2 tmport-of user-data-with-security-attributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [ CBC ] mode and cryptographic key sizes [ 256
bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC as specified
in ISO/IEC 10116 ].

FCS_ SMC_EXT.1 Submask Combining (selected in FCS_KYC_EXT.1.1)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [ exclusive
OR (XOR) ] to generate an intermediary key or BEV.

6.2.11 R~ —RFEA: D2
REITIE, PP NED DR AR —RFEEDH S | RSN EE I B AR TR 230k 35,

FCS_TLS_EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [ TLS 1.2 (RFC
5246) ] supporting the following ciphersuites:
Mandatory Ciphersuites:
e TLS RSA WITH_AES 128 CBC SHA
Optional Ciphersuites:
[
e TLS RSA WITH_AES 256 CBC SHA
e TLS RSA WITH_AES 128 CBC_SHA256
e TLS RSA WITH_AES 256 CBC_SHA256
e TLS ECDHE_RSA WITH_AES 128 CBC_SHAZ256
e TLS ECDHE _RSA WITH_AES 256 CBC SHA384
e TLS ECDHE_RSA WITH_AES 128 GCM_SHAZ256
e TLS ECDHE_RSA WITH_AES 256 GCM_SHA384

1

FCS_HTTPS_EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS_TLS_EXT.1 Extended: TLS selected
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FCS _HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FBPITFCHmpeort-of-user-data-without-security-attributes,-of

FBPIFC2 Impert-of userdata-with-security-attributes—or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, ""The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

6.2.12 R~ —RFA: D3
KREITIL, PP NEDDEIRAR—RFEEDH S | EEET > 7T — NI B ARREE 230 5,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT_TUD_EXT.1.3)
Hierarchical to: No other components.
Dependencies: No dependencies

FCS_COPR.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256, SHA-384, SHA-512 ] that meet the following: ISO/IEC 10118-
3:2004.

6.2.13 %=V T ¢ HERE B AR L
E AR ST A EHETS SFR 1. PP BHLE TS SFR OIS EES ThH, BT B I OMEIRIZT T
FE T LTV, 2, LTI R 8Y  ARFEIEIC W TRIEIX 2V,

6.2.13.1 EX 2 U7 B HE A DK AT AR L

Table 6.11, Table 6.12, 331U Table 6.13 . CC 3L PP 2335 SFR 23 & 3 XK IEMEL .
K TOE 23 2 L QWA L Tl & LU U MERTEME . 8 X OMKRAEME AT & D 1E 4 M a7~ 9,
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Table 6.11: &=V (HEREZAFOUATFIE (1)

P rst R A W RLCD R |
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU GEN.2 FAU GEN.1, FIA UID.1 FAU GEN.1, FIA UID.1 — —

FAU STG EXT.1

FAU_GEN.1, FTP_ITC.1

FAU_GEN.1, FTP_ITC.1

FCS_CKM.1(a)

[FCS_COP.1(b), or
FCS_COP.1(i)],
FCS_ CKM_EXT.4

FCS_COP.1(b),
FCS_CKM_EXT.4

FCS_CKM.1(b)

[FCS_COP.1(a), or
FCS_COP.1(d), or
FCS_COP.1(e), or
FCS_COP.1(f), or
FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXT.4,
FCS RBG_EXT.1

FCS_COP.1(a),

FCS_COP.1(d),

FCS_COP.1(g),
FCS_CKM_EXT.4,
FCS_RBG_EXT.1

FCS_CKM_EXT.4

[FCS_CKM.1(a) or

FCS_CKM.1(b)], FCS_CKM.4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS_CKM.4

FCS_CKM.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)]

FCS_CKM.1(a),
FCS CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS_CKM_EXT.4

FCS_CKM.1(a),
FCS CKM_EXT.4

FCS RBG_EXT.1

FDP_ACF.1

FDP_ACF.1

FDP_ACC.1 — —
FDP_ACF.1 FDP_ACC.1, FMT_MSA.3 |[FDP_ACC.1, FMT_MSA.3 — —
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 — —
FIA_ATD.1 — — — —
FIA_PMG_EXT.1 — — — —
FIA_UAU.1 FIA_UID.1 FIA_UID.1 — —
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 — —
FIA_UID.1 — — — —
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 — —
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Table 6.12: EX=UT7 (HEREEF DKM (2)

B RE ZA

igEn . . . .
MRk fifi & L TND AN 2 =
FMT MOF.L | FMT SMR.L FMT SMF.1 | FMT SMR.L FMT SMF1| — —
[FDP_ACC.1], FMT SMR.L, |[FDP_ACC.L, FMT SMRL,| —
FMT_MSA.1 FMT SMF.1 FMT SMF1
FMT MSA3 | FMT MSA.L FMT SMR.L |FMT MSA.L FMT SMR1|  — —
FMT MTD.L | FMT SMR.L FMT SMF.1 | FMT SMR.L, FMT SMF1| — —
FMT_SMF.1 — - — —
FMT SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP_EXT.A — — — —
FPT STM.1 — — — —
FPT TST EXT. — — — —
FCS_COP1(b), — —
FPT_TUD_EXT.1|FCS_COP.1(b), FCS_COP.1(c) ooty
FTA SSL3 — — — —
[FCS_IPSEC_EXT.L, or
FCS_TLS EXT.L, or
FTP ITC.1 FeS e XL o FCS_TLS EXT.1 — —
FCS HTTPS, EXT.1]
[FCS_IPSEC_EXT.1, or
FCS TLS EXT.L, or FCS_TLS EXT.L, B B
FTP_TRP.1(a) FCS_SSH_EXT.L or FCS_HTTPS EXT1
FCS HTTPS. EXT.1]
[FCS_IPSEC_EXT.1, or
FCS_TLS EXT.L, or FCS_TLS EXT.L, B B
FTP_TRP.1(b) FCS_SSH_EXT.L. or FCS_HTTPS EXT1
FCS HTTPS. EXT.1]
Table 6.13: &¥ 2V 7 (HSREE ORI (3)
e . . . . .
st e BELT R | s

FPT_KYP EXT.1

FCS_KYC_EXT.1

[FCS_COP.1(e),
FCS_SMC_EXT.1,
FCS_COP.1(f),
FCS_KDF_EXT.1, and/or
FCS_COP.1(i)]

FCS_SMC_EXT.1

FDP_DSK_EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

FCS_COP.1(d)

[FCS_CKM.1(b)],
FCS CKM _EXT.4

FCS_CKM.1(b),
FCS CKM _EXT.4

FCS_ SMC_EXT.1

FCS_COP.1(c)

FCS_COP.1(c)

FCS_TLS_EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG_EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS RBG_EXT.1

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(c)
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6.3 X =UT A PRAEEM:

PIF AR ST RERT L X2V T ARGEEM: (SAR) %, CC /3 —| 3 DIRFEZ T AR /R T, A ST
1%, CC 73— ITERIMN, PP IRk SN eF 2V T A fRFEa s R — R M, DO FE SAR ELTE
M5,

6.3.1 Class ASE: Security Target Evaluation

¢ Conformance claims: ASE_CCL.1 — Conformance claims

« Extended components definition: ASE_ECD.1 — Extended components definition
< ST introduction: ASE_INT.1 — ST introduction

 Security objectives: ASE_OBJ.1 — Security objectives for the operational environment
 Security requirements: ASE_REQ.1 — Stated security requirements

« Security problem definition ASE_SPD.1 — Security problem definition

¢ TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
« Functional Specification: ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

 Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support

* CM capabilities: ALC _CMC.1 — Labelling of the TOE
¢ CM scope: ALC_CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
« Independent testing: ATE_IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
¢ Vulnerability analysis: AVA_VAN.1 — Vulnerability survey

6.3.7 X 2UT o ORAEE AR L
EEe. A ST A FET S SAR IZ. PP MIE T2 SAR L5222 —EL T\a,
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7. TOE ZEAIAR

ARFEIL, TOE B =2UT BHE (TSF) OERARZ LR 35281280, X2V T o#rEE ) (SFR)
MG ENAZELE™T,

7.1 X277 (BEAT
AEITILEIC, 6.2.1 BiDMZE FAU BB 5852t b 975,

FAU_GEN.1/FAU_GEN.2

TSF 1%, BB ORLEILHE T2 %, Table 6.1 31\ Table 6.2 |ZFEiR L= A A hou s 2 AT
—HELTHERKRT S,

TSF X, BEEORENE TEELEEAUIIBAELZBAT (EIATH) BLOWEZ (R %
TOE OV AT Lray7inblfsL, BT —XIZ5iek 15,

TSF 1%, FFEDOFHB DR ESEIAXUNIT, ZORFHEORT A4 (A7 A4 ORREIT
SHERGY) & BEAEANRUMIEE T Y T U= 7 MR R E L TR T — IRk T 5, 7272L., TOE
HE WA MR ESETGETE “SYSTEM”?, 7 V=V MNREE TN AT “NIA” Litdkd
D

TSF BB AT — I ZFLEk T A ISR T AN A OV, Table 7.1 12777,

Table 7.1: BT — X\ Z5ek T D15 H

AU ARFIREVR  opyrg  |RR SE A
BEATOFCE) (Audit Start) | Yes | N/A |N/A Yes |N/A
AR O T (Audit End) Yes | N/A [N/A Yes |N/A
‘:/570)%2‘7' (JOb S S 4 N a
Completion) Yes | Yes |YadFiEHE Yes |[#&TLI=Va74
FRBIFREED AL (1&A ny A4 ELTA
Failure) Yes | Yes FIENT=CFF) N/A INIA
GLS;;} — DB/ (Add Yes | Yes [:BINEAT-T-FIHHE| Yes [BINLT-ur A4
INAT—ROZEH (Change R IRAT — R SR HE O
Password) Yes | Yes |EHEAIToTFIHE| Yes B,
a7 A 20T (Change R g I .
Login Name) Yes | Yes |EHEAIToT-FIHE Yes |EHLOus A4
2—HF—DHI (Delete " P HIBRLIcm 7 A 4 (e —H—
user) Yes | Yes |HIRZATST-FIHF| Yes IR B A AN
MEFRZ —7"D3B N0 (Add . o . _ co s
Auth Group) Yes | Yes [iBINZEAT-T-FIHFA| Yes [EMUT-HERRZ L—T7"4

e 7 S AR

Yes | Yes |ZEWaAT-T-FIHAE| Yes | SNIFIHFEOOT A4

ARy Yl (Change Role) o IR 12 DMEIRY L— T4,

MEBR S N —T D E DT B 2
(Change Auth Group Yes | Yes |ZEWHaAToIFIHH| Yes %,
Setting)

TERE SR V—T

H /R DZE . (Change

IR o =
Time Setting) Yes | Yes |ZEZEATSIHIMA| Yes |N/A

HEMDZEH (Change _— - e XELAHINI-ZREHH
Setting) Yes | Yes |ZHEL-FIHAE Yes S
TLSIE{E DRHL (Comm

Failure) Yes | N/A |[SYSTEM N/A | RGO #E

* IR A A — N
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A M AREBMEF mreom  |RER S
TLSH{E DK (Comm o B BHAEE DIPTRL A
Failure) o BIEFHTDIPTRL-A
SEE A F A — Yes | Net |N/A N/A |, -

LISk o RIKDOEH
BIEYIIESEBIEY) IFV g Wiatesig NI7p)
TRLZIEOHH (Modify e PR HRI DS L Ui S 44
Addr Book) Yes | Yes |ERPEATSTRIME Yes | grns mipzwsn
7o N DN EREERID
SNy E e
T7=bUxTTYT TR | o | ves | 7277 TMEATO | (e .;\,y\?_ggiﬁum77—’hﬁi
i H b
(Firm Update) Al TV T T —MROT 7L =
TN—Ta

*1: AR H RS 1SO 8601 LER A THRIEEIND
*2: P{EAL 27 =— AL T Ope/Web/Net DV T HABRILEND, 12721, BFT “NIA” Lp->TWEHDIE “NIA” LRSI,
*3: AU RENEREREL T Success/Failure DWW T IR ERLSILD, 72751, BT “NIA” L7225 TWNDHHDIE “NIA” ERFLSND,

PUTF 0% BERERE I

X EMOZ T (Change Setting) AU hadAESED,

o i/ NVIAU—REDER

o ik BIFRFE S DL E

o AT RF IO E

o HEIES T MNEM DR E

o fE ATEH I OAKEN T —Z ORI O kLB

o HAET— /N — DR E

o IP 7TRL ADKRE

o A—/LiEEY = —DBIE

AREHIZEIT5 TSF AL ¥ 7 =— AL, Table 7.2 |73 B0 THAS,

Table 7.2: FAU_GEN.1/FAU_GEN.2 |[Zf3 % TSF A Z7 =—2A

AR ABET x—R
EEA D ) * MFDOEJFON (1EENHLOE IR [F]15)
RO T e MFDD & OFF
SaT T . FDP_ACC.1/FDPTACF.10>T§F4::/5!75E»—Xc:ﬁu\ ab’— 7V NAE Y R
s 2 A NT AV T REREN LY a7 Bl
FRBIRRRED I e BEAE SRV IWeb X — Y Do — W —RGE i Te A A E
a—ye—pam BB SRV DR TEE—RWeb X —C, [2— W —FH | > [2—F —FRE]- [~

— Y RN — % B

INAT—ROIEH

|

o BB SRV OB EET—RWebX— T, [2—V —FH] - [2—V —&E]-[=
— P —JRNPDZ— P —AEIE

=y

o BIE SV O GEE—RIWeb X — T, [2— Y —EFH] > [2—F —RE] > [

g R SRLORGEE—FMeb < — T, [ — B [ — i

— P —UANDS 2 —F Ak

R NV —T DiE
n

o HE SRV DR E T —R/WebX— T, [—Y —EF ][ 77 & A HlH%
TE = [MEFR T IV — TV BMENR Y )V — 7 % % ik

B M AL DR T — M < T, [ — B[ R o[
e | =YD — Y —AEIE

MERRZ N—T"DF% o BB/ SNV DR TEE—F/Web 21— T, [2— —FH]—[7 7 L AH#H%
EDEH TE |- [FEFR T V—T 1 DMEIR Y IV — T 2B I
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AR ALFTx2—A

o BB SRV DR E T —RMWeb 2 — T, [ AT LR E] - [FlZ )= [F /3 A
STLESAESN = ~ 7
HNSISADIIE | e T IR B AT LR 2

BENEDZEH o BB SRV ORRETE —R/WebX—UC, FHERENOaX EMEE AT

e FTP_ITC.1IDTSFA L Z7 =—AITHEL | GRGEY— S —[BE A Y — S —/FTPH —

TLSERORIC | U Lol 34T
. R A S e
TRVARDIF | \Nehrts G [77RLAME] [ KL IR E B St e B 521
LT BT T T e S oA T AR ABATL, 77— AT T o T NERAT

FAU STG EXT.1

ARENT-EEAR T — &%, FTP_ITC.1 I2HEV, Syslog 7 b=/ LN TLS 1.2 W TE A Y — 3 —
WZEESND, DT —HIE, EEDRINTHET, NERAR — DIZHEH Sy 7 7 SEIRI PR AT S
ND, 2Oy T FHEIIT, 4 THEOEET — 25 RFTHIENTED, R T —XOEEIL, Hi-
(2T —H N ERR ST XA 7 T T b,

BEA Y — N~ DIBER R LT x| B E LB L Web ~X— O FIcE S Ay — %%
RU, T 2ETEMNCEEY — N —~DOREEFHRITT D, BEA -V, R — 13—
IZEHRE SV QRN L2 DN RFLI I, BEE ~ O A iS5,

PRy 7 REIR O A 80%LL LICEET DL MUAZEHLE LISME Y AL TEARNIDIHIRS S,
ZOHIBRIZ., 237 7 RE O RS T0% AT 22> T2 5 TR SN D, 237 7 BRI SR, O ED
N7 PRERIT 4 T OB T — 2B RIFSNIIRIE TR, Fiizic RSN EAR T — X33y 7 718
WIRFESNT, HIbRSLD,

N7 PRI E SN R T —Z1%, FDP_DSK_EXT.1 IZHEW I 5L L TIRIES LD, 72, HEMR
TN—TIBOL T TARTOMAF TNy 7 7 ISR FSNT B T — X T 7B ATH2ENTE
720N,

ARB TR TSF A 27 =— A%, FAU_GEN.1/FAU_GEN.2 ® TSF A2 47 =—AIZHEL D,

7.2 W AR —1
AETITEIC, 6.2.2 HiDWME FCS BRI A AR ALl 5,

FCS_CKM.1(a)

TSF (%, K5 51815 OFERET THODIE T FRgEE LT, A HESCE NIST SP 800-56B, Revision 1 ¢ 6.3.1.1

HilZFL# D rsakpgl-basic 573 T RSA $#t& AT 5, £ DERICMEEL72 5 E T FCS_RBG_EXT.1 (Z

e THERT 5, TOE 134 TSF IZBHL . TOE R 5 OJLIECRAZESL OB B ALEL HDOWITFFR SN

B FEEER G /TR, ZOHEE, AL — U CRE B L LT IRBE TN AL — IR ITFEND,

ARFEEIZEIT 5 TSE Ao 27 =— AT, L FIORT LB ThAD,

o TOE SXiEF3% D) el kL i)

® Web ~—C, [ AT AR E] [ 2 ) T E]— [k & O & B — [t i & O F E]I B
T, [TEk)Z= AT

o Web ~—I T\ [V AT LR E] - [EFX 2V T 43R E ]~ [FEW FHOE B - [REF 55 44 ZR(CSR) D
BN WT, [TERR]Z AT

o BENFINDOEETET—RT, [AT LR E] =[x 2V T4 E] = [ENEH L AN T — 2 D))
LI BRI b A 521714 . TOE % ARt &)

F72, TSF 1%, TOE OEJR ON FFZ, WEAN — RSNz b3z RSA @& di A HiL . A

N — 8T 75 L7 RSA $% , B 75815 CEH 95729, TOE OEJRWETOM, fRMEAT)I—N

\ZIRIFET D0

REHIZEETA TSF A2 27 =— AL, L FITRTEBYTHS,
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e MFD OEJF ON (EENHOE IHL [FIZ)

FCS_CKM.1(b)

TSF L. B EEORTL = —a Nl B W BEROE a2 AT 5, B a4, TLS

BEATHIZ Y — R — 7747 NE T SNDEE DB OISV, T —F 2R S L8535

oD ORI FRGEE T — 2% AREET D72 D MAC #% 5 Te, TSF 1%, FCS_RBG_EXT.112J:% RBG T/

RS AT ELE R VT AES-128 DI 5 AA — M 328613 128 B MR D | AES-256 DI 754

A=A T 25613 256 B MEOSTFREEL AL, FERMEATY —NIZIRAFT 5, F2,

FCS_RBG_EXT.1 (2 J:Zo RBG TA SNz ELEE VT, SHA-L DR B2 — el 4538581

160 Y MR D | SHA-256 DI 5 A — Al 9235513 256 B MRD | SHA-384 DI 5 A —R

T 28515 384 B RED MAC #2 ARk L, R MEATY —NIZPRAFT 5,

ARFIZBT2 TSF A2 27 = —Al%, FTP_ITC.1 8L FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

7 —R|THELS,

TSF 1%, AR —V 88 B LT, FCS_RBG_EXT.1 (2X% RBG TA RSN IZHLEZ AV T 256 £

VMDD AN — VA AR L RERMEATY —2 NIZRIET 5, ZHUE TOE O ON BT

FHSHL, AN — VA ELT 5720 I D,

ARBEAEIZE T2 TSE Ao 27 2 — R, L FICRTEBYTHS,

o TOE sXiE FE2E% D) [a] ki)

o BE NIV DB EET—RT, [V AT LR E=[EF 2V T AHE B NG R AN T — 2 DY)
IOt A4 34471 . TOE 4 )

FCS CKM_EXT.4/FCS_CKM.4
TSF 23O LLF OFEE, RNEELIR ST RITHEFES LD,
o JH{Z FHDIExTFrs:
TOE MR ON R 587~ RSA 813 TOE D EIRKT T8t L Cbi, AT —
Fizdh b7, TOE OFEJRWT TR L | EESILD,
ARFIEIZEIF5 TSE A2 27 2 — AL, L FIORT LBV ThHS,
« MFD D& OFF
o HEHD Y g #:
TLS R D UIWI SR, ARG L TR, DRI COAEIR A 5 ey MEEIZED
SEUELEC EEEXTHIEICIVEES LD, Fio, HRMEAT) — EiZdh D728, TOE O BT CHl
%%‘L\ eSS,
ARBEMRICBITS TSF Ao 27 2— A%, UL FITRTEBYTHA,
e FTP_ITC.1 XX FTP_TRP.1(a)/FTP_TRP.1(b) ™ TSF A %7 =—A|ZHEL TR 7= TLS (3
DY)
« MFD O] OFF
° xl\l/~/tfﬂﬁaﬁ%¥.
BERE DME NG B OAFEN T — 2 OHIHHE (Initialize Private Data / Data in Machine) #32170L7-
Rf, AR —H AN EAREEE LT L, AR —VBEO SR B Ch D AN — U [ g [FI R IS A
BgEE L THb L, FCS_RBG_EXT.1(2X5% RBG TARSNZELEL T 1 0] EEEXTHZEICI0A
FIND,
ARBNICTD TSF AL 27 =— A, L FITRTEBYTHD,
o BEANFILOREET—RT, [V AT LR E]>[EF 2V T A% E ]~ [0 A B AN T —F D
LI ORI b A 54T
o AR — g
TOE D ON FFIZAR — U HI DL BLSN 2 AR — VL TOE OFERMr CAER gkl L
THoh, FERMEAE) — L2528, TOE OERK CHIEL ., lEESN D,
ARBEMRICBITS TSF Ao 27 2— A%, L FICRTEBYTHA,
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o MFD ®EJH OFF

FCS_COP.1(a)

TSF (%, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (ZHIT DB T —H 5L DT=01Z,
FCS_CKM.1(b)IZXkW AR L7 128 By MEF721E 256 £ ME DR Z-4tL FIPS PUB 197 (2 HELd-2
AES 557 /LU X% NIST SP 800-38A |ZHEHLY % CBC “E—N, £721% NIST SP 800-38D [ZHEHL 3
% GCM E—RTENET HZLIZLVE T — XD 5L L OME 54179,

ARFEAEIZBIT 2 TSF A2 %7 = —Al%, FTP_ITC.1 3L FTP_TRP.1(a)/FTP_TRP.1(b) @ TSF A%
T —RAZHELD,

FCS_COP.1(b)
TSF 1%, B4 ARBI B4 MEEIZIW T, FIPS PUB 186-4 (ZH & &+17- Digital Signature Standard
il RSA T VX NVEL T LAY R L (1DSA) FIoikE M et 7 o2V B4 7 /LT XA (ECDSA)
HERT 5, LT, &7 VAR LD BAR 72N T 28~ 5,
TOE O#graE Bl EAERIZ K DREFAE U IT 2B A A RKIZHU T, FCS_CKM.1(a) (ZXDAERES
722048 £ RSA #E, BX U rDSA 245,
FPT_TUD _EXT.1(2L57 > 77 —MRREIZIWTHEE 2 2048 £ hod IDSA % 55,
FTP_ITC.1 (kD — R —GERHEMFEICH T IDSA F7-21k ECDSA 2 4%, 20 L&d IDSA O
BT 2048 £7-1% 3072 £ b, ECDSA DO#t K% 256, 384, £7-1% 521 £ THD,
ARFZEE TS TSF A2 %7 = —RA%, DL IS RT LBV THS,
o TOE Di#maE A EERL:

« TOE RENEFEZ DA E)

e Web _X—UT, [ AT ARE]-[EF 2V T 4R E] > FEFEOE B - M st I FH O E ]Ik

W, [FERZ 5T
o B{E SV OBREE—RT, [VAT LR E]>[EF 2V T % E— [N EH L AN T — 5D
WU BRI b A 54T

o — N —FEH ARG

o FTP_ITC.1 ® TSF A 47 =—AIZHEL D
o 77T —MRFE:

o FPT_TUD_EXT.1 ® TSF A2 47 = —A|THEL D

FCS RBG_EXT.1

TSF /%, DRBG &L ES OIS #L7Z RBG 5 Lp, DRBG 11, 384 B b= b — & RO ELEK
2 —NR (Entropy Input) Z42 2425 NIST SP 800-90A Ziii7=¢ CTR_DRBG (AES-256) Tih5, Zh
18 RE% (derivation function) Zf# i L72V» CTR_DRBG THY ., > —KiE (nonce %) (34i#
FL7Z20, ES 1L, HEDAN—RY =27 =20 /A X% 5 L B AEBIFE DRI THY . DRBG IZA )T 5
384 v b bt —E RO R — R 24T 5,

TSF 1%, ES 1T U CRLEUVAE BE R B LOVELEGHE A H L A2 # 0 IRIATHZE T 384 B L Ed = bk
—HEZ, TNEIIC 3B By D e —EFF ORI — RE AR TS, A DRBG ICH-25
QI REE 2 AN 11 b BT I g SN

AR5 TSF A #7 =—AX, FCS_CKM.1(a) B3LFCS CKM.1(b) ® TSF A2 X7 =—A
WZHEL D,

7.3 FIHE T — 2R
AETIZEIC, 6.2.3 HiDME FDP BRI 28 R iR 92,

FDP_ACC.1/FDP_ACF.1
TSF 13, FIHE T —F BLOMME T — 2 DBRIE~DOT 7 B Al ZAT,
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FRFET =2 ~OT 7t 2% F@HERAESNIZE BE (U ADMIN) BLOFIHE T —ZIM R 587

HEHEERELU TSI LNIFI A 0T A4 L — BT iR RES R DO AR RI 528

T, FIHE T —Z~DOEEIZ DOV, Table 6.3 3L Table 6.4 (ZJESWFIHEABL O a7 4 —

T ZE LT 7R E BB ANELL T OBV ER T 5,

o Va7 H AT HILIT BRIV EIIT TV A —RTA =2 L il B ES - R A 18
xRS,

o VLA —RTAN—JD TOE \ZEVIAENT-LET —H &30, sk, Fl, E-3HIBRT 52801,
FEE | FATT VA —RIAN =2 H U FIHE ZRE RS20,

o I —BIUPAF Y UNIBWT, FiHRAATL TR T — 2R EIImE T DI 81T, FFROHAiA
A FATUT R ZBRE FFr&heuy,

o RX o AU N7 7 AU THERE CIRTF LT T — X & FHEMET D2 813, BHE | F137 — X2 R1FLIH
I ZBRE, FFEh7Ruy,

o MOFIHEZE D a7 Z W ILIFIBRT DI, FEEZIRE, FFEni2,

o TOE NDOVa7 #h BT HZ ik, WHEZE 0 TSR,

D.USER.DOC 77 AHIHNZEI$ 25 TSF A2 7 =—A[X, Table 7.3 |2~ 9 L0 THD,

Table 7.3: D.USER.DOC 77 & AHl#EIZBE 45 TSF A H 7 =—A

BERE e A FT7=—X
Print (V1) | Create o 7747 L NPCONLHIRIT 2 SLEAIRINL | TV H—RTA /3 — DX E B i
HFEIE FEAT

Read o #/E XL T, [RF2 A N7 7 AV 7 BCreate B EIC VA — VRS LTz
T ANV EEIRL, FIAE ST

o BE/ SF LT, [RF2 A N7 7 AU )0 B Create i EIZ LD — VRS-
TrANVEEIRL | [BG AR T D15 AT

o B{E/ SFIL T, [RF2 A N7 7 AU )0 BCreate i EIZ LD — VRS
TrANETRL, [REEE B L CHIRT 5]2 31T

o FECERERICEIRIAZ FE1 T

Modify o 2 /E/ SRV T [RF 2 A N7 7 AU 7D BCreatelEIZ LR — /L RS

T ANVERIRL, [RELZE L L CHIRT 210 bt x FAT

Delete o #a/E/ SRV T [FFa A N7 7 AV 7T BCreate it EIZ LR — /L RS
T AR, [HIFR]ZFAT

o BE KV T, [RF2 AR 7 AV 7T BCreate i EIZ LR — LR &Sz
T ANERIRL, FIRI#ICT — 22 HI bR 2% &2 A 2N U CHIRIZ 94T

o Createfft{E2FT12 B /E/ SRV DR EET—R T, [ AT ARE]~>[EF=V
TARTE [T —2HEERE] =[R2 A NI 7 AV 7T —HEE]OIEE
ZFAT (RLALE B O A E vl

Scan (A% ) | Create o MFDD A% ¥ —a =y MNIEfZ 2y LT #1E LT, [ 7 L AF
FUPLT L E 2—% T (LLT, AE{ELCreate i /ESC1EFE5)

e MFDDAF ¥ —=2 =y MZJfE% &Y L, [E-Mail], £7=Z[FTP/Desktop]
MHTVE 2—%FT (LT A4 Createtf/ESc2LFE.5)

e MFDD A ¥ —2 =y MR EZ Ty LT, #fE XL T, [ 7 L AF
¥ 1. [E-Mail], E7-IX[FTP/Desktop] D> AN+ & FAT (LA T, AfE%
Createf#/ESc3-IT-.53)

Read P Createf{EScl, F7-IICreatefft{ESc2%F1T

Modify o Createf{ESc2# F1 714, 7L E o —@HM Ot % HAT

Delete f» Createfi:{£Scl, £7/=iXCreatet{ESc2% 1T . [FLAD A LB 7], 21T
Vv NE3ELT

o Createff2/EScl, F7-13Createfit{ESc24 T4, [ — LM AR X 249

o Createff{EScl, F£7ziLCreateff{ESc24 31T . E— N REHNOLE—RZY])

V2D
o Createfft/ESC3% T4 . #AE/ SHL T, [V, EE[F A AT 1R %
FAT
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PERE

#BRAE

AHT—A

Ay T T, BRIE/ SHC, [P R DA T — 1 [ PRV
DY a7V PoAK v FATTHERS VY27 % L HIBR

Copy (=t—)

Create

e MFDD A% ¥ —a =y MIFRZ Ty LT, #8E SRV T, [T Lar
=BT L =% LT (LLT ., AEIEZ Create{ECLEFES)

e MFDDAX ¥ —2 =y MNZJFEfRZ Y LT, B/E SRV T, [ =]
LE2—ZFT (LAT ., AEEZCreatefif{EC2LIES)

e MEDD A% ¥ — =y MIEfEZ Y LT BE XL T, [ 7 bar
—]. FE[EE =1 0ae —%2 T (LAT . AEEACreatef{EC3LFES)

Read

o Createf2{EC1. F7-IXCreatefft/EC2% 31T
o FEEAMER I —2 LT
o Createfi{EC3% 31T

Modify

o Createfi{/EC2% FE1 T . 7L B a—H AN DREL FIT

Delete

e Createff2/EC1, F7z1dCreatet{EC2%4 T4, [FEADA LB T, [REL
BT R AT AAR LT, FIX VY NEELT

e Createf§2/EC1, F7zI1dCreatete{EC2%4 T4, [ — LM R ¥ A7

o ;Qreate%%f/ﬁCl\ F7-lXCreatefft/FC22FATH: . E—FRRENOE—RZLIY
2D

o Createf/EC3% 24714 ., #E/ XL T, VBN, Foid[=t—F 1L]&F1T
o I — AT B LT[R IR], 3P a 7 R~ [V M-
[PHRUFEATH O a7 | bat’—FTTERS NIV a 7 2 ILHIFR

Storage /

retrieval (F~17/
Bl F=
AT AV

Create

e MEDDAX ¥ —2=v NI FfaZ Y LT, #fE ST, [T LAF
Y [RIRIT SAZRAE] [AF v ARTE], I [RF 2 A N7 7 AV 7]
—[ARIEARN —VIAF v AARIET DO AF Y AR FE FAT

o 77 AV TEREZONICREL T, abt’—, T AT Y 25T

7)

Read

o BREXRIL T, [F¥ 2 A N7 7 AV T BCreate E CIRTFSITZ T 7 AV
ZIERINL, [5<HIRI, EE[EEE LB L CRIRIF 2] bR Z 51T

o BRE XL T, [F¥ 2 A N7 7 AV T BCreate/E CIRTFSILTZ T 7 AV
IR, [15(5 T D))0OEE &2 T

Modify

o BRVE/ XL T, [FX 2 A N7 7 AU 7)) BCreatef/E CIRTFS L= T 74V
IR, [(REZZEFLCEIRIT 21Ot 23T

o BRVEXRIL T, [F¥ 2 A N7 7 AV T BCreate i/ E CIRFSITZ T 7 AV
BRI, [155 TD)DOimEA T T

Delete

o BRVE/ XL T, [FX 2 A N7 7 AV T BCreatef/E CIRTFS L= T 7 AV
R L, [HIBR]1Z 34T

o WebX—C, [Z7A/VARIE] 2[R 2 A 7 7 AV 7 ) B Create i E TR
FEINT=7 7 AV EEIRL, [HIBR]Z 3T

o BREX LT, [F¥ 2 A N7 7 AV T BCreate i E CIRFSITZ T 7 AV
R L, FIf& 12T — 2 & HIBR T 2% B2 A N U CHIRA 5597

o BE NIV DR ET—RT, [VAT LEKE > [EF VT AR El [T — X
ERE[RX 2 A NI 7 AV 7T — 2B OEEE AT FLAAEEE
F DI HE)

D.USER.JOB 77 & AN EE % TSF A2 47 = —A%, Table 7.4 |TR$ LBV THS,

Table

7.4: D.USER.JOB 7 7 L AHlHIZ B9 % TSF A2 # 7 =— X

PERE

#BRAE

AH T —A

Print (7"U>/1)

Create

o 7747 L IPCOBEIT X EZTIRL , 7V H—RTA /N — D% E B H A
SHIRASEATIZ , B E SRV T [RX 2 A N 7 AV P10 T AT 2 ’PC
ODEIRFEIT TR RSN AV ERINL | B & FEAT

Read

FBRIE ST, [P R [ Ve N [ TR T P 0 Va7 [a il

Modify

N/A

Delete

o BVE SOV, [FIRIFR IR], E2E [ a7 R = [V N[ TR TR O
TaZirbCreate i E CIES Iz Va7 2 IEIHIFR
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BEnE BE (A FT7=—R
Scan (%) | Create f MFDD A v ) —a =y MIJRFEZ Y LT, #81E/ SRV T, [ 7V AF
¥, [E-Mail], F7=1X[FTP/Desktop]/ H A% & FHA T
Read |o f#/E/ Sk LT, [PaZ W] -[ZF v T —]= [ THRIET O a7 28R
Modify |N/A
Delete [+ 2/ LT, [Va7 K]~ [AF v T — = [FRIFET RO a7 105
Createf/E CIERS V=T a7 2 IR
Copy (=t™—) | Create e MFDD A v —a2 =y MIFRAZ Y LT, #1E SRV T, [T rae
—]. FoiE[mE—]bae —& LT
Read | #{E XL T, [PaZ K]V N[ TRIBATHO Va7 %8R
Modify [N/A
Delete o =" — 25219742 | JFRREAIAS HFUZHEYE SRV T, [V BV, oid[me—rH
B34 T

o BB LT [FIRIH IR], Fd [P a7 IR = [V M= [ TR E TR o

Va7 bCreate B E TR Sz a7 2 L /HIER
Storage / Create |(fRfFYa7)
retrieval (PRA7/ e MEDDAX ¥ —a2 =y MR 2y LT, #81E SRV T, [T L AF
I L ARMEIF S A AMRAF], A ARTE] FE [N 2 R T 7 AU 7]
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AES Advanced Encryption Standard
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CcC Common Criteria
CM Configuration Management
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W E#%
ES Entropy Source
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
IP Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
oS Operating System
PC Personal Computer
PP Protection Profile
PS PostScript
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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