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* 3-1 FIREDEE

B EH
— A FRFRRE S NV RIHF C, BEEEF R ORI
A User who has been identified and authenticated and does
Normal User not have an administrative role
Egiisa FRFRRE S NV RIHFE C, EEEER AR ORN R
A User who has been identified and authenticated and has an
Administrator administrative role
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Data created by and for Users that do not affect
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Data created by and for the TOE that might
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #If&H v a7 R OXEF T CEWE Y 3 72T 51
T4 fin
User Job Data Information related to a User’s Document or
Document Processing Job
* 34 REEETSF 7—42)
B Xl EE
D.TSF.PROT | A7 TSF | 7 — X OFrAFH CHEHERETL ZR2WAHFIC
T—H EAHEANTOE DExa T 4 ICEEL KIF
Protected TSF | 47206 LWy, BBITHFATE S TSF 7 —
Data A
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | fi#%®D TSF 7— | 7 — X OFrAEHE THEHEREITH 2 WFIHAEIC
4 LDBBELIIUSANTOE DX 2V T 112
Confidential WA RIET N LW TSF 57— #
TSF Data TSF Data for which either disclosure or

alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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T.UNAUTHORIZED_ACCESS
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NOFHEXLET —2~7 72 (8, WE. £
TZIXHIER) . FEFHEY a 77— 2 2 A E (K
EETITHIRR) 72006 Ly,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WEH L, TOE DA > %7 =— A %@ LT, TOE
WD TSF 7 —ZIZARIET 7 8235008 Liv/e
AN

An attacker may gain Unauthorized Access to
TSF Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOE OBEAENFF A S 7-854A . TSF ORE(EHhIC
LoT, EX=2 VT OBEKEGIESEZ TN LA
720N,

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEHIL, TOEIZRERY 7 Ny =T %A A
=350 Ly,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEFEIX, Xy NV—J@EEE=F LIV EIEL
VT HZ LT, BERFOT—XIIT7EALE
V. TOEDtFx=V7 42k L0328
LivZan,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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Users must be authorized before performing
Document Processing and administrative
functions.

P.AUDIT

X2 UT4BET 7T 0 ET I3 ESRTR
ERod, FL0LHRT 7 v aron JidhiE
S, SN IT =7 ¢ 7 ¢ ~FE ST iE7e
SRANAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE I%. LAN EOflidT A 2 L B H Z#ITE
RITIUTZR B IR0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOE BFIH#ECET — & £ 7213 E D TSF 57—
Z BN HA AT RE 7R N RME A b L — U T N TR
#3556, TOEIZZNLDT /A A LDi%Y
TS bTHI L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

P& CGET — % £7213M% O TSF 7 — & OB
SRHFTRE R ARFERNEA R L — D D7D O DA
RIS DL D7, PO, ¥7~27, il
B, FTEOMDE HWDLEIT, RIERT 7 X
MORESNRIT TR BV, 2 DOZEDA L —
TN A RIRFSNTIT R B 2R,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.
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4.1 FRARVIREICERYT SETIREH
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A PHYSICAL TOE. XU TOE M RAFE IS 27 — & Offf
EICRE ST X2 U T 4 23, BREICK > TR
ke s Z &2 BET D,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

A.NETWORK EABREEIL, LAN A VX 7 2 —A~DHNRIN D D
EEzDT 72 A0 5 TOE #4325 2 L #BET
%o

The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOE EHHFE X, VA rOvX= Y T ¢ FeHTHE-
TTOE Z#EHTH L, BEHINLTWS,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS PP ESN=FIHEE, 1 botvx= U T 4 HEHC
W->TTOE Z#fEHT D L 2HFIHEI N TV D,
Authorized Users are trained to use the TOE
according to site security policies.
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« 7747 PC(Web 77 7+) : HTTP over TLS
I T N PC(TY % KF AN : IPP over TLS
« LAY — X — : syslog over TLS

« A—LH—,3— : SMTP over TLS

« FTP #—/3— : FTP over TLS
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« FFEY—,3— : LDAP over TLS
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