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No. | ARIKDYZhY =T D4 FR N—Var IS

1 CTL System 1.04 DODM5550F
2 Printer 1.00 DODMb5552C
3 IRIPS PS3PDF 1.00 DODM5554B
4 CheetahSystem 1.04 DODN1420F
5 appsite 3.06.20 DODN1441D
6 bleservice 1.00 DODN1433B
7 camelsl 1.00 DODN1452C
8 cispluginble 5.0.0 DODN1446A
9 cispluginkeystr 1.00.00 DODN1445A
10 cispluginnfc 1.00.00 DODN1444A
11 devicemanagemen 1.01.00 DODN1455D
12 ecoinfo 1.00 DODN1432B
13 faxinfo 1.00 DODN1430B
14 helpservice 1.00 DODN1449B
15 iccd 1.01.00 DODN1443A
16 introductionset 1.00 DODN1448B
17 iwnnimelanguage 2.16.2 DOEO01433
18 iwnnimelanguage 2.16.2 DOE01431
19 iwnnimelanguage 2.16.2 DOE01432
20 iwnnimeml 2.16.204 DOEO01430C
21 kerberos 1.0 DODN1451B
22 langswitcher 1.00 DODN1428B
23 mediaappappui 1.00 DODN1439C
24 mlpsmartdevicec 5.0.0 DODN1427A
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25 optimorurcmf 1.19 DOE01462C

26 programinfoserv 1.00 DODN1434C
27 remotesupport 1.00 DODN1453B
28 rsisetup 1.01.14 DODN1456D
29 simpleauth 1.00.00 DODN1426A
30 simpledirectcon 1.25 DODN1447

31 simpleprinter 1.00 DODN1435C
32 smartcopy 1.01 DODN1436D
33 smartdocumentbo 1.00 DODN1454C
34 smartfax 1.01 DODN1438C
35 smartprtstoredj 1.00 DODN1440C
36 smartscanner 1.01 DODN1437D
37 smartscannerex 3.00 DODN1450C
38 stopwidget 1.00 DODN1431B
39 tonerstate 1.00 DODN1429B
40 traywidget 1.00 DODN1442B
41 Engine 1.04:06 DODM5500D
No. | #AE SRV DY T NI =T DY TRy =T 4 | R—Var IS

42 | Firmware 1.04 DODN1420F
43 | Keymicon 1.08 FRIRL

44 | Application Site 3.06.20 DODN1441D
45 | Bluetooth Authentication Plugin 5.0.0 DODN1446A
46 | BluetoothService 1.00 DODN1433B
47 | Change Languages 1.00 DODN1428B
48 | Cloud Settings 1.01.14 DODN1456D
49 | Copy 1.01 DODN1436D
50 | DeviceManagementService 1.01.00 DODN1455D
51 | Direct Connection 1.25 DODN1447
52 | Document Server 1.00 DODN1454C
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No. [ BIESFADY TN =T DY T NI 2 T4 | R"—=Var IS

53 | Eco-friendly 1.00 DODN1432B
54 | Fax 1.01 DODN1438C
55 | Fax RX File 1.00 DODN1430B
56 | GraphicData 0.10 DXXXXXXX
57 | ICCardDispatcher 1.01.00 DODN1443A
58 | Installation Settings 1.00 DODN1448B
59 | iWnn IME 2.16.204 DOE01430C
60 | iWnn IME Korean Pack 2.16.2 DOE01433
61 | iwnn IME Simplified Chinese Pack 2.16.2 DOE01431
62 | iWnn IME Traditional Chinese Pack 2.16.2 DOE01432
63 | KerberosService 1.0 DODN1451B
64 | LegacyUlData 0.24 DXXXXXXX
65 | Print/Scan (Memory Storage Device) 1.00 DODN1439C
66 | Printer 1.00 DODN1435C
67 | PrograminfoService 1.00 DODN1434C
68 | Proximity Card Reader Support Plugin 1.00.00 DODN1445A
69 | Quick Card Authentication Config. 1.00.00 DODN1426A
70 | Quick Print Release 1.00 DODN1440C
71 | Remote Panel Operation 1.00 DODN1452C
72 | RemoteConnect Support 1.1.9 DOE01462C
73 | RemoteSupportService 1.00 DODN1453B
74 | RicohScanGUIService 3.00 DODN1450C
75 | Scanner 1.01 DODN1437D
76 | Smart Device Connector 5.0.0 DODN1427A
77 | Standard IC Card Plugin 1.00.00 DODN1444A
78 | Stop 1.00 DODN1431B
79 | Supply Information 1.00 DODN1429B
80 | Support Settings 1.00 DODN1449B
81 | Tray/Remaining Paper 1.00 DODN1442B
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TOE §FAfi T L7 TOE LSO N—RT =71V 7 7 =7 % LA PSR,
7747~ PC
- OS:Windows 10, } T Windows 11
- Y H—RZFA,3—:PCL6 Driver 1.1.0.0
- 77JARZA,3—: LAN Fax Driver 13.1.0.0
- Web 777 Microsoft Edge 107
- A=)L77A47 >k Thunderbird 102.6.0
SMB #—/3—: Windows 10
FTP #—/3—: Windows 10(11S10) »~X—"=> V10.0.19041.804
Linux (Ubuntu 20.04) vsftpd 3.0.3
A= —,3—: Windows 10 P-Mail Server Manager version 1.91
syslog #—~3—: Linux (Ubuntu 20.04) rsyslogd 8.2001.0

1.4 TOE gdik
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TOE I%, % 1D MFP flft b 3 4 L3 5L 6 DIAX L ADDIRD, MFP 8lih1T, £ 3 1TRT/N—
Tar(E-1.00)&H K35V 7 vy = 7 a4 LI S S G T b,

MFP A{RIIFL 6375 23R & ~ Bl 75,

TTA L APTACK AT O [FEFERR-1], BRM [T O [SEFERR-2] . S QY7 27 R sk 7] L O [555E IR -3]
IBWNTNINDT AL L AD Yy Maefithf 5, AKX AL MFP ARIZFEIINL CTRAAF9 580 & Web 12T
BefT 2000 H5,

LU FICRER DA G o R ~EAT 2,

Copyright (c) 2024 RICOH COMPANY, LTD. All rights reserved.



Page 14 of 82
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No.| MFP A f#& TAH A S
L MR —R N—Tay

1 | IM 370F DODM-17 E-1.00 [SeREhR-1] SPDF % FEHERSH
2 | IM 370F DODM-28 E-1.00 [FERERR-2] SPDF 7 I UEFEH
3 | IM 370F DODM-29 E-1.00 [5ERERR-3] SPDF % FEHERSH
4 | IM 460F DODN-17 E-1.00 [FEFERR-1] SPDF 7 I HEFEH
5 | IM 460F DODN-27 E-1.00 [eREhR-2] SPDF % FEHERLH
6 | IM 460F DODN-29 E-1.00 [Fe5ERR-3] SPDF 7 I AEREH

[SEFEIR-1]. [PEREMR-2] KON [BERERR-B| DA X 2 Aty MDA L 2 ASCE | BB AL K OEATT7
bk 4. % 5 KUK 6117,

£ A4 [EEWR-1DOHA F o AE

No. | i TAH L AR5 T BAHTEER | BEAS A
1 | DOE3-7546 Safe Use of This Machine - S5 LRI
2 DODM-7311 Safety Information PDF Web FiifF
3 DODM7314 User Guide IM 370/370F/460F/460FTL HTML Web Bcff
4 DOE37534 Security Reference HTML Web
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TOE OF|HMERZ 5 % . O.AUTHORIZATION (20 TOE |3F| 3 OB FRREEZ ER L, £X =2V T 4K
UL —IZHE>C TOE I HFF AN Je 72 - TR 258FES LD, O.PROTECT_DATA_ALT (2XV TOE 1%
TSF RiET — 2B r A 2 —F—LEb 70 E | HHWIE, T A 2 —HF =L FH > TODNRZED
TSF (i T — X ~DT 7B AMEREL 120N E L L > TR ESNDIEND, 1i#T 5,

INBOR R T EHZEY, TPROTECT_DATA_ALT IZxHHTT&ES,

T.CONFIDENTIAL_DATA_DIS

T.CONFIDENTIAL_DATA_DIS %, O.CONFIDENTIAL_DATA_DIS, O.AUTHORIZATION,
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Bt A RFET 5,

ZOXE S EHT LY, P.FAX ZIESFTED,

P.ENCRYPTION
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O.DOCUMENT_DATA_DIS X&F —& DB~
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FTP_ITC.1 X O.JOB_ALT %39 5 EH SFR Thd,

(3) FMT_MSA.1
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FMT_SMR.1 (X5, FF Al SR HE O EIZHERET 5,

FMT_SMR.1 X OJOB_ALT D Ef% X35 SFR TH D,
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FMT_SMF.1 (% O.PROTECT_DATA ALT DiEpk% X135 SFR ThHo,

FMT_SMR.1
FMT_SMR.1 (ZX> T, #F Al SR HHE O EIZ R T2,

FMT_SMR.1 (X O.PROTECT_DATA_ALT DiEk% X145 SFR TH 5D,
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FTP_ITC.1 {2k~ C, TOE 7% LAN f&H T2 3% TSF (Rl 7 — 2 13ff#Sh s,

FTP_ITC.1 % O.PROTECT_DATA_ALT %i£kk4 % L2 72 SFR ThHD,
FMT_MOF.1

FMT_MOF.1 25~ T, MFP BHELE O LX) T AHEREDE AT THZ LN TED,
FMT_MOF.1 /% O.PROTECT DATA_ALT %R % 1% 7% SFR Th 5D,
FMT_MSA.1

FMT_MSA.L 2L~ T, X 2UT7 1 BIEOE BLZ R E ORI HE T2 ICHIBR T2,
FMT_MSA.1 /% O.PROTECT DATA_ALT %R % L% 7% SFR Th 5D,

FIA_UID.1
FIA_UID.1 [ZE- T, #8{E X3V E 2132 NI —27 LD ATk PC 735 TOE #FHLEHET 5
FAAT 5,

FIA UID.1 1% O.PROTECT DATA_ALT D ERk%E X5 SFR Tho,
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INHOEX )T AR A K952 LT O.PROTECT _DATA ALT 23EHTx5,

O.CONFIDENTIAL_DATA DIS TSF %75 —& DB RIx#E
O.CONFIDENTIAL_DATA_DIS 1%, TSF flE T —#Bar A a—WF —R &bz, HHNOE, v
A2 =P —Z1TH > TNDNED TSF BT — X ~DT 7 v AMERE L T2/ W E L K-> TRl RaSh A2 L
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SFR % i 2 M EN B D,
(1) FMT_MTD.1(a), FMT_MTD.1(b)
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HD,
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FMT_SMF.112&o T, X 2V T A HRBICKRIL C B0 BREERE 2 FEHE 35,
FMT_SMF.1 {Z O.CONFIDENTIAL_DATA_DIS DiEk% 4% 3% SFR Th 5,
(3) FMT_SMR.1
FMT_SMR.1 (Z&o T, FF Al SR AE D& B 4R 5,
FMT_SMR.1 (% O.CONFIDENTIAL_DATA_DIS D&% X145 SFR TH 5D,

(4) FTP_ITC.1
FTP_ITC.1 {255 C, TOE 78 LAN fRHICiEZ159% TSF flsE 7 — 2573 5,
FTP_ITC.1 i O.CONFIDENTIAL_DATA DIS %34 %5 E %7 SFR Thd,

(5) FIA_UID.1

FIA_UID.1 (2L~ T, #E SV 2130 N —27 LD 7T ATk PC 735 TOE ZFIfLEHY 15
BT 5,
FIA_UID.1 X O.CONFIDENTIAL_DATA DIS O Ek% 4% 5 SFR ThHD,

(6) FAU_SAR.1, FAU_SAR.2
FAU_SAR.1 |Z&-> T, MFP EELE D GE CE A CE AR 2§ A HE 519121, FAU_SAR.2
\Z&Eo T MFP BEE DA NEE 0/ 25t A T2 528 195,

FAU_SAR.1 % O FAU_SAR.2 |3 O.CONFIDENTIAL_DATA_DIS # &5k % =572 SFR Thd,
INHOEX 2T AHEREE 4 F2hE 952 LT O.CONFIDENTIAL_DATA_DIS # %8 C& %,

O.CONFIDENTIAL_DATA ALT TSF BE T —F DU ER#E
O.CONFIDENTIAL_DATA_ALT (%, TSF il 7 —#Ru s A a—F =R &b 7200 HDHNOIE, v
A2 =P =L T > TNWDBNZED TSF BT — X ~DT 7B AMERE L7 0H L Lo TESNLZE
25, TOE MME#ET DX 2T AR R G THDH, ZOEX 2T 4R R G2 FEBT D121, Treo
SFR &%t 2L EE013 5,
(1) FMT_MTD.1(a)
FMT_MTD.1()iZk~> T, TSF B 7 —Z DEE% | 31 Al SHVTRIHE O R THITR T2,
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FMT_SMF.1 i% O.CONFIDENTIAL_DATA_ALT DiERk% X7 5 SFR TH5H,

FMT_SMR.1
FMT_SMR.1 (X5, FF Al SR HE O EIZHERET 5,

FMT_SMR.1 |+ O.CONFIDENTIAL_DATA_ALT D% X+ % SFR Thd,

FTP_ITC.1

FTP_ITC.1 IZ&~> T, TOE %% LAN #H TiE5AE 95 TSF B 7 — 2 & i35,
FTP_ITC.1 (% O.CONFIDENTIAL_DATA_ALT %k 5E% 7 SFR Thd,
FIA_UID.1
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HEMAIT B,
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FAU_STG.1
FAU_STG.1 ([C ko TR/ 2SN SIR#ET S,

FAU STG.1 /X O.CONFIDENTIAL_DATA ALT %% %72 SFR Th5,

ZNHDEFX 2T HERE S A FE i § 52 LT O.CONFIDENTIAL_DATA_ALT %38 T&%,

O.AUTHORIZATION FIAZEOBRBISLE
o AUTHORIZATION %, TOE 25F & Ok BRI EA ER L . X2 UT 4RI —IZHE-> T TOE R A

(ZHE 72> TR DRERESN DL RAET D 20 T4 R $H Th D, ZDF 2T A %K T4

%fﬁff%ﬁ X, TEeD SFR #E i 2 LENRH D,

(1)

)

©)

(4)

()

FIA_UID.1, FIA_UAU.1
FIA_UID.1 & FIA UAU.L 2o T, 81E SRV ER IRy NI —2 LD 254 Tk PC i TOE 7]
LI ET 28 TR LT, #RBIRRREDM ThiD,

FIA_UID.1 }2 ' FIA_UAU.1 /X O.AUTHORIZATION % 3ER§ 9% 87 SFR TH 5,

FIA_USB.1
FIA_USB.1 IZ&oC, BX 2T s @MEA  BIRRREIC A LT R 12t U CREA T 2,

FIA_USB.1 I3 O.AUTHORIZATION %39 % £ %7 SFR Thd,

FIA_ATD.1
FIA_ATD.L 12X T, #kBIGRRERTIC, TOE IZBERS =& FIHE OF 2V 7 1 BEA R T2,

FIA_ATD.1 |3 O.AUTHORIZATION Ok 4835 SFR ThHD,
FIA_UAU.7

FIA_LUAU.7 IZEo T ¥I—LFEFRAT A — R w7 LLTRRTHIET, 7 A2/ AU —R DB
REBGIET 5,

FIA_UAU.7 | O.AUTHORIZATION D% %145 SFR TH D,

FIA SOS.1

FIA_SOS.1 (k> T, MFP EHENRET D/ SAT =R D B R E 27T 8 DI/ S AT —R D
B AT AT AL Tas AL AT — RO & R 235,
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FIA_SOS.1 (% O.AUTHORIZATION D% X3 % SFR Th o,

(6) FIA_AFL.1
FIA AFL.1 |2&->C, BBFERME — ERIEHR KL= F & 2 LT, —ERH TOE ~D7 71 A
EEFRILARY,

FIA_AFL.1 !X O.AUTHORIZATION Dk % 4% 95 SFR ThHod,

(7) FTA_SSL.3
FTA SSL.312k~>C, FIAHE DEALHIENS MFP EHLE O & L7 ERGE #% . A —haZ 7ok,
0 g A NRREE IR T D, Lo TRIHB OB  ar WEBEN, T 7T 47 FF0vr a3k T8
N5,
FTA_SSL.3 /X O.AUTHORIZATION ?DjEk% X% 9% SFR ThHD,

ZINHDOEF 2T AR REE A E ¢ 52T O.AUTHORIZATION ZFEBL Tx5,

O.FAX TOE ICXBNEA L 57 = — R BB
O.FAX I%, TOE N&EFE I COT7 77 AEREZ TR UL 512H 720, TOE 2N EFE I LAN OB D5y HfEs
RAET D EX 2T ARIR T EHTHD, ZOEF 2V T 4 %R T A EBLTHIIX, Tt SFR 2 FHi7 5
VERHD,
(1) FDP_FXS_EXP.1
FDP_FXS_EXP.1 2k~ T, 777 AT mbav i WRIE 7 — 2 DG £33 G5 E2RE 777
AA BT = — AR OBEEEEIE T2,
FDP_FXS_EXP.1 i O.FAX %K § 5 EH 72 SFR Thod,
ZOuF 2T R RE 2 Ei 3228 T O.FAX 2B TE 5,

O.VALIDATION U ANTEYE 5
O.VALIDATION iZ, TOE ¥ TSF OFEfTa—R% H BRI T2 DO FEA R 2 X2V T %R
Tt ThD, 20XV T AR ITEERR T HITIE, TRO SFR Z2F ki § 24 H D DD,

(1) FPT_TST_EXP.1
FPT_TST_EXP.1 IZ&o T, TSF O FEITA—R OB EMEET D721, PR ENRE (K& OVE R
AB) 2, BT AND A — e F2TT 5,

FPT_TST_EXP.1 % O.VALIDATION %k 45327 SFR Tho,
ZOEF VT AHERE A E 952 LT O.VALIDATION % F8LTE 5,

O.AUDIT R/ R

O.AUDIT /%, TOE 7% TOE O E&X a7 (BT 2 F L0/ 2 A n 7 LU CTIERL THERFL | HEfR%
BT NE L DBARO DI E N DIRE T HIEARAEL | FERRZL SFEDMGE CEL A CEARS
IS 202V T AR G # T D, ZOF )T AR A EB TSR, FRio SFR 2 E M
LENRDD,
(1) FAU_GEN.1, FAU_GEN.2
FAU_GEN.1 £ FAU_GEN.2 (2L~ T, BEE MR LT REFERLEENRLET REFLORE AT D
VLRI o St SYNS=IRK S S M
FAU_GEN.1 % TN FAU_GEN.2 % O.AUDIT %345 L %7 SFR Tho,
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)

)

(4)

Q)

(6)

FAU_STG.1
FAU_STG.1 IZL» TRy 2D DIR#ET D,

FAU_STG.1 /% O.AUDIT %k % E %/ SFR Th D,

FAU_STG.4

FAU_STG.4 ICR-oTEERERY O7 7 A VSR OIRIE CEA GO FEL R LTS E1E, Z AL
AB T Db I WEARZ ZHIRL, LW AR 25T 2,

FAU_STG.4 I% O.AUDIT DRk A X% SFR Th o,

FAU_SAR.1, FAU_SAR.2

FAU_SAR.1 |25~ T, MFP EELE D RGE CE LB CEEA R AR+ ¥ 21512, FAU_SAR.2
2L T, MFP BB LIS DB A 7 A i At 22 2R 11375,

FAU SAR.1 & T FAU_SAR.2 | O.AUDIT %395 £ %7 SFR Th 5,

FPT_STM.1

FPT_STM.1 ICEo TR CEDFALAZ L T 2R L | B 0 7 T A R AL LT BRI
[kt s S e

FPT_STM.1 % O.AUDIT O iERk% X145 SFR TH D,

FIA UID.1

FIA_UID.1 IZE>C, #{E SRV E 23R NI —2 LD 7T A4T 2k PC 35 TOE #FIHLISET D
FAAT 5,

FIA_UID.1 X O.AUDIT Ok E 3485 SFR ThD,

INHOBX 2T AR B A T 952 T O.AUDIT 2 FEHL TX3,

O.EMMC_ENCRYPTION eMMC K54k

O.EMMC_ENCRYPTION (. eMMC |2 EXiATe T — 2% 0 B+ B LA T B X 2T o 5k 78t
ThD, ZOEF2VT AR IT#2RILTHITIT, FRLO SFR 2% § 242 DD,

(1)

)

©)

FCS_CKM.1
FCS_CKM.1 ICko T, $5ESNI=T T Y RN T S84 R T 5,

FCS_CKM.1 (% O.EMMC_ENCRYPTION MDjEf§% X2 9% SFR Th b,
FCS_CKM.4

FCS_CKM.4 (Zk~> T, FBESNIZIFIEICHE > CRE S A HIFR 95,
FCS_CKM.4 {3 O.EMMC_ENCRYPTION DiEff% 29 % SFR Thb,

FCS_COP.1
FCS_COP.1 IZ&o T, HEESNIZT VTV X AEFERIZWEST, eMMC IZEZATe T — 22K 5L,
eMMC oat At ENET —FE1E 535,

FCS_COP.1 iZ O.EMMC_ENCRYPTION % 3£ 4% £ %72 SFR Thd,

INHDEF )T AHEREE A E i 952 LT O.EMMC_ENCRYPTION Z%EHLT&5,

6.3.3 (REMSH

TOE & 2 U T ABEREEF T OUWNT, A ST TOMRFEMED TG BAF 29 IR,
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TOE &%=V7 ¢ | ERSNKAFEN A ST @ SFR Fe j
BEREZEF:
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FIA_UID.1 FIA_UID.1
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
FAU_STG.4 FAU_STG.1 FAU_STG.1 OK
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
FCS_CKM.1 [FCS_CKM.2 #7=i% | FCS_COP.1 OK
FCS_COP.1] FCS_CKM.4
FCS_CKM.4
FCS_CKM.4 [FDP_ITC.1 F£7-1% FCS_CKM.1 OK
FDP_ITC.2 F7-1%
FCS_CKM.1]
FCS_COP.1 [FDP_ITC.1 F7-i% FCS_CKM.1 OK
FDP_ITC.2 ¥£7-i%
FCS_CKM.1]
FCS_CKM.4
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 OK
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 OK
FMT_MSA.3 FMT_MSA.3
FDP_FXS EXP.1 | 7L 7L OK
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 OK
FIA _ATD.1 7L 7L OK
FIA_SOS.1 oL 7L OK
FIA_UAU.1 FIA_UID.1 FIA_UID.1 OK
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 OK
FIA_UID.1 7L 7L OK
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 OK
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 OK
FMT_SMF.1 FMT_SMF.1

Copyright (c) 2024 RICOH COMPANY, LTD. All rights reserved.



6.3.4
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TOE tX=U7 ¢ | ERENIARGFMHE A ST @ SFR Fe B
HeREEE(:
FMT_MSA.1 [FDP_ACC.1 FDP_ACC.1 OK
F/ZIT FDP_IFC.1] FMT_SMR.1 L, Y —
FMT_SMR.1 FMT_SMF.1 MEFRRODZE B | 30K
FMT_SMF.1 T—HOAE
THHDOZTE  FIH
HoaT T —HD
BIECEN £ (Y
WA R T DA
BT+ — AN
LY AN QA IAY
¥, FMT_SMF.1
i, 2henE
HSRE TR E T
H5,
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 OK
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1(a) FMT_SMR.1 FMT_SMR.1 OK
FMT_SMF.1 FMT_SMF.1
FMT_MTD.1(b) FMT_SMR.1 FMT_SMR.1 OK
FMT_SMF.1 [/ UNR =/ % VA
AT —RDORWE
&M T 51
N e Y
oY S QYA
. FMT_SMF.1
(X Z O E ERE
IARETHD,
FMT_SMF.1 7L 7L OK
FMT_SMR.1 FIA_UID.1 FIA UID.1 OK
FPT_STM.1 2L 7L OK
FPT_TST EXP.1 | 7L 7L OK
FTA_SSL.3 L el OK
FTP_ITC.1 2L 7L OK

¥ 2T« REIEHIRHL

SERALFEARL ~LLL EOKRGE ) 2R S BB A T E L TH7R0y,

F7-. TOE

E~T,

FHEFOFHR(ADV_TDS. )i L 5L D IE Y P2 7R § DT+ T D, SHIZ, TSF ZalkEd
DUNISE T DI 72 EBEITIE B W ERE TN ER S, ZHUE A BIOFHl ORI S Th D, T72bh,
— W72 = — RN TR R BB RE ) 2 R D IEE DD DBEA~D I L(AVA_VAN.2) T4 Th o,
MR EaANEZ BT 5 &, A TOE (2T AFHIRAEL ~/UiX EAL2 3 Z Y THAD,
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7 TOE B+

7.1

AET, TOE BRITAEE X2V T AHEREEITR T, IDIC, BX 2T AHERE 1T 3 358 2V 7 (B4 RE
BT LITRT,

BT HRE

EEATHERE L, TOE OEEFRGZFIHE OMBIIG MM DT T-n s 2 EAn 7 LT eMMC IZREERL . 7T
BT 0 B A CE DB TR LT D EE TH D, Lk LI-EA e/ 1T, MFP BHEOALL T 1
—R, BIBROBAENTED, @G HSA LAY T E T D EE , B o 7 TR R O Hi fHIEED Z DO BERE
(ZETe, AT/ TR L T syslog V- — N—ITRFTHIEL TED,

FAU_GEN.1 (BB&ET—#4mR)

TOE (%, % 30 IR THEFEGRAERIC, £ 3L IRTEERSTHE%Z eMMC ([Z5LikT 5, BEAn/ H
Bizix, @/ HE HE e/ B R3b5, En/HE T, BEa/ 25ek T 5o & 0T 5T %A
T—HEBETHY, AR/ HEHBIX, £ 31 (ORTEERSTHE 25k T 2B EREAERFOLTLET D,
BRI R EROIL SEET v R EED LISV TT., BEETF ¥ 12N UBIE A TTOREED
RKHEFEL ., E ORI WIM, 74V —iK(E | CEIRFA—VIEE TV H—R T4 —nbZ 5 LT
LET —HDO—FHEFREH, 777 ARTA R —=PEZ F LT LET — X OER, LV syslog H&ikH 7%
BF B0, TNOLOEEDO RO T EZERRLLL TS,

# 30: BEEFEHRY X b

S

B AP RE D BR IR

B HERE DR T

EAns OX v m—R LR

a7 A AED T & IR

27T O BRA L fRER

#* 26 EHEEREDOLH

E = vl N Oy e E VLT g

WIM DiifE DAL

THINH —IRIE DI

SCEIRAS A— L %{F DR
TVH—=RIAN=INEZAE LI ET —Z D—RERAF K OEFE D LKL
T 7P ARTGA N =G LT LET — X OFFED IPY
syslog #inik DR

FAEY a7 7 —2OH| bk
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A FER

—WHRAFCET = TV ARG IE, T 7 7 AT IE | RAFHEIRISCE
R A MRy 7 ZCEDEIRIOBA M LA T

S

AxY T =3 TV ARELE T/ AZELEOF T a— RO

A AT LD LB AL EIE OB T

AF Y T —LEDTF NV —IREDORRMERET

T AEELEDT 7 I RERE OB LR T

—WFRAFSCET =2 AR YT EH V7V ARELE, 77/ AREX
FARLEEIRISCE, R 2 A MR w7 23O HI B

x 31: EEuJHBEDY X b

A/ IEaH Ao IHE ~DORTH | BAn/ 2iiek T 2R FESR
HEORMB AT | EREAEROTOE DY | +F 30 IR TETOEENLHS
=] AT WEFFOAE
FELOKT H AL FHHE T IO TOE D
& | A AT WEFEFOAE
% 5 DR W 5 S D1
T
A | VTV NMB | EBEEROR AR
TEH ot RHBORT A
a4,
AR AR ERORE(*)
ad AT WEF—XOHIR X —BHREET TV RARELE. T
va—R Ty RAEG . | VAZELE., RFEIRISCE, X2 A MRy
SCERMA—NVEE- T | ZATEDER
FANE—EEHIER R | s xFyf—E Ty RARELE, TR
MEVa7 7 =20l | 2oy n—FR
1A (FIREY a7 7 =50 | g — B SCBIRG A— L %07
I gl N ZEHR . _
% " TP IR E L EDT 7 I A
H —BRHRFLET — X ARy —E, 77
AL E, 777 A% G CE . R SC
. RF ARy ZALEOHIR
FU#H V27 F— SO
ny Ay a—H— R 2 5 2 i o e 2 T A DRI E SR
v <onsAra—P—4
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A n/IaH MO/ THEH ~OREM | MEn/ itk 2EAES
L WIESE IP TRL A “WIM DiE{E DAL

T X NVH —EEDIIL

TV —RTAN—NEZF L ET —F
D—RERAT B OB FE D KX

T IARTGAN=OZAG LI ET — 42D
LD KL

-syslog #25D IR

SCERMA—VEERE | - SCEIRM A=V EE DB
DFEHA— LT R A

Yy T7UMBMEM | oy 2T UNRMRED Y | cmy T U ROBRMG LIERRR
il T MERRZ S DT
DO

By TUNGRE | ey TUNIAIAED | vy T UNOBMG LR R
Ry Ay a—F—4

2y 7T MERRX oy 77 MERRLTZF A= AN -k ha A4S
= HAFEoars 42— —
4

(*1): I FEINIRE TGRS D, A FLNCET —ZOHIBR I OHEIEL. O HTERT 5,
LT OBEES T, KLk 2,
-WIM D381z D KL
< T ANV — I D IRPL
TV —=RIAN—=INOZAZ LT L E T —F DO— R RAF I OGO K
cTFYARTAIN=DZAG LT SET — 2 DOEFE D I
-syslog #iR 5D IR
SCEIRAF A=V EEE D Sk

FAU_GEN.2 (Fi| & #5150 BBERHT)
TOE iX, §ENEAFHEG A5 SR ILI0 B TE5I00c, hu/\cidn /A a—W —4 %5k T 5,

FPT_STM.1 (BfEEZA LARZ L T)
TOE (%, & w7 \Z5eEk T2 HAH(AEA B) - R ZI(R5 73 F) & TOE DT AT AEHNG IG5,

FAU_SAR.L (BEZELE2—)

TOE (%, MFP FHF T X COEARS 2T T AMNEA TR T2, TOE iZ, MFP FELE N T 7 EA LT
BRI WIM TR/ 227 n—RT&5,

FAU_SAR.2 [REEZELE2—)
TOE I%. MFP EHLE AR TR COF AT ICE AR 22X 7o n— R0 27 = — 2% L7,
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FAU_STG.1 (fr#S 7B A AEBI R #)
TOE %, v/ OHIkRE MFP FEE12IFICFr vl 45, B OHIFREREIR WIM E72i3#E L
ZRIALTHEMT 5, BEEn T OERSIIRE EEITHIAL AT 2— AT L 720,

FAU STG.4 (B& T —F#%DBh L)
TOE (., a7 7AW/ 2B IIRLE T AR WG AT, BT OBEREe/ 2R i O
Tasz FEXTA,

7.2  EERIGREIMERE

FRBIERAFMEBE L. TOE 2NEREEICH I LI-FIHE 7212 TOE OFIHZTFAIL, KL= a1TFF LR
Wz IZ, TOE ZFIALEY ET2E B FIAE CTHLINE, FIAEPDA SN s A a——4,
LRI AL RAT =R &S TIREET 2HERE ThH D, my 7 T I MERE, /SAY — R IRFERKRE . L A —Fes
T MEREL Z ORI & T e,

FIA_UAU.1, FIA_UID.1 (FIf&E83E. FIFAHRD)
TOE 1%, /A a—H =L ual (L /AT — R Tl BIRRIEE 1T,
BRIV EZIT WIM SR SN AR, TOE IZn/ A Eima R R, FIHEOn s (v a——4 L4
O AL INAT =KD AN 1% T, F/= TOE 17V H—RITANR—F1IT7 7V AR TA NN —InbL R &5
Frelx FIHBENEREFREHCA N LTmn s A a—F =L a1 AT —R &% 55, FHAEN
AN T A a—F— a4 _R2T—R3, TOE I PO BEREN TWDHRS (o a—F—4lns
AL IRAT —RIZ—E T DR T DT LI L CGRBIFRREETT,

ARBFEREIZ RN 5L, FIHFE ~ TOE OFHEFAIL, KRR LG EIXFFrILAW, 72720, FIHE VA
TF—Z—EDOHR WIM O~V T OB AT LIREOSR ., A 2O WS haiE®Ro
#%HE &0\7771 140>¥?? \u%%ljuunﬁ%bf£<f% TOE @%Ijﬁﬁ%nq:jj‘é

FIA_USB.1 (FIAFE-#7V=/MER)

TOE 1%, FIA_UAU.1, X T FIA_UID.1 OfER, FRIEEIZREI LRI DS EEA TR ICm 7 A —
Y=g a—P—HREEIN ST,

FIA_ATD.1 (FIHEBHEER)

TOE (&, ur A a—W—4 KO —W —HE[RZF]HE 5 i E CHREFT 5, 82 OF #2388k
BRI SN TR ENTSC T — P —HERMN R ES LD, A ABFICEI Y ThnsrIar A a—H —4iZ
FIAZERICEFE N AEETH D,

FTA SSL.3 (TSF 2Bz E5&T)

TOE (I, FMIMHHE D7 A2 LIRRET MFP A BLA O E L7 —ERF R EZ LW eEICHE Tr s Ty
%,

aZ A LA BT 2 — AL > TU T DO ENTEET S,
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ARVE RV D AT. B th D BAENS DO RGREE B3 EE S VA — a7 7 M (10~999  FD) I3
Liztx, BEyCr/7uN 5,

‘WIM DA, B OEENSDOFGBIFIA WIM 4 —ha 2 7 MERE(3~60 )CEL-Ex, HE)
YT YN B,

BB TNV H—=RTANR=F VT 7 I ARTAN—=NEDERIZH U CHRRBIFRIEEITON, ZDLEET
—HDZEE T EEBIIRT T UNT A2, BEITaY T UM HREEFE T AR EE T a3,

FIA UAU.7 (BRESNTZFRFE7 4—R/3v7)
TOE &, #fE SRV EITWIMEZFIH LIS ETAEN AT T507 A2 /RAT—RIZ2OW T, ASLT=X
FEFTRET, AT DS I— L P AT A B R RT 5,

FIA_AFL.1 (FRIEREFFOEDE)
1 A REZNAY — R U CRIEX D&, vy 77U MERENM#X, TOE [ZZ0ur/ A a—F—4T
ous A EIET 5,
BES T2 SAT —RD AN LD 7 A B HE, MFP 5 FRE SR E LT/ AT — R D A AR (1~
5 [ENZZELIZGA ., T 25 81cey T UM 5,
PR DRI 7 A T (B SRV WIM, TV A —RT AR — T 7 I AR T A RN 7o
THRREL TIN5,
Oy T RNSHTEa S A =P — 4 TlE, ELVWSRAT —R &2 A D LIm &GRSR L 720 . — E R A8
BmL TayZ T MMEERS DD, MFP F S F7 13 A— R — A =R ay s TN iR 5E T,
TOE i HTE2 0,
Ry TR olen s A a—F =413 LR OREONNT NN EAL T HE TR A TERUY,
- —FI AL MFP B B 35 E LTe ey 7 7 U MR 23 35 £ T
‘R RITTFTRYITUMNIRE Iy I T U MERE Lo Try /T U MRS DE T
*MFP EHLE L A— /= AP —|L, MFP DR ON (2 MFP 233217 ATREIRABIZ 72 > ThnD 60 FO iR
THET

% 32: vy 7 v MEROBF

By 7T U RE w77 U MEERE
— I MFP & B
MFP 2L A A A
A== A — MFP & B4

FIA_SOS.1 (B8 DRRAE)
FREZE OO AL RAT =R, —EDOFMEHT-THET TR TES, Ml S T UG TE e,
i CEL L FEZ D LFREIIL T THD, CFREOMAA Y52 ML E, F-3 3L )o Sk
AR 5/ AT — RIEMEE 13, MFP B BLE 358 E 15,
CHER LT [A-Z] (26 3CTF)
/NI [a-z] (26 SCF)
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- %5571 [0-9] (10 3CF)

L SP(ANS— AN " HS% & () *+, ./ <=>2@[¥] " {|}~ (33 F)

BERATREZRMTEL DS, —RFIAF L MFP BB | A— R = AP —DIFATLU F DI RIS,
07 AL SAT — R/ Mt 8 225 32 HTD#PH T MFP B HE MR ET D,

R E OB L a s AL AT — R R I, L 128 HTLLTF

*MFP E B 71T A=/ R— AP =D E a s A RAT—R i/ Wil B 32 #1LAF

7.3 XE7 Ut AHEEEE

SCET 72 AR EBERE L., RBIRR § PERE CRRAES L7 TOE DOFF I FIHE ITXL, £ OFIHH D%
G2 ONTHER, 7203 %Uﬂ%% B2 BITAERICE SN T i%T—5'J:$IJHﬂ%/a7T—5“\ODT%
TR A4 DHRRE TH D,

FDP_ACC.1, FDP_ACF.1 (V7 ey ;7 7B R#I#H., X2V T 4 BT LD T 72 AHIHH)
TOE IE, FIH&E T —4#7 72 AHil{#l SFP % %Hi 452 &C, LET 7B AHIEREREZ (32, FIHHET
— X7 7R A SFP OMANX(L) SCET =207 72 AHl#HL—N QFRAE a7 T —H~DT 7t A
HIFEL — AT B AL FRBICHES T, TOE 1TRIH# 1Ic LA CEF — 2 LRIl E a7 5 — 2~ E
Z IR 5,
(1) XEF—FZOT 7 2AHEL—L

# 33 X ET—ZOT 7 ARIEMAZ R, TOE (X, XET —ZOHIFR & O B OB EE
— R A MFP A ELE | R OA— = A — R LHIIR T 5, LET — 42 BT TH 7=
— AR L7, SIS R HE OFREICOWTIEFER 34 1R, £ 34 LS OBED AL 27 =
— ATl 20,

# 33 XETF—F D7 7 & REIHHA

a2 —W R | CET—H 7 7 AHIAE A

— I — IR ET —H —HRELET 2D LET —XOA &
W LR —onr A a—F—4 5L O— R HE
un)h%ﬁi@kﬁ”ﬁ%%n¢jj‘é

TN DO — A EIIILET —H & — I
FORET | HIBRETE A B OBAEITFF AT L722 Y,

AF I —E [CEF—HOFTHEE®RI R —Dus (2 a—
A — P 2ty > — R R 1 B IR B B 7T
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