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- ENGINE FIRMWARE :  Ver. TKI6GOMWW11

+ SCANNER FIRMWARE : Ver. TK1I60SLGWWOQ7
- FAX1 FIRMWARE : Ver. FAXH625TA13

o HEENN R
BAE A L=y ME, 22— —» MFP 283 A-bD 21— VX Tt —ATHb, N"—RU=x
TR, BERX Y, LED B PR Y FNRR2INVEMHAT LCD TH D, VAT LHMI=y b L@EE
ITB5Z2i2&k D, MFP 25 DIEHRA LCD IZR R I N, IV —FIBREORBEENETINS,

o A¥ ¥y —¥f
AFxyF—az=vy bE, BEREZ2ZRALTZODANEETHY, TOEHBGBT —X 2 ATFLav b0
—)a=w MIEETE, AF v F—2=v NI ATFLHHEEMOBERHEEITS> 77— 7T
(SCANNER FIRMWARE) %, HDD iz T\ 3,
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¥ AT LI EAR

VAT LI, MFP 24A% HfH U S EEE2 EH T 2R N TH 5, HlfHY 7 v 7 = 7k, SYSTEM
FIRMWARE & SYSTEM SOFTWARE 2 Sk S v, &4 & 25 ARIHEN o FROM & SSD 2%
WEhTtnwa,

) R —E

TR —az=y ME, VAT L=y bR SHRMEREZZEL, BEIZTY VN T — X EHIRT
52w b THb, TVVER—az=y bV AT AFIHERBOEERMZITS 77— 77T
(ENGINE FIRMWARE) . 7V v X —%® FROM IZH I hT W53,

HDD (FIPS/N— K7+« A2 % v b GE-1260 : 9401 TOSHIBA MQO1ABU032BW)

HDD &, 7 AV A& REOHFRIFRILIENE (FIPS140-2) B IZHEIL L 72 A SRE S HERE & ff 2 72
—NT4AZRKIAT7THY, &7z JCMVP ZGE (JCMVP ZGEES : F0022) HifdL TWAHRHD A
Travazy bThd, 1 A=Y T—XBLUET X0 EOREEET — 21, WafbT A
—T 4 v aViEES NS, £/, FIPS N— FT 1 A7 %y FORRAMG KR, BOR—VIZIlE S ik
FECHEER 1T X o TRIAEICRE T NS,

SSD (VYUY R :+-Z2F—h - K54 7)
SSD iZix, MFP 2Hilfid5Y 7 v 7 =7 D—# (SYSTEM SOFTWARE) 2MEfEE 5,

FROM (75 v v aXEl))

FROM EAHEREMEA N L =V RAE)TH S, MFP 2T 5Y 7 b7 =7 D—# (SYSTEM
FIRMWARE) 2 &3,

FRAM

FRAM IAHERMEA ML =Y TH S, MFP OHENIHE L SNDREMEERFE LB T NN ATH
50

SoC

SoC k., ¥~17uruxvy ¥ 2T N1 Ay ba—FREREE2HE L LSI ©. MFP #ifEn £
IR 72 T & 17 5 28R F v T,

DRAM

DRAM (X, HFMAE®Y THSB, MFP 2T 5 705 0% 00— R UEFTTEAEYTH S,

NIC (v NT—2 A4V R Tz A AH—N)

NICZAxy NT =T EfiA VR 72— AHDEETH 5, 10Base-T/100Base-TX/Gigabit 1 —H 3 v
NEYR—1FT 5B,
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e 7727 A=y bk (GD-1370NA-N/GD-1370EU)

PSTN & #fiL. G3 [ZHEPLL 72D 7 7 7 ZEERIT T 7 7 AN H R REZET HIHHEOAF TV a v
=y bTHD, W5Ed 2E - HIFIZ L > T PSTN BIRRBIE B RR L5720, ToMBIHEALTY 77 A
ATV a v EBERT SN, ZOHMIFIE Table 1 1IZ/RT 2B D, TOE #BIHHRDORKED TN T 7Ry b
(NA-N.EU) ik 0iliplan s, b, 777 ZEES OV AT AGEZEREEE OGIHZ1T75 7 7
— A7 (FAX1 FIRMWARE : Ver. FAXH625TA13) 1%, Hksed 2H - HI 2 hb S5 F—D 7
T—=LT T, TNFhOLETDOT7 77 A2=y MDD FROM IZHEHESNTH D, 2 —F—»f
ATE2 77 7 ABBERRAUTH D, /2, 77 7 A4 TV a VOl Hiklx, BR— IV IZilE X vk

RECHNEER IZ & > THHZ IZEX I NS,

142, HAXVA

ATOEDH A X > AXEL, Table 2i1Z/RT & B0 FEFEMROIEHAENH O, PDFERN 771102 LT
DVD-ROMIZIUgk L 7-fefe . A O RE TRt X, MFPEIZAEME N RECRHAZ A I N5,

Table 2 HEFERA 1 XV A

24 MV vl PDFER EIRi%)

Preparation of Paper OME21000400 O
Troubleshooting OMEZ21000600 O
Quick Start Guide OME21001200 O O
Safety Information OME21001400 O O
Information About Equipment OME21001600 O
Copy OMEZ21001800 O
Scan OMEZ21002000 O
Fax OME21002200 O
Template OMEZ21002600 O
User Functions OMEZ21002800 O
Frequently Asked Questions OMEZ21003000 O
Installation OME21003200 O
Print OMEZ21003400 O
TopAccess OME21003600 O
Specifications OMEZ21003800 O
High Security Mode OME210040B0 O
FAX Unit Precautions for GD-1370 OMEZ21004600 O
Information to our customers OMMZ210083B0 O
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1.4.3. TOE®D A& B

TOED BN REF I, IROE IV a viZioTCilhENdvFxa ) T BEEB I UCEAKEIZ I > TES
N5,

A—)L FTP SYSLOG
a—H— 9ZAFUMPC  H—iN— H—— H—yi—
$ A A A A
?
[}
|
¥ v Y Y v
BIEARIL =SS
Y I 1
A\ \
a2 —4F — R FREEA A
1
¥
H AR
= pmg
E— SOPT TSFT—5{R&
PSTN 7 7 HEEE HaE 7
I A - 3
« S ET— 0 | 77 e .
@‘ AL A ek TSFEERE
i Bt HnE I
NRES I
El#R43
Y A\ A\
T ot R i EE -~ HDD
A + TRt
A\ \J
NVRAM FROM | D.TSFPROT | | D.TSF.CONF | <+ BER #4EE
oboz7
DIREE | D.USER.DOCl | D.USER.JOB |
= TOE

3 ImERRIBEIS
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1.4.3.1. EABEE

TOEIZEHAW LR LT, a¥—, TV Vb, AF vy Ui OEGIZET S —EOBEEEL, 250D
HERE 2 AR HIEd 5,

o IV —HEHE
=P =DEEANINVZBIEL T, AF v F TR EZHAID . HEHR$ 2ETH 5,

o 7V v MRE
25347 NPCHROEDTY Y N TF—&%Z, LAN 2N LT TOE 2340, fICFIRI$ 28486 TH 5,

o A%y UHhE
I—F—DEENSRIVEZEEL, iCEE2AF ¥ F—ETHILD ., TOEBGT — X %2 A —)VIZEiRA U
ELUED, FTIPH—N—IZEETRILNTE S,

o 77 U AKkRE

777 AKBEE R, T 7 0 AREMREL 7 7 U AZEBREN S B,

77 0 AEEREEIX. AF ¥ S THARN o M E T — X%, PSTN 24t L THMNED 7 7 7 ABKIZ
EETHHEETH D, T2, 77 7 AZEHREIX. PSTN 2 U THNRT 7 2 AL SEEINTE
XETFT—R%2ZETHHETHE, TDEOITK, 777 AL T a3y (GD-1370NAN 7z
GD-1370EU) 2K ETH 5,

14.3.2. %2 )7 1 EE
TOEIZ & o THR#EINDZ L F 2 ) T BRI TD LBV TH D,

o WA, FEAEL. K UHCDHREZ (MY % 720 DA S-HRE

I—H iR, PRGEEEEEIX. TOE 2FMMHL 5952 —¥ =%, TOE 2FHTHI MW TEE1—Y
—THHEIMNEINEMIEL, FATESZ 22—V —ThEEDVMRINGEDAR T % 5 2 5 K%HE
THhd,

TOE X, 2 —¥—ilT572012, BESRILVERLIZZ2514T7 Y PCHS5DI—F—ID & a1—H—
NRAT—=REBANTZ L I2—YF =12 L, 22— —RNR2AT—=RANRKFIZXI—NFE2RRTE 71
— RNy 2 DOf#EREEY, RHHICkBLza—Y—20v 277 MERERZEACVWET, /2, uoo
VIR ER B T E DR W 2 A, BEIICR T D M T ABREE A TV,

o 7 7t AfilfHRE
TOE . A Ed N —Y — Il EETHI -V —T — X RUOEEADT 7 2 2HIHL £9,

AT AE

TOE 1%, #EDIREZEHTL-ODEED 724K T 5, 1Ry MBI N ZTRTOT 7L,
BB —N—A~FEEIN, EAY—N—THETLIINTES,

.
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S T Al 5 B

TOE 1%, LAN (2 LilfET 280, 2 v M7 —27 EOBET — X DIRHEP R I A 2L 5720,
GEmETo halEYR—bT 5,

TOE OB TIX, 27147 ¥ h PC, A—)H¥—,N—_ SYSLOG ¥ —/N— FTP % —\— L @57
LM, TR EEET BOICTLS 2T 5, £/, 2734 T7 Y FPCHRETY VR —=RFAN—
ZffioTIPP IS 2545, TOE X2 74 7>~ b PC & DEFIZ TLS 2ffi-C7V v 7Fr haiv
DIPPS #{Fio T TV VY N TF—XEFEL TV,

TSFH R

TOE &, BEMID Y 72 F v IS 2TV RNEXLDOKGEZ B L T, #FEITHREY 7 1)V ek T 7
ANVDFEENT AN ZETLUET, ZhiZkb, TOE HMEEHTEZ2RELOHIA SN2 RET
L5IENTED,

TSFF — X {3.#

PR ERAERRE I & D EREE S N EHE D A, BE/S RV F 721k TopAccess 225 TSF 7 — XIZBT 5
BE2 EITTE 5846 I IE, HROZED 22—V — 08 &k/HIkk, ARy -2 7o han
R E I ENICRET DS LNTE S,

7 — 2k

HDD IZf#fFEE N5 2 —Y —F = X DIFHE LT 572012, oD T — X257 5HKETH 5,

PSTN7 7 7 A - % v b — 7 BD5HRsGE

PSTN MH6DANZ 7 7 7 AZZIZHIBT A 212k b, ARBEERFE L LAN Mo 7)) v Vi
IEd aEETH B,

V7 U7 Ty TT— b ORGE

TOEDY 7 v 0727 vl T— T 502, 7Y TT— T3V T NI T7DRERRLEONE S E
FREES A HEETH 5.
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1.4.3.3. HEE

ASTIZEE T 3 REDHEDON, 2B THAFEL TWACCB LUPPTEEINTWAHEIZDOWTIE, *
DEBIZMED, TN DO HGZE%ZTable 3IZEEHET 5.

‘ =5
5=}

a—%—ID

Table 3 FHEE
R \
— 2 —H¥— MFPEHEZ NG TN 58001, TOEXZ Ol Fick v a—
Y—2RET 5,

I—HPF—NZAT—F

FBA—PF—HBTOEICT 71 VT HEIMHHT H 82T — K,

VA= TV Y a T, REEMR ZEEHIBRBLOAFY O YVaTDLIRY
a 7IEH

Avt—vns MFPOE#ERD 5\ W 2=V =1 X W EF I BEICET 200

TopAccess WebR—ADY 3 7E LT NS AFHY -V ThHD, ZOY—IVEMHTL L

2 "7 =2 %N UTCMFPOIERZIIGET S Z LN TE 5,

HEha 277 7 b

074y L TWaa—HF =2 —EREMFPO#EMEZ Ued > 72581 HEIRIZ
0277w hIndx TORIH,

0y 277 b

Oy 277 MINETAY Y NPRRS 5 £ TORFHE,

H A/ R4 0 ERO - OREIER. £ HH/ K5/

1BEE| U.NORMAL, U.ADMIN,
U.NORMALIZU.NORMAL(a) £ UFAXOPERATOR. U.ADMINIX
U.ADMIN(a), U.ACCOUNTMANAGER, U.ADDRESSBOOKOPERATORIZ
LT N5,

T77—=bLUTT N—=RT =T %G 57-DICBHRIHARENZY 7 T T

Cipher Suite TLSHEETHEHAT ST LI ) ALDMEEDZ &,

MBI B W5 Ny ¥ 2B OfIZ &> TR E N5,
7 R L AIMR 77 7 AF T, emaily FUVAZSILE—RE L TR RRTLH5IELTE, 77

7 AEFERAF v v De-mallikF D5 E HICIEET 5 Z LA TE 5,

2 — AL
BB

EHEHEIZED, B TS VU RAT=ROANY) FIAEBOEE R, av 77k
HEOEE, a7 9 NINETHIY NAT—RA 522V T7—I123T5Zeh
TZ 5,

tFa7F v

BEHCHES WB VLS 12T — L &L 2BEF ¥ 3L,

B Rk S

RAVEDILTIINE T I VRAEDYT 1+ T 2R O>XF
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2. BEAEIR

2.1. CCHE& IR
ASTH L UVTOEDCCH G FIRIFUUTDEB D TH 5,
Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part2 : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2iZxf 4 5STD#E 4 :  CC part 2 Extended

CC part3iZx)3 5STDH A :  CC part 3 Conformant

2.2. PPEAER
ASTE L UTOEAHA L TWBPPIREAFDEE D TH 5,

PP#FS Protection Profile for Hardcopy Devices
PP/N—Y a > @ 1.0 dated September 10, 2015

A amama] JISEC-C0553

Errata : Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017

2.3. N r—IBEEEE
ASTIF N 7 —IADFEEEEIZ LR,

2.4. WAEIRBH

PPHERT DTN OLM%2E L, PPOIENRED [Exact Conformance] TH5, TD7zé, TOEF
MiFPPE —BLTW5,

+ Required Uses

Printing, Scanning, Copying. Networking communications, Addministration

+ Conditionally Mandatory Uses
PSTN faxing, Fileld-Replaceable Nonvolatile Storage

- Optional Uses
U

Copyright© 2022 TOSHIBA TEC. All rights reserved.

11/85



3. EXa )5« REEE

31 2—¥—

ASTTlE, FROLSIZTOED 2 —H — L KE 2 EHT S

Table 4 2 —Y¥—48
SEL EH

)_4\3
l
=

UNORMAL | UNORMAL(a) —ft1—Y— | TOED R ARERETH 5 2 ¥ — %
Wi, A 7)) v MEEEE - A% v UHEHE -
AE S N7z R 777 ALGEREEETTEL
#T, HHE —H—, ==k, AR
e % R 72 7 TEITHEHERE N G n, (5%
WHI N-HEEZ 2 EITTE B,
U.FAXOPERATOR —fRaA—H— | Ty I RAEZEKEEETTES
I—H—,
U.ADMIN U.ADMIN(a) e TOEDtE F 2V 7 1 HHEIZfRb 5
E I N HE, A=Y =0T HhY v MEBRD
b X 7 R AW EHn 7 OME R Y TOE £
HOERER fi% DE MR & FF D P,
#lzFoFH | UACCOUNTMANAGER i A—-YF—DT7Hhv Y NVEH (Y
£ — D — Y =D ENFE, FHEAR
BEDIRIEMERR 72 &) DR EM TR D
EHE,
U.ADDRESSBOOKOPERATOR | &H# T RVRAREFETE 22—V —,
32 &

STTIX2DDERENFHEEHET 5,

Table 5 EES

Designation | Asset category | Definition

D.USER User Data Data created by and for Users that do not affect the operation of
MEHET —& the TSF
TSF O#EMFIZHEE FUX S\, FHED7ZDIZFIHFIC & > TR
IN=TF—4&
D.TSF TSF Data Data created by and for the TOE that might affect the operation of
TSF7 — & the TSF

TSF OEEIZHEL25 2505 LR WTOED 72O DTOEIZ & » T
ERR X N7 — &

321 a—¥F—F—4&

ASTTIF2ODaA—HY —F—XE2EHET 5,

Table 6 1 —¥—F5— X FHl

D.USER.DOC | User Document Data
FMAECET—

A —XEFT—X

Information contained in a

User s Document, in electronic | 7V v h X&F— 4

Copyright© 2022 TOSHIBA TEC. All rights reserved.

12/85




2y

BESH

E &

or hardcopy form.

M
AFy VET X

BIWE @I N—Fabv—DFEX

77U AEELET X

T, MAFHFDOXHIZE ZNLHH

77O AREXET X

D.USER.JOB

User Job Data
FHEY a 75 —4&

Information related to a User’ s

IV vVaTd

Document or Document

AF¥xyrvad

Processing Job.

I¥—va7

FHEZOXEE I XHELHEY 3

T B 2 R

Ty I AEEYaT

T7 I AZEY a7

3.2.2. TSFF¥—4&
TSFF— &%, 220 M SRR 5,

Table 7 TSF 7 — X &l

&R | BEME e ]
D.TSF.PROT | Protected TSF Data for which alteration by | £ ¥ 2 7 F ¥ % )LD AR/ EL)
TSF Data a User who is neither the data [ o HF—1ID
f# # X 1L 7= | owner nor in an Administrator
TSFF—& role might affect the security of el
the TOE, but for which| BZ 4 AT —RDY T 1 6%k
di‘sclosur_e is acceptable. w27 .
T—RXDOHIEHETE R, £721F
HHERE S a WREIc L | BY I INIT AT L AT =XA
ST, WTAINTSFT—ZXH | A—ba 27y MR
HE@%#:%%«%%%&ET 5
2H LNV, BEIZOWVWTIE
KRATEDXHATSFF—4, | WISAT—FR
7 KL AR
SYSLOGH# —/\—DFE
FTPH — N\ — D& E
VIMNI2TDT v TT—h
D.TSF.CONF | Confidential | TSF Data for which either | 2—%—/¥Z27—FK
TSF Data disclosure or alteration by a
F# DTSFT | User who is neither the data
— X owner nor in an Administrator
role might affect the security of
the TOE.
S ROFAETE RS, gy | T
BEB Rz WA HEIZ & o T,
BREFZ IR AINSTSFT —
2R, TOEOEF 2V 7 1 ILHE
ZRIFTNE LNV K S RTSF
T—X,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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3.3. BR&

HEBEPREIT 2TOEICNT 28X, UTFTDLEDTH S,

ZiE. TOEOF a7« fift 2 fEiib T 2D H 28R 2 72697 7Y a v 2 RITT 2B

I—VrVMILoTEHRIND,

Table 8 BRDEH
| A | %
T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete)

USER.DOCument Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’ s interfaces.
WEHEIE, TOEDOA VX7 2 —A%@L T, TOENDOFHEXET
—XAT A (BB, /&, £-EHIR) . 22EMNHEEY a7
T—REEHE (HEFZIFHIR) 72506 L0k,
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’ s interfaces.
WEHFIX, TOEDA V&7 2 —A%i@L T, TOENDOTSFF — &~
DARIEZRT 72 A% G50 LR,
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.
TOED#AENFF o] S Nz 86, TSFOBMEEMIZ L >T, £Fa )7
1 DEXREFZEI TN LRV,
T.UNAUTHORIZED_UPDATE | An attacker may cause the installation of unauthorized software
on the TOE.
BEFHIX, TOEIZAERY 7 2724 VA=) T50E LN
AN
T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise

the security of the TOE by monitoring or manipulating network
communication.

WEEHEIX, x2v VT —JlfE2E=X—LZ0HELEZVTEI L
T, EEFOF—RIZT 7R ALED, TOEOY X2 ) 71 %22%E
L7203 506 LR,

34, ffkoXF 2V T 1 st
DTiZ, BT 2G24T 588oxa) 51 558t (OSP) TH 5,

341 Mo F 2 ) T4 fittowesE

WO X 2) 57 1 FiHE, BEIZNTABBIZEOSOVWTERT ADIXEHNTIER V., F2I3EI0H
BHOMFEHENSAEL S, ¥Fa) T W KA OREMEZ M T 2-0ICHEI NS,

Table 9 MOt F 2V 51+ AtDOESR

P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.
R & SR R O EHRRE 2 52173 TR 2 4 5.2 e i
X725 780,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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Y\ &

P.AUDIT Security-relevant activities must be audited and the log of such
actions must be protected and transmitted to an External IT
Entity.

Xa )T HET T T BEAEI N RTNE RS T, £/22
DESHTIrvarouZFE#EI N IBITT YT 1 T4 ~NEES
NRFNIER 570,

P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the
LAN.
TOEIX, LAN EOMD 731 2 & B & %A T & 2 ide 520,

P.STORAGE_ENCRYPTION If the TOE stores USER.DOCument Data or Confidential TSF
(St & mZH) Data on Field-Replaceable Nonvolatile Storage Devices, it will
encrypt such data on those devices.

TOEAF HE XEHT — X £ 72 I3ME DTSFT — & % B il 5 72
AEFEMEA DL =Y TN, ZIFT 256 . TOERZ NS DT /NA
AEDZDES T —rEEEMTEI L,

P.XEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values
(&M & ZH) that contribute to the creation of encryption keys for

Field-Replaceable Nonvolatile Storage of USER.DOCument Data
or Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.
FIFEXET — X 27213 EDOTSFT — X O B2 1 o] §E 2 R
MA M=V D7D DORSHDOERIZETFE T D K570, FXOH, I
TYAT, BB, £EZ0MDOB 5D BMEIE, RIERT 7 AR5
REINRITNER SRV, PDEDA ML=V TNA A RIZRGFX
NTER SR,

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure separation
(ZAFAF Z mZH) between the PSTN fax line and the LAN.

TOEMWPSTN 7 7 7 AfkeE # 243 2454, PSTN Y 7 7 A[EIfR &
LANODMNZ 7 #fE % AL T 5,

3.5. Bi#R%M:

BRI, ¥ 2 ) T WP F 2 ) T 4 BEREMDEMTH 5 72012, iz S nalFhidis
SIRWERIETH B,
Table 10 BI#ESM:
H R TE 22

A.PHYSICAL Physical security, commensurate with the value of the TOE and the data
it stores or processes, is assumed to be provided by the environment.
TOE., X OTOEDMAE £ 72 13T 2 7 — X D1z Ry > 7B F 2 )
TAW, TORBEIZE o TREEI NG Z L 2ET 5,

ANETWORK The Operational Environment is assumed to protect the TOE from
direct, public access to its LAN interface.

HABBIE, LANA V& 7 2 — ZAANDINN S DERED T 27 2 A9 5 TOE
ZRETL L E2MET B,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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ATRUSTED_ADMIN

E2yii

TE 2%
TOE Administrators are trusted to administer the TOE according to site
security policies.
TOEEEHIZ, Y1 btFa V7 LI -> TTOEZEH T 5 &, [FHS
NTWa,

ATRAINED_USERS

Authorized Users are trained to use the TOE according to site security
policies.

HFra I NRAZFE, YA beFa VT« G- TTOEZHEHAT S5 L5
BEIMZZTTWD,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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4. X271 NAKFGE

4.1. ERBR X2 ) 7 1 WRITE
EABET ¥ 2 ) 7« RS EN D\ T O FFE # A Table 11125 3 5.

Table 11 EHABREO X2V 7 1 WK A6

FFR E 2%
OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.
ARSI, TOE, KUOTOEMAE £ 72 130T 5 7 — X DOfff
EIZRES Y X2 ) 71 284 LRI s 0n,
OE.NETWORK_PROTECTION | The Operational Environment shall provide network
security to protect the TOE from direct, public access to its
LAN interface.
HEHEREIIX, LANA VR 7 2 — ANDIER S DEHD T 7 &
AMOTOEZAH#ET 5720122y MU =2 Fxa V) T 1 224t
U7 tuid7e 57220,
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators
will not use their privileges for malicious purposes.
TOEFTA#1Z, EHEN T OHREEEDH L HIIZHEAL 20
EWVWSEHHEZMNL LRI NI S0,
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
TOEFE & X, FHENY A beFa) 71 A8 28U, =
RS THEZR>TWAZ L 2HIE LR ITIER 5%\,
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware
of site security policies and have the competence to use

manufacturer’ s guidance to correctly configure the TOE
and protect passwords and keys accordingly.

TOEfiA & &, HEHENY A b¥xa) 7« et 2L,
TOEZIEULKE L, /NAT— N RIS IRET 572012
BLEHONA XV ARTERT 2 N&%2F>TWDH I &2 RFEL
T NIETR 50,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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5. Extended Component Definitions

5.1.

Extended component definitions are listed below.

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:
FAU_STG_EXT.1: Extended: External Audit Trail Storage H 1 |

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which
relies on a non-TOE audit server for storage and review of audit records. The storage of these
audits records and the ability to allow the administrator to review these audit records is provided
by the Operational Environment in that case. The Common Criteria does not provide a suitable
SFR for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class

with a single component.
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5.3.

FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved
method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]|,
FCS_CKM.4 Cryptographic key destruction

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no
longer needed are destroyed by using an approved method, and the Common Criteria does not
provide a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

FCS_HTTPS_EXT Extended: HTTPS selected
Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.
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Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected — 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not
provide a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.

FCS_KDF_EXT Extended: Cryptographic Key Derivation
Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of

submasks.

Component leveling:

FCS_KDF_EXT: Cryptographic Key Derivation |—| 1 |

FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys
from submasks using the specified hash functions.
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Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic  Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG EXT.1, a conditioned password submask, imported submask] to
derive an intermediate key, as defined in [selection: NIST SP §00-108
[selection: KDF in Counter Mode, KDF in Feedback Mode, KDF in
Double-Pipeline Iteration Mode], NIST SP 800-13Z2), using the keyed-hash
functions specified in FCS_COP.1(h), such that the output is at least of
equivalent security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a
specified set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in
the maintained key chains, and it is therefore placed in the FCS class with a single component.

FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining — 1]

FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the
characteristics of that chain.
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Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [selection:
key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT 1, key encryption as specified in FCS_COPI1(f), key
derivation as specitfied in FCS_KDF EXT.1, key transport as specified in
FCS_COP 1(i)]] while maintaining an effective strength of [selection: 728
bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a suitable SFR for
the management of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation — 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
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accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using
[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of
software-based sources| software-based noise source(s), [assignment:
number of hardware-based sources| hardware-based noise source(s)] with
a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1

“Security strength table for hash functions” , of the keys and hashes that it
will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the
Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in
the FCS class with a single component.

FCS_SMC_EXT Extended: Submask Combining
Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than
one submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining — 1|
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FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a
predictable fashion.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key
or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the
BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a
client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected H 1 |

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Copyright© 2022 TOSHIBA TEC. All rights reserved.

24/85



Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 45346), TLS 1.2 (RFC 5246)] supporting
the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA
Optional Ciphersuites:

[selection:
e None
e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA256
e TLS_RSA_WITH_AES_256_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
e TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and

Copyright© 2022 TOSHIBA TEC. All rights reserved.

25/85



5.9.

it is therefore placed in the FCS class with a single component.

FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk H 1 |

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in
plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS_COP. 1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EF cPP| such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class
with a single component.

Copyright© 2022 TOSHIBA TEC. All rights reserved.

26/85



5.10.

5.11.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to
which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation H 1 |

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a
network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

¢ There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1  The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does
not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.

FIA_PMG_EXT Extended: Password Management
Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Managemen H 1 |

FIA_PMG _EXT.1  Password management requires the TSF to support passwords with varying
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composition requirements, minimum lengths, maximum lifetime, and

similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I” , “@” , “#”,
“$7, %, AT & T (0, %), [assignment: other characters]];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when
written to nonvolatile storage.

Component leveling:

FPT_ KYP _EXT.1 Protection of key and key material H 1 |

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure
that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile
Storage Device, and not store any such plaintext key on a device that uses
the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.

FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data H 1 |

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is the
only component of this family.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

FPT _SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.
Dependencies: No dependencies.
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FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared
Key, and it is therefore placed in the FPT class with a single component.

FPT TST _EXT Extended: TSF testing
Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing — 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up
in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST _EXT.1 Extended: TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.
Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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5.15. FPT_TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the
TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update — 1|

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: no other
functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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6.2. Class FAU: Security Audit
6.2.1. FAU_GEN.1 Audit data generation

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 12, [none].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified
in Table 12, [none].

Table 12 BENFHR

RESTR | it

VaTZokT FDP_ACF.1 Y a o]
Job completion
2 — W —REE I FIA_UAU.1 AV
Unsuccessful User authentication
a2 —H— 0 FIA_UID.1 7L
Unsuccessful User identification
EELRRE DRI FMT_SMF.1 U
Use of management functions
BEDO—HTH DA - =N —TDHE | FMT_SMR.1 U
Modification to the group of Users that

are part of a role
e D& FPT_STM.1 AV
Changes to the time
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6.2.2.

6.2.3.

6.3.

6.3.1.

6.3.2.

EENRER

¥ a VLD HR K FTP_ITC.1, KD HL
Failure to establish session FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTA_UID.1Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the
event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT
Entity using a trusted channel according to FTP_ITC.1.

Class FCS: Cryptographic Support
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with |

e NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
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6.3.3.

6.3.4.

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [ 128 bit, 256 bif] that meet the following: No Standard.

FCS_CKM.4(a) Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(a) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method |

For volatile memory, the destruction shall be executed by [ powering off a
device).

For nonvolatile storage, the destruction shall be executed by a [single]
overwrite of key data storage location consisting of /a pseudo random pattern
using the TSF’ s RBG (as specified in FCS_RBG_EXT.1)], followed by a [none].
If read-verification of the overwritten data fails, the process shall be repeated
again;

] that meets the following: [no standard).

FCS_CKM.4(b) Cryptographic key destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(b) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method |

For volatile memory, the destruction shall be executed by [ powering off a
devicel.

For nonvolatile storage, the destruction shall be executed by a [three] overwrite
of key data storage location consisting of /a static pattern], followed by a [none].
If read-verification of the overwritten data fails, the process shall be repeated
again;

] that meets the following: [no standard).
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6.3.5. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

6.3.6. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NIST SP 800-38A, NIST SP 800-38D)

6.3.7. FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b)Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” .

6.3.8. FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services in
accordance with [INIST SP 800-90A] using [Hash_DRBG (any)).

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from |[/single] hardware-based noise source(s)| with
a minimum of [2566 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security
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Strength Table for Hash Functions” , of the keys and hashes that it will
generate.

6.3.9. FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using [CTR_DRBG (AES)).

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s)]
with a minimum of [128bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will
generate.

6.3.10.FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the following:
[ISO/IEC 10118-3:2004].

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in
accordance with a specified cryptographic algorithm AES used in [[CBC] mode]
and cryptographic key sizes [ 256 bits] that meet the following: [AES as specified
in ISO /IEC 18033-3, [CBC as specified in ISO/IEC 10116].

6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)] to generate an intermediary key or BEV.
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6.3.13.FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256],
key size [160, 256]bits, and message digest sizes [ 160, 256] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

6.3.14.FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h)Refinement: The TSF shall perform [keyed-hash message authentication] in
accordance with [HMAC-SHA-612] and cryptographic key sizes [256] that meet
the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC
10118].

6.3.15.FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [TLS 1.2
(RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[
o TLS RSA WITH AES 256_CBC SHA
o TLS RSA WITH AES 128 CBC SHAZ256
o TLS RSA WITH AES 256_CBC SHAZ256
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6.3.16.FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17.FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS RBG EXT. 1] to derive an intermediate key, as defined in [IVIST SP
800-108 [KDF in Counter Mode]|, using the keyed-hash functions specified
in FCS_COP.1(h), such that the output is at least of equivalent security
strength (in number of bits) to the BEV.

6.3.18.FCS_KYC_EXT.1 Extended: Key Chaining

6.4.

6.4.1.

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BEV or DEK using the following method(s):
[key combining as specified in FCS_SMC EXT.1, key encryption as
specified in FCS_COP. 1(1), key derivation as specified in FCS_KDF EXT.1]]
while maintaining an effective strength of [256 bits|.

Class FDP: User Data Protection
FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
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FDP_ACC.1.1

Refinement: The TSF shall enforce the User Data Access Control SFP on

subjects, objects, and operations among subjects and objects specified in Table

13 and Table 14.

Table 13 D.USER.DOC 7 7+ A §lffl SFP

“Create” "Read" “Modify" "Delete"
Submit a View Modify Delete
document to Image or stored stored
Operation: . be printed Release document document
printed
output
Job owner (note 1) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER ) ) . )
ATOR denied denied denied denied
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
Operation: document Sc:anned .s"tored s.'tored
for Image Image Image
scanning
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
ATOR denied denied denied denied
Unauthenticated denied denied denied denied
Submit a View Modify Delete
document scanned Sstored stored
for Image or Iimage Image
Operation: copying Release
printed
copy
output
Job owner (note 2) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
ATOR denied denied denied denied
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Fax send

Fax
receive

“Create" "Read" "“Modify" "Delete"
Unauthenticated denied denied denied denied
Submit a View Modify Delete
i document scanned stored stored
Operation: . . ,
to send as Image Image Image
a fax
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER ) . . )
ATOR denied denied denied denied
Unauthenticated denied denied denied denied
Receive a View fax Modify Delete
fax and Image or Iimage of Image of
. store it Release received received
Operation: .
printed fax fax
fax
output
Job owner (note 3) denied
U.ADMIN(a) (note 4) denied
UNORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U.ADDRESSBOOKOPER . . .
ATOR (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
Table 14 D.USER.JOB 7 7 & A #ilf#l SFP
| "Create" * | "Read" | "Modify" | "Delete"
. Create print | View print | Modify print | Cancel print
Operation: ) , .
Jjob queue / log Jjob Jjob
Job owner (note 1) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
UADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied
; Create scan View scan | Modify scan | Cancel scan
Operation: . , ,
Jjob status / log Jjob Jjob
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"Create" * "Read" "Modify" “Delete"
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAIL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . ) )
ATOR denied denied denied
Unauthenticated denied denied denied denied
, Create copy | View copy = Modify copy | Cancel copy
Operation: . , .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
UADDRESSBOOKOPER denied denied denied
ATOR
Unauthenticated denied denied denied denied
Fax send . Create fax | View faxjob | Modify fax Cancel fax
Operation: i i i
send job queue / log send job send job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
U.ADDRESSBOOKOPER . ) .
ATOR denied denied denied
Unauthenticated denied denied denied denied
Fax receive Create fax View fax Modify fax Cancel fax
Operation: | receive job receive receive job = receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN(a) (note 4) denied denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U-ADDRESSBOOKOPER (note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Application note:

Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOFE

can use to identify the Job Owner.
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6.4.2.

6.4.3.

6.4.4.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part
of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a

scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Ownership of
received faxes is assigned to U FAXOPERATOR and U.ADMIN(a) role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users
of the TOE.

FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 13
and Table 14.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
governing access among controlled subjects and controllied objects using
controlled operations on controlled objects specified in Table 13 and Table 14.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [none].

FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EE cPP|, such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext Confidential TSF Data.
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6.5.

6.5.1.

6.5.2.

6.5.3.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1  The TSF shall detect when [an administrator configurable positive integer within
[1 - 30]] unsuccessful authentication attempts occur related to [the unsuccessful
user authentication attempts of following the last successful authentication or
clear of user account lock].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met], the TSF shall [lockout each account in lockout time, U.ADMIN{(a) and
UACCOUNTMANAGER can release a lockout account].

FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [Z —#—ID, #&%).

FIA_PMG_EXT Extended:Password Management

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ 9”7, “@”, “#”, “$7, “”,
“wr, %4 “)”, [refer to Table 15));

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

Table 15 % D fitufsi Al REXF
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6.5.4.

6.5.5.

6.5.6.

6.5.7.
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FIA_UAU.1 Timing of authentication

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [storing the document data from printer driver,
receive PSTN Fax data) on behalf of the user to be performed before the user is
authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA _UAU.7 Protected authentication feedback

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [display dummy characters] to the user while the
authentication is in progress.

FIA_UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_UID.1.1  Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user to

be performed before the user is identified.

FIA _UID.1.2  The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [ —#—ID, #&4)).

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none].
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6.6.

6.6.1.

6.6.2.

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [none].

Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channel] to UADMIN(a).

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control,
FBPIFC 1 Subsetinformation-flow—controt]

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [query, modify;, delete, [create, export]| the security attributes [=Z —
#'—ID, &) to [ Table 162/4).

Table 16 ¥ a2V T4 @MY X b

A i

I—H%—ID create, modify, query , delete, | U.ADMIN(a)
export
query, export UACCOUNTMANAGER
query UNORMAL,
UADDRESSBOOKOPERATOR
a1—¥%—1ID create, modity, delete UACCOUNTMANAGER
(U.ADMIN(a) % & <)
& create, modity, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query UNORMAL
UADDRESSBOOKOPERATOR
e create, modify, delete U.ACCOUNTMANAGER
(U.ADMIN(a) % i <)

6.6.3. FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
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6.6.4.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT _MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the
SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values
to override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data

(for O.ACCESS CONTROL)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 17.

Table 17 TSF 57— X D&M

Data Operation Authorised role(s)
UNORMAL ® 1 —H% —/)XA T — | modity the owning U NORMAL
N modify, U.ADMIN(a)
export UACCOUNTMANAGER
UADMIN(a)D 21— —X 27 — | modify, U.ADMIN(a)
N export
UACCOUNTMANAGER ®D1— | modify, UADMIN(a),
VAAV SRR export UACCOUNTMANAGER
UADDRESSBOOKOPERATOR | modify the owning
DA—H =27 =K U.ADDRESSBOOKOPERATOR
modify, U.ADMIN(a),
export UACCOUNTMANGER
071 YRNAT—RDOASAY M | modify U.ADMIN(a)
EIE
0y 277 R modify U.ADMIN(a)
Oy o770 NEINET7HD Y MA | clear U.ADMIN({a),
T—RA UACCOUNTMANGER
FA—hur7 o SR modify U.ADMIN{(a)
H IR ¥ modify U.ADMIN(a)
BNSZAT — R E modify U.ADMIN(a)
7 R L Ak create, U.ADMIN({a),
modify, U.ADDRESSBOOKOPERATOR
delete
SYSLOG ¥ —/\—DiE modify U.ADMIN{(a)
FTP ¥ —N—0DHE modify U.ADMIN{(a)
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VI7hUxT

Operation

query,
modify

Authorised role(s)

U.ADMIN(a)

6.6.5. FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to:

No other components.

Dependencies: No dependencies.
FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:
[refer to Table 18).
Table 18 EHEESRE
SFR £ B B
FAU_GEN.1 FRINBEMT 7T 1T 1132 | /L
FAU_GEN.2 FRINBZEMT 7T+ T 1137w | /L -
FAU_STG_EXT.1 TSF &, WStz e s daelieh | U Z DFEREIXR
S TWRIT TR 5720, frxnign
FCS_CKM.1(b FRINBZEMT 7T+ T 11T | /L
FCS_CKM.4(a) FRINBZEMT 7T 1T 1 1F7%2\W | 2L
FCS_CKM.4(b) FRINBZEMT 7T 1T 1 1F%2W | 2L
FCS_CKM_EXT.4 FRINDZEFEMT 7T 1T 0 1F7%\W | 2L
FCS_COP.1(b) FRINBZEMT 7T 1T 1 1F%2Ww | /L
FCS_COP.1(c) FREINDGEMT 7T+ €T 11w | 2L
FCS_COP.1(f) FRINBZEMT 7T+ T 1 1F7%W | 2L
FCS_COP.1(g) FRINBEMT 7T+ T 113w | /L
FCS_COP.1(h) FRINBZEMT 7T+ T 013w | 2L
FCS_RBG_EXT.1(a) | FPRINBDEHT 7T BT 11F%20» | 2L
FCS_RBG_EXT.1(b) | PREINZEMT 771 €T 113\ | &L
FCS_TLS_EXT.1 FRINBZEMT 7T 1T 113w | 2L
FCS_HTTPS_EXT.1 | PRINZEHT 771 T 11300 | 2L
FCS_KDF_EXT.1(b) | PRINLZEHT 7T 4 T 1130\ | 2L
FCS_KYC_EXT.1 FRINDGEHT 7T 1T 1372w | 2L
FDP_ACC.1 FRINBZEMT 771 T 11372 | 2L -
FDP_ACF.1 a) HRIWART 7 AF-IFERICHED | &L JE M D W] A
SWE Db NS BB W EE S N
HIXTERWN
FDP_FXS_EXT.1 FRINBZEMT 7T+ T 1137w | 2L
FDP_DSK_EXT.1 FREINDGEHRT 7T 1 €T 11w | 2L
FIA_AFL.1 a) NI DFREEAITIIN § B BMEDE | 21—V — RGO
i DEH
b) RAERBOFRIZB TSNS | &L FREDT 7 a
T a v OB VIZDEHI N
TWEEA
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SFR =gl BESRE I
FIA_ATD.1 a) b LEIMzREIh TR, FaE | &RLU Z DHREIZIR
HEXL -V — 2T 28D F 2 A A
VT 1B EZERTHILNTES
FIA_PMG_EXT.1 FREINZGEHT 7T 1 T 1138 | /NIRRT = REDOE
i)
FIA_UAU.1 a) EHHI X BT — X OEH = AV /A
DG
(U ACCOUNTMANA
GER/U.ADMIN(a)
/UNORMAL
/U.ADDRESSBOOKO
PERATOR)
by U.ADMIN(a).
A=Y= NAT =R
DER
(U.ACCOUNTMANA
GER/U.NORMAL
/U.ADDRESSBOOKO
PERATOR) by
U.ACCOUNTMANAG
ER
b) BT A1V — It L BT — ‘UNORMALIZ & % H
R DG BOa—HNRAT—
R DR
‘U.ADDRESSBOOKO
PERATORIZ & % H
HOa1—-H AT —
N D5
c) A—Y—FiLIndanice sns | L FREDT 7Y a
T arvpUANERERTEI L VI-OEHIN
7200
FIA_UAU.7 FTRENGZEHT 7T 4T 1132\ | 2L
FIA_UID.1 a) — Y — iR H o B I—H—IDDEH
b) FFAIEEED, HAATICEFTE N5 | 2L FIEDT 7 a
TOYavEERTELGE, TOT Vi-OEHEIN
rvavYANEEETLEIL AN
FIA_USB.1 a) FAEHEX, TIANVINDOYTY | 2L T S i
7 bhDEFa) T @MEEERTE H X7
%
b) HFAEHEIL, YTV bDEF | KL Farx 1%
2T @EEEETE S EESAN
FMT_MOF.1 a) TSEFORERE X FHEIZ 2% RIF LS | &L FrEDT 7Y a
LHE DTN —TRET LI VI-DERE N
AN
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SFR =gl BESRE I
FMT_MSA.1 a) ¥ aV T @ HEICHEE R | RL FIEDT 7Y a
FEUELRE DTN — T2 EHT 5T VI-DEHIN
b 7200
b) ¥ a2V F 1 @ENREDMES | AL FREDT 73 a
SO DHAZEHTHZ L VI-OEHI N
AN
FMT_MSA.3 a) FIHAMEZRE LS5 5&E O V-7 | &L HIHAME % fR e
EEHTHI L TE5%ENIE
A
b) FiEDT 7 & ARIMISFPIZN 3 575 | 7L FIHAME X E
7 F v MEDFFE# B B\ I HIBRAYE% INTHEH, ZE
ErEHTLHI L HTERN
c) ¥xa VT4 EMEIREDMESE | L B % 2
7D DOBAIZERT S & FTcERW
FMT_MTD.1 a) TSFF— X L MHHEIZE% RIFT LA | &L FIEDT 7 a
LB DTN —TREHTEI Vi-OEHEIN
AN
FMT_SMF.1 TRENZEHT 75T 4T 1132w | 2L
FMT_SMR.1 a) HEO—HELT I —-DIV— | &L FRIEDT 7 a
TOEHE VI-OEHX N
AN
FPT_SKP_EXT.1 FRINBZEMT 7T+ T 1 1d7%Ww | &L

FPT_STM.1

a) GO AL

BA DNARY THED
B

FPT_TST_EXT.1

FRENDGEHT 7T 4T 11320

A

FPT_TUD_EXT.1

FREINDZEHRT 754 T 1 1F 0

VI Yo7 DEH

FTA_SSL.3 a) % OFHF IR LUFELEY 2 >0 | L 2 — Y — i %
MTEECIEAHHENET 7 T4 IR ETE 72
7T b RHORE W
b) Wikt aryoRTEELIES twvarvikrgkoa
MAENET 25714 TTHET T4V | —F =0T 27547
MR DR E DT 7 ) MO
e
FTP_ITC.1 a) bLYR—brIhToONE, @fEF | EFa7F ¥ 2VEE
Y RIVEERT DT 7Y 3 DR
FTP_TRP.1(a) a) LY FR—bInTwX, &G | &L FREDT 273 a
NAZBRT BT 7Y a v DK VI-DEMIN
AN
FTP_TRP.1(b) a) bLY K- brIhTcwniX, @E# | &L FIEDT 7 a

NAZERT DT 7V a DR

VIDEHE N
AN
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SFR EH

-7 R LU AMEDOE R
-SYSLOGY — /8" —D
B

-FTPH —N—DHE

6.6.6.

6.7.

6.7.1.

6.7.2.

6.7.3.

6.7.4.

FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles UADMIN{a), UACCOUNTMANAGER,
UADDRESSBOOKOPERATOR, and UNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

Class FPT: Protection of the TSF
FPT SKP_EXT.1 Extended: Protection of TSF Data

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
to demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
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6.7.5.

6.8.

6.8.1.

6.9.

6.9.1.

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the

current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate

updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the

TOE using a digital signature mechanism and [no other functions| prior to
installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the

keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable
Nonvolatile Storage Device.

Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination

(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1

The TSF shall terminate an interactive session after a [refer to Table 19).

Table 19 FAFEDIT 7 7 1 TR ERE

S ey b

e (VA )Y 15-150 #
Web7 5 7 H 5-999 &3
TR —=RKFA4N— sEEw Sa vidn

Class FTP: Trusted Paths/Channels

FTP_ITC.1

Inter-TSF trusted channel

(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to: No other components.
Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or

FTP_ITC.1.1

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [ 7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [[SYSLOG server, Ftp server, mail server]] that is logically distinct
from other communication channels and provides assured identification of its
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6.9.2.

6.9.3.

end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[SYSLOG service, FTP service, mail service).

FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote administrators that is logically
distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial
administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION))

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection
of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.
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6.10. ¥ 2V 5 ¢ {REFEM

Table 20!Z Protection Profile for Hardcopy Devices - v1.0Dt ¥ 2 V) 7 1 (Raf B 2R 9, Tk,
FMAREE L RV DEALIIZERZR SNV R—% > by MIASE_SPD.1ZEMNMLAEZHEDTH 5,

Table 20 TOE &% a2 V 7 « {REEEMH

BAES 5 2 | BEEa > H—% b | BAEa >R —% v g
¥V T x—"y Mi#li | ASE_CCL1 SRS U
Security Target Evaluation Conformance claims
ASE_ECD.1 LRIy R—2 v bEH
Extended components definition
ASE_INT.1 STHER
ST introduction
ASE_OBJ.1 HEARBEOYF ) 71 WK A
Security objectives for the
operational environment
ASE_REQ.1 FiRINZEF 2V 7 1 Eff:
Stated security requirements
ASE_SPD.1 E¥al) 7o HEEER
Security Problem Definition
ASE_TSS.1 TOE 5 Ak
TOE Summary Specification
BE 76 ADV_FSP.1 FEARBEREE %
Development Basic functional specification
AR AXE AGD_OPE.1 A—Y—FfEH VRV
Guidance Documents Operational user guidance
AGD_PRE.1 HEfif T &
Preparative procedures
FATHA TNV R— b ALC_CMC.1 TOE®D 7 <)V
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE D CM#ii
TOE CM coverage
T A b ATE_IND.1 LT A -EE
Tests Independent testing - Conformance
e 55V B RE AVA_VAN.1 e g9 A
Vulnerability assessment Vulnerability survey
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6.11. ¥ 2V 7 « HREEFIRHL

6.11.1. ¥ 2V 7 1 BB EMF OKFER

TOEX ¥ 2V 7 1 BEEEEM 12 DWW T, ARSTIZ B 1 BHRAF M D 5kl % Table 211277R 7,
Table 21 &¥F 2V 7 1 BREEA DR HRER

TOEF*a VT~ CCH L UPPT STTHi7= L STTHE= LT e
i BRI W BN TV 3R WARWREME |
FAU_GEN.1 FPT_STM.1 FPT_STM.1 %L
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, AV
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1, FAU_GEN.1, AV
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), AV
FCS_COP.1(i)], FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a), %L
FCS_COP.1(d), or FCS_COP.1(g),
FCS_COP.1(e), or FCS_CKM_EXT/4,
FCS_COP.1(f), or FCS_RBG_EXT.1(a),
FCS_COP.1(g), or FCS_RBG_EXT.1(b)
FCS_COP.1(h)]
FCS_CKM_EXTA4,
FCS_RBG_EXT.1
FCS_CKM.4(a) [FCS_CKM.1(a), or FCS_CKM.1(a), AV
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4(b) [FCS_CKM.1(a), or FCS_CKM.1(a), AV
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) or FCS_CKM.1(a), AV
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4(a),
FCS_CKM.4(b)
[FCS_CKM.1(b)], FCS_CKM.1(b), %L
FCS_COP.1(a)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) [FCS_CKM.1(a)], FCS_CKM.1(a) AV
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) AV ANV AV
FCS_COP.1(f) FCS_CKM.1(b), FCS_CKM.1(b), AV
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) [FCS_CKM.1(b)], FCS_CKM.1(b), AV
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), AV
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SMC_EXT. 1 FCS_COP.1(c) FCS_COP.1(C) AV
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TOEtFa ) 54
BRe =

CCH L UPPT
Bk X h BN

STCi#7z LU
TV B4

STCiii7z LT
WA VRN

o

FCS_RBG_EXT.1(a) | 72U AV L
FCS_RBG_EXT.1(b) | %L ANV ANV
FCS_CKM.1(a), FCS_CKM.1(a), ANV
FCS_COP.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(b),
FCS_TLS_EXT.1
FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 | FCS_TLS_EXT.1 FCS_TLS_EXT.1 ANV
FPT_KYP_EXT.1 AV AV L
[FCS_COP.1(e), FCS_KDF_EXT.1,
FCS_SMC_EXT.1, FCS_SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(i), FCS_COP.1(f)
FCS_KDF_EXT.1,
and/or FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) ANV
FDP_DSK_EXT.1 FCS_COP.1(d) ANV FCS_COP.1(d) | FDE_EE_cPP
A L 7z Al
D CC FFEE 2
7= Bl 58wy
(RS WSNREs
b A FE M A
ML —YF N
1 A% fiH LU
TWb72%
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 AV
FDP_ACF.1 FDP_ACC.1, FDP_ACC.1, L
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 AV ANV AV
FIA_AFL.1 FIA_UAU.1 FIA UAU.1 L
FIA_ATD.1 AV ANV ANV
FIA_PMG_EXT.1 AV AV L
FIA_UAU.1 FIA _UID.1 FIA _UID.1 AV
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 L
FIA _UID.1 AV ANV ANV
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 AV
FMT _MOF.1 FMT_SMR.1, FMT_SMR.1, ANV
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, AV
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF'.1
FMT_MSA.3 FMT _MSA.1, FMT_MSA.1, AV
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TOEtFa ) 54

CCH L UPPT

STCi#7z LU

STTHEZ L T

HEE BB ToBEE | Wk | =
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, A
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 AV AV %LU
FMT_SMR.1 FIA_UID.1 FIA_UID.1 2L
FPT_SKP_EXT.1 AV AV %LU
FPT_STM.1 A A A
FPT_TST_EXT.1 72U 72U %LU
FPT_TUD_EXT.1 | FCS_COP.1(b), FCS_COP.1(b), L
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 AQV =L 72U
FTP_ITC.1 [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, U
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, A
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, A
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1

6.11.2. ¥ a2 ) 5 « RAFEAEI

INoDtFa )T« REAFEGZERT HBIE, B/ROEF 2V T+ R—ZAF A4 UBRKBEFOREI N
BEHL ARIVIZEDNT VWS Z L, TOEZLS IS #HHBREDO X 2V T4 ARHEINTH ., »DOTOEES
DEIZRASTWVWBEEHRINT VDI L THS, STOHOLWELEIAILHIHRIAT /T 1 ET 1 ldEF
2T o REFEAEERT 57O DOHMERARHEIZ O WTOEREO N A XV A2 i2td 3 =0z fHX T
w3,
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7. TOEEH{H (TOE Summary Specification)

AETI, TOEXFaFal T« ae (TSF) OERMRkEZRRT 5,

71. BE

BAF Iz 2 5 AFAUD BEARIZ B3 2 BRI % 3k 4 5.,

FAU_GEN.1

TOE I&, BEEA RV IDRFEL- e S IR 7 2ERL, BEEO 7 7 7 A VIZEESRT 5, 22 &b
FAU_GEN.1 25E#HULTW3,

Table 22 SHKEINIARY B I UVEER S

EENRER

kI N B
a—¥—ID

NAT — REOEH, 2—% -2
7 — ROEMH

(U ACCOUNTMANAGER/
U.ADMIN(a) /UNORMAL/
U.ADDRESSBOOKOPERATOR)
by UADMIN(a), T —H# =827 —
r OE M

(U ACCOUNTMANAGER/U.NOR
MAL/
U.ADDRESSBOOKOPERATOR)
by U ACCOUNTMANAGER,
UNORMAL IZ &2 HE D —H
A7 — N OEH,
U.ADDRESSBOOKOPERATOR {Z
FH5HEDI—YNRAT— NDE
MO VI7M7zT7DOEM, vy =
VRTHRO Y —DIET VT4 T

i RE D H) MFP O&EJRA >~ U 7L

iR < MFP O&EJFEA 7 QY 7L

Va7 oT TV hNTaToKkT DAENIVEE [pREINE ANl
2Fx vy rVaToRy A YR B, F 7 IR
aV¥—YaT0RT EVN Y EEA DI N F
77 0 AREEY a TOMKT VaTiaE B, F 72 IR
T 7 I ARG a TDKT EWA VR B, & 7 IR

I — W — GRS L 2R GO aJzq4yLiza—¥%— BRI, F 72 I3

2 —HF— A R

a2 — Y — G as4YORE (FYV > hYad) | TOE &&HIh T | Kk

W —H—

EHHRE DR I—H—DENN BHEEFoZa—Y— | fliIh, 7213k
a2—%—ID DEHE BHEEFo7za—Y— | fh, 72135k,
2 —Y—DHIR BEETo>a—H— | K
A—Y—GREERBULE OER, BN | BHEEZITolza—¥— | Bl
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Bt g v

BE S
BN RER e

DT 7 A )V b DRIE.
¥aTFr RNEE T RLA
IROEM, SYSLOG B —/N—3&% 7€,
FTP ¥ — N— D5

BED—HTHD | RENHROLH BEEITo -2 —F — 47|
—HF—N— 7Dk

/5752

W% oD 25 o K D& IE BHEEIT o122 —H — Lh
tva VHESIOEL | TLS v ¥ a VST D AR L ARIh. £ 713K

TOE I, BEEINBEA RV MIATFDT—XZ2EMT 5,
- H AP/ TT—/A RV MPFEL A
s Avk—Y: ARV FONEEBAT 208 (LY a VEROBESIE, LBROMEEER)
+ T7—3—F: ARYPMNII-FNELTEHEIN, 4D 16 EFHTRINET,
- 2—¥—ID: a4y Uiza—%—o0ilil+
- RER 4 R~ OFELikE R

(B85 5 TSFI]
s BERR s a s Ay, R—AHE, A¥—, hATZATE— AF¥ L, BATARFY .,
Ty O ARG, TV, VaTRrbLOa s ER, BHERE, BEF—
- TopAccess : BT A Y, YaTATF—RA, Thovh, a—H—EH EHEELE
s TVVR=RIAN=: TY U NERIIT IR T 2=
- ZOM: AL VALY F PSIN 777 AL VR T 2 —RA

FAU_GEN.2

TOE . BEENRKDAIRY MRFEETIL, TOIRY MNOERER->A—YF—Da—¥—ID 2 &
HEO M52 2T, FAU GEN2 2FEHLTW5,

(59~ 5 TSFI)
C EBEARI ca S v R—AMEE., I¥—, BhAAIE— AF v U, DATZARAF YV,
Ty O AEE, TV, VaTdErbLUOu s RKR, BHERE, BFEY—
» TopAccess : BZ A ¥, YaTJAT—=RA, Gk, THU Y b, a—F—EH, HHEERE
s TV UVER—RIAN—: FTYVMNERIZHTEI X2 T — A
- FOM AL VALY F, PSIN T 7 VAL VR T 2 — A

FAU_STG_EXT.1
U.ADMIN(a)l% TopAccess DEHEHEDN S, SYSLOG ¥r—N—2#5kT 5 —N—L L THETE

%,

TOE 1%, I NEHEET — X2 ETHBA ML =Y TN ZZHEEFL, @fE 70 b)) TLS1.2 2ff
AL TR D 7Y —N—=TdH 5 SYSLOG ¥ —N—IZEETHIeNTES, NEANL—VDE
HoZ OMAEEERIE. 1 DRKEBRERIZR L X vy —2 a2 10,000 £, FIRIE 2 5,000 fE, A
¥y a2 5000 772 AOREEHIE : 5,000 fF, 77 7 ADZEEHEEE : 5,000 /% %
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7.2.

[FTE5, £4200 7 DREKIEHFEMNERICR 58, 4007 DS HWEET — X A3YIRE
FLULWEET - X2 RHFTLHILTE S,

WA b L — VI I N2 TR D 21X, UADMIN(a)ZINBHT 3 2 e TE, Zofioa
—¥—ld, BEOYVa 7u s USRI\ T 7 Az {7> T3,

(B85 5 TSFI]
s BERFIOV vy Y R AR, A —, DATZATIE— AF YV, DATZAARFTY U,
Ty ARE, TV, VaTRRBLORIRR, BHERE, BFEY—
- TopAccess : BT A Y, YaTAT—RA, Bk, THhovh, a—¥—EHl HHEEHT
s VU R=RIAN—: TV RIERIIHTEHI VX Tz —R
s FZOM AL VALY F PSINTZ 77 AA VRT 2 —A

S HR—h
PARIZ 2 5 AFCSDOEMIZBE ¢ 2 Btk 2 ilid 9 5,

FCS_CKM.1(a)

TOE&, TLS@E DY — N —ZEHEF IZH WS PR S8 & LT, NIST SP 800-56B,Revision 1D
6.3.1.3 ffi IZ G #k @ rsakpgl-crt F X CRSAB R 7 2 £l T 5., B O E I H T 5 81T
FCS_RBG_EXT.1(b)IZ#\>. CTR_DRBG(AES-256)C/HEmKd 5. Eik i Alfs &6 — N —3
PHE e S — N —FERIE, HOARSE N 71 TS b nTRESI N S,

%8B, TOEIX, ATSFIZE L. TOERA DILRPHCD-PPIZGIEK O WIELEE, & 2 W EHFA I N
BEEE%E G ATORN,

ARBEMIZBT BTSFLIZ, ARIZRTHED TH D,

(BE3#E 3 A2 TSFI)
- TopAccess : &HHHE

FCS_CKM.1(b)

TSFiE, TLSIEEDO X T T—Y a v iZHWVWT, BEHADOLy ¥ a VEEHMACO#Z LK T 5, v
Va Vv HMACO#IE, Y—N - 7547V NETHETBEB LS EK I NS, TLEIL.
FCS_RBG_EXT.1(b)IZf¢\ ., CTR_DRBG(AES-256) THKT 5, KHED /T A — &K, ERI N/
Cipher SuitelZ &> T, PARIZRTHED TH B,
o tya

WET—X 25T 2DIZHH I, FEIRX N /-Cipher SuiteliZ & > T, HHTAH 5703

ALEROEINERS, 5TV ITY XLIFAES-CBCZHL., £y ¥ a vHOEXIZ128Dbit
& 256bitEINTE 5,

® HMAC D ##
PEHEAR D 72 OEHLIELEEEE (PRF) CWETF — X 2RRIET 2720 D2O0DHRTHbLN S, HL
RHAOHIZ256E Y P EOMACHE:Z 4K L. T — X MEFEH O#ETldCipher Suite iZfit » 72K T4
5,

IS OFIX, HEFREATYNICEEL, BRI CHESINS,

(BH3# 3 5 TSFI)
- FTP_ITC_EXT.1, FTP_TRP.1(a)¥ & ' FTP_TRP.1(b)® TSFI (Z#:3' %
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TSFiZ. TOEDZF Y] h B 2 2 K42, FCS_RBG_EXT.1(a)iZ ¢\ Hash_DRBG(SHA-512) Tt i i
BHERT B, £72, TSFIZZ ORIz, SEEH %012, FCS_KDF_EXT.1 ¥ FCS_SMC_EXT.1Zft > T,
HOR SR T4 725K A S OMFPZRGET 5720128 5 8 A M kil #256bit2 B35, b, KA

NIRRT A DI NS F Yy LY a—Rid, HOES/L RS 7 (JCMVPHRIFES :
F0022) DOFRLBERBEREIC X D ER IRz K v EkEh b,

(B8:# 9" 5 TSFI]
- BE AL - EBEF — (TOE &E#Z DY EES) (2R )
- ZTOM: A VAL v F (TOE FHEZRDOA SRS )

FCS_CKM_EXT.4/FCS_CKM.4(a)
TSFAHE S L F O KR OBEVIE, R 75 2R ICE S 15,

® HOWF S/ NI 1 7T DHRA iR
MFPOFEREIHZ, ALt UTHbh, #PREFESINTWSHE%E, FCS_RBG_EXT.1(a)iZ &
% ELBUE i #: CHash_DRBG (SHA-512) 2 WL ClH FEE T2 22X VRS 5,
AREMEIZB S A2 TSFIIZ, BAFIZRTEY TH 5,

(B93# 9 5 TSFI)
- BAE SOV @I ¥ — (HDD #JHIM L5472 O #) [mECE ik )
- ZTOM: AV AA v F (HDD #IHIMLIEA T O ¥ [HEE) )

o BB H G, hfflE(FCS_KDF_EXT.1DH i), AA NRGEH, FyL v Ya—F, VARYyRAd—
R, WEHDE Y Y a VKR OHMACO #
VA B Y NITREL, BRI THES TS,
(BE3# 9 5 TSFI)
- BEASZOL  EBIRY —
C FOM o R VAL F

FCS_CKM_EXT.4/FCS_CKM.4(b)
TSFAE S LA O#tid, REE - Mg ns,

® H — N — DR
Y= N — DOME L, QEFEWF?47@$@%ﬁer—VWK%%ménfﬁﬁénao@
FHICEBRF 2358 L WAEIHE Z £ K 3 2 561, RERBEEE U Tikbh, #PRE S TV 5 I
%\.ﬁ®ﬁ13ﬁi%%?éoit\ﬁ%@X%UKﬁﬁémfméﬁﬁ\%ﬁ%?%£3%50
AREMIZBET ATSFIIL, PARITRT@ED Th S,

(B4:# 9~ 5 TSFI)

-+ TopAccess : &HHHE
- EEARIL B —

- TOM: AL VAL Yy F

FCS_COP.1(a)

TSF . FTP_ITC.1., FTP_TRP.1(a) % ' FTP_TRP.1(b)iZ B I 2 EET — X 1 #E D 7= H (T
FCS_CKM.1(b)iZ & » AR L 72 128bit £ 72 1Z256bitD i 58 & FIPS PUB197IZ#E#L S 5 AESH; 5 7 )L
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=Y X% NIST SP 800-38AIZHEHLT 5CBCE— FTEHHEIE D Z LiZ & 0 lfET — X OIS KET
H5eiro,
ARERIZE S S TSFIIE, BANIZRS@ED TH 5,

(8% 3 5 TSFI]
+ FTP_ITC.1, FTP_TRP.1(a). FTP_TRP.1(b)® TSFI (Z#:3" %

FCS_COP.1(b)

TSFi%, BERRatAEIERIZ B B84 EM, FTP_ITC.11Z & 6% — N —GftiAE & OFPT_TUD_EXT.1(Z
2577 =L zT7DOT Y TT— MRIEIZBWT, FIPS PUB 186-4(Z#iE & #17zDigital Signature
StandardZ #EHL U 7 # R A32048bit ORSAT Y ZI)VEL 7 )L T ) X L (rDSA) 2 {#iH$ %, TSFIX, B
AEAEAERRIC B 1) 2 B AR K O — N —GEHE OMGEE TIXRSASSA-PKCS1-vl 6%, 77 —ALYV T
7 v 7T — MEEETIZRSASSA-PSSZ W5, 7z, iEHZEDO/EFHIZFCS_CKM.1(a)iz & b A 7z
RSABEZ AT 2,

AEMIZET ATSFLIE, PAFIZRTHED TH S,

(B33 2 TSFI)
« FTP_ITC.1 8 X * FPT_TUD_EXT.1 ® TSFI iZ#£9° %
- TopAccess : SFHLE &R E

FCS_RBG_EXT.1(a)

TSFi&. TOED A b L —VIEESD - DHRA MERIHRD AL 6 CITHEIZH > T, Ty hpE—
P L ODRBGZHAWTEEZAEKT 5, ZDDRBGIE, NIST SP 800-90AIZf¢ - THash_DRBG
(SHA-512)Z FHWTCEE ZEKT 2, TV buE—JfiX, —DDN—RKT 2 T7R-AIZ LB /1 X%
& &, ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions” iZff - T 256bit
DT bo¥—%&/NREFOEntropy Input%, T 0 E—J§i» 5DRBGIZH 1T %, / A AJRIETOE
®DSoC (Intel Celeron7 1+t v #—N3350) BT SN— RNV 7 DESZEHT S, /1 XPH 5
DH X, SOCHDDRBGD ¥ — RIZFHWS 41, NIST SP 800-90ADCTR_DRBG(AES)IZ i - 7= LHH
%17-> CRDRAND@G CTHAhEN5, /4 XjFEE, 1bitdh 7z 0 0.5bitbA EFOR/NT Y baE—2582
& H[Rambus 2012]DFLiEA 545D > TH O, RDRAND@4 L/ 1 AJFEH 5 D256y b=y hav
—DOY—RNTHbE Nz Fa) F1E128E Yy N ODDRBGOH /1 TH %, RDRAND 471X 128bit
ZHIUVEDH T B EESH S V= REINBEHTHEDT, = ba¥—iE2 KT SrngdT —€
70 ¥ AIZRDRAND 4 THUE L 72128'512=65,536bit=8,192byte % AES-CBC-MACHLI T 16byte
IZHEMES 5 Z & T, 16byteZ & 12— RA ¥ 2RDRAND M H 1 2 INEE L. rngd®2,500byte D 3D
DNy 7 7IZIFIE7NVT Y b —DT — X% —NICERT 5, ZOTSFAHHAI NS & &, Linux
PRNG22048bitPA EO T Y b B — %2 [RFFTHEIRBIZANATIA X EZREINTVWS DT, TSFD
Hash_DRBG(SHA-512)%'Linux PRNG®/dev/urandom{ti }1%* 5 #iA 37 128byte D 7 — X IFIEIE 7
VI b —DRELHET S, ZD128byte® > H96byte D4 % Entropy Input& Nonce & L,
Hash_ DRBG(SHA-512)D ¥ — R LTt 5,

TSFORAFEH IENIST SPS00-90BO6Hi D H/NT > b b ¥ —RiEE 012 & b, TOEDEESM O HiPH T,
/dev/urandomti 71431 bitdH7- D 0.91bitbh EOFR/NT Y b ¥ —%2 &G0 L 2R L, 7T bna
¥ — T\ e EBBINIZ RS > TH . NIST SP800-90BD3.1.5HiIZfit > 7z > b1 ¥ — B D FERZHI I
& v, /dev/urandomiti}1D96byted ¥ v F51Z12698.88(=96"8*0.91)bitd T b ¥ =& xh 3
LHEET B, ZDE v Mil%Entropy Input® NonceX U, Hash_DRBG(SHA-512)iZ > — Nl % &5
THHIZEY, FCS_RGB_EXT.1(a)ZEEHL T\ 5,
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([5# 9~ 5 TSFI)
- BESRL  EBIEX— (TOE REZOYEIEENIZES)
- FOM o XA VA1 v F (TOE ZBEHOYIEZENIZIRES)

FCS_RBG_EXT.1(b)

TSFi%, FTP_ITC.1., FTP_TRP.1(a) %X O'FTP_TRP.1(b)iZ B} 28T — X {R#ED 7=, TLSEEDY
—N—§AE 7 S CIZTLSIBED A TV T —v a YOBIZ, T hab¥—Jie K UDRBG%Z AN T-HEH
THWTELEZ 4T 5, ZDODRBGIE, NIST SP 800-90AZ%¢ > TCTR_DRBG (AES) % i\ THLEX
ZHEMT S, ZDOCTR_DRBG(AES)(Zderivation function #3572, ¥ — N1kl & L CTEntropy
Input& Noncez i3 %, ZDDRBGD AN T#HEHIL, NIST SP800-90CDEFED T b 1 ¥ — kL
FIZHE> T 2 DDCTR_DRBGAES) S ENTH Y, T b —iHE ANTFORHIDES % < A
2 —DRBG. AN T OIMUTHAERGIZMHAT 288 %2 3585 % 75 (4 X— FDRBGE ISR, T
yhab—jElt, —DODON—KRYzT7R=AIZXB /1 XJFEEH, ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions” (Zff > T128bitd T > b B ¥'— % &/NMEFFDEntropy
Input& 64bitd T ¥ b0 ¥—% H{/NNREFDNonceZ, T ha =2 5DRBGIZH AT 5, /1 XK
IXTOEDSoC (Intel Celeron7Ht v % —N3350) 2NET 5N— RV =7 DESZ[FHT 2, /14X
JE2 5D HIE. SOCHDDRBGD ¥ — NIZH WS, NIST SP 800-90ADCTR_DRBG(AES)IZfiE -
7ML %17 > CTRDRAND@@ CH &N 5, /A ZJFIE, 1bitdh 7z v 0.5bith EOR/NT Y b —%
EZ1 2 M [Rambus 2012]DFLEA 525> TH D, RDRAND@ I/ 1 APFENQ 5 D256 Y h T v
fEE—0Y—RNTHiiftednizt¥a) 71 #E128Y Yy NODRBGOH 1 TH %, RDRANDA 4 IE
128bitZ 51 EAS T HLESH SV Y= RI N5 THEDT, T ba—F%2HEKT 5rngd
F—F v 7 a+ AIZRDRAND 4 THUS L 72 128°512=65,536bit=8,192byte # AES-CBC-MAC /L H
T16bytellJEAfiT 5 Z & T, 16byte Z &2 ¥ — R23H 7 2 RDRAND @ i 1 2 IV L, rmgd®
2,500byte D3 DDNY 7 7IZIZIE 7NV Ty bRV —DF — X % —FHIZERE T 5, rngd?» 5 Linux
PRNGIZMER T Y ba ¥ —n+oicfftfb I b 0, TSFALinux PRNG® /dev/random{ }1 9> & &t
&3 Entropy Input®32byte & Nonce® 16byteD 7T — X IZIZIE 7NV Ty hn ¥ —DIREL #ET 5,
TSFORAFE# IENIST SPS00-90BO6HiOH/NT > b b ¥ —RiEE 012 & b, TOEDEESM O HiBH T,
/dev/randomHt 1A 1bitdH 7z © 0.82bitPA EDFR/NT Y bV —2 &L L 2R L, 7V ho Y
— TR WL AEBKIZEREE > TH, NIST SPS00-90BD3. 1.5/l -7z > b B ¥ —8 0D FRIHMIZ &
v, /dev/randomHi 1D 32byted ¥y F1i21£209.92(=32"8"0.82)bitd =¥ O K=& EN B L
Ed 5, [FRRIZ/dev/randomit 1D 16byted ¥y b FZ1£104.96(=16"8"0.82)bitd T b B E—A3E
INBeHET S, ZOE Y MNIEZNF NEntropy Input® Nonce® L, ¥ & X —DRBG®D
CTR_DRBG(AES)IZ ¥ — Rifi# #5492 HIZ L V) ¥ A& —DRBGIZ128Y'y hDt F a2 ) 5 1 &%
Ffo, 51T AX—DRBGH 5256 v b ®Entropy Input& 128w k ®Nonce® ¥ — R D4 % 5%
7% 754 ~_X—sDRBGOCTR_DRBG(AES) X128y Dt Fa V) F o iiEEZKGOI L I2& D,
FCS_RGB_EXT.1(b)Z%EH L T3,

(BH3# 3 5 TSFI)
- FTP_TRP.1(a)., FTP_TRP.1(b)¥ &' FTP_ITC.1 ® TSFI IZ#:3° %
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7.3.

A V—=UkEEL G EBREMS)

BUNIZ A & e HEMFB.LIC B S 5 ZAIERR 2 5lid 3 %,

FPT_KYP_EXT.1

A TOE T FCS_KYC_EXT.1 2B 58T =1 V2R T 2HIIUTOL B TH S,

® T B
FCS_RBG_EXT.1 2\, Hash_DRBG(SHA-512)% I\ TAE I 115 256bit DELETH D, HiFE
A ML=Vt EE NS,

o Hiiiift (FCS_KDF_EXT.1DH Ji{#)
FCS_KDF EXT.1 IZft\WE ) SEH X NS 256bit DEETH D, HRMEZA ML —VIZREEI R
50

® K~ A ]\ At nﬁﬁ
FCS_SMC_EXT.1 2\ 256bit O hfil§#(FCS_KDF_EXT.1 @ J1f#) & 256bit Dffi & % XOR L7z
% RANREEE UCHAT 5, ZOKRA MREFEIE, #EREA ML —YB X0 FROM 2R fEE N
%, 728, FROM 3B AR A RE R REEREMEA N L —VTH B,

e Fy L vYya—NR
HOREA R I 1 TI28 1T 2EEERBESRE R FHWTAER I NS 256bit DELETH O, HERMEA ML —

R FE B,
@ L ARVAIA—FK

Fylrya— RKzESEEE LT, FCS_COP.1(f)izft\ ., AES-CBC (& b &R A b RiFHE % 5 51k
TEBRDOEELINAZMETH D, FEREA N L —-VIZEEFEINS,

® HEFEMEA T Y BIZRAF S N D3R ORI O HK N

TSF &, S, fiEgE, Fy Ly Ya—RNROVARY A3 — REHERFENEA €V ICFCTHR
FEHM, RTCOA—F—IIT7 7 AT HMEELZRML TV, 72, ThoDC S PIFEEN T
HEIN B,

TSF 1, A MRk % FROM (2 EXTIRIFET 225, £ TOA—HF—1ZT7 7 29 SH¥HEILHE
LT,

FCS_KYC_EXT.1
® K A N EREEHED A K

%9, FCS_KDF_EXT.1 (ZfE\, S Higkh o il 281 4 5, g, FCS_RBG_EXT.1(a)
IZf€\ Hash_DRBG(SHA-512)& FHWTAEK I N5 2566bit DEBKTH 5, I OFEHFIIN L T,
FCS_KDF_EXT.1 THIE X 117z KDF OWHE A fThi, FiENPEE I NS, FCS_COP.1(h) Tl ¥
2 ) 7 ¢ MEA 256bit LA LTINS & 512, HMAC-SHA-512 2 #IRL T3, Z DFLEIZ. DRBG
7Ty ha ¥ —&(256bit ML E)ARE X SN TEBRI IR TH S,

Iz, FCS_SMC_EXT.1 i\, X 256bit DfE X % XOR U 7zfE%Z R A b ZBar# e Ui
%,
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7.4.

0 Fyv L Y LAKRYRER

FrlLrya— Rk, HElES NI 1 7128 2 8L8UESBEEEZ VW TER S b 256bit DELET
Hb, ZOF¥LrvYa—FRik, HEHESLRN I T05 VAT ARIMEERIZEEI NS, VAT L4
HIEEARTIX, FY LY a—RN2E5H#E LT, FCS_COP.1(N)IZfEWV, AES-CBCIZX b HA MR
RS S, ORI UMEIX, 266bit DL AR Za— K& LT, ¥ AT LHIHERD S
HORSE R I 1 Ik EE b, ATOE OEEF 4 VIZBEIFSBEVIE, ZOLVAKRYAT—FRT
HbB,

PLEIZED, BF oAV OKBPEIZT 266bit LEDOYXF 2V F 4 REE2HEHEL TS

(BH3# 3 5 TSFI)
s BES ROV B —
 FOM AL VAL W F

FDP_DSK EXT.1

TSF &, HEHSIL N Z 1 7 (JCMVP ZiEH S : F0022) IMMHET — X B L UMED TSF 77— X %
METEZLIZED, ZN5DF—X2IES{LT 5, TOEREL T MFP £ HOARSL RS 1 7
IR ARG RFE T B, uo)fxl\mnﬁﬁi BIFEH 212, TOE DEHCKE SR 71 THY A
T LR 2 FRES B2l E NG, ALK oL, HOSL R4 T DT —2DEE
AADBEIN LD, ESIAALT —XIZHET %‘ﬁzéﬂéo ¥, TOE FIMY 2 HOW SR J A
TORIRITIE, BT R WA R < FIHE T — XIS TS LS IR EFEE NS,

(B33 5 TSFI]
- FDP_ACC.1, FDP_ACF.1 & U' FMT_SMF.1 @ TSFI IZ#§° %,

A MU —=VEB GEREH)

BURIZA ML=V EALTEIR U 72 844D.41Z B9 2 B2 30d 55,

FCS_COP.1(f)

TSFTI, BFEFHOEIZHCK SR 7 1 THNOELEERBEREIZ X D ARGl (BLF. Fyv L
VY a—REIET %) 2, AR MR AZE S L LT, ISO/IEC 18033-3MAES #ISO/IEC 10116
DCBCOMAEHLEIZL BAES-CBCTHE ST S, ZDOF ¥ L v Ya— NABEE(IIN/-HEIZ. TOE
DHCH SR 4 THh S5V AT AHEERKIZEEI NS, VAT LAHHEEKRTIE, F¥L>rya—FK

YA e UCTHW, KA MG Z AES-CBCIZ XK W 5 kT 5, T D FA MEEEEDIE ST N
72ffl%. TOED Y AT LHIEEM» S HAR S/ R I 14 7ICkE3h 5,

(BE# 9 2 TSFI)
- EEASRIL  BIRY—
s FOM o R Ry F
FCS_KDF_EXT.1

TSF X, FCS_RBG_EXT.1(a)iZ /e \WELEUE iigs Y Hash_ DRBG(SHA-512) TH L L 72 6LE & ¥ 7 < A
2 2 L, NIST SP800-108 ® KDF in Counter Mode (Z#E#L U 7= /575 T, FCS_COP.1(h)IZ W AT
v afiEAWT, hEEEERT 5,

(8383 5 TSFI]
- EERZOL C BIEF— (TOE Z@BE#Z OV EEE RS )

Copyright© 2022 TOSHIBA TEC. All rights reserved.

64/85



7.5.

- FOM XA VA1 v F (TOE FZBEHLOYIEZENIZIES)

FCS_SMC_EXT.1

TSFTIZ, FCS_KDF_EXT.1iZ & b iy T 7z il & 256bitDfE & DXORU fEZ 14 5, Z DfA
. AR MG E LTINS,

(B8:# 9" 5 TSFI]
- BE AL - EFEF — (TOE &E#Z DY) EES) (2R )
- ZTOM: A VAL v F (TOE FREZRDOAIEEENIZRS)

FCS_COP.1(h)

TSF (%, S HH S hfE 2 8§ 2802, FCS_KDF_EXT.1 O#ff Ny ¥ a X v —VBBOGHE
12, ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC 10118 (Z#:#L L 7=
HMAC-SHA-512 % f#ifi 3 %, HMAC DI 256bit, /v ¥ 2 BI#IE SHA-512, 71 v 7 Kl 512bit,
H1X 5 MAC £iX 512bit TH 5,

([5# 9~ 5 TSFI)
- BESRL  EBIEX— (TOE REZOYEIEEIZES)
- FOM o XA VA1 v F (TOE ZBEHZOYIEZENIZIRES)

BEOHRE (BIREM)
AR REED. 20 B S 2 EERk 2 ik 9 5.
FCS_TLS_EXT.1

TSF %, FTP_ITC.1 (2R EfEY —/N— & D5 & FTP_TRP.1(a)/FTP_TRP.1(b)IZ/RT 2 71 T~
N PC & DEFEIZEWT, TLS @ % YK — b3 5, TSF 234 K — 3% TLS {5 1% TLS1.2(RFC 5246)
VC“%E)O

TLS_RSA_ WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA WITH_AES_128_CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_SHAZ256

TSEN 2 54 7 >~ FPCL@ET 258 DEE

e TSFI¥, FCS_RBG_EXT.1(b) ) *'FCS_CKM.1(a)IZft\>, TLSIE(E TH W BRSAD Y — /8N —Fi
FEHEB I ONREE LR TS, FCS_COP.1(b) K U'FCS_COP.1(c)IZfEV, T OFEH L Ny
a7hT) ALEAVTY —N—FFIHEOELZEKT S,

o MEDILBMT — X2 AT L HEIXLLTOMED TH S,

>TSF &, ¥ —N—0DWMEBEE2HANT, 273147 PC 256E56NT &7 RSA NFAHECH
I NTVEMEDOILZ2HE ST 5, FCS_COP.1(c) %1 FCS_COP.1(g)iZft\, A v+
— VRIED =D DS Ny ¥ v F(HMAC) & W T, BEDELEA 5 HAIELEBEIE (PRF)
ZELU TRy ¥a v HMAC D% KT 5,
o TSEFD, BET— X DK BL R OMKGEZ T 2 HIEIELARO@ED TH B,

< TSF &, FCS_COP.1(c) %0} FCS_COP.1(g)iZfit\, HMAC D#t% VT, ilf5F— 2 D
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WEMEEZIT D,
< TSF 1%, FCS_COP.1(a)iZfit\», AES-CBC ®— K CHEET — R DL R OEE 21T,

(8% 3 5 TSFI]
- FTP_TRP.1(a). FTP_TRP.1(b)® TSFI IZ#:3" %

TSFREFREY — N — L DEEZ1T I 5EDEE

o TSFW, Y —N—0SRkoNTE Y —N—(LHEDT Y XIVELZRGET 2 HIEFLT
DEY TH D,

< TSF i&, FCS_COP.1(c)IZf\W Y — N —FEHETBEMEED 72 DNy ¥ afli % FHHT 5,

< TSF (%, FCS_COP.1(b)IZf5 RSA BAMGLIZ & D I —N—FLED TV XVEXEHS
Us BIRCD Y =N —GEERGED 72d DNy ¥ afl & R %5 2 & T — N —3EHE O W E
WBEEZAT D,
o MEDILKT —22LATHHEIUTOED TH 5,

$TSF I, v ¥ a VP HMAC Ot % A d 5 728, FCS_RBG_EXT.1(b)IZf > THE D
TLEE kT 5,

$TSF 1, &EY—N— 5k 5N T X7~ RSA DY — NN—2AFEE2 HWT, WEOFLEZE K
b3 %, FCS_COP.1(c) %1 FCS_COP.1(g)iZft\\N, A vt — VZIFD 7= DFAf Ny &
v 7 (HMAC)%Z W T, BB DELE D & HAELEBE 2 U Tk v o 3 Ve HMAC Dt
BERT 5,

o TSFA, BFT — X DR SAL A OMGEE T 5 B FOMD TH 5,
< TSF 1%, FCS_COP.1(c) %' FCS_COP.1(g)izfé\y, HMAC D#EEHAWT, #ET—X D
WEMGEEETT D,
< TSF 1%, FCS_COP.1(a)lZfit\», AES-CBC €— K CHEET — R DIES{L R OEEZ21T S,

(BH3# 3 5 TSFI)
« FTP_ITC.1 ® TSFI Iz#:4° %

TSFA 2 547> NPCLIPPSZ FAWTHE{ET A& DENE

e TSFi%, FCS_RBG_EXT.1(b) % U'FCS_CKM.1(a)lZfé\ . TLSiE#(E THW 2 RSAD Y — N —Fi
B E X O NFIE 4T 5, FCS_COP.1(b) X U'FCS_COP.1(c)IZfEV, T OREHEL Ny
Va7V ITY ALEHANTY —N—GtHEOBH ZEKT 5,

o TSFIX, Y —N—DOMEHEZHNT, 7747 2 FPCHHELNT EZRSARFHBE TR Z/LX
NTWBREDELEZE ST 5, FCS_COP.1(c) X' FCS_COP.1(g)IZfE\, A vt — VRt
DD DHNF Ny ¥ v Z(HMAC) & VT, M DELED S HLELEBI Rz @ U Ty ¥ a v

HEXHMACO#EZ £K T 5.,
e TSFiZ. FCS_COP.1(c)%U'FCS_COP.1(g)izft\y, HMACO#% AW T, 5T — X Dkl
MGEZ1T D,
e TSFi*, FCS_COP.1(a)lzft\ . AES-CBCE— R ClfEF — X DHE(LROBEERITS,
(B85 5 TSFI]

s TNV R—RSAN— s YV FERIZHT AR T — A
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7.6.

7.7.

FCS_HTTPS_EXT.1

TOE &V E— MIHH & &2 mEHHAE N A 2T 572012, RFC2818 (Zi## L7z HTTPS 71 k2
W RELTWS, £/, FCS_TLS_EXT.1 THE I N7z TLS 7' kb 2)b %\ HTTPS {3 % w6
129 55I2& Y FCS_HTTPS_EXT.1 2B L TW5,

(B85 5 TSFI]
- TopAccess: BZ AV, YaTATFT—RA, THD VM, I—V—EH EHERE

FCS_COP.1(g)

TSFi%, TLSEEIZBWTHEDILED 51 v ¥ a VP HMACD#E % £ K 5 72 8 O B LB K
(PRF) (Zffifid b, £7-, TSFRTLSHEEICE VW TCHRET — X DWERILZ T 57-dlfHE N5,
FIPS PUB 198-1. [The Keyed-Hash Message Authentication Code . & U FIPSPUB 180-3. [Secure
Hash Standard] %7z 3 A v —YREEKCHEHEDN160bitOHMAC-SHA-1, X v ¥ —YEKRCHEED
256bit O HMAC-SHA256IZHE > THI Ny S a Ay v —VRBRIHEETINE, ZOBRIZHEH IS

v ¥ 2%, FCS_COP.1(c)icfit>TW5, Zhick b, FCS_COP.1(g)dEH 3,

([43% 3 % TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)# & ¢* FTP_ITC.1 & TSFI iz #:3" %

BEE7Y 75— b GEREH)
DURICEIREMD. 3BT 5 Btk 2 Glidk 9 5,
FCS_COP.1(c)

TSFiX, FPT_ TUD_EXT.1ZBIFE 77—z T7 DT v TTF— b DBIZT7 7 =27 = 7 DEEMZK

TR0, 77 =AY T IR TV RIVEBLRLTHITSNG,

ZOEE Ny ¥ 2B, ISO/IEC 10118-3:200412 433 5 SHA-25612f¢ > T\ 5,

TSFiX, FCS_TLS_EXT.1ZHEWTLSIE{E DY — N —FEHEZE DB LK L 72 13MEEICIT 5. ORI flib

NS Ny ¥ aBEBIZ, ISO/IEC 10118-3:200412 &3 9 % SHA-1, SHA-256, SHA-384 X 1%

SHA-5121ZfiE> T W3,

'mFi WET — R DO5E2M%2MRGET B2, FCS_COP.1(gZ WA Ny ¥ a X v v — VFGE & &
i35, TOBIHbh b5y ¥ 2 B#IZ, ISO/IEC 10118-3:200412 553 5 SHA-1 L O}

QMQ%KﬁOTV5OHFd\ﬁlbwﬁﬁ%$W?5@~\HBCDPH)’ﬁDﬁHAVVJX
vl — VAR ETT S, TOBIZHibn s S Ny ¥ 2 BB, ISO/IEC 10118-3:200412 88T %

SHA-512iZfiE> T W53,

PLEX Y, FCS_COP.1(c)iZEH I3,

(B89~ 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)# &' FTP_ITC.1 ix#:3 %

MEET -2 RE
ATIZZ 5 AFDPO B2 B § 6 Bk Z GR35,
FDP_ACC.1/FDP_ACF.1

TOEWL, =¥ —XETFT—XADT7 7 AL, 21— —XETF—XDEE~DT 7 AHililZ21T 5,
AP —NET—ZADT7 7 AfIE, TOXET— R IFEh-2a—H—-ID&, v+ v Tilk
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WERFEE N2 2= —D 2 —F —IDBR—H U GBI OAT 7 A2 T5, £z, 22—V —XED
BAEA~D T 27 & ZHIfHI%, Table 1338 X U'Table 14 T/RINAHAIE B0 . 2 —HF — DR DL ENZRE,
BENEREI NS,

FCC_ACC.18 KU FDP.AFC.LIZ FERDT 7 ZAHINZ & o TEH I N TW 5,

Table 23 D.USER.DOC @ 7V ¥ b7 7 & A flf#l
| Si=Gi= | 7 2 & AR
EWYVEES - U.ADMIN(a)¥ UNORMAL(a)% 7"V > b § % XEDHEAD
YaTdpa#E e LTEIGT S,
- HHOBAULZXEOMES K 2T 5,
- HEOBA U= XEDOREIFHESGT 5,
- HEOHA LU XEOHIRIZFFAT 5,
U.ADMIN(a) - TV U PTAXEDERAZTT B,
s D= =DEALZTY VN XEOMERIELST 5,
DA —BEALZTY VN XEORE RS T S,
MDA =T —DMEFEL =T S XEOYIRZ T 5,
U.NORMAL(a) - TV VT ENEOBRAEZTAT S,
MDA —F DAL T v M XEOHERIES T 5,
s DO =DEALZTY VP XEOREERELT S,
D= —DMEEL 72T N XEOHIREES T 5,

U.ACCOUNTMANAGER s TV UNTEXEOBRARZESRT 5,
U.FAXOPERATOR B TOBALETY Y N EOBME2ELT 5,

U.ADDRESSBOOKOPERATOR | + £ TO#HALLET) v b XEOWRLE AT S,

- BTOMRAZELETY Y M XEOHIREZIES T 5,

R — Y — - @l &7z UADMIN(a), UNORMAL(a)% & 7'V > b3
DF; JNES 3 I

c BTOHRALET) Y b XEOHEEZERT 5,

c BTOHRALET) Y M XEOREEERT 5,

- BTOMRFELETY v M XEOHIREIES T 5,

(BH3# 3 5 TSFI)
BV AS O VR ) I N
s TNV UR—RSAN— TV NERIZHTEA VR T— R

Table 24 D.USER.DOC DA ¥ v > 7 7 & A%l
EWAGIVEE - UNORMAL(a)Z A¥ ¥ v § 5 XHFEDHADY a THiEE L
U CHINT 5,
- HEDPAF vy U UEGOMEZ AT 5,
c HEDRZAX vy U UEEGORE B K OHIRIZZHTT T 5,
U.ADMIN(a) - AX ¥ VT EXEDOHARHT 5,
s D= =R AF v U EGOBEE R ES T S,
c ETOA—H—DAF ¥ VLB ORE ST 5,
- HEOZAX ¥ v U-EGOHIBRIZZHFTL, fioa—¥F—nA
¥y v UG OHIRIZIES T 5,
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Sl 7 7 & AR
UNORMAL(a) - AX Y VT ENEOHEARTT B,
s D= =R A F v U EGOBEE RS T S,
s D= —DAF ¥ U UHBEORE S L CHIRIZIES

5,
U.ACCOUNTMANAGER c AX v VT EXEORARERT 5,
U.FAXOPERATOR - BTOAF Y VU ZEGOMEZIES T 5,
U.ADDRESSBOOKOPERATOR | + £TDaA—H =2 A% ¥ » UZEGHROWUE B L OHIBRIZHES
T 5,
RARFEL— Y — c AF Y UTENEDOHEAREST S,

s BTOAF YV UZEGOBEEZ2HELG T 5,
c BTDOAF ¥ Y UEEBOWRES X CHIBRIIES T 5,

(B39 5 TSFI)
CBERRN  AF YV, PATIAARAFY Y

Table 25 D.USER.DOC D I ¥'—7 2 & Al

EWAGIVEE - UADMIN(a)2 UNORMAL(a)% A —3 2 XEDHKADY
a JiE#H L UCEIRT 5,

- HEWHRILZza¥—od h2#HAT 5,
- HEPRFE LU ZEROWEEZ RS 5,
- HEPRF LU EBOHIREZ AT 5,
U.ADMIN(a) AT ONEDORAZTAT D,
s DA —F =2 a— U EGOEEZEST 5,
D= =D - UREFE L ZERORL 2 HET 5,
iDL —F =3 — UIRIE L 72 B DO HIBRZ 37 A9 5,
U.NORMAL(a) - AT ENEORAEZTAT B,
s D a—Y—Ma—LEGOME RIS T 5,
D2 —F = — ULIRE L 2 BEBROWEZHEE T 5,
D2 —F =3 — ULIRAE L ERDOEIFRZHEE T 5,

U.ACCOUNTMANAGER s AV —TE5XEOHRARIELST 5,
U.FAXOPERATOR s BTOIY—-LU-HGDOHEL2EST 5,

U.ADDRESSBOOKOPERATOR | + £ T IV — UIRIFEL ZEGORE 2 HET 5,
- BTOIAE— UIREL 2 EGOEIRZHER T 5,
RFGEL— Y — - AV —FTENEOHARERT 5,

- BTOIE—-U-HGOMEZEST 5,

c BTOIAE—-UIFELZHBEOREEZESRT 5,
- BTOIAE— UIRAE L - EERDOEIRZ ST 5,

(BH;# 3 5 TSFI)
s EERRIL O —, DAZAIY—, Va TRRB IO IER
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Table 26 D.USER.DOC ® 7 7 7 A%(E 7 7 & A HIf

D | 7 2 A BRI

VAEMATVEE S

- U.ADMIN(a) ¥ U.NORMAL(a) ¥ UFAXOPERATOR % 7 7

I AREXFEDY a THiaH L LTEINIT 5,

- HEPAFX vV U-EGROBE 2 #F T 5,
- HEPREZ L -ZHBOREZFHFT 5,
- BHEWHRAZEL -HBOHIRZFFT 5,

U.ADMIN(a)

- 77 I RAREEOERAETAT D,

s DI —DAF v VEHBEOMEEZESGT S,
s MDY —DRFE L - HBEDOREEERT 5,
- D 3= —AURAE L S WD YR E BT 5,

U.NORMAL(a)
U.FAXOPERATOR

« 77V AREXEDOEAERT AT 5,

s D= —=DAF ¥ U UEGEOMEEREST 5,
- D3 —F —DURIE L 2RO RE E LT S,

- D 3= —AURAE L - R DEIRE ST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

« T 7 I REEEOBRARERT 5,

- RTOAF vy VHEBROMELESGT 5,
- RTCORELVZEHBORE LG T 5,
- RTORELZHBEOHIREZ ST 5,

RERAEL—H —

- 77V ARENEOBRARELT S,

- BTOAF v VHEBOMELZIESGT 2,
- BTORFLUEBORE LG T 5,
- RTORMLELVZEBROHIREZ ST 2,

(%3 % TSFI)

CBERR Ty oA, VaTdRRbLOn SRR

Table 27 D.USER.DOC 7 7 2 AZ{Z7 2 & A HfH

| S | 7 2 & ARSI
ENAECE + U.ADMIN(a) ¥ UFAXOPERATOR % 7 7 7 AZ[EXED Y
a JiiE#H L UCEIA T 5,
c BRTCOT7 7 7 AZEXEOMED X CHIRZ T 5,
c RCDT 7 I AZEXEDORELERT 5,
- RTCDT 7 I AZEXEDOHIREZTT 5,
U.ADMIN(a) c BTDT7 7V AZF RV —DOHIEIC L S5 TREERHFAT
U.FAXOPERATOR %,
- BTOT7 7 IV AZENEOMES X ORI 2T 5,
c BTDT 7 7 AREXEDOWEZIERT 5,
- BTDT 7 7 AEXEDHIRZ T 5,
U.NORMAL(a) - RTCDT 7 7 AZEFRF I —DBIFIC L S TREERHFTT
U.ACCOUNTMANAGER %,
U.ADDRESSBOOKOPERATOR | + £ TD 7 7 7 AZEHEDHES L CHIRIZHEET 5,

c BTDT 7 7 AZEFEBOREEHL T 5,
- BTD7 7 7 AZGHEGEOHIREHEL T 5,
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SreiiHe | 7 7 & AR
KRR L — Y — c BTCDT 7V AZEFE R —DEEC LS TR%EL2HTT
5,
c BTCDT 7 7 AZEEGOBES L CHIRIZHEG T 5,
- BTDT 7 I AZEHGEOWEZIHERT 5,
- BTDT 7 7 AZEHGDOHIREIHE T 5,
7L c BTDT 77 AZEXFFZI-Y —DEEIZL ST TOE ©
WP O ZEIND,

([5# 9~ 5 TSFI)
s BESRL T Vb
- ZFOM:PSIN 77 2 AL VR T 2 —A

Table 28 D.USER.JOB ® 7V v s 7 2 & A&l

| L= | 7 2 & AR

Y a Ta#H - UADMIN(a)& UNORMAL(a)lZF & ATV ¥ NEFF LY
a70YvavaREL UTEMNIT NG,

U.ADMIN(a) - TV NV a TOMEREFAT B,

BTNV aTOMEEHTT S,

c BTOT) vV aTOWREREST S,

- ZETOT) Y PV a TONME L E2HTT 5,

U.NORMAL/(a) - TV MY a TOEREFAIT B,

- 2TOT) vV aTdoMEERHTT S,

- BTOT) MV aTOWREREST S,

- HEOTZV Y NV a TORGEUIEFFAT 55, oz —3—
DTV MY a TOHMEUIKEST 5,

U.ACCOUNTMANAGER - VYNV a TOEREELET 5,
U.FAXOPERATOR cATOT) NV aTOMERFAT 5,

U.ADDRESSBOOKOPERATOR | + £ TO TV Y Y a 7ORE#ERT 5,

c BTOT) NV aTORMELEEST S,

RARFEL—H — - WAl X 7z UADMIN(a), UNORMAL(a)iZ &5 7V v vy

3 T OERIEHTT 5,

TV VNV a TOEREHAT 5,
cBTDT) Y aTOMEEREST 5,

c BTDT) Y aTOREEREERT 5,

- BTOTV YNV aTdORHELEHEET 5,

(B389 5 TSFI)
s BERFL SV Vb, VaTRRBE LR IER
- TopAccess : Y a JAT—& A
s TYVUR—=RIAN=: FY U NERIZHTEA R T —A
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Table 29 D.USERJOB D A ¥ ¥ v 7 7 & A&

D 7 2 A BRI

VAEMATVEE S

- U.ADMIN(a)¥ UNORMAL(a)ix B A AF ¥ VET LY
a7DYa AR LTEMIISNG,

U.ADMIN(a)

c AF Y oV a TOEKETATT 5,

- BTDAF YV a JOMEEZHFAT 5,
- BTDOAF YV a TOWRERIESRT 5,
- BTOAF Yy rYVa7OHHELELHTT S,

U.NORMAL(a)

c AX YV a TOEREHAT S,

c BTDAX YV adTOMEEHTT 5,

- BTOAF YV aTOWERESRT S,

- HEOAFX Y Y a TORHEUIEHFTT B8, ox—9—

DAF ¥ Y a 7OHEUIMEST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR
U.FAXOPERATOR

c A¥ Y UV a TOEREESAT 5,

s BTOAF Yy Va7 OMEHTT 5,
s BTOAF YV aTOWERESRT S,
c BETDAF YU YVa7ORELEHEET S,

REBAEL—H —

c AF YV a TOEREEET S,

- ETDAF YV a JOMEEZERT 5,
- BTDAF YV a TOWRLERIELT 5,
- BTOAF Yy Va7 OHBELEHESET S,

(B83# 9™ % TSFI]

CEERRI  AF Yy, MARAAFY Y, VaTREBIUOR SRR

« TopAccess : Y a TAT—XZ A

Table 30 D.USER.JOB ® a ¥ —7 7+ Z#lfHl

2P |
A VEES

7 2 & A KRR

- UADMIN(a) UNORMAL(a)Z HEMWEF LI -V 3

TDYaTHAEEL UTEMNIT S,

U.ADMIN(a)

- A=Y aJOEREHATT S,

- BTOAY—Ya JTOMEZHTT 5,
- BTOIE—VaTOREERERT S,
- BTOIAE—Va TORMELZ2HTT 5,

U.NORMAL(a)

- A=V a TOEREFAT B,

- RTOIAE—Va TOREEFAT 5,

- RTOIAE=Va TOWREEERT 5,

- HHOaVY—Y a TOHIE UIEEF T 228, flioa—¥—ob

IV¥—Ya JORGEUIKEST 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- A=V a TOEREHESGT 5,

- RTOIAE—Va TOREEFAT 5,
- RTOIAE—Va TOREZELRT 5,
- RTOIAY—VaJOHHLZEGT 5,
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7 2 & AR

RFFEL— Y —

- AE—Ya TOfEEEHGT 5,

- BTOI—VaTOMEEZEST 5,

- RTOIE -V a TOREEELRT 5,
- RTOIAE—Ya TOREL ZELT 5,

(BH3# 3 5 TSFI)

C EENRI D O —, DATATIY—, Va3 THERBIOTIER

- TopAccess : ¥V a JAT—& A

Table 31 D.USERJOB D7 7 7 AE(ET 7 & A%

_—
VaTiEH

7 2 & AR

- U.ADMIN(a) & UNORMAL(a) ¥ UFAXOPERATOR % H &

MWFEITUT7 7V AREY a TDY a THiAH & UTEI T
2,

U.ADMIN(a)

s Ty O AEREY a TOMEREFAIT S,

c BRTCDT 7 7 AREY a TOMEZFIAT 5,
- BTDI 7 IV RAREY a TOREREST 5,
c BTCOT7 7 7 AREY a TORHE L 2#AT 5,

U.NORMAL(a)

- Ty O AREY a TOERETAT S,

c BTDT 77 AREY a TOMEZ2 T T 5,

c BTDT 7 7 AKREY a TORERERT 5,

- BEO 7 77 AREY a TORIE LIEFFA§ 528, flidoa—

F—D 777 AFEEYa TOBMMUITIELET 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

- Ty I AREY a TOEREEAT S,

s BTCOT 7 7 AREY a TOMEZHTT 5,
s BTCDT 7 7 AREEY 3 TORERELT 5,
c BTCODT 7 7 AREY a TORGHL 2R T 5,

U.FAXOPERATOR

- Ty O AEEY 3 TOERETAT B,

- BTOT 7 7 AREY 3 TOREIXIFT 5,

c BTDI 7V RAEREY a TOREREST 5,

- HEO 7 7 2 AREY 2 TOHGE LI 5723, flioa—

Y—0D7 7 7 ARMEY 3 7OHIE UIKEST 5,

ARFRFE L —H —

- Ty O RREY a TOEK RIS 5,

c BTDT 7 7 AKEY a TOMEBERZERT 5,
c BRTCDT 7V AREY a TOREZEERT 5,
c BRTOT 7 7 AREY a TORGHL 2R T 5,

(BH3# 3 5 TSFI)

s BEARI Ty P AEE, YVa T RRBLO O IERR

- TopAccess : Y a JAT—& A
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Table 32 D.USERJOB D 7 7 7 A7 7 & A%

D 7 2 A BRI

EWAL YRS - U.ADMIN(a)& U.FAXOPERATOR % 7 7 Z A%f5¥ 2 7D
VaTiaE e UTHIMNIT 5,

U.ADMIN(a) A DL STETDT 7 7 AZEY 3 TOME %

U.FAXOPERATOR FAT B,

c BTCDT 7 7 AREY a TOMEZHT 5,

c BTCDT 7 I AZIEY a TOREREERT 5,

- RTCOT7 7V AZEFEY a TORMHEL2IEST 5,

U.NORMAL(a) AP DI ST ETD T 7 I AZEY a TOEKR%E

U.ACCOUNTMANAGER Y 5,

U.ADDRESSBOOKOPERATOR | + £ TD7 727 A%Z{EY a 7OME 2 AT 5,

c BTCDIT 7 I AZEY a TOREZELRT 5,

c BTCDT 7V AZEY a TORGEL 2R T 5,

RARFEL— Y — A —DEEIZESTRTDT 7 7 AZEY 3 TOMEK %
Y B,

c BTDT 7 I AZEYa T7OMERIEST 5,

c BTDT 7 I AZEY a TOREEERT 5,

c BTDT 7 7 AZEY a TOEE L 2R T 5,

(Bd:# 9 5 TSFI)
- BEARROV D YV a TRRB LT ITER
- TopAccess : Y a JAT—X A
- ZOM :PSTN 77 VA VR T = —A

78. PSIN7 7 7 A-%v b7 — MO
PUNIZ Sy & i HB.2 BT B 3 5 B LRk 2 Flid 3 %,
FDP_FXS_EXT.1

T7 O AETLOKEEL, 77 7 ARGBB L7 7V AZEDOATH 5,

TOED 7 7 VAL YR T z—Alk, M7 7 7 AL 7 7 VAXE T — ROEZEOAHHI N, Z
DODMDOBEMTT7 7 7 A4 VR 7 2 — A% MHATEHITARWN,

TOED 77 7 AA VR Tz — A, EZETO I N UTITUTHIL G DAY R—NT 5, 2D/~
&, TOE & PSTN L Di@(El1E, 77 7 AT N AN EHoEZEOARZMNITEN, 72 —X B DX
TV T —Ya YA LAEWVIEBEIR, ZFNUEO 7 1 — R BTETEET I — 12k 5720, TOE 3@

ZElkR 2 Ik 5,
INizE Y, PSTN & LAN D7) w V22 L L T\W\W5,
(F5# 9~ 5 TSFI)

- ZOMPSTIN 77 2 AL VR Tz — A
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7.9. AL EBAE
BUNIZ2 5 AFIAQ ZHIZ B § 5 ZRIEER 2 Flid 3 %,
FIA_AFL.1

« TOE I, #/E/XF V8 LU TopAccess 6 2—H =20 71 U § BB, WIBIZKII U 7385 £ 7=
7 AT Ny JEEREO T T AV SR TR E A, UADMIN(a)liZ & » TEE I 17z
5 (1~30) (ZELUE, #4021 —3—ID 2frEDKay 777 v 35,

oy 2T MNRREBIZASZ ATV —Duy T U NERBRT SEGE % UADMIN(a) &
U.ACCOUNTMANAGER (22t 5%,

(B89~ % TSFI]

Y IAS O VN w B G

- TopAccess : B 7'+ >, EHEZE
FIA_ATD.1

s TOE X, 2FaVF s @ LTa—¥—ID &1%% % 21— — 1z BT B8k Uit 4 5.

(B85 5 TSFI]
- TopAccess : 2 —H% —&H

FIA_PMG_EXT.1

TOE l&, 2 —H¥— RAT — DB, BEDOIHZI—HF— AT — R2METIEE2 TS, S
T—REUTHEBRINDXFERA TIE, TIVT 7Ry MORLFE, INCF, BT Wit (+,-./:,=2
\_ {1} AR=R) | FiECF (@#$ ~ t()). BROFINREXTE (RAYEDI LT T RE
TIVAGEDYT 14 T RFONT « 7ML Table 15 2f) TH 5, 7z, UADMIN(a)iZ &> T/VA
7 — R/ 15 CF A BIZERET 2 HNAEETH 5,
(B33 2 TSFI)

- BEROV R —AHH, B v, BEERE

« TopAccess : A A >, THD Vb

FIA_UAU.7

TOEWX, BAERSRX NP S A—YF =N ZAT — N2 ANT 5 &, e EOATTSLTFORDODIZHI—
X7e LT “@ 2FKRL, ANWUEXFIFFRRUERY, F2FEKIZ, WebT7 T 7805 2—H =%
AT —REANTBEES. ANMUEXFORD IR TERRT 5, 72720, AECFIIHEHAT
52770V IRFELEX TR FRRT D,

(B3# 9 5 TSFI]
VA ) A = B
« TopAccess : A7 A

FIA_UAU.1/FIA_UID.1

TOEX, 2 —¥ =%l - it 222 8RkT 5, 22— =T AUV PDT—EZR=ZIZFHLTa—
P — D L WA MNFEITFEIN, 2—HF—IDERAT — RPN EEINT VWAL T Yy v LT —
Re—HUEWGEER T A VIFESIN, -V —ICHEAN IO Y SRR RING,
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II3A4T YV RPCHETIV UV R—=RIAN=2NLTEFEINET) Y OEBEIX, 7)Y hYa 7tk
Va7 A —F—02—F—IDIFENTEY . TOER T ) v b Y3 T2ZEL IO —F —
IDZFHHL TV A=V RFa—12FV b a 72T 5,

E7-. TOEWX, 77 7 AZGT BTk, 77 7 AZGEY a TOHA L RAEITOTIZT 7 7 AZET
— X #TOEIZM1ET 5,

(B389 5 TSFI)
VA ) = B
- TopAccess : A7 A
s TVURNRIAN= TV NERIZNTEA VR Tz —R
- ZTOM: PSTN 7 7 VA4 VR T = — A

FIA_USB.1
- TOE 1%, #A e ZBEFCR Uiz —3— & a—3—1D, &E ZEHA) 5,
(B85 5 TSFI]

s BERFL o s

+ TopAccess : B 27 A >~

7.10. ¥ a2V 71 EH
PAFIZ2 9 A FMT OB B9 2 Btk z 5k 9 5,

FMT_MOF.1
TOEIX., UADMIN(@)D&AIZ, ¥ F a7 F v 3V OHEBERTE D AR /RN E 2 U] 0 £ 2 5 BEEE % f24t
T2,

(BE3#E 3 A2 TSFI)
s BRES IOV ST
- TopAccess : &HHHE

FMT_MSA.1

TOEIX, U.ADMIN(a)iZ A F O#RE #1243 2,
- 239 —ID OfFk. £, H&EE, Hifk, =27 ZAK—h
- SFEIOEK, Z2HE, WEE, HiR, =7 ZAFR—1

TOEIZ., UACCOUNTMANAGERIZ A T DEEREZ 2T 5,
- £2a—¥—ID OfM&H&E., =7 AK—|
- UADMIN(a)% k< 2—H—1ID OERK, £H, Hik
- U.ADMIN(a)% bR < & & Ok, 25, Hikk

TOEIX. UNORMAL, U.ADDRESSBOOKOPERATORIZ A N OffE 2 12t 4 5,
- BHOa—¥—1D Of&E
- HEO®REIOREGYE

(B8:H# 3 5 TSFI]
- TopAccess : 1 —H% —&H
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FMT_MSA.3

TOE!X, D.USER.DOC#H & OD.USERJOBHDHHUZ/ER S N BHE, TDXF 2V 5« @IEOWIAMEE L
TENZERLUZ2—F —D a1 —F—IDZEL TS,

TOEIX. D.USER.DOCH X UD.USERJOBAAEKEINEEE, ZDOtFa ) F1@ETHZ1—H¥—ID
DOUIMEZ EE ST AR L 220,

(B33 2 TSFI)
s BERFR A — BATRATY— AF YU, DATRAAFY Y, T 77 AKE
- TopAccess : Z—H% —EH#
s TVUR=RIAN= TY U NERIZHTEA VR T — A

FMT_MTD.1

TOEIZ, U.ADMIN(a)iZ BA N D#E/ERSEE % 2455 5,

- UADMIN(a)D =% =27 — RDOEFHEL T AFK— b
UACCOUNTMANAGER O 2 —H% =27 — KDAEHFE L T 7 AK— b
U.ADDRESSBOOKOPERATOR @ L —H— X A7 — ROZEFH L T ZAH— b
UNORMAL @2 —H#— A7 — ROAFHL T 7 ZK— b
07 A VNRAT—=RDANY T A EEDOEHE
Oy 277U NGO E
Oy 79 NINERT ATV NDAT—RAZ )T
FA—ba 7y MO EE
HIRH S D25
BINSAT — REDOEH
7 RV ARDIER. £, HIbR
SYSLOG H—/N— D& E DL H
FTP %4 —N—DHEDEE
VIMNI 2T DON=Va V@R Ty 75—

TOEIX, DA T O#/ERRE % U ACCOUNTMANAGERIZ|EHET 5,

+ U.ACCOUNTMANAGER D2 —H#—=XA 7 — ROAEFH L T 7 AK— b
U.ADDRESSBOOKOPERATOR @ 2 —#H— XA — ROAHEH L T 7 ZAK— b
UNORMAL ®D 2 —H— AT — ROLEHEL T 7 ZK— |k
UADMIN(a)AMShoay 270 NSNT ATV FDAT—RAZ VT

TOEX. AT O#fEREHE 2 UNORMALIZféftd 5,
HEDI—H— 27— FDZEH

TOEIZ. DL O#/EH#fEIZU ADDRESSBOOKOPERATOR % #2354,
HEDI—HF— AT — RDLHE

(F83# 3 5 TSFI]
s BERX s a gy, R—LAHH, YaTdRrbLOnsER BHERE
- TopAccess: T 27 A >, 7hwv b, a—¥—EH, HFHEE
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FMT_SMF.1
TOEIX, ATFD2Fa ) 7« Bz RMETL I 212X, FMT_SMF.125E{ %,

RADNARY THEDEM ¢
U.ADMIN(a)iZ & % H H#iE R D 2 5 1,

I—H—-IDDOEH :
U.ADMIN(a) % 7z 1 U ACCOUNTMANAGER (Z & 6 = —H —ID OZFE#H#IE,

I—HY—NAT— ROEH .
UADMIN(a) iZ & % UACCOUNTMANAGER . UNORMAL . UADMIN(a) # & O
U.ADDRESSBOOKOPERATOR D 1 —#H—/XA7 — KDAHEE LT 7 AR — b #{E,
UACCOUNTMANAGER 2 & % UACCOUNTMANAGER . UNORMAL ., & & O
U.ADDRESSBOOKOPERATOR D —#H—/R2A 7 — KDAHEE LT 7 A R— b #iE,
UNORMAL IZ & 2 D2 —H =827 — KDL HEAE,
U.ADDRESSBOOKOPERATOR (Z & % 2 —H — 827 — K DA H#1E,

I — Y —GREER BULEE D
UADMIN(a)IZ & 21 21 Y8 2T — R0 A [A5R 0D 25 45,
UADMIN(a)ic & 20 v 2 7 RO Z B #4E,
U.ADMIN(a) % 7213 UACCOUNTMANAGER 2 £ 50 Y 2 7 N&ENAET AT Y NAF—RXAD
7)) 7 —#1E,

B/NSRAT — REOEM
U.ADMIN(a)IZ & 2 /NS AT — R EDZH#IE,

Wity v a v T U0 —F—0IET 75 1 TOBERROHEE :
UADMIN(a)iz & 2 HEIT 277 7 b K O 28 B #1E,

X aTF ¥ RIVEE
U.ADMIN (a)iZ & % TLS @15 O %)/ ) D2 S5,

7 R L RIRDEH :
U.ADMIN(a)iz & 3 7 F L ZIEDZEH/E,

SYSLOGH —/3— :
U.ADMIN(a)iZ & % SYSLOG ¥ — /N — g% & D 4 H #1E,

FTPY —/N—:
U.ADMIN(a)iZ & % FTP ¥ — N — & E D2 HEAE,

V7 T
UADMIN(&)L: k57 K 173:770)/\‘,_;/“ 3 yﬁﬁg}g\& Vs \\/70:7‘3_ k.
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(B3#3 2 TSFI)
C BEARRI B s Ay, R—LAEE, VaTRABLITOIRR, HHERE
- TopAccess: @27 A v, Thw v b, a—Y—EH HFHHEZRE

FMT_SMR.1

TOE X . UADMIN(a) . UACCOUNTMANAGER . UNORMAL & & O
U.ADDRESSBOOKOPERATORIZ B# 3 2 1% #] 2 R U, 2 — W — %2 &8k T 2512 2 D% E % # Y] 72
I—Y—IZBhEAT B,

(B389 5 TSFI)
- TopAccess : 2 —H —&H

7.11. TSFO{5#
PARIZZ 5 A FPT OEMFIZBE 3 5 Bk 2k 3 5,
FPT_SKP_EXT.1

+ TSF &, = ~"—WEHz2 B SEN 71 TS LRETRIES 22, 2TOa—F 27+
AT BHREIRRIEL TR,

- TSF (&, BEEMSE, P, F ¥ LY a—-RROVARY A= RE MR TV IEXTREFS
M, BTOA—Y—IZ7 72 AT HHAELRHEL TVARV, £/, ZHho0D CSPIXEHEKTHE

INhd,
- TSF i&, A A Mt %2 FROM (X THRAFT 505, £TOI—H =27 72 AT 61T RMA L
TR,

- TSF . TLS@EHD Y ¥ 3 VB XU HMAC OB ZHEREMER T VIEXTHRET I, 2T
I—F—ZT7 7 AT AR L Ty, F72, Thoolb@miid, BFErcEEINS,

ZHIZ K DFPT_SKP_EXT1%2%EE L TW5,

FPT_STM.1

TOEIZ., & D/ 238k T 27-DICTOREICHNEEND ) 7z ay ZICHRMEST S 4] . TH .
TH1 . THEE . T4, B 2XALARY T UTCHEATAZ Ik, FPT STM.1%25EH L
TW5,

([5# 9~ 5 TSFI)
FAU GEN.1. FAU GEN. 2 O3# TSFI 1z#3° 3

FPT_TST_EXT.1
TOE 1. EIFEFHRHIZUFDORLT T A+ &ETT 5,

« T7—=LTTTDNVAT A b
MFP %{iltfid %Y 7 b =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) &, B8 G=z
RSA, /v ¥ aB8UZ SHA-256 # (i L 72EBFEBEXL RN L B2 ERLTWE, £/, TV v
R—a=y ’NDT77—,L7 7 (ENGINE FIRMWARE) ., AF¥ vy F—2=v MEDT 7 —L"D
=7 (SCANNER FIRMWARE) . 7727 XA2=vy D7 7 — LY =7 (FAX1 FIRMWARE) I,
K216bit DF =y 7Y L%2FHEAL, 77— T7HRELURLDOIACKIEZIT> T3,
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s TV MAE=JEDONILAT A b

MFP 2 #1457 + v =7 (SYSTEM SOFTWARE) (3B IFEHIC rngd ® 7t 2% BB L
7-%%. Linux PRNG ®/dev/random %*5 4096 /X ks ZHif5 L T NIST SP 800-90B iZ% 5 -7 H
CHEEZ175, 20 & & Linux PRNG IZZ Y b V¥ —24449 57O, rmgd ZZ 1 hL—7D Y b
4 T RDRAND fir4 2 IO H 3, ZOROH LT 10 [0 5 —(CF=0) 27T 5% &,
BEMHOu 721U Tmgd 7R AEKTIHEE, TuR AEHX AT OFEREHPESIZ
mgd D 7R AR T EZBRATEE, SXNVDAYE—IVFRITY TIZR Y —E ATy I—LHRER
1. TOE 3#EH %19 %, 78, RDRAND a2 odiansd &, =¥ hub—Jiohicdh s
J A RPEDBEEL TWWZ & Z2RFET 572012, SoC WD Online Health Test (OHT)IZ & 5k
W~V AT A N DHEI T b S, ZHiE /) 1 XFEDOEDHE I 266 €y Mz LTREI 1 EY
FPro 4y FOBFEEHOE Y MX—VOMBIEZE ATV ML, FOED S N IEHFHANTH
e, #HEATHNIEAREK LIRS 5, —BRAMOELED Z DHETREMK L S W EHERIES
FZ1%THY, AT/ AXFOHANZ =200 LICEEINZD, 02 1 PREICHBILU
0T 570 & DRI AR DFAE 2 MRAIT 5 Z LAY, [Rambus 2012]DFddk 42 5 43 H2 > TWb, OHT
LEE D 256 [ D@ % F55H 129 [ EEL THIIERDRAND il CF=1 & & HIZfHZE L.,
Z5 TRIINIXCF=0TT 7 —%iK7, 7= BIFEEIRIZ HE) THEITI NS SoC WE D Buit in Self
Test (BIST) Tix, OHT MIEL K BIWT WA Z & ZMRGET 5728, BERIEIZ & H SoC WD OHT &
CTR_DRBG B ELUK#WTWB Z & %2R T 5, Z0 BIST TEFEZMAIT 2 & RDRAND i 4rid
HIZCF=0 TT 7 —%KT,

ERONVAT A NTEREMHBINZEA, 3V b= AR VIZT T — 32— RDRREI N, TOE
WEEZFIEL 22— —IX TOE 2HTE R R5, 77—LU 7 RIZFEEINEZY 7 YT
TSFIE, 77 =Lz T7DNVATAMIKD, ZDFEFI—-FOBEMEZMEEL TWbH, N—F7
=7 TSF i, TV MO E—JHNTN—RI 2 T7R=ZAD /) A XPFZFHLTVWD, TV hobE—j{
DANVATAPMIED SoC WBDANIVAT A MERENRFEITI NS Z LT, =y b —Jfiodn )/
A ZPRDEDHEIIDIEFE TH 5 2 BGEE U IREDOME 217> T\ 5,

UEDZ En 6 TSFAEFICEEL TWA I L 2 BIHEEIRHICEIET 27 A M LTIE+24ED
ThdLER5,
(B8543 5 TSFI]

- RS ZOL  BIEY —

ZOM: A VAL Y F

FPT_TUD_EXT.1

TSFiZ. U.ADMIN(a)iZ, TOEDIHAEDY 7 b = 7 N— a VIGREHIRT 220D VX T — A
EUTHMERINV DR — LAEEHOEHEHEHm 2L, V7 b0z T7 2Ty TT— 51087
T — AL UTEMENRIVOEHE R EHH & TopAccess DE L &% E [ % 1Rt 35,

. Ty TTF=MHBHNICT Y TTF = TRV 7 N 2 T OEIENEZWRGET 2 T Y R IVELGE DR
MRt T 5, TOMEEAEX, Ty 77— b35&77—L7 =7 (SYSTEM SOTWAER, SYSTEM
FIRMWARE., ENGINE FIRMWARE, SCNNER FIRMARE. FAX1 FIRMWARE) 7 7+ JLIZ{fRiL
THRMEINDE TV R IVELD S, FCS_COP.1(b)IZfit 5 72RSASSA-PSSIZ X WS L=y v afik,
Ty T T—=bL&DLTBE&T77—L7 2T 0 5FCS_COP.1(c)IZf > TSHA-256 CTEH LNy ¥
afEZ L, WHP—HT DI L E2MWRTHIHTIELWT 77— AT =2 7Y D NEMGEET 5,
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(B3#3 2 TSFI)
s ERERFOV R — L, EELEEE
- TopAccess : HHHHE

7.12. TOET 27 & X
PAFIZZ 5 A FTA ORIz 5 8H4R% Sk 4 5,
FTA_SSL.3

TOEIEX, 2 —H = —EHEE STV EBELRWE, mElica s 7y MUY, ZEMHBIX15
~150DMTHRETE S, 7z, Web7 I U HZ2MHHUTTOEILT 72 AL, —ERMEEEI KN
L kv vavEBREMKT LR T Y NT 5, HERMIZS~9990 DM THRETE 5,

TOEIF., FV Y X—RSAN=2ns6D7) v Y a7EAICIENEE Y v a3 v OERKIZITHT,
7Y v b OERWIHE - bICey v a vEKRT T 5,

(8383 5 TSFI]
VA ) P = B
« TopAccess : A7 A

7.13. BEEASR/F ¥ XV
BARIZ2 5 A FTP B2 2 BERIMEkZ LR 5,
FTP_ITC.1

TOEIX, &Y —AN—[Bo@EtDTF — XE#ED-OTLS1.2%MHH LU CEEZ2FIKBT 5, TOED SEH
F Y 2V ENLUTA =LY —1N—_ SYSLOGH —/N—, FTPH—N—AD7 27X 2T 354121%. TLS
BEDORBZB{Y —NN—ATERT B,

(B8:H# 3 5 TSFI]
- BEARXOV CEBEX - B Y R—LAHEE, I¥— DATZAIY— ZAF ¥ DATZA
Axx v, TV, 777 RA%EE, VaTdREBIOO SRR, EHERT,
» TopAccess: AZ A Y, YaTATFT—RA, ThHY Vb, -V —5EH EHHELRT
TNV R—=RKIAN=: TV NERIZHTEHS VR T — A
- ZTOM: AL VALY F, PSIN T 7 7 AL VR T = —A

FTP_TRP.1(a), FTP_TRP.1(b)

TSFiX, TOEX YV E— MEHEB LY E— MIHEMOBEREKIZEWT, WBET— X DRM»SD
RELWBET —ZORZEOWKRAT 2 EEHE AR 2T 572017, U TFOMREZ RIS 3,

WEB~X— Y & DE(3 :
« 72747 2 FPCHROLTOEOWEBR =V ADEEFHANA LN T 572012, HTTPSH v T —72
7u b aLTERT 5,
VE—MNEHEBICVE—MHHEN 2 547> NPCHROSWEBT I ¥ % ffi> T, TOED
WEBR— V2T 25 41%,. HITPS 70 b )L HWzHEHIC B 0 @ EMHB I 5,
. 7747/bPnyb@ﬂ)J@’ﬁ':fE%qu: Y—RAB LFITRTOY E—-MNIHZET 7 ¥
a3 %, HTTPS7' 1 h )& AW/ EIZR D Efr I h b,

77347V RPCRLEDTY) Vb
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274 T7 YV PCHSE TV VR —=RIANRN=%2flis7=71) v bDEE. TOENDES CEASTH/ A
PHENLT D720, TLS@E 0 b a L ToHERT 5,

(B83# 9" % TSFI]

» TopAccess: OBZ AV, YaTJATFT—RA, ThHUv b, I—¥—EH EHH
TNV VR=RIAN=: FYVMNERIZHTES VX Tz — R

i

AR
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ARE(ZHET S TSFIIZDWT, BATFD Table 33 12557,

Table 33 TSFI DE#H

TSFI% B2
BIE NV

IR — ALY AL Y FIZE D MFPIZEEB AR, MFPZEBLZ D, MFPZY v v b
R Lz T572001 KR T —2A,

asq Yy BAERSRANDST 7 AT 22— =%l 272001 VX7 2 — A,

R — L [H ] I—Y—NAT— ROEFEHIE, BLOTOEDN—Y a v 2 ERT 572D A1 v~
XTI x—A,

ar— XEEEETD-ODA VR T —2A,

MATZAIE— XEEABEETB2DDA VR T z—A,

AF¥ ¥y FRi&2E&§ET -2 LTAFy L, AFy Y UEEGT—2%2 7L Ea—, R

—VHIR - 2 LUEZ - fHALEZD, FIPY—N—0D7 VX IZMHEFELEZD., 55E
De-mail7 RUVAANZEELRZDTEEHODL VR T = — A,

MATZAAF ¥ v

FRZ2EGET — X UTAF YL, AF vy UEEBRT—2%2 7L Ea—, R
—VHIBRLZD, £ AFXFy 2 UET—X2HMT7 71408 UTHEEDe-mail
T RUVAANEELEZDTE720D1 VR Tz —2A,

VAV 2547V RPCHLHESNMFPHDOF—IL RF a2 — IS N RREY. 77
I AZET —REHRT 572001 V27 —2A,
77 7 A%LE FRA2EHGET — X UTAFY L, AF Yy Y UEEHET—2% 7L Pa—, <

—VHIBR - ZLULEBX - BABLE 77 ARETB-DDA VR T — A,

YVaTdRRBIO
(n B N

Fll, A% v Y OETRWP T RV ARD T — X 285 572001 VX7 2 —
Xo

BHHBRE BHEDNAT—ROEHE, 7 RVRAIED T — X DBEEFEOEHREN X2 ) T
1 IZETEEERITS OO VR T =R,
TopAccess
asq Yy 34TV RPCHRLT VX AT H2—Y —%ilhlERiET 56720D1 VX7 = —

Ao

VaTAT—RA

EihoT) v Va T, Ax vy rVa T EBETEREDODDA VR T — A,

THT VB HEDNRAY — REFRLHRESINTVWSEEIERERRT 57200127 <
_.7\0
o I—HF—EROEFED I —F —ICHTAEHEEITIRODI VX T — A,
EHLH BT F— M) THREEDOMFPOLRE, NAT—REVY—DHE, 7 RLAEDA
ViR— M EOMFPOEIZITIT2HODA VR T = — A,
VANZ Sl b At
TV Y MNERIZN| Z7F74T7 Y PCHET )Y b TF—=XEMFPIZH =V N(RIF)T 572D 1 V&
TAVRT—A | Tx—AThH5,
Z DAt
PSTN 7 7 7 A A |NRT 7 7 AN S D T 7 VAT —REZET 54 VR T 2 —2A,
VR Tz —RA
AL VAL Y F MFPIZEFEZ AL T, B 7 OHEZBMH L. TOEZ{HHTE 2REIZT 5720

DA VRT T —A,
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Apendix
Appendix Tld, WFEDESE L SFE TRz KT,

Table 34 MFEDESE

 wE | %
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CcC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
HDD Hard Disk Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology
ISO/IEC International Organization for Standardization / International
Electrotechnical Commission
LAN Local Area Network
LCD Liquid crystal display
LED light emitting diode
MFP Multifunction Product
NCU Network control unit
NIC Network Interface Controller
NIST National Institute of Standards and Technology
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RFC Request for Comments
RNG Random Number Generator
RSA Rivest-Shamir-Adleman
SAR Security Assurance Requirement
SFP Security Function Policy
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W& 5 TE 7%
SFR Security Functional Requirement
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
® 2Z Rk

» [Rambus 2012]

< Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography Research
a division of Rambus, 2012.
<~ Available: https://www.rambus.com/intel-ivy-bridge-random-number-generator/.
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