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70M55 / 7T0M45 / 70M36 / 70M31 fax-optional PS-standard
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50M55 / 50M45 / 50M36 / 50M31 / 50M26 fax-optional PS-
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* 3-1 FIREDEE

B EH
— A FRFRRE S NV RIHF C, BEEEF R ORI
A User who has been identified and authenticated and does
Normal User not have an administrative role
Egiisa FRFRRE S NV RIHFE C, EEEER AR ORN R
A User who has been identified and authenticated and has an
Administrator administrative role
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X, RB2ITRT IV ET—# L TSF 77— 20 2N H L, =, Fl
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®3-2 (REEE
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D.USER FRET—4 TSF OEAEIZHEL KT S v, FIAEZE DI
FIHFEIC L > TR SN T T — 4
Data created by and for Users that do not affect
the operation of the TSF
D.TSF TSF 7 —# TSF O#EEICEEE2 5.2 58 Lt TOE @
728® TOE 2 & » TIERR &Nz T —#
Data created by and for the TOE that might
affect the operation of the TSF
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2 =V T
D.USER.DOC | #IHEEHE T — | EFIEIEFI N — Fav—oX T, FHEDOX
i EIZEENDTH®R
User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #If&H v a7 R OXEF T CEWE Y 3 72T 51
T4 fin
User Job Data Information related to a User’s Document or
Document Processing Job
* 34 REEETSF 7—42)
B Xl EE
D.TSF.PROT | A7 TSF | 7 — X OFrAFH CHEHERETL ZR2WAHFIC
T—H EAHEANTOE DExa T 4 ICEEL KIF
Protected TSF | 47206 LWy, BBITHFATE S TSF 7 —
Data A
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | fi#%®D TSF 7— | 7 — X OFrAEHE THEHEREITH 2 WFIHAEIC
4 LDBBELIIUSANTOE DX 2V T 112
Confidential WA RIET N LW TSF 57— #
TSF Data TSF Data for which either disclosure or

alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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T.UNAUTHORIZED_ACCESS

B8HX, TOE DA X7 =—A%# LT, TOE
NOFHEXLET —2~7 72 (8, WE. £
TZIXHIER) . FEFHEY a 77— 2 2 A E (K
EETITHIRR) 72006 Ly,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WEH L, TOE DA > %7 =— A %@ LT, TOE
WD TSF 7 —ZIZARIET 7 8235008 Liv/e
AN

An attacker may gain Unauthorized Access to
TSF Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOE OBEAENFF A S 7-854A . TSF ORE(EHhIC
LoT, EX=2 VT OBEKEGIESEZ TN LA
720N,

A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEHIL, TOEIZRERY 7 Ny =T %A A
=350 Ly,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEFEIX, Xy NV—J@EEE=F LIV EIEL
VT HZ LT, BERFOT—XIIT7EALE
V. TOEDtFx=V7 42k L0328
LivZan,

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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P.AUTHORIZATION AR, SCEALPE K OV PR RE 4 2179 D Al A
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Users must be authorized before performing
Document Processing and administrative
functions.

P.AUDIT

X2 UT4BET 7T 0 ET I3 ESRTR
ERod, FL0LHRT 7 v aron JidhiE
S, SN IT =7 ¢ 7 ¢ ~FE ST iE7e
SRANAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE I%. LAN EOflidT A 2 L B H Z#ITE
RITIUTZR B IR0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOE BFIH#ECET — & £ 7213 E D TSF 57—
Z BN HA AT RE 7R N RME A b L — U T N TR
#3556, TOEIZZNLDT /A A LDi%Y
TS bTHI L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

P& CGET — % £7213M% O TSF 7 — & OB
SRHFTRE R ARFERNEA R L — D D7D O DA
RIS DL D7, PO, ¥7~27, il
B, FTEOMDE HWDLEIT, RIERT 7 X
MORESNRIT TR BV, 2 DOZEDA L —
TN A RIRFSNTIT R B 2R,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOE 7 PSTN 7 7 7 Z#§re a2t 254,
PSTN 7 7 7 A[al#t & LAN O D5y BfE % Rk
Do

If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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4.1 FRARVIREICERYT SETIREH

K TOE ZEH T HBROAHESRM 2K 4-1 1 TRT, T O DORHRRMENM - S
e KTOE Ot ¥ = U7 BERENANTEET 5 Z LIFRIES 7R,

x 4-1 RS

G=La1 EE
A PHYSICAL TOE. XU TOE M RAFE IS 27 — & Offf
EICRE ST X2 U T 4 23, BREICK > TR
ke s Z &2 BET D,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

A.NETWORK EABREEIL, LAN A VX 7 2 —A~DHNRIN D D
EEzDT 72 A0 5 TOE #4325 2 L #BET
%o

The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOE EHHFE X, VA rOvX= Y T ¢ FeHTHE-
TTOE Z#EHTH L, BEHINLTWS,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS PP ESN=FIHEE, 1 botvx= U T 4 HEHC
W->TTOE Z#fEHT D L 2HFIHEI N TV D,
Authorized Users are trained to use the TOE
according to site security policies.
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(1) 7747k PC
FIRBEMEAT2WHO PC THD, LLFOYT7 My =THETHD,
+ OS : Windows 10
F TV B RTAN
AR DR FE I3 B A
SHARP <AKDAIE> SPDL2 K A /3— 02.01.03.16
AR AR FE A B A LA
SHARP <AKRDHIFE> PCL6 K7 A 73— 02.01.03.16
- Web 77 o
Microsoft Edge 103
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ARG TIX., Windows 10 (245387 Microsoft Internet Information
Services ver.10.0.19041.1586 & fifi .
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5.1.1 Hi> [FRBIGRGERERE] Cnd TAMVERERGE X DA, TLS 1.2 ([2xf
Jitn L. @& uft7 2 k=173 LDAP 3% quigt@muu #%/\“75)%%(35)50
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MEIARHI OHEHH TIE ey (FRIZBEEHTE 2 b0 8T 5),

ERIREICH TS TOE HEH
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LA TH D, LT, TOE DX = VT A HEEICOWTHIIT 5, HARKEEIC
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(1) FAIFEREREE

AHEEIX. FIHFE D MFD O#fE "2, 77472 8 PC D Web 77 v
PROT VU H RTANNG TOE ZRHT A L&, v/ A AL NRAT—FR
ﬁuﬂ%%%%umm‘é*& ETH D,

AREREIT, FRBIRRREZ TR 572012, LT OMEENMEZ (i 2 T\ 5,

Ei/Jv\X 7 — FROHIR,
* $'f/hb7tnun£9iﬁ&ﬁ#0)7j\7 '7/ ]\O)El /777'7 ]\
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« 7747k PC(Web 77 ) : HTTP over TLS
VA4 T N PC(TY % KZ AN : IPP over TLS
« B — X— : syslog over TLS

« A—)LH—,3—: SMTP over TLS

« FTP #+—/ X— : FTP over TLS

* B8FEY—/3— : LDAP over TLS
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SAEZN T T2 Pl R o AV O 7 Bifif & WSF N ER SN D,
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AL — R TA R TINSJ5492FCZZ KS2
MATZVBETTA R bp70m65_qsg_0la_ja
a—HP— v =27 bp70m65_usr_01a_ja
V7 Ty KTy T HAR software-setup_a30-0la_ja
Bt E FS—2 x0T 4% v b bp70C65_dk1_0la_ja
HEE T—H4tX=2U7 4% v b Q1-1
Protection Profile for Hardcopy Devices # & RBET | q1-2
AREL L % TR D B EER~

& 6-2 WEERAA TR

Z 5 N—o3y
Start Guide TINSE5493FCZZ KS1
Quick Start Guide bp70m65_qsg_0la_us
User’s Manual bp70m65_usr_0la_us
Software Setup Guide software-setup_a30-02a_en
Data Security Kit Operation Guide bp70C65_dkl_0la_en
Data Security Kit Notice Q1-1
How to set up this product to be the “Protection ql-2
Profile for Hardcopy Devices” compliant
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RT7-1 MIT R MREOEAS

B i
TOE < HARmF
- SHARP BP-70M65 fax-standard PS-optional model with
BP-FR12U and MX-PK13 /"— = > 0240Q100
- WS
- SHARP BP-70M45 fax-optional PS-standard model with
BP-FR12U and BP-FX11 /X— 2 > 0240Q100
- SHARP BP-50M26 fax-optional PS-optional model with BP-
FR12U, MX-PK13 and BP-FX11 /X— 7 > 0240Q100

B — N — rsyslog ver.8.24.0
A — e X — Postfix ver.2.10.1
FTP #—/3— Microsoft Internet Information Services ver.10.0.19041.1586
PRI — N — openLDAP ver.2.4.44
7747k PC OS : Windows 10
Web 77 7

+ Microsoft Edge 103
TV BRI AN

+ SHARP BP-70M65 SPDL2 02.01.03.16
+ SHARP BP-70M45 PCL6 02.01.03.16
+ SHARP BP-50M26 PCL6 02.01.03.16
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EAY i SHARP BP-70M65 / 70M55 / 70M45 fax-standard PS-optional
model with BP-FR12U and MX-PK13; BP-70M65 / 7T0M55 /
70M45 / 70M36 / 70M31 fax-optional PS-standard model with
BP-FR12U and BP-FX11; and BP-50M65 / 50M55 / 50M45 /
50M36 / 50M31 / 50M26 fax-optional PS-optional model with
BP-FR12U, MX-PK13 and BP-FX11 X =U7 4 % —% v |
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Rz
K ETHEM S CCIZET HIEREZ L FITRT,

CC Common Criteria for Information Technology Security
Evaluation (&3 = U 7 ¢ fHAli A 1E)

CEM Common Methodology for Information Technology Security
Evaluation (&% = U7 ¢ 3l J71%)

PP Protection Profile (7m7 27 v a7 m7 7 A)L)

SFR Security Functional Requirement (&% = U 7 ¢ #aEZEA(})

ST Security Target (Ex=V7 4% —%> v |)

TOE Target of Evaluation (FEAffi%}5)

TSF TOE Security Functionality (TOE &% = U 7 1 #&iE)

AEECTHEH SN/ TOE 1T 218382 L NIRRT,

MFD Multifunction Device

PSTN Public Switched Telephone Network

AR T S 7 IT B B9 2 IG5 2 UL FISR T,

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator

ECB Electronic Codebook

ECDSA Elliptic Curve Digital Signature Algorithm
FTP File Transfer Protocol

GCM Galois/ Counter Mode

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

PP Internet Printing Protocol

LDAP Lightweight Directory Access Protocol
RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security
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A& THEH SN HFEOERZ LU TITRT,

Field WP GBS 5 7 OIZBS CRMMATRE R e/ N7 T T,
Replaceable The smallest subassembly that can be swapped in the field to
(Unit) repair a fault.

Hardcopy A SCE F 72X OB R 2 AR E T IR D D A
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A system producing or utilizing a physical embodiment of an
electronic document or image. These systems include printers,
scanners, fax machines, digital copiers, MFPs (multifunction
peripherals), MFDs (multifunction devices), “all-in-ones” and
other similar products.
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T HALEHEERERE, CCM-03

Common Criteria for Information Technology Security Evaluation Partl1:
Introduction and general model Version 3.1 Revision 5, April 2017, CCMB-
2017-04-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-003
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Tv A== 3.1 KETH 5 i), 2017 4F 4 A, CCMB-2017-04-001
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SHARP BP-70M65 / 70M55 / 70M45 fax-standard PS-optional model with BP-
FR12U and MX-PK13; BP-70M65 / 70M55 / 70M45 / 70M36 / 7T0M31 fax-
optional PS-standard model with BP-FR12U and BP-FX11; and BP-50M65 /
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v — 7 A&t SHARP BP-70M65 / 70M55 / 70M45 fax-standard PS-
optional model with BP-FR12U and MX-PK13; BP-70M65 / 70M55 / 7T0M45 /
70M36 / 70M31 fax-optional PS-standard model with BP-FR12U and BP-
FX11; and BP-50M65 / 50M55 / 50M45 / 50M36 / 50M31 / 50M26 fax-
optional PS-optional model with BP-FR12U, MX-PK13 and BP-FX11 FHliR 2
&, B 12/, 20234 1 1 20 H, —fRAEFIEN IT ¥F =V 7 ¢ &2 2 — FHliES
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015 GEiEik
5l: JISEC-C0553)
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017
IhN—=Rabt—=F M 20T aTrarran7yA )] #@aOREREIZON
TOHA K74, % 1.8 1], 2020 4 11 A 11 H, MSZATBOE AN BAAFRHEER
%, JISEC-CERT-2020-A18
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