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2 WAEERE
21 CC#EEEE

A ST &L TOE I&, LA T CC A% EET 2.

Z® ST 1%, LL F® Common Criteria (UL T, CC L&) 12 A T 5,
- Common Criteria version: Version 3.1 Release 5

- Common Criteria conformance: Part 2 extended and Part 3 conformant

2.2 PP X8

ZO ST BIOTOE 1Z, LA T D PP 125225 &7 5,

- Title: Protection Profile for Hardcopy Devices
Version: 1.0 dated September 10, 2015

- Errata:  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

23 RNy —UER

ZDOSTIZBWTC, lE % FEiET /30— 3720,

2.4 HEARIL

TOE i, PP IZEHESNTWDLL FOEMA R L, PP OERi@Y 5242 & (Exact Conformance) L Tu»
%, D72 TOE fEjlIL PP L—EL TW%,

+ Required Uses

Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage
+ Optional Uses

Internal Audit Log Storage
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3 EX2VTAREES

3.1 TOE ®=—¥%—

TOE OFIHFHIL, LT 2 MO A I ERSN TOD,

Table 5—Users

Designation | Category name Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not have
an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
administrative role

3.2 ¥E
FPEIZIX, LD 2 DOEESFPERSNLTND,
Table 6 —& 2
Designation Asset category Definition

D.USER User Data Data created by and for Users that do not affect the operation of
the TSF

D.TSF TSF Data Data created by and for the TOE that might affect the operation of
the TSF

321 FHET—#

FIHE T —21%. LT 2 FEICESNL TS,
Table 7T—R|&ZF T —#

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s Document, in electronic or
hardcopy form
D.USER.JOB User Job Data Information related to a User’s Document or Document
Processing Job

322 TSF 5F—%

TSF & —&|Z1%. LT 2 FEIC A FES L CUVVA,
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Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a User who is neither the
data owner nor in an Administrator role might affect the
security of the TOE, but for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data | TSF Data for which either disclosure or alteration by a User

might affect the security of the TOE

who is neither the data owner nor in an Administrator role

A TOE T#¢o TSF Data ZLL FIZRrd,

Table 9— TSF Data ®E{&{k

AT TSF Data NE IRTE5
D.TSF.PROT | ==—H—%4, a— P — B FRGERERE TR T 52— —D | SSD
ARk 117 R
o—/L 77 A ERSRE TR 9 — — DFERRTE | SSD
bt
2y 77 URNRY | gy T MEREDOR EHFHR THY, vy 7Tk | SSD
—RIE DFFFASETE Ty 7 7 w7 MR O RR E 15 )
NAY —RRY | 22— —FREHEEE TR 25/ AT — RO E | SSD
T B THY, /SR —RE | i ] 7T RE S
VW BE T2 O R% TE 1T
HEhaZ 7ok | #E SRV E—RUI B Z A LT-2—H | SSD
B —NEERVEIREEDO L X, BEIMICRZ T U RS
BHETDHAA LT 7]
H A/ W2 5% | H AT SRR O E 16 RTC
TE
[PSec & 7E LAN 7 — 2 LR RE 2B 3 2% E1E SSD
TLS & LAN 7 —Z{REKREICBI T2 EfF M THY, | SSD
BERED A 2N/ B LA B3 2% E 15
Bl o7 k(5 | A BN 1T s~k 5 T 5720 D% E | SSD
R IE 15
HA LY —s3— | TOE O HIRFEREZ D% ENE a0 1T fass | SSD
Pefoiax & [FHISE D720 D% EE
D.TSF.CONF | /RzxT—F o — P —FBIRRERERE CRIA T A= —% —d | SSD
FRRIET
SSD I 74 SSD WS LHERE TR A IE B8 B E kT 7N
RAM
fEo—R DRBG OWNERAETHY . AES BF S8 RIZSE | B 5k T > 7N
45—, @ FLASH AEY
LAN 7 —# % | LAN 7 —Z{RERHRE TH DI 4 SSD
IR -
o= A o/ BERE CAERSNDENETRRSR, HEE, = | SSD

— =5 R BERNEEN G END,
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33 BE
Table 10 I[Z& A T7,
Table 10 — &L
Designation Definition

T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete) User Document
Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE is

permitted to operate.

T.UNAUTHORIZED_UPDATE An attacker may cause the installation of unauthorized software on
the TOE.

T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating

3.4 TOE [T A0 X271 ¢t

Table 11 (Z#Gk DO 20T 4 &2 759,
Table 11 — KRERDOEX=207 158t

Designation Definition
P.AUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.
P.AUDIT Security-relevant activities must be audited and the log of such actions

must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.

P.STORAGE_ENCRYPTION | If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such
data on those devices.

P.KEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

3.5 RIS H

Table 12 |ZHITESAF 27T,
Table 12 —R#RSM:

Assumption Definition

A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it
stores or processes, is assumed to be provided by the environment.

ANETWORK The Operational Environment is assumed to protect the TOE from direct,

public access to its LAN interface.

A.-TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE according to site
security policies.

Copyright Canon Inc. 2022
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A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.
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4 X2V TARR T

4.1 ERABRBEOYX2)T4%E 58

Table 13 [ZEHBREE D EX 2V T (x5 2w,
Table 13 — ERRED X 2UT x5 #t

Designation Definition

OE.PHYSICAL_PROTECTION | The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores
Or processes.

OE.NETWORK_PROTECTION | The Operational Environment shall provide network security to
protect the TOE from direct, public access to its LAN interface.

OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.

OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and
protect passwords and keys accordingly.
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5 Extended components definition

ASTTITLL FOEF 2 TSR ELZ TR T D, ZNODILEaL R— 3 MNIAT22E L DOPPIZT
ERINTOBLDTHS,

5.1 FAU_STG_EXT Extended: External Audit Trail Storage

Family behaviour:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to an
External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU _STG_EXT.1External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
* The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1Extended: Protected Audit Trail Storage
Hierarchical to: No other components

Dependencies: FAU GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment in
that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a single
component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family behaviour:

Copyright Canon Inc. 2022
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This family addresses the management aspects of cryptographic keys. Especially, this extended component is
intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

FCS_ CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed are
destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for the
Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is therefore
placed in the FCS class with a single component.

5.3 FCS_HTTPS_EXT Extended: HTTPS selected

Family behaviour:
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Components in this family define requirements for protecting remote management sessions between the TOE
and a Security Administrator. This family describes how HTTPS will be implemented. This is a new family
defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818
and supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS EXT.1 Extended: HTTPS selected
Hierarchical to: No other components
Dependencies: FCS_TLS_EXT.1 Extended: TLS selected

FCS_HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS _EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS_IPSEC_EXT Extended: IPsec selected

Family behaviour:
This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1
FCS_IPSEC EXT.1 IPsec requires that IPsec be implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ Failure to establish an IPsec SA

FCS IPSEC EXT.1 Extended: IPsec selected
Hierarchical to: No other components
Dependencies: FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_IPSEC _EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a Secure
Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash
Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in RFC
4106].

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for
Phase 1 exchanges,as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for extended
sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996[selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and [selection: no other
RFCs for hash functions, RFC 4868 for hash functions]].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEV2]
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm].

FCS_IPSEC EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established
based on [selection: number of packets/number of bytes; length of time, where the time values can be limited
to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by the TOE], no
other DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.
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This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5,5 FCS _KYC _EXT Extended: Cryptographic Operation (Key Chaining)

Family behaviour:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC _EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS KYC EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEVor DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using the
following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC_EXT.1, key encryption as specified in FCS _COP.1(f), key derivation as specified in
FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while maintaining an effective strength of
[selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

5.6 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
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Family behaviour:

This family defines requirements for random bit generation to ensure that it is performed in accordance with
selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment

FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components
Dependencies: No dependencies.
FCS RBG EXT.1.1 The TSF shall perform all deterministic random bit generation services in

accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)].

FCS RBG EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security strength, according to ISO/IEC
18031:2011 Table C.1 “Security strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common Criteria
does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS class
with a single component.

5.7 FCS_SMC_EXT Extended: Submask Combining

Family behaviour:

This family defines the means by which submasks are combined, if the TOE supports more than one
submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC_EXT.1 Extended: Submask Combining 1
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FCS_SMC_EXT.1Submask combining requires the TSF to combine the submasks in a predictable fashion.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_SMC_EXT.1Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm) dependencies.
FCS_SMC _EXT.1.1 The TSF shall combine submasks using the following method [selection:

exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed in
the FCS class with a single component.

5.8 FCS TLS EXT Extended: TLS selected

Family behaviour:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:

FCS_TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* Failure of TLS session establishment
FCS_TLS EXT.1 Extended: TLS selected
Hierarchical to: No other components

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
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FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

- TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

- None

- TLS_RSA_WITH_AES_256_CBC_SHA

- TLS_DHE_RSA_WITH_AES_128 CBC_SHA

- TLS_DHE_RSA WITH_AES_256_CBC_SHA

- TLS_RSA_WITH_AES 128 CBC_SHA256

- TLS_RSA_WITH_AES_256_CBC_ SHA256

- TLS_DHE_RSA_WITH_AES_128 CBC_ SHA256

- TLS_DHE_RSA WITH_AES_256_CBC_ SHA256

- TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA

- TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

- TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA256

- TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384

- TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256

- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

- TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
- TLS_ ECDHE_ECDSA WITH_AES 128 CBC_SHA256
- TLS_ ECDHE_ECDSA WITH_AES 256 CBC_SHA384
]

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is therefore
placed in the FCS class with a single component.
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5.9 FDP_DSK_EXT Extended: Protection of Data on Disk

Family behaviour:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with

FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP] such that any Field-Replaceable Nonvolatile Storage Device
contains no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a single
component.

5.10 FIA_ PMG_EXT Extended: Password Management

Family behaviour:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Management 1
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FIA PMG EXT.1 Password management requires the TSF to support passwords with varying composition
requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components
Dependencies: No dependencies.

FIA PMG EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

*  Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “!”, “@”, “#”, “8”, “%”, “”, “&”,
k7o), [assignment: other characters]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed in
the FIA class with a single component.

5.11 FIA_PSK_EXT  Extended: Pre-Shared Key Composition

Family behaviour:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.
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FIA_ PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation).
FIA_PSK_EXT.1.1  The TSF shall be able to use pre-shared keys for IPsec.
FIA PSK EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are.
e 22 characters in length and [selection: [assignment: other supported lengths], no other lengths];

* composed of any combination of upper and lower case letters, numbers, and special characters
(that lnclude: 44!”, “@,)’ “#”, 46$,)’ 4¢%”, 44/\”, “&”, LG*”’ LG(LG, and 6‘)”)'

FIA_PSK_EXT.1.3  The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no other
pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys using the random bit
generator specified in FCS_RBG_EXT.1].

Rationale:

Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key
Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed in the
FIA class with a single component.

5.12 FPT_KYP_EXT Extended: Protection of Key and Key Material

Family behaviour:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

¢ There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components
Dependencies: No dependencies.
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FPT_KYP _EXT.1.1  The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such plaintext
key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key and
key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.13 FPT_SKP_EXT Extended: Protection of TSF Data

Family behaviour:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Extended: Protection of TSF Data
Hierarchical to: No other components
Dependencies: No dependencies.

FPT SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it is
therefore placed in the FPT class with a single component.

5.14 FPT_TST_EXT  Extended: TSF testing

Family behaviour:
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This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

* There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components

Dependencies: No dependencies.

FPT_TST_EXT.1.1  The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single component.

5.15 FPT_TUD EXT Extended: Trusted Update

Family behaviour:

This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
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FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT TUD EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to installing
those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for the
management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single component.
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6.2 EX=2VTsBEREEM:
6.2.1 Class FAU: Security Audit
FAU_GEN.1 Audit data generation
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in Table 14, [assignment: other specifically defined
auditable events].

[assignment: other specifically defined auditable events].
- None

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b)  For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 14,
[assignment: other audit relevant information].

[assignment: other audit relevant information]
- None

Table 14 —Auditable Events
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Auditable event Relevant SFR Additional
information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users that | FMT_SMR.1 None

are part of a role

Changes to the time FPT _STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure
FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

User identity association
Hierarchical to: No other components

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to associate each
auditable event with the identity of the user that caused the event.

Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: an Administrator] with the capability to read all records
from the audit records.

[assignment: an Administrator]
-  U.ADMIN

The TSF shall provide the audit records in a manner suitable for the user to interpret the
information.

Restricted audit review
Hierarchical to: No other components

Dependencies: FAU_SAR.1 Audit review
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FAU _SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those users that have
been granted explicit read-access.
FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components
Dependencies: FAU_GEN.1 Audit data generation
FAU STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised deletion.

FAU STG.1.2 The TSF shall be able to prevent unauthorised modifications to the stored audit records in the
audit trail.

FAU STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 Refinement: The TSF shall [selection, choose one of: “prevent audited events, except those
taken by the authorised user with special rights”, “overwrite the oldest stored audit records”)
and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is
full.

[selection, choose one of: “prevent audited events, except those taken by the authorised user
with special rights”, “overwrite the oldest stored audit records”’]

- “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]

- None
FAU_STG_EXT.1 Extended: External Audit Trail Storage
Hierarchical to: No other components
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.
FAU STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity

using a trusted channel according to FTP_ITC.1.
6.2.2 Class FCO: Communication
There are no class FCO requirements.

6.2.3 Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
Hierarchical to: No other components.
Dependencies: [FES—CKM2Cryptographickey-distribution,-or

FCS_COP.1(b) Cryptographic Operation (for signature generation/
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verification),

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [selection:

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key
strength of 112 bits.

[selection:

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-based
key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based key
establishment schemes

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;

NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

[selection: P-521, no other curves]

no other curves
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
Hierarchical to: No other components.
Dependencies: [FCS—CKM:2-Cryptegraphickey-distribution;-or

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes
[selection: 128 bit, 256 bit] that meet the following: No Standard.

[selection: 128 bit, 256 bit]
- 128 bit, 256 bit

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXTA4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].
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For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times] overwrite of key data storage location consisting of [selection: a pseudo random
pattern using the TSF’s RBG (as specified in FCS RBG_EXT. 1), a static pattern], followed
by a [selection: read-verify, none]. If read-verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard].

[selection:

For volatile memory, the destruction shall be executed by [selection: powering off a device,
[assignment: other mechanism that ensures keys are destroyed]].

For nonvolatile storage, the destruction shall be executed by a [selection: single, three or
more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1), a static pattern],
followed by a [selection: read-verify, none]. If read-verification of the overwritten data
fails, the process shall be repeated again;

- For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

- Fornonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a
pseudo random pattern using the TSF’s RBG (as specified in FCS_ RBG_EXT.1), a
static pattern], followed by a [selection: read-verify, none]. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are
destroyed]]
- powering off a device
[selection: single, three or more times]
- single
[selection: a pseudo random pattern using the TSF’s RBG (as specified in
FCS_RBG_EXT.1), a static pattern]
- astatic pattern

[selection: read-verify, none]
- none

[selection: NIST SP800-88, no standard]
- no standard

FCS _COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

Hierarchical to: No other components.

Dependencies: [FBPITC L tmportof userdata-without security-attributesor
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [assignment: one or more modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
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*  FIPS PUB 197, “Advanced Encryption Standard (AES)”

«  [Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-
38D]

[assignment: one or more modes]
- CBC,GCM

[Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D]
- NIST SP 800-38A, NIST SP 800-38D

FCS_COP.1(b) (update) Cryptographic Operation (for signature
generation/verification)
Hierarchical to: No other components.
Dependencies: [EDPITC 1 Importof user data-without security attributes, or—
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) (update) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
that meets the following [selection:

Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

e Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],
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e RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits

[selection:
Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

FCS_COP.1(b)(tls) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [FDPITC 1 Import-of user data-without security attributes; or—
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(tls) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [selection:

*  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]

that meets the following [selection:
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Case: Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

[selection:

Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]

- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]

[assignment: 2048 bits or greater]

- 2048 bits

[assignment: 256 bits or greater]

- 256 bits, 384 bits

[selection:

Case: Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm

*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
- Case: Elliptic Curve Digital Signature Algorithm
* FIPS PUB 186-4, “Digital Signature Standard”
*  The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).
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[selection: P521, no other curves]
- no other curves

FCS_COP.1(b)(ipsec) Cryptographic Operation (for signature
generation/verification)

Hierarchical to: No other components.

Dependencies: [FDPITC L Import-of user data-without security attributes,or—
1o, : " . . |
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b)(ipsec) Refinement:  The TSF shall perform cryptographic signature services in accordance
with a [selection:

* Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

*  Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
that meets the following [selection:

Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

]

[selection:

e Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],

*  RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or

e Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment: 256
bits or greater]]
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- RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

- Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greater]

[assignment: 2048 bits or greater]
- 2048 bits
[assignment: 256 bits or greater]
- 256 bits, 384 bits
[selection:
Case: Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
Case: RSA Digital Signature Algorithm
. FIPS PUB 186-4, “Digital Signature Standard”
Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”

. The TSF shall implement “NIST curves” P-256, P384 and [selection: P521,
no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”).

- Case: RSA Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
- Case: Elliptic Curve Digital Signature Algorithm
*  FIPS PUB 186-4, “Digital Signature Standard”
*  The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no
other curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

[selection: P521, no other curves]
- no other curves

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

Hierarchical to: No other components.
Dependencies: No dependencies
FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance

with [selection: SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC
10118-3:2004].

[selection: SHA-1, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
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FCS _COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC, GCM, XTS] mode and cryptographic
key sizes [selection: 128 bits, 256 bits] that meet the following: AES as specified in ISO/IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC
19772, and XTS as specified in IEEE 1619].

[selection: CBC, GCM, XTS]
- XTS

[selection: 128 bits, 256 bits]
- 256 bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619]

- XTS as specified in IEEE 1619

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

FCS_CKM_EXT .4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[selection: SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512], key size [assignment: key size (in bits) used in HMAC], and
message digest sizes [selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS

PUB 198-1, ""The Keyed-Hash Message Authentication Code, and FIPS PUB 180-3,
“Secure Hash Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512]
- SHA-1, SHA-256, SHA-384

[assignment: key size (in bits) used in HMAC]
- 160, 256, 384 bits

[selection: 160, 224, 256, 384, 512]
- 160, 256, 384

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: FCS_TLS_EXT.1 Extended: TLS selected
FCS HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
FCS_IPSEC _EXT.1 Extended: IPsec selected

Hierarchical to: No other components.

Dependencies: FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
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FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.
FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

[selection: tunnel mode, transport mode]
- transport mode

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.14 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in
RFC 4106, AES-GCM-256 as specified in RFC 4106].

[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as
specified in RFC 4106, AES-GCM-256 as specified in RFC 4106]

- the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-
GCM-128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for
Phase 1 exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no
other RFCs for hash functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996,
[selection: with no support for NAT traversal, with mandatory support for NAT traversal as
specified in section 2.23], and [selection: no other RFCs for hash functions, RFC 4868 for hash
functions]].

[selection: IKEV1, using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC 4304 for
extended sequence numbers], and [selection: no other RFCs for hash functions, RFC 4868 for
hash functions]; IKEv2 as defined in RFCs 5996, [selection: with no support for NAT
traversal, with mandatory support for NAT traversal as specified in section 2.23], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]]

- IKEv], using Main Mode for Phase 1 exchanges, as defined in RFCs 2407, 2408,
2409, RFC 4109, [selection: no other RFCs for extended sequence numbers, RFC
4304 for extended sequence numbers], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functions]
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[selection: no other RFCs for extended sequence numbers, RFC 4304 for extended sequence
numbers]

- RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]
- RFC 4868 for hash functions

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEV2]
protocol uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm].

[selection: IKEvV1, IKEV2]
- IKEvl

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm]
- no other algorithm

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based
on [selection: number of packets/number of bytes; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be
established based on [selection: number of packets/number of bytes ; length of time, where the
time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

[selection: IKEV2 SA lifetimes can be established based on [selection: number of
packets/number of bytes; length of time, where the time values can be limited to: 24 hours for
Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be established based on
[selection: number of packets/number of bytes ; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]]

- IKEvl SA lifetimes can be established based on [selection: number of
packets/number of bytes ; length of time, where the time values can be limited to: 24
hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

[selection: number of packets/number of bytes; length of time, where the time values can be
limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

- length of time, where the time values can be limited to: 24 hours for Phase 1 SAs and
8 hours for Phase 2 SAs

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are
implemented by the TOE], no other DH groups].

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit
Random ECP, 5 (1536-bit MODP)), [assignment: other DH groups that are implemented by
the TOE], no other DH groups]

- 19 (256-bit Random ECP), 20 (384-bit Random ECP)

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: RSA, ECDSA]
- RSA, ECDSA
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FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,

FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation), and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS KYC _EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the
BEV or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

[selection: one, using a submask as the BEV or DEK; intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method(s): [selection: key wrapping
as specified in FCS_COP.1(e), key combining as specified in FCS_SMC_EXT.1, key
encryption as specified in FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1,
key transport as specified in FCS_COP.1(i)]]

- intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]

[selection: key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as specified
in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]

- key combining as specified in FCS_SMC_EXT.1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_RBG_EXT.1(network) Extended: Cryptographic Operation (Random Bit
Generation)

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RBG_EXT.1.1(network): The TSF shall perform all deterministic random bit generation services

in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
- NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)]
- CTR_DRBG (AES)

FCS_RBG_EXT.1.2(network): The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [selection: [assignment: number of software-based sources]
software-based noise source(s), [assignment: number of hardware-based sources] hardware-
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based noise source(s)] with a minimum of [selection:; 128 bits, 256 bits] of entropy at least equal
to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise source(s)
[assignment: number of hardware-based sources]

-1
[selection: 128 bits, 256 bits]

- 256 bits

FCS_RBG_EXT.1(ssd) Extended: Cryptographic Operation (Random Bit Generation)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(ssd):  The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]
- NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)]
- Hash_DRBG (SHA-256)

FCS_RBG_EXT.1.2(ssd):  The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [selection: [assignment: number of software-based sources] software-
based noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength Table
for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)]

- [assignment: number of hardware-based sources] hardware-based noise
source(s)

[assignment: number of hardware-based sources]
-1

[selection: 128 bits, 256 bits]
- 256 bits

FCS_SMC_EXT.1 Extended: Submask Combining
Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1: The TSF shall combine submasks using the following method [selection: exclusive
OR (XOR), SHA-256, SHA-512] to generate an intermediary key or BEV.
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[selection: exclusive OR (XOR), SHA-256, SHA-512 ]
- SHA-256

FCS _TLS EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FCS_TLS_EXT.1.1The TSF shall implement one or more of the following protocols [selection: TLS 1.0 (RFC
2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS_RSA WITH_AES 128 CBC_SHA
Optional Ciphersuites:
[selection:

None

TLS_RSA WITH_AES 256 CBC_SHA

TLS DHE_RSA WITH_AES 128 CBC_SHA

TLS DHE_RSA WITH_AES 256 CBC_SHA
TLS_RSA WITH_AES 128 CBC_SHA256

TLS RSA WITH_AES 256 CBC_ SHA256

TLS DHE_RSA WITH_AES 128 CBC_SHA256
TLS_DHE_RSA WITH_AES 256 CBC_SHA256

TLS ECDHE_RSA WITH_AES 128 CBC_SHA

TLS ECDHE_RSA WITH_AES 256 CBC_SHA

TLS ECDHE_ECDSA WITH_AES 128 CBC_SHA
TLS ECDHE_ECDSA WITH_AES 256 CBC_SHA
TLS ECDHE_RSA WITH_AES 128 CBC_SHA256
TLS ECDHE_RSA WITH_AES 256 CBC_SHA384
TLS ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS ECDHE_RSA WITH_AES 256 GCM_SHA384
TLS ECDHE_ECDSA WITH_AES 128 GCM_SHA256
TLS ECDHE_ECDSA WITH_AES 256 GCM_SHA384
TLS _ECDHE_ECDSA WITH_AES 128 CBC_SHA256
TLS_ECDHE_ECDSA WITH_AES 256 CBC SHA384

Copyright Canon Inc. 2022
49



Canon

1T H: 2022/09/30

1

[selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)]
- TLS 1.2(RFC 5246)

[selection:

None

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128 CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_DHE_RSA_WITH_AES_128 CBC_ SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHAZ256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_CBC_SHA384

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES_128 GCM_SHAZ256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384

6.2.4 Class FDP: User Data Protection
FDP_ACC.1 Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects, objects,
and operations among subjects and objects specified in Table 15 and Table 16.
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FDP_ACF.1 Security attribute based access control
Hierarchical to: No other components.

FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

Dependencies:

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based on the
following: subjects, objects, and attributes specified in Table 15 and Table 16.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified in
Table 15 and Table 16.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [assignment: rules that do not conflict with the User Data Access
Control SFP, based on security attributes, that explicitly authorise access of subjects to
objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on
security attributes, that explicitly authorise access of subjects to objects]

- None

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the following
additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP, based on security attributes, that explicitly deny access of subjects to objects].

[assignment: rules that do not conflict with the User Data Access Control SFP, based on
security attributes, that explicitly deny access of subjects to objects]

- None
Table 15 — D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete™
. View image
— Samie or Release Modify stored | Delete stored
Operation: | document to be .
. printed document document
printed
output
- note 1
Print Job owner ( ) allowed allowed allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. Mgl View scanned | Modify stored | Delete stored
Operation: | document for - . .
. image image image
scanning
Job owner (note 2) allowed allowed allowed
Scan allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
; Submit a View scanned .
Co Operation:
Py p document for image or Modify stored | Delete stored
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copying Release image image
printed copy
output
note 2
Job owner ( ) allowed allowed allowed
allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. | Store REUTIEHE Modify stored | Delete stored
Operation: stored
document q document document
ocument
Storage / (note 1)
el Job owner allowed allowed allowed
retrieval allowed
U.ADMIN allowed denied denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
Table 16 — D.USER.JOB Access Control SFP
"Create™ * "Read" "Modify"" "Delete"
Operation: Crea_te print View print Modl_fy print Can(‘:el print
job queue / log job job
note 1
Job owner ( ) allowed allowed allowed
Print allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
.| Createscan View scan Modify scan | Cancel scan
Operation: . . .
job status / log job job
(note 2)
Job owner allowed allowed allowed
Scan allowed
U.ADMIN allowed allowed allowed allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied
Operation: Crea_te copy View copy Mod!fy copy Cangel copy
job status / log job job
(note 2) .
Job owner allowed denied allowed
Copy allowed
U.ADMIN allowed allowed denied allowed
U.NORMAL allowed denied denied denied
Unauthenticated denied denied denied denied
. | Create storage | View storage / Miotsy e
Operation: . - . storage / storage /
Storage / / retrieval job | retrieval log retrieval job | retrieval job
retrieval (note 2)
Job owner allowed denied allowed
allowed

52

Copyright Canon Inc. 2022



Canon

1T H: 2022/09/30

U.ADMIN allowed allowed denied allowed
U.NORMAL allowed allowed denied denied
Unauthenticated denied denied denied denied

Application notes:
The following Notes that are referenced in Table 15 and Table 16:

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy or retrieval
Job.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),

use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP], such that any Field-Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and no plaintext Confidential TSF Data.

[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting Field-

Replaceable Nonvolatile Storage Device that is separately CC certified to conform to the FDE
EE cPP]

- perform encryption in accordance with FCS_COP.1(d)
FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
6.2.5 Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA AFL.1.1  The TSF shall detect when [selection: [assignment: positive integer number], an administrator
configurable positive integer within [assignment: range of acceptable values]] unsuccessful
authentication attempts occur related to [assignment: list of authentication events].

[selection: [assignment: positive integer number], an administrator configurable positive integer

within [assignment: range of acceptable values]]

- an administrator configurable positive integer within [assignment: range of
acceptable values]

[assignment: range of acceptable values]
- 175 10 I BT D IEDREHE

[assignment: list of authentication events]
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FIA_AFL.1.2  When the defined number of unsuccessful authentication attempts has been [selection: met,
surpassed], the TSF shall [assignment: list of actions].

[selection: met, surpassed]
- met

[assignment: list of actions]
- 1-60 CTRRE LR 2R 5 E TRy 7T Tk

FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1  The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].

[assignment: list of security attributes]
- User Name, Role

FIA_PMG_EXT.1 Extended: Password Management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

*  Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”,
Cnv g cexn e« [assignment: other characters]];

e Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[Selection: “!”, “@73’ “#”’ “$?7’ “%?7’ “A”’ “&n’ “*9?’ ca(‘a’ “)”’ [aSSignment: other Chal’aCterS]]
_ “!7” “@73) “#”’ “$77’ “%”’ “"73’ “&77’ “*7:’ “(“’ “)”’ [assignment: Other Characters]

[assignment: other characters]
» » €«K»» [{ «K » «“ » <« <« «K /» « . » «w . » « «K_» [ {324 Kn» Krec Kyr»
- (Space) b ) ) + ) b b - ) / ) : b ; ) < ) = ) > ) ? ) |: ) ¥ b

“]” € oWy “{“ “|” “}” [13a24]

> - bl > > bl

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components.

Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)

FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.

Copyright Canon Inc. 2022
54



Canon

1T H: 2022/09/30

FIA PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:

e 22 characters in length and [selection: [assignment: other supported lengths], no other
lengths];

*  composed of any combination of upper and lower case letters, numbers, and special
CharaCtCI'S (that lnclude: “!”’ GL@”’ GL#”’ “$”’ LG%”’ Lc/\”’ “&”’ GL*”’ “(GL’ and “)”)'

[selection: [assignment: other supported lengths], no other lengths]
- [assignment: other supported lengths]
[assignment: other supported lengths]

- 24 CFLPINO X

FIA _PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-256,
SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use no
other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys
using the random bit generator specified in FCS_RBG_EXT.1].

[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text string]]
- SHA-1, SHA-256, [assignment: method of conditioning text string]

[assignment: method of conditioning text string]
- SHA-384

[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based
pre-shared keys using the random bit generator specified in FCS_RBG_EXT.1]

- use no other pre-shared keys
FIA_UAU.1 Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [assignment: list of TSF mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access Control
SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- nhone

FIA _UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other TSF-
mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1  The TSF shall provide only [assignment: list of feedback] to the user while the authentication is
in progress.

[assignment: list of feedback]
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- *, .
FIA_UID.1 Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA_UID.1.1 Refinement:  The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with the User Data Access Control SFP, and do not provide access to D.TSF.CONF, and do

not change any TSF data] on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with the User Data Access
Control SFP, and do not provide access to D.TSF.CONF, and do not change any TSF data]

- none

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other TSF-
mediated actions on behalf of that user.

FIA_USB.1 User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA _USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [assignment: list of user security attributes].

[assignment: list of user security attributes]
- User Name, Role
FIA USB.1.2  The TSF shall enforce the following rules on the initial association of user security attributes
with subjects acting on the behalf of users: [assignment: rules for the initial association of
attributes].

[assignment: rules for the initial association of attributes]
- None
FIA _USB.1.3  The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [assignment: rules for the changing of
attributes].

[assignment: rules for the changing of attributes]
- None

6.2.6 Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [selection: determine the behaviour of, disable,
enable, modify the behaviour of] the functions [assignment: list of functions] to U.ADMIN.

[selection: determine the behaviour of, disable, enable, modify the behaviour of]
- disable, enable

[assignment: list of functions]
- TLS W5 S{brknE

FMT_MSA.1 Management of security attributes
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the ability to
[selection: change_default, query, modify, delete, [assignment: other operations]] the security
attributes [assignment: list of security attributes] to [assignment: the authorised identified roles].

[selection: change_default, query, modify, delete, [assignment: other operations] ]
- query, modify, delete, [assignment: other operations]

[assignment: other operations]
- create

[assignment: list of security attributes]
- Table 17: Management security attributes ¢ I Security attributes | (O TH

[assignment: the authorised identified roles]
- Table 17: Management security attributes ¢ ' Authorised role(s) | I8

Table 17 - Management of security attributes

Security attributes Operation Authorised role(s)
uer U.ADMIN,
User Name query the owning U.NORMAL
create,delete U.ADMIN
uer U.ADMIN
Role query -
create,modify,delete U.ADMIN

FMT_MSA.3 Static attribute initialization
Hierarchical to: No other components.

Dependencies: FMT_MSA.1  Management of security attributes
FMT_SMR.1  Security roles
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FMT_MSA 3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide [selection,
choose one of: restrictive, permissive, [assignment: other property]] default values for security
attributes that are used to enforce the SFP.

[selection, choose one of: restrictive, permissive, [assignment: other property]]
- restrictive

FMT_MSA.3.2 Refinement: The TSF shall allow the [selection: U. ADMIN, no role] to specify alternative
initial values to override the default values when an object or information is created.

[selection: U.ADMIN, no role]
- norole

FMT_MTD.1 Management of TSF data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on the
specified TSF Data to the roles specified in Table 18.

Table 18 - Device management Function

Data Operation Authorised role(s)

create, delete U.ADMIN
=P — 2T =K . U.ADMIN

modify .

the owning UNORMAL

=t query U.ADMIN
A A/ AR E modify U.ADMIN
IPSec B 7E query, modify U.ADMIN
TLS 7% & query, modify U.ADMIN
HEIn/ 7N E query, modify U.ADMIN
7T MR — 3R query, modify U.ADMIN
INAT —RRV T — R TE query, modify U.ADMIN
RO/ 3RE query, modify U.ADMIN
T T modify U.ADMIN

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.

Dependencies: No dependencies.
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FMT_SMF.1.1:  The TSF shall be capable of performing the following management functions: [assignment:
list of management functions provided by the TSF].

[assignment: list of management functions provided by the TSF]
- Table 19 25

Table 19 — Management Functions

Management Functions
a—F— P RE

H A/ IR 2R E D 8 B RE

IPSec 3% i€ DFE B HE

TLS % E D Pk HE

H #2770 M E O PR RE

Ty 7T NRY T — 3R E O P HE
IRAT =R — G E D PREERE
LA PR R

EAEIET v 77— ME P RE

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA _UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
6.2.7 Class FPR: Privacy
There are no class FPR requirements.
6.2.8 Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain

specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.
FPT_SKP_EXT.1 Extended:  Protection of TSF Data

Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
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FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT _TST _EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

FPT _TUD EXT.1 Extended: Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.

[selection: published hash, no other functions]
- no other functions

6.2.9 Class FRU: Resource Utilization
There are no class FRU requirements.
6.2.10 Class FTA: TOE Access
FTA_SSL.3 (LUI) TSF-initiated termination
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1 (LUI) The TSF shall terminate an interactive session after a [assignment: time interval of
user inactivity].

[assignment: time interval of user inactivity]

- BRSOV ERRELRVIREEDS | ARE R R
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FTA_SSL.3 (RUI) TSF-initiated termination
Hierarchical to: No other components.

Dependencies: No dependencies.

FTA SSL.3.1 (RUI) The TSF shall terminate an interactive session after a [assignment; time interval of
user inactivity].

[assignment: time interval of user inactivity]
- UE—h Ul ZHELZRVRREAS | 3R 8 REREI R

6.2.11 Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement:  The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS] to provide a
trusted communication channel between itself and authorized IT entities supporting the
following capabilities: [selection: authentication server, [assignment: other capabilities]] that
is logically distinct from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of modification of
the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec

[selection: authentication server, [assignment: other capabilities]]
- [assignment: other capabilities]

[assignment: other capabilities]
- I ANY A= AR N— F ALY —

FTP_ITC.1.2 Refinement:  The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel

FTP_ITC.1.3 Refinement:  The TSF shall initiate communication via the trusted channel for [assignment: list
of services for which the TSF is able to initiate communications].

[assignment: list of services for which the TSF is able to initiate communications]
- EEV—EA EArs—EA A ALY —ER

FTP_TRP.1(a) Trusted path (for Administrators)

Hierarchical to: No other components.
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Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement:The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote
administrators that is logically distinct from other communication paths and provides assured
identification of its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
- IPsec, TLS/HTTPS

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via the
trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS,
TLS/HTTPS] to provide a trusted communication path between itself and remote users that is
logically distinct from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection of modification
of the communicated data.

[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]

- IPsec
FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSEF, remote users] to
initiate communication via the trusted path

[selection: the TSF, remote users]

- remote users
FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial
user authentication and all remote user actions.

6.3 X VTRIEEMH

Table 20 lists the Security Assurance Requirements for Protection Profile for Hardcopy Devices,  and related
EAL1 augmented by ASE_SPD.1.

Table 20 —TOE Security Assurance Requirements
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Assurance class

Assurance components

ADV: Development

ADV_FSP.1 Basic functional specification

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC_CMC.1 Labelling of the TOE

ALC_CMS.1 TOE CM coverage

ASE: Security Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.1 Security objectives for the operational
environment

ASE_REQ.1 Stated security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests

ATE_IND.1 Independent testing — Conformance

AVA: Vulnerability assessment

AVA_VAN.1 Vulnerability survey

6.4

X2 )7 AR E AR L

6.4.1 The dependencies of security requirements

ARETIL, ST THEA

BT DA A T2 L TV &S RIED 2 W 270k 975,

Table 21 — The dependencies of security requirements

BEREE PP TERLUTWAIKIEME | ST TRIZLTWAIKIEME | KFEEEZRIZL TVRWEH
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A ETF AR =L T D)
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A (A7 272 L TN D)

FIA_UID.1 FIA UID.1
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (A7 272 L TN D)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A ETF AR T-L T D)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 N/A (A7 272 L TN D)
FAU_STG.4 FAU_STG.1 FAU_STG.1 N/A ETF AT T-L T D)
FAU STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A (A7 272 L TN D)
FTP_ITC.1 FTP_ITC.1

FCS_CKM.1(a)

FCS_COP.1(b)
FCS_CKM_EXT.4

FCS_COP.1(b)
FCS_CKM_EXT.4

N/A (A7 A 72 LT D)

FCS_CKM.1(b)

[FCS_COP.1(a),

or FCS_COP.1(d),
or FCS_COP.1(e),
or FCS_COP.1(f),
or FCS_COP.1(g),
or FCS_COP.1(h)]

FCS_CKM_EXT.4
FCS_RBG_EXT.1

FCS_COP.1(a)
FCS_COP.1(d)
FCS_COP.1(g)
FCS_CKM_EXT .4
FCS_RBG_EXT.1(network)
FCS_RBG_EXT.1(ssd)

N/A (A7 A 72 LT D)

FCS_CKM_EXT.4

[FCS_CKM.1(a)
or FCS_CKM.1(b)]

FCS_CKM.4

FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4

N/A (A7 A 72 L TN D)
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AR B

PP TERL TV Ak fFEM:

ST THE7-L QW AIK7EME:

RIEHEE RS- L QO W

FCS_CKM.4

[FCS_CKM.1(a)
or FCS_CKM.1(b)]

FCS_CKM.1(a)
FCS_CKM.1(b)

N/A RAEME A7 TV D)

FCS_COP.1(a)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A RAEME A7 TV D)

FCS_COP.1(b)(update)

FCS_CKM.1(a)
FCS_CKM_EXT.4

No dependencies

T OO IA TN BREE TR
AETDDHTHHIZW | M5
BEAE R ORI TR,

FCS_COP.1(b)(tls)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

N/A (A7 A 7L T D)

FCS_COP.1(b)(ipsec)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

N/A (A7 A 7L T D)

FCS_COP.1(c)

No dependencies

No dependencies

N/A (EAEHEDBLR A2 L)

FCS_COP.1(d)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A (A7 A 72T D)

FCS_COP.1(g)

FCS_CKM.1(b)
FCS_CKM_EXT.4

FCS_CKM.1(b)
FCS_CKM_EXT.4

N/A (A7 A 72T D)

FCS_HTTPS_EXT.1

FCS_TLS_EXT.1

FCS_TLS_EXT.1

N/A (A7 A T2 LT D)

FCS_IPSEC_EXT.1

FIA_PSK_EXT.1
FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS_RBG_EXT.1

FIA_PSK_EXT.1
FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b) (ipsec)
FCS_COP.1(c)
FCS_COP.1(g)

FCS_RBG_EXT.1(networ
K)

N/A (AF AT 72 L TN D)

FCS_KYC_EXT.1

[FCS_COP.1(e),

or FCS_SMC_EXT.1,
or FCS_COP.1(f),

or FCS_KDF_EXT.1,
and/or FCS_COP.1(i)]

FCS_SMC_EXT.1

N/A (A7 A 72 LT D)

FCS_RBG_EXT.1 No dependencies No dependencies N/A (R AFEEDELR 72 )
(network)
FCS_RBG_EXT.1(ssd) || No dependencies No dependencies N/A (KAFEED R 72 L)

FCS_SMC_EXT.1

FCS_COP.1(c)

FCS_COP.1(c)

N/A (IRAEPEZS =L T D)

FCS_TLS EXT.1

FCS_CKM.1(3)
FCS_COP.1(a)
FCS_COP.1(b)
FCS_COP.1(c)
FCS_COP.1(g)
FCS RBG_EXT.1

FCS_CKM.1(a)
FCS_COP.1(a)
FCS_COP.1(b)(tls)
FCS_COP.1(c)
FCS_COP.1(g)

FCS_RBG_EXT.1(networ
k)

N/A (A7 A 72 LT D)

FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A ETFHEATHT-L T D)

FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A (R FPEAGR-LT0D)
FMT_MSA.3 FMT_MSA.3

FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) N/A KT Z 2L T D)

FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (R FPEAGR7-LT0D)

FIA_ATD.1 No dependencies No dependencies N/A (KTFIED TR 72 L)
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G PP CERLCWAEFME | ST TMZLTWBAERENE | REMEEZHHZL QORWEHR
FIA_PMG_EXT.1 No dependencies No dependencies N/A (KTFIED TR L)
FIA_PSK_EXT.1 FCS RBG_EXT.1 No dependencies FCS_RBG_EXT.1 #F3ELT

UV WS
SFR TERIRL TV AR
2,
FIA_UAU.1 FIA UID.1 FIA UID.1 N/ARTF AT T-L T D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A KAFHE AL T D)
FIA_UID.1 No dependencies No dependencies N/A (RTFIED TR 72 L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A KAFHE AL T D)
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/ARTF AT T-L T D)
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/ARTF AT T-L T D)
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A (KAFEEA 72 TV D)
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A (RAFEEA 72 TV D)
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies No dependencies N/ARTF D ER 72 L)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A RTFHEZ 2L T D)

FPT_KYP_EXT.1

No dependencies

No dependencies

N/A (EFEMEDBLR A2 L)

FPT_SKP_EXT.1

No dependencies

No dependencies

FPT_STM.1

No dependencies

No dependencies

N/A (EFEMEDBLR A2 L)

FPT_TST_EXT.1

No dependencies

No dependencies

N/A RAEHEDBER 72 L)

FPT_TUD_EXT.1

FCS_COP.1(b)
FCS_COP.1(c)

FCS_COP.1(b) (update)
FCS_COP.1(c)

(
(
(
N/A (TFHEDFR 72 L)
(
(
(

N/A (A7 A 72 LT D)

FTA_SSL.3(LUI)

No dependencies

No dependencies

N/A (RAEMEDBER 72 1L)

FTA_SSL.3(RUI)

No dependencies

No dependencies

N/A (RAFEDERA2L)

FTP_ITC.1

[FCS_IPSEC_EXT.1,
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

N/A (A7 A 72 LT D)

FTP_TRP.1(3)

[FCS_IPSEC_EXT.1,
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1
FCS_TLS_EXT.1
FCS_HTTPS_EXT.1

N/A (IRAEPEZ 2L T D)

FTP_TRP.1(b)

[FCS_IPSEC_EXT.1,
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

N/A (A7 A 72 LT D)
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AHZCTHIIEZFEEL, RV a7 OHIBRB TES,

‘UADMIN [T, VE—hULIZEZ AL, RO E T O TR a 7 RN TR IEZR E 528
T ARFE a7 OYIENTES,

TOE IZ. UNORMAL, KRB —H —IZ ARFEEOH L a7 OHIBREZIZF R L2,

7.3 SSD MEE{viaE

- XSS 2EEEEEH:: FDP_DSK_EXT.1

TOE Wik SSD ~DO 7 7 A%, 2T TOE O=r ha—F—R—R 29 XN5 SSD 2L F v 7 A #%
H9%, ZAUcdh, a2 be—7—R—K& TOE W SSD LD TAH b2 —H —F —HBL)
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TSF 5 — 2% & te 22T —XIIRF 5 S, TOE Wik SSD ~IEFF S-S =7 — 2 MrFES NS,
[FDP_DSK_EXT.1.1]

SSD K5 Z{LFEREIL, TOE |2 SSD Zf5e L Tl AN RC B L 7= W55 B B AN 220 . BEZ 14
DAL H—T 2= A TAFAELIRNZ D, U.ADMIN <oF & 13 TOE @ SSD W AV HEBEIZ %L Tl Rk
ETDME T2, [FDP_DSK_EXT.1.2]

2P —F—H R TSF T —H %58 TOE Pk SSD ~EZATeERIL, 43 SSD 5T~ 7 &R H L
5 {b&1T>Thb TOE W SSD ICHFEIAEND, £z, TOE Wi SSD bt/ Bkb 2 TOHiA
JAZ: 1S SSD W AT o7 A i L CHE 54T, W AL/ S HERRIC Lo CL TOE PIJRE SSD IZHkitisi
Ha—P—F —HIBLONTSF 7 — e G127 — X OREMA TR T 5,

7.3.1 KB b/EEH%EE

- AR OHEEEEM:: FCS_COP.1(d)

TOE IX. T _RTHOALH—T = —A)3 TOE Wik SSD IS B —HW —F — X BL N TSF 7 —#
DOREBEVERTRIR T D722, RO S HEEEZ1TU TOE W SSD 1T SN AR TOT —F2 & 5{k1
%, [FCS_COP.1(d)]

- TOE Wjiik SSD ~EZAENLT —F &M 51k 5,
- TOE Wjik SSD b thsivo 7 — 2% 53 5,
M S BB DIE 5 7 LTV AN 58 ILL T LB Th D,
- ISO/IEC 18033-3 |Zfi-o7=[AES T/LAUR 4|
- |EEE1619 THiESh/z XTS £—F
- BEENN256 B b OB

7.3.2 WFEEEHEEE

- XS AHEREEM: FCS_CKM.1(b), FCS_CKM.4, FCS_CKM.1(c), FCS_CKM_EXT .4,
FCS_RBG_EXT.1(ssd), FCS_KYC_EXT.1, FCS_SMC_EXT.1, FPT_KYP_EXT.1,
FPT_SKP_EXT.1

SSD 5 5{biEREA HUW 5 CSP (Critical Security Parameter) {2V CaitBH 92,

CSP #&51 | #%HA KAEET | BWNIRER | BREER L

I o S W2 DT DO, Bk T | S TOE O EJH T
wTND IAUNEES
RAM

g —R DRBG OWNHRAE V LN C THY, Kb | X I 7E fiE (OXFF)

AES WF S8t AT 50—, | v T[] E#Ex

FLASH #
F—

WA WEZHEDTAT YAV (AR, BB BEFEST1R) IZ W TREET D,
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[R5 S8 ARk )5 1%]

TOE 1%, K5 5{bF v 7'E TOE 2 ha—Z Loy RIEGERI (D F0, TOE &) $1L<I3 TOE FEER /2
CEHE N — R ORI BA R RUZAIC IROARRIC DX, SSD By B{KESRE Tl 4%
s —REARRT D,

WS b T 7NE Vo 7 A —2E WGl EUE kg L E DO N—R =7 X—2D /A XL D= b
b — A A REZ FIV T, DRBG ~ A 713% Entropy Input (640 £ 1), Nonce(256 £~ MN& A %45, =
b — A A RE (C Lo TA R &L Entropy Input 1, 400 B>k, Nonce 1% 160 B bbb’ —%
IEBREF > C5, ZHHDfE% DRBG IZA 14524 DRBG ONERIKEE V,C 2 #1975, £LC,

DRBG WEBIKEE V,C 25 58D el 7o bty — R EL T 5t F 7 N D FLASH A E)—IZR 1575,
[FCS_RBG_EXT.1(ssd)]

TOE |38 —K(DRBG WK AE V,C)% DRBG (AL, 1 B HIZERSN AL EmEEL, 2 [EH ., 3
0] H OFELEAERIC BV THNERIREE V,.C 237 ~227L 1L T SHA-256 & A=Y 7~ A7 FEA 2175281
XV 256 B bR SHEE 2 REH 45, [FCS_SMC_EXT.1, FCS_COP.1(c), FCS_CKM.1(b)]

LI TOE %, TOE Wi SSD (2K D2 ThHT —H & 5135,
WRIEIER ON BT By Bt T v 7138 — R &2 5012 B BRI 582 iR L. RAM I2A&1 5,

[FB- Sk BRI %]

W7~ 27 TéhDH DRBG WHBIRKEE V,C 121X, = hre—Ai#ie 2 AV CH o7t hae — 2 Mg
NTNW5, ZOY T <226 LT 7~ A7 54 (SP800-90A [ZJ-5< Hash DRBG (2L AN ALER) %
1192812 256bit £ DB S HEARERR L CODZENDHET oA D B2\ T -8 58
(256bit) ILMERFSILD, [FCS_KYC_EXT.1]

TOE (3. W 58D et/ bdy — R &L TR BT~ 7 IO FLASH AEY —IZR 7795, £z, B
SIS LT 7 NO RAM _EIZOHFEAHZFL, FLASH AEY—| 23RS 20,

I 5 LT 7 1L TOE D2y hr—F7—R—RZFHESNTEY, KF5{LTF > 7 ND FLASH AE) —| X[ H
HIAZHA AT BEZR AAERME AR — T /S A TN | BETF = A2 D —ER NS CHLH A HA AT BEZ2 R
VAR — VT SARRAFSND LT, [FPT_KYP_EXT.1]

5 T 7 N FLASH AE) — Bl 5k T~ 7 oMz —R &5 A3 TOE DA H—7 = — A%
2N, FBE ST v 7D RAM b5 5T v 7 IMCE S a i A tH A 2 — T = — A3V =
b, B R B XU 584 B B H#EL TWD, [FPT_SKP_EXT.1]

[ 5-BEDOALFE 7 15]

F SIS S TN RAM _EIZDBIFAET D, B S X BRI IR TLLE /2D D T, BIFKTHIZ X
VLT 5, [FCS_CKM_EXT.4/ FCS_CKM.4]

Ho —RI%, TOE BEFERF e O BLE D3E B RO 28 B S B 72 LT L2 BRI AR B 72 D, S — R OOf
FEX, BB SR DDOFRR TIEITEND, #— R L CHEEM(OXFF) T 1 [A] L EE 35Tt
—R&filEE4 %, [FCS_CKM_EXT.4/ FCS_CKM.4]

7.4 LAN T —Z{5EHE
7.4.1 IPSec KEE{vihE
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- T AEEREEM:: FCS_COP.1(a), FCS_COP.1(c), FTP_ITC.1, FTP_TRP.1(a),

FTP_TRP.1(b), FCS_IPSEC_EXT.1, FIA_PSK_EXT.1, FCS_COP.1(g)
TOE (%, 77 ANV — N~/ Y — R —[F A LW —3—L TOE M CEXZ[ETH2——FT —HB
KONTSF 77— O, 52 BMEDOIER DT, TXTD IP 73y RFC4301 THIES4L7- IPSec
\ZCLLF DI 5 595, [FTP_ITC.1, FCS_IPSEC_EXT.1.1]

- LAN ~EET 5 IP 7y hORE S dE

- LAN 2253535 IP 23y hO1E S E
— RN E D, 7T7A T PC LTV H—=RTA R = ERIZL TR, 7747k PC 725 TOE
NEEETHZ—Y =T —HBIONTSF 7 — X OENE, 2 2MEOMEROTZ0I1Z, TOE X7 XTD IP
/3y e RFCA301 THUES UV IPSec (2 CLL Fo Ik B5{bIiE 57 %, [FTP_TRP.1(b),
FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7y b 5k E

- LAN 22532535 IP /3y hO1E S fE
BWHEN, 7T7A4T > PC XLV Web 770V 2\ E—h Ul OD_X—TEEEZFTOBRIC, 7947 PC
N TOE ~EEZ(ETH—W —F —ZBIWNTSF 7 — X O | 522 MEOMRDT-1Z, TOE X
T _TD IP 2y RFC4301 THUESHLZ IPSec (12 TUL F O IO BAbiiE 515, 72BUE— Ul
BEOAREIZ DUV TIL, IPSec 5 BEAEBETS 1T TII/RKEBIZ 7.4.3 30D TLS I S{biiEA ST
MWLy TED, [FTP_TRP.1(a), FCS_IPSEC_EXT.1.1]

- LAN ~EET5 IP 7y hOK 5

- LAN 22532535 IP /3y hO1E S fE

TEROM 7 AT RN Ka-8E% VT, RFC4303 [C £ S47= IPSec 7'mh=/L ESP ZEHL TV
%, [FCS_COP.1(a), FCS_COP.1(c)]

cryptographic algorithm cryptographic key sizes list of standards
FIPS PUB 197(AES)
AES-CBC+HMAC 128 bit, 256 bit NIST SP 800-38A(CBC)

FIPS PUB198-1(HMAC)

FIPS PUB 197(AES)
NIST SP800-38D(GCM)

- F@E® HMAC THIFTAEF 27 "o 27 LU XA (SHA) L SHA-1, SHA-L I3, FIPS
PUB198-1 |Z#iE S417= The Keyed-Hash Message Authentication Code 352 U* FIPS PUB180-3
\ZHLE SH7- Secure Hash Standard Z7ii7-3°, AvE—U4 A2 = ANEIE 160 Bk, HMAC C
FIH S H8tE 1% 160bit, [FCS_COP.1(g)]

AES-GCM 128 bit, 256 bit

IPSec DEMEE—RIX, NIV AR—ME—RDHEZ YR —FLTWD, [FCS_IPSEC_EXT.1.2]

IPSec #%f5ea% & 1%, Security Policy Databese(SPD)& L CHEE D /L — L & B NEN 2Dl TEFEL TUVD,
SPD (ZiE, v —/ vz T A EHETRE(P 7RUVA, R—KE5) &, @EHETFLOEEH N (KE %
TEX IPSec X 7E) L — IV EDHLDDH NN P EFRSILTND,

IP Xy N RS 5T D86 . SPD OEESENARLIZHE Y, FEh7e/— b IKE DRI m— g Gk A
5o IKE D3N L7 UL Ny MIEEES LD,

IKE 25HENEUT-33 6 FENT LT IKE ZAfEFFL7-F % SPD OESLNEN. D B ENALDAH RN /L — L DiE(E
FIFESLDO BB AR BN A LT L—/L® IPSec R EIZLVIBIEETTH, 2 TD SPD DiE{EHH
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FLRMITEELR2N IP Ay MIEESh D,
BRONCAE LTV — LV CBE N TERDSTEGE IR, Sy NI EES L, SHITESEIRR O L— L
OB TRUEOABIIMEB L2\, [FCS_IPSEC_EXT.1.3]

IPSec TXFIid 57 Hh=/LOAEERIZLL F DY TH %, [FCS_IPSEC_EXT.1.4-7,9]

- RFC2407. 2408, 2409, 4109, YLiES — A AFKB-DT=8H @ RFC4A304 N Oy = B d
RFC4868 TiEF=i7= IKEVL

- IKEVl O~/ —KHKs 5 :RFC3602 THiLEX#7= AES-CBC-128/AES-CBC-256

- IPSec ESP O~ A1 — KR K55 :RFC3602 THlE X417 AES-CBC-128/AES-CBC-256 K O°
RFC4106 THIESN 7~ AES-GCM-128/AES-GCM-256

- IKEV1 72— R 1 R HIUIAA T — R DAL EFE AT H (T 7Ly 7 E—RIZEHALZRW)

- YR—F95 DH Z/L—71% Groupl4(2048bit). ECDH256bit, ECDH384bit THV, £ zF)
H757% UADMIN 233 ET D, T D% 815 R CHEAS i % O L O EJifi [ 2 LR ESH
ZDO

IKEVL @ SA AT ZALIE, 7=—RX 1D SA T 24 I LINE T = — X 2 @ SA T 8 K LLN A +5
ETHZETHIBRT DL T&D, [FCS_IPSEC_EXT.1.8]

ATD IKE Fuh=z/Lid, RSA 7/LIU X, ECDSA 7L X A, HFHEEEHOWTANEHNT B
TR E EITT 5, [FCS_IPSEC_EXT.1.10]

IPSec DFRTHLAHEL, SPD D/L— /LT LT ETHIENAIEETH S, [FIA_PSK_EXT.1.1]
FaTdE A HO SCTFHNT, 22 SCFLLE 24 SCFLIN TR E FRECTH D, T CFIE, KT/
FE TR ST (N T@ ), T#)L TS T%) . T T&) T T NN DO AEHENBIER AIHETH
%, [FIA_PSK_EXT.1.2]

FATEA LT A=A TER SN b DD A% SHA-1, SHA-256, SHA-384 TSI L Cfif
T2, RBEMESITFITHWA Ny 2T LAY A LE IKE 72—X 1 D3I —90250 SHA-L,
SHA-256, SHA-384 Db — D@ IR Sl SN D, [FIA_PSK_EXT.1.3]

IPsec M B{LASRED R E 1L, B E S LLIFVE—F Ul LV, UADMIN (2L PRESRED DR E ST
D,

BE SV | - BREPRER > ek 1€ > BB E > F v hT—27 >TCP/IP 3% E>1PSec 7% &
UE—hUl: | - BEPRE > BREETE > Xy I —2 >IPSec #% i€
- RIEPRSR > BREE R E > v N —27 >|PSec ARV ——E

7.4.2 |PSec S8 E ERAE
- X HEEEM: FCS_ CKM.1(a), FCS_CKM.1(b), FCS CKM_EXT.4, FCS_CKM.4,
FPT_SKP_EXT.1
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IPSec I5 582 BAERE DS ELDH D CSP 122D\ C, LA FIZEIA9 5,

CSP #%51 A AEET | BOWIREE | BREES B
HRTILA IKEVL (2 CHREAHS X Toid | SSD 151t ML
AECRIA T oA 5
MFP 7 IKEVL IZTT oH VB4 T SSD 2L HHEL
(RSA, ECDSA) CTOREFECTH| A9
% TOE Of~7
IKE i 75 IKEVl TfERAT 285072 0r; | RAM L TOE PX:ERA T
it (NEUNEES
DH #~27 DH/ECDH (2 L08R #DERICA | RAM XL TOE D& 5T
ECDH &t~ | BT D2 BRSE f g (EUPNEES
IPSec 57588 | IPSec ESP Cff 3 255 D7 | RAM Ny TOE D&M
DG (UNEES
IPSec FBGESE | IPSec ESP CfE 9 2#%FED7=% | RAM 3L TOE DO &EJEMT
Dk (NEURNEPS
DRBG WERHk | HLE LR 3572 D DRBG NE | RAM L TOE DB
RE RHE, (MAURNEES

WIZ CSP DTA T YA NN CELHE T 5,

(5 B Jk D A i 7 125
TOE (3, IROAARIZHSE, IPSec W 5{LFERE Tl o055 #t 2 ERk 32,
CSP @3l BB 7 A TYR L/ @R T L TYR D | R
MFP g7 RSA(2048 1) NIST SP800-56B Rev1:6.3.1.1
rsakpgl-basic
ECDSA(P-256. P-384) FIPS PUB 186-4
NIST SP800-56A Rev3: 5.6.1.2.2
IKE 55 AES-CBC FIPS PUB 197(AES)
NIST SP800-38A(CBC)
DH 7 DH(Group14) NIST SP800-56A Rev3: 5.6.1.1
Approved Safe-Prime Groups
ECDH #&~7 ECDH(P-256, P-384) NIST SP800-56A Rev3: 5.7.1.2
IPSec i =& AES-CBC FIPS PUB 197(AES)
NIST SP800-38A(CBC)
AES_GCM FIPS PUB 197(AES)
NIST SP800-38D(GCM)
IPSec Ak g HMAC FIPS PUB 198-1
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HETA L, BE L, B LTV E—F Ul XY TOE O FFEAEZFI L < UADMIN (2L->CREE
CBERIZE B IHIBR) SND, 7o BERIHEAEOT AN 713, BB 32T, VE—h Ul TIX"@”T
ForT 5, [FPT_SKP_EXT.1]

IPSec FAEHE/DH #E~<7/ECDH #E~<7"1% IPSec {ZREDORT T = —Tall> TARKIILD, MFP
ANTVE BRSNS LT E—h Ul 225 TOE O FEEREAFI I L T U.ADMIN 2341k AT RE T D,
[FCS_CKM.1(a)]

TOE I IKE 5548 LT, IPSec BIE DT m—3 9 WFIZ 7.4.5 FLEE RUEEREA FIV T 128bit HL<
1% 256bit © AES-CBC Dl 5844 9%, TOE 1% IPSec 5 54 LT, IPSec ilfE D AT = — gy
BFIC 7.4.5 FLEAE ok RE 2 O TR 128bit $ L< (X 256bit TéH 25, AES-CBC HL<IX AES_GCM I 5
a4 %, [FCS_CKM.1(b)]

[ 58D i BRI 15]
CSP #%5! BHE G

FHTA KL O MFP ##37 | SSD 5 {LEEREIZ LV 5k L TOE PUjEK SSD (ks #13%,

IKE H55-4/ IPSec M-8/ RAM _EIZESC TR,
IPSec ZRGiFgE DH #:~27/
DRBG WNEBIRHEE

BfE o B LLIFIYE—F UL KD TOE OEBEEEA R L T TRt A # N O MFP §&~7/IKE K
B8/ IPSec W5 5-8E/ IPSec FLEFHE/DH #8271 ECDH 87 25 7 . b LI E 3 AHEREI 3720,
[FPT_SKP_EXT.1]

[ERER - AE igr|

HATHA R O MFP 8837 1%. K551k L T TOE Wk SSD IZfR1FEL TWD, Z DT O R ZEI T BE7
l, N\

IKE 54/ IPSec 5 54/ IPSec 8FESE/DH $~27/ ECDH $8-7/ DRBG WHIIKREIL, IPSec 1@{E#&
T TOE OEJRWIRFIZRE L7220 | BIRWNIZLIE KT 5, [FCS_CKM_EXT.4/FCS_ CKM 4]

7.4.3 TLS mEB{bEsRE

- X TAEEEM: FCS_COP.(a), FCS_COP.1(c), FCS COP.1(g), FTP_TRP.1(a),
FCS TLS_EXT.1, FCS HTTPS _EXT.1

TOE (%, U.ADMIN ﬁﬁuT@ﬁﬁiﬁf‘ TOE el ﬁﬁ‘f%’)f“" EZEINDIL——FT —H BN TSF 7
— A OB FERMEOER-OT-DIZ, TLS 1T q‘t/@ﬁ@“é

s R B2 —P— ZFakav

Web 7% % ffi~7-)E—k~ | UADMIN TLS/HTTPS

Ul O~_R— U E

TSF (X, U.ADMIN c_otofa747/b PC L Web 77— 5 TOE @ Web ~X—125%F L CHEE
FURMTONSEIC, TOE £7747 N PC LD T TLS g DA = — a2 %170 TLS 7'uh
3/W:J:6*ﬁ‘~”~?£ uEVNTiEbﬂ TLS (ZkDyvar st STzt . HTTPS 15 (RFC2818 1
AVEBRtAT 5, [FCS_HTTPS_EXT.1]
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7272 LV —R Ul #EIZ DT, IPSec 1E

Ehif#ESND, [FTP_TRP.1(a)]
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ALBEREDN B WS TR, TLS By S{EAEREI T 572<

i SIS ODRE 5T VTV AL B ST T OLBY THD, 7035, AES W57 /LTUX AL FIPS

PUB 197 |ZHEHLL T 5, [FCS_COP.1(a)]

cryptographic algorithm

cryptographic key sizes

list of standards

AES-CBC

128 bit, 256 bit

NIST SP800-38A

AES-GCM

128 bit, 256 bit

NIST SP800-38D

TLS Tix. L FOFabh=z ksl Tnhs
TLS 1.2 (RFC 5246)

. [FCS_TLS_EXT.1]

TLS Tl ML FOHA 77 AL — bR —RL TV, [FCS_COP.1(a), FCS_COP.1(c), FCS_COP.1(g),

FCS_TLS_EXT.1]

TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA WITH_AES 128 GCM_SHA256
TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384

TLS B AU DR 1L, BE/ 2 E LUTYE—FR Ul 0. U ADMIN [Z L& BRSHEN DR ES L
Do
BB v | - BREPREE > B asak € > R E > Ry NI —2 >TCP/IP % E>TLS & E
UE—hUl: | - REE > BRERE > vy T —27 >TLS % E

7.4.4 TLS 5 ES-5FHSRE

X3 % M RE B
FPT_SKP_EXT.1

TLS $#45 B RE N V4K CSP (22U T,

FCS_CKM.1(a), FCS_CKM.1(b), FCS_CKM.4, FCS_CKM_EXT.4,

LUTIZH A3 %,

CSP #3511 B WWGET | AANIREE | BRI
MFP §~7 TNV EL T A(RSA 21X SSD 51tk L
ECDSA) TOREGETHIM %
TOE D#t~7
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ECDH <7 ECDH DFRIZART DB FE | RAM NS TOE EJHMTIC
B BUNEES
TLS FVU~2A%y | TLS @I HT 57 V~A2% | RAM S TOE &I
— 7Lk — 7Lk JIEE
TLS By ar @ | WBER SO OR St RAM L TOE EJHMTIC
BUNEES
DRBG WNEIkEE | ELEE LR 579> DRBG N | RAM S TOE D&M
BRI RE, ANEEN

RIZ CSP DFATH AT AT DN TCE#H# T D,

(I S8 A 5 1]
TOE &, IROHFRITESE, TLS W5 o bgrE T 3005 584 A2,
CSP @l BT VIV XL/ @I T VTV | R
MFP t~7 RSA(2048 £ 1) NIST  SP800-56B  Rev1:6.3.1.1
rsakpgl-basic
ECDSA(P-256, P-384) FIPS PUB 186-4
NIST SP800-56A Rev3: 5.6.1.2.2
ECDH §t~7 ECDH(P-256, P-384) NIST SP800-56A Rev3: 5.7.1.2
TLS Eviar# | AES-CBC(128 £ b, 256 £ h) FIPS PUB 197(AES)
NIST SP800-38A(CBC)
AES-GCM(128 ', 256 £ k) FIPS PUB 197(AES)
NIST SP800-38D(GCM)

MFP STV, #fE 0L b LKLY E—b Ul 525 TOE O FBEREZFI FI L T U.ADMIN 2345k vl g
Tb, [FCS_CKM.1(a)]

TOE (X TLS v a4/ TLS FU~A¥ L —27L v N ECDH $##~X7% TLS i@{5BAtAIFIZ 7.4.5 GLEE
kg BEZE VW CAERL T %, [FCS_CKM.1(a), FCS_CKM.1(b)]

[ 5 SEDE FR T 5]
CSP #%51] BEHFE
MFP $~27 SSD K LA REIZ LV KE 2k L TOE P SSD [ ZH&#T-25,

TLS tyiar 4/ TLS U~ | RAM EIZESC TR 5,
AH L —J LN ECDH 3
7'/ DRBG &R AE

e v B LTV E—F UL KD TOE OEBEREEEA R HL T, TLS By al @/ TLS 7 V~AHxy
—2ZLw M ECDH 7/ TOE P& SSD [ZHR1FSILTUVND MFP 8837 % St b LUIME T %
BEREIX72\, [FPT_SKP_EXT.1]
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[F S-FEDOREFE 7 14]

MFP #2713, B B5{L LT TOE Wi SSD IZHRIEL TUWND, F DT MEEE XL B,

TLS By al @l TLS FU~AZ L —2L v ECDH #-27/DRBG WNERIKAEIX, TOE OEJRWTHFIA
Fleh | BIRWHCEIVIE LT 5, [FCS_CKM_EXT.4/FCS_CKM.4]

7.45 ELEAERREEE

- XSS AHEEREEE: FCS_RBG_EXT.1(network), FCS_COP.1(c)

TOE 1%, IRDALFRITEESE | ELBEMZ FAT T 5, SLEBUERBEREIC I > TAERSIVZELELIZ, IPSec 7
{EFERE KL O TLS W S{LAERE TR S5,

ELBAERT VYA L R
CTR_DRBG(AES) NIST SP800-90A

TOE i NIST SP800-90A (Z7it->C CTR_DRBG (2> bt —4l& A F14 52 TR A R E1T,
[FCS_RBG_EXT.1.1(network)]

JARTRELTIE, 1 2DON—FRT =T _XR—=R LD /AXREL T, TOE D7 a3 —(Intel Atom®@~7 1tz
o H—E3930) 3N T B/ — R = 7 5B A as 2t 5%, RDSEED 3 &34 795 N—R =T L
BRSNS 32 B hOE Y IR IR HENS,

TOE DL #)iRFIZI1% RDSEED #n4 128 [A1FATL , UG L7- 4096 B hOE Y MR = hrt —{FH ThHH
Linux PRNG IZ A S D, /A AP THH/NN—RU =T SLEGE AR O I SNDE Y ML, 1 By T
D05 Y L ED/ e hat —4a&TeZ LA [Rambus 2012]DFEaRHs555 730 TEY., Linux PRNG (2
1T 70K Ed 2048 B RO T hEE — NS FAL TN,

TOE | X, ELEAE RO E R A2 1T DL 384 By DTy ot — A KR > o —FlA = hab—
TR TS Linux PRNG 7°HIEEL . 3 —FfEEEL T CTR_DRBG I A S 4528 T, 256 By MOEL I A AL
4%, [FCS_RBG_EXT.1.2(network)]

75 BARREL/AREERE
7.5.1 TLS BAARME

- xR AHEREE:: FCS_COP.1(b)(tls) , FCS_COP.1(c)

TLS Dy ar M E T, FIPS PUB 186-4 I3 S< L F O T AU R LA FAWT, B4 AR AT
729, [FCS_COP.1(b)(tls)]

- RSA FUHNVEL T LAY R A(IDSA) THEE S 2048 £ hodE, D

- FEMEhRR T U H VB4 T L) X L(ECDSA) THER 728 256 Bk, 384 ' hDHD
B4 AR IE SHA-256, SHA-384, SHA-512 % 5, [FCS_COP.1(c)]
LU ATREZ R B4 T VA Y R LE Ny 2D BA DR ZRT,

- RSA2048 : SHA-256, RSA2048 : SHA-384, RSA2048 : SHA-512
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- ECDSA-256:SHA-256
- ECDSA-384:SHA-384

7.5.2 |IPSec B4 MR/ AR

- XS AHEEREEE: FCS_COP.1(b)(ipsec), FCS_COP.1(c)

IPSec @ IKEv1 CTOZFBHEA FAVV-ZZREFIZB T, FIPS PUB 186-4 |2 S3<LL RO T /LT Y XA TEL,
RRREE R E1T729, [FCS_COP.1(b)(ipsec)]

- RSA FUHVEL T )L X A(IDSA) THEE S 2048 B FDE D

- FEMEhR T U AV B4 T L) X A(ECDSA) THER 78 256 Bk, 384 E hdE,D
B4 BGIEIA T IE SHA-256 % L<IE SHA-384 TR L 72/ affiz V5, [FCS_COP.1(c)]
PUFITAEH ATRE72 B4 T VAV X Dby Y 2 DA O LR T,

- RSA2048:SHA-256, RSA2048: SHA-384

- ECDSA-256:SHA-256

- ECDSA-384:SHA-384

7.6 HDTAMERE

- XS AHEREEM:: FPT_TST_EXT.1, FCS_COP.1(b)(update), FCS_COP.1(c)
TOE (&, EEFFZLL T O A 7 AN ENi 95, [FPT_TST_EXT.1]

LIFOH T ANCZI =N ENTZ35E . TOE 1T E 3 e —a—R%EEK /KL, TOE OiLEh%
k45,

T7 =LV T DEENETF =y

- Tr— AP TICIE, HEHUD FIPS PUB 186-4 12 H:-3< RSA(SE 2048bit), SHA-256 % F
WTEBANTESNTEY, b0 LRI HIAREEZHWTELEZE L THELN Y
Vafil, V=227 HEMPLREHBE LAy ViR L CREEERAET D,
[FCS_COP.1(b)(update), FCS_COP.1(c)]

7.7 EEus#ee
- X TBHREE M FAU GEN.1, FAU GEN.2, FPT_STM.1, FAU_SAR.1, FAU_SAR.2,

FAU_STG.1, FAU_STG.4, FAU_STG_EXT.1, FMT_MTD.1

TOE 1%, LL FOARUIBEU BRI A n 7 245, [FAU_GEN.1]

BeAin s O A IILL T ThD, [FAU_GEN.2]
- B, g AU NEBIL R (R ThI )

fBL, L FOARUPOBIZIZLL T OE B HIBINT 5,
- DarvRETOEEaZL, aTiE
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- PRRERH ORI, SRR T LI — T —4
- Byt alr OSRGOS 1%, By al N SR O F
AR S RES MHRFELREMI A H—T =2 — R
B AP RE O E) TOE 7 ON
(KIKERAAF | B0 VE—RUI)
BEAREREDRE T TOE i OFF
(KIKERAA T | B~ UE—FUI)
Vav T TV aT DT
Ax Yo Tad DT
Ot —Tav O T
WEORFYa T O T
% 30134 C, FDP_ACC.1/FDP_ACF.1 (ZBiE#Ed 51
H—Tx—2A

:LF“H- %gljutu u£E®9%E&

BAE R DLOR T AR T
VE—h Ul HDur AL 3R T
VA= RTA = DDFRFERAT

T ARG P RE ORI

FMT_SMF.1 ICB#E 4514 —7 = — A ffi

2 — Y —FHEERE ORI

FMT_SMF.1 ICB#Ed 51 & —7 = —Affi

FIHEZ 7 —T Dk IE

/L DRI FHIBRICBAE 3 5 A & — 7 =— A H]

2| DA H A/ B2 3% 8 O B BRI B A L — T = — A ff
H
Tl ar ORI T " — 73812 TD IPSec & al FESLD R

T "I —Z81E TO TLS By al ML KL

B 7\ CREER SIS A REE L, TOE 7:bfflkainsg, TOE @ A RpE#IE, Face BEREDOF

DFBCHR

— SRR EEL
%

Lk
HE

ZED, &TDIP Ty

FURRETHEMTED, [FPT_STM.1]

T B LLIEZA LY — =I5 EHE7e B B2 RS L CREZIRIA 2 28 TR ESND, i,cio 51
ALY = =T — P —DF T 4 ZABREE NS TIY, TOE &4 A L — S —LDil(E 13
2% LT IPSec (2 kD05
VBB ZHA L — N—ZFH T2 E T, 8 S b LTV E—F Ul KU U ADMIN O Z )35 R

.LAN &
FALHE M TIbib, £7-. TOE OiF

BB SRV | - BRIEPR R > B aRak € > BRELRX TE > XA~ — I8 IE > B AHIREZI 3 E

- ERTEER R > B AR E > BRBEER E > v hU—27 >TCP/IP 5% & >SNTP ik iE
Ue—hUIl: | - BREPRER > BREERIE > XA~ —IE IR E > B HRZ D% E

- RTEPREE > BREERE > kv " —27 >SNTP % 7E

TOE |30 Y — N — B n 7 26 5 4 ORREL L TUL T 228975,
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R 0 7 OREREREDRR EIL, VE—h Ul XD, U ADMIN O ZH3E FESREN DR E S D,

JE—hUl: | - REE>EHRE> T AAEH SR Oy AR—KNZ) T >EAn
70 HE = AR — NRE

A7 13 SMB 7aha/vz A csv JTERD 7 7 AL EL TERERT P — —~K G35, BEAEn/ X
FEERICEFEINDAN, AT DA B (ATT1F) O 95%IZZELIZGA 1T, 8 E RN BfR
T — N—TEFEIND, EE TP THE, HELZEEaZ 1T B #MICHIBRSD, EFIC
KI5 A1E, BBV NI A%21TH, ZHLTH RIS 13RO 55 F5 E R 2515 b, TOE
RO — —LOlfE1X, IPSec K5 LEEREIZED . & TH 5{bIE 52T i,
[FAU_STG_EXT.1]

TOE [ZNEREE A 7/ AR REL L CUL T 242t 4%,

BHEEIX, VE—RNUI OLLFO#ENGER 7 % CSV 77 ANV B TH AL, S THZENRTED, Z
DHEREIT U ADMIN O I FIFBZZFATL T 5, [FAU_SAR.1][FAU_SAR.2] [FMT_MTD.1]

VE—hUl: | - BRERGR > EHRIE > T A AEH SR Oy AR—NIVT > Ao
T DI AR —h

AIENOEAE T 7 —X1% TOE Wk SSD IZEANSAUTIY, SSD M BALAEHEIC K> THREE MED ST H AL
TWD, A TOE [ZITE AT ODNEELUWE T HDEREM DA F—T =— A F720, A= AR —MkRe
AL TCNWDID | B/ 2 FE THIRT 22813 TERV,  [FAU_STG.1]

B a7 I RA TR RERS NG, Bafr s/ Ofisk EIREITZELZS A1, &b E<Esh-Ein
7EHIFRL., FTLWEER ey 2141775, [FAU_STG.4]

7.8  ®EETYTT—MEEE

- XS AHEEEEM:: FPT_TUD_EXT.1, FCS_COP.1(b)(update), FCS_COP.1(c)
[—Tarfiiae]

TOE (%, TOE 77— AU =7 OBIED NN—Va  ZRIWE b ARE /1% UADMIN (23135,
U.ADMIN (XA FOEMETUE—h Ul K OBE RIS T 77— B0 =T ODBIEDO NN~V a iR T 5
ZLNTES, [FPT_TUD _EXT.1.1]

BRIV | - A2 — IR — > BEEREHIZ O > TS A A RS

UE—hUL: | - RO/ PR > TS 2

(775 —NBAtGEE )]

TOE /X, TOE 77— AU =7 D7 7T — e Bth9 58 /)% UADMIN (27 9%, U ADMIN [ZUE
—RUI OLLFOBETT 77— AT/ 77— LU =T ZRE L, FENT v 7 T — T HIENTED,
[FPT_TUD EXT.1.2]

UE—hUl: | - RERE > BHRE > T8V AIZOM > V7N =T OBGRIEH > F
77T —h
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[77—2T =T RG]

TOE i%, F8/77 v 77— FIRDOH T, T IX NV EL AT =X L (FIPS PUB 186-4 |ZJE-5< RSA(#E
2048bit)& SHA-256 |2 L5 B4 WGE) &2 W CT vy 7T — NI T2 77— 20 =7 ORGEE T2, 77
— AT ORGECRR U5 A0E, VE— UL T— Ay b —URFRE, 7Ty 7T — NI EEh
b, 77— =T X7 v 7T — MG RTO IR RIS HER S D, [FPT_TUD_EXT.1.3,
FCS_COP.1(b)(update), FCS_COP.1(c)]

7.9 EEERE
7.9.1 —¥—EHEHERE
- X T HIEEEM: FIAPMG EXT.1 , FMT_MTD.1, FMT_MSA.l, FMT _SMR.1,
FMT_SMF.1
TOEIX, LT DX 2T R T 08 FL Brsicm— WZRET 5, #1FIE VE—FUIHL
VTHERVE RIS F RO EMETITIZENTED, [FMT_MSA.1, FMT_SMF.1]
BEATV: | - 22— =L I A BB E VD4 EICEREND

- ROEIR R > HERR R > B E > o > AT R > A —
DESEIFRE (U ADMIN O )

Ue—h Ul | - BOERER > FHIRGE > 2— P — > GEEE . (UADMIN O 72)
X2 U7 BN Bk SRAl SN ze—/L
a—HF—4 V& be U.ADMIN. 749 % U.NORMAL
BAN, HIR U.ADMIN
o—/)L WGt U.ADMIN
BN, W HIBR U.ADMIN

TOEIL, L FOTFT =Xkt 3 28542 NGB S ivicr— /WICIRET D, #fEIX VE—RUIHL
ITHBAE SR D FRLOBETITHZENTED, [FMT_MTD.1, FMT_SMF.1]

B L | - BB > IR E > o — P — P > SREF A > N AT — RO
(FT& 4% U.NORMAL)

- BRI > MR > B > o — Y — > A > AR —
DI (U.ADMIN D Z)

UE—RUl: | - BRESEE > EHEE> —F— & > (UADMIN D)
F—H BelE FREIRY =ty ¥
Z—P—XRT—F B AT A 4% UNORMAL

=Y/ I UNEE(I5S U.ADMIN
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[2—H— 2T —F]
2= Y=Y = RITHRE AT RE7R SCFT, TV T 7y RO RICF /NSCF, B, BR OB SCF

(“!”, “@”, “#”, “$”, “%”, “/\”, “&”, “*”, “(“, “)” (space)” [{220 [{%2] “+” , “’” , (E <« “/”
“:’!, “;’!, “<”, “:”, “>’!, “?”' “|:“ “ :| , “—”, {5 ”' “{“' <« , “} [13as2] % ﬁ)(&)é \if\_‘
e/ #E, U ADMIN (28D 15 jt%ui CERERRETH D, [FIA_PMG_EXT.1]

[2—]

72—/ ZIE, HOENED [ R—2a—)L | LFEIHS, ”Administrator”, “Power User”, General
User”, ”Limited User”, ”Guest User”® 5 fE¥ED 11— )L )NFLEL TV D, ”Administrator” | 38 FLE [A) X
— 22— )L THY | FNLIA DR — 2T — L F— R A E e — L Th b,

[R—20— )L | DS DO FHLO T AL ar— v | ZAERT HA 2L, "Guest User” 21— /L& fR{ATRFED
[R—20— )L | ZERREL T, Bk HIENTED, 72721, ”Admlnistrator”x:lM/I/%‘:/\“»—Xkbfcﬁx
B E—)LR2 | HONUH AL La— L (EEE) EL OB ERSIL T 5 DeviceAdmin”,”NetworkAdmin”
/U, —EROE BMERAZFF Al S TWA T LR,

FAER T, L Fo2fEEH e —/L (U ADMIN, UNORMAL) 2 45, TOE IZ. ZHoH0&EEZIE
YR HF IR EA T, Ve —h Ul K OEHE SRV TOus A3 ZEnaHiRi 35, [FMT_SMR.1]

- U.ADMIN
EPRMEIR A A 9 A — L, "Administrator’z— L &{# 5,

- U.NORMAL
MR A -7 v — L, _— 2 —/ L General User > BIERY SV T AL — L %fifi
TD,

7.9.2 TFTAAREEERE

- XS AHEEEM: FMT _MTD.1, FMT_SMF.1, FMT_MOF.1, FIA_ PMG_EXT.1

TOE 1Z, EX 2 U7 HEREZ A NIHERES T, LU N OEHEREL AT T D2 TE 5, #FIL. VE
—R UL S LIRSV DR TE PRk > B s i B DI THZ LM TED, [FMT_SMF.1]

FBX 2T AHERE[TLS BE S HERE] 2B EE/-I3Z1E T 568 /1% U.ADMIN (IZHIFRL TW 5,
[FMT_MOF.1]

BRI HH R
HRRERED | & T AR E €22,
B EIz, A4 DL AT BRIENTES,

BEITE BNV R E PSR > BEAR R E > BB E > # A~ —/&

FRE > H AR E

BNV R E PR SR > BEER X E > BREE R E> Ry b — 27 >
TCP/IP 3% >SNTP #% &

UE—h Ul iR E Bk > BREERR E > 2 A~ — B T5E > B
RFZ DR E

UE—h Ul 5REPRER > BRBEaR E > 1 M —27 >SNTP 5% iE

IPSec X EDER | NE IPSec #%#5t % €795 Security Policy Databese(SPD)% /& B4~
A %, SPD (i, & 3 2@ EMFORM, x4 —a

VRS AT BREDHNIEN D ERSND,
SPD N IKE % 7E Tld. 3aF e L TR A B B0
AEFHEOBRINAITHOZEN TED, Floaball/hF 5L T /LT Y X L
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DOFFETIL, PRI Ny 28 LT SHALSHA2(SHA256,
SHA384) %R | 55 LT AES-CBC D% &, 52 DH
TIN—TDRINNTES, F7- IKE SA DB AEHRETX
Do

SPD N ™ IPSec i#15 7% & T, IPSec SA H A DI E L.
FRREEE AL T VTV R LDFREEL T, ESP(SHAL, AES-CBC)
DIRENED,

BE A BBV R IEIE G > AR X E > BRER E> Ry N — 7 >
TCP/IP 5% & > IPSec 3% &

UE—h Ul 5REB Sk > BREER E > v N —727 > IPSec % &
UE—h Ul 3% BBk > BREEREE > Fv T —27 > IPSec R

—
TLS SR EDOE R | N TLS W5 S HAE OB ERRAA £/ 13 E IE N E RS,
AiE F72. TLS O S @E I AR gl L3 = A RIS 528

MTEL, ZORIRICE ST, TLS Oy a Mt HWD
T UHNBLL T VA X LGRS ESND,

B E B SOV R TE PSR > Han ek 1B > B ERE > T A B RIZ
DA, >V E—h Ul ® ON/OFF

B SRV R TE PR > B e ik 1 > BREE X E> RV NI — 7 >
TCP/IP %7€ >TLS % &

UE—h Ul 5% B Gk > F B E>T7 1 A2 Ot > VE—h

Ul % &

VE—h Ul 3B Bk > BREEE > *v N — 27 >TLS 3% E
HEa 7 7TOMNEE | NE BB SR ANy A SN A 134 — MU T BT &
DG P RE D UE—RUI DB Z A SN GE8 1Ty a REIZLY,

BHE IO B#ia 7Y NG ZR ETED,

- F—rZUTBATHER: 10 B2 9 4y (IHME 2 43)

- BT alBRIE: 15 h D 150 43 (FIME 15 %)
BEdT | B SR L BRI E > BERR R E > BRI R > A A~ —E /)
RRIE > A — VT TR
BRSOV R E PR Gk > BEARER TE > BREE R E>F A~ — I T
BXIE > A — U T A TR R O il BR
UE—h UL BREPR SR > BRIER E>F A~ —IE IR E >HE
RRIE > A — VT TR
UE—h Ul 5REPEER > BREER E>Z A~ — I8 )R E > A —h
I VT RATRER O R
UE—h UL BREPEER > BRI E > Ry N — 27 >ty al i
TE

Ty TR — | N T /7Y N R E 0y 2 T N O RN CE D,
REDT P AE Sy T NEAIEEG 15 10 [ (G AL OIE 3 [, $7-
TENLLT)
Sy T NERT: 14305 60 4y GREEILGINIE 3 4y, £1-13
Rk
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BERE BB SRV R EPE R > AR E > B R E> X 2T —
FXIE > FRRIE SAT — N E > BRI RE DX &

VsE—h Ul 5REPS S > B B E > BX 2 V7 ¢ — R E > G
INAY —RERTE > AR RE DR E

NRAT—RRY— | AE B A2 70 )RR — R DR E 22— —|TRODHZDIT, LLTFD LD
T DB B RE TS AT — R D B AR A RE AR5,
~F/NRAT—RE% 15 CFELL | 32 SCFLL ISR E CTEHH%
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~fif F ATRE SO

TNT 7y MDRILT /NI F BROWERSCY (717,
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BES Ik B SOV R E PSR > sk B > B HRE > X a7 1 —
FRE > WRGE SAT — KRR E > 7 SAT — Rk &

UE—h UL BBk > & PR E > X 2 U7 ¢ —f% 8 > i8alE/
IRAT —RERTE > /RAT— R} E

AT/ IR | A N E RS L C BB A 7 DI I LS & D
BT Y — N O S A ET B0 R RS
THILNTED,
BIERTE | UE—h UL R e > B B > A A B > B Ay 1 (D
T ARN—NIUT
BERT YT — | NE BWHT BT 7 — =T Be T D
N ERpRRE WAEFE | Ue—h UL s > B E > 9ty AZ D> 7 N =
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8 ZEIHR

[Rambus 2012]

Analysis of Intel's vy Bridge Digital Random Number Generator, Cryptography Research a division of Rambus,
2012.

https://www.rambus.com/intel-ivy-bridge-random-number-generator/
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