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A User who has been identified and authenticated and does not
Normal User have an administrative role
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A User who has been identified and authenticated and has an
Administrator administrative role
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Data created by and for Users that do not affect
the operation of the TSF
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DDOTOEIZ L » TIERR Sz 7 — 4

Data created by and for the TOE that might
affect the operation of the TSF
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #If&H v a7 FAEOLEE T CELRE Y 3 7ICBET 51
T4 fin
User Job Data Information related to a User’s Document or
Document Processing Job
R34 REZETSFT—4)
B Xl EE
D.TSF.PROT | A7 TSF | 7 — X OFrAFH CHEHERETL ZR2WAHFIC
T—H EAHEANTOE DExa T 4 ICEEL KIF
Protected TSF | 47206 LWy, BBITHFATE S TSF 7 —
Data A
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | fi#%®D TSF 7— | 7 — X OFrAEHE THEHEREITH 2 WFIHAEIC
4 LDBBELIIUSANTOE DX 2V T 112
Confidential WA RIET N LW TSF 57— #
TSF Data TSF Data for which either disclosure or

alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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T.UNAUTHORIZED_ACCESS

B8H X, TOEDOA > X% 7 =—A%i8 LT, TOEAN
OFPELET =2 ~T 72 (&, K&, £/
HIBR), E/3FIAE Y a 77— 2 2 EE (hEE
IFHIBR) 72508 LitZen,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

BgE X, TOEDA 4 7 =—A %@ LT, TOEHN
DTSFT —ZIZRIET 7B AT 2008 LIV,
An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOEDEAENFF Al SN 7-546 . TSFORRIEENIC L -
T, BEX =27 OBREZSIEEITHE LUV,
A malfunction of the TSF may cause loss of security
if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

BBFIL, TORICARERY 7 "N =T %A VA h—
VT DG LIVRWY,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WBEL, Xy FNU—JBEEZE=F LI VEIEL
70T 5Z2 LT BEFOT—XIZT 7 EBALIED,
TOEDtF = V7 4 ZfGFb L7205 b LR
AN

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring
or manipulating network communication.
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P.AUTHORIZATION

R 1T, SCEALEE N OVE B RE 22 SBT3 D AN HE
FRZAF G- S RIT UL B 720,

Users must be authorized before performing
Document  Processing and  administrative
functions.
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X2V TABET 7 T4 BT TEAESARTR
BT, FLZoLoRT Iy aron ZidkiE
S ABIT= T 4 7 4 ~EESNRTERD
AN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE!X. LAN FofidFT /N4 2L BE iR T& 72
TIUEZR B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOENFIAE XET — & £1I3WEDOTSFTr — 4 %
B AZ A A RE /R AN FEFEME R b L — U T A RITRTF
T 58546, TOEIZZNLDT NA A LOjEYST—
LT D L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

R CET — & £ 1213WE OTSFT — &% O BLHAZ
BATRE /R R RAEA N L— U D72 Ol B D Ak
WZHGT DL 97, EXofE, 7~ R F
TEIXZE DD H & DEIZ, RNIERT 7 & A0 bR
HEENRITNUER DR, DOEDA R L =TT A
AR IR F SN TE R B 720,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.
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4.1 FRARVIREICERYT SETIREH

K TOE Zi#EMT DEROBHERMEZ# 4-1 (-7, 2D ORHRSRMEINMTZ S
e KTOE Ot ¥ = U7 BERENANTEET 5 Z LIFRIES 7R,

x4-1 BHREM

e T
A.PHYSICAL TOE. K OTOEMNETEE 21T 25 5 — & Offifil
WCREST-HtE X2 U7 008, BRERIC X o THEt
ENHZLEBETH,

Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK BRI, LANA V% 7 = — A~ONEN L DA
#OT 7w ANOTOEZR#ET D 2 & 2BET 5,
The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOEFEHE X, VA +rOEX=2 )T 40 FFHTHE-T
TOEZEHTH L, FEHIN TV D,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS PRS- FEEZ. A bo'X =2 U T ¢ HEHC
- CTOEZMHT 2 L 2 #HFI ST D,
Authorized Users are trained to use the TOE
according to site security policies.
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(1) 7747k PC
FREPERNTHIHOPC THD, LLFDY T My =T PRULETHD,
+ OS : Windows 10
TV HERTANR
SHARP <AKDHE>PCLE N7 A /13—
- Web 77 7
Microsoft Edge 101
(2) Bt — N—

AKTOEIZ XV Az n 7V 2R ETDTODOEEY ——Th 5,
syslog 7’1 Lz L, TLS 1.2 IZx5 LTV TEZe B 7220,

AY—"—Di%iEIL, HHATH D, Kl TIiL, rsyslog ver.8.24.0 Zff
s
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CC Common Criteria for Information Technology Security
Evaluation (&3 = U 7 ¢ 5l 4E)

CEM Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ #Hili 515)

PP Protection Profile (Z¥u7 27 a7 a>7 7 A)L)

SFR Security Functional Requirement (&% = U 7 ¢ #aEZEA(})

ST Security Target (Ex=V7 4% —%> v |)

TOE Target of Evaluation (FEAfi%}5)

TSF TOE Security Functionality (TOEt& % = U 7 ¢ #%5E)
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MFD

Multifunction Device

PSTN

Public Switched Telephone Network

AR T S 7 IT B B9 2 IG5 2 UL FISR T,

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator

ECB Electronic Codebook

ECDSA Elliptic Curve Digital Signature Algorithm
FTP File Transfer Protocol

GCM Galois/ Counter Mode

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

PP Internet Printing Protocol

LDAP Lightweight Directory Access Protocol
RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security
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Replaceable The smallest subassembly that can be swapped in the field to
(Unit) repair a fault.
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A system producing or utilizing a physical embodiment of an
electronic document or image. These systems include printers,
scanners, fax machines, digital copiers, MFPs (multifunction
peripherals), MFDs (multifunction devices), “all-in-ones” and
other similar products.
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Common Criteria for Information Technology Security Evaluation Partl1:
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SHARP BP-70C65 / 70C55 /70C45 / 70C36 /70C31 / 60C45 /60C36 / 60C31
fax-optional PS-standard model with BP-FR12U; and BP-55C26 / 50C65 /
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¥ —7 A& SHARP BP-70C65 / 70C55 / 70C45 / 70C36 / 70C31 /
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BP-55C26 /50C65 / 50C55 /50C45 /50C36 /50C31 / 50C26 fax-optional PS-
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