JISEC-CC-CRP-C0767-01-2022

V4
JISEC

E'illl
-
o
i

FORH SR XAEIA2TT H
MRSLATBUE NI B AL AR
HER EH EK

IT# 5 (TOE)

HEaEs AT B (B 7) TFI44E5 16 H (ITRFE2816)

oS il JISEC-C0767

SHARP BP-70C65 / 70C55 / 70C45 / 70C26 / 60C3
6 / 60C31 / 60C26 / 50C65 / 50C55 / 50C45 fax-st
andard PS-standard model with BP-FR12U; BP-40
C36 / 40C26 fax-standard PS-optional model with
BP-FR12U and MX-PK13; BP-70C65 / 70C55 / 70C
45 / 70C36 / 70C31 / 60C45 / 60C36 / 60C31 fax-o
ptional PS-standard model with BP-FR12U and BP
-FX11; and BP-55C26 / 50C65 / 50C55 / 50C45 / 5
0C36 / 50C31 / 50C26 fax-optional PS-optional mod
el with BP-FR12U, MX-PK13 and BP-FX11

N=T a3V EOY Y —RAFK 5 0220Q100

LSRR

i g D e 7 SN I

I NED R 1T PN s s varrazy A s, CCN— F2REE
Protection Profile for Hardcopy Devices 1.0 dated

Tursvaryuzr A September 10, 2015

GREF#%kA: JISEC-C0553)
ITtx =V T ¢ fHEEEOL R | —RAEEEN ITE X2 ) 7 4 22— S

LEROTORIZHOWTOFHEIE, UTFOLEY CThd I LaRIELEZOTHRELET.
SA44E11H 251
X2 )Tt H— Bxa YT o B
HAIRERS  RY EY

FHRERES . [ITEe X2V 7 0 iR ORBEHEOEEAHRE] TED D TROFKIZES
TRl S iz,

(D Common Criteria for Information Technology Security Evaluation Version 3.1 Release 5

@ Common Methodology for Information Technology Security Evaluation Version 3.1 Release 5

AR - AR
[SHARP BP-70C65 / 70C55 / 70C45 / 70C26 / 60C36 / 60C31 / 60C26 / 50C65 / 50C55 /
50C45 fax-standard PS-standard model with BP-FR12U; BP-40C36 / 40C26 fax-standard



JISEC-CC-CRP-C0767-01-2022

PS-optional model with BP-FR12U and MX-PK13; BP-70C65 / 70C55 / 70C45 / 70C36 /
70C31 / 60C45 / 60C36 / 60C31 fax-optional PS-standard model with BP-FR12U and BP-
FX11; and BP-55C26 / 50C65 / 50C55 / 50C45 / 50C36 / 50C31 / 50C26 fax-optional PS-
optional model with BP-FR12U, MX-PK13 and BP-FX11 /3—< 3 > 0220Q100] X, M ZAT
BOE NG BALBEHEERE N E D DIT B % 2 U 7 ¢ FREF I 2 ELRFHIZE W, EO b/
BUSIZ IS SRl 252 0. ATE D PRGEZE M 2 7 L7,



JISEC-CC-CRP-C0767-01-2022

EPN

T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 a7 7 yar7uaTd y A VETIIREE S Y 7 =2 e 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 2
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 6

3.1 FUFHFE DBEE oottt ettt ettt enens 6
B.2  EFEIE L oottt ettt ae s 6
Be8 I oottt ettt ettt ettt 8
3.4 FHRRD B 2 U T 4 TR e e 8

4 ATFRERAE & RTAMBEIH O BATEAL oot 10
4.1 R OB BT D IR oo 10
4.2 TEFBRBE LA oottt s 11
4.3  GEFABRBEICISIT DTOERIH ...cooveeeeeeeeeeeee ettt 12

5 T AT T T R T B T D I oot 13
5.1 TOEBEFRE T2 TR =L PE oo 13
5.2 ITERBE oottt ettt ettt ettt ettt ettt ae s 14
6 BUETRIT B0 2 A U B ettt 16
ST RN & 2 FTAR T B UG TR ettt 17
TL BB oottt ettt enens 17
T.2 BT TTIE oottt b et b et et nseaen e 17
7.3 BFHIFEHEBETE «.ooooeeeeeeeeeeeeee ettt ettt ettt n ettt aens 17
Td BLELT AR et ettt ettt ettt ettt 18
TA L BHZEFT A D oottt 18
742 G TENTT A R ettt ettt 18
T.4.3  FHEEIR AT A B ettt 20
7.5 BB IZ DU N T oottt n st et aeas 22
T8 A A R ettt 22
TT R T A S N e 23
8 FRRIETEME cvvcvevevereveeeeeee ettt ettt ettt ettt et a ettt a et et s s 24

8.1 FRFEAE IR et 24



JISEC-CC-CRP-C0767-01-2022

8.2 TR TH oottt ettt ettt et et et et an ettt et et e ae et etean et teaneseas 24
D BB T ettt ettt se e 24
10 B L U T A F 7 0 D et 25
IL R oottt ettt ettt n e anneee 26

12 Z M 28

..........................................................................................................................................



11

111

1.1.2

JISEC-CC-CRP-C0767-01-2022

EREN

DFSGERE FIL, ¥ v — 7S H3BH% L7z TSHARP BP-70C65 / 70C55 /
70C45/70C26/60C36 /60C31/60C26/50C65/50C55/50C45 fax-standard PS-
standard model with BP-FR12U; BP-40C36 / 40C26 fax-standard PS-optional
model with BP-FR12U and MX-PK13; BP-70C65/70C55/70C45/ 70C36 / 70C31
/60C45/60C36/60C31 fax-optional PS-standard model with BP-FR12U and BP-
FX11; and BP-55C26/50C65/50C55/50C45/50C36 / 50C31 / 50C26 fax-optional
PS-optional model with BP-FR12U, MX-PK13 and BP-FX11 /N — ¥ =
0220Q100] (LL'F TR TOE] W9 ,) IZOWT—EFMEN IT EX=2Y T 1k
a2 — FHEE (LT TRHMERERS) Lvo.) A Ef 4410 A 14 RIZ5E T L2 IT
X a7 o fHlICR L, ZONEDORIEE REHFEE Th D v v — RS thic
W5 L LbIZ, K TOE [ZBLZROREE-CHEH I LEx =2 U T 1 F#
ZRRET 260 TH S,

AFFEREEDOFTE X, 10 EOvX2 VT 40X —4 v b (LLF ST &£v)H,)
RSN, BRICAR TOE Ot & 2 U 7 ¢ BSREEEM: | PREEEM: K N DO+
FRALUZ, STIZBW RS T3,

zlznuuﬁi& &i\ 2IKTOE %E%A#é%}ﬁ%%%mu%k*aﬂi Lfb\é ZIKDIJ nﬁi&
%, A TOE 2T DIRAEEFIZE D WG R Z T HOTH Y | @%mfr
DL DERIET DD TIERNZ LIZTHE SN2,

APl A R B AR
A TOE O&hE, EHARMFOMEZLITIORT, FEfllid 2 EURZZROZ &,
JOT92arIaI 74 IVERRRIE/NY 57—

ATOE X, ko7uT7rvarru7yAn[14][15] (LLF H#Eé PPy &
9.) AT D,
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015

(mu M uﬁﬁ%”: JISEC'C0553)
TOE&L 2 ) 7« #REME

ATOE (%, 2 —HGE, 7V ¥ —ERE. A& v —HRE. 7 7 7 AfkkE
ARAEEL Y T Hhe (K TOE TlZ. [R¥ a2 AL 774 U U ZHERE] L1 H,)
B A T VX NVEER LT TMFD) w9, ) ThD,



JISEC-CC-CRP-C0767-01-2022

A TOE 1, MFD O 9 LETF =20 X o2 U T 4 ICHEBTHIRET — X SN 5
BENTZOVHSAEINZD T L E2ViET A0, #E PP RNERTHEx=
VT 4 HERE R TR D,

INHDEX 2T A BEREMEIZOWT, OO M & EEO IERENEI
DWWl A PP M ER T B RFEEM O #H CRMEN T,

AR TOE D EET 2 FB L OHHRICOWTIREDO L BY TH D,
1.1.2.1 ERELFT) T4 R/ EKAH
A TOE X, YA FOEBAEIEELTWD,

TOE OR#EEETHIFNHAEDO LET —Z KO tF 2 7 ¢ HEEEICHET 5
F—%1%, TOE OARIELREIESL, TOE DNEHREINTWE R Yy h T —F7 ~DOARIER
T RBACL ST, BRINEZVEKIAEINTZVTIERRD 5,

*72. TOE BHOHES, RERY 7 2T DA A =2k, TOE ©
TR U T A EENELDNDERRH D,

FEHDOBFIZKTTT H7-012, K TOE 1%, #kBIEREE, 7 7 & A&, mE1k.
%%%%ﬁk®\ﬁéPP@%*?éﬁ%:UT4%%%ﬁ&¢éo

1.1.2.2 BREH RSN
AKTOE X, DL D AN ORI CIHEAT S Z &2 HET D,

TOE |&. NERWEHT 7 2 ANHIR S, A > Z—x v bk S 7z LAN
ICHSRE SN D BRBE T SN D Z L2 MEL TV D,

TOE O E K OHEFFE I, G CTE 2EHENT A X o ALEINE > TTh 7
TR S0, £72. TOE oFIAE X, 22 TOE 28425 X o 3lida 27
TUWRITHUE e B 72w,

1.1.3 REFHE
ARFHMETIE, LR OEM ZPRFEL TV aw,
- (4.2 FEHBREL LR OFOHEL & B7p 5 IE BRSO L
- [7.5 FEAMAERICDVT) OFEH & Hie 5% ED TOE
1.2 B D E
OREREPEANEE T2 IT X = U 7 o dHll M ORERERIEZIC LS & . AFKLE (1T

T2 U T o A O RIEH FE D FAHIFR | [1]\ MT X =V 7 ¢ BAEEICET 5
ORI (2], TIT %= U 7 ¢ iHIAEEE GRS I B3 2 2ok FH) BliIcHE S



1.3

JISEC-CC-CRP-C0767-01-2022

TN HEV . SRR IZ L - TA TOE (28 2 REREB M I OMEEEE I D
TIT %=V 7 ¢ fHMlERNFE S, 54410 Hi25e T L,

_:F1ﬁ 0) A IJ

RREREBAIE, FEAMEERE AN ERL U 7= 3l E (18], pr RS &, K OBSE S 2 3l
FEVE R A REEL . R TOE OFHENETE D FHE X ITih > TITON e Z L 2R L
7o BRAFOWERICBWTCRALIN-BBEICOWTIL, BRIV E 2 —2Efk L=, R
AIEAEB MR L 72 BESIE, TR S, 2> o, TOE OFEMiA CC ([4l[5][6] %
72 1Z[7181[9]) KUt CEM ([10][11]0>u\ﬂ“n73)) RS L CHEUICE RSN TS Z
&R LT, RGEREBII RS S E IS ATGERE E A ER L, RAHEE K
T L7,



JISEC-CC-CRP-C0767-01-2022

TOE: A
ATOE IE, LIFOLBY#HENS,

TOEA #rk : SHARP BP-70C65 / 70C55 / 70C45 / 70C26 / 60C36 / 60C31 /
60C26 / 50C65 / 50C55 / 50C45 fax-standard PS-standard
model with BP-FR12U; BP-40C36 / 40C26 fax-standard PS-
optional model with BP-FR12U and MX-PK13; BP-70C65 /
70C55/ 70C45 / 70C36 / 70C31 / 60C45 / 60C36 / 60C31 fax-
optional PS-standard model with BP-FR12U and BP-FX11;
and BP-55C26 / 50C65 / 50C55 / 50C45 / 50C36 / 50C31 /
50C26 fax-optional PS-optional model with BP-FR12U, MX-
PK13 and BP-FX11

N—T = 0220Q100

R - FRAE A T TR TOE Th D Z & &, FIHFIZLL T DOHIEI L - Tl
WTDIEWTE D,

T DA Z 2 ZAOFERITHE> T, LT OIEREHERT D,
- AR

TOE OEMRIZEIR SN TV D AREIED TOE O T #IT 6 id 5% 2-
1 D"ARERFE RO 5 LOWTINTHDH Z &

- 77 7 ARERE

TOE O#AFE 1L DO"FAXMHIZ, TOE DL T i & ARAEBIF kI3 5 3%
2-1 D" 7 7 7 ARERE"M D 3CF-51)( TSTANDARD] 7213 [NONE] )R FER
ShaZé&

c IRA BAZ U MEE

TOE O#AE 2L DO"PSHHIZ. TOE OfL it # & AR R 5t 55 2-
1 D"RA 27 Y7 MERE O CF4( TSTANDARD| %7-1% TNONE] )
NERINBZ &

cWRA T a v

TOE OFAERFNDA T a 412, TOE O R F H & ARTRER kST
5321 DA T a VRO T R TCOXTIINFRREIND Z &

e N—U g



JISEC-CC-CRP-C0767-01-2022

BERFICERENS TOE X— 3 >, TOE #HAONN—2 g v b —3
THZL

# 2-1 TOE £ #rDAERL

gl

W N

7 7 7 AR%BE

RARZZ Y 7 NRE

WAZT TS a v

HA

BP-70C65
BP-70C55
BP-70C45
BP-70C26
BP-60C36
BP-60C31
BP-60C26
BP-50C65
BP-50C55
BP-50C45

STANDARD

STANDARD

BP-FR12U

HA

BP-40C36
BP-40C26

STANDARD

NONE

BP-FR12U
MX-PK13

H A LISt

BP-70C65
BP-70C55
BP-70C45
BP-70C36
BP-70C31
BP-60C45
BP-60C36
BP-60C31

NONE

STANDARD

BP-FR12U
BP-FX11

HALLSH

BP-55C26
BP-50C65
BP-50C55
BP-50C45
BP-50C36
BP-50C31
BP-50C26

NONE

NONE

BP-FR12U
MX-PK13
BP-FX11




3.1

3.2

JISEC-CC-CRP-C0767-01-2022

X2 T 1478

AR TOE (&, MFD ORAMREE L T B —fkfE., 7 U ¥ —tie. A% v —1k
RE. 777 AMERE., RF¥a A b7 740 AR L TRV, FMEOE
7 —%% TOE WENIRIFLTZY . Fy U —2 %4 L THIE OiR LAY —
W=D &Y LI T 5HREE R,

A TOE I%, MFD O 5 XE T =2t F 2 U 7 A I ET ORET — # F ok
TS, A PP OEREME T 28X = U T A EER RIS 5,

AKTOE ORMT 22XV 7 4 HiEOE R L LT, KATOE WEET S, FIHE
BB REGE, B o2 ) T 0 FEAELL T O 3.1 805 3.4 Hiloord,
AKTOE OtEx =V 7 4 REOFEMIZ, 5 FITRT,

FMAZEDEE
K TOE OFEET HHIHH OEE 22K 3-1 1ITR-T,

#&3-1 FIRAEDRE

B EH
— A FRFRRE S NV RIHF C, BEEEF R ORI
A User who has been identified and authenticated and does not
Normal User have an administrative role
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A User who has been identified and authenticated and has an
Administrator administrative role
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Data created by and for Users that do not affect
the operation of the TSF
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Data created by and for the TOE that might
affect the operation of the TSF
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #If&H v a7 FAEOLEE T CELRE Y 3 7ICBET 51
T4 fin
User Job Data Information related to a User’s Document or
Document Processing Job
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B Xl EE
D.TSF.PROT | A7 TSF | 7 — X OFrAFH CHEHERETL ZR2WAHFIC
T—H EAHEANTOE DExa T 4 ICEEL KIF
Protected TSF | 47206 LWy, BBITHFATE S TSF 7 —
Data A
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF | fi#%®D TSF 7— | 7 — X OFrAEHE THEHEREITH 2 WFIHAEIC
4 LDBBELIIUSANTOE DX 2V T 112
Confidential WA RIET N LW TSF 57— #
TSF Data TSF Data for which either disclosure or

alteration by a User who is neither the data
owner nor in an Administrator role might affect
the security of the TOE
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IFHIBR) 72508 LitZen,

An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

BgE X, TOEDA 4 7 =—A %@ LT, TOEHN
DTSFT —ZIZRIET 7B AT 2008 LIV,
An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOEDEAENFF Al SN 7-546 . TSFORRIEENIC L -
T, BEX =27 OBREZSIEEITHE LUV,
A malfunction of the TSF may cause loss of security
if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

BBFIL, TORICARERY 7 "N =T %A VA h—
VT DG LIVRWY,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WBEL, Xy FNU—JBEEZE=F LI VEIEL
70T 5Z2 LT BEFOT—XIZT 7 EBALIED,
TOEDtF = V7 4 ZfGFb L7205 b LR
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An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring
or manipulating network communication.
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Users must be authorized before performing
Document  Processing and  administrative
functions.
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AN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOE!X. LAN FofidFT /N4 2L BE iR T& 72
TIUEZR B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOENFIAE XET — & £1I3WEDOTSFTr — 4 %
BIHAZHA FTRE 22 RAHEFEME A b L — U T 31 R THRAF
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL
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Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

P.FAX_FLOW

TOEZPSTN 7 7 7 At w12t 53556, PSTN
7 7 7 AR E LANOB O 45 Bl RFEd 5,
If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK BRI, LANA V% 7 = — A~ONEN L DA
#OT 7w ANOTOEZR#ET D 2 & 2BET 5,
The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOEFEHE X, VA +rOEX=2 )T 40 FFHTHE-T
TOEZEHTH L, FEHIN TV D,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS PRS- FEEZ. A bo'X =2 U T ¢ HEHC
- CTOEZMHT 2 L 2 #HFI ST D,
Authorized Users are trained to use the TOE
according to site security policies.
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