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STUDIO5525AC, e-STUDIOG6525AC) TH 5, WELMHIH %2 A FIZR T, £ 72, MFPARIKDEAG HiEL,
B R — VIZHE X VR T ER IZ X > TRIHZE ICHE I NS,

N— R = 7HER
HBRE a1—H—
\ Y
RAxvF—E BIENARIL
1 1
( ) ( v " )
FAX=whk O R T LFlEE AR
ARBEEEIRE - » NCU SOC DRAM NIC < > RyRT—4
-«
CPU
FROM FROM FRAM
- J - J
A A A
A Y \
MFP | TOEHR |
\j
FRENRIS &
X 2 YHERER
VI o THER

SYSTEM FIRMWARE : Ver. TS20SFOW1720
SYSTEM SOFTWARE : Ver. TS20SDOW1720
ENGINE FIRMWARE : Ver. TK1I66MWWO09
SCANNER FIRMWARE :  Ver. TK160SLGWWOQ7
FAX1 FIRMWARE : Ver. FAXH625TA13

o BMENIIL
BfE sz Va=y ME, 2—¥—2 MFP 283502 —Y4 X7t —ATHb, N"—KRU=x
TR, BERZ Y, LED BLUTXR Y FNR2INV X7 LCD TH D, VAT LHHI=w b LiEE
FTB5Z2i2& b, MFP 5 DBEWM LCD IZFRREI N, IV —FIBEORBENEITINS,

o AF ¥y —¥f
AxyF—azy bt MEBZ2HAALGZODANEETHD, TOHBRT —XE2ATLa bR
—az=w MI¥EET SR, AFvyF—a=v M VAT LAEIHERMO@BERMEITD 77 —LT =T

(SCANNER FIRMWARE) 1%, HDD IZf#&fix T\ 5,
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¥ AT Ll R

VAT LAHIEEEN L, MFP 24k % Hilfl U &SR 2 EH T2 Tcdh 5, HilM#Y 7 b7 = 71X, SYSTEM
FIRMWARE & SYSTEM SOFTWARE 7 5K X 1. &4 ¥ A5 AN Ed FROM & SSD 1244
MmEhTnwa,

7)) R —E

TR —a2=y NI, VATFLAEIHI=y v SHIREREZEL, ATV Y N TF— X 2 ERIT
B51=w +Thb, VR —a=y b VAT LEHERMOBESMZITS 77 —L0 7
(ENGINE FIRMWARE) &, 7V v X —#d FROM IZfiE hT\\W5,

HDD (FIPSN—F7 1 A7 % v b GE-1260 : 9401 TOSHIBA MQO1ABU032BW)
HDD (&, 7 AV 7 G RIE O EFIE HUEFELE (FIPS140-2) Bk IZHERLL 72 B CRE SHEREZ i 2 72—

RF4 22 RS54 7THO, £72 JCMVP EiF (JCMVP &S : F0022) HEL TWABHED A 7
YavazZy bThd, 1 A-VT—RBEIUOLET R REOHEEET— 2%, BEbI N/ \—
Fa4Ya v IIEING, £/, FIPS N— RF 1 227 F v Ol kI, BER— LA X - iRiEg
THIEEZIZ Lo TRIAHE ICEE T NS,

SSD (YU wy R :-ZAF—h+ - RIF4147)
SSD iZi&, MFP % #4257 bV =7 D—¥# (SYSTEM SOFTWARE) DMRiFEI N5,

FROM (75w aXEY)

FROM I AHFEMEA ML -V RXAEY) TH S, MFP 24T 25Y 7 b7 7 D—# (SYSTEM
FIRMWARE) 2 3,

FRAM

FRAM IZARHEFEMEA NV —YTH D, MFP OFIAIZHE L INIBEMERELUZZET NI ATH
éo

SoC

SoC ik, ¥~17u7urvyH2KIzTF N1 2ay bru—SHKREE2FEA L LSI ©. MFP #iffn &
A 72 H R % 4T D EAR Ty T

DRAM

DRAM (Z, fEFMRAE) THS, MFP 24T 705620 — RN LEFTTEHIAEY TH S,

NIC (%Y NT—=2OA VR Tz AAH—NK)

NIC &ty N7 =2 8iiA VX 72— ADEETH 5, 10Base-T/100Base-TX/Gigabit 1 —H % v
rNEYKR— T B,

7572 A=y k (GD-1370J/GD-1370NA-N/GD-1370EU)
PSTN CE#ki L., G3 IZ¥ERL =MD 7 7 7 AEEMTY 7 7V ANEEREZETAIHHEDOY T ava
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=y b TH D, KT BE - HIFIZ & o T PSTN [BfRHIE RS-0, TOHIBIZHEE LT 77 A
F TV a v EBERT BN, ZOMANTX Table 1 I25RT B D, TOE #IEHROREDT IV T 7 Xy b
(JNA-NEU) ik vl nsd, b, 77 7 ZEES L0V AT LfESERE@EEOGIEZ175 7
7 =57 27 (FAX1 FIRMWARE) (&, 529 2E - HIRKIZhL DS TH—D 7 7 =L 2T 9B, Th
ZNOMEMITDOT7 727 A=y NND FROM IZHEHINTE D, 2—VF—0WEHTE %7 7 7 AHHE
BREILTH B, £z, 777 AF T a v ORMAHIEIZ, BOAR—VICIHE S RETHXAEHFICEL T

MAFICHE S ND,

142, HARVA

AKTOED H A & v AXEIL, Table 2. Table 3I1Z/RT & & D HEK & HAZEROHEILFHENH . PDFE
X7 742 LU TDVD-ROMIZINER L 7-TERE L . HIRIMI Ot I N D, HARENEITIXHARZEKR %
Z OIS O F 121X ZERR 2 MFPH: IZ EM & N/ RIEETHIHEZ IR I N5,

Table 2 FEFERFT 1 XV A

Al

PDFER EI %

Preparation of Paper OME21000400 @)
Troubleshooting OME21000600 O
Quick Start Guide OME21001200 @) @)
Safety Information OME21001400 O O
Information About Equipment OME21001600 O
Copy OME21001800 O
Scan OMEZ21002000 O
Fax OME21002200 O
Template OME21002600 @)
User Functions OME21002800 O
Frequently Asked Questions OME21003000 O
Installation OME21003200 O
Print OME21003400 O
TopAccess OME21003600 @)
Specifications OME21003800 @)
High Security Mode OME21004000 O
FAX Unit Precautions for GD-1370 OME21004600 O

Table 3 HAZER A1 XV A

&4 b AT PDFX  EIRIY
FHHE D HE i OMJ21000300 O
Worz& & OMJ21000500 O
MATAET A R OMJ21001100 O O
LRIZBHENN272L 72D OMJ21001300 O O
PR DI H OMJ21001500 O
aY— OMJ21001700 O
AF Yy OMJ21001900 O
777 A OMJ21002100 O
Ty 7L —h OMJ21002500 O
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A ™V E: il PDFER F 1%
B Bk OMJ21002700 @)
X< H>sITEM OMJ21002900 O
AYVA M= OMJ21003100 O
FH il OMJ21003300 O
TopAccess OMJ21003500 O
ARk OMJ21003700 O
NTEFa)F1+E—F OMJ21003900 O
FAXZ=vy MEUD $o\ N ED Z1HE GD-1370J OMJ21004500 O

1.4.3. TOE D ¥ i &i B
TOED#MELN R EEFIZ, IRDE 7Y a iz &k > TR I NBTOEM#ERAES L — I 2RI L > TES

Thd,

A—)L FTP SYSLOG
a1—H— D9ZATUMPC H—iN— Y—n— Y—N—
f A A A A
]
|
]
A\ A\ v v Y
BRI SIS EE M
A A A
Y \J
21— — B A A
A
Y
— ki RE
o= SUoF TSFT—42RE
PSTN 7 7 e e 1
JA -3
_ o v R — | _ 777X ZjF'\"‘/ 5
@ 2 RD4 Y. o TSFEZ R
i HtFnE [}
DREFE I
@ﬁiﬂﬁ Y Y A
TOERRIEEE HDD
f T PR
Y Y
NVRAM FROM | DTSFPROT | | D.TSF.CONFl -—> EE B HEEE
ot
DT | D.USER.DOCl | D.USERJOB |
i TOE
X 3 FwEHESR
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1.4.3.1. EABERE

TOEIRIEANGKEIEL LT, a¥—, YUY b AF Y VR EOmBIETs —HoMmEEZAL., ZhooD
HRE 2 AR RIS 5,

o IV —HHE
=P —DPEERFVERIEL T, AF v F— TR XELZTARD . HEHRT 2HETDH 5,

o FlJilHHE
2347V FPCRODT Y VT —&%, LAN 2/t LC TOE 123 0, #KIZFIRIT 2886 TH 5,

o A&y UHEEE

A=Y —=DEENTNVEREL, MUEEAF Y F—HTHMD ., TOEBGT — X% A —IVITHN Uik
LD, FIP Y —N—IZEETLHILNTE S,

o 77 U AKKRE

Ty AR X, 77 2 AKGEHREL 7 7 7 AZERKEN S5,

77 0 AEEREEIX. AF ¥ S TEAN S M E T — X &2, PSTN 247 L THNED 7 7 7 ABKIC
EIETHREETH D, £/, 777 AZEHAEIX. PSTN 2N L CHER T 7 7 A 5% [EEIhTE -
XEF—REZETHHETH D, TDDIZIX, 7727 A4 T3> (GD-1370J, GD-1370NA-N Z
7213 GD-1370EU) 2B ETH 5,

1.432. %2V 5 1 gk
TOEIZ &> T#ftE Nz X2 ) T TO LBV TH B,

o G, FRRE. MUHCDHEREZ M % 72 8 D 5-F g

—iil. GREER%REIZ. TOE ZFAHL L5922 —H% -, TOE 2AHT LI eV TEHa—Y
—THEIWESIPERGEEL, FIHTE 22 —H —ThHh2HEIMERINHEDO AR A % 5 2 5 HHE

ThHb,
TOE ¥, 2 —¥— mquj_éﬁ_ 1z, ?;M’F/\;ml/ittiﬁwr?/b PC »5Da—¥—ID & a—¥%—
NRAT—REZANTEESICa—HF—IZfEL, 22— —RNRATV— R ANKFIZXI —XFE2EZRTEHT 1

— RNy 7 OLRFERBE L . nm\nEC\-giﬁﬁbf’:’- Y=y 277 MEREMATVWES., £k, Bra
R IEIRMER AT E DR 2356, HEIRICO 77 U M SRR A TV D

o 7 Ut AMIHIBGE
TOE . #FAEIN/2—Y —IIZLREETHI22—Y —TFT — XA ROEE~D T 7 A2 FHIFHL £,

o HiAHEE

TOE &, #i& OD%QE’ELEJI@”EW:&DO)W*U?%:Eﬁk’é’é ARy MEIZEERI NI RTOB T,
BEAEY —N—EEE EAEY—N—THEITLIENTE S,
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o ESHEZ EISHERE
TOE 1%, LAN IZ¥5 LIBET IR, 2v P 7 —27 LOBET— X DOIREPHRI A 21T 570,
EEEETO haLEYR— T35,
TOE OMHBEE G, 2547~ PC, A—J)L¥—"—_ SYSLOG H—/N—_ FTP #— \— L @fZ9
LM, T—REMEEATEZOIZTLS 2HT5, £z, 774V PCHhro TV VR RIAN\N%2fiosT
IPP HIfI S 5354 %. TOE X2 54 7> b PC L D@fZIZ TLS Z{fi-CT7V) > v7a ha)Ld IPPS #
HioTTV U b TF—R2RELTNS,

o TSFH C\fi#

TOE &, BEHIO Y 732 F v 1T BTV XNBLOMGEEFHAL T, BNETAIRET 7 1V 7
AINDFEEETF AN 2FETLET, Zhizkd, TOE BEHETEZARELSUIAINEZ» 2T
5T EMTED,

o TSFF — & {3
AR RAERSEE I K D ERAE S N EHHE DA, BAEN X)LV £ 721k TopAccess 225 TSF 7 — XIZBT 5
BlE% BT TE 28R, B2, HIFOZED 2 —H —DBH/HIFR, AR —v 22 7a hai
EHNEIZENIRETHIENTE S,

o F—RIEEA
HDD IZf#fFE SN2 12— —F — X ORHEZH1ET 572012, ZThoDTF—X 25T 58ETH S,

e PSTN7 7 7 A — % MU — 20D 5 HR%EE
PSTN DA E 7 7 7 AZZIZHIBT A Z LIz & b, AREEEIMED, S LAN NMRAT BRI L %
Bl 3 2H%8ETH 5,
o VI NI T T v TT— b DIRGE
TOEDY 7 v xz7 %27V 7T — b T30, 7Y TT— T3V T NI T7DRERZEONE D %
WMELE T 2HEEETH 5,
1.4.3.3. FHFE

ASTIZH#ET AR EDHEDON, 2ETHAEFEL TWACCBLUPPTEHRINTWVWAASEIZOWTIL, *
DEHZIHED, TNLIANDHGE%Table 4I2EHT 5,

Table 4 FHEE

= | T |

2—%—ID — 2 —HP— MFPEHE NG I 50001, TOEXZ Ol ik b a—
Y—%2FRET 5,

I—HF—N2AT—K | RaA—HF—NTOEIZR 1 VT BBIHHTE/NAT — R,

varsnas TV Y hYa T, RMEEHETR ZEEMARPLIUOAFYIYYVaTDLSNR
EWALE

Ayvt—yns MFPOEERD 2\ F 2 —F — i & W Fir SN ECE T 202

TopAccess WebR—Z2DY a T LT NS ZAEHY -V THB, ZOYV—ILEMFHATS
32w M7 —=2%H LU CMFPOIEHRZIET S Z 2N TE S,
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iE
HEja 277 o R

&
0rq4 L TWb - =2 —EREMFPO#EMEE U h - 7285612 HEINIZ
077wk XhdE TORH,

0y 77U R

Oy 779 INT TV NP E S £ T DR,

AT /5]

0 JEEO 72 b DR, F 3/ H/ 8/ 5/ %

el

UNORMAL, U.ADMIN,
U.NORMALIZU.NORMAL(a) £ UFAXOPERATOR, UADMINIZ
U.ADMIN(a). U. ACCOUNTMANAGER. U.ADDRESSBOOKOPERATORIZ

LT N5,

T7—=LT7xT

N= R T ZHIHT 272D &HICHARENLY T b 2T

Cipher Suite

TLSEETCHHETIRKE T LT ZLADMEEDZ &,
M By B Ny a8 Oflick->THBR XN 3,

7 L AR

77 AHK T, email7 NV A%z GL—E L UTER, RRTHILTE, 77
7 ZEERAF ¥ v De-malilBEDFEL ZHHBEIZIEET DI N TE S,

2= — AL
B DEH

BEHEIZED, 07 A VR AT—=RDOANY) T A BEIBOEEP, ay 7Yk
RHEOEE, oy 27 SNEZTATV Y MNAT—RAEZI )T —IZT5I LW
TE 5%,

tFa7F v R

EEHICEBEI NN LS T — R 2B ELZEETF v 2,

WM ARk 37

RAVEDILTTNE TS VRAEDET 4 2R O>XF
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2. WAEER

2.1. CCEAER
ASTH L UTOEDCCHEG ERIIUA T DL B TH 5,
Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part? : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2(Zxy 9 ASTDH 4 :  CC part 2 Extended

CC part31Zx§9 2 STOi# & :  CC part 3 Conformant

2.2. PPEA TR
ASTH L UOTOENESG L TWAPPIZMTDEE D TH 3,

PP R : Protection Profile for Hardcopy Devices
PP/N—Y a v ¢ 1.0 dated September 10, 2015

o amam ] JISEC-C0553

Errata : Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017

2.3. Ry r—VHEEER

ASTIE R r — I AOFEE EIEIZL W,

2.4. WEXIREH

PPHERT HLUTNDORMZN R L, PPOENRIED [Exact Conformance] TH5, TD7-&, TOEFH
BIZPPE—HL TW5,

- Required Uses

Printing, Scanning, Copying. Networking communications, Addministration

- Conditionally Mandatory Uses
PSTN faxing, Fileld-Replaceable Nonvolatile Storage

+ Optional Uses
AV

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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3. EFaV) T REER

31 2—¥—

ASTTIE., FEDOLSIZTOEO I —HF— B2 EHT S

Table 5 2 —¥F—238

el g e E &
U.NORMAL | UNORMAL(a) —f1—Y— | TOEQEARKAETH 5 7 & —H#E -
Wi, & TV MHERE - AF vy UBRE - 77
AL E 7= R I AEEHREEEITTES AV
#HT, EHE —, —fa—Y—lk, EAKED
edl &R 7- 7% CEEMEIR Z T 5, 5
WHI & BRE7Z I 25T TE B,
U.FAXOPERATOR —fa—Y— | 77 I AEZGEHEEELEITTED
I—H—,
U.ADMIN U.ADMIN(a) GHE TOED ¥ 2V 7 « HfEIC R 5
E I N FE, A=Y =0T HhU v MEBRD
AEE N7 R AH R0 OMER Y, TOE £
HCEBER i DE IR & R DR,
#lzH>F A | UACCOUNTMANAGER HHE - —DT7HhT Y MNEH (-
& — DI — P —IDPREIFE, FHAR
BEDIRAEMERR 22 ) DR ENTR B
B,
U.ADDRESSBOOKOPERATOR | &H#H 7 RVRREMETE 22 —Y—,
32 BE

STTIX2DDEENFHZEET D,

‘ Designation | Asset category |

Table 6 BESH

Definition

D.USER User Data Data created by and for Users that do not affect the operation of the
FAET—X TSF
TSF OEIEIZHE % RIFT 2\, RIHFEO DI R HFIZ X > TERK
INTF—2X&
D.TSF TSF Data Data created by and for the TOE that might affect the operation of
TSF7 — & the TSF
TSF O#FIZHEEZ G X506 LB WTOED 72 DTOEIZ L 5T
ER S -5 — &

321 a—¥—F—2%

ARSTTIR2DDI—H =T —REEHT 5,

Table 7 2 —H%—5— X F&Hl

D.USER.DOC | User Document Data
FMAZEXET—&

A —XET—X

Information contained in a

User’ s Document, in electronic | 7V v s XEF — X

Copyright© 2022 TOSHIBA TEC. All rights reserved.

12/86




& BESHE e & FE
or hardcopy form. AX vy UXET—X

BTFNELZRIRN—RIAV—DER | 77 7 A% EXEF—
T. fMAZEOCEIZEITNAER | x

77O ARENET —

=4
D.USER.JOB | User Job Data Information related to a User’ s | 77U >+ a7
FIHEZEY a 75— & Document or Document | ZAF¥ vy V37
Processing Job. av¥—va7rs
FIRABEOXEZ I XBRIEY 2 | 55 s 282V a7
T2 T B T I AGEY 3T
3.22. TSFF—&
TSFF— X%, 22001 S5,
Table 8 TSF ¥ — X f&Hl
22y BESHE EH B3]
D.TSF.PROT | Protected TSF Data for which alteration by | & 27 F ¥ 2V DOER) /)
TSF Data a User who is neither the data | ¥—ID
1% # X v 7~ | owner nor in an Administrator
e

TSFF— & role might affect the security of

the TOE, but for which | @14 Y27 —KDY + 5o [mE

di\\sclosurge is acceptable. Ow 27 ™ kL
TROAETERL, £

B E L R L | RY I INET ATV R AT XA

>T, WTAINETSFT — XD | F— oo 7y MR

TOED X X2V T 1 &% KIFT

R
2b LBV, RECOWTIE i
ARCTEBHEIATSFF—4, | WIVIAT—FR
7R LRI

SYSLOGH# — /N — D&

FTPY — N — DT

VI Iz T7D7 Yy TTF—h

D.TSF.CONF | Confidential | TSF Data for which either | Z—%— X217 —F

TSF Data disclosure or alteration by a
W2 DTSFF | User who is neither the data
—X owner nor in an Administrator

role might affect the security of
the TOE.

T—RDOMEZHETHRL, HHE
BEEF 72 WHHEIC L - T,

BRBEEIIUSAINSZTSEFT —
AR, TOEOXF 2 ) 7 1 T2
RIFTHE LNV 5 2TSF

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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33. BR&

HEEBEPREIT 2TOEICNT 28 EIE. UTFTDLEDTH S,

ZiilZ, TOEQXF 1) 7« it 2 Gk T 2 WO H KR 2L 6T 7 7 ¥ a VEFETT 2B

I—VzYMILoTEEINDG,

Table 9 BRDEH
. F | TH

T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete)
USER.DOCument Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’ s interfaces.
W¥H L, TOEDA X7 = —A%BU T, TOENDOFHE XET
— AT 7R A (HE, &, £72I3H50KR) . £-238EEYa 7T
— R & W (WEFZIFHIER) 50 L0,
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’ s interfaces.
WEEHIE, TOEOA VX 7z —A%EL T, TOENOTSFF— &~
DARIERRT 72 A% i35 0E LR,
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.
TOED#EENFH I N/-5GE, TSFOFMEENIZ L > T, ¥¥Fa V7
1 DERZFEEHITHhE LRV,
T.UNAUTHORIZED_UPDATE | An attacker may cause the installation of unauthorized software
on the TOE.
BEHIX, TOEIZARERY 7 2T %A VA= T 5N
AN
T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise

the security of the TOE by monitoring or manipulating network
communication.

WEBEIEX, 2y MV —JlfG2E=X—ULZ0HEELEZDTEIL
T, REFOT—RIZT7E2ALEZD, TOEOXF 2 ) 71 22E
L7203 506 LR,

34, HfEoXvxa V5« fHt
AR, EAET2HMPEITMBorx2) 71 fist (OSP) TH 5,

341 MfOXF 2V T 4« A DOESR

MO X2V 71 HeHE. BEIRTIEHICEODVTERT L2DIXEANTIERY., F-I3 X0
HOMRENSEUL B, ¥ F a2V T R AHORBERZIGMET 272D ICHI NS,

Table 10 #BoxF2) 51 HtoEH

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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2R EH
P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.
R & SCEALEE R OE B RE % 52173 DTS HERR 2 AP - S e 1
NX7ZR 5720,
P.AUDIT Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT

Entity.

¥ a) T BEET T T REEIN RTINS T, £/22

DE>%Trvarou 3 R#ES N MNRITZ YT 1 74 NEES

NRFNIER S 720,

P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the

LAN.

TOEIZ, LAN EDD 731 2 & B & %I T & 2l 5230,

P.STORAGE_ENCRYPTION Ifthe TOE stores USER.DOCument Data or Confidential TSF Data
(XA E ) on Field-Replaceable Nonvolatile Storage Devices, it will encrypt

such data on those devices.

TOEAFIHEXE T — X £ 72 13MEDTSFT — X % B s #nl fE 73
RHEFVEZ B V=Y T NS ZRIET 556 . TOEIZ TN S DT NA
AEDZDESRT—2EEERTEI L,

P.KXEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values
(A & mZH) that contribute to the creation of encryption keys for Field-

Replaceable Nonvolatile Storage of USER.DOCument Data or
Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.

FAZEXET — R E72IEMEDOTSFT — X OHLM A Al §E 2 A HE 7
WAL=V D70 DI SRDERIZEHS T2 &5 7%, FXOH, ¥
TIYAY, G 23T OMOB S BEIE, RIERT 7 2AD5
REINRTNIE RSB, BDZEDA L =Y TN A RITRFX
NTIEZ SR,

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure separation
(G AT & e 2H) between the PSTN fax line and the LAN.

TOEAPSTN 7 7 7 Atkfe & it ¢ 254, PSTNT 7 7 AR e
LANODNC 73 % REET 5.

3.5. RIS
BIHRSME I, 2Fx 2 ) T4 K8 F 2 ) T A BBEEANES TH 572012, M-Sz hidz
SRWEMETH B,
Table 11 BifR5Af:

A.PHYSICAL Physical security, commensurate with the value of the TOE and the data
it stores or processes, is assumed to be provided by the environment.
TOE, AUTOED /T & 72 [JMBLT 5 7 — X DAl a7t F 2 Y
TAMN, TORBIZL->TREIN D Z L 2/ET 5,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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4 it |
ANETWORK The Operational Environment is assumed to protect the TOE from direct,
public access to its LAN interface.

HABRBIE LANAS Y X7 £ —AANDOIMNBR S DEHED T 7 2 A0 5 TOE%
R#ET L2 ET S,

ATRUSTED_ADMIN TOE Administrators are trusted to administer the TOE according to site
security policies.

TOEEHEIZ, ¥4 beFa )T HEHI-> TTOEZEH T 5 &, FHHE
NTWa,

A TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.

HFuf X NRAEAEE, YA bFa )T 1 IS TTOEZ AT 5 & 5
BHEIMEZZITTWD,

Copyright© 2022 TOSHIBA TEC. All rights reserved.
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4. X2V 51 WKL
41 BRREL X2V 7 14 RS #
SEHBEEY X2 ) T 4 0 EHEIZ OOV TOEEAIER % Table 121230k 4 3,

Table 12 EHBREDO L X2 ) 7 1 WK At

# R ek -
OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.
EAEEEX, TOE, ROTOEMMRT £ 721X EET 2 7 — & Offi
RG> F 2 ) 7 1 ZHREL R TIER S 200,
OE.NETWORK_PROTECTION | The Operational Environment shall provide network
security to protect the TOE from direct, public access to its
LAN interface.
EHABRIEIL, LANAT VX 72— ANDHE NS DEEDT 7k
AMHTOEZRET 572D xy N7 —2%F a2 ) T 1 2t
LR id7e 5780,
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.
TOEFTA#IZ. EHEN T OHRZEEDH 5 HIIZHEA L 20
E WS FHEHE ML LR IR 50,
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
TOEFTAE® X, FIAERY A beXa ) 7a G 2HRL, %
NI HEZR>TWD Z & 2 LRI NIER 5230,
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware
of site security policies and have the competence to use

manufacturer’ s guidance to correctly configure the TOE
and protect passwords and keys accordingly.
TOEFT A& L. BEHENY A XV 7+ HEF2HMEL.
TOEZIEULKBE L, /SA T — N BEEMHIGIZIRET 572012
HEEDHA XV A% ERT 2R 2R >TWd Z X 2RFEL
RN S0,
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5. Extended Component Definitions
Extended component definitions are listed below.
5.1. FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:
FAU STG EXT.1: Extended: External Audit Trail Storage H 1 |

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which
relies on a non-TOE audit server for storage and review of audit records. The storage of these
audits records and the ability to allow the administrator to review these audit records is provided
by the Operational Environment in that case. The Common Criteria does not provide a suitable
SFR for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class
with a single component.
5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
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This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS CKM_EXT.4: Extended: Cryptographic Key Material Destruction H 4 |

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved
method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide
a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

5.3. FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected — 1|

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
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2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide
a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.

5.4. FCS_KDF_EXT Extended: Cryptographic Key Derivation
Family Behavior:
This family specifies the means by which an intermediate key is derived from a specified set of

submasks.

Component leveling:

FCS_KDF EXT: Cryptographic Key Derivation |—| 1 |

FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys
from submasks using the specified hash functions.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic = Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG _EXT.1, a conditioned password submask, imported submask] to
derive an intermediate key, as defined in [selection: NIST SP 800-108
[selection: KDF in Counter Mode, KDF in Feedback Mode, KDF in Double-
Pipeline Iteration Mode], NIST SP 800-13Z], using the keyed-hash
functions specified in FCS_COP.1(h), such that the output is at least of
equivalent security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a specified
set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in

the maintained key chains, and it is therefore placed in the FCS class with a single component.
5.6. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to

ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining — 1|

FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the
characteristics of that chain.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [selection:
key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT.1, key encryption as specified in FCS COP.1(f), key
derivation as specified in FCS_KDF EXT.1, key transport as specified in
FCS_COP.1(i)]] while maintaining an effective strength of [selection: 7128
bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics
of that chain. However, the Common Criteria does not provide a suitable SFR for the management
of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.6. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation H 1 |

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
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e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using
[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of sofiware-
based sources| software-based noise source(s), [assignment: number of
hardware-based sources| hardware-based noise source(s)] with a minimum
of [selection: 128 bits, 266 bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions” , of the keys and hashes that it will
generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the
Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in
the FCS class with a single component.
5.7. FCS_SMC_EXT Extended: Submask Combining
Family Behavior:
This family defines the means by which submasks are combined, if the TOE supports more than

one submask being used to derive or protect the BEV.

Component leveling:

FCS_SMC _EXT.1 Extended: Submask Combining — 1|

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a
predictable fashion.

Management:

The following actions could be considered for the management functions in FMT:
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e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key
or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect
the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.8. FCS_TLS_EXT Extended: TLS selected
Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between
a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1|

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting
the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA
Optional Ciphersuites:

[selection:
e None
e TLS_RSA_WITH_AES 256_CBC_SHA
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA
e TLS DHE_RSA WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA256
e TLS_RSA_WITH_AES 256_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
e TLS DHE_RSA WITH_AES_256_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
e TLS ECDHE_ECDSA_WITH_AES_128_CBC_SHA
e TLS ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS_ECDHE_RSA WITH_AES_128_CBC_SHA256
e TLS ECDHE_RSA_WITH_AES_256_CBC_SHA384
e TLS_ ECDHE_RSA_WITH_AES_128_GCM_SHAZ256
e TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
e TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
e TLS ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide
a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithmes,
and it is therefore placed in the FCS class with a single component.

5.9. FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.
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5.10.

Component leveling:

FDP_DSK EXT.1 Extended: Protection of Data on Disk H 1 |

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext

on the devices.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS _COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile
Storage Device that is separately CC certified to conform to the FDE EF
cPH such that any Field-Replaceable Nonvolatile Storage Device contains
no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class
with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to

which TOE is connected.
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5.11.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation H 1 |

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a
network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria
does not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.

FIA_PMG_EXT Extended: Password Management
Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Managemen H 1 |

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and

similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
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e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I” , “@” , “#” ,
“$7, ‘w7, A7 R, M f(F, %) , [assignment: other characters]];

e Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

5.12. FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when

written to nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Protection of key and key material H 1 |

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to ensure
that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.
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5.13.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile
Storage Device, and not store any such plaintext key on a device that
uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.

FPT _SKP_EXT Extended: Protection of TSF Data
Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1|

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

FPT _SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
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5.14.

5.15.

protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-
shared Key, and it is therefore placed in the FPT class with a single component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing — 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up
in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.
Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.

FPT_TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the
TOE firmware/software, and that such firmware/software is authentic.
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Component leveling:

FPT TUD EXT.1 Extended: Trusted Update 1|

FPT TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_ TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to
the TOE using a digital signature mechanism and [selection: no other
functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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6. SECURITY REQUIREMENTS

6.1.

6.2.

6.2.1.
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Class FAU: Security Audit
FAU_GEN.1 Audit data generation

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 13, [none].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following
information:

a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified
in Table 13, [none].

Table 13 BEEENRHFR

EENRES BH3ESFR | amiss

VaT oy FDP_ACF.1 Y a T o]
Job completion

2 — Y — R FIA_UAU.1 AV
Unsuccessful User authentication

2 — Y — G FIA_UID.1 AV
Unsuccessful User identification

EHLRERE D FMT_SMF.1 U
Use of management functions

BEO—HWTHE 1Y =2V —TDOHZE | FMT_SMR.1 3L
Modification to the group of Users that

are part of a role
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6.2.2.

6.2.3.

6.3.

6.3.1.

BEENRESR EH#SFR | apnEm

KL DA F FPT_STM.1 A
Changes to the time
3 VLD KK FTP_ITC.1, K DB
Failure to establish session FTP_TRP.1(a),

FTP_TRP.1(b)

FAU_GEN.2 TUser identity association

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the

event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Class FCS: Cryptographic Support
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with [

e NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.
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6.3.2.

6.3.3.

6.3.4.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [ 128 bit 256 bif] that meet the following: No Standard.

FCS_CKM.4(a) Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(a) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [ powering off a
device).

For nonvolatile storage, the destruction shall be executed by a [single]
overwrite of key data storage location consisting of /a pseudo random pattern
using the TSF’ s RBG (as specified in FCS_RBG_EXT.1)], followed by a [none].
If read-verification of the overwritten data fails, the process shall be repeated
again;

] that meets the following: [no standard].

FCS_CKM.4(b) Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(b) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [ powering off a
device).
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For nonvolatile storage, the destruction shall be executed by a [three]
overwrite of key data storage location consisting of /a static pattern], followed
by a [none]. If read-verification of the overwritten data fails, the process shall
be repeated again;
] that meets the following: [no standard).

6.3.5. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

6.3.6. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NIST SP 800-38A, NIST SP 800-38D)]

6.3.7. FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b)Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” .

6.3.8. FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services
in accordance with [NIST SP 800-90A] using [Hash_DRBG (any)).
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6.3.9.

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s)]
with a minimum of [2566 bits| of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions” , of the keys and hashes
that it will generate.

FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services
in accordance with [ NIST SP 800-90A] using [ CTR_DRBG (AES)).

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s))
with a minimum of [128bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will

generate.

6.3.10.FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in
accordance with a specified cryptographic algorithm AES used in [[CBC]
mode] and cryptographic key sizes [ 256 bits] that meet the following: [AES as
specified in ISO /IEC 18033-3, [ CBC as specified in ISO/IEC 10116).

6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)
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Hierarchical to: No other components.

Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)] to generate an intermediary key or BEV.

6.3.13.FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256),
key size [160, 256]bits, and message digest sizes [ 160, 256] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

6.3.14.FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h)Refinement: The TSF shall perform [keyed-hash message authentication] in
accordance with [HMAC-SHA-512) and cryptographic key sizes [256] that
meet the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ;
ISO/IEC 10118].

6.3.15.FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [7LS 1.2
(RFC 56246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[
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e TLS RSA WITH AES 256 CBC_SHA
o TLS RSA WITH AES 128 CBC SHA256
o TLS RSA WITH AES 256 CBC SHA256
1.
6.3.16.FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17.FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS RB(G EXT. 1] to derive an intermediate key, as defined in [NIST SP
800-108 [KDF in Counter Mode]|, using the keyed-hash functions
specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

6.3.18.FCS_KYC_EXT.1 Extended: Key Chaining

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BEV or DEK using the following
method(s). | key combining as specified in FCS_SMC _EXT.1, key
encryption as specified in FCS_COP.1(f), key derivation as specified in
FCS_KDF EXT.1]] while maintaining an effective strength of [ 256 bits].

6.4. Class FDP: User Data Protection
6.4.1. FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
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Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on
subjects, objects, and operations among subjects and objects specified in Table
14 and Table 15.

Table 14 D.USERDOC 7 7 & At SFP

"Create” "Read” "Modify" "Delete”
Submit a View Modify Delete
document to Iimage or stored stored
Operation: | be printed Release document document
printed
output
Job owner (note 1) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
ATOR denied denied denied denied
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
. document scanned stored stored
Operation: . . .
for Image image Image
scanning
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . i . i
ATOR denied denied denied denied
Unauthenticated denied denied denied denied
Submit a View Modify Delete
document scanned stored stored
for Iimage or Iimage Image
Operation: copying Release
printed
copy
output
Job owner (note 2) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
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Fax send

Fax
receive

"Create" "Read" "Modify" "Delete"
U.ADDRESSBOOKOPER P S I enied
ni
ATOR enie enie enie enie
Unauthenticated denied denied denied denied
Submit a View Modify Delete
. document scanned stored stored
Operation: ) , ,
to send as image image Image
a fax
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . ) ) )
denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Receive a View fax Modify Delete
fax and image or image of Iimage of
. store it Release received received
Operation: .
printed fax fax
fax
output
Job owner (note 3) denied
U.ADMIN(a) (note 4) denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U.ADDRESSBOOKOPER i . .
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Table 15 D.USER.JOB 7 7 & A #ilffl SFP
| "Create" * | "Read" "Modify" | "Delete"
. Create print | View print | Modify print | Cancel print
Operation: X . .
Jjob queue / log Jjob Jjob
Job owner (note 1) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . .
denied denied denied
ATOR
Unauthenticated denied denied denied
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Fax send

Fax receive

"Create" * "Read" "Modify" "Delete"
. Create scan View scan | Modify scan | Cancel scan
Operation: . , ,
Jjob status / log Jjob Jjob
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . i
denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create copy | View copy | Modify copy | Cancel copy
Operation: . . .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . i i
denied denied denied
ATOR
Unauthenticated denied denied denied denied
. Create fax | View faxjob | Modify fax Cancel fax
Operation: . , ,
send job queue / log send job send job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
U.ADDRESSBOOKOPER i ) )
denied denied denied
ATOR
Unauthenticated denied denied denied denied
Create fax View fax Modify fax Cancel fax
Operation: | receive job receive receive job | receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN(a) (note 4) denied denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U.ADDRESSBOOKOPER . . i
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied

41/86

Copyright© 2022 TOSHIBA TEC. All rights reserved.




6.4.2.

6.4.3.

6.4.4.

Application note:

Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOF
can use to identify the Job Owner.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part
of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a
scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Ownership
of received faxes is assigned to U FAXOPERATOR and UADMIN(a) role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users
of the TOE.

FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
objects based on the following: subjects, objects, and attributes specified in
Table 14 and Table 15.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
governing access among controlled subjects and controlled objects using
controlled operations on controlled objects specified in Table 14 and Table 15.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based
on the following additional rules: [none).

FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except

transmitting or receiving User Data using fax protocols.
FDP_DSK _EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).
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6.5.

6.5.1.

6.5.2.

6.5.3.

FDP_DSK_EXT.1.1 The TSF shall [use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EE cPP,), such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Class FIA: Identification and Authentication
FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer
within [1 - 30]] unsuccessful authentication attempts occur related to [the
unsuccessfil user authentication attempts of following the last successful
authentication or clear of user account lock].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met], the TSF shall [lockout each account in lockout time, U ADMIN{(a) and
UACCOUNTMANAGER can release a lockout account].

FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1  The TSF shall maintain the following list of security attributes belonging to
individual users: [ -2 —#—ID, #&Zl.

FIA_PMG_EXT Extended:Password Management

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “”, “@”, “#”, “$”, “”,
“r 4“7, [refer to Table 16]);

e Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater;

Table 16 & DAtfs AT REXXF
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6.5.4. FIA_UAU.1 Timing of authentication

6.5.5.

6.5.6.

6.5.7.

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [storing the document data from printer
driver, receive PSTN Fax data] on behalf of the user to be performed before the
user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA _UAU.7 Protected authentication feedback

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only |display dummy characters] to the user while the
authentication is in progress.

FIA_UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user
to be performed before the user is identified.

FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
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FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [-2—#—ID, £

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user
security attributes associated with subjects acting on the behalf of users:
[none].

6.6. Class FMT: Security Management
6.6.1. FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channel] to UADMIN({a).

6.6.2. FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control,
FBbPIFC T Stubsetinformationflow—controt|

FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
restrict the ability to [query, modify, delete, [create, export]] the security
attributes [ -2 — #'—ID,#&#) to [ Table 172/7).

Table 17 X2V 5« @Y A b

¥*al 7 EE B gl
a—%—ID create, modify, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query UNORMAIL,
UADDRESSBOOKOPERATOR
a2—H%—ID create, modity, delete UACCOUNTMANAGER
(U.ADMIN(a) % k& < )
& create, modify, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query UNORMAL
UADDRESSBOOKOPERATOR
15 & create, modity, delete UACCOUNTMANAGER
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6.6.3.

6.6.4.

t¥al 75+ EME BiE
(U.ADMIN(a) % I < )

»
z
=

FMT_MSA.3 Static attribute initialization

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT _MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
provide [restrictive] default values for security attributes that are used to
enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial
values to override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data

(for O.ACCESS CONTROL)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 18.

Table 18 TSF ¥ — X DEH

Data Operation Authorised role(s)
UNORMAL D2 —%—X2A7 — | modify the owning U NORMAL
N modity, U.ADMIN(a)
export UACCOUNTMANAGER
UADMIN(a)D 2 —¥ — X 27 — | modify, U.ADMIN{a)
N export
UACCOUNTMANAGER D1 — | modify, U.ADMIN(a),
P—NAT— R export UACCOUNTMANAGER
UADDRESSBOOKOPERATOR | modify the owning
DL—HF—=NAT— R U.ADDRESSBOOKOPERATOR
modify, U.ADMIN(a),
export UACCOUNTMANGER
074 vRNAT—ROASAY b | modify U.ADMIN{a)
A 2
=P aVAN i modify U.ADMIN{a)
Uy o777 INET AT MR | clear UADMIN(a),
T—RA UACCOUNTMANGER
d— a2z 7 b modify U.ADMIN{a)
H iRy e modify U.ADMIN(a)
BINVSAT — RE modify U.ADMIN{a)
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Data Operation Authorised role(s)

7 R LAk create, U.ADMIN(a),
modify, UADDRESSBOOKOPERATOR
delete

SYSLOG H¥—/\— D& modify U.ADMIN(a)

FTP ¥ — N\ — D& modify UADMIN(a)

V7 oY query, U.ADMIN(a)
modify

6.6.5. FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to:

No other components.

Dependencies: No dependencies.
FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:
[refer to Table 19|.
Table 19 EHEERE
SFR B B B
FAU_GEN.1 FRENDEHT 7T 1 €T 113\ | &L
FAU_GEN.2 FRENDGEHT 7T 1 €T 113\ | &L -
FAU_STG_EXT.1 TSF 1, WSEEE2RET I %2R | R”L Z DFgEE 342
S TWARITNIEZR 5720, frx e
FCS_CKM.1(b FRINGEMT 771 T 0138w | RL
FCS_CKM.4(a) FRINBZEMT 7T 1 T 1132w | &L
FCS_CKM.4(b) FRINBZEMT 7T 1 T 1132w | &L
FCS_CKM_EXT.4 FRINDZEMT 774 T 1132w | &L
FCS_COP.1(b) FRINBZEMT 771+ T 1132w | &L
FCS_COP.1(c) FRINBZEMT 771 T 1 1F%Ww | &L
FCS_COP.1(f) FRINBZEMT 771 T 1132w | &L
FCS_COP.1(g) FRINBEMT 771 T 1132w | &L
FCS_COP.1(h) FRINDZEMT 774 T 1132w | &L
FCS_RBG_EXT.1(a) | PRINZIEHT 771 €T 1137\ | 2L
FCS_RBG_EXT.1(b) | PREINZIEHT 771 €T 1137\ | 22U
FCS_TLS_EXT.1 FRINDGEHT 7T T 11350 | &L
FCS_HTTPS_EXT.1 | PRINLIEHT /T4 T 11348\ | 2L
FCS_KDF_EXT.1(b) | PRINDEMT 7T+ BT 1 1d2\w | 220U
FCS_KYC_EXT.1 FRINBZEMT 774 T 1 1F2Ww | &L
FDP_ACC.1 FRINDZEMT 774 T 1 1F2 v | &L -
FDP_ACF.1 a) RN T 7 v A 7213 ER/ITED | 2L JeE Mk D AT A
SPE b JEMEDEH W EE T A
Blkczinw
FDP_FXS_EXT.1 FRINDZEMT 774 T 1 1F%Ww | &L
FDP_DSK_EXT.1 FRINDGEMT 771 ET 1132w | &L
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SFR =g B RE e
FIA_AFL.1 a) AR DOFREEAIT I 2 BIMEDE | 2 —H — R U
B DE
b) kMO ERIZBVWTEHNS | &L FIEDT 7 a
T oY a OB VOB N
TWEHA
FIA_ATD.1 a) b LEIMIcREh TR, #FaE | 2L Z OFgREIX R
HEX - =26 d 58MDEF 2 fftx i
VT EEEERETHILENTES
FIA_PMG_EXT.1 FRINGBEHT 7T 1 T 11380 | AR AT—-REDOE
m
FIA_UAU.1 a) BEEH LB T — X OEH = AV AN
DER
(U.ACCOUNTMANA
GER/U.ADMIN(a)
/UNORMAL
/U.ADDRESSBOOKO
PERATOR)
by U.ADMIN(a).
A=Y= XAT— R
DEH
(U.ACCOUNTMANA
GER/U.NORMAL
/U.ADDRESSBOOKO
PERATOR) by
U.ACCOUNTMANAG
ER
b) BfRd 22—V =12 X BT — -UNORMALIZ & % H
2 DEH HDa—H N2 —
N2k
‘U.ADDRESSBOOKO
PERATORIZ & % H
HOa—H AT —
N2k
c) A=Y —RiLtI Nz ons | &L FREDT 7Y 3
T2 av)ANEERTAHIL VI-OEHI N
A
FIA_UAU.7 FREINBGEHT 7T 14 T 113w | &L
FIA_UID.1 a) T—Y — AR 2 —HF— DO
b) FFAlEEED, BAlETCEF TS | L FREDT 7Y a
570 avEEETELGE, T0O VIDEHI N
T av) ANEEMRTLEIL A4
FIA_USB.1 a) FFAEHEZIE, TNV MOV TY | &L X -1

7 bDeFa) T EEEZERTE
%

=N
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SFR B EHEE e
b) HFAEHEIX, 7V Dk | AL Al 1%
FalTa@EELETED EIESAA
FMT_MOF.1 a) TSFOMRE L I8 % RIF LA | &=L FrEDT 7Y a
HEEDIN—T2EMT B L VI-OEHIN
720
FMT_MSA.1 a) ¥¥aVTFq B HEICEEE K | 2L FIEDT 7Y a3
FULEA&RE DTN — TR EHT S Vi-OEEIN
b 7200
b) ¥¥ 2V 71 @ENREDMEAES | &L FIEDT 2 a
SO DHAIZEHT B & VI-EHEI N
VAQA
FMT_MSA.3 a) MIEZRE LS EEDIV—T | 2L FIHAME % 5 €
EEHTHIL TE 5% %%
VAQA
b) FIED T 2 & AHIHSFPIZNT 5T | L FIAE I [ 2
7 &IV MED AT B B\ LI ENTHY,
EEEHTHI L EETE LW
c) ¥¥ a2V T« @MENREDMEES & | 2L il e
M7= DHAIZEHTH I & FTERN
FMT_MTD.1 a) TSFF— X L EIZHES JFLA | 2L FIEDT 7 a
LEEDOIN—-TEERT LI & VI-OEHIN
720
FMT_SMF.1 FRINGEMT 771 T 10138 | L
FMT_SMR.1 a) BEO—HERda—HF—Dr)I— | 2L FIEDT 7 a
T OE VI-OEHI N
7200
FPT_SKP_EXT.1 FRINDZEET 7571 €T 113\ | 2L
FPT_STM.1 a) W DE RADAR Y THED
EHL,
FPT_TST_EXT.1 FRINDZEET 7571 €T 113\ | 2L

FPT_TUD_EXT.1

FRINDEHT 77 4 €T 113780

V7 b7 OER

FTA_SSL.3 a) i~ ORMH IR UEFE LY a v | 2L 2= —f %
MTEZECIEBRMAEENIET 7T 1 IR ETER
7T H B R DRE W
b) Mty a vk T24ELIES tyvarvi&rgoa
FMHEWIIET 254 T THBTIAN | —H—DET 757147
I R R D R e DF 7 * ) N O

7

FTP_ITC.1 a) BbLYKR—rIhTwhX &EF | 2FaT7F ¥ 2VEE
Y RIEBERT DT 7Y a O

FTP_TRP.1(a) a) LY K- bInTwrE, &G | 2L FREDT 273 a

NAZERT BT 7Y a v DR

Y DEHEN
AT
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SFR B EEREE M

FTP_TRP.1(b) a) bLYR—braIncwid, EEE | 2L FREDT 7 a
NAZERT DT 7Y a DR VI-DERI N
A

-7 R U AMEOEM
-SYSLOGH —/"—D
2y

ixX B
‘FTPY — N—DHE

6.6.6.

6.7.

6.7.1.

6.7.2.

6.7.3.

6.7.4.

FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMIN{(a), UACCOUNTMANAGER,
UADDRESSBOOKOPERATOR, and UNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

Class FPT: Protection of the TSF
FPT_SKP_EXT.1 Extended: Protection of TSF Data

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
to demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)
Hierarchical to: No other components.
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6.7.5.

6.8.

6.8.1.

6.9.

6.9.1.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [no other fiinctions] prior to
installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable
Nonvolatile Storage Device.

Class FTA: TOE Access
FTA_SSL.3 TSF-initiated termination

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1  The TSF shall terminate an interactive session after a [refer to Table 20).

Table 20 FIFHEDIET 7 T 1+ THEEIRIIR

s (VA )P 15-150 #
Web 7' o 7H 5-999 4
AN S N A SNy v a vidmn

Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

(for O.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
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6.9.2.

6.9.3.

capabilities: [/SYSLOG server, Ftp server, mail server]| that is logically distinct
from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[SYSLOG service, FTP service, mail service].

FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPFS] to provide a trusted
communication path between itself and remote administrators that is logically
distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)

(for O.COMMS_PROTECTION))

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection
of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
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authentication and all remote user actions.

6.10. ¥ 2V 5 1 (RiFEH

Table 212 Protection Profile for Hardcopy Devices - v1.0D ¥ ¥ 2V 5 1 {FiEE 2 5R3 3, Z ik,
FHEARGE L ROV DOEALLIZE R S Nza Y R—3% v by MZASE SPD1ZEML7ZEDTH 5,

t¥aV 71 X—" v M | ASE_CCL.1 WA ER
Security Target Evaluation Conformance claims
ASE_ECD.1 fEER I VAR — % v MER
Extended components definition
ASE_INT.1 STHEE
ST introduction
ASE_OBJ.1 EABREO X 2 ) 7 1« S8t
Security objectives for the
operational environment
ASE REQ.1 TiRI Nz F 2 7 0 B
Stated security requirements
ASE_SPD.1 ¥ a7 HBEER
Security Problem Definition
ASE_TSS.1 TOEZ Ik
TOE Summary Specification
(GBS ADV_FSP.1 HAMRERE %
Development Basic functional specification
HA R AXE AGD_OPE.1 A=Y XA
Guidance Documents Operational user guidance
AGD_PRE.1 HEfif T &
Preparative procedures
FA4 T4 7NV YHR— b ALC_CMC.1 TOE®D Z ~)VAf 1
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE @ CM#i[#
TOE CM coverage
T A b ATE_IND.1 ML T A M-EA
Tests Independent testing — Conformance
e 55V B RE AVA_VAN.1 e g9 A &
Vulnerability assessment Vulnerability survey
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6.11. ¥ 2V 7 1 BEREE A HRHL
6.11.1. ¥ 2V 7 1 BEEEHE OKEELR
TOEL F 2V 7 1 BEEEEM 12 DWW T, ASTIZ B 1 A D /3 Mkl R % Table 22127537,
Table 22 &F 2 ) 7 1 BREEM DKFFE I HTRER

TOEt* =V 54 CCH X U'PPT STCii7z L STCHi7= LT ‘ -
HREE 4 BRI N B TWAHREM WR WK
FAU GEN.1 FPT STM.1 FPT _STM.1 U
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, U
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 | FAU_GEN.1, FAU_GEN.1, 7L
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), 72U
FCS_COP.1(i)], FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a), 72U
FCS_COP.1(d), or FCS_COP.1(g),
FCS_COP.1(e), or FCS_CKM_EXT.4,
FCS_COP.1(f), or FCS_RBG_EXT.1(a),
FCS_COP.1(g), or FCS_RBG_EXT.1(b)
FCS_COP.1(h)],
FCS_CKM_EXT.4,
FCS_RBG_EXT.1
FCS_CKM.4(a) [FCS_CKM.1(a), or FCS_CKM.1(a), U
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4(b) [FCS_CKM.1(a), or FCS_CKM.1(a), 7L
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT.4 | [FCS_CKM.1(a) or FCS_CKM.1(a), 7L
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4(a),
FCS_CKM.4(b)
FCS_COP.1(s) [FCS_CKM.1(b)], FCS_CKM.1(b), 7L
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(a)], FCS_CKM.1(a) 7L
FCS_COP.1(b)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) 7L 72U 72U
FCS_CKM.1(b), FCS_CKM.1(b), 7L
FCS_COP.1(f)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
[FCS_CKM.1(b)], FCS_CKM.1(b), 72U
FCS_COP.1(g)
FCS_CKM_EXT .4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), 7L
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SMC_EXT.1 | FCS_COP.1(c) FCS_COP.1(C) 72U
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TOEFa VU T+
HRe A

CCH L UPPT
BRI 0B EEN

STCif7= L
TW BN

ST T/ LT
WA WREME

=

FCS_RBG_EXT.1(a) | 7L 7L 2L
FCS_RBG_EXT.1(b) | %L 7L 2L
FCS_CKM.1(a), FCS_CKM.1(a), U
FCS_COP.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(b),
FCS_TLS_EXT.1
FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 | FCS_TLS_EXT.1 FCS_TLS_EXT.1 72U
FPT_KYP_EXT.1 %LU U %L
[FCS_COP.1(e), FCS_KDF_EXT.1,
FCS_SMC_EXT.1, FCS_SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(i), FCS_COP.1(f)
FCS_KDF_EXT.1,
and/or FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) 72U
FDP_DSK_EXT.1 FCS_COP.1(d) A FCS_COP.1(d) | FDE_EE_cPP
G L 7zl
@ CCHRAEX 1
7= B 3 22 i w]
REAHOKS
b A 45 78 M 2
ML =Y TN
1 AZMEAL
TW5728
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 U
FDP_ACF'.1 FDP_ACC.1, FDP_ACC.1, 7L
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 U 72U 72U
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 72U
FIA_ATD.1 ANV ANV %L
FIA_PMG_EXT.1 A AW 7L
FIA_UAU.1 FIA_UID.1 FIA_UID.1 77U
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 72U
FIA_UID.1 %=L 72U 72U
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 72U
FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, ®U
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, 2L
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1, 7L
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TOEFa VU T+

CCH L UPPT

STCif7= L

ST T LT

HeREEE L TR h BN TOBKENE | Wk ‘ -
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, 72U
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 72U 72U =L
FMT_SMR.1 FIA_UID.1 FIA_UID.1 2L
FPT_SKP_EXT.1 %LU 77U 7L
FPT_STM.1 %L ®U %L
FPT_TST_EXT.1 %LU 77U 72U
FPT_TUD_EXT.1 FCS_COP.1(b), FCS_COP.1(b), =L
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 %L %L U
FTP_ITC.1 [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, AV
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, A
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, A

FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1

FCS_HTTPS_EXT.1

6.11.2. ¥ 2V 7 1 IREFEARRL

INSDYF 2T 1 RFEEM 2 ENT 20X, RIBEOEF2) T R=AT1 UHAKEEDOHEIN
BEBL NIVIZHEDNWTWE Z e, TOEXB A EMARED X2 ) T4 2 NTE D, »DOTOEHE

DAMifE 2

EoTWVWBLEBINTWEZILTHD, STOHOWBEL IAIHERIET T+ ET 13+

2 ) T 1 R EERK T 5 72O OIHIERIARFEIZ O W T OREDO N A XV A2 T 572D H I T

Wo,
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7. TOEEH{# (TOE Summary Specification)
AETIE, TOEXFaF a7 1 8iE (TSF) DOERLREZFERS 5,

7.1. BE

PAFIZ 2 5 AFAUDEARIZ B 2 Bk 2 ik 9 5.

FAU_GEN.1

TOE &, BiEA RV MR EL/- SICETEO 7 2/ERL, BEER T 7 7 A IVIZEHRT 5, 22U kD
FAU _GEN.1 ZFEB L TW5,

Table 23

I NAIRY B LUERED S

WA — REOEM, 2—H -2
7 — KDEM

(U ACCOUNTMANAGER/
U.ADMIN(a) /UNORMAL/
U.ADDRESSBOOKOPERATOR)
by UADMIN(a). —#—/S27
— NDEH
(ULAACCOUNTMANAGER/U.NOR
MAL/
U.ADDRESSBOOKOPERATOR)

B RERE D IEEH) MFP O&EJREA >~ U 7L
EARRE DR T MFP O&JFEA 7 7% U 77U
VaTokT TV Y aTDRT VA VEE DN S EES
i
AXYrVaToKT DEWAIVEE B, F ik
i
aA¥—Ya7okT VA VEE DTN FES
i
77 AREEY a TOMKT DEWAIVEE B, F ik
i
T 7 IAZEY a TDOKT VA VEE B, & 72
23
2 — W —GREE R =B/ AL\ ns4 Y Uiza—¥— | g, 7213k K
a2 — B — R e
—H — R a4 YDERE (F) > bYaF) | TOE &I T\ | KK
W — -
E SRR D I—H—DENN BEEToI—Y— | K, £721EE
il
a—¥—ID OZ&HE BEETFolza—Y— B, F71d5%k
i
2 —H%—DHlkR BEEToa—¥— | K
I—Y—RAABEOER, T | BEE{To /21— — Ll
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EENSHS BEE

a—H¥—ID

by U ACCOUNTMANAGER,
UNORMAL IZ & B HE D2 —H 3
AT — ROEH,
U.ADDRESSBOOKOPERATOR (Z
FE2HHDI-YNRAT - RDE
B, V7 Uz 70OEH, vy
VRTHROA—Y—DET 7T 1T
DT 7 4 )V MR DFRE.
¥aT7FrRNEE T RLA
IROEH, SYSLOG ¥ —N—3&
€, FTP ¥ —N—0DHE
BHEO—MTH DL | KEIEHROLEH EBHEEIToa—%— | K
—HF =N —T DK
%

R D28 5 R DIEIE BHEIT 21— — | K
Y a VHENLOER | TLS £y ¥ a VNI D% AV B, E7-ikk
Ele

TOE Z, BEESINBEARY MIUTFTOT—X%2EMT 5,
- HA/REH - I — /AR NPRFEL R
R A ARY NONEEBIHT A2 XE (LY a VEBROBEIE, LBROBEEEER)
s T7—3—K: AXRYPMNIT-RNRELUTEHIN, 4D 16 ERTRINET,
- A—%¥—=ID: BIA Y LUka—¥—0HHT
T A RV b OELkER
(B3#9 5 TSFI]
s BEANIOV A Y A= ARH, A= PATZAIE = AF YV RATZAARTY Y T
7O ARG, TV, VaTdRRBLOOSER, BHEDRE, BFHF—
- TopAccess: BZ A v, YaTATF—RA, THD Y b, a—Y—EH EHEZRT
s TYVUR=RIAN=: TY U NERIZHTES VR T — A
- ZTOM: AL VALY F, PSIN T 7 7 AL VR T = —A

FAU_GEN.2

TOE l&, BEBENRDA NV MR ETE L, TOAXRY MOFHL -2 —F—Da—H%—ID 2
BOZIIMINT 5 Z & T, FAU GEN.2 2EB L TW5,

(B89 5 TSFI)
CBREAROV TS Y R AR, A=, PATATE = AV PATARFY Y, T
77 ARE, TV YVaTRRB LRI RR, BEERE, EIRF—

» TopAccess: AT A Y, YVaTAT—RA, &k, ThHUv b, 22—V —EH HHERT
s TNV UR—RSAN— T NERIZHTBE S R T o — R
- ZFOM RS VALY F, PSIN T 7 VAL VR T 2 —A
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7.2.

FAU_STG_EXT.1

U.ADMIN(a)l% TopAccess ODEFEEFEDN S, SYSLOG ¥ —N—%HET A Y —N—L UTHETE
5,

TOE I&, BRI NEET — 2% FTHEA ML —IF N ZEF L, @E 78 b3V TLS1.2 % ffi
AL THARERT 7Y —NN—TdhH b SYSLOG ¥ —N—IZkETHILNTEE, NHA ML =YD
HOZ OMRFEERIE. 17 DRKGEEFBIEZ 2 Ay =282 10,000 #:, Hkla 2 : 5000, A
¥y a7y 5000 M, 777 AOREEHLH : 5,000 ., 77 7 ADZGEEE : 5,000 4% £
FTE5, 4007 DRKGLEHBDTERIZIR - 7256, &40 7 DR HWEET — XAHIRI
FLULOWEET - RE2RHFTHILTE D,

WA b L — VIS N2 TOEED 213, UADMIN()Z W ASIET 2 2 L HTE, 2002
—¥—l, HEOYV 3 7u 7 USRI TR\ T 7 Az 7> T3,

(8% 3 5 TSFI)
C BERR B gAYy, R—AME., A¥—, DATATIE— AF VYU DATZAAFY V. T
FOREE, TV, VaTdERRPLOu S ER, BHERE, BEY—

- TopAccess: BZ Y, YaTJAT—RA, &k, 7HAU v b, 22—V —FHll HFHEDLT
TV R—RIAN—: FYUVIFERIINTEA VR Tz — A
s ZOM A VALY F, PSIN T 7 2 AL VAT 2 —A

BB A — b
BIFIZ 2 5 AFCS OB T 3 BHILR £ id T 5.

FCS_CKM.1(a)

TOEIZ. TLSi#fE DY — N—GEHFICH W2 N S# & LT, NIST SP 800-56B,Revision 1D
6.3.1.3 i 12 Fd #k D rsakpgl-crt i X CTRSAB R 7 2 Bl T 5, B OEKICMHH T 5 8L I
FCS_RBG_EXT.1(b)iZfit\», CTR_DRBG(AES-256) T4 k9 5, EMI Nz AfEE LY — N —3F
WHE e — N -, BAS{b N 1 TSI TRIES N 5,

78, TOEIX, ATSFIZEAL., TOER A DILEXPHCD-PPIZE#EH D WHE LI, H 2 WIEHR I N
MEEEE ATV,

AREMAIZET BTSFIIZ, U FIZRTED TH S,

(B33 A TSFI)
+ TopAccess : FHH R T

FCS_CKM.1(b)

TSFiE, TLSEEDOXA TV T —Ya vIiZEWT, BEHOEY v a VEEHMACOEEZERKT S, &y
Va v HMACO#IE, =N - 253047 MNEATHAET BB S ERI NS, GLEUIX
FCS_RBG_EXT.1(b)iZf¢\ ., CTR_DRBG(AES-256)TH T 5, SHD/NT A — XL, mémﬁ
Cipher SuiteliZ &> T, PAFIZRTIED TH B,

o ‘tvial i
BIET—X22ES5T2DICHHAS N, EIRX N /ZCipher SuitelZ &> T, HHTAES7LTY
ALEHDEINEL D, 5TV TV ALIZAES-CBCZMHH L, £y v a VHDOEXI1X128bite
256bitAERTE 5,
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® HMACODHE:
%#ﬁ@tb@ﬁ&ﬂﬁ%ﬁ(ﬂw)KL%?—&%@ﬁ?étb®20®%ﬁﬁﬁbMéoﬁ%%
Ho#IZ256 Yy MEDOMACH % A/ L., 7 — X MEEH O# T lXCipher Suite (2 - 72§ £ TH K
ER

InoDFE, FHREEXAEVNIZREFEL, BEHTHESNLD,

(B33 2 TSFI)
- FTP_ITC_EXT.1, FTP_TRP.1(a)® & ' FTP_TRP.1(b)® TSFI IZ#3" %
TSFiZ, TOEDZE 2 # 2 BBz, FCS_RBG_EXT.1(a) ¢\ "Hash_ DRBG(SHA-512) T §i i
BT 5, £72, TSFIZZ OBIC, BEEHHE%Z T2, FCS_KDF_EXT.1 2 FCS_SMC_EXT.1iZft-> T,
QEFDRF547ﬁ$1b®Mﬂ%M£?5K@Cﬁ?$2%u£%%&m%%&76 7H,. KA
R A (RET DO ENEF YL Ya— ik, HAlS{ NZ 147 (JCMVPRHAES :
F0022) DFELEUEEREIC & 0 AR S N2 GLBUZ & b kI h 5,

(E8# 3 5 TSFI)
- EERRL  EBIFEF— (TOE ZBE#ZOYIEEE)IZRS)
s ZFOM: AL AL v F (TOE HEZOMEHFENZRS)

FCS_CKM_EXT.4/FCS_CKM.4(a)
TSEAE S AR O K OBEVIX, AEE R - 7ZRHICHEFEI NS,

o HOMBMRTIA TDORA NIRGEH
MFPD B IZ, AEAHE U Thbh, #IMAF SN T WA HK% . FCS_RBG_EXT.1(a)ic £ %
FLBUE K 8 CHash_DRBG (SHA-512)% FHWAFLMC 1 EEE T2 2 LIz X b ilES 3,
AEAZBT ATSFIIE, UTICRTED TH 5,

(BH3# 3 5 TSFI)
- BE SRV EBIEF — (HDD #HI L5471 0 f) a8 )
- FOfth: A1V AA v F (HDD #IHA{LEFT# O W) B H)E)

o EHPE rpf#E(FCS_KDF_EXT1DWH i), HA MR, FyLvya—RF LAKYARD
— R, WEHDOE Y Y a VK OHMACO §
VA T Y NITREFEL, BRI THEShS,

(B3#9 5 TSFI]

- BEARRIL  BIRY—
C FOM o R Ry F

FCS_CKM_EXT.4/FCS_CKM.4(b)

TSFWME S AN O#EX, REE 2o IHIHER S 1D,

o H— N—DhLE
Y—N—DOMWEFEHRIT. HCESLE 74 7O ERER L —YHNICES (LI TiRFEI N, &
I EBRE 258 L WAEHE 2 K 3 2 5610, AERBEEE U Tikbh, #PRESI TV 55
., EEOMTIEEEEXT S, £/-, HEMEA TV ITHEEINTVWBHEIT, R CHEINS,
AREMIZBHT ATSFIIX, ATIZRTIED TH 5.

(B9:# 9 5 TSFI]
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« TopAccess : BHERE
- BENFOL  EIHF —
C ZFOf AL VALY F

FCS_COP.1(a)

TSF %, FTP_ITC.1, FTP_TRP.1(a) % O FTP_TRP.1(b)IZ B 2 (5T — X R#E D 72 1T,
FCS_CKM.1(b)Z & b AR U 72128bit ¥ 72 13 256bitD % 5§ & FIPS PUB197IZ ¥ 3 % AESH; 5 7 )L
Y AL %NIST SP 800-38AIZH#EHLT 2CBCE— RTEEI B2 Z2I2& D, WBET—XDORS{L K
UCES %175,

AREMIZE T ATSFIIX, UUFICRTED TH B,

(BH3# 9 5 TSFI)
- FTP_ITC.1. FTP_TRP.1(a), FTP_TRP.1(b)® TSFI IZ#9" %

FCS_COP.1(b)

TSFIX, HEHRAEIHEERIC B 2B EMR, FIP_ITC.1IZ & %4 — N—ifHE K OFPT_TUD_EXT.1iZ
X277 =L T7DT Y TTF— MRIFIZH\WT, FIPS PUB 186-4IZ % X 117z Digital Signature
Standard(Z#E#L U 7z JEEA32048bitDRSAT ¥ X IVEL 7 )LV T Y X L (rDSA) % #H 3 %, TSFIX, s
AEHEERIC B 2B E R K OY — N —GEHE OMEE TIERSASSA-PKCS1vl 5%, 77 —LV=x7
7 v 77— MEGEETIZRSASSA-PSSZ W5, F7z, GEHZEOEKIZFCS_CKM.1(a)lz & b A X 7z
RSABEZ AT 5,

AREMIZET B2TSFIIZ, U TFIZRTED TH D,

(B33 A TSFI)
« FTP_ITC.1 8 X' FPT TUD_EXT.1 ® TSFI IZ#73 %
- TopAccess : HHLE R T

FCS_RBG_EXT.1(a)

TSFiZ. TOED A b L —VIEEALD 72 DR A MR D B & FITHFEICH /> T, TV hrE—
JiH L ODRBGZHWTE I Z LK T 5, ZDDRBGIZ. NIST SP 800-90A(Z/¢ > THash_DRBG
(SHA-512)Z2 FHWTCEE ZEHKT 2, TV hpE—JHIX. —DDN—RFRTzT7R—-AIZLB /1 A%
&, ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions” (Z4¢ - T 256bit
Oy hu¥—%2E/NNREFEFOEntropy Inputz, T @ =2 S5DRBGIZH T 5, / 1 XJRIETOE
DSoC (Intel Atom 7 Hat v ¥ —x5-E3930) BT 2 N— R Tz 7DOESZMHT 5, /A X1 S
DHFIE. SOCHDODRBGD ¥ — NIZAH W 51, NIST SP800-90ADCTR DRBG(AES)L:fﬁEof:MfEﬁ’S:
17> CRDRANDM& CHAIENS, /1 XJFIL. 1bitd 77z 0 0.6bitlh EOB/NT Y b —%2 &8 2

23 [Rambus 2012|DFtdk A S0 h > TH Y, RDRANDM4 L/ 1 XA S5 D266y by hra K —
OY— RNTHbENZeFa) 7 158E 128 Y b DDRBGOD /1 TH %, RDRANDA 4 1£128bit%
S1MADHNT B LESHRS Y Y= RINEMAKTHEOT, T b —HZ2MHKT S2mgdT—€> 7
o & Z IZRDRAND 4y THUF L 72128'512=65,536bit=8,192byte # AES-CBC-MACHLEE T 16byte(Z
JEMET B Z 2T, 16byteZ &2 — R EA ZRDRAND @4 i 2 U L, mgdd2,500byte® 3D D
Ny T 7IZIEEINVT Y b O —DF— X &2 —KNIZERT 5, ZOTSEFAffHINS & £, Linux
PRNG%2048bit2h O Y B — %2 [RFFTHIREIINTIA—XEZREINTWVWS DT, TSFO
Hash_DRBG(SHA-512)ALinux PRNG® /dev/urandomi }1% & G 3 128byte D 7 — X 1XIFIX 7
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NTyhpE—DRELHET S, ZD128byte® > H96byte D4 % Entropy Input® Nonce U,
Hash_DRBG(SHA-512)D > — K& L CTHEART 5,

TSFOBAFE# IZNIST SP800-90BDO6Hid /N Y b B E—REEH D2 & b, TOEDEESM:DOHiFH T,
/dev/urandomfi 1A 1bitdhH 72 D 0.88bith EDF/NTY hu -2 &L 2 L 2R Lz, 7TV b
E— TRV ERBIMIZEED > TH, NISTSP800-90BD3.1.58i1Zfé > 7= b 1 ¥ — & D R I
£ 0. /dev/urandomii 1D 96byteD 'y FIZ1£675.84 (=96'8*0.88)bitd =Y bV —NEENS
LHFET S, ZTOE Y MlEEntropy Input® Nonce& L. Hash_DRBG(SHA-512)(Z ¥ — N % fiti4
+ 3%z LY. FCS_RGB_EXT.1(a)%EHL T3

(B83# 9 5 TSFI)
- BEANRIL - BEX— (TOE BBROYIEIEEIZES)
- FOMh: A1 VAL v F (TOE HEBEHDOYEEENZRS)

FCS_RBG_EXT.1(b)

TSFiE. FTP_ITC.1. FTP_TRP.1(a) % O'FTP_TRP.1(b)iz 513 3 M(Z 5 — X (£ D 7= s, TLSiBIE D+ —
N—BERZR S ICTLSIBEO X T T —Y a YORRIZ, =¥ hu b —ijis K ODRBGE AN FEHT
AWTELE 2 £/ T 5, ZDDRBGIZ, NIST SP 800-90AZf¢ > CTCTR_DRBG (AES)% i\ CiL# %
£ T 5, ZDCTR_DRBG(AES)l&derivation functionZ {3 %728, ¥ — K#fk & L TEntropy
Input& NonceZf#ifH 4%, ZODRBGHO AN TEEH L. NIST SPS00-90CHBED TV k1 ¥ —FEAK
EIZHE> T2 DOCTR_DRBGAES) R S I NTH Y, = haoE—JHE ANTONHOEHS % < A
2 —DRBG. AN T OIMUICHAEKLEIZMHAT EE T 285 % 7514 X— DRBGE LR, T
yhoabE—jRiE, —DODN—RTzT7R=-RIZLB /1 R FxEEA ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions” 12> T128bitd T > k1 ¥'— % F/NERF D Entropy
Input& 64bitd T > k1 ¥ — & R/NREFONoncez, LY hHE—ii»5DRBGIZHINIT 5, /1 X
IZTOEDSoC (Intel Atom 7B+ v #—x5-E3930) »WHT 5 /N— 7 = 7OESZHT S, /1 X
FEro DIk, SOCWDODRBGD Y — RIZHW S, NIST SP 800-90ADCTR_DRBG(AES)IZHt - 7=
JLEE % 17> TRDRAND@A CH I I N5, /1 XFiE. 1bitdh 72 v 0.5bith EOF/NT Y huE—%2 45
£ 2 & A [Rambus 2012]D kA 5405 > TH 0. RDRANDASIE / 1 RH 5 D266 kT |
O¥—0Y—RTHfiftEnzFa) F15E128 Y hODRBGOH 1 TH %, RDRANDfA4 I
128bitZ b1 1S T B LESH S Y Y — REINEMABRTHEDT, TV b -z KT 5mgdT
— £ 70t A ZFRDRANDf 4 ’CEY?%E'“ L 72128*512=65,536bit=8,192byte % AES-CBC-MAC/LH T
16bytelZ EAfid 5 Z & T, 16byte Z & 12> — R 23574 2RDRAND @A H 71 & IUEE L. rngd @ 2,500byte
D3DDNY T 7IZIRIE7NIY hAaE—DT — X &2 —RFRIZERT 5, rmgdd 5Linux PRNGIZHE
v hrob—»n+oicfdBInsdoc. TSFALinux PRNG ® /dev/random H 11 A & &5 & H 3
Entropy Input®32byte ¥ Nonce®16byteD 7 — X (ZIFIF 7 VT bu ¥ —DRELHEET 5,
TSFOR¥4E IXNIST SP00-90BD6HiDi/NL > b v ¥ —RLEEH 0 12 & b, TOEDEESA:DOHiPH T,
/dev/randomt S1A31bitH 7z D 0.90bith FOR/NT Y v —2 5L 2 L 2R L7, 7Ll bm
Y —ThaWwW e EHMIZZES > TH, NISTSP800-90BD3.1.65HiiZft -7z b a ¥ —& D NI IZ
£ 0. /dev/random{ti JJD32byte D ¥y hF]121%230.40(=32"8*0.90)bitD =Y hHE—NEEFN D L
WEd 5, [FAkBkIZ/dev/randomHi /1D 16byteD 'y F5ii21%115.20(=16"80.90)bitd T > k1 E—»3
GENnBLHEE TS, ZDOE Y MNlEZNEF NEntropy Input& Nonce& L, ¥ A X —DRBG®D
CTR_DRBG(AES)IZ Y — R Z AT 2 HICE h v A X —DRBGIZ128E Y hDEF 2V F 1 iifE%
o, X5 _VZQ—DRBGfJ>b256E v M @OEntropy Input® 128> h ®Nonce® ¥ — N DAL % 5%
13% 754 ~—  DRBGOCTR_DRBG(AES)IZ128F Y h Dt ¥ 2 ) 54 MIEZFFHEDZ LIZL D,
FCS_RGB_EXT.1(b)&%EH L T\ 3.
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(8% 3 5 TSFI)
- FTP_TRP.1(a)., FTP_TRP.1(b)® & ' FTP_ITC.1 ® TSFI IZ#:9" %
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7.3.

A V=UkEEL G & BRES)

BRI G & W HBEB. LIS B3 2 B LRk & Gl 3 5,

FPT_KYP_EXT.1

A TOE T FCS_KYC_EXT.1 2B 5 8F =1 V2R T 2BIIUTOLB TH S,

o BHEHIE
FCS_RBG_EXT.1 2\, Hash_DRBG(SHA-512) &% HHWTA K I 115 256bit DELETH b | HFEME
AR —=VIZRfEEI NS,

e i (FCS_KDF_EXT.1DH 1)
FCS_KDF_EXT.1 \Zft W g » S8 X D 2656bit DIETH O, FEFMEA ML —JITEFEE R
50
® KA hNGEH
FCS_SMC_EXT.1 (Z ¢\ 256bit & 1§ (FCS_KDF_EXT.1 @ H fif) & 256bit DfE & % XOR L7z
iz R A MERAE#E L UCiHT 5, 2R A MRGES L, FEFMEAR ML — U B XU FROM IZf_AfFE 1
%, 728, FROM I ZBI R A A RER ARHFEMEARA ML — T Th 5.
® FylLrYVa—F
HORSE RS A Iz B 1 3EBUEREEE 2 W TAR X5 256bit DEITH 0, HEREA ML —
VIiREEI NS,
® LARYARI—FK

FrlvYa— REEEE LT, FCS_COP.1()IZfEV, AES-CBC i2 & b /AR b iRaFH % i 21k
THBEOEF I N/ZMETH O, FHEREA ML VIR EFEI NS,

o HEFMEAEY LITLRES NBBEROTHIR DR

TSF (&, #EHH, P, Fy Lo Ya—RFEREFV ARV A3 — K2R TV ISEXTR
20, RTOA—Y -7 7 AT EERIEL TR, £/, ZhoDCS PIRERKT
HEINh 3,

TSF 1%, F A MERGE#EZ FROM (XX TRIZT 208, £ TOI—V =127 72 AT 2R8I
LU TR,

FCS_KYC_EXT.1
® KA NFRAFED AR

F3, FCS_KDF_EXT.1 {2\, S g & chftifk 2 89 5, #EH##%, FCS_RBG_EXT.1(a)
€W Hash_DRBG(SHA-512)&2 AW TAEK S 115 256bit DELMTH D, Z OHFHEEHFIZI L T,
FCS_KDF_EXT.1 THIE X 117z KDF OB 7o, hE#s gt X5, FCS_COP.1(h)Tlkt ¥
2V T ¢ FREM 256bit L IR0 3 & 512, HMAC-SHA-512 %#3&K L T\ 3, Z DfLEIL. DRBG
Ty b u ¥ — & (256bit BLE)AE X SN TERI NI TH B,

WIZ, FCS_SMC_EXT.1 iZft\, hfilf e 256bit Dfi& % XOR U7zfH% R A NRiE#t e U T
%,
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7.4.

® FyYLUVULARYAR

FrlLrya—Rik HAWESRN I 1 7128 25L8UEBEEE 2 VW T Ak S b 256bit DELET
Hb, ZOFYLrYa—RiE HEEESI R4 T 56 VA F LHIEERICEEI NS, VAT Ll
WERTIX, FyLYa—R25#2 LT, FCS_COP.1(f)IZf\, AES-CBC iz &Y KA hili
ARSI T 5, TS UMEIX. 266bit DLV AR ZAT—RE LT, VAT AHIEHEWRDL? S H
CHESE R I 1 TI%EE D, ATOE OEF 1 VIZBIFS BEVIE, ZOLVARYZAI—RKTH
%,

PlEizkD, F o1 VOREMIZT 266bit L ED X2 ) FoBEZEHELTWS

(B83# 3 5 TSFI)
- BERRIL  BIRY —
C FOf AL VAL F

FDP_DSK_EXT.1

TSF %, HOBES/A R Z 17 (JCMVP ZiEERS : F0022) IRHET — 2B X OMED TSF F—X %
RETEILIZED, ZNoDTF—REMS{LT S, TOEREL T 5HZ MFP X HEKSL RS54 7
IR A MERGERE 2 SR T 5, TR A MRGEHE, BIREBIZ 212, TOE OFH SN 1 7HY A
T LHHENR 2 RAE T 5ol E NG, REECEIT 5L, HEES R I T DT —2DHEZ
ABRPENZIRD FEIAALZT - XA TSI NS, 2B, TOEPFHT2HAK S T A
T OREKIZIE, BEE I NRVEEA R AT — 2 I8 TSI ZRIAEI NS,

(BH3# 4 5 TSFI)
- FDP_ACC.1. FDP_ACF.1 8 X O* FMT_SMF.1 ® TSFI iz#3 %,

A MU —=VEES GEIREH)

UTRIZA ML=V EALTEIR L 728D 41289 2 BRMHRE 2 Lk 3 5,

FCS_COP.1(f)

TSFTIX, BIFREHOEIZHCK SR 71 7NOELEE BRI & v Bk =8l (LR, Fv L
vV aA— RERT 5) &2, AA MR AR S L LT, ISO/IEC 18033-3AES & ISO/IEC 10116
DCBCOMM AL HLEIZ L BAES-CBCTH;5bT 5, ZDF v L vy a— RSl InzEIX, TOE
DHCK SR 74 T o Y AT AHIHENIZEE S NS, VAT LHMEENTIEK, FyLyYya—F

YA e UCTHW, R A MEREESEZ AES-CBCIZ & W5k d 5, ZDF X MR ST N
7-ffl%. TOED Y A7 LAHIEN» S B AR S/ N I 1 71k 53 h 5,

(589~ 5 TSFI)
s BENS RV EBIFY—
C FOM o AL ALY F
FCS_KDF_EXT.1

TSF I, FCS_RBG_EXT.1(a)l=ft\ ELECE Hi%eAY Hash_ DRBG(SHA-512) T L 7= 8LEE 7= %
22 L, NIST SP800-108 ® KDF in Counter Mode IZ#HL U 7z J57% T, FCS_COP.1(h)IZ it WA
v aE AT, REE ST 5,

(B8:# 3 5 TSFI]
- BfE SOV BB ¥ — (TOE RERDO Y HEEIZHRS)
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7.5.

s FOf: AL VALY F (TOE ZHBEZOYEIEENZIES)

FCS_SMC_EXT.1

TSFTI%, FCS_KDF_EXT.1iZ & b Hih & 7z thfilit & 256bitDfH & DXORU 7z fd 2 Hi 9 %5, Z DfA
. AR MREE#EE UTHHI NS,

(B83# 9 5 TSFI)
- BEASRIL  BE X — (TOE BBEBZOAEIEENIZES)
- FOM o XA A1y F (TOE Z{BEHOHIEZENIZIRES)

FCS_COP.1(h)

TSF 1%, Js g o i % 83 2 142, FCS_KDF_EXT.1 OB Ay & 2 % v & — VRBOFHE
12, ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC 10118 iZ##a L 7- HMAC-
SHA-512 23 %, HMAC O#tE I 256bit, /v ¥ a B SHA-512, 70 v 27 Elk 512bit, H
F1E¥ B MAC Elx 512bit TH 5,

(B389~ 5 TSFI)
s BENRIL - BIFEY— (TOE BBROYEIZENIZES)
- FOMh: A4 VAL v F (TOE HEHOYEAENZRS)

BEOHRE (BIREM)
PURITEINEAD. 212 B9 2 AR 2 Flik § 5.
FCS_TLS_EXT.1

TSF i, FTP_ITC.1 {Z/R_ 9 &fEY — N — & Di@(E K U FTP_TRP.1(a)/FTP_TRP.1(b)IZ/RT 2 T4 T~
kN PC & DEEIZBWT, TLS@E 2 YR — b3 5, TSF YK — b9 5 TLS @3 1% TLS1.2(RFC 5246)
Thd,

TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_SHAZ256

TSFM 2 54 7> "PCLIEET B5E DEME

e TSFi%., FCS_RBG_EXT.1(b) ) U'FCS_CKM.1(a)iZft\y, TLSHEE THWARSADH — /N —
MEHED X OAF#EZ AR T 5, FCS_COP.1(b) ,xO'FCS_COP.1(c)IZHEV, T OFBEH & N
a7 ) ALEHWTY —NN—FIHEOEX 2 EKT 5,

o MEDILIT —REILET B HIEIXUTDOED TH D,

% TSFi&, Y= N—0OMEHRZHNT, 271472 b PCH5%ESNTE7- RSA ABHETH;
LI NTVWEMEDEI 2 E ST %, FCS_COP.1(c) R FCS_COP.1(g)iZft\, X v+
— VRRAED 7= DFEfF Ny > v 7 (HMAC) & FW T, BE D ELED & B UL E I (PRF)
ZEUTEY ¥ a v HMAC O#t%E £ T 5,
o TSFM, WET — X DB S RO E T 5 HIEIZLTD@EY TH 5,

< TSF ¥, FCS_COP.1(c) %' FCS_COP.1(g)iZft\», HMAC D% H\WT, WET—Z D
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WERGEZTT D o
< TSF %, FCS_COP.1(a)izfé\ . AES-CBC €— K CHlfET — X DB SR OEE 217>

(BH3# 9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)® TSFI IZ#:3 %

TSER&FEY — N — & DE(E %2 1T & DOEIE

2%
o TSFA, MY —N—DoREONTEY —N—FEHEDT Y XIVELEMGEES 5 FHHEIEE
To@EbhTHB,

% TSF I3, FCS_COP.1(c)IZfit\H — N—ZEEBREED =D DN Y ¥ 2 fli % 31T 5,

< TSF I&, FCS_COP.1(b)IZft5 RSA BHAMGEIZ X D Y —N—FFHEO TV XV ELE2ES
BE DY — N—ZFHERIEDZHD N Y YV afi e ik d 5 2 & T — NN —FFHHEDKE
MEEZ1T D,
o MEOIEAMT —X2HETEZHIEZLLTOEY TH D,

< TSFiE, £v < a v HMAC O#% KT %728, FCS_RBG_EXT.1(b)IZfit o THs%
DOEEE £ T 5,

¢ TSFE, &Y —N—05%( 5N T X7 RSA O — N—NFHE T, MEOFLEZ IS
Fb3 5, FCS_COP.1(c) XU FCS_COP.1(g)IZfE\W, A w ¥ —VZBFED =D DA Ny &
> 7 (HMAC) % I\ T, BB DRI S B ELEEEI S 2@ U T v ¥ 3 V> HMAC O#
HEKT B,

o TSFA, WET —RDIESAL K OMEEZE T 5 HIEIIATD@ED TH 5,

< TSF ¥, FCS_COP.1(c)%U' FCS_COP.1(g)izft\, HMAC D% HWT, BIET—X D
WEMGEZ1T D,

< TSF X, FCS_COP.1(a)iZf\, AES-CBC € — KTl 7 — X O 5L R OES 217

(BH3# 9 5 TSFI)
- FTP_ITC.1 ® TSFI Iz¥#3 3

TSFA 27 547 ¥ FNPCLIPPSZ FlWCEET A GBS OENE

e TSFIX., FCS_RBG_EXT.1(b) & U'FCS_CKM.1(a)lz i\, TLSH#(ZE T/HWBRSADH — /83—
MEHED L OAF#EZ AR T %, FCS_COP.1(b),xO'FCS_COP.1(c)IZHEV, T OFBEH & N
Y a7Nhad) ALEHWTY —N—FHEOEXL 2 ERT 5,

o TSFIZ., ¥ —N—0OMEHEEZHANT, 771472 hPCHhH%S5NT X ZRSANFE TR 51k
ENTVWEMEOHLZE ST 5, FCS_COP.1(c) R U'FCS_COP.1(g)iZfE\V, A vt —ViR

FED 7= DFEF Ny v 7 (HMAC) % FIWT, BB DELED & UL 2B U TRy &
a2 VHEPHMACO#EZ Ak 4 5,

e TSFIZ., FCS_COP.1(c) % U'FCS_COP.1(g)izft\\, HMACOD#t% T, @fETF — & kel
MREZE 1T S,
e TSFi%., FCS_COP.1(a)lzf\, AES-CBCE— K CHEET— R DIES{LROEE %2175

(B83# 3 5 TSFI)
TVURA—=RIAN—: TV MERIZHT A VAT —A
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7.6.

7.17.

FCS_HTTPS_EXT.1

TOE &V E®— MIHE L 2 GEHEAE A 2T 572012, RFC2818 2@ & L7z HTTPS 71 k2
NEFEELTWS, £/, FCS_TLS_EXT.1 THEI N/ TLS 71 k a)L% /= HTTPS i&@{s % Al gk
129 5%HI12L Y FCS_HTTPS _EXT.1 2FEHL TW5,

(B8:H# 3 5 TSFI]
- TopAccess: @27 A Y, VaTATFT—RA, ThHI v+, - &, SHERE

FCS_COP.1(g)

TSFiX, TLSEFIZBWTHEDOILE» S5y ¥ a3 VHPHMACO# % 453 5 72 O HELEL IR &K
(PRF) (Zffifid 3, 72, TSFIRTLSEEICBVWTHEETF — R OWERIL 2 T 5 -dfHI N5,
FIPS PUB 198-1. [The Keyed-Hash Message Authentication Code ], &% U'FIPSPUB 180-3. lSecure
Hash Standard] %7z 9 A v £ — Y RKAKOEEN160bitOHMAC-SHA-1, X v 2 — Y REKUTHEDN
256bitDHMAC-SHA256IZ/ > THEfF /Ny a2 X v v —VRRGEIEFETF I NS, ZOBRIZHE I B

v 2 B, FCS_COP.1(c)IZfit» T3, T4t & D, FCS_COP.1(g)l3EBE h2,

(BH3# 9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)& & ' FTP_ITC.1 @ TSFI IZ#:4 %

BEET v 75— GBIREMR)
DURITEIREMHD. 3T B4 2 Bk 2 Glk 4 5,
FCS_COP.1(c)

TSFix., FPT_TUD_EXT1ZBIF 2 77— 7 DTy 7F— b DOBIZT7 7 =570 =7 DEIEM 2K
AT BDIZ, 77 =L TR TV RIVEBLRLIMNITSNG,

Z OGSy ¥ 2%, ISO/IEC 10118-3:200412 4813 % SHA-2561ZfE > T\ 5,

TSFi, FCS_TLS_EXT.1IZfEWTLSH#{E DY — N —FEHHEFE DB A E R E 72 1IMREEITIT 5. £ DBRICfiD
NBWEES Ny v 2 BEBUL, ISO/IEC 10118-3:200412 433 5 SHA-1, SHA-256, SHA-384 X 1ZSHA-
5121ZfE> T3,

TSFIX, 15T — X DM %2 MGEET 2 B2, FCS_COP.1()IZREWHEA Ny & 2 X v ¥ — VFREE & E£17
T3, TOBIZMbh D5y ¥ 2, ISO/IEC 10118-3:200412 433 5 SHA-1 X U'SHA-256
IZHE> T W5, TSFIZ, AR A b Edr# % 4 B2, FCS_COP.1(hIZREWEEN Ny Y a X v —VF
AEEFETT 5, TDOBICHbN AR S Ny ¥ a %L, ISO/IEC 10118-3:200412 433 2 SHA-5121
f->TW\W3B,

PLEX D, FCS_COP.1(c)iZFEH I3,

(BH3# 9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)¥ L' FTP_ITC.1 IZ#:$° %

FEET — xR
ARz 5 AFDPOEARIZ S 5 BRIk % 5k 3 5,
FDP_ACC.1/FDP_ACF.1

TOER, =¥ —=XET—ZADT 7 Afilille, 21—V —XET — XDBIEADT 7 & Al 2175,
A=Y =XET=XADT 7L AR, ZOXET - KT &0 —Y—IDE, v VTl
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WEFEE N2 = —D 2 —F —IDBR WU GBI OAT 7 A% T5, £/, 2 —YF—XED
BAEA~D T 7 AHIfHIL, Table 148 X O'Table 156 CRINBHA L B, 2 —HF =3 D& ENZHE W,
BEDNERI NS,

FCC_ACC.15 K UFDP.AFC.1IF FERD 7 27 & AN & > TEHI N TWS,

Table 24 D.USER.DOC D7V > +7 2 & ZHlfHl

Ee | 7 2 & A B
ENWAREES - UADMIN(a)¥ UNORMAL(a)%Z 7'V > b $ 5 XEDHKAD
YVaTdHaE L UTERT 3,
- HEOHA L XEOMES KOHhEFHFAT 5,
- HEOEA U XEOWREIFELT 5,
- HE DAL 72 XEDHIRIZHT T 5,
U.ADMIN(a) c TVYNTEXEOHRAETAT B,
MDA —F DAL T N XEOHERIES T 5,
D= =R EALT) Y N XEOREERERT 5,
s MDA =T —DMEEL =T S XEOHIBREHT T 5,
U.NORMAL(a) - TV U NTEXHEDERAERHT B,
MDA —F DA LT v M XEOERIES T 5,
D= =AU T) Y N XEOREERERT 5,
s ML= —DMEEL =TV b XEOHIREES T 5,

U.ACCOUNTMANAGER - TV VT ANEOBRAZIELT S,
U.FAXOPERATOR - BTOTALET) Y M XEOHEZELRT 5,

U.ADDRESSBOOKOPERATOR | « € TOHALLZTY v M XEOWEZIEET S,

- ETOMRFELE T v M XEDOHIREIEST 5,

RIRGEL— Y — - WA X N7z UADMIN(a), UNORMAL(a)» 5 7V > b X &
DOEEANIFFFAIT 5,

- BTOHBALETY v N EOMERIEST 5,

- BTOHRALETY) VY N XEORERIEST 5,

- BETOMREFELET) V b XEOHIREZIEET 5,

(E8# 3 5 TSFI)
YA O Ry ) IV N
s TV UER—RIAN— T NERIZH TR EZ T — A

Table 25 D.USER.DOC DA * ¥ 7 27 & A HlH

S | 7 2 & AR
VEWAZE - UNORMAL(a)Z A¥ ¥ VT 2 XEDHEADY a Tiih#H L
LU CEIfFIT 5,
- HEDPAX v v UEGOMEZHAT 5,
- BEDRZAX vy U UEEGORE B L OHIRIZZHT T 5,
U.ADMIN(a) c AFX Y VT EXEOEARHT B,
s D= =R AF v U EGROBEEEES T S,
- BTOA—Y—2B2AF v v UEEGHROREIZEST 5,
- HEDOAF ¥ v U ZEGOHIRITFFTL, o —HF—D 2
¥ v UEEGOYIRIZIEST 5,
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2 7 7 & AR
UNORMAL(a) c AFX Y T ENEOHEAETAT S,
s D= =D AF ¥ U EGEDOBEEREST 5,
s DAY =D ZAF ¥ VU EBEOWE S L OHIRIZIES T
%,
U.ACCOUNTMANAGER c AFX Y VT ENEOHEARESRT 5,
U.FAXOPERATOR - BTOAF Yy Y UZEGOMEZIEST 5,
U.ADDRESSBOOKOPERATOR | + £ THDI—H—=NAF ¥ ¥ LZEHEOKRE B X OHIFRIZHES
T 5,
FEIF 2 —H— c AFX Y VT ENEOHEARESRT 5,
- BTOAF Yy Y UZEGOMEZIEST 5,
- BTDAF vV UEEGHOUE L L OHIBRIZES T 5,
(BE3% 9~ 5 TSFI]

s BERRI D AF YU, DATTAATFY YV

Table 26 D.USER.DOC ® a ¥—7 & & Al

D 7 2 & AR

EIVEE )

- UADMIN(a)¥ UNORMAL(a)% ¥ —F 2 XEDHAD Y

- HEPHIR U723 —0H %2 #HAT 5,
- HEDPRELZEBROBL 2L T 5,
- AEDPRE L ZBEEORIRZFF TS 5,

a JHiE&E L LTEINT S,

U.ADMIN(a)

c AV—FTENEOHRAERFAT S,

s D= =DV - U EGEDEEERESRT 5,
D=2 I — URFE L ZEBROBLE 2 ELT 5,
oY =22 — URAFE L 2B OHIbR %2 AT 5,

U.NORMAL(a)

c AV—FTEXEOHAERTFAT S,

s DA —F =N av— U -EGOMEEZIEST S,
DY =D — URFE L 2 EBROWBE 2 ERT 5,
D=2 — LRAFE L ZEEROHIRZHELR T 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- AT ENEORAZEGRT D,

- BTOAY—-LUEHGOMEZIES T 5,

- BTOIAIE—-URFELZEGOWE IR T 5,
- BTOIAE—URFEL ZEGOHIRZ IS T 5,

AL —Y—

- AV ENEORAZEGRT D,

- BTOAY—-ULEHGOMEZIES T 5,

- BTOIAE—-URFELZEGOWEZ IR T 5,
- BTOIAE—UREL ZEGOHIRZ ST 5,

(B 3 5 TSFI]
(AT ZE= R

MAT-AT—,

Va TRRB LUH IR
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Table 27 D.USER.DOC D 7 7 27 AE(Z T 27 & A%

a—H—

Ya TiEH

T 2 & AR

- U.ADMIN(a) ¥ UNORMAL(a) ¥ U.FAXOPERATOR % 7 7

O ZEEXEHEDY a TiAH L UTEHINT 5,

- HEPAX v v UEROBE 2 #H 0T 5,
- HEWREZEL-ZHBOREZHFT 5,
- HEPRAZEL ZHBEOHIRZFT 5,

U.ADMIN(a)

- T 7 RAREEOBRAEHAT B,

MDA —DAF ¥ VEGOMEEEST 5,
s D= —DIRAEL S ERDORE E R T S,
« D 3= —DURAE L S RO HIBRE T 5,

U.NORMAL(a)
U.FAXOPERATOR

- T 7 ARELEOBRAEHAT B,

s D= =D 2AF Y VU EGROMEEIES T 5,
c D =Y =DM L R ORE RS T 5,

« D2 —H —DURAE L S ERDOHIRE ST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

« T 7 P ARGEXEOBARERT 5,

- BTOAF v VEHBOMEZELT 5,
- BRTOREFELVZEHBRORLE LGS 2,
- RTOREFELVZEBROHIREZ S 2,

REBFE L — Y —

« T 7 P ARGEXEOERARERT 5,

- BTOAF v VEHBOMEZELT 5,
- BTOREFELUZEHBRORLE LG T 2,
- RTORELVZEBROHIREZ S 25,

(F83#3 % TSFI)

C BESX Ty A, VaTRRBEIUOH SRR

Table 28 D.USER.DOC 7 7 7 2 %57 2 & Al

Sh=gie 7 2 & A AR
VEWAIZSE - UADMIN(a) ¥ UFAXOPERATOR % 7 7 7 AZ[EXEDY
a JiEH L ULTEIFIT 5,
c BTDT7 7 IV AZEXEOMEL XCHIRZ#HT T 5,
c BTDT 7V AZEXEOWEEZHET 5,
- BTDT7 7 7 AZEXEDOHIREZT T 5,
U.ADMIN(a) c BTDT 7 7 AZER - —DEEIC LS I ZE2HTT
U.FAXOPERATOR %,
c BTDT7 7 IV AZEXEOMEL X CHIRMZ#HAT T 5,
- BTDT7 7V AZEXEHEDOWELIESRT 5,
- RTDT 7 I AZGXEDHIRET AT 5,
U.NORMAL(a) c BTDT 7 VAR FER IV —DOEIEIC L S TREERHFAT
U.ACCOUNTMANAGER %,

U.ADDRESSBOOKOPERATOR

- RTDT 77 ARGEGEDOMES K OHH 2 HEST 5,
- BTDT7 7 7 AZEHBEDORLZHERT 5,
« BTDT 7 7 AR GHEGROHIFRZ T %,
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SRS = 7 7 & AR
RARFE L — Y — c BTDT 7 VAR BERI -V —DOHIEIC L S TR%EE2HFAT
%,
- BTCDT 77 AZEEGOMES L OCHIRIZEG T 5,
c BTDT 77 AZEHBOWNEEHET 5,
- BTDT 77 AZEHGOHIREHET 5,
%L c BTDT7 7 7 AZEXEFZI-Y-DHEFEIZEL ST TOE ©
R o ZEI N5,

(B93# 3 5 TSFI)
s BEANZOL S Uk
- FOM:PSIN 77 2 AL VR T2 — A

Table 29 D.USER.JOB ® 7V v b7 27 & A §l#

2 | 7 7 & A AR
ENAIREE: - UADMIN(a)& UNORMAL()IZHENR TV ¥ hFEfF LY
a7 0YaTiaELE UTEIMNIT SN,
U.ADMIN(a) - TV RNV a TOEREHAT S,

c BTOTF) NV aTOMEETT 5,

c BTOT) U Y a T OREEREST S,

c BTOT) RNV aTORMELEHTT 5,

UNORMAL(a) - VN a TOEREFAT S,

- BTOT) NV aTOMEERHFAT S,
cBTOF) U Y a T OREEREST S,

- BEOZV UMY a TORGE UIEFHAT 50, Mo —H—
DTV Y a TOEIEUIREST 5,

U.ACCOUNTMANAGER - TNV NV a TOEREEST 5,
U.FAXOPERATOR - ETOT) NV aTORMERTAT 5,

U.ADDRESSBOOKOPERATOR | « £ TO 7)Y sV a 7OREZIHET 5,

- 2TOTV YN a TORGHE L ZEET 5,

RARFEL — Y — - A& 7z UADMIN(a), UNORMAL(a)IZ &5 7V v vy
a 7OERIIFATS 5,

- TNV a TOEREHATT S,

- 2TOTV U N aTOMEEZERT S,

s BETOT) U NV a TORERELT S,

c BTOT) Y aTORMELEHEET S,

(B389 5 TSFI)
s BEAZOL TV VN, YVaTdRRBLPEIER
« TopAccess : Y a 7AT—R A
s TVVUR—=RIAN=: FY Y NERIZHTHA VR Tz —A

Copyright© 2022 TOSHIBA TEC. All rights reserved.

72/86



Table 30 D.USERJOB DA ¥ ¥ 7 7+ A%IfH

a—¥F—

Ya TiEH

T 2 & AR

- UADMIN(a)¥ UNORMAL(a)IZHEMNAF v v FEIT LY

a70YadAEE LTEINT NS,

U.ADMIN(a)

c AF YUV aTOEREHTAT S,

- BTOAF Y Va7 OMExHAT 5,
- BTOAF YUV a TOWRLERIERT 5,
- BTOAF Yy Va7 OHNHELELHTT S,

U.NORMAL(a)

c AF YUV aTOEREHTAT S,

- BTOAF Y Va7 OMExHAT 5,

- BTOAF YV a TOWRLERIELRT 5,

- HHOAX Y Y a TORHE UIKEFFA$ 505, i —H—

DAF¥ >y a 7TOHEUIMEST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR
U.FAXOPERATOR

- AF YV a TOEREESGT S,

- BTOAFyrYVa7OMEEHTT 5,
c BTDAF YUY a TOREEEST 5,
- BTOAF Y YVa7OHHELEZEST S,

R —F —

- AF YV a TOEREESGT S,

- BTOAF Yy rYVa 7 OMERESRT S,
c BTDAF YUY a TOREEESRT 5,
- BTOAF Y YVa7OHHELEHESET S,

(BH3# 4 5 TSFI)

 BERRI  AF YV, BATEAARTY Y, YaTdEREB LR SER

- TopAccess : ¥V a 7 AT —&X A

Table 31 D.USER.JOB ® 2 ¥ — 7 & & R &I#f

a—F—

EWAIYEES

7 7 & AR

- UADMIN(a) UNORMAL(a)% HEMWEF LA -V =

TDYa AL LTENMNT S,

U.ADMIN(a)

- A=Y a TOEREHAT 5,

- ATOAVY—YaToMEET AT 5,
- BTOAY—Ya TOREEELT 5,
- 2TOIAE—=VaJDEHELZ2HATT S,

U.NORMAL(a)

- A=Y a TOERETT 5,

- BTOIA—VaTOMEEHT 5,

- RTOIAIE -V a TOREEERT 5,

- HEOAVY—Ya JORHE VT 250, ffioa—¥—o

I —Ya 7OEIE UIRESS 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- A=Y aTOEREEGS 5,

- BTOI—=VaTOMEEHAT 5,
- RTOIAE—=—Va TOWREEERT 5,
- RTOIAY—VaJORHLEZEAT 5,
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T 2 & KR

RERAETL — Y —

- aA¥—Va TOEKEEGT S,

- BTOAVY—VaTOMEREST 5,
- BTOAY—Ya TOREZELT 5,
- BTOIAE—=YVaJDIHELZ2ERT 5,

(BH3# 9 5 TSFI)

C BEARRL O —, BATZATIY—, YaTRRBIUORIER

» TopAccess : Y a 7AT—X A

Table 32 D.USER.JOB D 7 7 7 AREE T 7 ¥ A&

2—HF—

Ya TiEH

7 7 & AR R

- U.ADMIN(a) ¥ UNORMAL(a) £ UFAXOPERATOR % H &

WEIGUET7 7 7 ARMGEY a 7DV a A& L UTEIMNT
2

U.ADMIN(a)

c Ty O AREY 3 TOERE ST 5,

c BTDI 7V AKEY a TOMEETTT 5,
c BTCODT 7V AREY a TOREZREET 5,
- BTCOT 7 7 AREY a TORGH L 2T 5,

U.NORMAL(a)

c T O AREY 3 TOERE ST S,

c BTDI 7V AEEY a TOMEETTT 5,

c BTCDT 7V AREY a TOREZREET 5,

- BHEO7 7 7 AREY a TORE UIEFFA$ 55, fiox—

F—D7 7 7 A%EEYa 7TORMEUIRESRT 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

c T AREY 3 TOEREEST 5,

c BTCOT 7 7 AREY a TOMEZFIAT 5,
c BTCODT 7 7 AREY a TOREZRELRT 5,
c BTODT 7 7 AKXEY a TOBMEL 2T 5,

U.FAXOPERATOR

« Ty O RREY a TOEKE T 5,

c BTCDOT 7 7 AREY a TOMEIXIHTT 5,

c BTCDT 7 7 AREY a TOREZREERT 5,

- BEO 7 7 7 AREFEY 3 TOHRH U IXFFT S 505, fhio1—

F—DT7 7 7 A%EEYa TOWMMEUIFERT 5,

REBFEL—Y —

- T 7 O RREY a TOEREEST 5,

- RTOT7 7V ARMEGEY a 7OMEEESRT 5,
C RTDT 7V ARMEY a TOREEESRT %,
c RTDT 7 I AREY a TOHUHEL 2HET 5,

(BH3# 3 5 TSFI)

- BEANR D T 7 I GG, YV a TRABIUOR KR

« TopAccess : Y a 7AT—R A
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Table 33 D.USER.JOB D 7 7 27 2237 2 & A%l

a—H— | 7 7 & AHIE A
VAV EE S - UADMIN(a) ¥ UFAXOPERATOR % 7 7 7 A5 a 7D
VaTdiaEE L UTERT 5,
U.ADMIN(a) AV DL S TETDT 7 7 ARG 3 TOE%E
U.FAXOPERATOR AT,
c BTDI 7 I AZEY a TOMEETTT 5,
c BTDI 7 IAZEY a TOREREST 5,
- BTCOIT 7V AZEY a TORGHL 2R T 5,
U.NORMAL(a) A —DEEICESTETDT 7 7 A%ZEY 3 TOE %
U.ACCOUNTMANAGER AT B,

U.ADDRESSBOOKOPERATOR

C BTDT 7 IAZEY a TOMER2ERT 5,

s BTCDT 7 IV AZEY a TOREZREET 5,

c BTCDT 77 AZEY a TOMMELEHEET 5,

AP —DREIZLLSTETD T 7 7 AZIEY 3 TOMEHZ
HHT B,

- BTCDT 7 I AZEY a TOMEEIEST 5,

c BTCDT 7 I AZEY a TOREZREST 5,

c BTCDT 77 AZEY a 7O L EHEET 5,

RAGEL— Y —

(B89 5 TSFI]
s BEARI L YV a TRAB LR IRR
- TopAccess : Y a 7AT—X A
- ZTOM:PSIN 77 7 AL VR T 2 — A

7.8. PSIN7 7 7 A-%v b7 — 27RO 8k
PURIZ &) & REB.2 B 12 B4 5 ke 2 2dik 3 5,
FDP_FXS_EXT.1

770 AETLOKEEIX, 77 7 ARGBELTT7 7 7V AZEDOATH 5,

TOED 7 7 VAL VR 7z —AlE W7 7 7 AL 7 7 V ALET — R OREZFEOAMHI N, %
DMMDOHEHMKTT 7 2 A4 VR T 2 —AZMHATEHITLW,

TOED7 7 7 AA VYR T 2 —AlZ, EZETA b N e LUTITUT ¥R G3 DAY K- T3, TD/
&, TOE & PSTN ¢ D@EEIX, 7727 A70 b AN & Fio2EZEOAZMNITEHN, 72—X B DX
VT =Y a VAR LAWEEIR, FNUBO 7 2 — XBITETEET S — 1245728, TOE 133&E

R Z YN g 5.
AUz &Y, PSTN & LAN (D7) v Yz Bk LTV 5,
(B 3 5 TSFI]

s ZOM:PSTIN 77 2 AL VR T2 — A
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7.9. WAL REE
ATz 2 9 AFIAQEMZBE 4 A2 BRI 2 0k T 5
FIA_AFL.1

- TOE 1. #/E/S2 VB LU TopAccess o2 —H =207 o1 3 HBIT, mBICKIN UG £ 7-
X7 ATy hay ZEREOT T A VS BA 7EREE R R DS, U ADMIN(a)il & » CTRRE S 7z
[FE (1~30) 1ZELUZR, #Y0a—¥—ID 2fEDRMa Yy 777 T 5,

By 27O MNREBIZHGBL - —Duy T Y NEMBBRT SHEEE%E UADMIN(a) &
U.ACCOUNTMANAGER (225 %,

(B854~ 5 TSFI]
V(YA ) VIR = B A G
+ TopAccess : B 1 v, EHEHRE
FIA_ATD.1

s TOE X, EFa VT« @M LTa—H¥—ID &85 % 12— — I BEM T Bk Ui 5.

(B389~ 5 TSFI)
« TopAccess : 1 —H —&H

FIA_ PMG_EXT.1

TOE l&, 2—H¥—RAT— NDEHk, LEORIZI—YF—N"AT— R2RET L RMET S, 2
T—REUTHEBRINEXLFERATIE, TIVT 7Ry bORXE, INF, BT, Wdim (+,-./:;="2
{1} AR=R) L REBEXF (1@#s ~ 0 (). BERUORUNREXXT (R YEEOT LT T M
7T VAEDYT 14 T RFFOXT : #Filllk Table 16 2i8) TH 5, /2. UADMIN(a)iZ & > T/NA Y

— NEB/ITEZ 16 XA EICERET 2 EN TR TH 5,

(B34 9 5 TSFI]

- BAESAOV L R — A, 1A Y, EEERGE
« TopAccess: BZ A >, THD7 Vb

FIA_UAU.7

TOEIX, BIENSINLDR S A=Y —DBRAT = RE2ANT B L, EFEEE EOALTORDDIZ
XF2 LT “@ #RRU, ANMUELFRERLURN, 2B, Web7 7 78056 2 —H =538
AT =R ANT2HEH. ANMUEXTFORDOICREXTFE2RRT D, 72720, RECFIEMFEHT
577 VIEIFE L= FEHRRT 5,

(B3 A TSFI)
- BERFN s
- TopAccess : @21 v

FIA_UAU.1/FIA_UID.1

TOEIX, 2 —¥—%2#H - FiFd2 2 2EkT 2, 22—V —THIV bDTF—XR—2 I/ LTa—
F— DR & HAAEITFEIN, T—HF—IDE AT — RPN EINTWVWBEZ LTy v LT —
Re—HULh\wHEu s VidERIHh, 22—V —ItHEAT T Y T I BRRRAI NS,
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T34 TV RPCIRE TV VUV R—=RIAN=2N L TETINE TV bOGEIF, 7V bV a Ttk
VadA—F—0a—-¥—-IDPFIIEINTED, TOEX TV Y bV a T2ZELEKRIZZOI—H—
IDZEHAIL TV Y b AR—IVEFa—127) v bV a T2KNT 5,

T2, TOEWX., 77 7 AZETRBICIE, 77 7 A%EY a 7O B 2707 7 2 A%ET
— X #TOEIZR1ET 5,

(B3#9 5 TSFI)
VAT ) s B G
« TopAccess : B 1~
- TV RIAN— YV MERIZHTE2A R T 2 — A
s FOMPSIN 77 7 AL VR Tz —A

FIA_USB.1
« TOE X, #l & REFICR Uz —Y = a—H—1ID, &#EZ2EERMIT S,
(B8:# 3 5 TSFI)
VAT 9 s B
+ TopAccess : B 1 Vv

7.10. ¥ a2V 71 EHE

BARIZZ 5 A FMT O Z 4B 2 itk z ik 3 5,

FMT_MOF.1
TOE!X, UADMIN(a) D AT, £ F 27 F ¥ 2 IV OBBERE DA R/ ML E 2 ) 0 & 2 e 2 fefit &
%,
(B33 2 TSFI)
- BRSOV EHELE BT
+ TopAccess : HFHH
FMT_MSA.1

TOEIX, U.ADMIN(a)iZ A N OB Z 1Rk T 5,
- 239 —ID OfFK. £FE. BaE., Bk, =27 ZAK—h
- BB, Z£E, Mat, Bk, =7 AFR-1

TOE!Z., UACCOUNTMANAGERIZEA T DHEBE % 243 5,
- 2a—¥—ID Of&HEE. =7 AK—|
- UADMIN(a) % R< 22— —1D OfEk. 5. Hikk
- U.ADMIN(a) % fR < &I DRk, £, HIFR
TOE!I%., UNORMAL, U.ADDRESSBOOKOPERATORIZ LA N DHRE % $24ik 95,
- BHHO—¥—ID Ofis&t
- HHOKE O &Y

(B39~ 5 TSFI)
- TopAccess : 2 —H% —45#
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FMT_MSA.3

TOE%., D.USERDOCSH & O'D.USERJOBOFHICER S NDHE, ZD ¥ 71 @HEOYIHIEL
LTENERMER L2 —Da2—¥—ID2HY T3S,

TOEIX., D.USER.DOCH X UD.USERJOBHPAK I NEEE, ZOtFa V) F1@ETHZ 21— —ID
OUIMEE FE ST AR L 220,

(B33 5 TSFI)
s BERFR A= BATATE— AFY U, DATRAAFY Y, T 77 AKE
« TopAccess : 2 —H% —&H
s TV R—=RIAN=: TV FERIIT IR T =R

FMT_MTD.1

TOE%, U.ADMIN(a)iZ BA T DEIERERE & $24L 3 5,

- UADMIN(@)D 2 —H# =27 — RDEHEL T2 AK— k
UACCOUNTMANAGER D2 —H =N AT—RDEHFEL T 7 AR—h
U.ADDRESSBOOKOPERATOR DL —H— /XA 7 — ROEFE L T ZAK— h
UNORMAL D2 —HF— AT — RDZEFH L T AFK—
074V NRAT—=RDODANY bT A HBDOLEHE
0w o7y MEHOEE
Oy o279 RNINEZET ATV NDAT—=RAZ)T
F—bua 7y MEREOEHE
H IR R D28 5
B/INSAT — REOAH
7 RV AMRDIER, 255, Hibk
SYSLOG #—/N— D # & DA H
FTP ¥ — N—D#&EDLEHE
VIMI 2T DONR=YaViERET Y 7T — b

TOEIX, LAT D#E/EREEE 2 U ACCOUNTMANAGERIZHE AT 5,

- UACCOUNTMANAGER D2 —#—/XZA 7 — KDEEL T7 AK— b
U.ADDRESSBOOKOPERATOR @D L —H— RA 7 — ROZAFE L T/ AHK— K
UNORMAL D —H# =27 — RKDEHEL L7 ZAKR— b
UADMINQ@)BADE Y 27 NENEZTHI Y NDATF—R A2 )T

TOEIX. BAFD#/E#EEZ UNORMALIZERET 5,
HEDOI—HF— AT — ROLEH

TOEIX. LT O#/E#fEIZU ADDRESSBOOKOPERATOR # 2t 3 %,
HEDI—HF—NAT — ROLEH

(B83# 3 5 TSFI)
s BERXIL g1y R—LAHHE, YaTdRrbLOonsEKR BHERE
+ TopAccess: T 27 A >, 7Hhw v b, a—Y &M, EHEE
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FMT_SMF.1
TOEIX, ARDORFa ) 7+ HEHEREZ RIS 2I12L D, FMT_SMF.1% %83 %,

RALAR Y THEDEH
U.ADMIN(a)iZ & % H IRl R D 2 5 #11E,

I—HF—IDDOEH :
U.ADMIN(a) % 7z 1% U ACCOUNTMANAGER (Z & % I —Y¥ —1D O HEE,

I—H—NZAT— ROEH .
UADMIN(a) IZ & % UACCOUNTMANAGER . UNORMAL . UADMIN(a) ¥ & O
U.ADDRESSBOOKOPERATOR D —H#— /XA 7 — ROEEH LT 7 AR— M fE,
UACCOUNTMANAGER 2 & % UACCOUNTMANAGER . UNORMAL ., & & O
U.ADDRESSBOOKOPERATOR D —H#— /XA 7 — ROELEH L T 7 AKR— M #4E,
UNORMALIZ X2 HED 2 —H =X A7 — R DA HEIE,
U.ADDRESSBOOKOPERATOR IZ & % 2 —H%# —/ 827 — K DZHIE,

2 — 4 — GREE R UL DB EE
U.ADMIN(a)iZ & 31 21 > /82T — KD A EIE D 28 HHRAE,
UADMIN(a)iZ &5 18 v 27 7 7 bR 0D 28 5 B,
U.ADMIN(a) & 7213 UACCOUNTMANAGER IZ & B30 v 2 7T FINET ATV P AT —RAD
70T —14E,

BN ZAT — REDOEM :
U.ADMIN(a)IZ & 2 /NS AT — K EDZHEEE,

Mgty v a v T U0 —Y—0T 7 7+ T OREERHIOIRE
UADMIN(a)iZ & 2 HEw 77 7 b O 2 A,

X aTF ¥ RINEE
U.ADMIN(a)iZ & % TLS @15 DE XN/ sl D2 A,

7 N L AMEDEH
U.ADMIN(a)iZ & % 7 N L AR 2 5 #fE,

SYSLOGH —/8— :
U.ADMIN(a)iZ & 5 SYSLOG ¥ —/N—Z& & DA FH f#1E,

FTPY —/N—:
U.ADMIN(a)iZ & % FTP ¥ — N —3%5E D A FH#AE,

V7 by
UADMIN(@)IZ &3 Y 7 h =7 ON—=T a3 VRERET v 77—k,
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(8% 3 5 TSFI)
s BERXIL a0y R—LAHH, YaTdErbLOnrEKR BHEERE
- TopAccess: BZ 1>, Thwy b, 2—F—EFH, EHERE

FMT_SMR.1

TOE & . UADMIN(a) . UACCOUNTMANAGER . UNORMAL & & U
U.ADDRESSBOOKOPERATORIZ B 4 & ¢ & fREF U, 2 — Y — 2 Ghk§ DI £ D& EI 2 i ) 72
A=Y —ICBE T 5.

(B3#9 5 TSFI)
- TopAccess : 2 —H —&H

7.11. TSFD5#
PAFIZZ 9 A FPT O EARIZBE T 2 B2 304 5 5,
FPT _SKP_EXT.1

« TSF &, ¥ —N—FEHE2 A5 R o4 I SLRETHRET 20, 2 Toa—¥F—it7 7%
AT BHEREIZERAE L TR,

- TSF &, B, dEfE, F vy LY a—FEOVARY A= R 2R T VITEXCCHRET
LM, BTOA—YF—ZT7 7 AT EHHEEZ L TR, £72, 2o D CSPIXERE THE
Ins,

« TSF i, H A MRGFE%Z FROM IZEXTHRIFT 60, 2@ TOI—Y =127 7 v AT 268X 82HE L
TV,

- TSF (X, TLS@EHD 2y ¥ a Vs L O HMAC O AR A € VI EXTIRET 205, £2TD
A—H—IZT AT HHRE L L TRV, F72. IThoodERE, BENTHEI NS,

ZNIZ X DFPT_SKP_EXT.1%2 5B L TW5,

FPT_STM.1

TOEW., BE&EO 7238k T 5720ICTORICHNEB I NE 7z ay ZICH RS2 T4] . THI .
TH] . (B . 148 . ] 2XALARY T UTCHHETAZ2I2E D, FPT.STM.1% %8B L
TW5,

(BH3# 9 5 TSFI)
FAU _GEN.1, FAU GEN. 2 ®OEf3 TSFI I2#3° %

FPT_TST EXT.1
TOE 1%, BEERHFFFIZUTOXRILTIF A N E2ETT S,

c TT7—=LT T DNIVAT AL
MFP %#fH14 %Y 7 b7 =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) I, ARGz
RSA. vy ¥ a8 SHA-256 2 LB B4 AT X MGEE2ERL TWE, 72, TV v
R—a=vy MDD T v =217 =7 (ENGINEFIRMWARE) , A¥ vy F>—2=v DT 7 —L DU
7 (SCANNER FIRMWARE) . 7727 A=y MO 7 7 —217 =7 (FAX1 FIRMWARE) (&,
BA16bit DF = 7V L %FHE L, 77 =L 27 HELRLDNEHCKRIEZIT>TW5,
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s TR E=JHONILVAT A b
MFP %2 #1457 b v =7 (SYSTEM SOFTWARE) 37 JFEHIIZ mgd ® 7o& 2 &AL
72#%. Linux PRNG ®/dev/random %*& 4096 /3 b ZHi#5 L T NIST SP 800-90B (272 5 - 7= H
CHREEZ475, 2D & & Linux PRNG IZZ Y b —2##a3 5720, mgd 1ZX 1 ML—7D)
$54TRMMNDmn%@ﬁEHU&?O=®@U&DTIOE® gift T 5 —(CF=0)%2 A7 %
WiHon 72 LU Cmgd 7Rt 22K T 3E5, TR REMRX A7 OFREHNE
%knmd®7U%X%T%@ﬂT6&\A%w®ka—y%rIU7 Yy —vzavra—)
NERRIN, TOE ILEHZEILT S, 28, RDRAND @A ans e, > ha—iEHoD
HFIZH 2 ) A ZPFEPEFEL TWRWnWZ & 2 RFET 5728012, SoC NE D Online Health Test (OHT)
IZ X BB R ANIVAT A S DBEBI T b S, Zhid /14 XJFEOEDH S 266 €y MU TE
1LY M54 Y bOGEEOEY Y MZ—VOHBEBEZAID Y N L. TOED S N7 IEH
N THIITHESR, HFASNTHNIIAEGHK LT D, —HROMOIELENZ DHETAEHK L T
DMELIIBEZ 1% THY., — AT/ A XFOHNNRX =V 0® LICEEEINEZD, 0L 12K
B U 720§ 270 & OBEIRN 2 i BE D FAE 2 W19 5 Z & A5, [Rambus 2012]DFEE A 5 43 5
> T\W5, OHT IXEED 256 [MD@FEZE S, 129 [ L4 TH i RDRAND @4y id CF=1
LLHITEZEEL, £ TRIFNIECF=0 TT I —%iKkd, 7z, HBFEHRICHETEITINDS
SoC W ® Buit in Self Test (BIST) Tlk, OHT AIELLKEWT WA Z & 2MFET 5726, BEAN
iz £ D SoC D OHT & CTR_DRBG DIEL K EJWT W5 Z & 2T 5, Zd BIST THEHE %
M9 %5 & RDRAND 4331z CF=0 T 7 —%iKT,

FEDOANNVZTF AN TEREPREINZGESE, 3V PO =L AXIIZT T —3— RHBRARI N, TOE
GEEZPIEL 22— —IX TOE 2HTE R R5, 77—LV 7 RIIFEEINEZY 7Y =T
TSFiE, 77 —L T 2T DANVATAMIELD, ZOFETIA—-FOZEEEZMIELTWS, N—FD
7 TSF i, TV MV —HHNTNHN—RI 2 7R—ZAD /) 1 APFEFMEAL TS, T> hoV—ii
DANVATAPMIED SoC WD ANIVAT A MEREDFEITINEZ LT, TV hrE—HOFD ./
A RPRDAEDH S HIEH T H % 0% Wil Ui OB 217> T\ 5,

EDZ &h s, TSF BIEFICEEL TWaA Z & 2 BIREEFICHEILTE2TAME LTI Fo%RD
DTHDEERD,

(58 9~ 5 TSFI)
s BENRL L EBIFEY—
FOf: AA VAL wF

FPT_TUD_EXT.1

TSFIZ., U.ADMIN(a)iZ, TOEDEIEDY 7 b 7 N— a VIERE MR T 520D VX T 2 —A
EUTEMEARXVDOR— LAEEHOEHEREHAZRMEL, VI VT2 7y T T2 087
T — A& UTEMENRIVOEHRHZREHEH & TopAccess D& H 2% M % 2t 3 5,

¥/, Ty T T— b EBENZT Y 7T =193V 7 N2 T DEEEEZMRGET 5 T Y X IVEXMGE DK
REZftd 5, TOMEEAER. Ty 7T —b925& 77 —L47 =7 (SYSTEM SOTWAER. SYSTEM
FIRMWARE, ENGINE FIRMWARE, SCNNER FIRMARE, FAX1 FIRMWARE) 7 7 1 JLVIZAHEL
TR‘EINDETFIRZINEL S, FCS_COP.1(b)IZfit 5 72RSASSA-PSSIZ X WS L2y ¥ aflié,
Ty TTF— L&D TBEET7— LY T H5FCS_COP.1(c)IZft > TSHA-266 T L7z y &
AfEZ L, AR T DI L 2R TIHECTELVWT 7 — LT =270 E S PEMGEET 5,
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(BE3# 9 5 TSFI]
- BREN IOV R — L, EHEERE
- TopAccess : EHEHE

7.12. TOEY 27 & A
ARz 7 A FTA QEMIZBT 2 k2 5did 4 %
FTA_SSL.3

TOEIX, 2 —H¥ =2 —EWREESTIVEZEELR WS, mElica sy b LY, HERMIZ15
~150 DM THRETE 2D, /2. Web7 I U HFZMHLTTOEILT 72 AL, —ERHEIEIHN &
Yty vavEBHMKT LR T Y NT 5, RERMIZS~9990 DM THETE 5,
TOEIF, VYR —FIAN=p5D7) v Y a TOFACIINETHEL Yy v a voEKIZTHT,
7 v b OERNHEL - E by a v EKRT TS,
(B34 9 5 TSFI)

VA ) = B

+ TopAccess : @71 v

7.13. BEENA/F ¥ RNV
MUY I A FTP OEIZEIT 5 Bk 2 Gl 3 5,
FTP_ITC.1

TOEWX, &Y —N—[OBEFDT — X H#ED=HTLS1.2% FH L CTREZ AT 5, TOER S(EEF
¥ 2N ENLUTA =P —N—_ SYSLOGH —N—, FIPH—N—~AD7 7t AT 3545I121F. TLSHE
FOREZ &Y —N—~BRT 5,

(B8:H# 3 5 TSFI]
- BEARXOV X -, B v R LAHE, I¥—, DAZAIY— AF v DATZA
AFyy, TV, Ty 7 ARG, YVaTRRELUOOIER, HHARE.,
« TopAccess : @7 A Y, YaJdATFT—XA, Thov b, 2—VF—EH, SHERE
TNV VR —=RIAN=: T MNERIZHT DI VX Tz —A
- ZOM: AL VALY F PSIN T 7 7 AL VAT 2 —R

FTP_TRP.1(a). FTP_TRP.1(b)

TSFiZ, TOEX UV E— MEHES LY E— MIHAEHOBEREIZB VT, @BET — X OJRHE? 5D
RELWET — X OREDOHRAT 2 EEHEANRAERMT 572012, DUFOKREZ 2T 5,
WEBR— Y & Di@EfE :
27542 FPCROHTOEDWEBNR— YD E(EHH/ NN AZMENL ST 572012, HTTPS: Y v 7 —2 7
Ok aNTERT 5,
DE—MEHEB LTV E— MHHENZ 5142 FPCHSWEBT I U H %2> T, TOEOWEB
R—=IIZERT 5541F. HTTPSZ 1 b 2L &2 W6 0 @8ELFB I N5,
« 25147 Y MPCHRODRHIDEREZERMLL 2 —F —RAB LT RTOYE— MNIHET 7 ¥
3 &, HTTPS 7'\ h 2V & W EIZR D it T h b,

254 PCHRoDTY) v b
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254V PCIOETV VR —KIAN—%{fis727) v bDiGE. TOENOES CEEE/ A%
WIS 5 7-iz1%, TLS@/E 7'a b )V TGS 5,

(BH3# 9 5 TSFI)

- TopAccess: BZ A Y, YaTATF—XRA, THDU VM, 22— —EH HHEZRE

TV VR —=KIA4N—: TV MERIZHTESI VX T — A
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AREEIZ

BES % TSFIIZD\WT, BA RO Table 34 IZ/R7,

Table 34 TSFI D E#

TSFI% A
£ (PA 9%

EIEF — AA VALY FITL O MFPIZERBEAZL, MFPRZEE LD, MFPZY v v b
AU T 5200127 z—2A,

asq BAERAND ST 72 AT 22—V — %A T 572001 VX7 2 — A,

R — A H I—Y—NAT - ROLEHIE, BLOTOEDN—Y a3 >V 2HERT B7-DDA
VRT L —A,

ayr— XEREETHODA VR Tz —2A,

MDATZATE— XEEEET DDA VR T — A,

AF ¥ v FRzEGET -2 UTAFy L, AF YV UEEEKET—2%2 7L Ea—,

R—UHIR - 2ZLUEZ - HALED, FIPY —N—0D 7+ VXIZHEIZELED ., $8
FEDe-mail?7 RUAANEELEZDTBEEDODA VR Tz — X,

MATZAAF v

FRZEGET — X UTAFY L, AFy VY UEEEBT—2%2 7L a—,
R=IHIRLZD, £z, AF YV UET—XE2HRMN 771402 LTHEDe-
mail7 RVANEELZDTEODA VR T —A,

AV 2547 MPCHSESNMFPHOF—I)L RFa— It n=REY. 77
DAZET —REHRT 570D 1 VR 7 2 —2,
777 AEE FiazEgT — R UTAF vy L, AF vy VY UEEGET 2% 7L Ea—,

R=UVHIER - ZLER - FHABLOT7 77 RARMET 272001 V2T 2 — A,

YVaTdRREBLU
a7 FRR

FIR, A%y v OETRIPT RLARD T — X 28ET 572001 VX7
_xo

B R BHEDNRAT = RNOEE, 7 RLVARD T — X OHFEEOELENF )
TAWEHTBEEZITI2ODA VR T ==&,
TopAccess
=7 VA IIA4T Y IPCROT 72 AT A—H —2#AlERET 572D 1 VX7 = —

Ao

VaTATFT—&KA

Kb ) hYaTd, AFry o VaTdEBETEEZODI VR T —A,

THT YR HEDNAT — REHEPHREINTWELEERE2RRTE-2OD1 VX7
—Z.
- I—H—EROEGHED L — 1T 2EHEIT D 2ODI VX T = — A,
(R F— N2V TREEDOMFPOZRE, NAT— KK V—DHE, 7 RV AEDA
VIR— NEOMFPOEMZITI12DDA VR T = — A,
TV Y R—=F51 8=

7Y v BRI

II3A4T VY RPCHSL Y Y N T —XEMFPIZA—IV NRF)T 572D A v &

TA VR T—A | Tx—ATH5,
Z DAty
PSINZ 7 2 A4 |\ W7 7 2 A SD T 7 VAT —R2ZETH1 02Tz — A,
VR Tz —A
AL VALY F MFPIZEJHZHA LT, B 7 OHE2HMH L, TOEZHHTE 2 REBIZTH720

DAVRT z—2A,
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Apendix
Appendix TlE, BiEDER L SE CHkERT,

Table 35 MEFEDEE

W& ek -
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
HDD Hard Disk Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology

International Organization for Standardization / International

ISO/IEC Electrotechnical Commission

LAN Local Area Network

LCD Liquid crystal display

LED light emitting diode

MEFP Multifunction Peripheral

NCU Network control unit

NIC Network Interface Controller

NIST National Institute of Standards and Technology
PC Personal Computer

PP Protection Profile

PSTN Public Switched Telephone Network
RFC Request for Comments

RNG Random Number Generator

RSA Rivest-Shamir-Adleman

SAR Security Assurance Requirement
SFP Security Function Policy
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W& EE &
SFR Security Functional Requirement
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
& ZE Wk

»

[Rambus 2012]

<~ Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography
Research a division of Rambus, 2012.
< Available: https://www.rambus.com/intel-ivy-bridge-random-number-generator/.
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